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Traitements embarqués pour la détection et le diagnostic
de pannes de composants -
Utilisation de ’approche statistique locale

Résumé : Cet article contient les développements de ’exposé présenté en séance pléniere lors
du 11éme Symposium IFAC/IFORS sur Identification and System Parameter Estimation - SY-
SID’97 qui s’est tenu & Kitakyushu, Japon, du 8 au 11 Juillet 1997.

On décrit les principes fondamentaux et des exemples d’application réels d’une théorie unifiée
de conception de traitements embarqués pour la détection précoce et le diagnostic de pannes de
composants. De tels traitements sont nécessaires pour la surveillance de systéemes en vue de leur
maintenance conditionnelle. On met en évidence le fait que la principale tache conceptuelle pour
la conception de tels algorithmes consiste en la sélection d’une fonction d’estimation convenable.
Les méthodes d’identification du maximum de vraisemblance, des moindres carrés, des variables
instrumentales, et de type sous-espaces, sont discutées dans cette perspective.

Mots-clé : Détection et diagnostic de pannes, pannes de composants, méthodes statistiques,
approche locale, systemes dynamiques linéaires et non-linéaires.
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1 Introduction

Before outlining the paper, we introduce model-based fault detection and isolation, distinguishing
three types of faults in static or dynamic systems, discussing the design of FDI algorithms, and
pointing up three different detection problems.

1.1 Condition monitoring and model-based FDI

In many applications, the problem of fault detection and isolation (FDI) is a crucial issue which
has been theoretically and experimentally investigated with different types of approaches, as can
be seen from the survey papers [63, 38, 29, 6, 24| and the books [55, 9] among other references.
Moreover, an increasing interest in condition-based maintenance has appeared in a large number
of industrial applications. The key idea there is to replace regular systematic inspections by
condition-based inspections, i.e. inspections decided upon the continuous monitoring of the
considered system (machine, structure, process or plant), based on the sensors data, in order to
prevent from a possible malfunction or damage before it happens and optimize the maintenance
cost. Asshown in the examples described below, a possible solution consists in the early detection
of slight deviations with respect to a parametric characterization of the system in its usual
working conditions, without artificial excitation, speeding down, or stop. Indeed, if such an
early detection can be performed while preserving robustness with respect to changes in normal
operating conditions, one can reasonably expect being able to prevent from larger deviations
resulting from malfunction, fatigue, faults or damage before they happen, and consequently to
increase the availability of the system.

It turns out that there exists a mathematical statistics theory providing us with tools which
perform this early detection task. This theory is known under the name of local approach. It
aims at transforming a large class of detection problems concerning a parameterized stochastic
process into the universal problem of monitoring the mean of a Gaussian wvector.

It is the main purpose of this paper to describe both the key components of this theory
and real industrial examples which have been successfully addressed by applying its principles.
Of course, this theory assumes that a model of the monitored system is available. This is a
reasonable assumption, since many industrial processes rely on physical principles, which write
in terms of equations, providing us with models. But when physical models are either too
complex or even not known at all, semi-physical or black-box models can be used instead, in the
framework of the local approach, enlarging its initial scope. We assume the model structure to
be given throughout, and we discuss further this important modelling issue at the end of the
paper.

In the sequel, we equally use the words deviation, change, failure, fault, damage, malfunction,
considering that all these events are reflected by a change in the parameter vector of a model of
the system [6, 9].

1.2 Three types of faults

Several types of multidimensional parameterized stochastic processes are considered in this paper.
They may be static or dynamic, linear or nonlinear, with a state-space description or an input-
output representation given, in the latter case, in an explicit or an implicit form. In section 2,
we describe several industrial examples of such processes. In all cases, as depicted on figure 1,
the observed data Y are viewed as the output of a system parameterized by vector # and having
different kinds of inputs, which, neglecting the dynamics for the moment, we write :

Y =90, U+T;, W)+ Y, +W, (1)
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Figure 1: Three types of faults : input faults T; and output faults T, act additively, whereas
system faults act as a change in the system parameter vector 6.

Input U is assumed to be known (measured). The unknown quantity W stands for non-measured
inputs, unknown non-stationary excitation on or perturbation of the system, and input noise.
The unknown quantity W, stands for output noise.

We distinguish between three types of faults. The first type of faults T, occur at the output
of the system in an additive manner. It has been agreed that such faults appropriately model
sensor faults. Speaking in terms of the distribution of the observed output data Y, the first type
of faults only affect its mean value, which shifts to a different value after the occurrence of a
fault. The second type of faults T; occur at the input of the system in an additive manner. It
has been agreed that such faults appropriately model actuator faults'. If the system is linear,
the second type of faults affect only the mean value of the output distribution. The third type
of faults are modeled by any change in the parameter §. They affect the generating mechanism
itself and thus the variance, correlations, spectrum or higher order characteristics of the output
distribution. This type of faults is often referred as component or system faults [55]. In the
case of linear dynamic systems, it may be useful to think of these faults as multiplicative faults,
because they affect the input-output transfer function in a multiplicative manner [9]. In the case
of nonlinear static or dynamic systems, it should be clear that there are only two types of faults,
namely the first and the third ones.

It is one of the purposes of this paper to outline how the fault type and, to a less extent, the
process type, influence the design of FDI algorithms.

1.3 Design of model-based FDI algorithms

Residual generation and residual evaluation. It has been widely acknowledged - see the
above mentioned references - that the FDI problem can be split into two steps : generation of
residuals, which are ideally close to zero under no-fault conditions, minimally sensitive to noises
and disturbances, and maximally sensitive to faults; and residual evaluation, namely design of
decision rules based on these residuals.

When stated in terms of a (generally state-space) model of the monitored system, the FDI
problem has been addressed using either deterministic or stochastic approaches. Deterministic
methods for residual generation have been proposed both in the time domain (parity checks,
resulting from analytical redundancy relations) and in the frequency domain (detection filters,
fault observers), and both for linear and nonlinear systems [55]. The basic statistical approach
to residual generation consists in deriving sufficient statistics [9], namely transformations of the
measurements which capture the entire information about the fault contained in the original data.

! Actuators faults, as well as sensors faults, can sometimes usefully be modeled as changes in the input or
output variances, which we do not distinguish from the third type of change defined next.

INRIA
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Residual evaluation is typically answerable to statistical methods, which are basically aimed at
deciding if a residual discrepancy from zero is significant. However deterministic approaches to
residual evaluation have also been proposed recently [23].

The main advantage of the statistical approach is its ability in assessing the level of si-
gnificance of discrepancies with respect to uncertainties. The accuracy of parameter estimates
provides us with the relative size of the estimation error w.r.t. the noises on the data measured
on the system. Similarly, the tests based on the local approach tell us if the relative size of the
parameter discrepancy in the monitored system w.r.t. to the accuracy of the reference parame-
ter value, is significant or not. However, it turns out that the estimation error or the prediction
error are generally not the relevant functions of the model parameter and the measured data to
be computed for stating this significance. It is one of the main purposes of this paper to show
alternative functions of the model and the data which should be used as residuals, and how
to evaluate these residuals. This alternative approach to residual generation and evaluation is
called the local approach.

We find it useful, following [30] and although with a different meaning, to distinguish between
a primary residual, and an improved residual, for making the decision.

Primary residuals and improved residuals. Neglecting the dynamics in the notation again,
we summarize the two steps of the local approach to residual generation and evaluation as follows.

e Primary residual : a vector-valued function or process K(0,U,Y), whose mean value
switches from zero when the system is safe towards a non-zero value when a fault oc-
curs. As explained in sections 3 and 4, such a function is tightly related to an estimating
function used for the identification of parameter 6,

e Improved residual : a vector-valued function ((#,U,Y), built on K, with known distribu-
tion, making possible its evaluation. Moreover, in all cases, this known distribution turns
out to be the Gaussian distribution, with known covariance matrix.

In other words, any dynamic process is summarized via an (asymptotically) equivalent Gaussian
vector (and mot process). This performs a reduction of FDI problems to a universal one : any
mounitoring problem concerning a parameterized random process can be reduced to the problem
of monitoring the mean of a Gaussian random vector.

1.4 Three types of detection problems

Three types of detection problems may occur in practice, according to the relative time constants
of the processes to be monitored, of the sampling of the data and of the events to be detected.
These three problems are depicted on figure 2.

e Model validation : Given, on one hand, a reference value 6y of the model parameter (for
instance, identified with data from the safe system) and, on the other hand, a new data
sample, the problem is to decide whether the new data are still well described by this
parameter value or not. This problem may be stated either off-line (fixed sample size N)
or on-line (varying sample size n);

o Off-line change detection : Given a data sample of size N, the problem is to decide whether,
somewhere in this sample, a change in the parameter has occurred, from the value 6y to
the value 61, at an unknown time instant v;

o On-line change detection : At every time instant n, the problem is to decide whether, before
this instant, a change in the parameter has occurred, from the value 6y to the value 61, at
an unknown time instant v.
RR n3252
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Figure 2: Three detection problems.

It should be clear that the most difficult problem is the third one, because in this problem the
amount of information in the data about the new parameter value #; is the lowest. Also, the
criteria for designing the detection algorithms and analyzing their performances depend on the
detection problem. These are : mean time between false alarms, probability of wrong detection,
mean delay to detection, probability of non detection, accuracy of the estimates of the fault
onset time and of the magnitude of the change. For precise definition of detection and isolation
criteria, we refer the reader to [9][chap.4], [61, 15, 50, 52].

However, we argue that, even though the decision functions for solving these three problems
are not the same, they all reduce to different implementations of the same primary residual. In
order not to blur the main purpose of the paper, we postpone further discussion of this imple-
mentation issue in section 9, and we put main emphasis on the model validation problem, which
is the simplest. We do not discuss the issue of quickest detection of a change, and concentrate
the discussion on how the fault type influences the choice of the estimating function K which is
the basis of the primary residual to be handled.

In the framework of this paper, the fault isolation problem counsists in determining which
(subsets of ) components of the parameter vector 8 have changed. How this relates to diagnostics
is discussed in section 10.

1.5 Outline of the paper

In section 2, we describe three real examples of static or dynamic industrial processes, on which
different types of faults have to be detected and isolated. Then, in section 3, we explain how
the three types of FDI problems can be reduced to the universal problem of detecting a change
in the mean of a Gaussian vector, using either a finite sample or an asymptotic argument (local
approach). Section 4 is devoted to the local approach to the design of detection algorithms,
based on either the likelihood function or alternative estimating functions. The reduced Gaus-
sian problem is investigated in section 5, where statistical tests for detection and isolation are
described.

We then return to the three examples introduced in section 2. In section 6, we describe two
types of detection algorithms for vibration monitoring, based on either instrumental variable
or subspace identification methods. In section 7, we consider the case of faults in an error-in-
variables nonlinear static model, and describe a least-squares (LS) based detection algorithm
developed for monitoring the combustion chambers of a gas turbine. Section 8 is devoted to the
case of nonlinear dynamic processes. We introduce two possible solutions based on a LS estimating
function, and involving either a full state observer (as done for a catalytic converter), or an input-
output equivalent representation. Finally, in section 9, we discuss several additional issues, among

INRIA
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which the use of models and the optimum sensor location problem. Some conclusions are drawn
in section 10.

2 Industrial examples

In this section, we describe three real examples of industrial processes subject to faults or other
undesirable deviations which have to be detected and isolated. These processes are linear dy-
namic, nonlinear static, and nonlinear dynamic respectively. They are all subject to component
faults. We refer the reader to [9, 51] for interesting applications of statistical methods to sensor
faults in linear systems, for inertial navigation systems and GPS integrity monitoring.

2.1 Linear dynamic system : vibration monitoring

Vibration monitoring? turns out to be an important example of the problem of detection and
isolation of non-additive faults (changes in the eigenstructure) in linear dynamic systems, as
depicted on figure 3.

lchange in 6

nonstationary Linear v
unknown Dynamic ’
—— > System,

Wi

Figure 3: Vibration monitoring.

The monitoring problem. In-situ damage monitoring and predictive maintenance for com-
plex mechanical structures and rotating machines is of key importance in many industrial areas :
power engineering (rotating machines, core and pipes of nuclear power plants), civil enginee-
ring (large buildings subject to hurricanes or earthquakes, bridges, dams, offshore structures),
aeronautics (wings and other structures subject to strength), automobile, rail transportation.
These systems are subject to both fast and unmeasured variations in their environment and
small slow variations in their vibrating characteristics. Of course, only the latter are to be de-
tected, using the available data (accelerometers), and noting that the changes of interest (1% in
eigenfrequencies) are not visible on spectra.

For example, offshore structures are subject to the turbulent action of the swell which cannot
be considered as measurable. Moreover, the excitation is highly time-varying, according to wind
and weather conditions. Therefore the challenge is as follows. The available measurements do
not separate the effects of the external forces from the effect of the structure, the external forces
vary more rapidly than the structure itself (fortunately!), damages or fatigues on the structure
are of interest, while any change in the excitation is meaningless. Expert systems based on a
human-like exploitation of recorded spectra can hardly work in such a case, the FDI method must
rather rely on a model which will help in discriminating between the two mixed causes of the
changes that are contained in the accelerometer measurements.

A different example concerns rotating machines such as huge alternators in electricity power
plants. Most of the available vibration monitoring techniques require to stop the production,

2Here we refer to a work which was supported by several grants from IFREMER (Institut Frangais de Recherche
pour la Mer), Brest, France and EpF (Electricité de France), Direction des Etudes et Recherches, Clamart, France.
Further work is being accomplished in the context of Eureka project no 1562 SiNoPsys (Model based Structural
monitoring using in-operation system identification) coordinated by Lwms, Leuven, Belgium.

RR n3252
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in order to vary the rotation speed and, by the way, get reliable spectra. When monitoring the
machine without speeding it down, one is faced with the following challenge. The non-stationary
and non-measured excitation is due to load unbalancing which creates forces with known fre-
quency range (harmonics of the rotation speed) but unknown geometry, and to turbulence caused
by steam flowing through the alternator and frictions at the bearings. The problem is again to
discriminate between two mixed causes of changes in vibrating characteristics.

Modeling issues. We assume that the behavior of the mechanical system can be described
by a stationary linear dynamic system, and that, in the frequency range of interest, the input
forces can be modeled as a non-stationary white noise. Consequently the relevant model is the
following matrix differential equation :

{M;é(t)+o;'c(t)+Kx(t) = v(t) (2)
Y(t) = LX(t)

where ¢t denotes continuous time, M, C, K are the mass, damping and stiffness matrices respec-
tively, the (high dimensional) vector X collects the displacements of the degrees of freedom of
the structure; the external (non measured) force v is modeled as a non-stationary white noise
with time-varying covariance matrix @, (t), measurements are collected in the (low dimensional)
vector Y, and matrix L states where the sensors are located. The mechanical characteristics
(M, C, K) of the system cannot be recovered from the output measurements. Hence, identifiable
modal characteristics of the system are introduced : the vibration modes or eigenfrequencies de-
noted generically by u, and the modal shapes or eigenvectors denoted generically by ,. These
quantities are solutions of the following equation :

(Mp? + Cu+ K)¥, =0 , ¢, =LY, (3)
Sampling model (2) at rate 1/7 yields the discrete time model in state space form :

Xg+1 = FXp+ Vg (4)
Y, = HX,

where :

Ysz(kT),szlA?(kT)] ,H:[L 0} ,

0 I

F =exp(Ar) , A= l MK Mo ] ’
(k+1)T -

E(Vx) =0, E(VkaT) Z/ eAs Q(s) Al ds
kT

. ~ 0 0
with :  Q(s) = l 0 M IQ ()M T ]

The modal characteristics defined in (3) are equivalently found in the eigenstructure (A, ®,) of
F:

- A

et =\, @bu:(ﬁ)\:Hq))\ (5)
Such a pair (), ¢)) is called a mode.

A third useful model is the ARMA time series :

p p—1
Y=Y AiYi_i+ Y Bjlk) Wi (6)
=1 7=0 INRIA
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where (W}) is a standard stationary white noise. In this model, it is easily verified that the AR
coefficients A; are related to the pair (H, F') of model (4) via :

p
HFP =Y A HFP™ (7)

=1

On the other hand, since the covariance matrix of the excitation noise V' is non-stationary, the
MA coefficients Bj(k) are time-varying.

We stress that sinusoidal or colored noise excitation can be encompassed as well [57].

From these modelling issues, it results that vibration monitoring can be equally stated as
the problem of detecting changes in the eigenstructure of the state transition matrix of a linear
dynamic system with non-stationary state noise, or the problem of detecting changes in the AR
part of a multidimensional ARMA process with non-stationary MA part.

2.2 Nonlinear static system : gas turbine

Detecting faults in the combustion set of a gas turbine® is a problem which can be addressed
within the framework of system changes in a nonlinear static model with noisy input and out-
put measurements, and also unknown inputs. Figure 4 means that the problem is again to
infer the internal state of a complex physical process using only the available input and output
measurements.

known

lchange in 6
U

—— | Nonlinear
unknown Static ’
—— > System

W, id

Figure 4: Monitoring combustion chambers.

The monitoring problem. Gas turbines are widely used as industrial motors, in electrical
power generators and aircraft engines for example. As shown on figure 5, a gas turbine system is
composed of a compressor, a set of combustion chambers, an expansion turbine and an exhauster.
The problem here is to monitor the (ten) combustion chambers and the expansion turbine using
the measurements given by the (eighteen) thermocouples at the output of the exhauster, to detect
both sudden failures and gradual incipient faults, and to isolate which combustion chamber(s)
failed.

This monitoring problem is complex for the following reasons. First, the knowledge about the
physics of the involved phenomena (combustion, expansion, diffusion) is not complete and in some
sense less mature than in the previous example of mechanical systems. There is thus a need for
a semi-physical model, which provides us with a reasonable approximation of the measurements.
Second, as explained below, this model has both noisy input and output measurements (errors-
in-variable model). Third, one of the key difficulties here is that the considered gas turbines are
used as secondary energy production devices in electricity power plants. Thus their functioning
mode is changing quite often, and the effects of this non-stationarity on the system parameters
are non negligible with respect to those of the faults.

3Here we refer to a work which was supported by several grants from Alcatel-Alsthom-Recherche, Marcoussis,
France and European Gas Turbine S.A., Belfort, France.
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Figure 5: Gas turbine system.

Modeling issues. The two key ideas used for deriving a semi-physical model are to describe the
output measurements (thermocouples at the output of the exhauster) as a linear combination
of temperature profiles contributed by each combustion chamber, and to compress complex
phenomena (rotation and turbulence in the turbine and the exhauster) into three phase shift
coefficients.

The shape of the temperature profile of the i-th chamber contributed on the j-th thermo-
couple is modeled by g(qﬁg — ¢ —d), where g(-) is a zero mean nonlinear function, ¢§ and ¢§- are
the angular coordinates of the chamber and the thermocouple respectively, and the phase shift d
is the rotation angle of the gas during the expansion. Using prior knowledge, we can compute an
approximation of the phase shift, using a known function D(T,,Ts, N), where N is the rotation
speed of the expansion turbine, T, is the mean temperature at the entrance of the turbine, T
denotes the mean temperature at the exhaust of the turbine (average of the eighteen thermo-
couples). To compensate for this approximation in D(7Te,Ts, N), we use an additional parameter
do, and a corrective term d; sin(qﬁg — ¢°) for the asymmetry in the shape of the exhauster. Each
chamber contribution is weighted with a coefficient a; and the total contribution is scaled by
the relative increase in temperature between the compressor output (7)) and the turbine input
(Te), and then by the drop in temperature T5/T, during the expansion. An additional term
bcos(qﬁg — ¢*°) takes into account the geometric asymmetry of the expansion turbine.

The j-th measurement is thus modeled as [47] :

T, T,—-T 10
v = 7 <Te+ o= 2 g(4] —¢§—d)) +b cos(¢f — ¢°) + (8)
€ =1

d = D(Te,TS,N) + dO + dl sm(q5§ _ ¢5)

where C'is a normalizing constant, and w; is a white noise capturing modeling and measurement
errors.
To summarize, the model parameter vector is :

0 = ((1,1, ... 5 QA10, b, do,dl)T

and the measured? inputs and outputs are :
Uk = (TeanaTS’N)T(k) (9)
Y = (yi,---u18)" () (10)

We note that this model is static (hence any data sample is considered as an i.i.d. sequence),
and linear in the parameters, except for the phase shift coefficients dp,d;. A key difficulty arises
because this model has both noisy outputs and inputs (errors-in-variable model). Thus the
parameter vector cannot be identified without bias. This identification bias could be thought as
an obstacle to monitoring small deviations. However it is not the case, as we show in section 7.

2.3 Nonlinear dynamic system : catalyst

Detecting faults in the catalytic converter and the oxygen sensors of an automobile is a problem
which can be addressed within the framework of changes in a parametric nonlinear dynamic

% Actually, temperature 7. is not measured, but estimated.
INRIA
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Figure 6: Monitoring the catalytic converter and the front oxygen sensor of an automobile.

model®. As obvious from figure 6, this system is still more tricky, because of a closed-loop which
may blur some of the changes of interest, as do also varying operating conditions.

The monitoring problem. On-board fault diagnosis is a crucial issue for the automotive
industry. New on-board diagnostic system requirements (OBD II) have been introduced in
California [20, 31| which require monitoring vehicle emissions. Among the vehicle components
to be monitored are the catalytic converter and the oxygen sensors.

A catalytic converter is aimed at processing the engine exhaust gases and reducing the quan-
tity of pollutants. In particular, three way catalytic converters (TWC) oxidize the hydrocarbons
HC and carbon monoxide C'O and reduce nitrous oxides NO to produce water H5Q, carbon
dioxide CO9 and nitrogen No. A catalytic converter is characterized by its efficiency in conver-
ting HC, CO and NO,. Thanks to a front oxygen sensor (located upstream from the catalytic
converter), a closed-loop controller maintains the air-fuel ratio in the engine close to the stoichio-
metric value. Because of the nonlinear characteristic of the oxygen sensor, a limit-cycle appears
in the closed-loop system. Some possible causes of catalyst deterioration are a high tempera-
ture, due to the misfire for instance (an excess of fuel and air entering the catalyst increases the
temperature), the malfunctions of the fuel system, a failure in the ignition system.

Two oxygen sensors — front and rear — measure the lack or excess of oxygen in the exhaust
gases, in front of and after the catalytic converter respectively; see figure 6. We consider lambda
sensors, which behave as follows. Their output voltage suddenly switches from zero to one when
the gas mixture changes from lean to rich, and their response time is a function of temperature
and air-fuel ratio, with a nearly bang-bang static characteristic. The response times for both
lean-to-rich and rich-to-lean switches increase during the life cycle of a lambda sensor.

Due to the OBD recommendations, the problem is to monitor the catalytic converter and
the front oxygen sensor.

Modeling issues. Models of all the elements of the de-pollution line (engine, catalytic conver-
ter and oxygen sensors) have been developed.

The engine is described by a nonlinear discrete-time dynamic model [1], whose inputs are
the throttle position, the ignition advance and the fuel injection duration, and whose states and
outputs are the engine speed, the intake manifold pressure, and the intake normalized air-fuel
ratio. A PI regulator, based on the front oxygen sensor, makes the air-fuel ratio oscillate.

5Here we refer to a work which was supported by Renault, Direction de la Recherche, Rueil-Malmaison, France.
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The catalytic converter is described by a nonlinear continuous-time state-space model [2],
whose inputs are the front pollutants (hydrocarbons, carbon monoxide and nitrous oxides) and
the oxygen, and whose states are the rear pollutants, the oxygen and the fraction of oxygen
storage capacity filled with Os. This model is parameterized with parameter 6..

The front oxygen sensor is described by a sigmoid function fed with a first order transfer
function, with the normalized air-fuel ratio as input and the sensor voltage as output. This
model is parameterized with parameter 6.

Consequently, the two-dimensional (lambda sensors) measurements Y can be modeled with
the aid of state-space model of the form :

X = f(0,X,U)
Y = h(6,X,U)

0c ) , and where,
0y

where functions f and h are strongly nonlinear, the parameter vector is : 0 = (

because of the closed-loop shown on figure 6, the input U depends on 6.

3 Residual generation and problem reduction

We have argued that the core of the statistical approach to FDI is problem reduction : a large
class of FDI problems can be reduced to the universal static problem of monitoring the mean
value of a Gaussian vector. Such a problem reduction is achieved with the aid of a convenient
residual generation, which we explain further now. The key tool is the local approach. This
approach has a wide scope of interest, since it can encompass all the types of FDI problems,
for sensors, actuators and components faults. However, for additive faults, a non-asymptotic
reasoning suffices, even though the local approach also applies in that case. Assuming that the
system is perturbed by Gaussian noises, the argument is simply to use repeated equations, as
done for the design of a dead-beat observer.

Thus, in this section, we first briefly recall this elementary argument for additive faults. Then,
we give a sketchy description of the local approach to problem reduction, for which further details
can be found in section 4. Finally, we state the reduced FDI problems, for which solutions can
be found in section 5.

In this and the following sections, we consider samples (Yy ), of stochastic processes belonging
to the class of controlled semi-Markov processes. These processes are generated with the aid of
a finite dimensional state space, and can be thought of as the nonlinear counterpart of ARMA
processes. We refer the reader to [18] for precise definitions and properties. For data samples
with finite size g, we use the following notations :

Y, Y,
Yi 1 Yi1

Vi, 2 VLR (1)
Yi—pt1 Yiio1

A N-size data sample is denoted by : Yy = Yy n- We stress that the dimension of vector Yy
increases with time index k.

3.1 Additive faults : repeated equations

The argument for reducing the FDI problem for additive faults to the problem of monitoring the
mean of a Gaussian vector is the following. The system is assumed to be perturbed by white
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Gaaussian noises. The argument, which applies to both linear and nonlinear systems, is based on
an off-line point of view, assuming that measured observations Y and known inputs U are given
over a finite time-window with size o.
To begin with, we consider the case of observable linear dynamic systems subject to the first
and second types of faults. These faults act additively on the system, which we write :
{ Xp = FXp + GU, + TY, + W 12)
Y, = HX, + JU, + EY, + V

where the state X, the controlled input U, and the output Y have dimensions n, m, r, respec-
tively, where (Wy), and (Vj)x are two independent white noise sequences, with positive definite
covariance matrices Q; and @y respectively, where T, and T, are the assumed additive faults,
of dimensions I, and [, respectively, and the fault gains I' and = are matrices of dimensions
n X l; and r X [, respectively.

It has been argued in [46] that, introducing the input-adjusted outputs :

Vi = ylj,@ — My(G,J) ul:@

and the noise :
Vi = Mo(In, 0) Wi, + Vi,

where M, (G, J) is the lower triangular block-Toeplitz matrix associated with the impulse res-
ponse of the system, we can write the set of p successive equations (12) as the regression model :

Ck,g(’rza Ty) 2 Zk,g = Oa Xi + MQ(F) T, + (]lg ® E) Ty + Ek,@ (13)

where O, is observability matrix of order (¢ —1) and M, (T') is a matrix function which depends
on I' in a known fashion.

Under convenient assumptions, regression model (13) has three basic properties. First, the
(unknown) state vector Xy is independent of noise Vi, ,. Second, the failure gain matrices M, (T")
and (1, ® E) are full column rank (f.c.r.). Third, noise Vy , is Gaussian, with a covariance
matrix ¥, which is generally not block-diagonal [9, 7|. Therefore, vector ¢ in (13) is Gaussian
distributed, with covariance matrix 3, and mean value O, X}, + M T, which we write as :

Clc,g(T) ~N (Og Xk +MT, Eg) (14)

where :
ME (M) @,88) ), T2 < %)

The FDI problem for additive faults in linear Gaussian dynamical systems is thus reduced to
the universal problem of monitoring the mean value of a Gaussian vector. As will become clear
below, the problem of monitoring fault Y in the residual vector (., of (14), where X} is unknown,
is identical to the isolation problem 3.2 in the basic Gaussian case, where X =0 [7].

The same argument (off-line approach, repeated equations) and assumption (Gaussian noise)
apply to the problem of monitoring the first type of faults in static nonlinear systems. But these
arguments do not apply to the second type of faults in nonlinear systems.

3.2 Non-additive faults : local approach

The argument for reducing the FDI problem for any type of faults to the problem of monitoring
the mean of a Gaussian vector is based on the local approach. This approach is of particular
interest for non-additive faults, namely component faults in any system and actuator faults in
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nounlinear systems. We introduce here a simplified sketch of its basic concepts and results. Details
are given in section 4. Moreover, we refer the reader to [35] for a tutorial introduction to this
approach.

As mentioned in section 1, from a statistical point of view, we find it useful to distinguish
between primary residuals, which are functions of the model parameter and the observed data,
and improved residuals for making the decision. To begin with, we define primary residuals and
we discuss the strong connections with estimating functions used for parameter identification.
Then we define improved residuals, of which the evaluation is much easier, since they have a
Gaussian distribution in both safe and faulty cases.

Primary residuals and estimating functions. Because we consider the wide class of semi-
Markov processes, and for reasons which become clear below, for defining primary residuals we
need to introduce an auxiliary process Zi. This process is a finite-dimensional vector-valued
output of some causal dynamical system parameterized by vector € and having as inputs the
known or measured data Uy and Yj, which we write :

gk-i—l = (,0(9, gka Uka Yk) (15)

Zy = 90,8, Uk, Yi)

As explained below, the auxiliary vector Z; may be simply composed of a finite size sample
of observed outputs : Z; = y,; 0 and the innovation, as in the case of linear AR processes.
The nonlinear dynamic system of example 2.3 is an instance of more complex cases where a
more sophisticated auxiliary process Zj, is needed. Auxiliary processes relevant for semi-Markov
processes are given in sections 4.3 and 8. We stress that the dimension of vector Zj is constant
and does not increase with time index k£ as the dimension of ), does.

Primary residuals associated with parametric models for the purpose of FDI should satisfy
two basic requirements.

Definition 3.1 (Primary residuals.) A finite-dimensional vector-valued function K (0, Z)%
1 a valid primary residual for monitoring parameter vector 8, if it is differentiable in 0, and if
there ezists a neighborhood w(0y) such that :

Eg K(60,Zy) = 0 if =0, (16)
Eg K(go,Zk) 75 0 Zf 0 e w(90) \ 0o , (17)

where Ey is the expectation when the actual system parameter value is 6. For isolating (subsets
of ) components of 6, we define the mean deviation :

0
—Ey, — K(0,Z 1
b 55 (0, Z) - (18)

1>

M (6o)

which can be viewed as a Jacobian matriz’. An additional requirement for isolation is that its

rank should equal the dimension of the parameter space ©, that is :
rank M (6p) = dim© =1 (19)

Some comments are in order about the requirements (16)-(17) and (19).

5Tt should be clear that there are several possible pairs (Z, K) which provide us with the same estimating
function K (8, Z). The Gaussian scalar AR process in section 4.1 is a simple instance of this statement.

It can also be viewed as a Hessian matrix, when function K (6, Z;) is itself a gradient, w.r.t. . This is further
discussed in section 4.
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First, the empirical counterpart of (16), that is :

1 N
¥ > K(6,Z;) =0 (20)
k=1

writes as an estimating equation : an estimate 6 is found as a root of this equation in @. There
is thus a tight connection between primary residuals and M-estimates [37| and estimating [32]
or inference [48] functions. This issue is discussed further in section 4.

Second, in statements (16)-(17) and definition (18), it is assumed that expectation Ey exists
and does not depend on time index k, at least for large k. In other words, the process K (0, Z)
is assumed to be asymptotically stationary. Moreover, requirement (16)-(17) is exactly a local
identifiability assumption.

Third, for condition (19) to hold, vector-valued function K should have a dimension greater
than or equal to the parameter dimension [.

As discussed further in section 4, a typical example of such a function K is the gradient,
w.r.t. 8, of the squared LS-prediction error, and a typical counter-ezample of function K is the
innovation.

Improved residuals : local approach. We now turn to residual evaluation. The statistical
approach to residual evaluation requires the knowledge of the statistical properties of the FDI
residuals. Unfortunately, even for simple linear models and classical estimating functions, the
distribution of K (@, Zi) is often unknown. One manner to circumvent this difficulty is to assume
close hypotheses :

T
Safe system) Hy: 0 =0y and (Faulty system) Hy : 0 =60y + — 21
(Safe sy ) Hy 0 ( Yy sy ) Hy 0 JN (21)
where vector T is unknown, but fixed. Note that for large N, hypothesis H; in (21) corresponds
to small deviations in 6.

Definition 3.2 (Improved residuals.) Given a primary residual K(6,Z) and a N-size sample
of data, the improved residual s defined as :

A

N
n0) 2 2 Y K0.2) (22)
k=1

As formally stated in section 4, for primary residuals K satisfying the identifiability assumption
(16)-(17) and regular enough, the improved residual {x turns out to be asymptotically Gaussian
distributed, with mean zero when the system is safe (hypothesis Hy), with mean M Y when the
system failed (hypothesis H;), and with the same covariance matrix, under both Hy and Hj,
making easy its evaluation. Actually, as explained in section 5, the resulting test is a quadratic
form in the improved residual (.

It is one of the purposes of this paper to outline some examples of estimating functions which
in practice lead to powerful detection algorithms when used as primary residuals and plugged in
the local approach. Indeed, it should be clear that, thanks to the above asymptotic Gaussianity,
which transforms any detection problem concerning a parameterized stochastic process into the
problem of monitoring the mean of a Gaussian vector, the only conceptual task which remains to
be done for solving a given detection problem is to select a relevant estimating function which,
of course, we’d like to call a monitoring function.
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3.3 Reduced FDI problem

Based on measured data ) and a model parameterized by vector 6, we have sketched how to
build a vector ¢, defined in (22) (resp. (13)). Its asymptotic distribution (resp. its distribution
in (14)) is Gaussian, with the same covariance matrix ¥ under both hypotheses, with mean zero
under Hy and M T under H;, which we summarize by :

(~N(MT,5)

Consequently, the reduced detection and isolation problems can be stated as follows. We

T
partition the fault vector as: T = ( Ta ), with Y, Ty of known dimensions® 4, [, respectively
b

(la+1p =1), and the incidence matrix M accordingly : M = ( M, M, ). Matrix M is assumed
to be full column rank (f.c.r.).

Problem 3.1 (Detection.) Decide between T =0 and Y # 0.

Problem 3.2 (Isolation.) Decide between Y, = 0 and T, # 0, with Yy being an unknown
vector with known dimension.

4 Local approach to problem reduction

In this section, we go further into the details of the local approach to problem reduction and to
residual generation and evaluation.

We have outlined above the tight connection between primary residuals and estimating func-
tions. Moreover, we have stated in (21) that the local approach consists in testing between
hypotheses which are close to each other. This is quite well in correspondence with the practical
requirement of monitoring small deviations. On the other hand, it is well known that a useful
tool for analyzing the effect of small perturbations on a given function is Taylor’s expansion of
this function. As a matter of fact, first and second order Taylor’s expansions of estimating func-
tions are the key tools for understanding the essential results of the local approach. Therefore,
in this paper, we focus on these expansions and some of their consequences, referring the reader
to more technical references for the precise derivation and proofs of the asymptotic convergence
results. We discuss first the log-likelihood function, and then we consider alternative estimating
functions.

4.1 Local approach : log-likelihood function
We consider stationary processes with finite and constant size ¢ of dependence range, and we

note pp(Yx|Vi—1) the conditional probability distribution of an observation Yy given past data.

Basic concepts. To begin with, we recall the three basic concepts of the likelihood theory :
the log-likelihood function, the efficient score and Fisher information matrix.
The log-likelihood function of a N-size sample Yy is :

N
In pg(Vv) 23 In pg(Yi|Ve_1)
k=1

8The important issue of inferring the (generally unknown) number of failed components in Y is beyond the
scope of this paper. The interested reader is referred to [11, 47| for a discussion of and a possible solution to this
problem.
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The efficient score is the normalized gradient, w.r.t. 6, of this functional :

1>

1 Olnpy(Yn) _ 1 ialnpg(YkD)k_l)
VN 00 lg=go VN [T 90 6=60

The maximum likelihood estimate (MLE) is based on the maximization of the log-likelihood
function. The ML estimating function is the sum over k of the terms :

¢ (6o) (23)

0
% Inpg(Yi|Vi—1) (24)

How this writes under the form of an estimating function K (@, Z;) with an auxiliary vector Zj, as
in (15), depends on the particular form of the conditional distribution pg(Y%|Vk—1) and is out of
the scope of the present paper. However, the efficient score (23) can be viewed as the improved
residual (22) associated with the ML estimating function (24). It satisfies the local identifiability
assumption (16)-(17).

Fisher information matriz is the limit of the covariance matrix of the efficient score :

A L. A
1(0) £ lim In(0), In(0) 2By (Cv(0) CH(D)) (25)
N—=o0
and can easily be shown to write also as the expectation of the second order derivative :

2
In(0) = — % Ey 9 Inpo( V) lnggin)

As explained below, a key property of the efficient score is that it contains (asymptotically)
the same amount of information about the parameter vector 8 as the original data. We stress
that, in the case of non-additive faults and in particular for component faults, the efficient score
is different from the innovation®. A simple illustration of this fundamental fact is provided by
the case of a Gaussian scalar AR process : Yy = > 0_; a; Yix_; + Ej, in which the AR parameter
vector 67 = (‘a1 ... a, ) is subject to changes, whereas the variance o2 of the input E is
assumed known and constant. In that case, directly from the definition, using the innovation ()

and the auxiliary vector :
A Vi
Z = P 2

the efficient score is found [3] to write as in (22) with!0 :

(26)

K(0,2Z) = V1 €x(0) (28)

Therefore, the efficient score ( is a vector-valued function, whereas the innovation € is a scalar
function, which certainly contains much less information about the parameter vector 6.

Taylor expansion of the LLR and the efficient score. As stated in (21), we wish to detect

small deviations w.r.t. the null hypothesis § = 0y (reference parameter value), and we express

small deviations as local alternative hypotheses, namely : 8 = 6y + % On the other hand,

the basic detection concept is the log-likelihood ratio (LLR) [42]. Under mild conditions, the

log-likelihood ratio of a N-size data sample admits the following second order Taylor expansion :
po(In)

1
Sn(00.0) 21 PN T r00) — = YT 1(0,) T
~n(60,0) npao(yN) Cn (o) 5 (6o)

9As a consequence, none of the three industrial monitoring problems in section 2 can be addressed with the
aid of an innovation.
!0The same estimating function can be written with the aid of V11 as the auxiliary vector.
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From this expansion, it is easy to deduce the first and second order moments of the LLR Sy
under both the null and the local alternative hypotheses :

1
Eg Sy & =5 YT 1(6p) Y
1
Eyg Sy = +§TTI(90)T S —EQOSN

covg, SN = YTI(0)) Y =~ covySy

where Ey and covy are the expectation and the covariance, respectively, when the actual system
parameter value is 6.

We have recalled the above expansion of the LLR mainly for historical reasons [41]. But the
fact which generalizes to other estimating functions is the first order expansion of the efficient
score (23), which writes :

1 3 Inpy(Yn)

(n(0) = (N (o) +

N 00? T

=09
Of course, there is nothing new here, since the score is the first order derivative of the likelihood
function. Computing the expectation of both sides and using (26), we get :

Ego §N(0) ~ — I(go) T

Note that this expression is coherent with the ML identifiability assumption.

Asymptotic Gaussianity of the LLR and the score. These elementary facts are now put
into more formal statements. For a large class of parameterized conditional probability distri-
butions!! Py, the above informal approximations to the first two moments of the LLR and the
efficient score can be formally stated (and extended) as the following central limit theorems (CLT)
[41, 58] :

N( —3YT1(6,) Y, YTI(6)TY) under Py,

SN (007 9) —
N +L17T106,) T, YTI(6)Y) under P

N( 0, I(6p)) under Py,

(n(fo)  —
N( I(6p) T, I(6p))  under P00+%
These theorems mean that a small deviation in the parameter vector is reflected into a change
in the sign of the mean value of the LLR vector Sy, and into a change in the mean value of the
efficient score {nx which switches from zero to a non-zero value. Both vectors are asymptotically
Gaussian distributed with equal covariance matrices under both null and local alternative hypo-
theses. An interesting byproduct of this result is that the efficient score (x is asymptotically a
sufficient statistics, that is it contains the same information about the parameter vector as the
original data, which the innovation generally does not do.
Moreover, the change magnitude estimate T is also asymptotically Gaussian distributed, and

the optimized LLR : 25y (90, 0o + %), which turns out to be asymptotically a quadratic form

in the score vector : (% (60) Iy (6o) Cn (o), is asymptotically distributed as a x? variable with
l(= dim ©) degrees of freedom and, under P, L non-centrality parameter : Y7 I(6) Y.
N

"This class is called the class of locally asymptotically normal (LAN) families. The main examples of LAN
families are i.i.d. sequences, stationary Gaussian processes, and stationary Markov processes.
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Design of optimum tests. The main use of the above CLT concerns the design of asymp-
totically optimum tests between composite (multi-valued) hypotheses. Actually, what the local
approach basically states is, first, an equivalence between two hypotheses testing problems and,
second, an equivalence between several possible solutions to these problems, among which one is
computationally cheap.

Local approach states an asymptotic equivalence between the two following testing problems.
The first one is the original detection problem, and concerns a N-size sample Yy of a process in
one of the above mentioned LAN families, and the two hypotheses :

Hi={9€®i}, O, =60y + ;sz (i=0,1)

The second one concerns a single observation of a random variable with Gaussian distribution
N(Y,17(8)), and the hypotheses H; = {Y € T;} (i = 0,1). We stress that the equivalence
between these two problems is quite strong for two reasons. First, it means that whatever the
probability distribution of the original data, local approach leads you to end up with a Gaussian
distribution. Second, it also means that, whatever the level of dependence in the original data,
local approach leads you to end up with an instantaneous random vector, and no longer with a
time-dependent random process.

Local approach also states an asymptotic equivalence between several possible solutions to
the original hypotheses testing problem. Assuming ellipsoidal shapes'? for the hypotheses :

a? b?
O = {9: (8 —60)T 1(6p) (0 — ) < N ©1=10: (0 —60)T 1(6p) (0 — 6) > N[
the following four test statistics are asymptotically equivalent, and the tests are asymptotically

optimum (uniformly most powerful) :

1. The GLR (generalized log-likelihood ratio) :

maxgco, Po(Yn)
maxgco, Po(Yn)

In

2. The optimized LLR :

7, (UN)
Do (VN)

3. The quadratic form'? in the parameter estimation error :

N (On — 00)" In(80) (Bn — o)

In

4. The quadratic form in the efficient score :
¢n(B0) Ty’ (60) Cn (o) (29)

We stress that, from a computational point of view, the last of these four tests is the most
interesting. It requires neither the computation and optimization of the log-likelihood ratio as
the first one does, nor the re-identification of the parameter vector as the second and third do.
It only involves the computation of a quadratic form, in terms of the function of the reference
parameter vector and the data which is the efficient score. Such a quadratic test may very well
be computed on-board. This is one of the key interests of the local approach.

12Simple arguments favoring the definition of the metric in terms of Fisher information matrix can be found in
[9]-
!3The reason why the GLR test for monitoring the mean of a Gaussian vector is a quadratic form in that vector
is recalled in section 5.
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4.2 Local approach - Other estimating/monitoring functions

It turns out that similar CLT results hold for large classes of dynamical processes, and for esti-
mating functions K (0, Zy) different from the efficient score [4, 5, 17, 18|. As an example of such
an alternative function, let G(6, Zx) be a contrast or quasi-likelihood [36] which minimization
provides us with another estimate of 8 :
R N
fn = arg min G0, Z 30
N g ) 192::1 (0, Z) (30)

Then the estimating equation has the form (20) with the estimating function : K 206G /06. We
stress however that some estimates are obtained by solving estimating equations of the form (20)
where K is not the gradient of any function GG. Typical examples are the v and subspace
identification methods, which we discuss in section 6.

Let us thus consider an estimating function K (0, Zy), which we assume to be asymptotically
stationary and to satisfy the local identifiability assumption (16)-(17). We define the improved
residual or quasi-score (x as in (22) :

1 N
(n(bo) = —= D K(bo, Z) (31)
S
We introduce the mean deviation (18) :
0
M(60) = — By, 55 K(0,Z) (32)
9=09
and the covariance matrix :
A A 1 L&
S(00) £ lim Xn(0), Tw(0o) = Eo, (Cn(0) Ch(00)) = % Y0 D Eoy (K (00, 21) K7 (60, 2y))
k=1 j=1
(33)
It is of interest to note that, because of (16), Jacobian matrix (32) also writes :
0
M) = — -7 Egy K(0,Z)
00 8=0o
0
= + — Ey K(6o, Zx) (34)
00 0=0o

In some cases, the expression (34) may be more appropriate for deriving necessary and sufficient
conditions for isolation requirement (19) to hold [10].

First order Taylor expansion of the quasi-scores. We now play with this improved resi-
dual the same game as before with the efficient score, namely first order Taylor expansion. We
consider again local alternative hypothesis as in (21), and we write the first order expansion of
the quasi-score (x in (31) as :
<<9)~<<9)+¢N1<i 0 K(0,2)) ) - (35)
~N(P) = (N (o N\ % o ’k0:00 N

~ S
v

By the CLT under pg,, the first term of the right hand-side is seen to be asymptotically Gaussian
distributed with mean 0 and covariance matrix 3(6p). By the law of large numbers under
Do, the under-braced part of the second term of the right hand-side is seen to converge towards

(Ego 2 K(0, Zk)‘e:ao) which is exactly what we defined as (— M (6p)). From this can be shown

the asymptotic Gaussianity of the quasi-scores under both null and local alternative hypotheses.
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Asymptotic Gaussianity of the quasi-scores. As for the efficient score, from the above
Taylor expansion and provided that 3(6p) is positive definite, the following CLT can be shown to
hold [48, 36, 18, 22] :

N( 0, X(6p)) under Py,

(n(bo) —
N( M(6y) YT, 3(6)) under P00+%

Again, this theorem means that a small deviation in the parameter vector is reflected into a
change in the mean value of the quasi-score vector (p, which switches from zero to a non-
zero value. Also, this quasi-score is asymptotically Gaussian distributed with equal covariance
matrices under both null and local alternative hypotheses.

Before investigating the design of the tests based on quasi-scores, we briefly describe another
interesting byproduct of the above Taylor expansion.

Local approach and estimation efficiency. As extensively discussed in [36, 22|, the local
approach for a general estimating function K (6, Zy) is closely related with the CLT providing us
with the accuracy of an identification method based on K. A sketchy argument is as follows.
Noting that the solution of the estimating equation (20) based on K is characterized by ¢y (Ay) =
0, from the Taylor expansion (35), we get :

—1
VN <§N—90) ~— <E90 a%K(H,Zk) ) (n(Bo) = M(8) ' (n(6o)

=69

This relates the distribution of the estimation error to the Gaussian distribution of the score
(n(0) given above. In particular, it is found that the covariance of the parameter estimation
error is :

cov (A — 00) = (M"(65) =" (60) M(80)) "

Using empirical means of cross-products of residual (, this provides us with an estimate of the
covariance of the parameter estimation error, which may happen to be easier to compute than
those resulting from other theoretical formulas.

Design of optimum tests. As for the log-likelihood function, the main use of the above CLT
concerns the design of asymptotically optimum tests between composite (multi-valued) hypo-
theses [4, 17]. When Jacobian matrix M in (32) is also assumed to be f.c.r., the quasi-score-based
test between the hypotheses Hy and H; defined in (21) is :

—1
Koyt M (MT s M) MT S Gy (36)

where the dependence on 6y has been removed for simplicity. This is the counterpart of
the ML-based test (29) based on the efficient score (23). Its non-centrality parameter is :
YT MT £-' M Y. As far as actual computation is concerned, we only mention that the
estimation of M (@) in (32) from a data sample is obtained, replacing the expectation by sample
average. The estimation of ¥ is more tricky. More details on that issue can be found in [66].

When M is square and invertible, test (36) boils down to : (% EI_Vl (n-

We stress that this local approach, based on alternative estimating functions, reduces to the
classical likelihood-based one only in particular cases. More precisely, test (36) is identical to
(29) when the estimating function K results from the minimization of the log-likelihood functio-
nal (—Eglnpy) through a stochastic gradient (or stochastic Newton) algorithm for a Gaussian
process. As shown in [17, 9|, the ELS and 1V identification methods provide us with detectors
which are not equivalent to the ML-based one.
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Invariance property of the local tests. This type of y’-tests enjoy a simple but basic
invariance property, which is of particular importance for subspace-based FDI algorithms as we
discuss further in section 6.

Lemma 4.1 The x2-test in (36) is left unchanged when the estimating function K in (31) is
pre-multiplied by an invertible matrix gain.

4.3 Monitoring functions : which ones ?

Some comments are in order about the choice of a monitoring (estimating) function.

First, as already mentioned in the introduction, the basic statistical approach to residual
generation consists in deriving sufficient statistics. In the case of additive faults on linear dynamic
systems, the main example of such a lossless residual is Kalman filter innovation [33]. But it
should be clear from the above results that the efficient score is (asymptotically) a sufficient
statistics, and the innovation generally not. The innovation is a relevant monitoring function
only in few cases, that are sensor faults in any system, and actuator faults in linear systems. For
component faults in any system, and also for actuator faults in nonlinear systems, it is no longer
true that the innovation is a lossless statistics. We remind the reader with the simple example
of a scalar Gaussian AR process mentioned above, and the comments made on the requirements
for valid primary residuals in section 3. The same statement applies to observer-based state
estimation errors [9][chap.6]. Thus innovations and estimation errors are not convenient as
primary residuals. The methods proposed in [49] are thus of interest only for the first type of
faults in any system, and the second type of faults in linear systems. In this section, we have
explained that detection problems (testing between two hypotheses) should be addressed using
the likelihood ratio, or its first order expansion, and not a single likelihood. Remembering that
Kalman filter provides us with the log-likelihood function as a quadratic form in the innovation, it
is easy to check that the only case where the log-likelihood ratio boils down to a linear function of
the innovation' is the case of a change in the mean value of the observed output data. Moreover,
in the case of a component fault, the log-likelihood ratio is a function of two innovations generated
by different filters.

Second, when the likelihood function is too complex, a typical example of alternative moni-
toring function is the gradient of the squared LS-prediction error :

1
5 () ()

where the prediction error is :
A A
x(0) = Y — Yyp—1(0), (37)

and where ?klkfl(g) is a one-step ahead prediction of the output data, computed on the basis
of the considered parameterized model. Note that the requirement that process ex(#) should be
asymptotically stationary by no means implies that neither Y; nor f’k‘k,l(O) should be so too.
In the sequel, we refer to this function as the LS-score. Based on the auxiliary vector :

Vi p_1(0)
7, A ( vee —gt= ) (38)
€x(0)

where vec is the column stacking operator, the LS-score also writes :

. T
K(0,Z) = <8Yk|g791(m> ex(0)

' As in any matched filter, this linear function is nothing but the correlation between the innovation and the
fault signature [64].

(39)
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Note that, in the scalar Gaussian AR case and with the predictor given by the mean of the
conditional distribution of the data, we recover exactly (27)-(28).

Third, assuming that the estimating function K is itself the gradient of a function, we stress
that the assumptions on the Hessian matrix M in (32), which are necessary for computing the
above x2-test, are much weaker than those required for its stability (stated e.g. in [44, 18]).
This means that a given estimating function may very well be of poor help for designing efficient
recursive identification algorithms, but be of great interest, when plugged in the local approach,
for designing efficient (possibly on-line) FDI algorithms. An illustrative example of this statement
is the LS score in the gas turbine example in section 7.

Finally, we note that the identification algorithms based on linear algebraic decompositions
(eigen analysis, SVD, QR) are usually not written under the form of an estimating equation (20)
to be solved (or a contrast function (30) to be minimized), and do not seem to fit the local
approach at a first glance. However, this apparent obstacle can be circumvented using their
subspace interpretations written as (possibly constrained) estimating equations. An example of
this is the subspace-based vibration monitoring algorithm described in section 6.

5 Residual evaluation : monitoring the mean of a Gaussian vector

This section contains several basic elementary results on likelihood ratios for testing between two
(simple or composite) hypotheses concerning the mean value of a Gaussian vector with known
covariance matrix. Because of the problem reduction outlined in sections 3 and 4, these tests are
of universal interest for solving detection and isolation problems in any parameterized process.

5.1 Fault detection : likelihood ratio

Let notation py(¢) stand for probability density of a Gaussian vector ( ~ N(MTY,X) with
mean MY, M f.c.r., and covariance matrix ¥ = 3 X7, The log-likelihood function is (up to a
constant) given by :

lr(¢) 2 =2 In pr(z) = (( ~ MT)" 571 (¢~ MT)
Let : T2 MT S M be the corresponding Fisher information matrix.

Lemma 5.1 For deciding between Y = 0 and Y # 0, the optimum test statistics t is the gene-
ralized log-likelihood ratio (GLR) :

29 I maxy pr(¢)
=21 po(¢)

Under both hypotheses, test statistics t is distributed as a x*-random variable with | (= dimY)
degrees of freedom, and, under Y # 0, non-centrality parameter : v = YT I Y. The power
(probability of correct decision) of test t is an increasing function of this quantity.

5.2 Fault isolation : projection or rejection

We now partition the parameter vector and the incidence matrix as done for stating problem 3.2,
and Fisher information matrix accordingly, namely :

I= Iaa Iab
Lo s
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Let notation I*~! stand for the upper-left term of I, where I} = I, — I, Ib_b1 I,, and notation
Pr,,1,(¢) stands for the density of a Gaussian vector { ~ N (M, Y, + MYy, 2).

The problem is to isolate changes either in Y,, or in Y, with the other component being
unknown and considered as a nuisance parameter.

Statistical projection (sensitivity). A rather intuitive statistical solution to the isolation
problem, which can be called sensitivity approach, consists in projecting the deviations in Y onto
the subspace generated by the components T, to be isolated.

Lemma 5.2 Sensitivity test t, for monitoring T, is GLR test between ¥ = (0,0) and T =
(Yq,0), where Yo # 0, namely :

%Ja, é 2 In ma‘XTa pTa,O(C)
Po,o(C)

where : za = MY %71 ¢ is nothing but the efficient score w.r.t. Y.
Under both hypotheses, test statistics t, is distributed as a x%-random variable with I, degrees
of freedom, and, under Y, # 0, non-centrality parameter : Y1 T, T,.

=G Lo o

The isolation of the faulty component Y, or Y is then performed according to the largest
sensitivity test ¢, or tp.

Statistical rejection (min-max). Another statistical solution to the problem of isolating Y,
consists in viewing parameter Y}, as a nuisance, and using an existing method for inferring part
of the parameters while ignoring and being robust to the complementary part. This method is
called min-maz approach and cousists in replacing the nuisance parameter component T by its
least favorable value, namely the value which minimizes the power of test ¢, or equivalently the
non-centrality parameter . Actually, this is equivalent [9] to the GLR method :

g A g 1y XTI, Pr.,1,(¢)
maxy, Po,x,(¢)

(40)

which consists in replacing the nuisance parameter component Y by its ML estimate.

Lemma 5.3 Let Yy be an unknown nuisance parameter with known dimension. For deciding
between Yo =0 and Y, # 0, the optimum test is t) in (40), which can be shown to write as :
L=GTL G
where : (} = (o —Tap I, Cy is mothing but the effective score CE [35] [19][chap.2], which is the
residual from regression of the score in Y, on the (nuisance) score in Ty.
Under both hypotheses, test statistics t}; is distributed as a x*-random variable with I, degrees
of freedom and, under Y, # 0, non-centrality parameter : T1 I* T,.

Note that the above regression on the nuisance parameter is a very natural way of dealing with
a nuisance, and actually can be traced back to Neyman [35].
The isolation of the faulty component Y, or T is then performed according to the largest
min-max test ¢} or t;. It turns out that this decision rule is optimal w.r.t. two criteria [61, 47].
Moreover, sensitivity and min-max tests enjoy the following relationship [7].

Lemma 5.4 Global test writes : t =1t} + ty, where the decomposition is orthogonal in the sense
that the two terms are uncorrelated, namely : covo(t:,ty) = covi(t:, 1) = 0 under both safe and
faulty hypotheses. This additive decomposition holds for general distributions and more than two
faults, whereas the orthogonal decomposition holds in the Gaussian case for only two faults.
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Further details can be found in [7], where the link between deterministic and stochastic
approaches to FDI of additive faults in linear systems is shown to be a factorization of a stochastic
rejector by a deterministic rejector, and where mixed deterministic/stochastic algorithms are
suggested.

6 Back to example 2.1

Based on the results described in section 4, in this section we describe estimating functions
which turn out to be useful for the vibration monitoring problem introduced in section 2. Before
proceeding, we must state the definition of the parameter vector in that case. Referring to the
definition of a mode in (5), the set of the m modes is considered as the (canonical) system

A A
0= ( vec ® ) (41)

In (41), A is the vector whose elements are the eigenvalues A and @ is the matrix whose columns
are the ¢)’s defined in (5). We stress that this parameterization does not depend on the state-
space basis [16].

parameter 6 :

6.1 Input-output monitoring functions

We have shown in section 2 that the vibration monitoring problem can be stated as monitoring
the AR part of an ARMA model with non-stationary MA part. But it is well known that AR and
MA parts are coupled in the likelihood, since Fisher information matrix is not block-diagonal
[3]. Thus a local test based on the efficient score is of no help for solving this problem. A
first solution to vibration monitoring [12] consists in building a local test based on the primary
residual associated with this input-output representation and the instrumental variables (1v)
identification method. The 1V estimating equation can be written as the following system of
delayed Yule-Walker relations :

(AT —1 ) A 1 m(N) =0 (42)
where AT contains the AR (matrix) parameters : AT = (A, ... A;), and where :
Ry Ry ... Ru.
-~ R
Hpr1,m(N) = ' .
B B

is the empirical (p + 1) x m block-Hankel matrix filled with covariance matrices of a N-size
sample of data, and subscript * stands for data collected on the safe system. Let Al be the
AR parameters estimated by solving this equation (possibly in LS sense when m > p). This
identification method is known to provide us with consistent estimate of the AR part even in case
of non-stationary MA part [16]. Then the corresponding set of modes 6y can then be recovered

by eigen analysis. We stress that A(6y) = Ay is characterized by :
((AT(80) —I ) Opi1(60) =0 (43)

where Op1(6p) is the observability matrix written in modal basis [16].
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Now, let ﬁp+1,p(N ) the empirical (p + 1) x p block-Hankel matrix filled with covariance
matrices of new measurements collected on the (possibly failed) system. The improved residual
corresponding to the IV estimating equation is :

((00) S VN vee (((AT(0) ~Ir ) Fpirp(N)) (44)

Thanks to the CLT of section 4, residual (n is asymptotically Gaussian distributed, and its
mean value reflects the possible change in the modal parameters 6y. The test statistic is thus a
quadratic form in (.

As the empirical Hankel matrix writes :

~

1 _
Hp-f—l,m(N) = N Z y/::p+1 ylc,mT (45)
k

the residual (n also writes :

(v (6) = % ; vec (( AT(0y) —I, ) y,;'__p,pﬂ y,;_p’mT)

Using the auxiliary vector :
A [ Y
Zk = k=p,m 46
¢ ( Vi (6o) ) (46)
where Vi (6p) is the MA part of the observed process Yy :

Vi(@0) = (I —AT(00) ) Y ppir (47)

the above improved residual {y is found in the form (22), with estimating function K defined
as :
K (0o, Zr) = Vi_pm ® Vi(bo) (48)

6.2 Subspace-based monitoring functions

We have also shown in section 2 that the vibration monitoring problem can be equally stated as
monitoring the eigenstructure of a state-space system with non-stationary state noise. A second
solution to vibration monitoring thus consists in building a local test based on a primary residual
associated with a subspace-based identification method. As explained in section 4, the key idea
is to use the subspace interpretation of SVD in order to write the associated estimating equation.

Actually, the general form of output-only and covariance-driven subspace-based identification
algorithms can be written as [62] :

SVD of Wi Hoyy (N) WY

where 7?[2 +1,m(IV) is as in (42), and Wy, Wy are user-defined matrices with given rank properties.
Using the subspace interpretation of the SVD, more precisely all but the first n singular vectors, it
is possible to show [10] that parameter vector € can be characterized by the following estimating
equation :

ST Wi 7:20

S m(N) Wy =0 (49)

where the orthonormal matrix S is subject to the constraint :
ST W1 Op11(0) =0 (50)

We stress that matrix S depends implicitly on parameter § and is not unique. However, we
treat it as a function of parameter @, denoted by S(@), which we justify below. Let 6y the
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matrix resulting from this identification, and let 7-A[p+1,m(N ) the empirical Hankel matrix filled
with covariance matrices of new measurements collected on the (possibly failed) system. The
improved residual corresponding to the above SVD estimating equation is :

(n(80) & VN vec (87 (60) Wi Hp1,m(N) W) (51)

Thanks to the CLT of section 4, residual (n is asymptotically Gaussian distributed, and its mean
value reflects the possible change in the modal parameter . The test statistic is thus a quadratic
form in (n.

Using the auxiliary vector :

A WY
Z = p,m 52
g ( Vi (6o) ) %)
where Vi(6p) is now defined as :
Vi(0o) = 8TO) WL Vi 1 (53)

the above improved residual (y is found in the form (22), with estimating function K defined
as :
K(Ho, Zk) =W, y,;_p’m R Vi (00) (54)

which is similar to (48).

Note that matrix S satisfying (50) is not unique, and thus cannot be considered as a func-
tion S(#). However, thanks to lemma 4.1, the subspace-based x2-tests can easily be shown [10] to
be invariant w.r.t. the particular choice of S in (50). Hence the notation S(€) in (51). Actually,
the tests are also invariant w.r.t. W and W for the same reason. We refer the reader to [10]
for more details.

7 Back to example 2.2

We now discuss estimating functions for error-in-variables models and explain how to design
algorithms for the problem of monitoring the combustion set of a gas turbine described in sec-
tion 2.

7.1 1LS-score

The static model is given in (8). An identification procedure is described in [65] to identify
parameter 6 using a N-size sample of input and output data Uy, Y. It consists in minimizing
the LS cost function or equivalently in using the LS-score K defined in (37)-(38)-(39). In this
case, the one-step ahead predictor is nothing but the vector of measurements predicted by model
(8), since this model is static. Hence, the Ls-score K is based on :

2710
r(0) =Yy — Yi(0), Z, 2 ( Z,(:Ee)};e )
and writes : N
k0,72 = (ZH0) a0 (55)

A Robbins-Monro stochastic gradient algorithm would be of the form :
Ok = 01 + B, K(O—1, Zy)
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where (3 is a suitable gain factor. It turns out in practice that this algorithm behaves poorly,
because of the nonlinearity in the model, and the presence of noise at both the output and
the input of the considered system. Consequently, an off-line stable identification procedure
[65] relies also on LS scores, but works instead in two steps, separating the identification of the
nonlinear coefficients dy,d; from the identification of the other (linear) parameters.

One problem remains however, since it is known that the parameters of a (static nonlinear)
model with noisy outputs and inputs cannot be identified without a bias [60].

7.2 Bias-adjusted estimating function

We stress that this identification bias does not prevent from detecting slight deviations in the
system parameters, although we must assume a small identification bias if isolation is also of
interest [66].

The idea for dealing with such a bias is the following. Let 6y be the reference parameter
obtained through the off-line two-steps identification algorithm mentioned above. Let K be the
primary residual defined in (55)!°. Furthermore, let :

N

Z 905 Zk

be the empirical bias of this residual, computed on the data collected on the safe system and
used for identification. This bias would be zero for an unbiased 8.
Then, given a new N-size data sample, the bias-adjusted improved residual :

||l>

O ( Z (60, Z) — K(60))

can be shown [66] to obey the CLT result stated in section 4.2, and a y?-test can be computed
as in (36), which turns out to be powerful in practice. This bias-adjusted improved residual has
been fed into two algorithms tuned and implemented differently, one on-line version tuned for
detecting large sudden drops in temperatures, the other off-line version for detecting smaller and
slower drops in temperatures. We refer to [11, 47| for more details.

8 Back to example 2.3

In this section, we address the design of monitoring algorithms for nonlinear dynamic state-

space processes. We describe two possible solutions based on a least-squares estimating function,

and involving either a full state observer (as proposed in [21] for the problem of monitoring the

catalytic converter of an automobile described in section 2), or an equivalent input-output model.
We consider continuous time nonlinear dynamical systems in state-space form :

X = f(0,X,U)
{Y — (0, X,U) (56)

where f and h are nonlinear functions having continuous derivatives; X is the non-measured
state variable; U and Y are the measured input and output signals; X is the time derivative of
X; 0 collects the unknown system parameters. Note that, as in example 2.3, input U may also
depend on @, and that 6 = 0 when no change occurs in . Because in practice one has to deal

15We stress that this monitoring function is global in all the parameters, whereas the identification is achieved
in two steps.
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with data sampled at rate 1/7 : Uy = U(k7), Y = Y (k7), we consider the following discrete
time approximation :

0Xy = f(0, Xy, Us)
{ Ye = h(0, Xy, Us) (57)

where § is a discrete approximation of the differentiation operator. For taking into account
model uncertainty and measurement noise, we introduce a stochastic assumption. For nonlinear
systems, such an assumption should be based on physical knowledge. For the sake of simplicity,
we assume a white Gaussian noise added on the observation equation :

Xy = f(0, X, Uy) (58)
Yo = h(0,Xe,Up) + &b

8.1 Full state observer and LS-score

We explain first how a full state observer is involved in the Ls-score defined in (37)-(38)-(39),
which requires a one-step ahead predictor Yy x—1(0). As stated above, the prediction error should
be asymptotically stationary. This calls for the use of a full order observer in the form :

Xppo1 = F(0, Xx_1jk—2,Up1, Y1)
(59)
Yi-10) = h(0, Xpjp—1,U1, Y1)

for a suitably chosen f . Then matrix 3}7}%_1(0) /06 is found by differentiating (59) w.r.t. 8, that
is :

3Xk\k—1 o 0Xj k2 ~ OUk_1 =
0Y—1(0) o OXpp ~, OUg_1 ~
a0~ x g Wy —5g— + Mo

Note that, because of the definition of the auxiliary vector for the LS-score in (38), these two
dynamical systems correspond to what we have required in (15). Of course, this may be compu-
tationally complex. The requirement for a full order observer when implementing the Ls-score
thus calls for the use of reduced state-space models. This is what is done in [21].

An alternative solution, circumventing the need of a full order observer, is based on the use of
an equivalent input-output representation of the nonlinear state-space model (56) for the design
of monitoring algorithms, which we discuss next. It should be reminded that an input-output
representation of a linear state-space model has been used in section 6.

8.2 Input-output representation and LS-score

The idea is to consider the nonlinear dynamical state-space model in (56) as a particular case of
differential-algebraic equations (DAE) model, and to find an input-output representation of the
form F(0,U,Y,p) = 0. Notation p stands for the differentiation operator, and function F is a
vector of differential polynomials in 6,Y,U. How to obtain such an input-output relationship
relies on Ritt’s algorithm and is explained in [45, 67]. As above, we consider its discrete time
counterpart :
F0,U, Yy, 0) =0 (60)
based on the sampled data and the approximated differentiation operator §.
Next, we modify the above noise modeling assumption, and we now assume that the stochastic
model of the system is :
F(0, U, Yi,8) = e (61)
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(F)

where noise €, ’ is only assumed to be white. The LS-score for this model is :

aF(07 Uka Yka
00

K(0,Uy, Yy, 8) = ( ‘”)T F(0, Uy, Y, 0) (62)

This can be written as K(0, Zy) using the auxiliary vector :

OF(0,U,Y%,0
7, 5 v O
F(Ha Uk,Yk,(S)

Note that the prediction ?k‘ x_1(0) is not involved in this monitoring function'®. If we additionally
assume the noise in (61) to be Gaussian with covariance matrix proportional to identity matrix,
quantity (62) is nothing but an efficient score for model (61).

The particular case where F' is linear in the parameter vector #, namely :

F(0,U,Y;,0) = P(U, Yy, 0) 0 — Q(Uy, Yi,9)

with polynomial matrices (or vectors) P and @, is of special interest. Actually, the existence of
such a DAE is the sufficient and necessary condition for 6 to be globally identifiable [45]. In that
case, we have that :

K(0,Uk,Ys,8) = PT(Ug, Yy, 8)P(Uk, Yy, 6) 0 — PT(Ug, Y, 6) Q(Uy, Yy, 6)

9 Discussion

In this section, we discuss further several key issues, concerning the role and use of (parametric)
models, off-line and on-line FDI algorithms, and optimal sensor location.

9.1 On-board model-based FDI : which (use of) models ?

Throughout the paper, we have assumed that (the structure of) the model of the monitored
system is given. Several points should be made, regarding the definition, the choice and the use
of parametric models for on-board monitoring.

Models for simulation, control, monitoring. Whatever the goal of modeling, should it be
simulation, control, or monitoring, building a model based on physical principles is a relevant
approach [44]. It should be clear, however, that the choice of a particular model should be
driven by the processing objective. It may very well happen that a model which is appropriate
for designing a realistic simulator is not relevant for monitoring purposes — e.g. because it is too
complex — exactly as it might not be convenient for control purposes, possibly for other reasons.
It is of help keeping in mind that the only requirement for monitoring is that the chosen model,
when fed into the FDI algorithm, should allow us to discriminate between the safe/failed states
of the system which we wish to distinguish. Also, as far as on-board monitoring is concerned,
it may be useful to distinguish between two (or more) modeling levels. This statement is made
clearer in the discussion of on-board diagnostics below.

16 Actually, as noted in [67], a gain in robustness w.r.t. modeling errors can be expected with (62), since the
approximated differentiation operator ¢ in (60) requires filters which are not based on the model.
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On-board detection : monitoring rather than repeated identification. Assuming the
model (structure) is given and a reference parameter value is identified, the question arises of
how to exploit this information for monitoring. Since we have argued that the core of statistical
monitoring methods is a parametric model together with an estimating function, the question
we are faced with is the following. Why monitoring cannot be simply stated as a problem of
repeated identification of the parameter vector? In that case, a straightforward solution would
be to compare two successive estimates with the aid of a convenient distance measure. This is
of course a valid FDI approach, but with some limitations, for the following reasouns.

First, parameter identification may be computationally expensive, especially when it cannot
be completely achieved automatically and requires human operation. This is the case for complex
plants, and in particular for vibration monitoring of complex mechanical structures and machines,
as described in section 6. Also, since we are willing not to detect the non-stationarities due to
changes in the environment of the monitored system, it may happen that the identification of the
reference parameter should be performed on data mixing as many different functioning modes of
the system as possible. This may very well perturb or even stop the production, which is another
type of undesirable identification cost. This is the case for the gas turbine example introduced
in section 2. There is thus an actual need for designing FDI algorithms which do not perform
re-identification on each data set for which a decision has to be made.

Second, comparing directly two parameter estimates may provide us with a poor solution to
the fault isolation problem. For example, it is well known that it is very difficult to match two
sets of modal shapes when some of the modes are close to each other.

Third, it should be clear that the key issue is how to measure the discrepancy between the
new estimated parameter vector and the reference one, and how to decide that this deviation is
significant, especially in the presence of noises and disturbances on the system. This basically
requires an estimate of the accuracy of the identification procedure, namely an asymptotic Gaus-
sianity type of result. But, as explained in section 4, the local approach is based on such type
of asymptotic Gaussianity results, and provides us with tests which are computationally much
cheaper than those resulting from re-identification.

On-board diagnostics without solving inverse problems. In many applications, it may
happen that a complex physical system, characterized by a generally non identifiable parameter
vector ® has to be monitored using a simple (black-box) model characterized by an identifiable
parameter vector f. A typical example is the vibration monitoring problem in section 2, for which
complex finite elements models are often available but not identifiable, whereas the small number
of existing sensors calls for identifying only simplified input-output (black-box) representations.
In such a situation, two different diagnosis problems can arise, namely diagnosis in terms of
the black-box parameter 6 and diagnosis in terms of the parameter vector ® of the underlying
physical model.

As explained in section 5.2, several methods can be used for solving the first problem, based
upon either a sensitivity technique with respect to a given fault'?, or a (statistical) method for
rejecting the alternative faults. This type of diagnosis brings informations which are interesting
in themselves, but can be of too complex interpretation : for instance, in vibration mechanics, it
is well known that two changes very different from a mechanical point of view can lead to similar
deviations in the modal parameters.

The second diagnosis problem can be stated as follows. Given a reference black-box model
plus a physical model and new measurements, how to diagnose the faults in terms of the physical
model? Of course, this problem is more tricky, because the physical model parameter ® is often
not identifiable and has a dimension much higher than the black-box parameter # has. We

1"We remind the reader that, in this problem setting, a fault is a change in one component or in a subset of
components of vector 6.
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stress that on-board diagnosis is nevertheless possible in this situation. The solution proposed
in [27, 28| circumvents the resolution of the corresponding ill-posed inverse problem. It relies
upon the projection of the elementary changes in the physical space onto the space of the black-
box model and the computation of convenient Jacobian matrices. In other words, residual vector
(n is asymptotically Gaussian with mean : M §0 = M J d®. The projection and Jacobian
computation steps are performed once for all when designing the monitoring algorithms, whereas
the isolation (sensitivity) tests are of low computational cost and can be used on-board [14].

Robustness in FDI methods. It is often argued that a major drawback of model-based FDI
methods lies in the requirement of a precise model of the system to be monitored [24, 55|. Many
attempts towards increased robustness with respect to unmodelled disturbances and model pa-
rameter uncertainties have been developed these last ten years. Two main types of investigations
have been reported in the literature [26]. The first type concerns the residual generation step,
and involves either system theoretic approaches to unknown input observers and disturbance
decoupling rejection methods [53, 54, 25], or the fuzzy logic concept of knowledge observer. The
second type concerns the residual evaluation step, and involves either adaptive threshold selection
[23, 25], or fuzzy set membership functions or fuzzy decision logic [26].

An alternative approach to the robustness problem is a statistical model-based one. The main
idea [47, 11] consists in using confidence ellipsoids for plugging the uncertainty in the shape of the
(no-fault and fault) hypotheses between which one is willing to test, instead of using a confidence
interval around the decision function itself. Let these ellipsoids be defined by :

O1: -0t (O—6)>m

Oy : (0—-60)T 271 (0-6) <po

where 6y is the reference parameter, the values pg and p; have to be chosen. The generalized
likelihood ratio (GLR) approach consists in computing :

t= min lyp — min Iy
60€6g 0:1€01

where : 1g(¢) = ((—80)T X! (¢ —0) under Gaussian assumption. Using the Lagrange multipliers
method, it is easy to show [9] that :

—(x0 — 1)’ for xo < po
t=14 —(xo—p1)?+ (xo—po)? for po<x0<p1
+(x0 — po)? for xo > p1
where : xo = 1/lp,(¢). Experiments on the above mentioned real applications have shown that

this simple idea turns out to be a useful tool for obtaining robustness against both changes in the
functioning modes and under-modeling of the system to be monitored, which are often reported
as being a crucial issue for model-based on-board FDI algorithms [8].

Nonlinear black-box models. When dealing with a parametric model-based characterization
of the monitored system in its usual working conditions, up to now we have basically referred to
physical modeling, possibly with reduced dimension. It may happen that black-box modeling,
which allows processing data without considering the physics, is a tool of interest, e.g. when
the phenomena are complex and the knowledge on the physics too weak. When referring to
nonlinear black-box models, and following [59, 39], we mean parameterized networks such as
neural networks, wavelet networks, or even fuzzy rules. Of course, such a network can be viewed
as a particular type of parametric model. For example, in a wavelet network, the parameters
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are the weights and the shifts and scales coefficients. It should be clear that the above general
(local) approach to the design of FDI algorithms does apply in the same manner [68|. However,
the interest of such a parametric representation for fault isolation and diagnosis heavily depends
upon the existence of a link between the parameters of the network and a (possibly partial)
physical knowledge. We stress that, in a given application where the available expert physical
knowledge is limited, the choice of the most relevant model for ¥DI is not obvious. It may very
well happen [47, 59| that a parametric network is actually much better identified than a simplified
physical model, in terms of prediction error and/or of simulation performances, but less efficient
from the point of view of detection performances [68].

9.2 Off-line and on-line FDI algorithms

Now we make more precise a statement made in section 1.4, that the solution to the three types
of detection problems are nothing but different implementations of the same estimating function
(primary residual). We explain in section 4 that the model validation problem (testing between
the local hypotheses defined in (21)) can be solved with the x?-test (36) based on the improved
residual (y defined in (22) :
1 N
(n(0o) = i ;K(%,Zk)

For the sake of simplicity and without loss of generality, we assume that this test boils down to
(RE v >

The corresponding on-line change detection algorithm, which searches for a time instant v at
which the parameter vector switches from 6y to a close value, is based on the stopping rule [9] :

. 2 5 2 _ n\T s—1 ~n
argmin {x =2}, X = max ()" B¢

where :
1 n
= K(6o, Z
C] \/m ’gj ( 0 k)
It should be clear that this on-line algorithm is actually a different implementation of the esti-
mating function K which is used in the model validation algorithm above.

9.3 Optimal sensor location

Another interesting byproduct of the statistical approach to FDI is the definition of a quantitative
criterion, based upon the power of the tests [13, 27|, which allows us to assess the quality of a
given sensor location for monitoring and diagnosis purposes. This criterion can be used in two
manners :

e For a given sensor pool location (it is not always possible to choose!), find the faults which
are detectable and diagnosable;

e Alternatively, for one given (set of) fault(s), find the sensor pools and locations which allow
us to detect and diagnose them.

10 Conclusion

We have described a general statistical approach to the design of FDI algorithms for dynamical
systems, illustrated with real industrial examples. We have stressed why and how the main
conceptual task of this design is the selection of an estimating function. We have discussed the

RR n3252
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relevance of the efficient score and of the LS (prediction error) score for system faults, and outlined
the limitation of the relevance of innovations and (state) estimation errors to sensor faults (and
actuator faults in linear systems). For nonlinear state-space systems, we have exhibited two
solutions, based either on a full state observer or on an input-output equivalent relationship. An
open question of interest would be to design intermediate solutions involving reduced observers.
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