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Abstract: In real-time systems, one generally identifies two types of timing re-
quirements, hard and soft constraints. In this study, it is assumed that the Hard
Real-Time traffic (HRT) is periodic with deadlines that must be guaranteed, while
the Soft Real-Time traffic (SRT) is aperiodic with timing constraints that could
occasionally be missed without major consequences. In this paper, the problem
of scheduling these 2 types of traffic with different performance objectives will be
addressed : (1) ensure that the timing requirements of HRT traffic are met, (2) min-
imize as much as possible the response time of SRT traffic while satisfying (1). For
this purpose, we propose an easily implementable and low-complexity traffic shaping
policy which preserves feasibility and improves response times for SRT traffic. The
underlying idea is that it is possible to diminish the response time of SRT traffic if the
busy periods induced by the HRT traffic are "harmoniously" distributed over time,
creating time intervals during which the resource (i.e. the processor or the medium)
can be used by SRT traffic with minimum delay. A computer-implementable algo-
rithm that has to be executed independently on each node of the bus is also provided,
as well as several extensions of the original model.
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Area Network
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Lissage de flux dans les systémes temps réel distribués :
une approche & faible complexité

Résumé : Dans les systémes temps réel on distingue généralement deux types de
contraintes : des contraintes strictes et des contraintes souples. Dans cette étude, le
trafic temps réel strict (HRT) est supposé périodique avec des échéances qui doivent
étre garanties, alors que le trafic & contraintes souples (SRT) est apériodique avec des
échéances qui peuvent étre occasionnellement dépassées sans conséquences majeures.
Dans cet article, nous étudions le probléme de 'ordonnancement de ces 2 types de
trafic avec pour chacun un objectif différent : (1) assurer le respect des contraintes
de temps du trafic HRT, (2) minimiser le temps de réponse du trafic SRT tout en
garantissant (1). Dans ce but, nous proposons un algorithme de faible complexité et
facilement implémentable pour "lisser" le flux HRT qui préserve sa faisabilité tout
en améliorant les temps de réponse du trafic SRT. L’idée sous-jacente est qu’il est
possible de diminuer le temps de réponse du trafic SRT si les périodes d’activité
induites par le trafic HRT sont distribuées harmonieusement dans le temps, créant
ainsi plus d’opportunités pour l'allocation de la ressource (le processeur ou le médium
de communication) au trafic SRT.

Mots-clé :  Systémes temps réel, lissage de trafic, algorithme d’ordonnancement,
réseaux locaux
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1 Introduction

Limitations of existing solutions.

The problem of jointly scheduling both HRT traffic and SRT traffic is an impor-
tant issue in real-time systems and many effective approaches have appeared in the
literature aimed at improving the responsiveness of SRT tasks [1, 16, 10, 17] but
as pointed out in [2]| their complexity induce high overheads when used on-line. In
addition, most presuppose restrictive hypotheses such as the knowledge of the first
release time of all periodic sources, making them generally hard to use for message
scheduling where nodes are not synchronized. The Dual-Priority policy (DP), origi-
nally introduced for the preemptive scheduling of tasks in [2, 3], can also be applied
to message scheduling as proposed in [22]| even if nodes are not synchronized and it
has proved to be very efficient [12] in the context of a CAN (Controller Area Net-
work [7]) based in-vehicle multiplexing system. In essence, this policy facilitates the
responsive execution of SRT frames by transmitting all HRT frames immediately,
when there are no SRT traffic ready, or as late as possible where SRT frames are
ready to be transmitted. Under dual-priority scheduling, the priority range must be
partitioned into three bands: "low hard", "soft", "high hard" in increasing level of
priority. An HRT frame is first queued with a priority within the "low hard" band
and later, when it becomes urgent, it will be promoted to the "high hard" range.
Let ¢ be the release time of a HRT frame m, D,, be its deadline and R,, be its
worst-case response time. The latest priority promotion time (from the "low-hard"
to the "high-hard" range) such that the frame will meet its deadline, is R, before its
deadline, or otherwise expressed (t+ Dy, —Rp) [22]. In practice the drawback of the
DP policy is that it requires modifications at the Data Link Layer (DLL) level which
is generally implemented in hardware. For instance, in the context of CAN, Tindell
and Hansson in [22] proposed that the frame priority be boosted at the communi-
cation controller level using a priority "step-up" timer for each transmission buffer
but, to the best of our knowledge, such a controller is not available yet.

Goal of this paper.

In this paper, the problem of giving an effective and widely applicable solution (in the
sense that it does not require any hardware modification unlike DP) for the schedul-
ing of 2 types of traffic with different performance objectives will be addressed :

1. minimize as much as possible the average response time of SRT traffic.

2. ensure that the timing requirements of HRT traffic are met.

RR n°3719



4 Bruno Gaujal , Nicolas Navet

We show a first theorem that provides the sequence of emission times for HRT traffic
that minimizes the average response time of SRT messages. However, this does not
give any guarantees on the respect of HRT constraints. From this sequence, we
derive a new traffic shaping policy and we prove that a set of HRT messages that are
guaranteed to respect their deadlines with the "send As Soon As Possible" (ASAP)
strategy will also meet their deadlines when scheduled under the proposed policy.
Organization of the paper.

The structure of the paper is as follows. In Section 2 we introduce the framework and
the formulation of the problem. We also the optimal shape of the HRT traffic when
its constraints are not taken into account. In Section 3, we propose a strategy to
postpone the arrivals of the periodic messages in order to reduce the response time
for the aperiodic traffic. An algorithm for the on-line computation of this traffic
shaping is also provided. In Section 4, we relax some assumptions used previously
to show that this technique is rather general and can be applied in a large variety
of cases given minor modifications. Section 5 gives some experiments that show the
improvement of traffic shaping over the classical ASAP strategy.

2 Description of the problem

2.1 Framework

The framework of this study is the same as in [12] : a HRT periodic message with
identifier m is characterized by (C,, Ty, Dy,) where Cy, is the transmission time, Tp,
is the period, D,, the deadline. We denote by M the set of all the HRT messages of
cardinality M. Due to the complexity of the general problem, following assumptions
are placed :

e The communication protocol at the Data Link Layer level is a CSMA priority
bus. In such buses (e.g. VAN [4], CAN [7]), all messages of the system have an
unique priority that will serve to decide which message gains the bus : when
two or more messages are competing for the bus, the one with the highest pri-
ority gains access, delaying the lower priority message(s). This priority based
arbitration enable us to compute for each HRT frame of the application the
worst-case response time, denoted by R,, and defined as the maximum delay
between the transmission request and the complete reception of the message.
The calculation of the worst-case response time of such buses has been exten-
sively studied in the literature [21, 20, 19]. The principles of this calculation
are shortly recalled in Appendix.

INRIA
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e The worst-case response time R, must be bounded for each frame by D,,
otherwise one can not guarantee that the message has been sent before the
next one is queued and the set of message is non-schedulable. We denote R,,
the quantity D,,, — R,, which is the latest time, relatively to the arrival of the
frame, at which the frame has to be sent in order to guarantee its deadline.

e All nodes on the network have the knowledge of the periods of all HRT frames.

e Time is slotted in the sense that HRT frames can only be sent at multiples of
the chosen time granularity. For instance, for in-vehicle multiplexing systems
such as described in [14, 13|, a granularity of 1 millisecond is adequate while
for most multimedia systems 10ms will be sufficient. From now on, we will
assume that all used variables (i.e. Ty, Rm, Rm, Dp) are multiples of the
time granularity.

In a first step, we will also make the following assumptions which will be all removed
in Section 4 :

e The deadline of a frame m is equal to its period (D, = Tp,).

e There is no jitter in emission, this means that all HRT are exactly released at
multiples of their periods.

e The nodes are synchronized : they are all assumed to begin transmitting from
the start of the system.

e The characteristics of the set of HRT messages is fixed for the whole lifetime
of the application (no "mode changes" [9] inducing traffic characteristic modi-
fications) and all nodes on the bus have full knowledge of these characteristics.

The ASAP policy consists in queuing a message m for emission as soon as possible.
That is, the nth instance of message m is queued at instant nT,,. This policy has
several advantages. It is very simple to implement and it is always feasible as long as
R,, is positive. However, one may wonder if the slackness between instants nT;, and
nTy + R, may be used in order to optimize characteristics over the other traffic.
This is what is done in the rest of the paper where emission of HRT messages may
be delayed in order to improve response times of SRT messages.

2.2 Formulation of the problem

As mentioned before, we deal with two types of traffic. HRT traffic is supposed
to be periodic and has hard real time constraints; SRT traffic on the other hand,

RR n°3719
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is aperiodic and does not have real-time constraints. In the following, the arrival
process of the SRT traffic will be a stochastic process, with a stationary distribution
over time with finite intensity.

In this paper, unlike with DP [2, 3], we will restrict ourselves to static priorities
which is very convenient from a practical point of view. Each message is thus given a
priority level before run-time. All HRT message must be given a higher priority than
SRT traffic, otherwise, with our assumption concerning the arrivals of SRT messages,
no absolute guarantees on the real-time constraints can be given for HRT messages.

The objective is to shape the HRT traffic in order to make sure that they meet
their constraints while reducing the response time of the aperiodic traffic.

e The first objective (respecting the real-time constraints) is met as long as the
n-th periodic message of type m asks for the bus before time nT,, + R,. A
scheduling policy that meets this condition, provided that the set of messages
is schedulable, for all instances of all periodic messages is termed feasible.

e The second objective is to reduce some functional of the response time of the
aperiodic traffic. Let us consider the average value of the response time of all
the SRT traffic over the infinite horizon.

2.3 Minimizing the response time of the aperiodic traffic

In this section, we focus on the second objective (shaping the periodic traffic in
order to minimize the response time of the aperiodic traffic), and we forget about
the constraint given by the first objective (assuring the schedulability of the periodic
traffic).

Let T = lem,, T}, be the global period of the periodic traffic. Periodic message
m occurs g, times over the interval [0,7] and its transmission time is supposed to
be one.

The whole system can be seen as a slotted G/G/1 queue, where the input traffic
is the aperiodic traffic and the periodic traffic corresponds to vacations of the server.
More precisely,

e Aperiodic messages arrive to a slotted G/G/1 queue according to some given
stationary process.

e The server may be either active in providing service, or may be absent for
vacation periods. At each time slot, the server can decide whether to take a
vacation or not (this corresponds to the arrival of some periodic message at
this time slot in the original problem).

INRIA
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e At the nth slot, the controller chooses a control a,, that determines the number
of periodic messages queued at slot n. Let a be the control sequence (a1, ag, ...).

e Performance measures and objectives:
— Let h: R — R be a convex increasing function.
— We consider the class II of all policies that satisfy the constraint:

T M
Zan = Z qm- (1)
n=1 m=1

Consider the new problem: let W,, be the response time of an aperiodic message
that would arrive at slot n.
Define the average expectation of the function h of the waiting time:

— 1
g(a) = lim —

S
Im = Eh(Wa(ar, .. an)), 2)
n=1
The objective is to minimize g(a) over a € II.

This kind of systems was studied in [5], where a more general version of Theorem
1 was proved.

Now, we construct a sequence a in the following way. Let u = Z%I:l am/T, be
the total average density of the periodic messages to be allocated over one period.
We define a} = [nu] — [(n — 1)u]. Note in particular that a* € II.

An example of the construction of a* is given in Figure 1

Theorem 1. The function g(a) is minimized over I at point a*.

Proof: This is a sketch of the proof, which uses Theorem 6.1 in [5]. Indeed, the
queue described here is a slotted version of the general setting of Theorem 6.1 in
[5]. Here, the potential inter-potential vacation times are constant and hence i.i.d.
As for the aperiodic traffic, we assumed that it forms a stationary slotted sequence.
Therefore, it is a point process over the slots. As for the duration of the vacations,
they are constant (equal to one) in our case, and the service times of the aperiodic
traffic are assumed to be stationary, and independent of the vacations. We also
assume that time 0 is the instant of the first vacation, which satisfies the sixth point
in Theorem 6.1 in [5]. |

The general rule that this analysis provides is that, in order to reduce the expected
response time of the aperiodic traffic, one had to distribute the load due to periodic
arrivals over time as regularly as possible. A bursty periodic load will cause large

RR n°3719
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uT

Figure 1: Construction of a* when T'=9 and u = 5/9.
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expected response times for aperiodic messages while a smooth periodic load will
reduce this response time. However, the optimal allocation of the periodic traffic
given in Theorem 1 has two drawbacks: (1) the assumption on the HRT transmission
time is inconvenient in practice and most of all, (2) the policy may not be feasible.

The challenge is now to try to distribute the periodic messages evenly over time
while preserving the feasibility property. For that, the definition of the density u of
the periodic traffic is refined to take into account the feasibility constraint.

3 Traffic shaping with an on-line procedure

In this section, we provide a fast method that behaves better than the assignment
As Soon As Possible (ASAP) with respect to the aperiodic traffic. Again, the focus
is on the shaping of the periodic traffic and the aperiodic traffic is considered to be
uncontrolled. If periodic messages have similar lengths, then an even distribution of
the periodic load is similar to an even distribution of the arrival instants of the period
messages which is achieved in the following construction. The method consists in
two steps :

e The first step is global, which means that it considers the total traffic with-
out distinguishing the different messages. During this step, we select instants
(slots) of emission of messages.

e The second step of the algorithm consists in assigning a message to each slot,
selected for emission, while satisfying feasibility.

3.1 Density and emission sequences

We describe the first step of the procedure in full details, which can be seen as a slot
selection process.

As assumed earlier, time for the start of transmission of HRT frames is slotted.
For each slot ¢ and each message m, we define the pair (pi", ¢"), defined uniquely by
the Euclidean division of i by Ty, ¢ = p]" T + ;" ¢ < Tpn-

For each message m, a density sequence is defined {u["}cn.

if ¢* < Ry,
otherwise.

3)

S
U™ = { gmmeJrl

Intuitively, the density sequence represents the “quantity” of message to be allo-
cated per slot.

RR n°3719
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The following assertion is a simple consequence of the definition of «;*. For all
integer p,

pTm+Rm (p‘i‘l)Tm*l
m __ m __
g upt = E ut = 1. 4)
i:me i:me

The global density at slot ¢ is defined by

Ui = Zu]-. (6)

Finally, the purpose of the selection is to transform the density sequence u; with
values in R into a selection sequence v; with values in N and such that v; majorizes
ui (31, vi > Y21 u;) while being as close as possible to u;.

vo = [uol, vi=[Uil = [Ui1]. (7)

The construction of the v sequence is illustrated in Figure 2. This construction
is rather classical in admission control theory, see for example [6].

Result 1. The complexity of step 1 is linear in the number of slots considered and
in the number of messages.

Proof: The construction of the quantities u;", u;, U; and v; are all linear in ¢ and in
m. |

Remark 1. It is sufficient to do step 1 up to T = lem(Ty,), the selection being
periodic with period T.

INRIA
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—
U():l U3:1 U5:1U6:1 ngl

Figure 2: Selection procedure, slots 0,3,5,6 and 8 are selected for a message emission.

RR n~°3719



12 Bruno Gaujal , Nicolas Navet

3.2 Deadline first allocation

Once the selection is done, one has to choose which message to assign to each selected
slot. This section is devoted to the choice of a message at each emission slot (v; = 1).
This is an allocation process.

This allocation can be done according to refined criteria that take into account
the size of messages. However to stick with the low-complexity approach, we will use
the deadline first allocation (DF) and prove its feasibility.

In general an allocation rule consists in constructing a sequence {a;}, with values
in M, such that a; is defined only when v; = 1.

An allocation is feasible is for each message m and for each integer p, #{a; =
M, T < j < pTm + R} = 1.

Recall that i = p["Ty, + ¢, ¢ < Tp, (Euclidean division of 7 by T},). Message
m is pending at slot i if #{a; =m,j < i} < p”. The set of all pending messages at
slot ¢ is denoted by P;.

Definition 1. Allocation rule DF': at slot i (with v; = 1), allocate the message m
satisfying

m = argminmep, {pzme + Rm}a (8)
where ties are broken arbitrarily.
Theorem 2. If for all m, Ry, > 0, then the allocation rule DF is feasible.

First note that when R,, < 0 for some m, there is no hope to find an allocation
which is feasible under all possible phases between the messages. This theorem says
that whenever the set of messages is schedulable, then the allocation rule DF is
feasible.

Proof: The proof holds by a double induction on the number of messages and on
the slot.

With a single message (M = {1}), the selection step sets v; = 1 iff 1 = pT,
for all p € N. The pending set P; = {1} if i = pT; and is empty otherwise. The
allocation rule DF is clearly feasible, since a; = 1 for each ¢ = pT} satisfies the
feasibility condition.

Now, we assume that we have M > 1 messages. For the first M — 1 messages, we
assume that DF was feasible and we want to prove that is remains feasible with one
more message (message M). All quantities with respect to the system with M — 1
messages (called system 1 in the following) will be preceded by prefix 1, while all

INRIA
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quantities with respect to the full system with M messages (called system 2) will
have prefix 2.
The first assertion is: for all p,

2ULDTM = 1ULIJTM"Fpa (9)
QUPTM+RM = 1UPTM+RM+p+17 (10)

Indeed, Equality (9) clearly holds when p = 0. Equation (4) shows that Equalities
(9) and (10) hold for all p by a straightforward induction.

This also means that with M messages, there is exactly one more selection point
in each interval of the type [pTar, pTa + Ry] (Equation (10)), and the same number
of selection slots in intervals of the type |pTa + R, (p + 1)Tas[ (Equation (9)).

The number of selection points but also their location in both systems play an
important part in this proof. This is the object of the second assertion.

In System 1, let us call 14y, -+, Lij, the slots selected in the interval [pThs, pTas +
Ry), and Vi1, -, Yigyy are the slots selected in the interval [pTas+ Ras, (p+1)Taz|.
Similarly, in System 2, %i1,--- ,2%ig,%ix,1 are the slots selected in the interval
[pTn, pTar+Ras), and 2ig 1, -+ -, %ig1ni1 are the slots selected in the interval [pT, +

RM, (p + 1)TM[.
The second assertion is
%ij < lij, V1<j<E, (11)
%01 = Yij, VE+1<j<k+n. (12)

To prove this assertion, let us consider any slot i € [pTns, pTy +Rpr]. Using equation
9), PU1 = ['U;i + 325 _yry, w1 +p and [PUpry, ] = ['Ui] +p.
Therefore,

¢ i
> 2y = PU = [PV, ] > 0] = U 1 = Y oy
J=pTm J=pTym
Since this is true for all 7, it shows that 2ij <liy, Vi<j<k.

For Equation (12) and for any slot i €pTa+Rar, (p+1)Ta|, [2Us] = [TU;]+p+1.
Therefore,

% %

> P =TPU) = PUyrraii] = 'O = Tyt rgn] = Y o
j=pTnm+Rp+1 i=pTm

RR n~°3719



14 Bruno Gaujal , Nicolas Navet

Since this is true for all 7, and considering the fact that system 2 has one more
allocation in the interval [pTar, pTm + Ru], it shows that 24,14 = 1i;, VE+1 <
j<k+n.

Now comes the core of the proof which is also done by induction on p. This is
the only part of the proof concerning the allocation process; all the previous points
were concerning the selection process only.

We will prove the third assertion, which is two-fold. For all p € N,

2PpTM 1PpTM U {M}a (13)
#{a; = M,pTny < j <pTm+ Ry} = 1 (14)

First let us consider the first interval, [0, Rys]. Obviously, 2Py = M and Py =
M/{M}. One has 2Py = 1Py U {M}.

The system with M — 1 messages has, say, k selection slots in the interval [0, Ras]
and n selection slots in the interval |Ras, T ], called Yiq, - -+, Yig and Yig 1, tigyn
respectively. Equations (9) and (10) imply that the system with M messages has k+1
selection slots in the interval [0, Ras] and n selection slots in the interval |Ras, Ti|,

called 2iy,- -+, 2y, %ip41 and %ig o, ,2ip 41 respectively.
In system 1, the DF allocation gives the selection slots to messages my,- -+ , My 1k
with respective deadlines R, < --- < Ry, The feasibility of system 1 says

'ij < Ry

Now, let us consider system 2. There is one more pending message, message M,
with deadline Rjs. Let us assume that R,,, < Rpr < Ry for some h < k.

If Ry is smaller than R,,, or if Ry, is larger than R,,,, then h is not defined,
however these can be considered as particular cases of the general case by neglecting
one side of the following argument.

e For 1 < j < h, the j-th selection is assigned to message m;: Qaij = m;. The
feasibility for message m; is still satisfied since by Equation (11), Qij < lij <
D,,..

J

e For selection slot h + 1, the DF allocation rule assigns message M. The fea-
sibility for message M is satisfied since 2ij, 1 < 2ip41 < Ry by definition of
h.

e For h +2 < 5 < k + 1, the DF allocation rule assigns message m; 1. The
feasibility for message m;_1 is still satisfied since 2z'j <21 <Ry < Ry, -

INRIA
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e Finally, for k 4+ 2 < j < k + n, the DF allocation rule assigns message m;_;.
The feasibility for message m;_1 is still satisfied since by Equation (12),2ij =
Yij_1 < Rpm,_,.

All these cases make system 2 allocates the same messages as system 1, plus
message M, all in time, during the interval [0, Tjs[. The initial step of the induction
is finished.

Let us assume that Equations (13) and (14) are true up to slot pTyy, therefore
2Pyryy = 'Pyry, U {M}, and the feasibility properties hold up to slot pThs. By
mimicking the reasoning used for the first interval, the messages allocated in the
interval [pTar, (p + 1)Tas[ in the full system (system 2) are the same as in system
1, plus message M, all of them being allocated before their deadline. Therefore,
message M meets its deadline in the interval [pThs, (p + 1)Ty [ (Equation (14) and
the pending sets at slot (p + 1)Ts will satisfy Equation (13)).

This ends the proof. |

Result 2. The complexity of step 2 is linear in the number of slots considered and
in the number of messages.

Proof: This is a straightforward consequence of the fact that the set of pending
messages is always bounded by M. The modifications of this set when passing from
one slot to the next are all linear in M and independent of the slots. |

Remark 2. It is sufficient to do step 2 up to T = lem(Ty,), the allocation being
periodic with period T.

To end this section, note that the main feature of this procedure is that the
selection process is global. This is why the global periodic load is smoother than
without shaping. Look for instance at time 0 (often termed the critical instant)
where the ASAP strategy would lead to many arrivals amounting to a big busy
period while the selection procedure may distribute those arrival on a larger time
interval.

The actual effect of the traffic shaping proposed here will be shown in a series of
experiments presented in Section 5.

3.3 Algorithm

We now present the algorithm that implements the analysis developed in Subsection
3.1 and 3.2. The procedure Shaping (see Figure 3) has to be executed on each
station independently and decides for each slot whether it is selected for emission.

RR n~°3719



16 Bruno Gaujal , Nicolas Navet

In that case, the procedure chooses which HRT message has to be transmitted. This
computation can be done periodically before each time slot or by using the idle time
of the station for performing large amounts of pre-computation. In the latter case,
the queuing of the message (line 32 of the procedure) has to be postponed until the
pre-computed instant of emission.

Parameter Pending is an array of booleans used to store the set of pending messages :
Pending[m] = true means that message m is pending and thus can be scheduled for
transmission. U; is the the sum of all densities up to the current instant and ¢ is the
current time.

Basically the algorithm can be subdivided in 3 consecutive steps :

1. Add the densities of emission brought by the next time slot (lines 5-9 on Fig-
ure 3).

2. Decide whether a message has to be sent or not (lines 10-22 on Figure 3).

3. If necessary, chose the message to transmit (lines 23-31 on Figure 3) and, if the
message must be sent by the node, queue it (line 32 on Figure 3).

Before the first call of the procedure Shaping, t and U; must be initialized to 0 and
all values of Pending[] must be equal to false. The carry variable (line 14, line 18)
is needed because the sum of densities over a single time slot might be greater than
one while it is not possible to allocate more than one message within one slot. Thus,
we have to store the remaining messages to send them in the following consecutive
slots.

As proved earlier, one can see from Figure 3 that the complexity of the procedure
Shaping is linear in the number of HRT messages of the system.

4 Generalizations

From now on, we will relax some assumptions that were made in section 2. It
is pointed out that because of its simplicity, the proposed shaping policy is easily
extendible to various cases that are of practical interests.

4.1 When deadlines are smaller than the periods

Up to now it has been assumed that the deadline of a frame m (denoted by D,,) is
equal to its period which is very usual in real-time systems. This assumption can be
relaxed by allowing the deadline to be smaller than the period. Deadlines bigger than
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1 proc Shaping(real U;, integer t, boolean Pending[M])

2 real wu;, U;_1, min;

%  integer m,a;;

4 u; =0

5 form:=1to M do

6 i_f(qi"SRm)ﬂlﬁuw:uﬁm

7 if (¢* = 0) then Pending[m] := true; fi
8
9

10 U;jq1:=
11 U; :=U; + u;
1z i ([Ui] = [Ui-1] 2 1)

13 then v; :=1;

14 carry = carry + [U;] — [Ui—1] — 1;
15 else

16 if (carry > 0)

17 then v; :=1;

18 carry := carry — 1;

19 else

20 v; == 0;

21 fi

22 fi

23  min 1= 400;
24 if (v; = 1) then

25 for m:=1to M do

26 if (Pending[m| A (min > p"Tp, + Ry,))

27 then a; := m;

28 min = p; Ty + Ry

29 fi

30 od

31 Pendingla;] := false;

32 if (sentByThisNode(a;)) then queueMessage(a;); fi
32 fi

Figure 3: Procedure Shaping that implements the traffic shaping policy
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periods are not considered because in this case, it can not be guaranteed that the
message has been sent before the next one is queued. With D,,, < T, Equation (3)
becomes :

1 .
= ifg¢g"<R
m _ Dy —Rm+1 ! qz — My 1
e { 0 otherwise. (15)

All the rest of the results of Section 3 are left unchanged. The shaping procedure
works in the same way, insuring feasibility under these restricted deadlines.

4.2 Desynchronized stations with known offsets

The offset ¢,, is the difference between the starting instant of the first emission of a
message m and a reference point called 0. So far, we have assumed that all offsets
where equal to 0. Here we assume that all stations have the knowledge of the offsets
at which all messages will be transmitted for the first time. The calculation of wu;
has to be changed and Equation (3) becomes :

u

1 .
7 fi> m <
m_ { g1 Hi2>¢mandg”, < Rp, (16)

otherwise.

A more restricted set of pending messages denoted by le must be defined as

PZ-' ={ms.t. #{a; =m,j <i} < p?iqsm}\{m |1 < ém}

The rest of the construction of the selection as well as the assignment is left
unchanged.

4.3 Desynchronized stations with unknown offsets

If it is assumed that the offsets are not known globally, we have to add an initial-
ization phase to synchronize all stations. This can be done by using any convenient
synchronizing protocol that sets a global starting signal as soon as all stations be-
come ready as it exists in the FIP (Factory Instrumentation Protocol, see [18]). This
signal will serve as the origin for the calculation of all periods. Whatever the protocol
an absolute synchronization can not be guaranteed because of the propagation delay
and the finite granularity of the clocks but the procedure can be seen as a reduction
of all the offsets to quantities smaller than the time granularity of our model (which
is equal to 1).
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Under this reasonable condition, all stations are synchronized up to one unit of
time. Note however that this small inconsistency may have heavy consequences,
since the selected slots computed by the stations may be inconsistent with each
other and differ by one unit between two stations. In such a case, a stronger notion
of schedulability of the system is needed to insure that the whole shaping procedure
is feasible.

Definition 2 (k margins). A system S has a margin of k units of time if Ry, > k
for any m € M.

Using this notion, the shaping procedure is still feasible as long as the system
has margin 1.

Indeed, after the synchronization step, all stations proceed with their algorithm
as if the system were perfectly synchronized. However, this is an imprecise model and
some stations may put selection slots one slot too late, w.r.t other stations (there
is no propagation of the error over time). If the system has margin 1, then the
assignment to the k-th slot is exactly the same for all stations, since the pending set
will not be modified by shifting a selection by one unit of time to the right.

4.4 Jitter in emission

As previously mentioned, the queuing time of a message can occur with a jitter, it
means that instead of being queued exactly at p - Ty, + ¢, (with ¢, = 0 in the
synchronized case), the message m is ready to be send at times within the interval
P T+ ém = Jom (where the bound J,, is a multiple of the time unit). For instance,
this jitter can be caused by a variable amount of computation needed by the task
before it could queue the message. The proposed allocation algorithm handles the
case where a message is ready before p - T,, + ¢,, by taking safe and pessimistic
margins in the computations.

Basically, we assume that the message p arrives at time p - Ty, + ¢ + Jpn while
all the other messages combined arrive as soon as possible (this is taken into account
in R,;,), which leaves a shorter interval for the allocation of message m.

Let 7 = i — ¢m, to take into account the desynchronization part. The calculation
of u/" has to be modified as follows:

if 7 > 0 and Jp, SQ;H < Rp,
otherwise.

1
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Where R,, also takes the jitter of all messages into account (see Appendix). A more

restricted set of pending messages denoted by Pi' must be defined as

P, = {mst. #{ax = m,k < i} < p;"and pi* > Jpn\{m | i < dm}-

The rest of the construction of the selection as well as the assignment is left
unchanged.

In that case if the system has margin J = max,, J,,, then the proposed policy is
still feasible.

4.5 Variable characteristics of HRT messages : mode changes

Large real-time applications generally have a fixed number of predetermined oper-
ational phases. An example given in [9] is a computer system on-board an aircraft
that will performs different control activities during the flight or when taxiing on
the ground. A mode reflects a certain operational phase of the real-time applica-
tion and the set of transmitted messages depends on the active tasks and thus on
the current mode. One of the requirements defined in [9] for safe mode changes is
the consistency : it means that all nodes change the mode at the same point in
time. For instance, this can be achieved through a special message that indicates
the mode-change request and that is sent with the highest priority and which is not
postponed. Then all nodes, that must have the knowledge of the characteristics of
the messages transmitted in all modes, simply have to switch to the new message set
and re-initialize U;, t and Pending[] (see. 3.3).

4.6 Probabilistic guarantees with unreliable medium

It is a conventional belief that HRT traffic must have a 100% guarantee. In practice
this cannot be achieved when the environment or the behavior of some components
of the system are not fully predictable. Should transmission errors occur randomly
on the bus then it is not unlikely that in the lifetime of the system, missed deadlines
could happen with ASAP, DP or traffic shaping scheduling. It is therefore crucial for
the designer to assess the risks and, if necessary, take the appropriate fault-tolerance
strategies (like over-sampling or mode change). The reader might refer to [8] and
[23] for a good starting point on this topic. In this paragraph, we propose a simple
mechanism to provide probabilistic guarantees to prevent HRT messages from miss-
ing their deadlines when using the proposed traffic shaping policy. The application
designer has to define the required safety level for his particular application through
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a parameter denoted a which is defined as the upper bound on the Deadline Fail-
ure Probability (DFP) (see [13]). For instance, a = 0.001 means that no periodic
frame will, on average, miss its deadline more than once every 1000 transmissions.
Basically, the idea enabling us to achieve this Quality Of Service (QOS), is to bring
forward the emission time if necessary regarding «. That comes to including in the
calculus of the worst-case response time the possibility of transmission errors. The
traffic shaping method stays otherwise unchanged. For each frame m of the appli-
cation, one has to find the smallest tolerable number of errors n,, (starting with
nmym = 0) such that the requested QOS will be achieved :

PIX (Rm(nm)) > nm] <« (18)

which can be rewritten as :
(1 — ) PX(R(nm) = n]) <a (19)
n=0

where X (t) is the stochastic process giving the number of errors during time ¢ and
R.m(n) the worst-case response time with n errors for frame m. If less than n,, errors
occur during Ry, (nm,) with Ry (nm) < Dy, the frame m will meet its deadline,
otherwise it could miss it. The calculus is performed iteratively, starting with n,, =
0 and incrementing this at the end of each unsuccessful step until equation 18 is
satisfied or until R,,(n,,) is larger than the deadline. In the later case, the requested
QOS cannot be achieved. For the calculus of Ry, (ny,), the reader might refer to
[11, 12|, for a stochastic error model making assumptions on both error frequency
and gravity (i.e single errors and "bursts" of errors) the reader should consult [13].

5 Experiments

In the rest of the paper, an experimental embedded CAN-based application pro-
posed by PSA (Peugeot-Citréen) Automobiles Company will be considered. Six
devices exchange messages : engine controller, wheel angle sensor, AGB (Automatic
Gear Box), ABS (Anti-Blocking System), device ' and the bodywork gateway. The
traffic consists of a set of periodic messages (e.g. speed and torque from the engine
controller), see Figure 5, plus a stream of aperiodic frames whose interarrival times
are exponentially distributed. Each periodic frame has its deadline equal to its pe-
riod, the size of periodic frames is 95 bits and the size of aperiodic frames is 75 bits.
The periodic part of the traffic induces a network load of 41.02%.

!The name of this device can not be communicated because of confidentiality.
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priority transmitter Thm | Rm
1 engine controller 10 8
2 wheel angle sensor | 14 11
3 engine controller 20 16
4 AGB 15 | 10
5 ABS 20 | 14
6 ABS 40 | 33
7 ABS 15 7
8 bodywork gateway | 50 | 41
9 device y 20 10
10 engine controller | 100 | 88
11 AGB 50 | 37
12 ABS 100 | 86

Figure 4: Set of periodic messages (time unit : ms)

The transmission rate of the CAN bus is set to 125kbit/s. Simulations were per-
formed, using QNAP2 discrete event simulator [15], using ASAP, traffic shaping and
dual-priority scheduling. In all cases, the average response time (see Figure 5 and 7)
and the variance in response times (see Figure 6 and 8) were measured for aperiodic
traffic with a total network load varying from 50% to 90% (with a step of 10%).

5.1 Synchronized case

In the synchronized case all nodes of the network start to transmit simultaneously
at the start of the system.

5.1.1 Average response time for SRT traffic

From Figure 5, one clearly see that the DP protocol greatly reduces the average
response time of aperiodic traffic and gives the best results among the 3 policies.
Nevertheless, the traffic shaping strategy performs very well up to a total network
load of 80% and even for higher load it stays clearly better as ASAP. In our exper-
iments, the observed gain of traffic shaping over ASAP ranges from a factor 1.90
for a 50% load to a factor 1.40 for a 90% load. It is also noteworthy that whatever
the network load, the absolute gain with traffic shaping remains almost constant at
about 0.9 ms.
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Figure 5: Average response time for SRT traffic in the synchronized case.

5.1.2 Variance in response times for SRT traffic
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Figure 6: Variance in response times for SRT traffic in the synchronized case.
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The variance measures the dispersion of a sample of values relative to the mean
value of the sample. In our case, the smaller the variance of response times, the
more deterministic the transmission of aperiodic frames because when transmitting
a frame, one can expect its response time to be near the mean value. From Figure 6,
it is clear that dual-priority and traffic shaping strategies decreases the variance of
aperiodic frame response times. The dual-priority performs better but traffic shaping
gives close results up to a network load of 70%.

5.2 Desynchronized case

In the desynchronized case, all nodes do not start simultaneously to transmit : sim-
ulations were performed with the first transmission time randomly chosen for each
message m between [0, R,].

5.2.1 Average response time for SRT traffic

From Figure 5 and 7, one can note that the gain obtained with traffic shaping over
ASAP diminishes when nodes are not synchronized : it now ranges from 1.28 to 1.19.
Results with traffic shaping stay almost equal in the synchronized and desynchronized
case while the ASAP policy performs much better in the desynchronized case and this
simply because the desynchronization already shapes, even imperfectly, the traffic.
However, in practice, the offsets between the messages are not random variables
which are completely independent of the rest of the process. It is very likely that
the gain of the shaping procedure increases when the offsets are correlated, because
this brings some new kind of synchronization in the global process.

5.2.2 Variance in response times for SRT traffic

From Figure 8, one sees that the traffic shaping policy performs better than ASAP
even if the gain is reduced compared to the synchronized case. The remarks made in
Section 5.2.1 remains valid; in practice the desynchronization of the stations is very
likely to be less "perfect" that the one given by the uniform distribution used for the
simulations, increasing thus the variance in response times for the ASAP policy.
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35 | ASAP —— E
Dual-Priority -+-
Traffic Shaping -2--

SRT Mean Response Time (ms)

05 I I I
50 60 80 90

70
Total Network Load (%)

Figure 7: Average response time for SRT traffic in the desynchronized case.
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Figure 8: Variance in response times for SRT traffic in the desynchronized case.

6 Conclusions

Experiments of Section 5 shows that the proposed traffic shaping policy performs
much better that the ASAP strategy whatever the network load while preserving the
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property of feasibility as it has been proven in 3.2. Although clearly outperformed by
the dual-priority protocol under heavy traffic, the proposed policy is much more easily
applicable because it can be used with "off-the-shelf" hardware at the communication
controller level. Furthermore, its complexity being linear in the number of HRT
messages, it can be used on-line.

This policy has been extended to handle deadlines smaller than periods, desyn-
chronized stations with known and unknown offsets, jitter in emission and also to
provide probabilistic guarantees to prevent HRT frames from missing their deadlines
under unreliable transmission. This approach could be adapted to other protocols
with bounded access time to the medium such as token protocols.
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Appendix : Worst-case response time on a priority bus

The worst-case response time R,,, which is defined as the interval between the trans-
mission request and the complete reception of the message to the destination pro-
cessor(s), must be bounded for each frame by D,, (with D,, < T,,) otherwise the
timing constraint can not be guaranteed and the set of messages of the application
is said to be non-schedulable. To calculate R,,, as the transmission time C,,, (which
may not be an integer) and the jitter J,, can be upper bounded, we just have to
compute the maximum time needed by the message to gain the arbitration (termed
the "interference" time). A message m can be delayed by higher priority messages
and by a lower priority message that has already obtained the bus (this time denoted
as By, is the transmission time of the biggest lower priority message). Thus, from
[21] and considering that R, has to be multiple of the time unit, we have :

R = [Cm + I + Iy | (20)

where I, is the interference time, i.e. the longest time that all higher priority
messages can occupy the bus plus B, :

1. .
=B+ Y. [ m +T? ha T’ﬂ Cj (21)
Vj € hp(m) J

with 7y the bit time, hp(m) the set of messages of higher priority than m and C;
the transmission time of a message j. For instance, in the context of CAN, with d;
the number of data bytes, one has :

4 =1
Cj = (47+8dj + [73 +id7 D Thit (22)

where 47 is the size of the fixed-form bit fields of the CAN frame and |(34+8d; —1)/4]
is the maximum number of "stuff" bits (see [7]). I, is computed starting with IS, = 0
until convergence or until R,, > D,,. In the latter case, D,, cannot be guaranteed
for message m. The reader could refer to [21, 20] or [19] for more details.
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