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The Worst-Case Data-Generating Probability
Measure in Statistical Learning

Xinying Zou, Samir M. Perlaza, Ifiaki Esnaola, Eitan Altman, and H. Vincent Poor.

Abstract—The worst-case data-generating (WCDG) probability
measure is introduced as a tool for characterizing the gener-
alization capabilities of machine learning algorithms. Such a
WCDG probability measure is shown to be the unique solution
to two different optimization problems: (a) The maximization
of the expected loss over the set of probability measures on
the datasets whose relative entropy with respect to a reference
measure is not larger than a given threshold; and (b) The
maximization of the expected loss with regularization by relative
entropy with respect to the reference measure. Such a reference
measure can be interpreted as a prior on the datasets. The
WCDG cumulants are finite and bounded in terms of the
cumulants of the reference measure. To analyze the concentration
of the expected empirical risk induced by the WCDG probability
measure, the notion of (¢, d)-robustness of models is introduced.
Closed-form expressions are presented for the sensitivity of the
expected loss for a fixed model. These results lead to a novel
expression for the generalization error of arbitrary machine
learning algorithms. This exact expression is provided in terms
of the WCDG probability measure and leads to an upper bound
that is equal to the sum of the mutual information and the lautum
information between the models and the datasets, up to a constant
factor. This upper bound is achieved by a Gibbs algorithm. This
finding reveals that an exploration into the generalization error
of the Gibbs algorithm facilitates the derivation of overarching
insights applicable to any machine learning algorithm.

Index Terms—Supervised Machine Learning, Worst-Case, Gen-
eralization Gap, Relative Entropy, Gibbs Algorithm, and Sensi-
tivity.

I. INTRODUCTION

The problem of supervised machine learning is often formu-
lated as an empirical risk minimization (ERM) problem in
which the optimization domain is a set of models [3]. This
formulation is based on the observation that the empirical
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risk is the expectation of the loss function with respect to
the empirical probability measure induced by the training
dataset. See for instance, Lemma 7. This empirical measure
is known in the realm of information theory as a type [4]
(see Definition 3). If the ground-truth data-generating (GTDG)
probability measure were available, optimal models would be
the minimizers of the expectation of the loss with respect
to the GTDG probability measure, also known as the true
risk or population risk [3]. From this perspective, the type
induced by the training dataset is a replacement for the
GTDG probability measure. That is, models are chosen as
the minimizers of the empirical risk instead of minimizers of
the true risk. Interestingly, large datasets might lead to types
that are sufficiently close to the GTDG probability measure
with high probability [S]. Typically, such a closeness is often
measured in terms of a statistical distance, e.g., the relative
entropy of the type with respect to the GTDG probability
measure.

The driving idea in this work is that the GTDG probability
measure is likely to be within a neighbourhood of the type
induced by the training dataset. Side information might also
lead to a prior on the data, and thus, the GTDG probability
measure is also likely to be within a neighbourhood of such
a prior. From this perspective, one can adopt a reference
measure, which can be the type, a prior, or a mixture of both,
and form a unique neighbourhood around such a reference
measure. This neighbourhood includes all probability mea-
sures on the datasets that are at a statistical distance smaller
than or equal to a given threshold. A robust choice of models
is choosing them as the minimizers of the expectation of the
loss with respect to the worst-case data-generating (WCDG)
probability measure within such a neighbourhood. In this
case, the WCDG probability measure is assumed to be the
measure that maximizes the expectation of the loss for a fixed
model. This problem formulation is a distributionally robust
optimization (DRO) problem [6], [7] in which the statistical
distance might be the relative entropy as in [8], a Wasserstein
distance as in [9], [10], an f-divergence as in [11], [12], among
others. This problem can also be formulated via the maximum
entropy principle [13], [14] as in [15], [16]. Every choice of
statistical distance leads to a WCDG probability measure with
particular properties.

When the statistical distance is the relative entropy, the result-
ing WCDG probability measure exhibits numerous properties
that are central in the analysis of key generalization metrics,
namely, the generalization gap (GG); the expected general-
ization gap (EGG); and the doubly-expected generalization



gap (D-EGQG). In the literature, the D-EGG is also referred
to as the generalization error (GE). The GG is calculated
for a specific model and training dataset as the difference
between the true risk and the empirical risk induced by
the model on such a training dataset. While the GG does
not provide a generalization guarantee for a given model,
it allows studying the impact of the training dataset on the
generalization capabilities. This observation is central to the
results presented in this work. When models are chosen by
sampling a probability measure conditioned on the training
dataset, the EGG is the expectation of the GG with respect
to such a probability measure. This probability measure is
often referred to as the statistical learning algorithm. In this
setting, the dependence of the EGG on the training dataset
is twofold. Firstly, via the algorithm, which depends on the
training dataset; and secondly, via the GG, which involves the
calculation of the empirical risk on the training dataset. The D-
EGG is the expectation of the EGG with respect to the GTDG
probability measure.

A. Existing Results

The GG, EGG, and D-EGG (or GE) are central performance
metrics for the analysis of the generalization capabilities of
machine learning algorithms, see for instance [17]-[21] and
[22]. In particular, the D-EGG characterizes the ability of
the learning algorithm to correctly find patterns in datasets
that are not available during the training stage. Closed-form
expressions for the EGG are only known for the Gibbs
algorithm in the case in which the reference measure is
a probability measure [17]; and for the case in which the
reference measure is a o-finite measure [23]. In the case
of other algorithms, the D-EGG is characterized by various
upper-bounds leveraging different techniques. The metric of
mutual information is first proposed in [24], further developed
in [19] and combined with chaining methods in [25], [26].
Similar bounds are obtained in [20], [27]-[30] and references
therein. Other information measures such as the Wasserstein
distance [18], [31], [32], maximal leakage [33], [34], mutual f-
information [35], and Jensen-Shannon divergence [36] are also
explored in the literature. Unfortunately, none of the existing
bounds has been shown to be uniformly tight in relevant
practical cases [37], [38].

To circumvent the dependence of the D-EGG on the statistical
description of the training dataset and the specific learning
algorithm in generalization analyses, tools from combinatorics
[39]; probability theory [40]-[42]; and information theory
[17], [19], [43] have been used with partial success. The main
drawback of these analytical approaches is that they provide
guarantees that entail worst-case dataset generation analysis
but do not identify the data-generating measures that curtail the
generalization capability of the algorithm [38]. This, in turn,
results in descriptions of the D-EGG for which the dependence
on the training dataset and the selected algorithm is not made
evident. Recent efforts for highlighting the dependence of
generalization capabilities on the training dataset have led to
explicit expressions for the GG and EGG when the models are
sampled using the Gibbs algorithm in [22], [44]. This line of

work paved the way to the study in this paper of the WCDG
probability measures and their effect on the D-EGG.

B. Contributions

The first contribution consists of the derivation of a probability
measure over the datasets coined WCDG probability measure.
The WCDG probability measure can be defined as the measure
that maximizes the expectation of the loss over a set of
measures that are at a “statistical distance” with respect to
a reference measure that is not larger than a given threshold.
Alternatively, the WCDG probability measure can be defined
as the measure that maximizes the expectation of the loss
subject to a regularization by such a “statistical distance”
with respect to the reference measure. When the “statistical
distance” is the relative entropy, both definitions are shown to
be identical, under specific conditions. Despite the limitations
of relative entropy concerning its asymmetry [12], [45] and
the need of absolute continuity with respect to the reference
measure [11], the resulting WCDG probability measure is a
Gibbs probability measure (Theorem 1) parametrized by the
reference measure; the regularization parameter; and the loss
function. This Gibbs probability measure is shown to exhibit
relevant properties in statistical machine learning. In particular,
for a fixed model, the loss resulting from the assumption that
datapoints are sampled from the WCDG probability measure
is a sub-Gaussian random variable. Moreover, the variation
of the expectation of the loss when the probability measure
changes from the WCDG probability measure to an alternative
measure has an explicit expression involving relative entropy
terms. Using this result, the variation of the expectation of the
loss when the measure changes from an arbitrary measure to
any alternative measure is presented (Theorem 8). This is a sig-
nificant result as the reference measure and the regularization
parameter can be arbitrarily chosen, which leads to numerous
closed-form expressions for such a variation.

The second contribution leverages the observation that under
the assumption that datasets are tuples of independent and
identically distributed datapoints, datasets can be represented
by their corresponding types, which are empirical probability
measures [4]. Interestingly, the empirical risk induced by a
model with respect to a given dataset is proved to be equal to
the expectation of the loss with respect to the corresponding
type (Lemma 7). This observation allows using Theorem 8§ to
provide an explicit expression to the difference between two
empirical risks induced by the same model on two different
datasets. This difference is referred to as the sensitivity of
the empirical risk. Using the same arguments, closed-form
expressions involving relative entropy terms are provided for
the GG induced by a fixed model.

The final contribution consists in using the WCDG probability
measure to obtain an exact expression of the D-EGG for any
machine learning algorithm. This exact expression is provided
in terms of information measures involving the WCDG prob-
ability measure and leads to an upper bound on the D-EGG
that is equal to the sum of the mutual information and the
lautum information between the models and the datasets, up



to a constant factor. This upper bound is shown to be achieved
by a Gibbs algorithm whose parameters satisfy particular con-
ditions. This reveals the central place of the Gibbs algorithm
in statistical machine learning. Indeed, the Gibbs algorithm
facilitates the derivation of overarching insights into the D-
EGG applicable to any machine learning algorithm.

C. Notation

Given a measurable space (€2, %), the notation A (Q) is used
to represent the set of o-finite measures that can be defined
over (2,.%#). Often, when the sigma-algebra % is fixed, it
is hidden to ease notation. Given a measure @ € A (), the
subset Ag (£2) of A (£2) contains all o-finite measures that are
absolutely continuous with respect to the measure (). Given a
second measurable space (X', %), the notation A (2|X’) is used
to represent the set of o-finite measures defined over (Q2, %)
conditioned on an element of X

II. PROBLEM FORMULATION

Let M, X and Y, with M C R? and d € N,
be sets of models, patterns, and labels, respectively. A
pair (z,y) € X x Y is referred to as a labeled pattern or
as a data point. Given n data points, with n € IN, denoted
by (z1,91), (z2,92), ..., (Tn,yn), a dataset is represented by
the tuple:

z=((z1,51), (@2,92) -, @, yn) ) € (X x )", (D

Let the function f : M x X — ) be such that the label
assigned to the pattern = according to the model 8 € M
is

y=f(0,z). (2
Let also the function

(:YxY—[0,4+0] 3)

be such that given a data point (z,y) € X%, the loss induced
by a model 6 € M is £(f(0,x),y). In the following, the loss
function ¢ is assumed to be nonnegative and for all y € ),

l(y,y) = 0.

For the ease of notation, let the function £ : M x X x )Y —
[0, +00] be such that for all (z,y) € X x ),

00, z,y) = (f(0,2),y). @)

The empirical risk induced by the model 8 € M, with respect
to the dataset z in (1), is determined by the function L :
(X x V)" x M — [0, +0c0], which satisfies

1 n
L(z,@) = Ezg(gvxhyi)a (5)
=1

where the function £ is defined in (4).

Using this notation, the model selection problem is formu-
lated as an empirical risk minimization ERM problem, which
consists of the following optimization problem:

eneli/\l}l L(z,0). (6)

The ERM problem is prone to overfitting since the set of
solutions to (6) are models selected specifically for the given
data set z in (1), which limits the generalization capability
of the resulting optimal model. One way to compensate for
overfitting and adding more stability to the learning algorithm
is by adding a regularization term to the optimization problem
in (6). Such a regularization term can be represented by a
function R : M — R, which yields the regularized ERM
problem

Inin L(z,0)+ AR(0), (7)
where A is a nonnegative real that acts as a regularization
parameter. The regularization function constraints the choice
of the model, which can be interpreted as requiring a finite
space for the models or limiting the “complexity” of the
model [3]. One common choice for R is R(0) = 0],
with p > 1. The norm is often used to account for the
model complexity. Alternatively, the regularization parameter
A determines the weight that regularization carries in the model
selection.

The main interest in this work is to study the generalization
capability for a given model 8 € M independently from how
such a model is chosen.

III. THE WORST-CASE DATA-GENERATING PROBABILITY
MEASURE

A. General Discussion

Given a probability measure Ps € A (X x )), which can
be interpreted as a prior on the set of data points, and a
model 8 € M, looking for a WCDG probability measure
might lead to two different optimization problems. Both can
be defined in terms of the expected loss induced by a measure
P e A(X x)), for a given a model 8 € M.

Definition 1 (Expected Loss): Let P be a probability measure
in A (X x Y). The expected loss with respect to a fixed model
6 € M induced by the measure P is

Ry (P) = / 08, 2,y)dP(x,y), ®)

where the function £ is defined in (4).

Firstly, a neighborhood around Pg is established through a
statistical distance d : A (X x V) x A (X x V) = [0, 400).
In view of this, the WCDG measure is a probability measure
that maximizes the expectation of the loss within such a
neighborhood. This view leads to the following problem:

max Rg (P) (9a)
PEA(XXY)
st.  d(P,Ps) <7, (9b)

where v > 0 determines the neighborhood around Pg as
the set {P € A (X xY):d(P,Ps) <~} and the functional
Rg is defined in (8). Secondly, a WCDG measure is also
interpreted as a probability measure that trades off the maxi-
mization of the expectation of the loss and the minimization



of the statistical distance with respect to Pg. This point of
view leads to an optimization problem of the form:

max
PEA(XXY)
where the functional Ry is defined in (8); and 8 > 0 deter-
mines the trade-off between maximization of the expectation
of the loss and the statistical distance to Ps. In this case, the
convexity of d (P, Ps) with respect to P is a valuable property
for solving the optimization problem.

Depending on the choice of the statistical distance d in (9)
and (10), numerous WCDG probability measures might be
obtained. In either case, such WCDG probability measures
are subject to the limitations concerning the asymmetry of d;
limitations concerning the absolute continuity requirements
with respect to Pg; or limitations derived from the need for
X x ) to be equipped with a metric so as to form a Polish
metric space. These limitations can lead the problems in (9)
and (10) to be ill posed, difficult to solve, to exhibit no
solution, or to exhibit solutions with poor properties for the
analysis of generalization in statistical machine learning. In
particular, the statistical distance d can be chosen as an f-
divergence [46]. See for instance the examples in [11]. In this
case,
dpP
s

where the function f : (0, 4+00) — R is assumed to be concave
and f(1) = 0; and the function % XA XY = [0,+00)
is the Radon-Nikodym derivative of P with respect to Ps.
For some choices of the function f, the corresponding f-
divergence can be symmetric, e.g., Jeffrey’s divergence [47];
or be asymmetric, e.g., Kullback-Leibler divergence [48]. An
interesting discussion on the impact of asymmetry in optimiza-
tion problems similar to the one in (10) is presented in [11]
and [12]. In any case, if d is chosen as an f-divergence, the
optimization domain shall be restricted to the set of measures
that are absolutely continuous with Pg. This is essentially
because the existence of a Radon-Nikodym derivative with
respect to Pg is required.

An alternative choice for the statistical distance d in (9) and
(10) is

d (P, Ps)
=sup { [ 1e.0)aP@0) - [ f@0)aPs(eg) 1 D)

where D is a particular set of functions X x Y — R. In such
a formulation for d in (12), while P is not required to be
absolutely continuous with respect to Pg, other requirements
must be ensured. For instance, in the case in which the set D
is such that if f € D, then for all (z,y) € X x ) and for all
(u,v) € X x Y,

|f(m,y) - f(u’ U)|<d ((l‘,y), (’LLJ))) ’

with d being a metric on the set X’ x ), the resulting statistical
distance is the Kantorovich-Rubinstein distance, also known as
the Wasserstein distance of order one [49, Remark 6.5]. Note

(12)

(13)

that this choice of D imposes the need of the set X x Y to
be equipped with the metric d in (13). Moreover, (X x Y, d)
must be a Polish metric space.

From the above, it becomes clear that every choice for the
statistical distance d comes with particular requirements. Thus,
the search for an optimal choice for d reduces to evaluating
the properties of the resulting WCDG probability measures
and their impact in the analysis of generalization of machine
learning algorithms. In the following, it is argued that the
choice of d as the relative entropy, despite the limitations con-
cerning its asymmetry and the restriction of the optimization
domains to measures that are absolutely continuous with Pg,
leads to a variety of properties that are central in the analysis
of generalization.

B. Relative Entropy Case

This section focuses on the special cases in which the statisti-
cal distance d in (9) and (10) is chosen as the relative entropy.
The relative entropy is the f-divergence resulting from the
choice of f(x) = zlog(x) in (11). See for instance [50]. Given
two probability measures P and () on the same measurable
space such that P is absolutely continuous with respect to @,
the relative entropy of P with respect to @ is

D(PlQ) = [ {oenos (@) da).  as
dpP

where the function 10 is the Radon-Nikodym derivative
of P with respect to Q. Using this notation, the optimization
problems of interest are

max Re (P) (15a)
PEApy (XXY)
s.t. D (P||Ps) <, (15b)
and
max  Re(P)-BD(P|Ps).  (16)

PeApy (XXY)

The optimization problems in (15) and (16) exhibit a major
difference in the following case. If for all P € A p, the func-
tional Ry in (8) is such that Rg (P) = ¢, for some fixed ¢ > 0,
then all the measures in {P € A (X xY): D (P|Ps) <~}
are solutions to the optimization problem in (15). Alternatively,
the problem in (16) exhibits a unique solution, which is Pg.
Hence, while the former exhibits infinitely many solutions,
the latter exhibits only one. Although this difference holds
substantial mathematical importance, its practical relevance is
limited, as it only emerges in settings for which the expectation
of the loss Rg(P) is the same independently of the measure
P. In order to avoid the above case, the notion of separable
loss functions, which is analogous to [23, Definition 4.1], is
introduced as follows.

Definition 2: Given a model 6 € M, the function ¢ in (4), is
said to be separable with respect to the probability measure
P e A(X x ), if there exist a positive real ¢ > 0 and two
subsets A and B of X’ x ) that are nonnegligible with respect
to P, and for all ((z1,y1), (z2,y2)) € A X B,

E(g,(ﬂl,yl) <c< E(O,Zg,yg) < +o00. (17



When the function ¢ in (4) is nonseparable with respect to
the reference measure Pg, it is a constant almost surely with
respect to such a measure. More specifically, there exists a
real a > 0, such that

Ps ({(z,y) € X x Y : £(0,2,y) =a}) =1,  (18)
and as a  consequence, for all  probability
measures P S Apg, (X x)), it holds that
P({(z,y) e X x Y :£(0,2,y) =a}) = 1. With this

pathological case of nonseparable loss functions out of the
way, the optimization problems in (15) and (16) exhibit
considerable similarity. This similarity is formalized in
Theorem 1 below. Given a model 8 € M, let Jp, 9 : R =+ R
be the function

Jps.6(t) = log (/exp (t€(9,x,y))dPs(w,y))7 19)

where the function ¢ is defined in (4). The following lemma
describes some properties of the function Jp, ¢ in (19).

Lemma 1: The function Jp, ¢ in (19) is convex, nondecreasing,
and differentiable infinitely many times in the interior of {¢ €
R : Jpge(t) < +oo}. If the function ¢ in (4) is separable
with respect to Pg, then the function Jpg g is strictly convex.

Proof: The proof is presented in [51, Appendix A]. H

Let also the set Jpy, g be the set

jps’gé{t €(0,40): 0<Jp, 0 (%) < —i—oo} , (20)

which exhibits the following property.

Lemma 2: The set Jp, ¢ in (20) is either the empty set or an
interval satisfying (b, +00) C Jpg g, for some b € [0, +00).

Proof: The proof is presented in [51, Appendix B]. &

Using this notation, the following theorem formalizes the fact
that the optimization problems in (15) and (16) exhibit the
same unique solution.

Theorem 1: If the function ¢ in (4) is separable with respect to
the measure Ps and 8 € Jpg 9, With Jp, ¢ in (20), then the
probability measure Pél gﬁ ()9 € Ap, (X x ) that satisfies for
all (z,y) € supp Ps,

(Ps,B)
dPZ\@ 0

1 1
dPS ($7y): €xp (Bg(ewray)_JPs,G (B))u (21)
with the function Jpg ¢ defined in (19) and

D (P iPs) =,

Z|e=6 (22)

is the unique solution to the optimization problems in (15)
and (16).

Proof: A proof can be found at [8, Proposition 1]. An
alternative proof is presented in [51, Appendix C]. ®

The probability measure Ps in Theorem 1 can be arbitrarily
chosen, that is, independent of the model 6. From this per-
spective, when the measure Ps is interpreted as a prior on

the datasets, the WCDG probability measure P! (f)ﬁ ()9 can be

interpreted as the worst probability measure for model 6 in
the neighborhood of the prior Ps. The reference measure Pg
can also be chosen to be dependent on the models. This case
is studied in Section VII-B.

The parameter v of the optimization problem in (15) does
not explicitly appear in the expression of the solution P (Ps.8)

(Pos) Z|©=6
S
2|©=0 does

depend on ~. This dependence is shown via the equality in

(22). Later, in Lemma 6, it is shown that D (Pgrgﬁ ()9||PS)

in (22) is monotone with 5. More importantly, if the function

£ in (4) is separable, the relative entropy D (P(Irgﬂ 2)||Ps)

is strictly decreasing with . This implies that there exists a
one-to-one mapping between (5 and -y, and thus, the analysis

can be indistinctly carried out either for 3 or ~.

in (21). Nonetheless, the probability measure P

The probability measure PéKf)”@ ; in (21) is a Gibbs probability
measure [52] In the remainder of this work, the probability
measure PZ| g’ﬂ ()9 is referred to as the WCDG probability
measure and the function Jp, ¢ in (19) is referred to as the
log-partition function [53]. The WCDG probability measure
exhibits a number of interesting properties. The following
lemma introduces two of these properties, which are shown
to be central in the remainder of this work.

Lemma 3: The probability measures P( o ; and Pg in (21)

are mutually absolutely continuous. Moreover, they satisfy

8imsa () = Re (PS7) — 8D (PL)Ps) - 23)

Z|®=0
= sup Re (P) — BD (P||Ps)  (24)
PeApg (XXY)
—Ro(Ps) + 8D (Ps| PS5 ) (25)

where the functional Rg and the function Jp, ¢ are defined in
(8) and (19), respectively.

Proof: The proof of (24) follows from Theorem 1. The proofs
of (23) and (25) are presented in [51, Appendix D]. W

In Lemma 3, the equality

1
a0 (5) = s Ro(P)— D (PIPs) 26)
B PEA P (XxY)

also appears in [49, Equation (22.7)] obtained using the
Legendre representation of the relative entropy.

Lemma 3 implicitly characterizes the difference of the ex-
pected losses induced by the WCDG probability measure and
the reference measure. That is,

Re (P(Psﬂ)) — Re (Ps)

Z|©=6
(o (rLae) <o (rrE). e

where D( élljé’ﬁ‘)gHP ) +D (PSHP(PS”ﬁ)) is Jeffrey’s di-

vergence between P(| f A and Ps.



In the remainder of this work, the GTDG probability measure
of the datapoints is denoted by Pz € A (X x)). The
probability measure Pz is the measure induced by a random
variable Z on the measurable space of the datapoints. Under
the assumption that datasets are formed by n independent
and identically distributed datapoints, the GTDG probability
measure of such datasets is denoted by Pz € A ((X x YV)"),
which is a product measure formed by Pz. Alternatively, the

probability measure P(}I)é) P ; in (21) is induced by a random

variable Z on the measurable space of the datapoints. Under
the assumption that datasets are formed by n independent
datapoints sampled from the WCDG probability measure

Pgljg’ﬁ ; the probability measure of such datasets is denoted
by PP hich is the product measure formed by P(PS A

z|0=6’ 7|©=0"
In a nutshell, datapoints and datasets sampled from the GTDG

probability measure are represented by the random variables Z
and Z, respectively. Similarly, datapoints and datasets sampled
from a WCDG probability measure are represented by the
random variables Z and Z, respectively.

C. Choice of the Reference Measure

Probably, the most intuitive choice of Pg is to be based on
the training datasets. In order to introduce this intuition, the
notion of a type induced by a dataset [4] is presented in the
following.

Definition 3 (Type of a dataset): The type induced by the
dataset z in (1) is a probability measure in A (X x )),
denoted by P., such that for all measurable subsets .4 of
X xY,

(28)

1 n
== N@mear
t=1

For large values of n, it might be expected that the type P,
induced by the training dataset z € (X x V)" be within a
neighborhood of the GTDG probability distribution P,. More
specifically, under the assumption that the sets X and ) are
discrete, such a neighborhood might be of the form

N (Pz,m)&{P e A(X xY): <7}, (9)

for some v > 0. Nonetheless, the GTDG probability measure
P; being unknown, it appears reasonable to choose the
reference measure Ps identical to the type P, . This leads to an
optimization problem of the form in (15), whose optimization
domain is

N (P,

D (P||Pz)

YNE{P € Ap, (X xY): D(P|P;) <~}. (30)

This choice presumes that the training dataset is sufficiently
large to consider that the GTDG probability measure is ab-
solutely continuous with respect to the type P, such that the
GTDG probability measure Py is within A/ (P, ). Another
alternative for the choice of Pg in the optimization problems
in (15) and (16) is for instance a convex combination between
the type P, and an arbitrary probability measure known to be
absolutely continuous with Py.

In any case, the choice of Ps imposes a condition on the
optimization domain of the problems in (15) and (16) that
translates into a strong inductive bias that dominates the
evidence provided by the training data. More specifically, the
optimization domain becomes a subset of the set of measures
that are absolutely continuous with respect to Pg.

IV. CUMULANTS OF THE EXPECTED LOSS

The log-partition function Jp, ¢ in (19) can be interpreted
also as the cumulant generating function of the random vari-
able

VOéE(OaXay)v

with the function ¢ in (4) and (X,Y) ~ Pg, with Ps in (21),
for some given model 0 that remains fixed. In particular, if the
function Jpg ¢ is differentiable around zero, its derivative of
order n evaluated at zero reveals the n-th cumulant of the
random variable Vjp in (31). More interestingly, the function
Jps e in (19) is intimately related to the cumulant generating
function of the random variable

€2y

We=2((6,X,Y),

where (X,Y) P(Ily(f)’ 2}, with P(Is’f) in (21), for some

given model 6 that remains fixed. In particular, the cumulant
generating function of the random variable Wy, which is

denoted by J ,rs.5) rE : R — R, satisfies
Z|@e=e6’

—tog ([ exp (1£(6.2.0)aPL5 ) .0) ). 39

where the function ¢ is defined in (4). The following lemma
shows the exact relation between these two cumulant generat-
ing functions.

(32)

Jpes.o o(t)
Z|©=6"

Lemma 4: The function Jpy g in (21) and the function
Jp(ps 5 g in (33) satisfy

Z|®=6’

Jpeso o () =Jps0 (t-i- %) —Jps0 (%) . (G4

Z|®@=06’

Proof: The proof is presented in [51, Appendix E]. &

Let the m-th derivative of the function Jp, ¢ in (19) be denoted
by J5. with m € IN. Hence, for all t € R such that
Jps, ( ) < +00,

Ny 35

Ps.,0 (t)_d m - Ps,0 (s) _ (35

Moreover, let the m-th derivative of the function J pPsH) g
Z|l@e=6’

: (m)
in (19) be denoted by J TPS 8
Z\@ 0’

all t€ R such that Jp, g (t+ 1) < +oc,

o with m € IN. Hence, for

m m 1
1 o 205 (24 5). 36)
Z|@=6

The following lemma capitalizes on the observations above
and provides explicit expressions for the first, second and third
derivatives of the function Jpg ¢ in (19) and its connections



with the cumulants of the random variables Vjy and Wy in (31)
and (32), respectively.

Lemma 5: For all t € Jpg 9, with Jpg ¢ in (20), the first,
second and third derivatives of the function Jp, ¢ in (19),

denoted respectively by Jg,ls)ﬁ,, Jgs)ﬁ and Jgs)ﬁ’ satisfy that
1 1 Ps,

100 (3) = [€0.0.00aP5 " ). (37
12 (= [ (o020 (2 apten (z,y), (38)
PS-,G t - ) ay PS79 t 2|®:9 ay7

and

19 (= [0y - 12 (2 apts (zy), (39)
Ps,0 t - I ay Ps,0 t Z\@:B ayv

where the function ¢ is in (4) and the measure ngg’i)e is
1

in (21). The value Jgs) 0 (;) is strictly positive if and only
if the function ¢ is separable with respect to Ps. Moreover,
if there exists real 6 > 0 such that the function Jpg ¢ is

differentiable within (-6, ), then

0, (0) = / 00, 2,)dPs(x, ), and
2

5 0 (0) = / (60, 2,9) — J5) 4 (0)) dPs(x,y), and (41)

DHp (0)=/(€(0,x7y)—J§35)70 (0))3dPS(%y)~

(40)

(42)

Proof: The proof is presented in [51, Appendix F]. &

From Lemma 5, it follows that the random variable Wy in (32)
possesses a mean, variance, and third cumulant that are equiv-
alent to J) 5 (1) in (37), J%) o (L) in (38), and JE) o (1)
in (39), respectively. Alternatively, under the assumptions of
the lemma, the random variable Vp in (31) possesses a mean,

variance, and third cumulant that are equivalent to Jgs), o (0) in

(40), J%) 5 (0) in (41), and J$3) 4 (0) in (42), respectively. The

following corollary of Lemma 5 highlights the monotonicity
1) (1 :

of Jp: o (5) with respect to [3.

Corollary 1: The expected loss Jgs)ﬂ (1) in (37
is nonincreasing with respect to ¢ in the interior of

{s €R:Jpso (%) < —|—oo}. Moreover, if the loss function £

in (4) is separable with respect to Pg, J%S) 0 (%) is strictly

decreasing with ¢ in {S c€R:Jpso (%) < +oo}.

More generally, under the assumptions of the lemma, the
random variables Vg in (31) and Wy in (32) possess finite
cumulants of all orders. That is, the values Jg:)e(()) and

JSD’Z?G (%), which are the m-th cumulants of the random vari-
ables Vg and Wy, respectively, for all integers m > 0, are both
finite. This observation together with the mean value theorem
[54, Theorem 5.10] lead to the following characterization of

the cumulants Jgf;?e (%) and Jg;)g (0).

Theorem 2: Assume that there exists real § > 0 such that the
function Jpg ¢ in (19) is differentiable within (—d,J). Then,

for all m € IN, the function JE;Z?O

t € Jps.6, With Tp, 6 in (20),

in (35) satisfies for all

1 1 r 1
S0(0) + 1ema < 9 (7) < J000) 4 fema, 43

t t
and
1
= JmtD <7> and 44
Cm,1 Se{g’fﬁ(w) Pso \ (44)
o . (TYL-I—l)(l)
Cm.o= min J -, 45
2 s€(B,+00) Ps.0 S 5)

are both finite.
Proof: The proof is presented in [51, Appendix G]. &

In Theorem 2, the case m = 1 is of little interest as Jg’ls)ﬂ (0) =
Re¢ (Ps) and JSS) 0 <%) = Rog (P(PS’B) ) and thus, the

Z|©@=6
difference Rg (nggfé) — Rg (Ps) is well characterized by

Jeffrey’s divergence in (27). Nonetheless, while the inequality
J(;S)ﬂ(O) <J Pls),e (%) is always verified, Theorem 2 shows
that such inequality is not necessarily observed on the higher
order cumulants. In the case of the variance (m = 2), it

might be observed that Jgs),e(()) > Jgs)ﬂ (%) if co1 < 0.

That is, the WCDG probability measure Pgrgf‘)g in (21)
leads to a larger expected loss than the one obtained with
the reference measure Pg and at the same time it induces a
lower variance than the variance associated with the reference
measure Pg. Interestingly, the case in which the WCDG
probability measure induces both a larger expected loss and
higher variance is also possible when ¢z o > 0. A similar

observation holds for cumulants of order m > 2.

The following theorem shows that the cumulant generating

function J pPs.) g of the random variable Wy in (32) exhibits
Z|©@=6"
an importarft upper bound.

Theorem 3: For all t € {a € R : JP<pS,;a) e(a) < 400}, the
Z|®=6"
function J ,(rs.6) , in (33) satisfies the following inequality:
Z|©=6"
1

46
3 (46)

1
Jpersm o (1) <I5) ( > + 5k 0.

ACECK

where (pg ¢ is finite, and satisfies

A 1
CPeo sup{ 1 e(€): €€ (foo,bfg) } @7)

with
b2sup{a€R:Jp,(a) < +oo},

and the functions Jgs),e and Jgs),e are defined in (35).

(48)

Proof: The proof is presented in [51, Appendix H]. &

The relevance of Theorem 3 lies on the fact that it implies
that the random variable Wy in (32) is a sub-Gaussian ran-
dom variable with sub-Gaussian parameter (p, ¢ in (47). An
interesting discussion on the impact of the random variable Wy
being sub-Gaussian is presented in [19, Theorem 1].



Finally, leveraging the properties of sub-Gaussian random
variables, e.g., [55, Equation 2.9], the following holds for all
o> 0:

PP ({(x,y) CXXY: 'E(G,x,y) —, (;)’ > a})

<2 o
X2 €Xp 2<12DS 0 )

where (pg ¢ is defined in (47) and J(l) (%) is the expected
loss in (37). This type of concentratlon 1nequality allows the
study of the robustness of the model 8 when it faces data
sampled from WCDG probability distributions, which leads
to interesting guidelines for algorithm design.

(49)

V. (¢,0)-ROBUSTNESS AND ALGORITHM DESIGN

An important observation on the dependence of the WCDG
probability distribution Pél o8 in (21) on the parameter vy
in (22) is that for all P € N (Ps,7), with N (Pg,v) given

by

N (Ps,7) 2 {P e A(X xY): D(P|[Ps) <7}, (50)

it holds that
Ro (P) <Ro (PSa’)). (51)
Essentially, the WCDG probability measure P( > ’ﬂ) is the

=0
measure that induces the largest expected 1oss w1th1n the

neighborhood A (Ps, ) of Ps. The following lemma unveils
the fact that such a neighborhood expands as < increases or
equivalently, as 3 decreases.

Lemma 6: The relative entropy D( psh) ||PS) in (22)

Z|©=6
satisfies
45 (P(PSB ||P) L (D<o, 32
dB Z|©=6 g3 Pso\pg) =%

where the function Jgs)ﬂ is defined in (38). Moreover, the
inequality is strict if and only if the function ¢ in (4) is
separable with respect to Pg.

Proof: The proof is presented in [51, Appendix I]. W

The key observation from Lemma 6 is that if the function ¢ is
separable with respect to Pg, there exists a bijection between
~v and (8 induced by the equality in (22). Another interesting

observatlon is that the variations of D (leljg A) GHPS) in (22)

and the expected loss Ju Ps o (E) in (37), with respect to 3 (or
), obey a revealing relation. Note that

d (e (1)
dBD( e IPs ) B@JPS 3) 6
which implies that both D (P{=)|[P) and J2) , (L) are

decreasing with . Nonetheless, their variations to changes
in 8 significantly differ. For values of S around one, given
that 1 € Jps9, With Jps 9 in (20), the variations of

D ( ng’ﬂgﬂP ) and Jg,ls)’g (%) to changes in 3 are identical.

On the contrary, for values away from one, the variations of
these quantities might be radically different.

The following definition describes a performance metric for a
given data-generating probability measure P € A ((X x Y)™)
and a model 8 € M that leverages the observations above
and provides guidelines for the choice of the values of 3
(or 7).

Definition 4 ((¢, §)-Robustness): Given a pair of positive reals
(0,€) with € < 1, a model 8 € M is said to be (, €)-robust
to a probability measure P € A ((X x V)"), if

P({z ¢ :L(z,0) >6}) <e

(supp Pg)" (54)

This notion of robustness enables the study of the perfor-
mance guarantees that a model @ yields when faced with
data generated by the WCDG probability measure for specific
parameters $ and Ps. An important issue that arises from this
definition is the characterization of the largest value of ~ (or
smallest value of () that achieves (e, d)-robustness, i.e. how
much can the WCDG probability measure deviate from the
reference Pg while the guarantee still holds. The following
theorem establishes a link between [, the reference Pg, the
expected loss, and the (e, d)-robustness that a given model 0
achieves.

Theorem 4: The probability measure pirsh) iy (21) satisfies

Z|®e=6
that for all § > J) 5 (3). with J5) 5 (1) in (37),
Pg, n
Pél(f)ﬁ)e({z cXxY)":L(0,2)> 5})
(Ps,B8") p(Ps,
< exp (—nD ( 5 ob HPZ|® 0)) (55)
where §* € (0,8) N Jpg.0. With Jp, g in (20), satisfies
1
15 <¢T) =5; (56)

the function L is defined in (5); and the measure Pél g’ﬂ 39 €

A ((X x Y)") is a product measure formed by P(PS’ ).

Proof: The proof is presented in [51, Appendix J].

Theorem 4 describes the (e, d)-robustness of a model 6 to

the WCDG probability measure ng A g € O((Xx ).

Note such a probability measure describes test datasets that
are formed by n datapoints independently and identically

distributed with P ‘Cf) P 2) in (21). Notably, such a description is

in terms of another WCDG probability distribution P(| - 9)
where §* < . Interestingly, the WCDG probability measure
Pg‘r(f)’f 0) induces an expected loss that is equal to § and is
greater than the expected loss induced by the WCDG proba-

bility measure P( %) n a nutshell, for all ¢ € 0, 8)NTpy 6,

AR
et = St g (2) and e = exp (nD (Pl P10 ) )

Then, the model 8 is (e, d;)-robust to the WCDG probability

(Ps,B)
measure PZ| op"



The following theorem provides a (e, d)-robust guarantee to
any product probability measure formed by a measure in the
neighborhood N (Ps, ) in (50).

Theorem 5: For all models & € M and for all P, €
N (Ps,7), with N (Pg,~) in (50) and 8 in (22), it follows
that for all § > J§;) (ﬂ) with J5) o (1) in (37),

Pz({ze (X xY)":L(0,z)

m (1
> < 180 (5). oD
where the function ¢ is defined in (4) and the product proba-
bility measure Pz is formed by Py.

Proof: The proof is presented in [51, Appendix K]. B

The relevance of Theorem 5 is that given a model 8, it
establishes that for all 6 > J%S)ﬂ (%) and €5 = Jgs)’ (%),
such a model 0 is (es,0)-robust to all probability measures
in N (Pg, ), with N (Ps,~) in (50). This observation raises
the question of whether performing model selection based on
the minimization of Jg,ls))e (%) is an alternative for classical
approaches based on empirical risk minimization (ERM) as in
[56]; or statistical ERM as in [23] and [11].

VI. SENSITIVITY OF THE EXPECTED LOSS

Given a model € € M, the variation of the expected loss when
the probability measure from which data points are sampled
from varies to another measure is referred to as the sensitivity
of the expected loss. Such a sensitivity can be quantified using
the functional G : M XA (X x V) xA (X x)Y) = R,
G(0,P,P,) = Rg(P1) — Re(P), (58)
where the functional Ry is defined in (8). The
value G(0, Py, P,) represents the sensitivity of the expected
loss Rg when the data-generating probability measure
changes from P, to P;. This section characterizes the
sensitivity G(0, Py, Py) for arbitrary measures P; and P,. To
achieve this goal, the first result is the characterization of the
sensmVlty of the expected loss to variations from the measure
P(lps " in (21) to an alternative measure, which is presented

in the followmg theorem.

Theorem 6 (Sensitivity of the Expected Loss): The probability

measure Péle 59 in (21) satisfies, for all P € Ap, (X x ),
(Ps,B)
G (0.p. P57
Ps, Ps,
=8(D(PIIPs)~D(PIPY 5" ) =D (PLE7)IPs) ) (59)

where the functional G is defined in (58).
Proof: The proof is presented in [51, Appendix L]. &

The following theorem introduces an upper bound on the

absolute value of the sensitivity G (0 P, Pglpcf)’ﬁ ;) <0

in (59), which requires the calculation of only one of the
relative entropies in Theorem 6.

Theorem 7: The probability measure Pglj(f) f ;

forall P € Ap, (X x ),
< \/ 2C3, 0D (P
where Cp, ¢ satisfies

A 1
C%S,gsup{ Jﬁfs),e(@:fe(o,bﬁ)}, ©61)

in (21) satisfies

’G (0 P, pPs; ﬁ)

(Ps,B)
e e P ) (60)

Z|©=6

with

£ sup{a € (07 +OO) :Jps.e (O‘) < +OO}7 (62)

where the function Jp, ¢ is defined in (19); the function Jg)ﬂ
is defined in (38); and the functional G is defined in (58).

Proof: The proof is presented in [51, Appendix M]. &

Equipped with the exact characterization of the sensitivity
from the measure Pél o ; to any alternative measure P
provided by Theorem 6, it is possible to characterize the
variation from and to arbitrary measures, as shown by the

following theorem.

Theorem 8: For all P, € Ap, (X x)Y) and P, €
Ap, (X x V), and for all 6 € M,

G(0. 71, Py) = B(D (PaIPS", ) = D (PP ST
D (P||Ps) + D (P1|1Ps) ) (63)

where the functional G is defined in (58); and the parameter

5, the model 8, and the measures Ps and Pé‘ g 2) satisfy (21).

Proof: The proof is presented in [51, Appendix N]. ®

Note that the parameters 5 and Pg in (63) can be arbitrarily
chosen. This is essentially because only the right-hand side
of (63) depends on Pg and (3. Another interesting observation
is that none of the terms in the right-hand side of (63) depends
simultaneously on both P; and P,. Interestingly, these terms
dependent exclusively on the pair formed by P; and Ps,
with ¢ € {1,2}. These observations highlight the significant
flexibility of the expression in (63) to construct closed-form
expressions for the sensitivity G(0, Py, P) in (58). The only
constraint on the choice of Pg is that both measures P
and P, must be absolutely continuous with respect to Ps.
The following corollary follows by adopting particular choices
for Pg. Two choices of Pg for which the expression in the
right-hand side of (63) significantly simplifies are Ps = P;
and Ps = P», which leads to the following corollary of
Theorem 8.

Corollary 2: If Py is absolutely continuous with P», then the
value G(0, Py, P,) in (58) satisfies:

G(o P17 P2)
P,
:6( (P HPéKi)BG) >+D(P1||P2)). (64)
Alternatively, if P, is absolutely continuous with P; then,

G(6, Py, P,)
=5 (D(PlPLEZ,) -

(P2,B)
p(PIPYE,

p(PIPYLY) -

Uul) - DB PY), (69)



P(Pi,ﬂ)

where for all ¢ € {1,2}, the probability measure Z|6—6

satisfies (21) under the assumption that Pg = P;.

Interestingly, absolute continuity of P; with respect to P
or P, with respect to P is not necessary for obtaining
an expression for the value G(0,P;, P;) in (58). Note by
choosing Pg as a convex combination of P, and P», always
guarantees an explicit expression for G(0, P;, P») indepen-
dently of whether these measures are absolutely continuous
with respect to each other.

A. Sensitivity of the Empirical-Risk

The following lemma shows that the empirical risk L(z,8)
in (5) can be written as the expectation of the loss with respect
to the type P, in (28). This is formalized by the following
lemma.

Lemma 7 (Empirical Risks and Types): The empirical
risk L(z,0) in (5) satisfies

L(z,0) = / 00,2, 1)dP.(z,) = Ro(Ps),  (66)

where the measure P, is the type induced by the dataset z;
and the function ¢ and the functional Ry are defined in (4)
and (8), respectively.

Proof: The proof is presented in [51, Appendix O]. B

Equipped with the result in Lemma 7, for a fixed model, the
sensitivity of the empirical risk to changes on the datasets can
be characterized using the function G in (58). Consider two
datasets z; € (X x Y)"" and z3 € (X x V)" that induce
the types P, and P,,, respectively. The sensitivity of the
empirical risk when the dataset changes from z, to z;, for a
fixed model 8 € M, is

G(6,P,,,P.,) = L(21,0) — L(22,0). (67)

where the functional G is defined in (58). The following theo-
rem characterizes the sensitivity of the empirical risk.

Theorem 9: Given two datasets z1 € (X x V)" and 29 €
(X x ¥)", whose types P,, and P,, are absolutely contin-
uous with respect to the measure Pg in (21), it holds that for
all @ ¢ M,

G(6, sy Pzy) = B(D (P P57

=D (P, |PY5")) = D (PoyllPs) + D (P, IPs) ), (68)

where the functional G is in (58); the model 6, and the

measures Ps and pis:h) satisfy (21).

Z|@=6
Proof: The proof follows from the equality in (67), which
together with Theorem 8 completes the proof. ]

In Theorem 9, the reference measure Ps can be arbitrarily
chosen as long as both types P,, and P,, are absolutely
continuous with Pg. A choice that satisfies this constraint is
the type induced by the aggregation of both datasets z; and zo,
which is denoted by z¢ = (21, 22) € (X x V)", with ng =
ni1 + no. The type induced by the aggregated dataset =z,

denoted by P, is a convex combination of the types P,,

and P,,, that is, P, = Z—;le + %PZZ [22], which satisfies
the absolute continuity condition in Theorem 9.

From Theorem 9, it appears that the difference between a test
empirical risk L(z1, @) and the training empirical risk L(z5, 8)
of a given model 0 is determined by two values: (a) the
difference of the “statistical distance” from the types induced
by the training and test datasets to the WCDG probability

. Ps, Ps.B) .
measure, i.e., D (Pz2 ||Pé‘gf;) -D (le ||Pé‘g£2)), and (b)
the difference of the “statistical distance” from the types to the

reference measure Pg, i.e., D (P, |Ps)—D (P, | Ps).

B. Analysis of the Generalization Gap

Given a model 8 € M obtained from the training dataset z €
(X x V)", the generalization gap it induces, under the as-
sumption that training and test datapoints are independent
and identically distributed according to the probability mea-
sure Pz € A (X x DY), is

G(0, Pz, P,) = Rg(Pz) — Ro(Pz). (69)
where the functional G is defined in (58) and the function
Re is defined in (8). The term Rg(P,) = L(z,0) is the
training empirical risk, see for instance [3, Equation (3.4)].
Alternatively, the term Rg (Py) is the expected loss under the
assumption that the data-generating probability measure is the
GTDG probability measure Pz. This term is often referred to
as the true risk or population risk. In view of this, the value
G(0, Pz, P,) in (69) describes the variation of the expected
empirical risk when the distribution of the datasets changes
from the type P, to the GTDG probability measure P, which
is characterized by the following lemma.

Lemma 8: The generalization gap G(8, Pz, P,) in (69) satis-
fies:

G(0,Pz,P,) =
8(D(PPYZE) ) ~DPP7)-D(PAPYED) ). (70)

where the measure Pg)éfg is defined in (21) under the

assumption that Pg = Py.

Proof: The proof follows from Corollary 2 by noticing that the
type P, is absolutely continuous with respect to Pz. B

Lemma 8 highlights the intuition that if the type P, induced by
the training dataset z is at arbitrary small “statistical distance”
of the GTDG probability measure Pz, the generalization
gap G(0, Pz, P,) in (69) is arbitrarily close to zero. This
is revealed by the facts that D (P,||Pz) would be arbitrarily
small; and so would be the difference D (Pz||P§PZ P )) -

Z2|@=0
(Pz,B)
D (PZ||PZ‘®:9).

A more general expression for the generalization
gap G(0,Pz,P,) in (69) is provided by the following
corollary of Theorem 8.



Corollary 3: The generalization gap G(0, Pz, P,) in (69)
satisfies:

G(6, Pz, P2) = (D (Pz||Péfgf;) D (PZ||P;§)Q)

—D(P.|IPs)+ D (PA|Ps)), (D)
(Ps,B) ;o s
where the measure PZ\ o p 1810 21).
Note that several expressions for the generalization

gap G(0, Pz, P,) in (69) can be obtained from Corollary 3 by
choosing the reference Pg and the parameter /3 in (71).

VII. THE WORST-CASE DATA-GENERATING PROBABILITY
MEASURE AND GENERALIZATION

Consider a conditioned probability measure Pg|z, such
that given a training dataset z € (X X y)”, the mea-
sure Po|z—. € A (M) is used to perform model selection,
e.g., by sampling such a measure. Hence, the conditional
measure Pg|z is referred to as a statistical learning algorithm.
This section provides explicit expressions for the generaliza-
tion gap induced by the algorithm Pg|z—, for some training
dataset z; and also explicit expressions for the generalization
gap induced by the algorithm Pg|z when training datapoints
are assumed to be sampled from a particular probability
measure in A (X x )). These generalization metrics are re-
ferred to as expected generalization gap and doubly-expected
generalization gap.

In order to formally define the expected generalization gap,
let G : AM) x AXxY) x A(XxY) - R be a
functional such that

G(Q. P P2)= [ 66,1, P2)AQ (6), 1)
where the functional G is defined in (69). Using this nota-

tion, the expected generalization gap induced by the algo-
rithm Pg|z, when the training dataset is z, is

G(P®|z=z,PZ,Pz):/ G(0, Pz, P.)dPg|z—~(0). (73)

From Corollary 3, by strategically choosing the reference
measure Ps and the parameter 8 in (71), numerous closed-
form expressions for the expected generalization gap induced
by the algorithm Pg|z, when the training dataset is z, are
obtained.

The expected generalization gap @(P@| Z—2, Pz, P;) in (73)
depends on the training dataset z. The doubly-expected
generalization gap is obtained by taking the expectation
of G(Pe|z=z,Pz,P;) when z € (X xY)" is sampled
from Pz € A ((X x Y)"), which is assumed to be a product
distribution formed by Pz in (73).

In order to formally define the doubly-generalization gap,
let G: A(M|(X xY)") x A(X xY)" — R be a function
such that

G(Poyz. P)= / / G(0.P.P.)dPoyz_(0)dP(2),  (74)

where P, is the type induced by a dataset z € (X x ))" and
the functional G is defined in (69).

Using this notation, the doubly-expected generalization gap
induced by the algorithm Pg|z, when the training and test
datasets are both formed by independent and identically dis-
tributed datapoints sampled from the measure Py, is

G (Po)z, Pz)= / / G(0,P5,P,)dPe)7—.(0)dPs(=), (75)

where the generalization gap G(0, Pz, P,) is defined in (69);
and Pz is a product measure formed by Py. In existing litera-
ture, the doubly-expected generalization gap is simply referred
to as generalization gap or generalization error, and thus, the
distinction with generalization gaps that are dependent on
specific models and training datasets is often neglected. See
for instance [17], [19] and [23]. In this work, such a distinction
is important.

A. An Exact Expression for the Doubly-Expected Generaliza-
tion Gap

As in the case of the expected generalization gap, Corollary 3
leads to numerous closed-form expressions for the doubly-
expected generalization gap induced by an algorithm Pg)z,
when the training and test datasets are both formed by indepen-
dent and identically distributed datapoints sampled from the
measure P,. One of such expressions is of particular interest
and is thoroughly studied in this subsection. Nonetheless,
before presenting this expression, the following notation is
introduced:

I (Poyz: Pz)2 / D(Po)z.|Po)dPz(v) (76)

:/D Pgzeo|Pz)dPe(6); and  (77)

(
(

L (P(-)|Z§ Pz)é/D(P@||P@|Z:u)dpz(V) (78)
(

:/D Pz||Pzie—6)dPe(0), (79)

where Pz is the product measure formed by Pyz; and Pg is
a probability measure such that for all measurable subsets A
of M,

Po (A) = / Pojz—v (A)dP7 (v); (80)

and the conditional probability measure Pz|g satisfies for all
measurable subsets B of (X X y)",

Pz (B) = /PZ\G):G (B)dPe (0).

Note that for all & € M, the measure Pz g—g is a prod-
uct measure formed by a probability measure Pzg—p €
A (X x V). More especifically, for all measurable sets .4; in
X x Y, with i € {1,2,...,n}, it follows that

81

Pz‘@:g (Al X AQ X ... X An) = HP2|@:9 (At) . (82)

t=1

The quantity [ (P@| Z;PZ) in (76) is the mutual informa-
tion [57] between the random variables ® and Z, which



represent the models and (training and test) datasets, when
they are jointly sampled from the probability measure
Poz € AN (M x (X xY)"), whose marginals are Pg and
Pz in (80) and (81), respectively. Alternatively, the quantity
L (P@| z; Pz) in (78) is the lautum information [58] between
such random variables ® and Z. The equality in (82) justifies
the following equalities

1
ﬁI (PG)|Z; Pz):/D (Pz|@:9||Pz) dP@(O) and (83)

1
L (Peyz: Pz)= / D (Ps|Psio-0) dPo(8),  (84)

n
which are well known properties of mutual information [59]
and lautum information [58].

Using this notation, the main result of this section is presented
by the following theorem.

Theorem  10:  The  doubly-expected  generalization
gap G(P@|Z, Pz) in (75) satisfies

1= 1

EG<P®\Za PZ):ﬁL (Pez: Pz)

- / b <PZ‘@:9HP§T(§:9:9£)> dPg (0)
[ (Parzse ) ars @) 65

where the term L (Pg)z; Pz) is in (78); the measure Py g is

defined in (82); and the measure PZ(T;\:@;eﬁ) is the WCDG
probability measure in (21), with reference measure Pz e—g

and

se {t>0:V0€M, exp (%E(B,:L‘,y)) dPZ‘ezg(a:,y)<+oo}.(86)

Proof: The proof is presented in [51, Appendix P]. &

Theorem 10 appears to be the first exact characterization of
the generalization gap induced by an arbitrary algorithm Pg|z
in terms of information measures. The following corollary of
Theorem 10 unveils an upper bound, which is shown to be
intimately linked to the celebrated Gibbs algorithm, and adds
interest to the characterization of the generalization gap via
the WCDG probability measure.

Theorem  11:  The  doubly-expected
gap é(P@|Z, Pz) in (75) satisfies

generalization

G(Pe|z,Pz) < g (I (Peiz:Pz)+ L (Peyz:Pz)), (87

where the terms I (Pg)z;Pz) and L (Pg|z;Pz) are in
(76) and (78); and B satisfies (86) and for all 8 € M,

(Pzi0=6.8) _

D (PZ||PZ\®:9 -
(Pzie=6.8)

PZ|@:9

0, with the measures Pz and

defined in (85).

Proof: The proof is presented in [51, Appendix Q]. H

Note that the exact calculation of the expression in Theo-
rem 10, and even the upper bound in Theorem 11, requires
solving a problem of the form in (15) or (16), with reference

measure Py@—g, for all & € M and some regularization
parameter 5 > 0 that satisfies (86). In a nutshell, one WCDG
probability measure must be calculated for each element of the
set of models M. Calculating the upper bound in Theorem 11

is not easier. Obtaining the S in (87) requires solving the
equality D <PZHPéi;‘:®9:9ﬁ)
models in M to verify (86). Despite this disproportionate
complexity, thanks to this characterization in terms of the
WCDG probability measure, it is easy to show that there exists
a Gibbs probability measure that achieves such an upper bound
in Theorem 11.

= 0 at least once for all

B. The Gibbs Algorithm

A typical example of a statistical learning algorithm is
the Gibbs algorithm, which is parametrized by a positive
real A and by a o-measure Q € A (M, B (M)) [23]. In
the following, the focus is on the case in which @ is a
probability measure. Under this assumption, the probability
measure representing such an algorithm, which is denoted
by ng’z)‘) with A > 0, satisfies for all @ € supp @ and for
all z € (X x )",

BO|Z==z
SO (g)mexp (Ko (1)~ 3L(.0)), @8
0 (6)=exp z{~—v)—3L(z0) (88)
where the dataset z represents the training dataset; and the
function K¢ . : R — R satisfies

Kg.» (t) =log (/ exp (t L(z,0)) dQ(@)) ) (89)

The doubly-expected generalization gap induced by the Gibbs
algorithm with parameters () and A, under the assumption
that datasets are sampled from a product distribution Pz €
A ((X x Y)") formed by the measure Py is

G(PSls Pa), (90)
where the fuctional G is defined in (75). Such a doubly-
expected generalization gap satisfies the following prop-
erty.

Lemma 9 (Generalization Gap of the Gibbs Algorithm): The
generalization gap é(Pé?’Z’\ ), Pz) in (90) satisfies

G(PS Py =M(1(PSYiPz) + L(PSSYiPz)), 91

where the terms [ (PCE)Q’Z’\ );PZ> and L(Pg"?’z’\ );Pz) are,

respectively, a mutual information and a lautum information:
A A A
1(PSly): Pz)2 / D(PSY IPE™N)dP2(w); and  (92)

I (P(QJ\).pz)é/D(P(E)Q’/\)HP(@C‘Q’ZA;U)dPZ(V)a

ez (93)

with P(E)Q”\) being a measure such that for all measurable
subsets A of M,

PO (1) — / P (A)dPz (2). (94)



Proof: This result has been proved before in the case in
which @ is a probability measure in [17]; and in the more
general case in which @ is a o-finite measure in [23]. A proof
for the particular case in which @ is a probability measure and
datasets are formed by independent and identically distributed
datapoints is presented in [1] ]

Note that T (P(@?’Z’\);PZ) in (92) and L (P(g"l?;);PZ) in (93)
also satisfy that

(P9 Py) = 1 (P, PEY)

ez Z|©=6’ ©5)

- / D(PE5Y o Pz)dPS?Y (v); and (96)

(Q.N), _ QN . p(@A
L(PS:Pz) = L(Pyiolei PE™) 97)
— [D(P2lPf)ars Vw8

where Pg‘?é’e Je A ((X x )" M) is the conditional proba-
bility measure that satisfies

Pz (B) = / Py o (B)dPST? (6). (99)

Moreover, for all 8 € M, the measure Pé?cf:)o S

A ((X x Y)" | M) is a product measure formed by a measure

Pé?eﬁ:) o € A (X x Y| M) that satisfies for all measurable sets

A;in X x Y, with i € {1,2,...,n},
Pé(‘géﬂz)g (A1 X .AQ X ... X An) = Hpé?éﬁz)g (Af) ) (100)

t=1

Using this notation, Theorem 11 and Lemma 9 lead to the
following theorem.

Theorem 12: Assume that there exits a A > 0 that satisfies

1
A€ {t >0:¥0e M, [exp (EE(G,x,y)) dPé?ét)ze(x,y) < —|—oo}7

(101)

where the function £ is defined in (4); and the measure Péclgé’\z)e
(@)

. . (Pz|@=e>")‘)
is defined in (100). Let the measure PZ\ o0 be the

WCDG probability measure of the form in (21). If A satisfies
for all 6 € M,

Py

D (PZ||P§ Z‘@Ze’"“)) —0,

o (102)

then, for all Pg|z € A (M| (X x ¥)"), the doubly-expected

generalization gaps G(Pg|z, Pz) in (75) and E(Pglgz)‘ ), Pz)
in (90) satisfy
G(Po|z. Pz)<G(PSY, Pz). (103)

Proof: The proof follows by choosing \ = % in Theorem 11
and verifying that under such a choice the resulting expres-
sions in (87) and (91) are identical. [ |

Theorem 12 shows that, under the assumption that datasets are
sampled from Pz, the doubly-expected generalization gap of
any algorithm Pg)z is upper-bounded by the doubly-expected

generalization gap induced by a particular Gibbs algorithm

ng’z’\ ). Such a particular Gibbs algorithm induces a posterior

for a given model 6, denoted Pé?él)e in (100). When such a
posterior is used as a reference measure to build the WCDG

probability measure for such a model ?, W)ith parameter n\, it
P, Q2 nA
leads to the probability measure P( Yoo

5 &8 . Surprisingly,
from (102), it follows that Afor all @ € M, such a WCDG
PAPé?ézg,n/\

probability measure Z|0=0 is identical to the actual
GTDG probability measure Pz. Hence, one can conclude that
by choosing the reference measure Ps in (21) to be dependent

on the models, e.g., Ps = Pgﬁézo’ it is possible to observe
. i (P45
that the resulting WCDG probability measure PZ\ o—b
becomes invariant with respect to 6. This is reminiscent of
the principle of indifference over which is built the notion
of equilibrium in zero-sum games with noisy observations.
Nonetheless, this game-theoretic analysis is beyond the scope
of this paper. The interested reader is referred to [60] and

references therein.

The inequality in (103) reveals the central role of the Gibbs
algorithm in statistical machine learning. Essentially, by study-
ing the Gibbs algorithm P(E)?’Z/\), for which its parameters
@ and X are chosen to satisfy (102), the doubly-expected
generalization gap of any algorithm facing data sampled

P(Pé\QéA:)B’n}\)

from Py = Z10=6

can be upper bounded.

VIII. CONCLUSIONS AND FINAL REMARKS

The WCDG probability measure in Theorem 1 has been shown
to be a cornerstone of statistical machine learning. This is
backed by the fact that fundamental performance metrics,
such as the sensitivity of the expected loss, the sensitivity of
the empirical risk, the expected generalization gap, and the
doubly-expected generalization gap are shown to have closed-
form expressions involving such a measure. Interestingly, the
WCDG probability measure is a Gibbs probability measure
that, for a fixed model, induces an empirical risk that is a sub-
Gaussian random variable. All the cumulants of the WCDG
are finite and explicit expressions for upper and lower bounds
on all cumulants are derived in terms of the cumulants of
the reference measure. This analysis has led to the notion of
(e, 0)-robustness, which allows the study of the generalization
capabilities of any model when it faces data generated from
the WCDG probability measure. Finally, thanks to the WCDG,
the first explicit expression in terms of information measures
of the doubly-expected generalization gap (or generalization
error) for any statistical learning algorithm has been presented.
This expression has been distilled to obtain an upper-bound on
the doubly-expected generalization gap consisting of the sum
of the mutual information and the lautum information between
the models and the datasets. The bound is shown to be tight
for a Gibbs algorithm. This observation reveals the central role
of the Gibbs algorithm in the characterization of the doubly-
expected generalization gap.
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