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Abstract. The objective of this study is to propose a cybersecurity curriculum
from a best practice perspective for universities and other higher educational in-
stitutions. Cybersecurity is a fast-growing part of the overall job market and cy-
bersecurity skills shortage is a factor that needs attention worldwide. An updated
approach is needed to build the cybersecurity labour force. A scoping literature
review was applied on academic databases for proposed cybersecurity skills cur-
ricula. It was also applied on cybersecurity curricula offered by top universities
as well as by studying cybersecurity curriculum frameworks and guidelines. The
knowledge, skills, abilities and modules from the aforementioned were integrated
to compile a holistic reference point for a cybersecurity curriculum. The study
found that there is a global need for cybersecurity degrees and specifically for
African countries like South African. More cybersecurity professionals need to
be trained in the necessary technical abilities, combined by the necessary soft
skills to be productive and fill the gaps in industry. This is possible by concen-
trating on this study’s proposal namely a reference point for cybersecurity mod-
ules to be included in a cybersecurity curriculum.

Keywords: cybersecurity, curriculum, skills, education

1 Introduction

Cybersecurity skills challenges and a shortage of cybersecurity employees are experi-
enced globally by organisations. It is estimated that there is a shortage of 3.12 million
cybersecurity professionals across the globe [1]. The ISC found in their study that the
cybersecurity skills workforce must be expanded by at least 89% to address the skills
shortage, specifically in regions such as the Asia Pacific, followed by Latin America,
North America and Europe [1]. In another study conducted by Check Point, 67% of the
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participating IT professionals across the world indicated that their staff lacked cyberse-
curity skills, with a continent-wide concern in Africa [2]. The African workforce will
be expanding to represent 15% of the world’s working population, with approximately
60% of Africa’s population being under the age of 25 by 2030 [3]. With 87% of CEQOs
in Africa being concerned about the availability of key skills required on the continent
[4], Africa has a unique challenge in this regard. While there is a gap in cybersecurity
skills worldwide, studies also show that cybersecurity knowledge is one of the fastest
growing skills required within public, private and government sectors [5]. Cybersecu-
rity skills required range from technical skills, such as network and database skills, to
non-technical skills, such as cybersecurity strategy, management, project management,
training risk assessments and legal requirements [5]. One way to decrease the current
cybersecurity skills shortage is through education. The need for cybersecurity education
within the higher education sectors is growing rapidly [6]. It is therefore vital that uni-
versities and tertiary colleges adopt new curricula to address the cybersecurity skills
shortage [2]. The responsibility to build the cybersecurity profession is partly that of
the education system and education institutions [4]. In a study by Kaspersky, 62% of
IT professionals indicated that education establishments have a key responsibility to
train cybersecurity professionals, with only a third of the responsibility placed on in-
dustry [6].

While there is no universal curriculum for cybersecurity [7], there is a need for a
holistic view to consider the content of guidelines such as CSEC2017 [8], but also the
content that is currently offered by universities, and in addition also the work that is
proposed by academic researchers for a cybersecurity curriculum, thereby providing an
integrated point of reference. A consolidated view of cybersecurity skills as proposed
in academic research and what is offered in practice by universities could be used by
universities as a benchmark or point of reference to define their cybersecurity qualifi-
cations in order to aid in closing the cybersecurity skills gap. This research provides
universities with a guideline for a cybersecurity curriculum from a best practice per-
spective, but also from an operational perspective as to what academic institutions are
currently offering. It is of specific importance for countries like South Africa who also
requires cybersecurity skills, but where there is a lack of cybersecurity degrees offered
at tertiary institutions as found in this study.

2 Research aims

In this research a scoping literature review [9] was applied to propose a reference point
for a holistic academic cybersecurity curriculum for universities and other higher edu-
cation institutions. The scoping review included:

e academic databases for proposed cybersecurity skills curricula;

e cybersecurity curricula offered by top universities; and



e cybersecurity curriculum frameworks and guidelines.
The results are consolidated to synthesise and propose a comprehensive point of refer-
ence for a cybersecurity curriculum for a tertiary educational context.

3 Background

Countries invest in acquiring modern technologies to secure their infrastructure within
cyberspace. However, the success of these technologies depends on professionals with
the appropriate cybersecurity related skills, knowledge and abilities for implementa-
tion. The cybersecurity skills shortage phenomenon, with few professionals having the
skills and knowledge to protect networks, systems and data against malicious cyber
attacks, arising from cyber warmongers, terrorists and cybercriminals. The cybersecu-
rity skills gap has been recognised as a national vulnerability requiring a resolution in
the UK government’s cybersecurity strategy. The US government echoes the same sen-
timent, pointing out the need for qualified cybersecurity professionals [10]. Statistics
show that the cybersecurity professionals shortage in the global labour market was at
2.93 million in 2018 [1], with a further 3.5 million global vacant positions for cyberse-
curity professionals estimated for 2021 [11]. (ISC)? [1] reports that 63% of their re-
spondents confirmed a shortage of dedicated cybersecurity staff in their organisations;
Capgemini [12] reports a widening digital gap for 55% of companies, with cybersecu-
rity topping the demand list; Oltsik [13] observes that the shortage has impacted 70%
of organisations over the past few years. With increased cybersecurity attacks and a
shortage of cybersecurity skills, there is a great need for cybersecurity education.

Technologies and digital device adoption in South Africa (SA) has introduced di-
verse conveniences. However, this has also opened the doors for numerous cybercrime
attacks on a global scale. High-profile data breaches have also been experienced in SA
in recent years. A leakage of personal data affecting over 60 million users occurred in
October 2017 [14]. The 2013 Protection of Personal Information (POPI) Act came to
effect for the protection of personal information, including strengthening of security
controls. However, its implementation has been slow, with only certain provisions cur-
rently implemented. In 2015, the government further responded by proposing the Na-
tional Cybersecurity Policy Framework (NCPF) [15], which is yet to be implemented.
The country is experiencing a lack of a skilled workforce, and cybersecurity profes-
sionals are among those in high demand. There is a need to strengthen the cyber talent
pipeline, with a focus on a cybersecurity workforce. ICT technology advancements,
regulations, cybersecurity incidents and increasing digitisation have shaped the cyber-
security labour market demand. The education and training of adequately skilled cy-
bersecurity professionals is vital to fend off the global increase in sophisticated cyber
attacks that have crippling effects on our way of life.



4 Research methodology

4.1 Research method

A scoping literature review [9] method was applied. The scoping review included three
phases with a review of (a) cybersecurity curricula proposed in academic publications
in the academic databases using the PRISMA (Preferred Reporting Items for System-
atic reviews and Meta-Analyses) method, section 4.2; (b) cybersecurity curricula of
universities in South Africa and globally applying the Time Higher Education univer-
sity ranking, section 4.3; and (c) best practice and industry frameworks for cybersecu-
rity curricula, section 4.4.

4.2 Academic publications defining cybersecurity curricula

All academic studies that have considered a cybersecurity curriculum were eligible for
the scoping review. The following search terms: [All: "cybersecurity curriculum'] OR
[All:  "cyber security curriculum™] AND [Publication Date: (01/01/2015 TO
12/31/2020)] were used. The databases selected for this review included ACM, IEEE
and Scopus.

Table 1. Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria

IC1: Journal articles, conference EX1: Posters, websites, keynote speeches

proceedings, book chapters, reports

IC2: Empirical, theoretical or case EX2: Pedagogical methods (e.g. lab exercises), standalone

study works on a cybersecurity modules (i.e. a discussion on the development of a

curriculum design standalone module), applications in other fields (e.g. engi-
neering, healthcare), awareness campaigns, community in-
volvement and training for professionals

IC3: Practices that have been im- ~ EX3: Practices at school level

plemented at tertiary level

IC4: Articles written in 2015-2020 EX4: Articles prior to 2015

Using the PRISMA method, the process involved screening the papers by reviewing
the title and the abstract’s fitness for the study based on the criteria outlined in Table 1.
The articles that remained were verified for suitability by reviewing the full-text ver-
sion. The next step involved reviewing each article for their quality and relevance using
five questions, Table 2, as adopted from Salleh et al. (2011). This checklist was appro-
priate, as the original study also considered pedagogical issues in higher education in
computer science.

Table 2. Study quality checklist (adapted from Salleh et al. [16] and Kmet et al. [17])

Quality criteria Refer-
ence
QC1: Was the article peer-reviewed? [16]

QC2: Were the aims clearly stated? [16]



QC3: Is the context clear? For example, the setting should be within a university. [17]

QCA4: Is there a connection to a theoretical framework/wider body of knowledge? [17]

QC5: Do the findings resonate with other research findings? [16]
4.3 Results

The search and appraisal strategy applied generated a sample of n = 8 studies from the
respective databases, Table 3. The process involved three researchers who searched
each database independently. If there was a dispute regarding a paper, the researchers
collaborated and refined the exclusion criteria to focus on papers that provided a de-
scription or proposal of a curriculum in cybersecurity. Each researcher then considered
the quality criteria and excluded further papers (excluded on QC3 and QC4). After con-
solidating the list of articles, it was found there was one duplicate, and this was elimi-
nated, which generated a final sample of n = 7.

Table 3. PRISMA method

Database  #Records #Records #Rec- #Records ex- #Full-text  #Full-text #Articles
identified after du- ords cluded (exclu-  articles articles ex- included
through plicates screened  sion/inclusion  assessed cluded, in the
database removed criteria) for eligi- with rea- synthesis
searching bility sons

IEEE 13 13 13 9 4 20cs 2

ACM 40 40 40 17 23 20Qcs&4 3

SCOPUS 66 66 66 59 9 6QC3&4 3

Svabensky et al. [18] conducted a systematic review; however, while their search
was wider, they only considered relevant conference papers (2010-2019). Their work
provides a good basis toward this end and leveraged the CSEC2017 framework to iden-
tify the most common topics that were covered in cybersecurity curricula as summa-
rised in Table 4. Bell and Oudshoorn [19] suggest that the methodology of developing
a new programme should involve determining the focus areas and a consideration of
exemplar programmes which could assist in that process. The Northwest Missouri State
University offers a Bachelor of Science degree in cybersecurity [19] with a considera-
tion of the eight knowledge areas of CSEC2017. The criteria proposed by the Accredi-
tation Board for Engineering and Technology (ABET) [20] was also employed as well
as input from industry stakeholders. Asghar and Luxton-Reilly [21] provide an over-
view of a Cybersecurity Master’s Programme (University of Auckland) based on the
ITiICSE framework as a case study. The six courses comprise four compulsory subjects
(based on system security and security management) and ten electives (students choose
two courses that focus on specialist strengths alongside the core knowledge). While the
previous studies considered frameworks from a teaching and learning perspective,
Jones et al. [22] embarked on a survey to identify the most relevant knowledge, skills,
abilities (KSAs) that should be prioritised for a cybersecurity curriculum in order to
prepare graduates for careers in cybersecurity using the NICE framework’s KSAs as a
basis. Buckley and Zalewski [23] highlight issues of teaching basic principles of cyber-
security at Florida Gulf Coast University. The curriculum is based on the CSEC2017



guidelines. They also compare CSEC2017 and (ISC)*/CPHC [24] as guidelines for cur-
riculum development and conclude that the former is more curriculum based while the
latter is more technology based. The authors developed two courses as part of an un-
dergraduate Software Engineering programme: “Security Software” and “Introduction
to Cybersecurity”. Asghar, Swain and Biswal [25] report on the design and develop-
ment of a cybersecurity concentration course for undergraduate students. The pro-
gramme is based on the ABET accreditation at the South Carolina State University. In
this case 15% of the coursework was devoted to cybersecurity. This programme was
based on existing curricula and discussions with industry and scholars. While some
curriculum models are based on established frameworks, other case studies provide ap-
proaches based on alternative perspectives. Santos, Pereira and Mendes [26] propose a
flexible curriculum based on the framing of prevention, detection and response for a
graduate-level curriculum in cybersecurity. The core curriculum should consider pre-

vention, detection and response.

Table 4. Academic cybersecurity curricula and related modules

Data- Description Frameworks Overview of modules
base
Predominately CSEC 2017 Frame-  The primary cybersecurity topics: Secure Programming
tertiary education work. A review of and Software Development, Network Security and
ACM inthe USA[18] SIGCSEand ITIiCSE Monitoring, Human Aspects in Security, Cyber-Attacks,
conferences was also  Malware, Hacking, Offensive Security and Exploitation,
considered. Cryptography, Authentication and Authorization.
Bachelor of Sci- CSEC2017 BSc programme structure: Introduction to Cybersecu-
ence degree in Programme out- rity, Secure Programming, Incident Response, Cyber
cybersecurity comes Risk Management, Digital Forensics and Ethical Hack-
(Northwest Mis-  adopted from the ing. Existing modules include: Professional Ethics, Gen-
IEEE souri State Uni-  ABET cybersecurity  eral Psychology, General Statistics, Discrete Mathemat-
versity) [19] accreditation ics, Computer Programming | and 1, Data Structures,
criteria IT Hardware and Software, Network Fundamentals,
Computer Organization, Database Systems, Operating
Systems, Secure Systems Administration and Applied
Cryptography.
Cybersecurity ITICSE 2018 Compulsory modules: Information Security, System Se-
master’s pro- curity, Network Security and Cryptographic Systems
gramme (Univer- and ten electives: Smartphone Security, Human Com-
sity of Auckland) puter Interaction, Advanced Analysis of Algorithms,
ACM [21] Software Tools and Techniques, Data Communications,
Information Systems Research, Telecommunications
Management, Enterprise Systems, Research Methodol-
ogy — Quantitative and Research Methodology — Quali-
tative. Students to select two of the ten electives.
Proposed KSAs NICE Framework The KSAs that should be prioritised when developing cy-
ACM of cybersecurity bersecurity course curricula relate to networks, vulnera-
curriculum [22] bilities, programming and communication skills.
Part of an under- CSEC2017 (IEEE Software Security course with Cryptography, Network
graduate soft- Computer Society, Security Protocols and Detection (Penetration Testing
ware engineering 2014) (Data Commu- and Threat Modelling).
programme nication Networks: Introduction to Cyber Security course with fundamental
Scopus  (Florida Gulf Open System Inter-  cybersecurity principles, practices and security controls
Coast Univer- connection (OSI); and includes a cybersecurity laboratory (i.e. hands-on ac-
sity) [23] Security Structure tivities). The notion of protection mechanisms for imple-

and Applications,
1991)

menting security services are covered from a software de-
velopment cycle perspective.



Scopus

IEEE

Cybersecurity
curriculum  for
computer science
major  students
(South Carolina
State University)
[25]

Proposed gradu-
ate-level curricu-
lum certificate
[26]

ABET accredited
computer science
programme

Based on the Fram-

ing of Information
Security Manage-
ment: Prevention,
Detection and Re-

The embedded programme courses include Introduction
to Cybersecurity, Computer Forensics, Cryptography and
Network Security, Application and Data Security with
Privacy, Management of Information Security and a
Cyber Security Capstone project.

A graduate-level curriculum comprising the following
areas: Prevention (e.g. penetration testing, ethical hack-
ing); detection (e.g. intrusion detection systems) and re-
sponse (e.g. digital forensics and incident response).
Other areas proposed include cultural and global stand-

ardisation, legal issues, awareness, counter forensics and
the theory of computer forensics.

sponse

The programmes listed in Table 4 highlight the wide scope of cybersecurity qualifi-
cations and various options of module selection of topics available to curriculum de-
velopers. Seven core modules crosscut these curricula, namely networks, cryptography,
cybersecurity, forensics, programming human aspects and ethical hacking, with 34
unique modules across the seven curricula. It is worth pointing out that each of these
curricula listed in Table 4 is based on a framework.

4.4 Cybersecurity curricula of universities

The Time Higher Education (THE) University rankings rank universities based on their
academic research performance and their overall reputation and ratings by members of
the academic community around the world [27]. Undergraduate programmes that are
based solely on cybersecurity or incorporate an aspect of it were included in the scope.
There were no undergraduate programmes in South African universities that focused
solely on cybersecurity, but undergraduate programmes in the listed universities had
modules that covered aspects of cybersecurity. Since a complete undergraduate course
in cybersecurity was not found, it was concluded that South African universities do not
have a formal undergraduate course in cybersecurity. Three websites were used to iden-
tify international universities for inclusion in the scope: www.educations.com;
www.bachelorstudies.com; and www.barchelorportal.com. The researchers searched
for 3- and 4-year bachelor's degrees in cybersecurity that are taught in English. educa-
tions.com returned 113 results, bachelorstudies.com returned 19 results and bachelor-
portals.com returned 64 results. The results were sorted by relevance and the THE uni-
versity ranking. The cybersecurity programmes of the top 5 highly ranked universities
according to THE [27] were then reviewed, with the results summarised in Table 5.

Table 5. Cybersecurity university degrees and related modules

University  Degree University Overview of modules
ranking
Cardiff Uni-  Computer Science 191 Security, Forensics, Cryptography, Probability, Dis-
versity with Security and crete Mathematics, Programming
Forensics [28]
Macquarie Bachelor of Com- 195 Cyber Security, Cybercrime, Information Systems

University merce with a Major and Business Processes, Blockchain for Business,
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University  Degree University Overview of modules
ranking
in Cyber Security Cyber Security and Privacy, Cyber Security Govern-
Governance [29] ance and Ethics, Information Systems Audit and As-
surance
University of BSc (Hons) Cyber 201-300 Cyber Security and Networks, Artificial Intelligence,
Winchester  Security [30] Network Security, Secure Systems Architectures,

Risk Management and Cyber Security, Penetration
Testing, Digital Forensic Investigation, Cyber Law
and the Regulation of the Information Society, Glob-
alised Crime, Organised Crime and Cyber Crime

Deakin Uni-  Bachelor of Crimi- 251-300 Crime and Criminology, Criminal Justice, Program-
versity nology/Bachelor of ming, Cyber Security, Discrete Mathematics, Secure
Cyber Security [31] Networking, Secure Coding, Computer Crime and

Digital Forensics, Malware and Network Forensics,
Ethical Hacking

Flinders Bachelor of Infor- 251-300 Computing, Computer Programming, Electronics,
University mation Technology Networks and Cybersecurity, Mathematics, Data Sci-
(Network & Cyber- ence, Software Engineering, Computer Networks,
security Systems) Cybersecurity, Enterprise Information Security
32

Cybersecurity or Security was the module that was most represented, with four of the
university curricula including it. This was followed by the modules Forensics, Program-
ming, Networks, Mathematics (including Discrete Mathematics) and Cyber Crime,
which were each included in the curricula of three of the universities. There were 18
unique modules across the five universities.

4.5  Best practice and industry frameworks for cybersecurity curricula

Organisations can use different international best practices to guide them in improving
cybersecurity, education resources and curricula [33, 34]. According to Caruso [35],
best practices have a wide scope. For this paper cybersecurity best practices are defined
as documents that have structures, processes, practices and technologies that can aid in
improving cybersecurity within an organisation. Security best practices can be seen as
guidelines on security topics that are relevant and important within the industry sectors.
It is therefore critical that educational curricula at higher education institutions be based
on industry-required knowledge and skills. Best practices can be used as a basis to iden-
tify cybersecurity knowledge and transfer skills.

Two approaches can be used when designing a cybersecurity curriculum: 1) Using
one existing best practice for the curriculum or 2) using a combination of frameworks
and best practices to create a customised cybersecurity curriculum. There are numerous
ways and methods to group and categorise cybersecurity topics relevant to educational
curriculum development. In this research nationally accepted cybersecurity best prac-
tices were consulted to identify relevant cybersecurity topics and different options to
group these topics. International documents consulted include Cybersecurity Curricular
Guidelines (2017) [36]; CyBOK (2019); ISSP - Information Security Skills Framework
(2010) [37]; NIST Cyber Security Framework (2014) [38] and Soc2 [39]. These docu-
ments were analysed to identify the different security related topics. The process of data



saturation was used when identifying these topics. Data saturation is reached when re-
sults are repeating with low new contribution to the findings. Saturation was reached
after the five mentioned best practices [40]. Table 6 depicts the list of security topics
derived from the collection documents. Some topics are not directly related to security
such as communication or research, but is contextualised to security. For example, how
to conduct research in cybersecurity or implementation of secure communications in
networks or conducting awareness communication of the cybersecurity policy. Addi-
tional security topics can be added to this list. Within the design phase of a cybersecu-
rity related curriculum, the topics (in Table 6) can be a baseline for the knowledge and
skills based planning.

Table 6. Security related topics

Access control
Adversarial behaviour

Anomalies & events

Asset analysis & management
Attacks & defences

Audit, assurance & review
Awareness & training

Business continuity management
Business environment

Business improvements
Communications

Component & connection security
Connection security
Cryptography

Data security

Detection processes
Disaster recovery
Distributed systems security
Encryption

Firewalls

Forensics

Governance

Hardware security

Human security

Improvements

Incident management
Information assurance meth-
odologies

Information security strategy
Infrastructure security
Intrusion detection
Investigation

Law & regulation
Maintenance

Malware

Management

Management strategy
Mitigation

Network security
Operational security manage-
ment

Organisation security
Performance monitoring
Physical security

Policy & standards

Privacy & online rights
Processing monitoring
Protection & procedures
Protective technology
Quality assurance

Recovery planning
Regulatory aspects

Research

Response planning

Risk assessment

Risk management

Secure development
Secure operations management
Security architecture
Security incident handling
Security innovation
Security monitoring
Security software life cycle
Security testing

Service delivery

Social security

Software security

System security
Telecommunications
Third party management
Two factor authentication
Virtualisation
Vulnerability assessment
Web & mobile security

Reference point for a cybersecurity curriculum

The modules derived from the 7 literature review papers as well as the modules derived
from the 5 universities were consolidated to compute a unique list of 49 modules. The
occurrence of each module across the 7 literature review papers (column A) and 5 uni-
versity curricula (column B) were counted to determine the number of instances each
module occurred across the curricula. The modules that occurred the most frequently
were considered as the core or critical modules for inclusion in the cybersecurity cur-
riculum. The framework topics from Table 6 were mapped to the list of 49 modules and
a match was indicated by a “X” in column C. Only business continuity management,
disaster recovery, security innovation, service delivery and third party management did
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not map to any of the modules and were thus added as possible additional modules,
thereby increasing the module list to 53. The last column, “Total”, portrays the modules
that were represented in the literature review curricula and the university curricula and
map to a topic in a framework. The modules are ranked according to the last total col-
umn in terms of the number or occurrence across the academic databases, best practice
and existing curricula offered by universities covered in the scope of the study. This
gives an indication of the most common modules that are currently included in pro-
posed curricula, presenting an integrated view. Table 7 therefore outlines 53 modules
in order of three tiers:
Tier 1: Core modules for a cybersecurity curriculum

Tier 2: Fundamental modules for a cybersecurity curriculum
Tier 3: Elective modules for a cybersecurity curriculum

Table 7. Reference point for a cybersecurity curriculum

provements; Asset Analysis and Man-
agement; Improvements; Infrastructure
Security; Maintenance; Operational Se-
curity Management; Secure Operations
Management

Modules A B To- Framework mapping to unique mod- C To-
tal ules tal
o 1. Networks 6 3 9 Network Security; Firewalls; Intrusion X 10
x Detection; Component and Connection
= Security; Anomalies and Events; Adver-
sarial Behaviour
2 Cryptography 5 1 6 Cryptography; Encryption X 7
3 Cyber Security 3 4 7 7
4. Forensics 3 3 6 Forensics; Investigation X 7
5. Programming 3 3 6 6
6 Crime 1 3 4 4
7 Mathematics 1 3 4 4
8.  Architecture 11 2 Security Architecture X 3
9.  Ethical Hacking 2 1 3 3
10. Human Aspects 2 2 Human Security; Social Security X 3
11. Law/legal 11 2 Law & Regulation; Regulatory Aspects X 3
12. Privacy 11 2 Privacy & Online Rights X 3
13. Risk Management 11 2 Risk Management; Risk Assessment; X 3
Mitigation
14. Software Tools and 11 2 Software Security X 3
Techniques, Engineering
« 15, Auditand Assurance 1 1 Audit, Assurance & Review, Information X 2
@ Assurance Methodologies; Quality As-
= surance
16. Authentication and Au- 1 1 Access Control; Two-Factor Authentica- X = 2
thorisation tion
17.  Awareness 1 1 Awareness & Training X 2
18. Business Processes 1 1 Business Environment X 2
19. Communication Skills 1 1 Communications X 2
20. Computing 1 1 2 2
21. Cyber Attacks 1 1 Attacks & Defences X 2
22. Data Science 1 1 2 2
23. Data Structures 1 1 Data Security X 2
24. Enterprise Security 1 1 Organisation Security; Business Im- X 2
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Modules A B To- Framework mapping to unique mod- C To-
tal ules tal
25. Ethics 1 2 2
26. Incident Response 1 1 Incident Management; Security Incident X 2
Handling; Detection Processes
27. IT Hardware and Soft- 1 1 Hardware Security; Physical Security; X 2
ware Protective Technology
28. Malware 1 1 Malware X 2
29. Management of Infor- 1 1 Management; Management Strategy; X 2
mation Security Governance; Information Security Strat-
egy; Policy & Standards; Protection and
Procedures
30. Prevention, Detection 1 1 Response Planning; Recovery Planning X 2
31. Research Methodology 1 1 Research X 2
32. Smartphone Security 1 1 Web & Mobile Security X 2
33. Software Engineer- 1 1 Secure Development; Security Software X 2
ing/Development Life Cycle
34. System Security 1 1 System Security; Distributed Systems Se- X 2
curity; Security Testing; Performance
Monitoring; Processing Monitoring; Se-
curity Monitoring
35. Telecommunications 1 1 Telecommunications X 2
Management
36. Vulnerabilities 1 1 Vulnerability Assessment X 2
o  37. Advanced Analysis of 1 1 1
o Algorithms
E 38. Artificial Intelligence 1 1
39. Block Chain 1 1
40. Cultural and Global 1 1 1
Standardisation
41. Database Systems 1 1 1
42. Electronics 1 1
43. General Psychology 1 1 1
44. General Statistics 1 1 1
45. Information Security 1 1 1
46. Operating Systems 1 1 Virtualisation 1
47. Penetration testing 1 1
48. Probability 1 1
49. Secure Systems Admin- 1 1 1
istration
50. Business Continuity Management and X 1
Disaster Recovery
51. Security Innovation X 1
52. Service Delivery X 1
53. Third Party Management X 1

The research found that there is consensus that cybersecurity courses at undergrad-
uate level will require a computing background and that cybersecurity courses have
been embedded into existing Computer Science programmes. The modules in table 7
range from specific cybersecurity topics like networks, ethical hacking and cyber at-
tacks to more general topics like awareness, communication skills, electronics and gen-
eral psychology. Therefore the development of any new cybersecurity curriculum will
most likely have to include the core modules and a specific specialisation area as well
as target a particular cohort of students using the fundamental and elective modules. A
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cybersecurity curriculum could be based on existing frameworks as mapped in Table
7, but it is proposed that these need to include industry stakeholders to review the rele-
vance of topics proposed. From a pragmatic viewpoint as illustrated in the case study
of Buckley and Zalewski [23], the importance of leveraging existing strengths in the
institution should be incorporated when designing the cybersecurity curriculum. This
study identified that there is a lack of cybersecurity degrees in South African universi-
ties and the proposed modules in table 7 for such a curriculum could serve as a reference
point.

Alsmadi and Zarour [41] highlighted some issues with cybersecurity programs. First,
the divide between theoretical knowledge and the practical skills. It is recommended
that course material must consider knowledge, skills and ability (i.e. be able to inno-
vate). Second the gap between industrial requirements and the knowledge base of stu-
dents. The third problem is the lack of planning with respect to how to evolve with
industry’s needs. This study proposed a reference point that could be used towards the
development of a cybersecurity curriculum that intends to be a strategy that addresses
the first two challenges. In this demonstration, the reference point identified core mod-
ules such as Networks, Cryptography, Cybersecurity, Forensics and Programming, as
obtained from current cybersecurity curricula and best practices. The development of
the reference point involved a three-pronged approach using the PRISMA method for
academic publications, best practice and industry frameworks as well as existing cy-
bersecurity curricula of universities. It is envisaged that the proposed strategy can be
used by academic institutions as a point of departure towards defining cybersecurity
curricula, to map them for completeness and provide organisations with a point of ref-
erence for the cybersecurity skills they need. The literature review is useful in assisting
further research and the aggregation and statistical support may be used by some when
justifying and proposing new or enhanced cybersecurity curriculum. A limitation of
this study is that only a literature review was conducted and with a lack of a cooperative
approach with industry that could address the last challenge identified by Alsmadi and
Zarour [41]. Future studies will extend the reference point to include qualitative and
quantitative input that will assist in mapping the evolving needs of industry with theo-
retical knowledge and practice.

6 Conclusion

This study proposed a reference point for a cybersecurity curriculum that may be uti-
lised within higher education institutions to graduate more cybersecurity professionals.
A reference point is proposed for cybersecurity modules to be included in a cybersecu-
rity curriculum that contributes to the cybersafety body of knowledge. The proposed
curriculum focuses on core modules such as Networks, Cryptography, Cybersecurity,
Forensics and Programming, as obtained from current cybersecurity curricula and best
practices. The research included a three-phased approach using the PRISMA method
for academic publications, best practice and industry frameworks as well as existing
cybersecurity curricula of universities. It is envisaged that the proposed cybersecurity
curriculum can be used by academic institutions to define their cybersecurity curricula,
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to map them for completeness and provide organisations with a point of reference for
the cybersecurity skills they need.
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