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Privacy in Payment in the Age of
Central Bank Digital Currency

Frédéric Tronnier

Goethe Universitit Frankfurt, Frankfurt am Main, Germany
frederic.tronnier@m-chair.de

In academia and at central banks, central bank digital currency (CBDC) is
increasingly being researched due to the continuous decline in cash payments and
the emergence of private stablecoins such as Libra. While CBDC offers various
advantages for central banks, sensitive transaction and holdings data of
individuals and users need to be protected. This paper analyses how privacy in
payment is being discussed in CBDC related literature and pilot projects of
central banks. Central banks rarely identify privacy as a key requirement in the
development and implementation of a CBDC. Instead, anonymity is seen as one
possible feature of a CBDC that could hinder know-your-customer (KYC) and
anti-money laundering (AML) compliance of banks. In pilot projects, different
techniques and solutions have been proposed to achieve varying levels of privacy
for users. A comprehensive framework on how best to achieve privacy in retail
CBDC is needed. Such a framework should consider the differing underlying
design aspects of a CBDC and the use cases for which the CBDC is to be
developed.

Keywords: Privacy, Payment, Central Bank Digital Currency, CBDC,
Cryptocurrency

1 Introduction

Payment systems and currencies have been subject to a multitude of significant changes
over the last millennia, from shells to coins to banknotes, cheques to the current digital
payment in ever-changing currencies. Today, electronic and mobile payment systems
are challenging cash-based payments. For the last 400 years [1], central banks have
been responsible for issuing legal tender to the population of their respective country
or empire. Cash, to this day the only form of legal tender that may be owned by
individuals and is issued directly through a central bank [2], grants the holder the option
to carry out transactions with a high degree of privacy. With the decrease in cash
payments in many parts of the world [3] and particularly in countries like Sweden [4],
economies are shifting towards electronic, online, and mobile payment.

Through the introduction of Bitcoin by Nakamoto [5], cryptocurrencies were
established with the intention to provide new and decentralized means of payment, units
of account, and stores of value. Although cryptocurrencies have not -yet - lived up to
their self-set expectations, organizations such as Facebook have started working on



their own cryptocurrencies or tokens to offer their customers a new means of
transactions to increase their market dominance [6].

With the rise in cryptocurrency prices and attention towards it, the decrease in cash
use, and the increased efforts of global corporations aiming to enter the currency
market, the questions of whether and how central banks are going to react to these
developments have arisen naturally given their central role in managing the money
supply of a country. As a result, central banks worldwide have started piloting projects
on central bank digital currency (CBDC), most notably in Sweden [7], China [8], South
Africa [9] and the whole European Union (EU) [10]. These central bank-issued digital
currencies could potentially offer central banks the possibility to effectively and
efficiently oversee, track and analyse holdings and transactions much better than with
cash [11]. Protecting sensitive financial and non-financial personal data in payment is
therefore essential and needs to be researched in academia.

2 Aim of this paper

“Currency cannot be private, money is a public good of sovereignty...”
- Francois Villeroy de Galhau, Governor of the Bank of France [12]

The quote by the Governor of the Bank of France, the French central bank, highlights
the ongoing discussion by CBs about the introduction of a CBDC in response to
decentralized or private cryptocurrencies and the need for a digital alternative to cash
for individuals. Currently, CBDC as a new form of payment is discussed worldwide in
academia and by central banks through research papers as well as first pilot tests and
proofs-of-concepts (PoC).

However it was shown that CBDC is discussed mainly through papers that provide
a general introduction to the topic, as well as work on the possible economic and
monetary effects that a CBDC would have on the banking industry and the economy as
a whole, while literature on the societal impact, or stakeholders who might be impacted
by CBDC, is scarce [13]. Scientific papers and reports published by central banks focus
on discussing the general underlying technical concept, the potential design options,
and their (dis)advantages of CBDC [13]. Work with a main focus on privacy in CBDC
has only been issued by the Bank of Canada[14] and the European Central Bank [15].
In this paper, information privacy follows the notion of Clarke [16] that data of
individuals should not be available to other entities and that the individual must be able
to execute ... a substantial degree of control over that data and its use.” [16, p.60].
Garratt and van Oordt [17] analyzed privacy in payment and argued that privacy can be
viewed as a public good. The inability or failure of individuals to preserve their payment
information impose a negative externality on others as it can be used for price
discrimination of other individuals and therefore leads to socially suboptimal results.
Privacy concerns of individuals and users have also been researched for newer payment
systems such as online [18] and mobile payment [19]. In electronic payments, various
methods and solutions for anonymous payment systems have been introduced in the
past, from hardware tokens [20] to protocols [21] and various cryptocurrencies [22, 23].



Naturally research in CBDC, often conducted by central banks, focuses on CBDC
from the perspective of a central bank. A notable exception is the work of, Leinonen
[24] who highlights the requirements for a CBDC from an end-user perspective. He
states that a CBDC should have more in common with currently used private (digital)
payment services than with traditional cash, and mentions the possibility of market
turbulence in the payments sector caused by introducing/issuing a CBDC, and suggests
that this CBDC should serve as a basic payment instrument.

While currency may be a public good, the information that are generated while
paying and transacting in a currency should not be public and are protected through
regulation such as the General Data Protection Regulation (GDPR). Therefore, this
paper aims to contribute to the growing body of literature on CBDC by exploring
privacy in CBDC payments for the first time through the analysis of existing research
and information published by central banks. Pilot projects from central banks and
developed PoC will be examined to gain a thorough understanding of the potential
impact of CBDC on users' privacy. Thus, this paper aims to assess how central banks
address the topic of privacy in CBDC both theoretically, in published information, and
practically, in pilot projects that implemented CBDC.

3 Central Bank Digital Currency

In order to define CBDC it is advisable to define money itself first. Greco and Thomas
[25] provide the practical definition that money “... is anything that is generally
accepted as a means of payment.” [25, p.27]. Money provides several functions. The
three most important ones are to act as a medium of exchange, as a unit of account, and
as a store of value. The concept of the Money Flower is introduced in [26], which
distinguishes between different forms of money through four key properties: issuer
(central bank or private institutions), form (digital or physical), accessibility (available
to the general public or limited to banks), and technology (account- or token/value-
based). Currently, only banknotes and coins are issued by central banks as legal tender
for the general population. Bank deposits, although denominated in the same monetary
unit as cash, are issued by private commercial banks and not central banks. These
commercial banks also have access to central bank digital money in the form of reserves
and settlement accounts, which are not accessible for the general population.
Cryptocurrencies like Bitcoin and other forms of digital tokens, on the other hand, can
either be widely accessible or wholesale only, but are not private and not central bank-
issued. Cryptocurrencies may be defined as a virtual type of currency that “... rely on
the transmission of digital information, utilizing cryptographic methods to ensure
legitimate, unique transactions” [27, p.3]. Within this framework, stablecoins form a
special category. Stablecoins are private, digital tokens that are often backed by a basket
of established currencies, cryptocurrencies, or other assets with the goal to generate and
maintain a stable price of the coin. Libra, the proposed token of the eponymous project
initiated by Facebook and other organizations [28] is one example of a stablecoin that
could potentially function similarly to a CBDC.



Based on [26] and [29], three major categories of CBDC can be identified: general-
purpose accounts, general-purpose tokens and wholesale tokens. While general-
purpose accounts only expand on the existing reserves and settlement account systems
of central banks, tokens are based on blockchain or distributed ledger technology (DLT)
that may be accessible for the general public or limited to financial institutions. In this
context, a token represents a digital and identifiable unit of currency that is transferred
as a means of payment. This stands in contrast to an account-based model in which the
owner of an account is identified, rather than the means of payment [30].

For this paper, CBDC are defined as digital, central bank-issued currencies,
excluding existing central bank reserves and settlement accounts. The underlying
technology, account-based CBDC or token, also called blockchain or DLT-based, may
differ between the investigated research and the different pilot projects of central banks.
Similarly, the use cases of central banks with a CBDC differ between general-purpose
and wholesale CBDC. While a general-purpose CBDC may be used by the general
public with cash-like features, a wholesale CBDC is not accessible by the general public
and is used for interbank payment settlements [31]. As this paper analyses the privacy
implications of a CBDC for individuals, the focus is on general-purpose CBDC.

For central banks, CBDC offers various potential advantages, including a greater
market power and the ability of stronger control over monetary policy [see 22-24].
However, a CBDC also offers central banks the general possibility to effectively and
efficiently oversee, track and analyze transactions much better than before, depending
on the design and technical features of the CBDC. This represents a strong potential
threat to user privacy and data protection [35]. Both academia and central banks
themselves published various papers and articles on CBDC. Tronnier, Recker and
Hamm [13] showed that the majority of research is focused on providing an initial
overview of the topic, followed by research on the monetary and economic implications
of a CBDC. However, research on other factors such as societal and legal implications
has been scarce. Issues on privacy and anonymity of transactions in CBDC have thus
far been researched only superficially. In [26] it is argued that a CBDC could have the
same level of privacy as cash but note that the property of privacy in cash emerged over
time out of convenience. In CBDC, the decision for anonymity as a feature would
nowadays become a conscious one. Wandhofer [11] argues that anonymity is a key
property of cash and proposes to equip CBDC with a comparable level of anonymity,
for instance through the identification of users at the point of conversion, without
linkage to cryptographic transaction information. The author also highlights the
importance of anonymous payment solutions to protect citizens against surveillance. In
[36] it is argued that anonymity in CBDC would be of even greater importance in the
future, should cash use continue to decline or eventually be completely replaced by
CBDC. Then, a CBDC would act as the only anonymous payment method for
individuals.

The close collaboration of central banks with all stakeholders in the development of
a CBDC is important [31]. Although central banks already collaborate with technology
service providers, financial institutions and other central banks, we argue that for retail
CBDC, the end-users, the general population, is equally important for the success and
adoption of a CBDC. Thus, this paper evaluates how central banks consider privacy



and its importance for individuals. Several central banks are in different stages of
piloting first projects on CBDC to test their hypotheses and the underlying technology
of the CBDC. These pilot projects are a stark contrast to the majority of theoretical
papers on the subject as first solutions are implemented and evaluated by the
manufacturing central bank.

4 Methodology

To evaluate how privacy and privacy concerns are currently being discussed and
considered, published research and pilot projects have to be identified first. A first
literature review is provided in [13], where the authors evaluate both academic works
as well as published literature by the central banks and finding that central bank papers
have been published in academic journals in the past. Furthermore, the authors search
multiple scientific databases, among others Web of Science, AIS eLibrary, EBSCOhost
and IEEE Xplore, for the term Central Bank Digital Currency, finding 19 articles on
the topic. However, their work does not encompass all central banks but only the five
main central banks that issue the most important currencies worldwide by number of
users and overall economic importance.

In this paper, we adapt the process of a systematic academic literature review by [37]
to websites of various central banks to identify papers of academic quality and pilot
projects. Additionally, a simplistic google based search is used to identify information
that could not be found directly through a central banks’ website. The focus hereby lies
in research and pilot projects on retail CBDC, acting as a cash equivalent, as privacy is
of particular importance for individuals and end-users. While privacy can and should
also be considered in wholesale CBDC, the number of stakeholders, different banks,
and payment service providers is significantly lower than the number of people that
would use a CBDC as a cash equivalent in everyday payments.

The work of several other authors is also used to provide a starting point in
identifying pilot projects and central bank activities. The authors of [38] provide not
only a comprehensive overview of CBDC but also a first list of central bank pilot
projects. The authors analyze 17 retail CBDC projects from 17 countries based on the
design choices architecture, infrastructure, access, and state the motivation and result
of each project. In a paper provided by Bank of International Settlement [29] 63 central
banks are surveyed on whether and how they are investigating CBDC. A similar survey
was conducted in 2020 with 66 central banks [39]. Another very recent work also
provides a comprehensive list of CBDC projects and activities of central banks [31].
The authors focus on wholesale CBDC projects for interbank settlement and payment
and the underlying DLT. Political, legal and societal implications are explicitly stated
to be outside of the scope of their work.

Based on the work of [13, 29, 31, 38] we identified a total of 78 CBs for initial
consideration. These CBs have all participated in the surveys by the Bank of
International Settlement or were previously identified to conduct research on CBDC by
[31] or [38]. All CBs are listed in table 1 and table 2 of this work. The website of each
CB was then searched for the keywords “CBDC”, “Central Bank Digital Currency” and



“digital currency”. Only complete research publications in English that have been
published by the specific central bank have been considered as “Final Hits”. Several
keyword hits are due to speeches, talks and news on this topic, which have not been
counted in the final hits. Hits have been reviewed using the title and/or the abstract to
assess their relevance to this study by covering the topic of CBDC in general.

Additionally, a google keyword search was conducted for the keywords stated
above in combination with the country of each central bank to obtain supplementary
information that has or has not been published by the central banks themselves. This
was especially helpful to obtain information on pilot projects of central banks, as the
search engine on most central bank websites demonstrated to be less effective and
expedient than expected.

5 Results of the literature review

Table 1 demonstrates the result of the systematic literature review on central bank
websites. Due to page limitations, only findings that demonstrated hits are included.
All final hits have been read and analysed to gather information on whether and how
the central bank covers privacy and data protection in their analysis of CBDC.

It can be seen that for 38 (48,7%) central banks no hits could be found, while for an
additional 13 central banks, no final hits were found, leaving 27 central banks for
consideration. From the ones that published information on CBDC, data protection and
privacy was often covered only superficially. Only the European Central Bank (ECB)
and the Bank of Canada published research specifically dedicated to the topic of
privacy. Table 1 covers all central banks that exhibited findings while table 2, in the
appendix, lists the central banks for which no hits could be reported through the
literature review, as well as on how detailed information on privacy have been provided
by the banks. As the search function provided on many central banks’ websites proofed
to be ineffective, an additional google search was conducted to verify the results and
obtain additional information where possible. Hereby, the official name of the central
bank, along with the term CBDC were used as keywords, using the Google News search
mask. Supplementary information could be found particularly on the pilot projects of
central banks, provided by various newspapers. In the following, selected findings will
be reviewed to establish the focus of different publications and central banks.

Table 1. Hits of the Literature Review on Central Bank Websites

Final Privacy
Central Bank Search Coverage| Hits ., |consideration
Hits
level*
Bank Indonesia All Results |  No option 10 1 1
Bank Ne.gara All results No option 9 1 1
Malaysia
Bank of Canada All Content No option 36 16 4
Typs
Bank of England Publications All 4 4 2




Bank of France Publications All 5 3 3
Bank of Israel No option No option 10 2 2
Bank of Italy Full site No option 8 2 4
Bank of Japan Contained in No option 22 4 1

page

Bank of Korea All No option 1 1 1
Bank of Lithuania All No option 5 2 2
Bank of Spain All No option 27 1 3
Bank of Thailand No option No option 77 5 3

Central Bank of All

. . 1
Brazil Categories All 3 :
Central Bank of All
Iceland Categories All ! ! :
Danmarks . .
Nationalbank No option No option 6 2 3
De Nederlandsche . .
Bank No option No option 13 3 3
European Central . .
Bank (ECB) No option No option 30 5 4
Federal Reserve Entire Site No option 2 1 1
Data,
Mone?onilzgﬂiit Publications No option 4 1 1
ary Y | and Research
Monetary

Authority of All All 2378 2 4
Singapore
Mongolbank No option No option 1 1 1

National Bank of . .
Belgium No option No option 10 1 1
Norges Bank Publications| No option 2 2 2
Reservg Bank of All Al | | !
India
Reserve Bank of . .
New Zealand No option No option 4 1 1
Sveriges Riksbank PDF No option 29 13 2
. . Any
Sw1]§;sa lll\i(atlonal A;y Reesult Modified 13 1 |
yp Date
*1:not mentioned, 2:privacy mentioned superficially, 3:privacy discussed, 4:privacy as core
design element or requirement

Table 1 provides the official name of the respective central bank, used search options
as well as the number of hits and final hits for the keywords “CBDC” and “Central
Bank Digital Currency”. Additionally, a privacy consideration level is provided,
depending on how much work CBs provide on privacy in CBDC. A lower score
indicates that privacy issues have not, or only superficially, been discussed. This



demonstrates that final hits in table 1 may discuss CBDC without even mentioning
privacy considerations or data protection. CBs with a higher score provided chapters
specifically on privacy and data protection in their work, or published dedicated work
with privacy as its sole focus.

Although various central banks published information and research on CBDC, many
central banks covered privacy only superficially. As a possible explanation for this, the
Bank of England argues that that privacy considerations do not fall directly into the
area of business of a central bank but must be nonetheless taken into account [40].

The Central Bank of France discusses privacy in more detail and conducted a
taskforce to document the potential benefits, issues and risks of a CBDC, taking an
operational perspective on the topic [41]. Privacy and anonymity are discussed with
regards to anti-money-laundering (AML) and the combating financing of terrorism
(CFT) requirements as well as international legislation on privacy. The bank states that
the “Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons concerning the processing of personal
data ...” must be applied when creating and implementing a CBDC. Furthermore, the
bank states that the Directive (EU) 2015/2366 of the European Parliament and of the
Council of 25 November 2015 on payment services (PSD2) excludes central banks
from being payment service providers, resulting in the question whether a central bank
is legally allowed to issue a CBDC. Concerning AML/CFT requirements, the bank
notes that the Directive (EU) 2015/849 of the European Parliament and of the Council
of 20 May 2015 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing (amended in 2018 by Directive (EU) 2018/843)
defines virtual currencies as “a digital representation of value that is not issued or
guaranteed by a central bank...”, wherefore a CBDC would not be treated as a virtual
currency in the AML/CFT regulation. However, the central bank may be defined as a
financial institution under the Directive 2013/36/EU and would, therefore, have to
object to AML/CFT regulation [41].

The Bank of Japan reviews anonymity as both, a possible advantage or a
disadvantage of CBDC. While anonymity ensures privacy protection in payments, cash
is also used for illicit activities, money laundering and tax evasion. The authors
reference the Peoples Bank of China that pointed out the prevention of such activities
as one possible advantage of a CBDC [42]. Similarly, the Bank of Spain focuses on the
(dis)advantages of an anonymous CBDC. The authors note that, even if a CBDC would
be non-anonymous, money laundering and illicit activities would still be conducted,
only using other currencies, gold, or cryptocurrencies. As a further disadvantage, a non-
anonymous CBDC would require the central bank to invest heavily in IT-infrastructure
to secure such a system and validate transactions [43]. According to the authors, the
adaption of a decentralized validation mechanism of cryptocurrencies to a CBDC might
be problematic. This would add costs and could pose a security threat if the system
turns out to not be robust. However, it has to be noted that these arguments are only
applicable to a token-based CBDC.

In a report for the central bank of the Netherlands, the authors of [44] note that,
depending on the design of the CBDC, personal information could be obtained by non-
banking operators, whereby surveys indicate that households trust non-banking



operators less with their data than they trust financial institutions. As privacy is a key
objective for CBDC, the authors would choose a design in which the central bank does
not obtain balances and transaction information if the CBDC is used for commercial
purposes. Figure 1 demonstrates the degree of privacy for users for different payment
systems as evaluated by [44].

Fig. 1. Degree of privacy for users by payment system [34, p.33]

Cash LBDC Commercia k money Libra Transaction data

No (accessible) ledger
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with transaction data

The authors argue that a CBDC would provide a higher degree of privacy than
commercial bank money and private digital currencies like Libra because the CB does
not have commercial incentive to use payment data. Nonetheless, a CB might need to
provide, undefined, supervisory authorities with access to payment data to investigate
illegal activities such as money-laundering or the financing of terrorism. Furthermore,
the authors argue that intermediaries might only need access to transaction data to
initiate payments, balances could only be visible to the CB. However, Fig.1 provides
only a subjective scale and no further information on possible attack models are given.

The author of [45] from the Bank of Italy analyses the demand for CBDC and
introduces a novel specification for money, the notion of money as a store of
information. Here, the existence of privacy cost is assumed and linked to the demand
for trustlessness [37-38 as cited by 36]. The loss of trust in public institutions is
speculated to be one driver in the adoption of cryptocurrencies. In an economic,
computer-based experiment with 80 students as participants, the author tested for
design features of money that are valued by participants. The participants had to create
portfolios consisting of different shares of the four currency types E-Currency -the
CBDC of the experiment-, paper currency, banking currency and cryptocurrency [48].
The currency types differed on their safeness, store of value and anonymity, whereby
the CBDC was chosen to be non-anonymous. The features and the building of the
portfolio were described to the participants beforehand and 1440 responses were
collected from the 80 participants. The preliminary results indicated that participants
value liquidity and expected return in currencies while anonymity as a feature was
valued less.

The Norges Bank, the central bank of Norway, discusses privacy as an aspect of
consumer protection [49]. The bank notes that the country is working on incorporating
the General Data Protection Regulation (GDPR) into their national legislation and state
that it would be beneficial to consider guidelines on data protection by default and by
design in the development of a CBDC. Further legislation that affects privacy are EEA
agreements for the free flow of transactions and capital as well as the Financial
Contracts Act that regulates the misuse of payments, for instance, if an authorized
payment has been made by another entity than the customer. A CBDC must comply
with these rules, which affects data protection.
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The Bank of Canada published an analytical note on privacy in CBDC in June 2020
and provided one of the very few papers with a specific focus on privacy. The authors
provide a framework to compare different retail payment solutions regarding their
privacy profiles for holdings and transactions. They differentiate between stakeholders
such as the government, banks or money service business (MSB) that can either act on
behalf of the payee(Pe) or the payer(Pr), or other users [14]. MSB hereby legally defines
non-bank financial institutions, that offer money transfers, the issuing money orders or
the exchange and transfer of digital currencies to the public [50].

Figure 2 displays the results of the different payment technologies for the different
stakeholders, whereby higher values indicate a higher level of privacy.

Fig. 2. Privacy profiles of payment technologies [14] of the Bank of Canada

Solution Payer MSB | Payee MSB Payment providers | Public (other users)
EE muEE HEE
3 0
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Creditcard (EMV) |3|3| 1|1 |0|Oj0jO|O|0(2|3]2(0 (0] 2 1 = 1 1 0f313] 3 3|3
E-transfer 313|111 |ojojojo|1|oj1f8]1]|0f0f 2 1 . 1 1 0 RS a3 |3
Debit card 33|11 |0/0j0j0j0|O(1{3]1[0|O 1 1 S 1 1 0303 3 3 3
Permissioned DLT [1 |01 [ 1 |Oo(0jojO| 1 |0j1|3]1]|0(0] 1 ] 0 | Rl 1 | 0 RS 313
Bitcoin custodial |2[3] 2|2 [0|0j0|0|2|0|2[3]|2|0(0] 2 2 IS8 2 Z |02 3 2 2 |0
Bitcoin pro 313|122 |0j3|3/2|2|0[3|3]2]|2 0] 2 33| 2| 2 |0p33] 2 2 |0
Tiered ledgers [1|0]1 |1 (0f0f0jO|1|0|2|3|2|0|0] 1 3|3 3 | 3 |33]]3] 3 3 |3
L:;"f‘ff{:f:;':;‘f} olz[2] o [2lof2|2|0|2|ofe|2|0lz| 1 |23 3|2 [3|z]|3[z2 ]| 3 [z
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Cash 3(313]|3|3]3]3|3]|3|3[3|3|3|3|3] 2 3131 3] 3 |3]3]23]3 3 |3

It can be seen that DL T-based solutions provide anonymity only to certain stakeholders
for specific data categories. For instance, a custodial Bitcoin payment offers a relatively
high level of anonymity, as stated by the authors, for holdings data, that is information
on the owner (O) and the balance (B) of a wallet. However, the transaction (T) amount
(A) is always visible for all entities in all columns. A permissioned DLT, a solution that
is favored by many central banks, would provide a high level of anonymity from other
users or the general public. The central bank as well as the banks or non-bank financial
institutions that are executing such a transaction on behalf of payer and payee have
however access to most data types using such a solution. Overall, the authors
demonstrate that the level of privacy a payment solution provides depends on the type
of data and differs between stakeholders that may or may not view and access payments
information.

The authors therefore note that a CBDCs privacy system depends on several questions
that need to be considered first. Should all transactions be disclosed to the government?
How much and what kind of information is necessary for merchants, banks, MSBs and
law enforcement? Should Know-your-customer (KYC) regulations apply at all times?
Both KYC and AML/CFT requirements need to be met, which could impact the
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maximum level of achievable privacy. Lastly, it is concluded that nuanced and fine-
grained solutions are possible in designing a CBDC. Hereby privacy by design and
several privacy-enhancing techniques such as zero-knowledge proofs, multi-party
computation and differential privacy are mentioned. These concepts and techniques
could be applied to a CBDC.

6 Pilot projects on CBDC

Several findings of the literature review included not only theoretical work by the
central banks but also information on pilot projects and PoCs of central banks in CBDC.

A country that has already introduced CBDC as legal tender are the Marshall
Islands. As one of the smallest countries in the world, with a population of about 50.000
living on more than 1000 islands, the traditional payment system is not suitable for the
geographic conditions of the country, leading to high transaction fees [51]. Thus, the
country introduced the Marshallese Sovereign (SOV) in 2018, a blockchain-based cash
equivalent and declared it as legal tender through the Sovereign Currency Act 2018.
The declaration requires all users of the SOV to undergo KYC procedures. User data is
not kept on the blockchain, and users can choose between different accredited verifiers
that then issue the user a cryptographically signed ID. Additionally, users can create
multiple IDs by verifying multiple accounts through multiple verifiers, thereby
increasing the level of privacy. Verifiers, however, are not only responsible for IDs but
analyse and monitor transactions with the ability to report suspicious activities and
blacklist users [52].

The Sand Dollar of the Central Bank of the Bahamas was introduced in a whitepaper
in 2019 and is being piloted on several islands of the country. The project uses an
account-based solution where transactions and holdings are not anonymous but
confidential. The CBDC is meant to act as both, a cash equivalent for the general
population as well as a payment method for wholesale applications such as interbank
settlements [53]. A key requirement for the project has been that transactions are non-
anonymous while still protecting user confidentiality. The central bank itself will
maintain a KYC register and monitor transactions. In the whitepaper, additional
information on the KYC requirements is provided. The requirements vary for low- and
medium-value personal accounts and high-value accounts for businesses. Limits are set
for the maximum holding amount as well as for a maximum transaction limit per month.
Depending on the account, account holders are required to provide only basic
information like name and address or use official documents to activate an account.
Apart from that, the project differs from other findings as stakeholder research has been
conducted to assess the willingness of the country’s inhabitants to adopt digital
financial services. The survey, conducted among 519 randomly chosen residents of the
district of Exuma, did however only assess the respondents’ use of online and mobile
payment behavior and did not question privacy concerns with regard to the respective
technologies [53].

Sweden started working on a CBDC as early as 2017 and is one of the countries
most often mentioned when it comes to digital currencies in general. The country, due
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to the strong decrease in cash use among its citizens, is evaluating a digital cash
equivalent, the e-krona. In its second report, the central bank states that payment with
e-krona will be traceable, as, regardless of whether the currency will be account- or
token-based, a central register for transactions will exist [54]. The bank notes that
transaction and user data can be identified, although the bank will comply with all
applying regulations and ensure data protection. Interestingly, the bank mentions a
prepaid e-krona card, which could be exchanged physically between users and thus
would allow for anonymous transactions. Such prepaid cards, with token-based e-krona
already stored on, could be anonymously bought and would comply with the respective
AML regulation. This would not be possible with an account-based e-krona.

The ECB of the EU represents the only central bank that provided a document
exclusively dedicated to privacy and anonymity in the PoC of a retail CBDC. In their
Issue no 4/2019, titled “Exploring anonymity in central bank digital currencies” [15],
they report the results of a PoC that provides users with some degree of privacy. The
PoC, developed by the European System of Central Bank’s (ESCB) EUROchain
research network, is based on the Corda network, an open-source distributed ledger
technology (DLT) platform. The solution uses “anonymity vouchers” that are issued by
an AML authority at regular intervals towards users. This entity performs anti-money
laundering checks, authorizes transactions and verifies users’ identities. The ECB does
not act as the AML authority in the PoC. Instead, the ECB itself is responsible for
issuing and removing CBDC from circulation. Users can then spend anonymity
vouchers, one voucher per one unit of CBDC, for anonymous transactions. The
vouchers are not transferable and the amount of vouchers per user in a specific
timeframe is specified by the AML authority. Figure 4 describes the transfer of CBDC
with anonymity vouchers, as compared to the transfer using AML checks. The ECB
itself is not involved in transfers using anonymity vouchers. The payer sends CBDC
stating the amount, payee information, and the wish for an anonymous transaction to
its intermediary. The payer’s intermediary then checks if the payer has enough
anonymity vouchers. Using the DLT network, the intermediary attaches the vouchers
and CBDC to the transfer to prove to the payee’s intermediary that the transaction can
occur anonymously. If enough anonymity vouchers are provided, the payer’s
intermediary does not need approval by the AML authority, creating an anonymous
transaction as the payee’s intermediary does not have to validate the transaction with
further checks.
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Fig. 4. CBDC transfer with (left) and without (right) anonymity vouchers [15]
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If no or not enough vouchers, are used, the AML authority has to authorize the
transaction while a notary node maintains a registry of transactions and states, without
specific transaction value data or user information. The ECB concludes that it's PoC
CBDC payment system can ensure users’ privacy for low-value payments while still
ensuring AML/CFT compliance for higher-value transactions. Nonetheless, several
issues are noted that can be improved in the future. Regarding privacy preservation,
intermediaries need to view past transactions to validate new transactions, which could
be used to create a knowledge graph over time in the current PoC. This issue could be
solved through chain snipping, meaning that the transaction history of users will be
reset. Privacy-enhancing techniques and technologies such as rotating public keys,
zero-knowledge proof, and enclave computing may be added to increase user privacy.

7 Discussion

The systematic literature review demonstrated that privacy plays only a minor role in
the information provided by central banks on CBDC. Several banks either published no
information on CBDC at all or did not discuss privacy, trust, and anonymity of
transactions in their work. Others discussed these topics only superficially. By
investigating the literature and pilot projects of central banks directly, more information
on privacy as a feature or design element of the prototypes could be found. The
approach towards privacy has not been standardized and differs between the findings.
In the theoretical findings, privacy is often seen as one design feature that a CBDC
might possess. The advantages and disadvantages of anonymous CBDC are outlined
for individuals and the central bank. For individuals, it is assumed that anonymity is a
desired characteristic in a currency, although individuals attitudes towards privacy in
CBDC have only been researched directly in [48]. Apart from that, only the Central
Bank of the Bahamas interacted with users directly by surveying respondents on
financial inclusion as a prerequisite for the introduction of a CBDC [53]. In [48], the
preliminary results even indicated that anonymity seems to play a weaker role for
individuals than what could reasonably be expected. Thus, additional research is
necessary to establish the importance of anonymity and possible privacy concerns of
individuals for novel payment methods. The concept of trust is closely connected to
privacy concerns and was found to also be examined only lightly. The authors of [44]
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state that households trust financial institutions more with their data than non-banking
operators. Such findings need to be incorporated in the design of a CBDC to ensure that
only trusted entities can access privacy-sensitive information in CBDC payments and
holdings.

For central banks, anonymity is not seen as a desirable feature as this could hinder
compliance with AML/CFT regulation and KYC requirements and could enable illicit
activities. It is noted, however, that such activities would still be possible through other
(crypto)currencies even if a CBDC were to be completely non-anonymous. Additional
disadvantages for the central bank would be increasing costs due to the required
investments in the IT-infrastructure as well as substantial research and labor costs to
create and manage such a system and to validate transactions. The concepts of privacy-
by-design and privacy-by-default are only mentioned in findings that focus specifically
on privacy. Similarly, privacy-enhancing technologies (PETs), such as zero-knowledge
proof or other techniques that could be applied to token-based CBDC, are not discussed
but merely mentioned for future research. Since the publication of the corresponding
papers, blockchain platforms such as Corda have adapted such technologies, potentially
changing the evaluation result of central banks of such platforms.

While CBs often cite existing regulation and the prevention of illegal activities as
reasons to limit privacy in CBDC, it fails to consider regulation that requires the
provision of privacy of information for individuals in a similar matter. Financial and
personal information that would be stored, exchanged and created by using a CBDC is
defined as personal data in Art. 4 GDPR. As this personal data would be processed,
defined as the performance of operations on the data (Art. 4(2) GDPR) by CBs and
other payment service providers, the GDPR would regulate and restrict how exactly
personal data can be used and processed in CBDC payments. Thus, CBs need to
consider how privacy can be established in CBDC payments and should not only look
for compliance that is focusing on the prevention on illegal activities. The European
Data Protection Board (EDPB) has recently published guidelines on the interplay of the
GDPR and PSD2 [55] and reiterates the need for data protection and compliance with
the GDPR in electronic payments.

The Bank of Canada [14] provides the work with the strongest focus on privacy in
CBDC exhibited in this literature review. Although the authors provide an overview of
privacy profiles of different payment technologies and rate these technologies on their
level of privacy, distinguishing between the possible stakeholders involved, these
ratings are not explained in detail. It is, for instance, unclear how the scale in this rating
is derived and how exactly it was determined how well a certain technology scored.
Furthermore, as was shown in the pilot projects of other central banks, different
privacy-enhancing technologies and techniques can substantially improve the possible
level of privacy in DLT based payment systems. Therefore, information is missing on
the underlying assumptions for the payment systems and how certain technologies
could affect the possible level of privacy.

The ECB used a DLT-based solution in its pilot project. The use of “anonymity
vouchers” offers a solution that could potentially be independent of the underlying
Corda platform solution. In this regard, it is comparable with the use of prepaid cards
already loaded with CBDC, an idea introduced by the Central Bank of Sweden [54].
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Although neither can function without an underlying technical solution, be it token- or
account-based, both possibly provide an interesting workaround to ensure privacy for
individuals, without the need for extensive technological research that is required to
ensure privacy on the ledger level. Privacy is therefore not only discussed theoretically
in various papers of central banks, but also in pilot projects on a technical level. As no
finding provided a list or overview of the possible levels on which privacy could be
applied or ensured, it is concluded that a comprehensive overview of this subject is still
missing.

8 Conclusion and Future Work

This paper evaluates both, the current theoretical work and pilot projects on central
bank digital currency concerning privacy and anonymity in payments. Although
privacy is a fundamental right and payment and transaction data classify as sensitive
information, privacy is discussed often superficially and with no real consideration
towards the user or individual. Instead, privacy is discussed as a feature that could
hinder central banks' obligations to comply with KYC/AML requirements. Therefore,
legal requirements and possible disadvantages of an anonymous CBDC are
predominantly discussed. Possible privacy concerns of users are discussed only
superficially, similarly to possible technical solutions to ensure privacy. Upon further
investigation, it could be shown that several pilot projects of central banks discuss
privacy in CBDC in more detail and provide first solutions to foster privacy in retail
CBDC.

The current work of central banks is lacking a comprehensive overview of the
possible solutions to achieve privacy, grouped by different use cases and desired design
choices. The analyzed papers demonstrated that several solutions exist, from de-
identification techniques that can be integrated into token-based CBDC to the use of
anonymity vouchers or prepaid cards that are loaded with CBDC for both, token- and
account-based CBDC. Future work could furthermore focus on individuals' privacy
concerns, the desire for anonymity and trust in CBDC, and the involved stakeholders
in such a payment system. Existing research on privacy concerns in established
payment systems could be adapted and repeated with CBDC as a new payment system.
Privacy concerns and trust issues could be researched as potential factors that might
influence the adoption of CBDC by the people. Privacy should not only be seen as a
feature or option but rather as a requirement that needs to be met.

9 Limitations and Contributions

This paper comes with several limitations. Concerning the review of central bank
activities in this domain, not every central bank worldwide has been evaluated.
Additionally, not all central banks provide information or search interfaces in English,
making a review of their publications and work difficult. The search engines themselves
proved to be less effective than expected. As central banks are not obliged to publish
their work it is also possible that significant work on CBDC has been done internally
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that was not communicated to the general public. By using a simple Google and Google
News search we tried to mitigate these issues and obtained more information on pilot
projects of central banks. Additionally, only information on retail CBDC has been
discussed. Through the literature research, it became apparent that various central banks
provide information on wholesale CBDC, for interbank payment and settlement, for
which privacy should also be considered.

The paper contributes to the scientific body of knowledge of both privacy and
payment systems through the identification of research gaps in those domains. The
under-researched topic of CBDC, in general, was discussed with a particular focus on
privacy. It was shown that privacy as a key design aspect of a CDBC has only been
researched scarcely, which is surprising given the impact that the introduction of a
CBDC in a country would likely have on individuals. Further research on how to protect
sensitive transaction and holdings information in CBDC payments is necessary. As a
managerial contribution, it was shown that a multitude of options exist to create a
privacy friendly CBDC. Different central banks used different techniques, both in
theory and practice, to tackle the existing issue of designing a CBDC that meets both
AML/CFT requirements and the fundamental rights of individuals.
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Table 2. List of Central Banks and monetary authorities for which no hits could be

reported
Central Bank of Central Bank Central Bank of Central Bank of
Azerbaijan of Ecuador Tunisia Montenegro
National Bank of Central Bank National Bank of Central Bank of the
Serbia of Egypt Ukraine Islamic State of the Iran
Central Bank of Bank of Banco Central de Banco Central del
Bahrain Estonia Venzuela Paraguay
Bangladesh Central Bank Central Reserve The Central Bank of
Bank of Eswatini Bank of El Salvador the Bahamas
Central Bank of leaagrilliiﬁl- National Bank of Monetary Brunei
Iraq (Morocco) Georgia Darussalam
National Bank of Central Bank Central Bank of Banco Central de la
Cambodia of Kenya Hungary Republica Dominica
Banco de Cabo Central Bank Central Bank of Central Bank of
Verde of Kuwait Sri Lanka Authority West African States
Cayman Islands II;/]I;:]ZTH Saudi Arabian National Reserve
Monetary Authority Government Monetary Authority Bank of Tonga
Peoples Bank of Central Bank State Bank of Central Bank of the
China of Jordan Vietnam Republic of Kosovo

Bank of Jamaica

Bank of Zambia
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