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Abstract. This paper identifies the effects of small and medium-sized enterprises’
(SME) characteristics on the general design principles for maturity models in the infor-
mation security domain. The purpose is to guide the research on information security
maturity modelling for SMEs that will fit in form and function for their capability as-
sessment and development purposes, and promote organizational learning and develop-
ment. This study reviews the established frameworks of general design principles for
maturity models and projects the design requirements of our envisioned information
security maturity model for SMEs. Maturity models have different purposes of uses
(descriptive, prescriptive and comparative) and design principles with respect to these
purposes of uses. The mapping of SME characteristics and design principles facilitates
the development of an information security maturity model that systematically inte-
grates the desired qualities and components addressing SME characteristics and require-
ments.

Keywords: Information Security, Maturity Model, Assessment, Process Improvement,
Organisational Learning, SME

1 Introduction

Small and medium-sized enterprises (SMEs), which are the predominant form of enterprise
and make up 99.8% of European enterprises in the Organisation for Economic Co-operation
and Development (OECD) area [1], are ill-prepared for cyberattacks [2].

One way of tackling the challenges of managing and implementing information security is
through the use of maturity models [2]. Originating from software engineering, maturity mod-
elling is a method for representing domain specific knowledge in a structured way in order to
provide organizations with an evolutionary process for assessment and improvement [3] [4].

Previous research shows that maturity models promote greater levels of organisational
learning [5]. Organisational capabilities are developed through organisational learning pro-
cesses [6]. From a socio-technical perspective, since information security domain is quite
complex [7], the value of maturity models is indisputable for developing the necessary infor-
mation security capabilities. Addressing the characteristics and the requirements of the target
organisation will yield to more effective individual and organizational learning and develop-
ment.


mailto:b.yigitozkan@uu.nl

From the perspective of information security maturity models (ISMM), there is a need to
facilitate SMEs with tailor-made models that are more situation aware and that can adapt to
their specific needs [8]. In a recent study for adaptive information security modelling for
SMEs, the authors state that utilisation of maturity models for self-assessing information se-
curity capabilities can be a remedy for SMEs [2].

There have been studies conducted on the development and design of maturity models.
Mettler [9] investigated maturity models as a subject of design science. Becker et al. consid-
ering maturity models as design science artifacts, propose a procedure model that distin-
guishes eight phases in the development of maturity models [4]. De Bruin et al. propose a
methodology to generalize the phases of developing a maturity model and outlined the main
phases of generic model development [10]. Poppelbul and Réglinger propose a framework
of general design principles for maturity models [11].

The utilisation of maturity models in different organisational structures has been another
aspect that has been studied in the literature. Mettler and Rohner present a first design prop-
osition of a situational maturity model [12]. In the information security domain, there have
been several studies addressing the effect of organisational characteristics. Mijnhardt et al.
investigated organisational characteristics influencing SME information security maturity [8].
In this study, they focused on four different categories of characteristics (General, in and out
sourcing, IT dependency and IT complexity). These categories include 11 characteristics such
as size, revenue, number of employees, time an organization can run without IT support.

Baars et al. conclude that a maturity framework should consider the differences between
the characteristics of their target organizations [13]. There have also been cluster based ap-
proaches to SME information security [14] [2].

The design principles applied during the development and design of the maturity models
affect their applicability in several ways. For example, designing a situational-aware maturity
model enables its adaption to different organisational contexts. Being inspired by the studies
investigating the maturity models as design artifacts [4] [9] and those providing guidance on
the design and development of maturity models [10] [11], the research question this paper
addresses is formulated as follows.

“How can SME characteristics be addressed for designing infor-
mation security maturity models?”

The purpose is to support the development of SME aware ISMMs as design artifacts that
will promote greater levels of individual and organisational learning.

To answer this research question, we used the SME characteristics resulting from a litera-
ture review [15]. These characteristics guided us to identify the “boundary/context” as dis-
cussed by Cronholm & Gdbel in their study on guidelines supporting the formulation of de-
sign principles [16]. We discuss the effects of the SME characteristics” [15] on the general
design principles [11] and propose 16 design requirements for an ISMM for SMEs.

The rest of the paper is organised as follows. First, background and related research are
presented. Second, the general design principles for maturity models [11] are investigated
with respect to SME characteristics and the findings are presented. Third, the associations
between the SME characteristics and the design principles are presented by including the
proposed design principles as a summary. Finally, conclusions are drawn.



2 Background and Related Research

2.1  Design Principles

To date, several studies have investigated the phenomenon of “Design Principles”. Accord-
ing to Hevner and Chatterjee, a principle is a clear statement of truth that guides or constrains
action. A principle can also be formed as a rule or a standard of conduct [17]. Jones and
Gregor state that design principles “... define the structure, organization, and functioning of
the design product or design method” [18]. Chandra et al. focused on the characteristics of
effective design principle formulation [19]. A recent study by Cronholm & Go6bel proposed
guidelines supporting the formulation of design principles [16].

2.2 Design Principles for Maturity Models

In the literature, the maturity models are distinguished by their purpose of use as descriptive,
prescriptive and comparative. The maturity models for descriptive purpose of use focus on
the assessment of the as-is capabilities of an organisation. The maturity models for prescrip-
tive purpose of use provide guidance on how to proceed on the evolutionary path of the ma-
turity levels. The maturity models for comparative purpose of use enables internal and exter-
nal benchmarking through the assessment results [4, 10, 20]. De Bruin et.al. argue that even
though maturity model types (descriptive, prescriptive and comparative) can be seen as dis-
tinct types, they actually represent evolutionary phases of a model’s lifecycle. In the final
phase of this lifecycle, to be used comparatively the model must be applied in a wide range
of organizations in order to attain sufficient data to enable valid comparison [10].

PoppelbuB and Roglinger proposed general design principles (DPs) for maturity models
grouped according to typical purposes of use and justified on the foundation of maturity mod-
elling literature [11]. It is important to note that Poppelbul and Rdglinger states that they
deliberately omitted the comparative purpose of use as the fact of whether corresponding DPs
can be met largely depends on external factors [11].

2.3  SME Characteristics

Several studies in the literature suggest that SMEs may be differentiated from larger compa-
nies by a number of key characteristics [15] [21] [22]. Different approaches to the phenomena
of organisational characteristics were taken in the literature. Yu et al. abstract organisations
as organic entities similar to humans and investigate organisational characteristics in catego-
ries theoretically rooted in psychology [23]. Mijnhardt et al. use an indicator-based approach
to distinguish between a wide variety of different organizations [8].

In this paper, we focus on the characteristics present in the literature related to SME re-
search. Cocca and Alberti conducted a literature review and analysed many papers focusing
on SMEs in different fields of science [15]. Their findings were grouped into two main cate-
gories: external and internal. The factors related to external environment are typically outside
the control of organisation [16]. As the implementation of maturity models (MM) is often
considered as part of improvement initiatives [24], they primarily depend on the internal en-
vironment of the organisations [25].



In Table 1, we present the internal characteristics that we investigated in regard to their effects
to general design principles proposed by Péppelbul and Réglinger [11]. To increase the read-
ability and to enable more comprehensible referral, the third column in Table 1 presents the
keywords used for the corresponding internal characteristics. Internal characteristics are re-
lated to resources, structure, and management practices. The keywords were selected in a way
that we consider they represent the characteristic in a recallable manner.

Table 1. Internal characteristics and whether they affect the design of information security MMs for

SMEs [15].
#  Internal Characteristics (IC) Keyword
1  Flexible and adaptable to changes, innovative Flexible
2 Loose and flat structure, lack of bureaucracy Structure
3 Skills shortages Skills
4 Lack of management expertise Management
5  Risk of personal assets Personal Assets
6  Limited resources: time, human, financial Resources
7  Lack of organizational capabilities Capabilities
8  Specialist and tacit knowledge Knowledge
9  Poor strategic planning Strategic
10 Reliance on financially based performance measures Performance
11 Control and decision-making rest primarily with one or a few people Control
12 Reactive, fire-fighting strategy Reactive
13 Intuition-based decision making Decision
14 Learning-by-doing processes Learning-by-doing
15 Short term vision and orientation Short-term
16 Incremental improvements and adjustments Improvements
17 Poor human resource management HRM
18 Focus on technical aspects and production Technical
19 Misconception of performance measurement Performance

3 Addressing SME Characteristics for Designing Information
Security Maturity Models

In order to answer the research question, we investigated each design principle proposed by
Pdppelbul and Roglinger [11] and analysed the effect of the internal SME characteristics
proposed by Cocca and Alberti [15] on the design principles. The authors of the paper did
this analysis thus the findings need to be validated. We further elaborate on the constraints of
validity in the conclusion section.

In this section, we present descriptive and prescriptive design principles proposed by P&p-
pelbul and Réglinger [11] and we discuss the effect of SME characteristics, requirements and
needs on these design principles. Additionally, we present our insights for the comparative



type maturity models. For each design principle, we discuss the SME characteristics’ effect
on the design principle and we propose design requirements for an ISMM for SMEs. Table
2, Table 3 and Table 4 present basic, descriptive and prescriptive design principles respec-
tively. To increase the readability and to enable a more comprehensible referral, the third
column in these tables presents the keywords used for the corresponding design principles.
The keywords were selected in a way that we consider they represent the characteristic in a
recallable manner.

3.1  Basic Design Principles
The basic design principles proposed by Poppelbu and Réglinger [11] are given in Table 2.

Table 2. Basic design principles [11]

#  Principle Keyword
1.1 Basic Information Information
1.2 Definition of central constructs related to maturity and maturation Maturity
1.3 Definition of central constructs related to the application domain Domain

1.4 Target group-oriented documentation Users

For an information security model for SMEs, we elaborate on the basic design principles
given in Table 2 as follows.

Regarding Information (DP1.1), the domain coverage and prerequisites for applicability of
the maturity model should be provided by possibly referring SMEs to some resources. The
prerequisites for applications might be confusing for SMEs who have skill shortages (Skills-
IC3), lack of organisational capabilities (Capabilities-1C7) and lack of management expertise
(Management-1C4). Regarding the target group, in the case of SMEs, the employees or man-
agers who have the most experience in the information security domain should be addressed
(Knowledge-I1C8) but poor human resources management might make this difficult to accom-
plish (HRM-IC17). The results should be reported in an easily understandable way. Since
SMEs have short-term vision and orientation (Short-term-1C15) and information security is a
continuous initiative, it should be made clear to the target group how the ISMM would be
beneficial for their business in the long term (Strategic-1C9). SMEs that are aiming at using
the ISMM might not have heard of any other maturity models (Skills-1C3, Capabilities-IC7,
Reactive-1C12). Therefore, the differences in the ISMM at hand from the other models avail-
able should be made clear. The differences might occur in the domain coverage, the purpose
of use, target group, design process and the extent of empirical validation.

DR1 - The information on security domain coverage and prerequisites for applicability of
the ISMM should be accompanied by extra resources for SMEs.

DR2 - The long-term benefits of utilising the ISMM should be made clear.

DR3 - The differences in the ISMM at hand from the other models available should be
made clear.

Regarding Maturity (DP1.2), as information security is a complex domain [7], a low level
of abstraction would provide more granularity and help better realisation of improvement



steps to be taken by the SMEs. This design principle is related to 1C14, “Learning-by-doing
processes”, 1C16, “Incremental improvements and adjustments” and 1C18 “Focus on tech-
nical aspects and production”. Having these characteristics in nature, SMEs will benefit from
a low-level granularity in an ISMM.

DR4 — Low-level granularity should be provided to help better realisation of improvement
steps to be taken by the SMEs.

Regarding Domain (DP1.3), it is needed to provide the definitions of central constructs
related to the information security domain. The utilisation of any well-known frameworks in
the information security domain will increase the understandability of the maturity model
[22]. Well-known standards published by Standard Developing Organisations (SDOSs) in the
information security domain (e.g. ISO/IEC 27002 [26]) might be a good reference to facilitate
the usage of adequate language and understandability of the maturity model. This design prin-
ciple is related to Skills-IC3, Resources-1C6, and Capabilities-IC7. SMEs having these inter-
nal characteristics will benefit by being provided with central constructs that are recognised
and well-perceived by their stakeholders.

DR5 — The central constructs that are recognised and well-perceived by SMEs’ stakehold-
ers (i.e. standards) should be provided to facilitate the usage of adequate language and under-
standability of the maturity model.

Regarding Users (DP1.4), given the complexity of information security and the internal
characteristics of SMEs (Skills-1C3, Capabilities-1C7, Learning-by-doing-1C14, Improve-
ments-1C16), the documentation of the ISMM should be self-explanatory and easy to under-
stand. Poor human resources management (HRM-1C17) should be considered here as a factor.
The risk of Personal Assets (IC5) increases the importance of the ISMM for SMEs. Managing
the information security risks reduces the risk of assets which is a direct positive effect for
the target group. Providing SMEs with some guidance on how to estimate the cost of efforts
with respect to capabilities and maturity levels should be considered (Performance-1C10).

DR6 - The documentation of the ISMM should be self-explanatory and easy to understand.

DRY7 — The benefit of using the ISMM for protecting the assets should be made explicit.

DR8 - The documentation of the ISMM should include guidance on how to estimate the
cost of efforts with respect to capabilities and maturity levels.

3.2 Design Principles for a Descriptive Purpose of Use

The design principles for a descriptive purpose of use are proposed by P&ppelbufl and
Réglinger [11] as follows (Table 3).

Table 3. DPs for a Descriptive Purpose of Use [11]

#  Principle Keyword

2.1 Intersubjectively verifiable criteria for each maturity level and level of  Criteria
granularity

2.2 Target group-oriented assessment methodology Assessment




Regarding Criteria (DP2.1), assessment criteria should be concise, precise and clear as
defined by [11] as a general principle, specifically for information security maturity model-
ling for SMEs, the information source [20] for the criteria should be also be provided. The
SME characteristics Skills-IC3, Capabilities-IC7, Learning-by-doing-IC14 and Improve-
ments-1C16 are related to this principle. SMEs would benefit from well-founded assessment
criteria as they rather plan for small steps of improvements (Learning-by-doing-1C14 and
Improvements-1C16) and they have a lack of expertise and capabilities.

DR9 - The assessment criteria should be concise, precise and clear and the information
source for the assessment criteria should be provided.

As a consequence of several SME characteristics related to lack of expertise and skills
(Skills-1C3, Resources-1C6, Capabilities-1C7), SMEs might prefer to outsource the manage-
ment and implementation of information security. Outsourcing information technology infra-
structure is also an identifier in the decision to outsource the security of this infrastructure.
Regarding Assessment (DP2.2), outsourcing decisions should be one of the parameters to
consider for the applicability of assessment criteria.

DR10 - The assessment methodology should enable the configuration of the criteria ac-
cording to SMES’ outsourcing decisions.

The European Digital SME Alliance has recently published a position paper on the EU
Cybersecurity Act and the role of standards for SMEs [27]. In this paper, the need for distinc-
tion between different types of SMEs is emphasized. The reason of this differentiation is pre-
sented as to make sure that cybersecurity solutions and standards are tailored to them. Re-
garding Assessment (DP2.2), the SME categories proposed by the Digital SME Alliance can
be considered to configure the assessment criteria provided by the maturity model
(Knowledge-1C8).

DR11 — The assessment methodology should enable the configuration of the criteria ac-
cording to different categories of SMEs’ according to their role in the digital ecosystem.

The assessment methodology should be reusable to allow multiple assessments and com-
parisons over the time of the assessment results to present and observe the improvement [28].

3.3 Design Principles for a Prescriptive Purpose of Use

The design principles for a prescriptive purpose of use are proposed by PdppelbulR and
Réglinger [11] as follows (Table 4).

Table 4. DPs for a prescriptive purpose of use [11]

#  Principle Keyword

3.1 Improvement measures for each maturity level and level of granularity I-Measures

3.2 Decision calculus for selecting improvement measures D-Calculus

3.3 Target group-oriented decision methodology D-Methodology

Regarding 1-Measures (DP3.1), prescriptive maturity models must include improvement
measures that enable the development of a road-map for improvement [11] [10]. In consider-
ation of information security as the application domain and SMEs as the target group for
maturity modelling, the improvement measures should be organised in small and achievable



steps which could be facilitated by lack of bureaucracy (Structure-IC2, Learning-by-doing-
IC14, Improvements-1C16).

DR12 - The improvement measures should be organised in small and achievable steps.

DR13 — The improvements required to progress to the next maturity level should be ex-
plicit.

D-Calculus (DP3.2) is related to decision alternatives and prioritization for improvement
planning. Improvement objectives may stem from different sources e.g. internal (manage-
ment) or external (customers). Given the limited skills, resources, capabilities and manage-
ment expertise of SMEs (Skills-IC3, Management-1C4, Resources-1C6 and Capabilities-1C7),
the decisions for choosing amongst different improvement road-maps is more critical and
needs to be justified thus should be further supported to be clear and rational.

DR14 — Clear and rational guidelines should be provided for selecting the improvement
measures.

In addition to providing a well-grounded decision for improvement, regarding D-Method-
ology (DP3.3), a maturity model should also provide SMEs with the tailored advice for adapt-
ing the improvement measures considering their role in the digital ecosystem [27], flexibility,
control and decision-making mechanisms (Flexibility-IC1, Knowledge-IC8, Control-IC11,
Decision-1C13).

DR15 - Tailored advice for adapting the improvement measures should be provided for
different categories of SMEs.

3.1  Design Principles for a Comparative Purpose of Use (CPoU)

As stated earlier, our reference study for the general design principles, P6ppelbul? and
Réglinger deliberately omitted the principles for the comparative purpose of use [11]. De
Bruin et al. states that for a model to be used comparatively it must be applied in a wide range
of organizations in order to attain sufficient data to enable valid comparison. Cholez and
Girard presented a framework that allows multiple assessments and successive comparisons
over the time of the assessment results in their study on information security maturity assess-
ment in SMEs. The exemplar assessment result in this study presents a radar graphic depicting
the enterprise profile [28]. We recognize that the utilisation of this kind of visuals to present
the assessment results for comparative purposes can assist SMEs for better understanding and
presenting their as-is and to-be positions. This will help to reduce “Misconception of perfor-
mance measurement” in regards to Performance-1C19 (Table 1). As stated in Section 3.1,
SMEs may gain strategic advantage by comparatively using the assessment results (Strategic-
1C9).

DR16 - Visual presentation of the assessment results for comparative purposes should be
utilized to assist SMEs to better understand and present their as-is and to-be positions.

4 Mapping of SME Characteristics and Design Principles

In this section, the mapping of internal characteristics given in Table 1 and design princi-
ples given in respective tables (Table 2, Table 3, Table 4) are presented here as a summary



in Table 5. This table shows the associations between the SME characteristics and the design

principles by specifying the corresponding design requirements as discussed in this paper.

Table 5. Mapping of SME characteristics and design principles.

Internal
Characteristics

Flexibility (IC1)
Structure (IC2)
Skills (1C3)
Management (IC4)
Personal Assets (IC5)
Resources (IC6)
Capabilities (IC7)
Knowledge (IC8)
Strategic (IC9)
Performance (1C10)
Control (IC11)
Reactive (IC12)
Decision (1C13)

Learning-by-doing
(1C14)

Short-term (IC15)
Improvements (IC16)
HRM (IC17)
Technical (1C18)
Performance (1C19)

Design Principles
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DR15
DR12, DR13
DR1, DR3 DR5 DR6 DR9 DR10 DR14
DR1 DR14
DR7
DR5 DR10 DR14
DR1, DR3 DR5 DR6 DR9 DR10 DR14
DR1 DR11 DR15
DR2 DR16
DR8
DR15
DR3
DR15
DR4 DR6 DR9 DR12, DR13
DR2
DR4 DR6 DR9 DR12, DR13
DR1 DR6
DR4
DR16

5 Conclusion

In this paper, we investigated the SME characteristics [15] that may affect the general design
principles of maturity models for SMEs [10] [11]. We discuss the possible effect of the SME
characteristics on the general design principles and propose 16 design requirements for an
ISMM for SMEs.
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We present the mapping of the internal SME characteristics and the design principles by
specifying the corresponding design requirements as a summary. Since the mapping of the
internal SME characteristics and the design principles was done by the authors, it is important
to bear in mind the possible bias in these. This limitation stimulates further research to assess
the validity of the proposed design requirements by means such as evaluation by SMEs and
maturity model developers. Another possibility for future research is a review of a set of
existing ISMMs concerning the proposed design principles.

We believe that if the proposed design principles are taken into account from the very start
of ISMM development for SMEs, one can systematically account for diverse SME character-
istics profiles, thereby significantly increasing the potential usability and applicability of the
resulting maturity model. This will yield a better individual and organisational learning with
respect to information security.
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