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Abstract. In the current dynamic and competitive market, contemporary manu-

facturing systems must be constantly adapted to meet the requirements for a 

more agile and smart production. The advent of Industry 4.0 comes as a refer-

ence on development of applications and technologies for manufacturing pro-

cess innovation. Among the pillars of Industry 4.0, a noticeable relevance is 

given to Cyber Physical Systems, Internet of Things and Internet of Services. In 

parallel, new technologies as Blockchain and Smart Contracts are important in-

novations also coined by the Information Technology domain. More specifical-

ly, Internet of Services is characterized by a service-oriented computing model 

enabling a diversity of software-based services through the Internet, among 

them the Blockchain solution. The paper explores these technologies bringing 

their intersection as well as their possible applications in the shop floor level. 

Through the interlock of such concepts, the paper aims to propose an architec-

ture that promotes the utilization of Blockchain for the validation of some ser-

vice demands in an advanced manufacturing scenario of the Industry 4.0. Lastly 

a hypothetical case study is presented for illustrating the proposed architecture. 

Keywords: Blockchain, Internet of Services, Industry 4.0, Cyber Physical 

Sytems, Smart Contracts 

1 Introduction 

The advent of Industry 4.0 comes as a reference on development of applications 

and technologies for manufacturing process innovation. Such paradigm integrates 

Cyber Physical Systems, Internet of Things and Internet of Services [1,2,3]. 

Individuals and enterprises are each day more surrounded by connected devices 

and remote services with the potential for real-time interaction. The objects intercon-

nected demand application-centric technologies to be able to provide a diversity of 

services [4], indicating Internet of Things and Internet of Services domains emerge. 

The Internet of Services, for instance, is characterized as a distributed computing 

environment which can be filled by a large number of software services [5]. 
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Blockchain is also considered a new endeavor of the pervasive area of technology 

information, supporting a secure exchange of data, knowledge and services so that the 

parties can contribute their parts [6]. 

By considering that manufacturing have many types of contracts, related with in-

dustrial services (e.g. maintenance and support), we can propose the follow question: 

how could conventional service contracts turn into Smart Contracts? 

The aim of this paper is to propose an architecture for the application of Block-

chain-technology and Smart Contracts as the linkage between the Internet of Services 

and the data generation on the shop floor level through the Cyber-Physical Systems. 

2 Research Method 

The paper is theoretical and proposes an architecture of possible implementation, 

which main goal is the utilization of Blockchain technology for the validation of 

manufacturing service contracts. 

First, through an exploratory bibliography review, the paper brings the technical 

concepts of Blockchain as well as the rules of use in concern of Smart Contracts. It 

brings also the state-of-the-art for the technologies subsumed from the Industry 4.0 

such as the Cyber Physical Systems, Internet of Things and Internet of Services.  

Based on the definitions and funtionalities of these new technologies, an interlock 

is proposed considering its application on a shop floor scenario. Lastly a hypothetical 

case study is presented for illustrating the proposed architecture. 

3 Blockchain and Smart Contracts 

Blockchain creates reliable transactions through an intelligent code. Such possibility 

promotes a collaboration in community since the transactions are validated among 

two or more parties, different from the traditional centralized model [7]. 

Technically, Blockchain is a protocol or sequence of messages between at least 

two computers, consisting of algorithms that communicate through the messages. 

During its operation, it occurs the storage of blocks with information about specific 

applications, which allow to identify intelligent devices and program them according 

to the interactions [6].  

Blockchain works as a distributed ledger through a system of computers in a net-

work. Its functions are recording transactions, executing electronic contracts and per-

forming asset tracking. There is no central control and no participant is more reliable 

than any other, depending, therefore, on a decentralized consensus that comes from 

other participants validation of the existing rules. Such rules, which blockchain can 

store and validate, are specific domain information called Smart Contracts [8]. 

Smart Contracts can be understood as a computer protocol used to facilitate and 

automate financial contracts [9]. According to the operation of the Blockchain, the 

possibility of storing records with the implementation of Smart Contracts for transac-

tions (application of rules) in distinct domains has become feasible. One of the possi-

ble areas of implementation that is setting itself up is the Internet of Services [10]. 



3 

4 Industry 4.0 structural elements 

4.1 Cyber Physical Systems 

Cyber Physical Systems (CPS) are the convergence of two layers of information 

technology: the physical or technology layer, and the "cyber" or virtual layer [11].  

The architecture of this type of electronic system is composed of sensors and ac-

tuators that monitor the physical processes in the environment in which they act, cre-

ating a virtual twin of the real world [12]. Sensors are devices responsible for captur-

ing information from the physical environment and transforming it into electrical and 

digital signals. Actuators perform interventions in the physical world started from 

digital signals and commands, such as the opening and closing of valves, for example.  

The Cyber Physical Systems will be increasingly involved in production systems 

due to the interconnectivity skills and the autonomy over external influences and in-

ternal stored configurations. In such production systems, both horizontal integration 

through value networks as well as the vertical integration through network manufac-

turing systems can be built to produce intelligent production [13]. 

4.2 Internet of Things 

It is through the Internet of Things that the Cyber Physical Systems communicate 

with each other and with people in real time [12]. 

Internet of Things (IoT) is a term created by a British entrepreneur and founder of 

start-ups called Kevin Ashton. His idea formulated in 1999 described a system in 

which the material world communicates with computers through the exchange of data 

with omnipresent sensors. Almost a decade after its creation, in 2009, the number of 

devices connected to the network exceeded the number of inhabitants of our planet. 

This time, according to Cisco, is the true birth of the "Internet of Things" [4]. 

With the advent of IoT, objects such as machines, vehicles and home appliances, 

are connected and accessed remotely by mobile devices connected to the Internet.  

Therefore it is possible to affirm that the operation of a certain cyber physical sys-

tem became conditioned along the operation of the Internet of Things. 

4.3 Internet of Services   

The Internet of Services (IoS) can be defined as a new way of business relation 

with its target audience through the intelligent objects, offering new services and 

transforming business models [14]. Through the IoS, both internal and external ser-

vices are created, offered and reused by the value chain participants [12]. 

In a technical level, service can be a software available on Internet with a defined 

interface [15]; a platform used to pay for products through the web; or part of an in-

frastructure such as a virtual machine where files are stored, named "cloud" [16]. 

The services generated by the Internet of Services bring even more value to the In-

ternet of Things because through the many objects connected, new services can be 
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created and combined with each other. The cross-referencing of information through 

the companies and the users of the systems allows to add value to the service that is 

being provided to the final customer.  

5 Proposed architecture 

By the intersection of the technologies described, we propose an architecture for a 

Smart Contracts application on Blockchain technology as illustrated on Fig. 1.  

 

 

Fig. 1. Architecture for Blockchain and Smart Contracts through the Internet of Services  

The proposed architecture works as follows:  

- The Shop Floor (physical) layer is responsible for performing manufacturing 

transformation operations. In the case of productive processes, it can be understood as 

operation machines and tools, conveyor belts, robots, furnaces, boilers, manual opera-

tions, reactor tanks, etc. The events in this layer can request services (e.g. task valida-

tion; job information, poka yoke digitalization).  

- The Cyber-Physical System (CPS) layer is interconnected to the physical ele-

ments through sensors and actuators, so that the monitoring and control of the physi-

cal environment can be performed from the virtual environment. In addition to the 

control of such equipment, it is also allowed to carry out tests and simulations. 
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"Smart" equipment allow for decentralized decision-making and real-time human 

cooperation. The CPS layer delivers services to the Shop Floor layer through actua-

tors, displays, sign lights, etc.   

- The Internet of Services layer works as a service bus where different services can 

be accessed, matched and integrated by discovery and composition applications for an 

Industry 4.0 smart manufacturing environment [17]. 

- The Blockchain layer is implemented by Blockchain DLT (Distributed Ledger 

Technologies) allowed with an immutable ledger that will be maintained by peers in a 

private network where all Smart Contracts can be accessed. When a service is re-

quested and delivered, a smart contract is stablished between the company and one 

service provider in a peer-to-peer transaction, validated by the Blockchain network. 

Thus, the Blockchain layer is responsible for: 

- The validation of the predefined rules (services), in form of Smart Con-

tracts, according to the distributed network consensus and stored in the specific 

Blockchain; 

- The interactions on the development of new rules, as well as the adversity 

of operations, that come from the interconnection existing through the Internet 

of Services; 

- The control, which is automatized and decentralized in the units, with their 

intelligent and autonomous objects on the production line. 

- The Services Providers are different players, both virtual and physical, that, 

through the Blockchain validation, become trusted third parties within a collaborative 

business ecosystem where the services are offered and consumed in combined use. 

The total integration of the value chain with the production structure allows possi-

ble communications with suppliers and customers through the Internet of Services. 

6 Application Case 

The proposed architecture can be illustrated considering the following scenario: A 

steel industry uses a complex emission filter system, provided by a partner through 

servitization.  

Servitization in the manufacturing equipment industry is enabled by the increased 

incorporation of sensors that provides data about the condition and usage of manufac-

turing equipment. The collected data can be processed and analyzed to gain new in-

sights and provides companies with the opportunity to create new value adding ser-

vices [18].  

For a product-oriented business model, the manufacturer has a low level of serviti-

zation. The revenue stream is largely based on product sales and spare parts and the 

ownership of the product is considered as transferred to the customer. This is a trans-

action-based “production and consumption” business model where the responsibilities 

of ownership lie with the customer. For a service-oriented business model, which has 

a higher level of servitization, the supplier still collocate the equipment, but the own-

ership of the product is not transferred to the customer. Instead, the supplier takes 

responsibility for equipment selection, consumables, monitoring of performance and 
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carrying out servicing and disposal. In return, the supplier receives payment as the 

customer uses the capabilities that the equipment provides [19]. 

This service-oriented or “pay-per-use” model in a manufacturing company would 

rely on connected manufacturing equipment that contain embedded technologies, 

enabling them to interact with other objects or external environment.  

6.1 Context of the hypothetical case   

The steel industry “XYZ” presents a volatile productive capacity thus it demands 

elasticities, as well as pass-through rates and updating of allocation rules. 

If an increase on production demand is forecasted, the filtering capacity should be 

flexible enough to match the new emission volume. On the other hand, when demand 

decreases to a lower level, the industry should not pay for a higher emission filtering. 

To manage this critical configuration, software versioning and real-time access 

control are vital to maintain information quality and demand accuracy. Further, a 

connected network and “smart” equipment allow for decentralized and real-time deci-

sion-making. 

Moreover, smart contracts may mitigate the bureaucracy and automate the contract 

rules by replacing the conventional service contracts.  

In this “value in use” business model, the responsibilities for equipment perfor-

mance lie with the supplier or service provider who receive revenues as the customer 

uses the filters. 

6.2 Application of proposed architecture 

By contracting the filtering capacity through Internet of Services and Blockchain-

technology, the contract rules between the steel industry “XYZ” and their service 

providers can be quickly adapted to the demand sensed by the filters on the shop floor 

level. 

Illustrating through our proposed architecture, we have the following: 

- Steel production filters on shop floor are on the physical layer with their sensors 

and actuators. Emission volume and emission composition sensors, that involves gas-

es and particular material, requests services to the Cyber-Physical System (CPS) lay-

er, depending on the up or down fluctuation. 

- The Cyber-Physical System (CPS) layer is interconnected to such physical ele-

ments through their sensors and actuators, so that the monitoring and control of the 

physical environment can be performed from the virtual environment. 

- Services can be invoked from the Internet of Services layer, such as Supplier ser-

vices, Maintenance support service, among others. Regarding the emission volume 

control, the Supplier service is triggered for a contract update with the supplier. 

- Depending on the gases composition, the contract model is one or another. A 

Smart Contract is managed via Blockchain, according to the filtering capacity of the 

virtual twin.  

- The service provider, or supplier, validates the new level of gases emission and 

the Blockchain-based smart contract is updated on a peer-to-peer transaction.  
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Such architecture addresses the self-adaptive contract, real-time flexitility and se-

curity, which are the challenges that the “XYZ” manufacturing company faces when 

developing its servitization model. It promotes a range of expected benefits that en-

courage manufactures to embrace the Blockchain technology. 

7 Final considerations 

This paper brings a conceptual Blockchain-technology architecture as a solution 

that can be implemented on manufacturing environment. It may validate certain man-

ufacturing service demands from members of the Internet of Services context, through 

the rules and definitions of the Smart Contracts. 

The services generated by the Internet of Services bring value to the Cyber Physi-

cal Systems in a manufacturing environement. By involving such Industry 4.0 struc-

tural elements and communication protocols, there is a great potential for creating 

rules or Smart Contracts through the Cyber Physical Systems, to be applied in valida-

tion and control of manufacturing processes. Through the data transmitted in real 

time, external elements can act in a productive system, controlling, monitoring and 

intervening both in a reactive or proactive way. 

Nowadays, individuals and organizations are increasingly connected and using ap-

plications or services offered by companies through the crossings of information con-

sidered relevant to the final consumer. However in the current model, there is a need 

for a third party to validate a certain service. With applications in distributed systems 

and through the interaction and security offered by Blockchain technology, the valida-

tion will be defined by the network members themselves.  

In a hypothetical case, we have presented an approach for implementing an adap-

tive servitization contract, based on the Blockchain proposed architecture.  
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