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Abstract. The introduction of Smart City technologies is aimed at creating vari-

ous types of public values, including operational, political and social values. One 

of the basic values created by the Smart City is the increase in trust by its stake-

holders. Trust is often considered as one of the most important factors contrib-

uting to the success of Smart Cities. The level of trust affects the interactions 

between actors, which is the basis for the successful development of a Smart City. 

Interaction is needed the generation of the required public values. Therefore, it is 

important to know the sources of trust and the degree of their presence in the city 

turned into a smart one. This paper describes one of the recent studies of trust 

factors done within the framework of the “Smart St. Petersburg” development 

project. The findings show that the willingness to participate in the Smart City’s 

strategy development discussion and its development plans co-creation highly 

depends on the willingness to trust municipal authorities and the familiarity with 

the Smart City’s solutions from around the world. 

Keywords: Trust, Smart City, e-services. 

1 Introduction 

The active development of Smart Cities and the introduction of information technolo-

gies in all spheres of people’s lives around the world have raised the question of which 

factors influences its success. Many researchers agree that mutual trust is one of the 

main enablers of smart cities benefits; it requires special attention and individual studies 

[1, 2, 3, 4]. 

The desire of the government of the Russian Federation and the Administration of 

St. Petersburg to benefit from digital development has led to the emergence of a number 

of legislative initiatives. These initiates lay the foundation for further development of 

the Digital Economy of the Russian Federation [5], and include: The strategy of eco-

nomic and social development of St. Petersburg for the period up to 2030 [6], the City 

priority program "Smart St. Petersburg" [7], and the Standard “Smart City” [8]. These 

and other documents define the goals, strategy and development plans of St. Petersburg 

as a Smart City. During the first years of implementing a number of factors were not 

adequately taken into account and managed. This led to the failure in achieving the 

most of goals [9]. Also, an incentive to search for new solutions was as a result of the 

relatively low level of trust among citizens in the state institution. This is confirmed by 
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recent international research showing that Russia is one of the countries with the lowest 

level of citizens' trust in government, which has even a tendency to further decrease [9]. 

The project office of Smart St. Petersburg was founded at ITMO University and 

headed by the governor of St. Petersburg in early 2018. Such a high status of the project 

office allowed initiating a series of research projects aimed at studying the problems of 

development towards becoming a Smart City. Among them were several ones dedicated 

to the study of the problem of trust. This increase in attention to the problems of trust 

and the expansion of its interpretation has been observed only recently. Gradually, it 

comes to the understanding that studying the trust of citizens solely on the safety aspects 

and technical reliability of the created IT systems, which has been practised in Russia 

so far, does not answer pressing questions. It also does not correspond to current trends 

and challenges.  

The research questions of this study is “Which trust factors have the most significant 

impact on the citizens’ and civil servants’ intention to participate in smart city services” 

The study is conducted for Smart St. Petersburg services which limits its generalizabil-

ity. The novels of the study described in this article are: 

a) A significant expansion of the conceptualization of the terms "Smart City" and 

"Trust" in comparison with that previously practiced in Russia and in St. Petersburg 

(described in the Literature Review section);  

b) Formulation of research hypotheses that have not been analysed in relation to the 

problems in the development of St. Petersburg and its solution which is not reflected 

in the regulatory documents so far (described in the Hypotheses Development sec-

tion);  

c) The applied methodology based on various sources of information (polls of citi-

zens and government officials, regulations, official statistics, websites of civil initi-

atives and analysis of publications in social networks) that complement and double-

check each other (described in the Research Methodology section).  

Some of the most important, in our opinion, research results with their interpretations 

and discussions are given in the sections: Findings and Reflections, conclusion. 

2 Literature background 

2.1 Trust and Trust in innovations 

The history of the theory of trust development within sociology began with authors 

such as Fukuyama [10], Sztompka [11], Luhman [12], Barber [13], Coleman [14], and 

Hardin R. [15]. These authors viewed trust as a critical element of social relations in 

modern society, which is essential for harmony and economic prosperity. 

While trying to answer the question of trust in innovations, some researchers relied 

on the theory of diffusion of innovations by Rogers [16]. In this theory, the development 

of any new technology was considered as the result of a comparative assessment by the 

user of five main factors: comparative advantages when using this technology, its 



compatibility with previous technologies of the same type, the complexity of learning 

new skills, the ability to independently test the new technology and its visibility. 

A simpler theory named that “technology acceptance model” (TAM) was proposed 

by Davis [17]. TAM described the intention to use new technology as a result of a 

rational correlation of the expected benefits of the technology with the expected diffi-

culties in its development. 

However, both of these theories exclude the social context within which technolog-

ical innovations are adapted. Content is considered often as essential. The introduction 

of new technologies, especially information technologies has created a lot of new prob-

lems associated with trust in them. Two of the first researchers in the field of assessing 

the role of trust based on the theory of social construction of technology were MacKen-

zie and Vedzhkman [18]. Carter and Belanger [19] extend TAM and include trust was 

identified as the main factor contributing to the adaptation of information and commu-

nication technologies, expected benefits and expected ease of development. 

The introduction of information technology in the public sector is often associated 

with the creation of electronic services and research in this area we consider relevant to 

our tasks. Analysing the problem of adapting to public electronic services, L. Carter 

and V. Weerakkody [20] clarified the concept of “trust”, dividing it into trust in infor-

mation and communication technologies and trust in authorities, who offer to use their 

services in electronic form. 

Later, this concept was further elaborated by M. Horst, M. Kutshreuter and J.M. 

Gutteling. In their work, trust in the authorities was interpreted as the need of users to 

trust the ability of the authorities to manage the new service delivery system (“infor-

mation management capacity”). Trust in the authorities was also defined as confidence 

in the technical reliability of the relevant infrastructure and its services [21].  

Empirical studies have shown a direct correlation between the level of trust in gov-

ernment and the willingness to use its electronic services. In the above mentioned study 

by M. Horst and his co-authors on Dutch material, it was demonstrated that the higher 

the level of trust in the ability of authorities to provide services in an electronic form 

and the less the worry in the technical reliability of the electronic services system, the 

stronger the respondents express their intention to use such services [21]. In other 

words, trust in the authorities is a strong positive incentive that contributes to the adap-

tation of government electronic services. 

The same conclusions were made by J. Lee, H.Yu. Kim and M.J. Ahn, who investi-

gated the attitude of small and medium-sized entrepreneurs to e-government in South 

Korea [22]. They showed that a high level of trust is based on the personal experience 

of citizens and implies satisfaction with the quality of existing public services. Also, 

the Korean authors made the assumption that there is not only a direct, but also an 

inverse correlation between the level of satisfaction with traditional services and the 

readiness to use their electronic equivalent. Therefore, a high level of trust in the au-

thorities can act not as an incentive, but as a barrier to the transition. In this case, with 

a high level of satisfaction with traditional services, citizens may not feel the need and 

might not be willing to take risks, moving to a new type of service. 

On the contrary, with a low level of satisfaction with the work of state institutions, 

citizens may have hope that interacting with the authorities in electronic form, they will 



be able to avoid the unavoidable personal interactions. In the course of research in Ko-

rea, this assumption was not true as entrepreneurs considered the high quality of public 

services as a pledge that the authorities will be able to provide the same quality of work 

in electronic form. Therefore, their satisfaction with the quality of services increased 

their willingness to switch to the electronic format of interaction with officials and dis-

satisfaction dramatically reduced the estimated utility of such services. However, one 

should not discard this assumption completely. 

2.2 Smart City 

Before answering questions about various aspects of trust in the Smart City, we need 

to understand what the Smart City term means. It should be recognised that in world 

practice, there are many ways for describing the term and concept of a Smart City [23, 

24]. For the purposes of our study, we have found some useful approaches proposed by 

several authors. 

A higher impact on the formation of a Smart City image had a techno-centric ap-

proach, offering such a definition as "The vision of smart cities is the urban centre of 

the future, made safe, secure, environmentally green and efficient because all structures 

whether for power, water or transportation are designed, constructed, and maintained 

making use of advanced, integrated materials, sensors, electronics and networks which 

are interfaced with computerized systems" [25, p.5]. However, over time, more and 

more attention in the definition of smart cities is being paid to achieving the goals re-

lated to the well-being of the inhabitants and their leading role in shaping development 

policies: "The concept of Smart City (SC) as a means to enhance the life quality of 

citizen has been gaining increasing importance in the agendas of policymakers” [26, 

p.35]; A city “connecting the physical infrastructure, the IT infrastructure, the social 

infrastructure, and the business infrastructure to leverage the collective intelligence of 

the city” [27, p.361]; "A city well performing in a forward-looking way in economy, 

people, governance, mobility, environment, and living, built on the smart combination 

of endowments and activities of self-decisive, independent and aware citizens" [28, 

p.11]. 

Thus, in spite of the fact that even the Wikipedia gives us a techno-centric definition 

“A smart city is an urban area that uses different types of electronic Internet of things 

(IoT) sensors to collect data and then use this data to manage assets and resources effi-

ciently” [29]. The same article states that these technologies are used to engage effec-

tively with local people in local governance and decision by use of open innovation 

processes and e-participation. Thus, improving the collective intelligence of the city's 

institutions through e-governance, with emphasis placed on citizen participation and 

co-design [29]. The same point of view about the mandatory involvement of citizens to 

achieve success in the Smart cities’ development was supported by Glasmeier and 

Christopherson [30] and Robinson [31]. 



2.3 Trust in the Smart City’ context  

A standard model conceptualizing a Smart City does not exist and each city must create 

its own original smart solutions depending on its unique requirements and for the best 

satisfaction of the interests of its citizens. Taking a citizen-centric approach implies the 

active participation of citizens in the construction of a Smart City that is possible only 

if there is trust between all interacting parties. Trust, in turn, is closely related to mutual 

understanding between the interacting parties regarding common goals and methods 

for achieving them. However, because smart cities are usually discussed as projects 

between technology providers, engineers, local authorities and universities, the ordi-

nary people who vote for politicians, pay taxes, buy products, use public services and 

make businesses work are not even aware of the idea, let alone supportive of it [32]. 

Government leaders have an opportunity to build trust by communicating the strategic 

thinking and vision behind new programs that affect the long-term future of the com-

munity and which are often irreversible [33]. The success and sustainability of Smart 

City projects depend on the level of citizen trust in such initiatives and the ability of 

city governments and partners to ensure transparency and deliver valuable benefits and 

higher quality of life. As it said by BSI: “Transparency is important in order to build 

trust … this means that the leadership of a Smart City programme should aim to publish 

all key vision and strategy documents, make names and contact details of programme 

leaders openly available and publish regular updates of the performance and delivery 

against the Smart City roadmap” [33, p.18]. 

In 2016, at the initiative of the IBM, a large-scale study of US government websites 

"Smart Trust Survey" was conducted and in the results, it was discovered that none of 

the city websites mentioned whether they have a Smart City strategy available (e.g., in 

the form of a strategy publication) to citizens and other stakeholders. This fact was 

regarded as a strong factor in reducing the level of trust [34]. In the same 2016, a study 

sponsored by the Institute of Engineering and Technology (IET) found a basic lack of 

awareness among the British public about what a Smart City does and its potential to 

improve citizens’ quality of life. The danger is that smart cities may be developed with-

out sufficient insight about what people actually want them to deliver [35]. Another 

study in the UK found the need to strengthen the activities of the government to enhance 

public engagement and user satisfaction towards smart services in order to realise the 

promises of such solutions [36]. Such citizen involvement can be implemented in many 

forms, but among the most promising is direct personal participation of a citizen in 

Smart City projects or taking part in the discussion of plans and strategies for its devel-

opment [37, 38]. A trust-building framework for smart cities is multi-dimensional and 

should include the six major components [39]: 

1. Clarifying Smart City commitment and strategy; 

2. Delivering high quality of communication regarding planned projects, benefits and 

risks;  

3. Ensuring civic engagement, participative democracy and co-creation;  

4. Demonstrating the capability to innovate and deliver Smart City services; 

5. Ensuring equitable solutions that offer value to all segments of society;  

6. Providing guides and user-friendly apps to facilitate the adoption of new services. 



3 Research Methodology 

The desire of the Administration of St. Petersburg to improve the performance of pro-

jects comprising of the Smart St. Petersburg program has set the Project Office to the 

task of studying the level of trust between stakeholders and its impact on the overall 

program's performance. Specifically, the focus is on the implementation of the research 

of cyber social trust in the context of the use and refusal of information technology 

funded by the Russian foundation for basic research.  

Our study aims to answer the following research question: Which trust factors have 

the most significant impact on the citizens’ and civil servants’ intention to participate 

in the development and use the Smart St. Petersburg services? 

As a result of reviewing several models of theoretical studies proposed by different 

authors, we chose the model proposed by Hisham Alsaghier [40]. This model has been 

slightly adapted to the Smart St.Petersburg context. 

 

 
Fig. 1. Theoretical research model adapted after Hisham Alsaghier 

Based on the chosen theoretical research, the study elaborated the following factors:  

7. Trust-building framework components presence - are levels of presence of six 

major components of the trust-building framework described above. 

8. Disposition to trust - this is a general state of citizens' and civil servants’ trust in 

other people and society as a whole. 

9. Familiarity is a personal attitude based on previous experience, studying and under-

standing who and why created it.  

10. Mutual trust - the general level of trust between all interacting parties. 

11. Perceived Risk – is the opinion of citizens and civil servants. Do they consider the 

benefits of using Smart City solutions to exceed the possible negative consequences 

of such use? 

12. Intention to participate and use – is the opinion of citizens and civil servants. Do 

they wish to take an active part in the creation of Smart City solutions and use them? 

13. Smart City effectiveness - What is the degree of achievement of the targeted bene-

fits of Smart City?  
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Disclaimer: Since the target benefits of the Smart St. Petersburg program are still under 

discussion, the present study limited itself to studying the influence of trust factors on 

citizens’ and civil servants’ intention to participate in the development and use the 

Smart St. Petersburg services. 

During the research, qualitative and quantitative methods were used. 

Quantitative research consisted of two studies:  

1. A street survey of city residents was used to explore the end users’ perceptions. The 

end-user group consists of average e-service users or potential users. Extensive ques-

tionnaires were prepared by researchers and volunteers collected the required an-

swers during personal interviews with random passers-by in various parts of the city 

in December 2018. The total number of respondents and fully completed question-

naires was 600. Various social strata, level of education, IT-competence, income, 

sex were represented in proportion to their presence in the city. 

2. Combination of a street survey and a survey of civil servants of various committees 

of the Administration of St. Petersburg conducted in March 2019. The main focus 

was on the experience of use and readiness to participate in the creation of new ser-

vices of a Smart City. The total number of respondents and fully completed ques-

tionnaires was 600. The ratio of residents and civil servants was 50/50. Different 

level of education, IT-competence, income, sex was represented in proportion to 

their presence in the city. 

The qualitative research was organized in the form of collective discussion and at-

tempted to interpret the evidence obtained from the surveys together with the discrep-

ancies found between the planned and actual results of the projects during regular meet-

ings of the project office members. The participating members of the Smart St. Peters-

burg project office had a direct influence on both the decision-making in the field of 

creating the Smart City’s solutions and its implementation in the life of the city and 

utilization of expected benefits. The goal of the meetings was to understand which 

measures should be used by them to build citizens' trust in Smart City solutions.  

The baseline data consists of respondents’ answers in the form of a unified scale of 

1 (disagree) – 5 (agree) with the proposed statements (A total of over 80 statements for 

evaluation in two surveys) 

The list of variables used for the analysis is given in the Appendix. 

4 Findings 

The data was analysed using various statistical analysis. Figure 2 shows the averaged 

values of the data collected during the surveys for the selected variables. 



 
Fig. 2. Averaged values of the data collected during the surveys for the selected variables  

(Variable numbers correspond to the list in the previous section). 

There is a significant gap between the relatively high level of familiarity of the respond-

ents with conventional information technologies and the low level of knowledge of the 

Smart City solutions. 

Figure 3 allows us to see the differences in the observed trust-building framework 

components in different areas of city life. Observed significant differences will help us 

to make a subsequent correlation analysis to find the main dependencies between the 

variables under study. 

 
Fig. 3. Averaged values of the trust-building framework components by city life areas  

(Variable numbers correspond to the list in the previous section). 

Since the main focus of our study was on finding trust factors (variables 1–20) with the 

greatest impact on the citizens’ desire to participate and use smart St.Petersburg’s so-

lutions (variables 21–26), in Table 1 we present only part of the correlation analysis 

illustrating the sought dependencies. 

Table 1. The results of the evaluation of the impact of selected variables on the intention of 

residents to participate in the development and use the Smart St. Petersburg services  

(Variable numbers correspond to the list in the previous section). 

 
 

Table 1 shows clearly that the highest level of residents’ desire to use the Smart City 

services depends on the following factors: 



1. Availability and relevance of smart city development plans, expected risks and ben-

efits; 

2. Quality of the created Smart City solutions and services; 

3. Benefits obtained by various beneficiaries; 

4. Level of citizens’ familiarity with the PC, Internet and the Smart City’s solutions 

from around the world; 

These main dependencies were explained during expert councils as follows: 

1. The publication of various strategic plans that are not being implemented is quite 

familiar to our environment. A more detailed description of the detailed planned ac-

tions, associated risks and expected benefits is unusual, attracts interest and inspires 

confidence; 

2. Personal experience of using well or poorly created Smart City’s solutions has a 

direct impact on trust / distrust of future ones; 

3. The knowledge that various beneficiaries expect benefits that are meaningful to them 

gives rise to the hope that they will do their best to get them, which will lead to a 

belief in positive outcomes for all; 

4. Since Russia is not a world leader in e-government and smart cities, it’s understand-

able that trust in solutions has already been tested and led to positive results in other 

countries. Those familiar with such solutions are willing to create and use them to a 

much greater degree than those whose level of awareness is low. 

Also, it is noted that he willingness to use feedback and e-participation tools depends 

primarily on the quality of these tools. The willingness to participate in the Smart City’s 

strategy development discussion and its development plans co-creation highly depends 

on the willingness to trust municipal authorities and the familiarity with the Smart 

City’s solutions from around the world. 

The relatively weak influence of factors that were originally considered significant 

turned out to be a surprise for members of the Smart St. Petersburg’s project office: 

─ The intensity of Smart City solutions promotion - Residents formed in the conditions 

of state propaganda and the promotion of false values have developed a certain im-

munity to attempts of state promotion of anything; 

─ Willingness to trust other people – This level was high on average, but had very 

slight variations, which did not allow detecting its effect on potentially dependent 

variables. It may be necessary to improve the methodology for evaluating this vari-

able in further studies; 

─ Willingness to trust the Internet and service providers - Traditionally, St. Petersburg 

has a high level of confidence in the Internet and service providers with small fluc-

tuations, which, just as in the previous case, does not allow to evaluate its impact; 

─ Level of familiarity with existing local Smart City solutions - Citizens with a very 

different level of familiarity with local solutions were included in the research sam-

ple. The low correlation of this variable with the desire of citizens to participate and 

create smart city solutions is difficult to explain and needs further research. 



5 Conclusions 

In this study factors influencing trust in smart cities were investigated. The results of 

the study will help the city administration and the project office of the Smart St. Peters-

burg program to find the most optimal solutions to make the city more prosperous and 

comfortable for life. The study contributes to the understanding of trust factors in Smart 

City projects development. Four main factors were found, including Availability of 

published and current statements of commitment and strategy; Quality of the created 

Smart City solutions and services; benefits obtained by different beneficiaries, and level 

of citizens’ familiarity with the PC, Internet and the Smart City’s solutions from around 

the world. 

The framework proposed could be of interest for GCIOs and IT- managers facing 

some issues of e-services and Smart City solutions effectiveness and expected benefits 

gaining. Among the main decisions developed based on the results of this study and 

which have already begun to be implemented are: 

─ Preparation of the order in the city’s administration on the adaptation and publication 

of the strategy and work plans of the project of Smart St. Petersburg for their public 

discussion; 

─ Shifting the emphasis of creating Smart St. Petersburg from the digitization of the 

city to creating values for the main groups of its citizens based on the optimal choice 

of Smart City solutions from among the possible ones when drawing up plans for 

the next year. 

Also, there is confidence in the city administration that the conducted research brings 

real benefits and such studies will continue.  

Further planned research in this area will be focused on improving both the theoret-

ical model used and on increasing the openness for citizens and the scientific commu-

nity of discussion and interpretation of the results obtained. Also, the analysis of the 

obtained data will be more and more profound in further work. 
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Appendix 

Trust-building framework components (According to Glasco J., by the economy, 

education, health, transport, public safety, municipal governance): 

1. Availability of published and current statements of commitment and strategy; 

2. Availability and relevance of Smart City development plans, expected risks and ben-

efits; 

3. Availability, convenience, performance of e-participation tools; 

4. Quality of the created Smart City solutions; 

5. Benefits obtained by various beneficiaries; 

6. The intensity of Smart City solutions promotion. 

Disposition to trust 

7. Willingness to trust other people; 

8. Willingness to trust municipal authorities; 

9. Willingness to trust Russian Internet and service providers; 

10. Willingness to trust foreign Internet and service providers; 

11. Willingness to trust social network administrators 

Familiarity 

12. Level of familiarity with the PC; 

13. Level of familiarity with the Internet; 

14. Level of familiarity with traditional public services; 

15. Level of familiarity with e-government services; 

16. Level of familiarity with the solutions of Smart City from around the world; 

17. The level of familiarity with the local Smart City solutions. 

a. Services; 

b. Feedback; 

c. Participation tools; 

Perceived quality of developed Smart City solutions 

18. Quality of the Smart City services; 

19. Quality of feedback tools; 

20. Quality of e-participation tools; 

Intention to participate and use 

21. Willingness to use Smart City services; 

22. Willingness to use feedback tools; 

23. Willingness to use e-participation tools; 

24. Willingness to participate in the Smart City’s strategy development discussion; 

25. Willingness to participate in the Smart City development plans co-creation; 

26. Willingness to participate in the Smart City specific solutions creation. 


