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Abstract. Despite the overwhelming and unabated popularity of social net-
works in the past years, the motivation behind an individual’s registration to
such platforms is still largely uncharted. Based on an in-depth review of leading
Information Systems literature, this paper investigates which factors potentially
influence individual’s self-disclosure in social networks. The literature review
reveals information privacy violation as the primary risk of online platform use.
Regarding benefits, two categories are identified: social benefits, like reciproci-
ty, relationship building and maintenance, or self-presentation as well as non-
social benefits related to convenience, like personalization, entertainment, and
safety and security. The later ones are mostly neglected in existing models. The
main contribution of this paper consists of filling this gap by developing an en-
hanced research model of the user's self-disclosure in social networks.
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1 Introduction

Social networks enjoy impressive popularity. Facebook, as an example, counts ap-
proximately 1.55 Billion active users [1]. In 2015, 3.17 billion people in the world
had access to the Internet. This means that close to 50% of all Internet users are Face-
book members [2]. Generally, a social network is an online community where regis-
tered users present themselves on personal profiles and can interact with other users
[3]. Other global social networks are for example Twitter, with around 320 million
users [4], or Snapchat with approximately 200 million users [5]. Following the postu-
lation of [6] that social networks should not be treated as one of a kind, we focus on
the previously mentioned public social networks, which have a hedonistic purpose.
Due to its size and importance, this group of social networks is already targeted by
researchers such as [3] but requires further analysis [6].

Through the registration and subsequent creation of individual profiles, users reveal
sensitive personal information. Publically the disclosure of personal data in social
networks is debated controversially as it bears significant risks [7], [8]. The disclosed



personal information can be a valuable asset to several agents in today’s digitalized
society. Companies for example have great interest in personal data as they can use it
to gain insights and thus generate a technology-based competitive advantage [9]. Pub-
lic authorities seek to understand dynamics of the society with the help of the data
collected. However, criminals might also profit from the disclosed data [10]. Present-
ing sensible information about oneself in social networks can have severe tangible
and intangible consequences such as identity theft, fraud, and misuse [8]. Despite
these threats, social network users are willing and forthcoming with regards to sharing
personal information with other users that may be complete strangers [11]. Literature
in the field of self-disclosure coherently suggests that social benefits are key motiva-
tors behind personal information disclosure. Scholars base their argumentations on
Social Exchange Theory [12] and its successors like the Privacy Calculus Model [13],
which state that self-disclosure is an essential part of relationship building, ultimately
resulting in an individual’s social benefits and increased well-being.

Self-disclosure in social networks comprises the interaction of humans and technolo-
gy and requires an interdisciplinary research approach [14]. Thus, this topic has
caught the focus of the Information Systems (IS) community. Besides the focus on
social aspects, recent IS literature dealing with behavior in social networks provides
some hints on non-social benefits an individual can reap from self-disclosing in the
networks. These additional benefits seem to be convenience-related [3]. However,
they are neither clearly elaborated nor comprehensively presented in current research
so far. This paper solely concentrates on motives of the individual. In doing so, we
focus on enabling individuals to self-reflect and thus to create a practical additional
value for the user. Aiming on developing an enhanced model of self-disclosure in
social networks containing both social benefits and non-social benefits related to con-
venience, we formulate the following two research questions (RQ):

e RQIl: What are social benefits that affect individuals to disclose personal infor-
mation in social networks?

® RQ2: What are non-social benefits related to convenience that affect individuals to
disclose personal information in social networks?

This paper contributes on a theoretical level by building the foundation for a revised
research model stating the factors that affect users to disclose personal information in
social networks. Based on that, hypotheses for future empirical research are formulat-
ed. The remainder of this paper is organized as follows. First, the literature review is
presented. Results are discussed subsequently leading to the revised model and re-
spective hypotheses. The paper ends with a conclusion.

2 Literature review

Our method of choice is a structured literature review that analyzes and summarizes
findings from available papers, while identifying research gaps and giving direction
for future research [15]. The literature review objectively identifies different points of
view for specific keywords or phrases and clusters a heterogeneous collection of liter-
ature available [16].



Recent studies discuss the cross-functional and cross-disciplinary nature of research
activities concerning social networks and emphasize the central role for IS scholars,
given the longstanding tradition of the IS field dealing with such questions [17]. Con-
sequently, our focus lies on IS literature. Thus, publications from other related disci-
plines like law and psychology are excluded in this paper. Our objective is to work
out to what extend the academic discipline of IS has engaged in exploring and analyz-
ing the phenomenon of user's self-disclosure in social networks until today. There-
fore, this work is based on a discussion of renowned IS literature published between
2008 and October 2015. This timeframe appears to be especially relevant as starting
from 2008 a sharp increase of social network user numbers around the world is per-
ceivable [1]. For identifying relevant IS literature, the VHB Jourqual 3 ranking of
2015 for “Wirtschaftsinformatik™ (IS) published by the German Academic Associa-
tion for Business Research is taken as basis [18]. Although a multitude of different
journal rankings exists [19], the VHB Jourqual 3 is chosen because of both its topical
character and scope regarding IS journals. For this literature review, only academic IS
journals with a VHB Jourqual rating of “leading scientific journal in business admin-
istration and its subdomains, Category A” and “outstanding, worldwide leading scien-
tific journal in business administration and its subdomains, Category A+ are taken
into consideration for research [20]. Moreover, Business & Information Systems En-
gineering, a leading European journal is included to provide additional geographical
and thematic diversity. Last, in order to gain a meta-perspective on the phenomenon
of online self-disclosure, publications of the A+ Business Administration journal Sci-
ence are analyzed based on the given timeframe and parameters. In total, 13 academic
journals have been identified for the literature review. This choice of literature fulfills
a number of important criteria. The chosen journals all enjoy high acceptance and
relevance in their fields and represent topical, as well as geographical diversity. As
claimed by [21], major contributions in IS are most likely to be found in the leading
journals. Finally, our journal selection covers the “Senior Scholars' Basket of Jour-
nals” (“SenS8” in list below) that comprises the eight “top IS journals” [22]. This set
of journals is commonly used when analyzing the IS field [23]. The complete list of
the 13 selected journals in alphabetical order is Business & Information Systems En-
gineering (Jourqual 3 rating: B), European Journal of Information Systems (A,
SenS8), Information Systems Journal (A, SenS8), Information Systems Research (A+,
SenS8), INFORMS Journal on Computing (A), Journal of Information Technology
(A, SenS8), Journal of Management Information Systems (A, SenS8), Journal of Stra-
tegic Information Systems (A, SenS8), Journal of the Association for Information
Systems (A, SenS8), Management Information Systems Quarterly (A+, SenS8), Math-
ematical Programming (A), Science (A+), and SIAM Journal on Scientific Computing
(A).

Search strings used for identifying topic related literature are: Internet, data, Social
Media, Social Network, privacy, disclosure. These keywords have been obtained by a
first explorative search in three of the journals, namely Information Systems Research,
MIS Quarterly, and Journal of Management Information Systems. Within these jour-
nals and the given timeframe, six relevant articles were identified. Based on common
subject terms of these articles the above keywords for further literature search were
generated. In order to lay a wide focus and to increase accuracy, these keywords are



applied one after the other during the research process. The search resulted in 26 arti-
cles which are subject to further analysis. Given the diversity and nature of the publi-
cations at hand, directed content analysis is chosen as analyzing tool for the literature
review. This qualitative research method provides knowledge and understanding of
the subject under study by coding or categorizing information and identifying key
topics and patterns [24]. This method can also be interpreted as a deductive category
application since it clusters qualitative content according to key theoretical concepts
while identifying relationships and networks in the literature pool [25].

As a result of the literature review, three main foci of the papers at hand have been
identified: self-disclosure, data analytics, and privacy. Seven articles are aggregated
under the topic self-disclosure. The topic of data analytics accounts for nine articles.
The largest category privacy comprises the remaining ten papers. It is important to
note that topic foci of the literature tend to vary in accordance with the respective year
of publication. As concepts determine the organizing framework of a high-quality
literature review, it is important to detect the most prominent concepts used in the
literature at hand [21]. Social Exchange Theory, Privacy Calculus and Privacy Con-
cerns appear most frequently in the articles. It has to be pointed out that the articles
[3], [11], [26], and [27] refer to all of the three respective concepts. They use Social
Exchange Theory as basis for their research. The concepts of Privacy Calculus and
Privacy Concerns are then employed as an extension of Social Exchange Theory in a
social network context, meaning that a certain interrelatedness between the three theo-
ries can be observed. The majority of articles thus analyzes the factors behind self-
disclosure from a social sciences point of view. However, while often being unstruc-
tured, certain non-social benefits are mentioned, as well.

Referring to our research questions, Figure 1 illustrates the scope of factors that affect
individuals to self-disclose in social networks presented in the literature at hand. It
comprises the main findings of our literature review related to both social motives and
non-social benefits that affect individuals to self-disclose in social networks.

Factors that affect individuals to self-disclose in social networks

Benefits of social nature Non-social benefits
related to convenience
Reciprocity Personalization
Relationship Building & M. Entertainment
Self-presentation Security & Safety

Fig. 1. Social and non-social benefits that affect individuals to self-disclose in social networks



3 Discussion

This chapter discusses our findings while giving answers to our research questions.
Section 3.1 focuses on the social benefits that are considered to have an influence on
user's self-disclosure in social networks. Non-social benefits related to convenience,
which are often neglected in recently published models, are elaborated in section 3.2
before mediating factors are shortly discussed (section 3.3). Our revised model is
presented in section 3.4.

3.1  Social benefits

The majority of the analyzed literature has identified reciprocity, relationship building
and maintenance, and self-presentation to be the major benefits that individuals can
reap from online self-disclosure (cf. Figure 1). These dimensions are interrelated and
overlapping. However, they are the answer to RQI. Compared to the non-social
benefits related to convenience, the social benefits are presented rather briefly, which
is caused by the general agreement upon these aspects. However, their discussion is
required due to the aim of developing a comprehensive model.

Reciprocity. Often also referred to as reciprocation, reciprocity can be seen as quid
pro quo communication, a fair exchange of information between two individuals,
synonymous with a “you tell me and I'll tell you” orientation [3]. Reciprocity is a
signal between the communicating parties that they are willing to agree to a certain
degree of vulnerability through the disclosure of personal information to advance their
relationship [26]. This signal of mutual acknowledgement and appreciation of the
relationship is perceived as a very positive message by the interacting parties. It fos-
ters intimacy and social connection or bonding. Reciprocity lays the basis for any
interpersonal relationship and is the primary benefit of self-disclosure [28]. The phe-
nomenon of reciprocity can be seen as a driver for the intensification of relationships
[3]. It leads to a greater willingness to provide further personal information, therefore
increasing a person’s vulnerability. However, individuals perceive an effect of in-
creasing intimacy through the advancement of the relationship which is highly re-
warding and “maximizes the benefit of the interactions” [26, p. 170].

Relationship Building and Maintenance. In social networks, it is possible to foster
existing relationships and to gain new social contacts, which leads to the positive
feeling of social connection and bonding [11]. A newly gained network of contacts
and relations can then be easily maintained through the social network services [3].
One can interact conveniently and efficiently with a large number of friends. In [29]
this argument is supported based on a Delphi study classifying user’s overall active
behavior on social networks. In this context, it is essential to point out that only a
small fraction of about 10% of users is seen as continuously active in social networks.
Relationship building and relationship maintenance was defined part of the active
behavior of over 85 % of all users in the Delphi study.



Self-presentation. Studies in the field of social networks confirm that benefits from
self-presentation positively influence individuals to use social networks [3]. Driven by
the desire for self-presentation, social network users disclose private information. Due
to the asynchronous and selective forms of communication in social networks, users
have the possibility to form an image of themselves that they wish to convey to oth-
ers. Thus, self-presenting users only disclose information that seems desirable to
them. This phenomenon is also called self-enhancement [27]. As described in [30],
users engage in impression management when designing their social network profiles.
By doing so, they seek to influence the impressions others hold about them. Such
action helps the individual to feel comfort. Another kind of self-presentation in social
networks can be the use of the service as online Curriculum Vitae [10].

3.2 Non-social benefits related to convenience

Scholars of the literature pool directly and indirectly point out further positive factors
that users can profit from when registering to a social network. The defined benefits
all link to the “one click away” approach that refers to an increased ease of access to a
certain goal [3]. In e-commerce, convenience is described as the perceived economi-
zation of time and effort for an individual in acquiring a certain benefit [31]. Assum-
ing that individuals try to maximize their subjective utility while minimizing their
costs, users will choose the more convenient, thus easier and/or faster way to achieve
an equally desirable goal. Convenience has a significant impact on an individual’s
behavior and decision making [32]. In [3] the concept of convenience is applied to
social networks. The authors show that social networks provide relatively high con-
venience when building social relationships. Our findings show that social networks
offer a great variety of convenience for the user in other fields, as well. Convenience
can be seen as a core category of factors that is connected with a number of central
categories [33]. It is essential to point out that due to the broad definition of conven-
ience, the central categories we have identified are overlapping to a certain degree and
are thus not perfectly distinct. Formulating an answer on RQ2, we have identified
convenience through personalization, convenience in entertainment, and convenience
in security and safety as the central categories. It must be noted that convenience
through personalization is the most prominent non-social category in the literature we
analyzed.

Convenience through Personalization. Providers of social networks collect and
analyze all personal data that is disclosed by its members on the platforms [7]. Due to
the rising popularity of social networks, users release an unprecedented, massive and
increasing stream of data that requires processing. The overwhelming amount of data
accumulated through a great number of new data-generating sources, including social
networks, has led to a new phenomenon in the fields of business intelligence and ana-
lytics [9]. This phenomenon is widely known as big data or big data analytics. These
terms stand for “data sets and analytical techniques in applications that are so large
and complex that they require advanced and unique data storage, management, analy-
sis and visualization technologies” [34, p. 1166]. The aim of data analytics is to iden-



tify and extract actionable insights from the available data [35]. Personalization is
significantly enabled by big data. However, an increased ability of customization is
only one of the many outcomes of big data analytics. Making use of such techniques,
social network providers process the detailed disclosed personal data to reveal prefer-
ences, tastes and other specific information that can give insights on an individual’s
personality [36]. Based on the identified set of preferences, social network providers
propose tailored content that fits the user’s profile. Furthermore, the appearance of the
individual’s profile start page, as well as communication of the providers with the
member is designed according to the user’s personality. The adaption of a service or
product to a person’s preferences is called personalization [37]. Theory suggests that
“users favor personalized communication and content that matches their taste” [38, p.
132]. In social networks, features and appearance can be personalized in real time
through data automation [9]. In addition to the individualized content, data gathered
by social network providers enables firms to target individual customers with tailored
ads and products. In [39] personalized products are identified as an important eco-
nomic benefit for the user, while in [38] a similar view emphasizing an increased
customer satisfaction due to customization is presented. Customer relationship man-
agement becomes more efficient and effective through the personalized communica-
tion in social networks [40]. The user saves time and effort due to the customization
of content and communication within social networks. The data gathered in social
networks also enables tailored communication and product recommendations to the
user outside of the online networks [38]. In addition, social network users have the
opportunity to log into other websites using their social network credentials and can
thus automatically create new accounts, provide address information and preferences.
The content of those websites is then often customized for the user as well [37]. This
uncomplicated data transfer and ease of access to other websites results in considera-
ble economization of time and friction costs for the social network user, even outside
the networks. According to [41], these benefits can animate consumers to disclose
personal information. In [37] it is shown that personalization comes at the price of an
increased privacy trade-off. This is due to the augmented analysis and trade of per-
sonal data utilized to customize content for users both in and outside social networks.

Convenience in Entertainment. Studies revealed social networks as “purely hedonic
platforms” where enjoyment is a stronger predictor of use and participation than per-
ceived usefulness [42, p. 1221]. In 2009, according to Facebook, “more than 70 per-
cent of all users engaged with platform applications every month” [3, p. 116]. All of
these platform applications are accessible through a single social network site. There-
fore, the user economizes considerable time and effort in accessing the desired appli-
cations and most notably in changing between them, if necessary. In addition, these
applications are well integrated into the platforms and the interaction and trading of
virtual goods with other users is facilitated. In [27] and [3] the positive influence of
enjoyment in social applications within social networks on users’ self-disclosure is
outlined. The authors focus solely on applications that enable the user to reveal their
preferences regarding hobbies and tastes. Nevertheless, it is important to consider the
availability of other enjoyment-related resources such as short videos, music, news-



paper articles and further entertaining content that does not provide social benefits to
the user, as well. 90 % of social network members are qualified as lurkers, thus pas-
sive users, according to [29, p. 215]. These users predominantly engage in the con-
sumption of information and entertainment. This form of entertainment and the con-
venient access to a great number of diverse applications and content constitutes an
important additional benefit to social network users.

Convenience in Security and Safety. To date, this potential benefit hasn’t found
much attention in the journals’ publications. Nevertheless, in order to provide an ade-
quate and comprehensive analysis of all selected articles, the identified additional
benefit to a social network user is also presented here. Detailed private information
can contribute to safety and security. Similar to personalization, security and safety
are strengthened by big data analytics. An individual’s disclosure of personal infor-
mation in social networks may contribute to public safety and security, and ultimately
even to the wellbeing of the user himself. In many countries, social network users
often provide their personal information automatically to intelligence, public safety,
and security agencies when disclosing them in the networks [34]. Without further
efforts, social network users thus conduce to the fight against terrorism and crime that
may ultimately affect them personally. According to [9, p. 7], “the precise capture of
individual online behavior and surrounding events” has amongst others a considerable
impact on public safety. Given the convenient way in achieving this benefit, an addi-
tional value to the social network user related to convenience can be perceived.

3.3  Mediators: Trust and Social Pressure

Besides the previously discussed constructs that represent the core findings of many
articles, the literature pool also suggests that trust and social pressure are potential
mediators affecting the dynamics of an individual’s behavior and perception of priva-
cy risk in social networks [7]. Trust in the context of this article can be defined as a
person’s belief that the other party of interaction possesses “characteristics that inhibit
it from engaging in opportunistic behavior” [3, p. 116]. From a Social Exchange The-
ory perspective, a certain amount of trust is a prerequisite for individuals to experi-
ence reciprocation and to build relationships. It mitigates the subjective risk percep-
tions of disclosing personal information to the other party and thus enables social
exchange in general [28]. Individuals, who perceive their relational counterpart as to
be trustworthy, tend to disclose more personal of themselves to the other party. This
holds true in online communities as well [7]. Likewise social pressure or peer pres-
sure can impact individual self-disclosure in online communities [3]. In order to be
part of a group and thus to reap the resulting social benefits may encourage individu-
als to contribute and disclose personal information in social networks [26].



3.4 Towards an enhanced model of user's self-disclosure in social networks

Based on the structure of the conceptual models of [3], [28], and further insights
gained through the literature review, the following conceptual model is developed
(Figure 2). It illustrates factors that potentially influence an individual to disclose
personal information in social networks. Social benefits hypothetically constitute a
major factor influencing users to self-disclose in the online communities. Simultane-
ously, additional non-social benefits related to convenience are expected to have a
considerable impact on the user’s motivation to self-disclose. It is noteworthy that in
contrast to existing concepts, the presented model examines benefits of self-disclosure
in social networks from both the social perspective and the non-social convenience-
related perspective. As opposed to the models that provide the structural basis, priva-
cy concerns is chosen as a construct instead of perceived privacy risk. In [3] and [28]
perceived privacy risk is utilized as a privacy proxy built on complementary con-
structs such as trust in social network providers and members. Privacy concerns is a
more recent concept and finds high acceptance in the IS community. Moreover, it is
an adequate tool for measuring an individual’s worries and beliefs regarding privacy
[11]. Thus, in this context, privacy concerns are a more suitable privacy proxy to ap-
ply in this research model. Trust and social pressure are mediators influencing the
relationships between privacy concerns and self-disclosure and social benefits and
self-disclosure, respectively.

Privacy
Concerns

Social Benefits

Relationship
Building & M.
Self-
presentation

Non-Social Benefits
related to Convenience

Security &
Safety

Fig. 2. Research model of user's self-disclosure in social networks, based on the literature
review and structured according to [3, Fig. 1], [28, Fig. 1]
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Based on our model, the following hypotheses can be derived:

e HI: Privacy concerns have a negative impact on self-disclosure in social networks

e H?2: Social benefits have a positive impact on self-disclosure in social networks

e H3: Non-social benefits related to convenience have a positive impact on self-
disclosure in social networks

e H4: Trust acts as a mediator for the relationship between privacy concerns and
self-disclosure

® H5: Trust acts as a mediator for the relationship between social benefits and self-
disclosure

e H6: Social pressure acts as a mediator for the relationship between social benefits
and self-disclosure

4 Conclusion

Given the high relevance of research about user’s self-disclosure in social networks,
this paper contributes by highlighting non-social benefits that are related to conven-
ience as an additional motivational factor for users. Combined with already estab-
lished social benefits and the concept of privacy concerns, a revised research model
was developed. This model enables us to derive six hypotheses, paving the way for
future research opportunities. Until now, the theoretical model lacks empirical analy-
sis. Similar empirical studies primarily examine sample groups that consist entirely of
students. Future research on the motives and behavior of individuals in social net-
works based on a broader diversity of sample populations, e.g., to include older or
working individuals, is a relevant objective. Thereby, a more complete picture of an
individual’s motives in social network use can be obtained. Studies largely concen-
trate on the Facebook online community in their observation. A thorough analysis of
self-disclosure in other social networks would therefore be desirable. A limitation of
our paper is that apart from the Science magazine, only leading journals in the field of
IS were reviewed as we assume those to include the major contributions as well as the
highest quality publications [21]. Lower-ranked journals and conference proceedings
were thus not part of the literature pool. Moreover, research areas such as legal as-
pects of privacy or literature on behavioral science were excluded due to the IS focus
of the literature review. An examination of these areas is likely to provide useful addi-
tional information on the topics and provide exciting opportunities for further re-
search.
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