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Abstract. On the Internet AS level topology, BGP policy routing is in
charge of dictating the characteristics of routes which can be used for
packet transmission. Furthermore the peculiarities of the BGP policies
clearly affect the peering strategies of the ISP-s, hereby influencing the
emerging topology. This paper takes a first step towards identifying the
topological footprint issued by these policies. For this purpose we modify
the framework of network formation games to support the most funda-
mental BGP policy called valley-free routing. We show the topological
properties of the equilibrium topologies of this game in an analytical
manner.

Keywords: Network formation games, BGP policy routing, AS level
topology

1 Introduction

Resembling many of real world networks (e.g. social networks, biological net-
works etc.), the Internet AS level topology is a complex network exhibiting
similar macroscopic features such as power-law degree distribution, high cluster-
ing coefficient and logarithmic diameter [1]. Exploiting this amazing structural
resemblance, general complex network models are widely used for generating
Internet-like topologies as an input for evaluating Internet related architectures,
business models, protocols etc. For obtaining more realistic AS topology models
one should incorporate also some microscopic features, which cannot be captured
by high level statistics but contribute fundamentally to the final shape of the
network.

In this paper we try to grab some of the microscopic features of the AS level
topology. First we notice that there is a mutual correspondence between the
network topology and the used routing policy. Topology trivially affects routing
since one cannot choose routes having edges not contained in the topology. On
the other side of the coin, the routing policy can fundamentally influence the
topology of the network. For the illustration of this idea consider the simple
example on Fig. 1.
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Fig. 1. Policy drives topology: We have three nodes (A, B, C) among which we decide
to build a network. The characteristics of the possible edges (A, B), (A,C), (B,C)
are defined by a triplet: latency, bandwidth and reliability (I,b,r) (rightmost). Now
we have to decide what topology we should build. Clearly if the routing policy is the
shortest path policy, then we have to use all the links. If the policy is the ”widest path”
meaning that we are shooting for the highest bandwidth between the nodes, then the
third topology from the left is the appropriate choice. Finally if the policy is the ”most
reliable path” policy then the corresponding network will be the leftmost topology.

According to our best knowledge, the topological footprint® of the Internet’s
routing policy, called the BGP [5] policy routing, are not fully understood and
hence not incorporated in the current structural models of the AS level topol-
ogy?. Our goal in this paper is therefore to take a first step towards characterizing
the topological artifacts imposed by the BGP policies. We show the footprint
of the most fundamental BGP policy called valley-free routing on the AS topol-
ogy in an analytical manner. Since the AS level the topology of the Internet is
formed by the business interactions between the ISP-s, such an analysis should
be highly incentive-oriented. For this purpose we generalize the concept of Net-
work Formation Games (NFG) and define a network game accommodating the
valley-free routing policy. We study the Nash equilibrium topology of this game
and characterize its features.

The rest of the paper is organized as follows. In Section 2 we give a brief
overview on network formation games and the valley-free routing policy. In Sec-
tion 3 after modifying the NFG framework to incorporate the valley-free policy,
we examine the topological consequences of valley-free routing in an analytical
manner. Section 4 discusses our findings and describes future work.

2 Background

Network Formation Games — Network Formation Games constitute a game
theoretic framework which provides considerable insight into the mechanisms
that forms the topology of networks [13]. In the NFG the players are identified

! Several other aspects (e.g. stability [2], memory requirement [3], path diversity [4]
etc. ) of BGP policy routing have been analyzed so far.

2 There are ”computational” models [6,7] which can generate very realistic AS level
topologies based on fully emulating the business decisions of the AS-s fed by complex
datasets. Although these models generate considerably realistic networks they can
scale only for around a few hundred nodes.
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as the nodes of the network, while the strategies of the players is to create some
set of links towards an arbitrary subset of the other players. The goal of the
players is to minimize their cost function which consists of two parts: link costs
and communication costs. The cost function for some player u was originally
defined by Fabrikant [13] as:

Cy = Z dg‘(s)(u,v) + alsy| , wveP, (1)
Yu#v .
link costs

communication costs

where dsé‘(s)(u, v) denotes the length of the shortest path between players v and

v on the graph G(s) characterized by the union the strategies of the players, s,
stands for the set of nodes towards which u creates links, while « represents the
cost of building one edge. Thus the NFG effectively analyzes the trade-off be-
tween link costs and communication costs for rational (selfish) players, as the key
incentives of building specific topologies. As defined in (1), distance is usually
measured as the average length of shortest path from the given node to all other
nodes. An important state of the game is called as Nash equilibrium in which no
player (node) has anything to gain by unilaterally changing it’s strategy.

The valley-free routing policy — BGP is the core inter-domain routing pro-
tocol of the Internet. It is responsible for distributing available forwarding paths
between Autonomous Systems (ASes) and lets each one to choose the path it
prefers according to its own special interests. The business relationships of differ-
ent ASes can be diverse, based on exclusive contracts, service-level agreements
and other policy issues. Still we can classify most AS-AS links into basically just
two major groups [14]: in a customer-provider relationship one AS pays another
for forwarding its traffic, while in a peering relationship neighboring ASes vol-
untarily exchange traffic with each other in a settlement-free manner®. In this
paper we focus on the topological consequences of the most fundamental policy
called valley-free routing [15] [16]. This policy encompasses the basic economic
fact that the flow of traffic must obey the flow of cash. The policy dictates that
AS A can use a link to a neighboring AS B to route traffic if and only if either
the incoming traffic is from a customer or B is a customer of A. All paths that
induce valley-free routing have the same preference; the only concern this policy
addresses is not violating elemental business rules.

3 Topological consequences of valley-free routing

For the analysis of the topological footprint generated by valley-free routing we
modify the framework of network formation games as follows:

Players and valley-free routing — Let P be the a set of players (identified
as network nodes) with cardinality N. Recall that the rules of the valley-free
policy dictate that a player u can forward traffic originated from player w to

3 For the sake of simplicity, we omit sibling and backup relationships in this paper.
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a neighboring player v if and only if: (i) the incoming traffic of u is from a
customer (in this case the relationship between u and v is indifferent and can be
both provider-customer or peering), or (i7) v is customer of w (in this case the
type of relationship between w and u becomes indifferent). In other words: after
a provider-customer edge or a peer edge, the path can not traverse customer-
provider edge or another peer edge.[17]

Strategies and topology — The strategy space of player u € P is to create
some set of undirected edges to other players in the network. The created edges
can be of types customer-to-provider (p) and peer (r) edges in accordance with
the relationships of the valley-free routing. The r edges are paid at both sides,
however p edges are paid by the customer. Note that in some of the following
arguments, according to the direction of traversing customer-to-provider links,
we may write provider-to-customer link but these terms are referring to the same
edge. Thus the complete strategy space of player u is S, = 3P\“} where the
number 3 covers the third choice of node wu: creating no edge. Let s be a strategy
vector containing the strategies of all players hereby representing the current
state of the game: s = (sg, $1,...,5nv-1) € (S0,51, ..., Sny—1). Then the graph
G(s) = UNG1(i x s;) represents the topology between the players.

Payoff — The goal of the players is to minimize their costs. The cost of player
u is defined as:

C, = Z da(s)(u,v) + opup + Ortp, u,v €P (2)
Yv#£u

where @, is the cost an edge of type x, u, is the number edges of type =z and
de(s)(u,v) is the communication cost between u and v over G(s) given by:

0 if valley free path exists between u and v
oo otherwise.

desgo) (1, 0) = { (3)

In what follows we identify the Nash equilibrium of the game in different
settings of the parameters. The Nash equilibrium is one of the most fundamental
states of a game, because it shows a stable state in which none of the nodes would
alter its strategy, though they are rational (selfish) players being interested in
their own utility.

Definition 1 (Valley-free footprint (VFF)) A graph is a valley-free foot-
print if consists of (i) a clique K, comprising peer (r) links only, and (ii) trees
rooted at some subset of V(K,.) having customer-to-provider links (p) only, such

that the provider in the relationship is always closer to the root than the customer
(see Fig. 2).

Theorem 1 Every Nash equilibrium of the game is a VFF having |V (K,)| =
$Pp
LDTJ +1.
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(1) ---- peer-to-peer () edge
U (1) -~ — customer-to-provider (p) edge

Fig. 2. Example for a VFF topology. In such a topology there could be two type of
nodes, T1 and none T1. T1s are connected by r edges, which are counted on both sides
in the cost function, however p edges are paid only by the customer, who requested it.
The flow of cash is visualized by arcs. Conversely there are two possible cost functions:
(1) Cu = @rur = @ (|V(Kr)| — 1) and (ii) C» = ¢p.

Proof. The proof consists of three parts: first we show that a VFF with |V (K,)| =
{%J + 1 is a Nash equilibrium, secondly that a VFF with |V (K,)| # L%J +1
is not and finally that a non-VFF topology is also not a Nash equilibrium.

1. The VFF topology with |V(K,)| = [%J +1 is a Nash equilibrium: We show

that no player has anything to gain by changing his own strategy if others
don’t change theirs. Let C) represent the cost of player u residing in the
VFF. It is clear that in a VFF every player can reach others through valley-
free paths, hence in the cost functions the communication cost is always zero
(2 vwzu da(s)(u, v) = 0). Moreover it is clear that any meaningful state of the
game permits valley-free paths between arbitrary pairs of players (otherwise
the cost of some player would be infinite), so we will omit writing this tag
hereafter.
(a) ifue K,:
Cu= o = o, (V(ED)| = 1) = o, | 22| 4)
Pr

If w wants to deviate then it will use some other strategy. In this case

the corresponding cost is given by C.,' = @,u, + @puy. If uy > 1 then

C, < C, since:

Cu = @r \‘ﬁJ S @rﬁ = ¥p S Oul~ (5)
Pr Pr
If u,> = 0 then again C,, < C,/ since u, < w,» must hold to ensure

valley-free connectivity to all other nodes. This is because if u, > u,’
then there is at least one node v € K,. to whom u is not connected thus
cannot be reached from u via valley-free path.
(b) ifu ¢ K,
Cu=p (6)
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u,’ > 11is trivially not an option for v since that case immediately implies
C, < C,/. What remains is the case u;, = 0. In this case to ensure valley-
free connectivity u has to create r edges to all other nodes residing in

K,. This would mean C," = ¢,( {%J + 1), but even then C, < C,:

G=pp=o <o 2] <o Z|tn=0a' @

T T

2. The VEFF topology with |V (K, )| # {:‘;—J +1is NOT a Nash equilibrium:

Easily if |V(K,)| < L%J + 1, then any leaf node u from a rooted tree can

s

lower its cost by joining K, as:

Cu/:<Pr(|V(KT)|_1) <<Pr{ﬁJ S‘Pr%:@pzcu (8)

Similarly if |V (K,.)| > L%J + 1 then some node u € K, can lower its cost

by leaving K, and connect to some other w € K,.,w # u with a p edge.

[— — ﬁ < ﬁ — =
L =e=elt <o T <oVED - =C (9)

3. Finally we show that graphs differing from VFF can’t constitute Nash equi-
libria. Let G be an arbitrary graph on which the valley-free connectivity is
satisfied, i.e., Vu € G : C # oco. It’s obvious that without this property G
can’t constitute a Nash equilibrium. In such graph let u be a node whose
strategy differs from the nodes in a VFF. The possible cases are:

(a) u has p edge: The strategy of the nodes in the VFF having p edges is to
pay for only a single p edge and nothing more (They can have other p
edges attached to them but these are paid by their customers, see Fig. 2).
Since u differs from this, the corresponding cost function is characterized
as:

Cy = opup + ©rttp,  Up > 1wy >0 (up,ur) # (1,0). (10)

Now let the edge (u,w) be a p edge of u. Since w can reach every other
player via valley-free path, u also has valley-free paths to all others
through w. This means that u can delete its edges except the (u,w)
edge, giving C,, > C,,' = ¢,.

(b) u doesn’t have a p edge: The cost function of w is:

Cy = priy. (11)

The valley-free connectivity implies that every path from u to oth-
ers starts with one r edge which can be followed only by provider-to-
customer edges. Let t be the number of nodes having no p edges. Such
nodes must be the neighbors of u otherwise u cannot reach them. This
imposes u, > t. Furthermore for differing from VFF wu, # t must also
hold. In summary we get u, > t. In this case u has edges (u,w) where
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w has a provider. Now these edges can be deleted since u can reach w
through its provider too. This gives:

Cy = prty > @pt = Cy’ (12)

According to Theorem 1 aside from two trivial cases — (i) ¢, > (n — 1)p,,
when the Nash equilibria is a tree, and (i7) ¢, > ¢,, when the Nash equilibria is a
complete graph — the Nash equilibria of our very simple game exhibits some level
of structural resemblance with the Internet AS level topology. It is well known,
that on the AS level topology there are only a few nodes in the whole network
which can reach every other node without purchasing service (i.e. without having
a customer-to-provider edge), we call such node a tier-1 (T1). T1s are in a clique
having peering agreements with each other, this is the top of the hierarchy. The
rest of the nodes are customers of T1s either in a direct or in an indirect way.
These topological features are clearly reflected by our results and now we can
understand them as a clear consequence of the valley-free policy.

4 Discussion and future work

In this paper we have taken a first step towards identifying which topological
features of the AS level Internet follow from BGP routing policy. We modified the
framework of network formation games for support the valley-free routing, which
is the most fundamental BGP policy, and defined a new game. We’ve given a
mathematical analysis for the Nash equilibria. For positioning our work we recall
that our main motivation is to gain deeper insight into the driving forces forming
the topology of the Internet. Since BGP is the core inter-domain routing protocol
of the Internet our long-term goal is to identify what topological features this
protocol implies. As the first step we have analyzed the topological footprint
of its core building block, the valley-free policy, and identified the VFF as its
consequence. Meanwhile the topologies produced by our simple model seems
promising they are far from being realistic. In the future we plan to broaden the
spectrum of BGP policies and investigate the topological consequences of the
local preference rule and the effect of the AS pathlength. The in depth analysis
of these policies may eventually lead us to more realistic AS level topology
generators which may worth the comparison with the existing models as well.

Acknowledgement This work was partially supported by the European Union
and the European Social Fund through project FuturICT.hu (grant no.: TAMOP-
4.2.2.C-11/1/KONV-2012-0013).
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