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Abstract. F-Interop is a platform for online and remote conformance,
interoperability and performance tests for the Internet of Things (IoT).
This paper outlines the challenges faced by the IoT and its online testing,
and how F-Interop addresses them. F-Interop provides an extensive ex-
perimental platform for online testing. This paper presents an overview
of its overall architecture, and an initial set of results.
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1 Introduction and Project Presentation

The Internet of Things (IoT) is widely considered the next technological revolu-
tion impacting all application domains. It is touted to be massive and pervasive,
with 50 to 100 billion smart “things” connected by 2020 [1]. It will impact
diverse application domains, including smart cities, agriculture, industries and
eHealth [2].

Since 1995, interoperability is recognized by the International Telecommu-
nication Union (ITU) as the main obstacle for IoT development and market
adoption. The success of this new technological revolution will depend on its
ability to overcome its current fragmentation. Overcoming fragmentation re-
quires standardization and interoperability [3].

F-Interop1 is a European research project addressing this challenge. It devel-
ops an platform for online and remote conformance, interoperability and perfor-
mance testing for the IoT.

This paper gives an overview of the F-Interop platform; it is organized as fol-
lows. Section 2 outlines the problem F-Interop addresses. Section 3 presents the
technical approach taken. Section 4 shows the architecture of the F-Interop plat-
form. Section 5 discusses the methodology, the current results, and the remaining

1 http://www.f-interop.eu/
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tasks. Section 6 outlines the expected impact of F-Interop project. Finally, Sec-
tion 7 concludes this paper.

2 Problem Statement

In order to be widely adopted, new technologies, products and solutions typically
go through the following steps:

– Standardization: stakeholders discuss and align their views, and converge to-
wards common standards and specifications.

– Conformance & Interoperability: stakeholders test and validate that their im-
plementations conform to the standard(s) it implements, and that they can
communicate with one another.

– Optimization: in terms of the Quality of Service, scalability or energy con-
sumption.

– Market Launch: the solution is ready for roll-out.

Developing a product requires extensive testing. This is all the more true
for interoperability testing, which verifies that two independent implementations
work together. Traditionally, interoperability testing is done through face-to-face
“interop events”. Several vendors meet and go through a list of interoperability
tests, each one verifying a particular aspect of the implemented standard.

This approach has the following drawbacks:

– It requires engineering teams to travel across the globe, often only to find out
they need to make a minor fix. This has a high cost, both in terms of time
and money. That cost is often too high for SMEs.

– Time-to-market is stretched, as interop events typically happen every 4-
6 months. The result is that vendors who want to adopt emerging standards
have a disadvantage compared to vendors who go to market with entirely
proprietary solutions.

The goal of F-Interop is to allow compliance and interoperability testing to
be both online and remote. “Online” means that the testing is orchestrated by a
server somewhere on the web, to which users connect from their offices. “Remote”
means that interoperability tests between different vendors can happen through
the server, i.e. with requiring the teams to be in same room.

F-Interop targets two audience:

– SMEs and companies. F-Interop allows faster development of standards-based
interoperable products, with a time-to-market cut by 6-12 months, and signif-
icantly lower overhead.

– Standardization Development Organizations (SDOs). The communities con-
tribute test cases to F-Interop, ensuring better compliance of products to their
standards, faster adoption, and eventually a larger portion of standards-based
products.
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Besides allowing direct interoperability testing between vendors, F-Interop
interfaces to the European FIRE research infrastructure2, which includes a set
testbeds. This allows F-Interop to run tests at scale against a large number of
IoT devices at once.

3 Technical Approach

The goal of F-Interop is to extend FIRE+ with online interoperability and per-
formance testing tools supporting emerging IoT-related technologies from re-
search to standardization and to market launch. This benefits researchers, prod-
uct development by SME, and standardization processes. F-Interop combines
the complementary approaches listed below.

Online Testing Tools. F-Interop develops online testing tools for the IoT, en-
abling to test interoperability, conformance, scalability, Quality of Service (QoS),
the Quality of Experience (QoE), and energy efficiency of IoT devices and ser-
vices.

Testbeds federations with a shared “Testbed as a Service”. F-Interop brings to-
gether 3 testbed federations and facilities, encompassing over 32 testbeds and
4755 IoT nodes:

– Fed4FIRE3, which federates 24 FIRE+ testbeds, bringing together cloud,
IoT, wireless, wireless mobile, LTE, cognitive radio, 5G, openflow, SDN, NFV
and network emulation technologies.

– OneLab4, which federates testbeds for the future Internet, including IoT,
cognitive radio, wireless and overlay network technologies.

– IoT Lab5, which federates IoT and crowdsourcing/crowd-sensing testbeds,
including smart campus, smart building and smart office testbeds.

In order to support this integration, F-Interop extends the testbed federa-
tion architecture model with a new layer, enabling shared services among several
testbed federations. This approach enables to interface “Testbed as a Service”
(TBaaS) with existing federations through a clearly specified API, enabling re-
mote access and interaction with various experimental platforms.

Supporting IoT Standardization and Industry. F-Interop works in close collabo-
ration with several standardization bodies, and directly contributes to three IoT
standardization processes: oneM2M, 6TiSCH (IETF) and the Web of Things
(W3C). It also explores the possibility to support and enable new online certifi-
cation and labeling mechanisms, including the IPv6 Ready logo6. More generally,

2 http://www.ict-fire.eu/
3 http://www.fed4fire.eu/
4 https://onelab.eu/
5 http://www.iotlab.eu/
6 https://www.ipv6ready.org/
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F-Interop intends to enable an easier participation of researchers and industry in
standardization processes. It runs an open call for SMEs and developers, inviting
them to use and enrich the platform with additional modules and extensions.

Flexible Testing Schemes. F-Interop is researching and exploring various test-
ing schemes and configurations, by interconnecting devices under tests with the
server testing tools, resources provided by the F-Interop connected federations
of testbeds, and resources provided by other users. This is illustrated in Fig. 1,
where a hexagon represents an Implementation Under Test (IUT).

Fig. 1. Multiple testing schemes.

4 Initial Architecture

The initial architecture of F-Interop is presented in Fig. 2. A companion paper [4]
provides a detailed technical overview of this architecture.

Fig. 2. Initial Architecture.
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5 Methodology, Current Results and Remaining Tasks

The first step has been to define the F-Interop platform. It is composed of
the following three testbeds of FIRE+: IoT-Lab, Fed4FIRE and OneLab. The
F-Interop platform will be extended with additive testing tools, devices and
testbeds.

The F-Interop platform identifies different types of actors. An F-Interop
“Contributor” is an entity that provides testing tools into the platform, as well
as testbeds and devices that are added to extend the existing testbeds. An F-
Interop “User” is an entity that has an IoT device, system or application to be
tested (an IUT) and wants to use the F-Interop platform to test it.

Fig. 3. F-Interop main components.

We consider two types of testing tools: online interoperability testing and
online performance testing. We target emerging IoT technologies that cover sev-
eral layers/aspects of the IoT protocol stack, and focus first on IETF 6TiSCH [5]
and IETF CoAP [6]. The goal is to use the F-Interop (online) platform for con-
ducting the same tests as conducted during face-to-face interoperability events.
Three 6TiSCH plugtests and four CoAP plugtests were organized by ETSI, each
with a test description (a list of interoperability tests to execute). The F-Interop
platform is built to be able to execute those tests in a remote and online manner.
Fig. 4 outlines the resulting overall architecture of the F-Interop platform.

Fig. 5 illustrates how the F-Interop platform can be used for remote online
interoperability testing. It distinguishes the control plane – which manages the
interactions between components – from the data plane – which executes the
tests. A first proof-of-concept has been developed for CoAP online remote inter-
operability testing [7]. Similar proof-of-concept developments for 6TiSCH and
for oneM2M are under development.

Several challenges remain to be addressed:
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Fig. 4. F-Interop general architecture.

Fig. 5. F-Interop online interoperability testing architecture.

– Define a clear API to integrate the F-Interop testing platform with testbed
federations (or federated testbeds) [8].

– Develop the online testing tools: interoperability, conformance, and perfor-
mance tests.

– Develop a generic and modular platform with an API to extend the interop-
erability and conformance testing tools to new protocols and standards, in-
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cluding by voluntary third parties (contributors) or selected through an open
call.

6 Expected Impact

F-Interop is an accelerator for new standards and innovations. It provides online
interoperability and performance testing tools to support emerging technologies,
from research to standardization and market launch. It allows development teams
to test their implementations remotely, at any time. It will directly support:

– Standardization communities, enabling them to save time and resources, and
be more inclusive with partners who cannot afford traveling, and to accelerate
standardization processes.

– SMEs and companies, enabling them to develop standards-based interoperable
products with an estimated time-to-market cut by 6-12 months, and signifi-
cantly lowered engineering and financial overhead.

– Academic communities, by providing a new set of online tools to support their
own research and development, as well as by reducing the financial barrier to
their participation in standardization processes.

Moreover, F-Interop will provide standardization support to several emerging
IoT standards at the IETF (with an initial focus on 6TiSCH), ETSI (with a
focus on oneM2M) and W3C (with a focus on Web of Things). The F-Interop
architecture is designed to be easily extensible to new standards. More generally,
faster availability of standards-based products is expected to result in wider
adopt standards and a larger portion of interoperable products.

7 Conclusion – towards online interop and performance
tests

In order to support IoT research, development and adoption, F-Interop develops
a platform for online testing tools encompassing interoperability, compliance and
performance tests. It is progressing towards a new model of interoperability test,
enabling a larger participation with remote online testing.

The F-Interop platform is still being developed. However, it already an-
nounces an open call with funding to develop new partnerships with third par-
ties research projects interested to develop complementary testing tools, address
additional standards and/or organize F-Interop based interoperability tests in
standardization processes.
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