
HAL Id: hal-01345118
https://inria.hal.science/hal-01345118v1

Submitted on 13 Jul 2016

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

Social Groupings and Information Security Obedience
Within Organizations

Teodor Sommestad

To cite this version:
Teodor Sommestad. Social Groupings and Information Security Obedience Within Organizations.
30th IFIP International Information Security Conference (SEC), May 2015, Hamburg, Germany.
pp.325-338, �10.1007/978-3-319-18467-8_22�. �hal-01345118�

https://inria.hal.science/hal-01345118v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


adfa, p. 1, 2011. 

© Springer-Verlag Berlin Heidelberg 2011 

 

 

 

 

 

 

 

 

 

 

Social groupings and information security obedience 

within organizations 

Teodor Sommestad 

Swedish Defence Research Agency (FOI), Olaus Magnus väg 42, Linköping, Sweden 

Teodor.Sommestad@foi.se 

Abstract. Individuals’ compliance with information security policies is im-

portant for the overall security of organizations. It has been suggested that obe-

dience cultures exist in organizations and that social processes and structures 

play a role for the compliance intentions and compliance behavior of individu-

als. This paper investigates if individuals’ compliance intention is more homog-

enous within social groups in the workplace than they are within the workplace 

overall workplace and the effect these groups have are in line with the theory of 

planned behavior. The results show that a considerable portion of variance in 

information security policy compliance intentions is explained by the respond-

ents’ organizational department (15%), professional knowledge area (17%), and 

the same lunch room (18%). While sizeable and significant effects can be found 

on intentions the effects on attitudes, norm and perceived behavior control are 

less clear. The only statistically significant (p<0.05) effect is from department 

on attitudes and perceived norm, each with 6% explained variance. This sug-

gests that the theory of planned behavior fails to account for factors tied to these 

types of social groups. 

Keywords: information security culture, theory of planned behavior, infor-

mation security behavior, compliance, obedience. 

1 Introduction  

Information security behavior is important for the overall security of organizations. It 

is also a lively research area and a considerable number of studies have been per-

formed to identify factors that influence individuals’ information security behavior. In 

a recently published review we identified 29 quantitative empirical studies published 



before March 2012 testing antecedents of security policy compliance attitudes, inten-

tions and behavior [1]. Meanwhile, social aspects related to information security have 

gained increased attention in recent years, often discussed as information security 

culture. Theory suggests that if managers can predict or control the information secu-

rity culture(s) of their organization they can manage the information security of their 

organization more efficiently [2]. For instance, [3] suggests that educational efforts 

should be adapted to cultural differences.  

Information security culture is a concept that is used and interpreted in many dif-

ferent ways. However, there is a wide agreement that it is a group phenomenon where 

something is shared in the group and that social context and communication play a 

role. For instance, Hofstede [4] states that “cultures of work organizations are ac-

quired through socialization at the work place.”  It follows that the frequency and the 

way people interact ought to determine the culture they share. However, as will be 

shown below, there is little known about how social processes form individuals’ in-

formation security compliance. 

In this paper the relationship between social groups’ and individuals’ views of in-

formation security policy compliance is investigated. A questionnaire-based survey 

within a governmental research institute in Sweden is used to assess individuals’ 

views on information security policy compliance and the social groups they belong. 

Individuals’ views are measured as prescribed by the theory of planned behavior [5]. 

This theory states that the effect of social factors (like culture) on intentions to per-

form a behavior is fully mediated by attitude, perceived norms and perceived behavior 

control associated with the behavior  [5]. The effect of social group membership on 

information security culture is measured by comparing the responses in the organiza-

tion as a whole to the responses within three types of groups within the organization 

namely groups based on:  organizational department, professional knowledge area, 

and lunch room. 

The outline of this paper is as follows. Section 2 describes the theoretical back-

ground and presents the hypotheses that are addressed. Section 3 details the method. 

In section 4 the results are presented and in section 5 implications are discussed. In 

section 6 conclusions are drawn.  

2 Theory and research questions 

This section will introduce some of the more central ideas needed to understand the 

present focus and scope of the present study. The theory of planned behavior (TPB) is 

described in section 2.1 and a broad description of information security culture is 

given in 2.2. The hypotheses derived from this are described in section 2.3. 

2.1 The theory of planned behavior 

The TPB [6] and its predecessor, the theory of reasoned action [7], offer an estab-

lished framework for predicting behavioral intentions and actual behavior.  According 

to the theory, illustrated in Figure 1, behavior is influenced by people’s intentions and 



actual behavior control, where actual behavior control moderates the effect of inten-

tions. Most applications use perceived behavior control as a proxy because of the 

difficulties associated with measuring actual behavior control, as advocated by [6]. 

Additionally, the moderating role of perceived behavior control has been difficult to 

establish empirically, and many models include it side-by-side with intentions in a 

simpler additive linear model [5]. 

 
Fig. 1. The theory of planned behavior and culture, adapted from [5]. 

The TPB further states that intentions are influenced by attitude, perceived norms, 

and perceived behavior control. Their influences are assumed to be linear, i.e., the 

effects can be modeled using additive models. Although the theory claims that these 

three constructs are sufficient to explain the intentions concerning a behavior in ques-

tion, there is no universal ordering of their importance. On the contrary, the relative 

importance of the constructs differs among populations and behaviors. For instance, 

for behaviors over which people feel they have almost full control, the variable per-

ceived behavior control is of little value because it is equal for all respondents [6] .  

A recent meta-analysis of observational questionnaire based studies of information 

security policy compliance behavior found the following sample-weighted correlation 

coefficients between variables: attitude-intention 0.48, perceived norm-intention 0.52, 

perceived behavior control-intention 0.45, intention-behavior 0.83 and actual behavior 

control-behavior 0.35 [8]. Approximately 0.4 of the variance in security policy com-

pliance intentions is explained by the variables in the theory, leaving approximately 

0.6 of the variance in intentions to be explained by measurement error and missing 

variables. 

As  Figure 1 shows, the originators of the theory of planned behavior explicitly list 

culture as a primary antecedent to the constructs that the theory says influence behav-

ior  [5]. The study presented in this paper focuses on this link between culture and 

information security compliance. More precisely, this study aims to investigate if 

social groups at the work place influence the variables of the theory of planned behav-

ior in this way.  

2.2 Information security culture 

Research on information security culture rests heavily on the more general concept of 

organizational culture and the theories developed related to culture in other fields. 
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However, this is of little help when it comes to agreeing on a definition for the con-

cept – already in 1998 a review found 54 different definitions of the concept of organ-

izational culture in the literature  [9].  

Research on information security culture often focuses on policy compliance. For 

example, in [10] it is argued that information security obedience (i.e., compliance 

with policies) binds together information security, corporate governance and corpo-

rate culture and in [11] “culture” is described as the ideal state of “compliance. The 

most frequently cited their theoretical frameworks in r research on information securi-

ty culture [12] are those of Edgar Schein and Geert Hofstede. Schein’s framework is a  

three-tiered model that explains organizational culture on the  levels of shared basic 

assumptions, espoused values and artifacts/behaviors [13]. Schein recently argued for 

a move away from discussions about abstract definitions and more concrete opera-

tionalizations instead, e.g., through measurement instruments [14]. Hofstede, known 

to have developed the first empirical model  of dimensions of national cultures, pro-

vides a succinct definition of  culture as “the collective programming of the mind that 

distinguishes the members of one group or category of people from another” [15].  

In Hofstede’s definition, and in Schein’s model, culture can be tied to various 

groupings of humans, e.g., nations, cities, organizations, work groups, occupations, 

professions, and so on. Four levels of analysis for perception in organizational culture 

research are distinguished in [16]: 1) individuals, 2) workgroups or teams that interact 

on a face to face or virtual basis, 3) larger groups like whole organizations and 4) 

societies or countries.  The current study is focused on level two and aims at examin-

ing the notion that social groupings in the workplace form individuals’ information 

security policy compliance. There is little knowledge on the relative importance of 

different social groupings on this level, or what the relative importance depends on.  

Previous research on information security culture has primarily addressed the concept 

on an organizational level (e.g., [17] [2] [18]), surveyed how individuals perceive the 

culture (e.g., [19][20][21]) or group norms (e.g., [22]), and occasionally on a national 

level (e.g., [23]). Furthermore, there is also little known about the relative importance 

of different social groups for attitudes and values related to information security, such 

attitudes and values to safety. For example, no quantitative measurements on the rela-

tion between different groups and safety views can be found in the following reviews 

of safety climate and safety culture measurements [24][25][26]. 

To summarize, information security culture is (like culture in general) difficult to 

define and measure, it is relatively often coupled to policy compliance, and there is 

little research on information security culture between the levels of whole organiza-

tions and single individuals. The present study does not attempt to define the concept 

of culture, but use social groups within an organization as a proxy for the culture(s) 

individuals belong to and use these as proxies for the culture an individual belongs to. 

This paper follows the definition of Turner [27] and consider a social group to be two 

or more individuals who share a common social identification of themselves or two or 

more individuals who perceive themselves to be members of the same social category.  



2.3 Hypotheses 

Three main hypotheses together with nine sub-hypotheses are addressed in this study. 

These hypotheses concern how organizational departments, professional knowledge 

areas, and lunch room explain variation in constructs covered by the theory of 

planned behavior. They are discussed and presented below. 

In most organizations, managers try to set goals, measure the achievement of goals 

and incentivize their staff through different types of social interactions (e.g., meetings, 

courses and documents). When it comes to information security, it can be expected 

that middle management plays the important role of implementing information sys-

tems strategies [28] and their behavior is believed to be vital to cultural change be-

cause of the feedback they give to employees [29]. In our study’s organization, the 

management structure follows, as in many other organizations, the organizational 

structure and projects are heavily associated with this structure although they are not 

bound by it. Thus, the organizational department a person belongs to ought to shape 

its views on information security policies. The following hypotheses are therefore 

posed. 

H1: Intentions to comply with information security policies are more homogenous 

within organizational department than within the organization as a whole. 

H1.1: Attitudes to compliance with information security policies are more homog-

enous within organizational department than within the organization as a whole. 

H1.2: Perceived norms with respect to compliance with information security poli-

cies are more homogenous within organizational department than within the organiza-

tion as a whole. 

H1.3: Perceived behavior control over compliance with information security poli-

cies is more homogenous within organizational department than within the organiza-

tion as a whole. 

In the studied organization eleven knowledge areas are defined by management. 

The knowledge area an individual is part of can also be expected to influence the 

culture an individual is a part of for several reasons. First, a professional knowledge 

area can be associated with certain codes of ethics, symbols, role models and profes-

sional goals. An example is the Hippocratic Oath sworn by those who practice medi-

cine. Second, the professional knowledge area an individual works within often coin-

cides with a particular type of schooling and knowledge.  For instance, an individual 

who works with the secretive domain of electronic warfare can be expected to treat 

restrictions on electromagnetic leakage from information technology with more care 

than a person unaware of the risks associated with this. Third, it could be expected 

that individuals end up in social interactions with peers in the same knowledge area 

more often than they do with people from a randomly selected (other) knowledge 

area. In the studied organization most projects are within a particular knowledge area. 

Thus, the professional knowledge area ought to coincide with the workgroups and 

projects an individual belongs to. These factors lead to the following hypotheses.  

H2: Intentions to comply with information security policies are more homogenous 

within professional knowledge areas than within the organization as a whole. 



H2.1: Attitudes to compliance with information security policies is more homoge-

nous within professional knowledge area than within the organization as a whole. 

H2.2: Perceived norms with respect to compliance with information security poli-

cies are more homogenous within professional knowledge area than within the organ-

ization as a whole. 

H2.3: Perceived behavior control over compliance with information security poli-

cies are more homogenous within professional knowledge area than within the organ-

ization as a whole. 

Informal social interaction, like unstructured discussions and chattering, can be ex-

pected to play a role in the formation and conservation of information security cul-

ture. For instance, rumors, stories, gossip and opinions may be vetted during informal 

discussions and meetings might concern information security. To reliably group peo-

ple according to how they socialize informally is of course difficult. However, in the 

present organization, located in Sweden, where “fika” (coffee breaks) is a social insti-

tution, and lunch rooms are places where informal meeting occur multiple times each 

day. Because of this, the lunch areas a person belong to captures much of an employ-

ee’s informal social life and the following hypotheses are posed.  

H3: Intentions to comply with information security policies are more homogenous 

within lunch areas than within the organization as a whole. 

H3.1: Attitudes to compliance with information security policies are more homog-

enous within lunch areas than within the organization as a whole. 

H3.2: Perceived norms with respect to compliance with information security poli-

cies are more homogenous within lunch areas than within the organization as a whole. 

H3.3: Perceived behavior control over compliance with information security poli-

cies are more homogenous within lunch areas than within the organization as a whole. 

None of the abovementioned hypotheses concerns actual behavior. The reason is 

not theoretical (culture is supposed to form behavior too); the reason is the costs and 

privacy issues associated with measuring actual policy compliance by monitoring 

employees behavior, especially without introducing observer bias.  

3 Method and materials 

This section presents the measurement instrument used in this study (section 3.1), the 

data collection procedure (section 3.2) and assessment of instrument validity in (sec-

tion 3.3). 

3.1 Measurement instrument 

The questionnaire used contained an introductory section describing the purpose of 

the survey, a section explaining the question format, questions about the respondent’s 

role and the social groups the respondent belonged to, questions operationalizing 

constructs in the theory of planned behavior, and other questions not directly related 

to the hypotheses addressed in this research. 



Through a large number of applications, tests and reviews of the theory of planned 

behavior, a considerable amount of knowledge concerning how to best operationalize 

the theory in general has been accumulated. The parts of this measurement instrument 

associated with TPB was based on the example and template for direct scales given in 

[5] and followed the guidelines it provides. Thus, both instrumental (e.g., bad-good) 

and experiential (e.g., necessary-unnecessary) attitudes were measured; items of per-

ceived norms measured both injunctive norms (i.e., what people that are important 

think) and descriptive norms (i.e., what people that are important do); perceived be-

havior control covered both autonomy (e.g., if it is under my control) and capability 

factors (e.g., if it is easy to do). Intentions were measured as outright intention predic-

tions of future behavior. As recommended by [5] a questionnaire with open-ended 

questions was distributed in the target population to survey general beliefs related to 

the studied constructs before items were formulated. The answers were used as input 

in the formulation of the questionnaire items, e.g., to form bipolar scales for the atti-

tude items. Three to four items were used for each TPB construct. Appendix contains 

a translation of the questions to English. 

Questions regarding organizational department and knowledge area were formulat-

ed as multiple choice questions; lunch room was asked for in the form of a free text 

field with examples of the type of formulations to be used.  All other questions in the 

questionnaire were associated with the behavior of complying with the information 

security policy and rules within the specific organization surveyed. These items were 

answered using a seven-point semantic differential scale. Their mean value is used to 

form the construct of interest, as proposed by [5]. 

The layout and understandability of the instrument was reviewed iteratively by six 

employees within the surveyed organization before a final version was established. In 

this review process it was also verified that respondents understood the questions 

related to organizational department, knowledge area and lunch area.  

3.2 Data collection procedure 

This study surveyed perceptions of individuals within the Swedish Defence Research 

Agency in Sweden (also the organization the author belongs to). This organization is 

distributed over four geographical sites and has approximately 1000 employees, with 

a median age of 45 years and a relatively even age distribution. Approximately 35 

percent hold a PhD. Approximately 800 work as researchers and 200 as work as man-

agers or with internal services (e.g., information systems or facilities). 

The internal mail service distributed one printed copy of the survey to each em-

ployee during September 2013. A reminder was distributed electronically one week 

later. Surveys received within the first three months after the distribution were includ-

ed in the analysis. A total of 311 questionnaires were returned within this time period.  

To ensure anonymity, respondents were encouraged to provide their department, 

knowledge area, and lunch area only if they wanted and felt comfortable doing so. 

Since many chose to only answer one or two of the three questions, a number of re-

turned surveys could not be used for the test of research questions posed in this paper. 

In addition, it was deemed necessary to exclude respondents who belonged to groups 



of less than two persons to obtain a meaningful statistical measurement of the vari-

ance in the group. As a result of this filtering, only 176-178 questionnaires contained 

the responses necessary for the analysis of the 12 hypotheses. 

Visual inspection of QQ-plots and histograms suggests that all constructs are ap-

proximately normally distributed except attitude, which suffers from ceiling effects 

(with many respondents answering maximum). The results of tests with ANOVA 

(which is robust to deviations from the normality assumption (Schmider et al., 2010)) 

show that no mean differences of statistical significance (at the 5%-level) could be 

found between respondents returning the survey in different months for the four con-

structs. Nor was any statistical difference in mean values found between those who 

provided all the information that was required for the analysis and those that did not. 

Thus, the survey does not appear to suffer from problems due to non-response bias. 

Furthermore, the number of respondents from different departments, sites and roles 

match the overall distribution in the organization reasonably well, suggesting that the 

respondents are representative of the organization as a whole. 

3.3 Instrument validity 

Only five respondents used the feedback section to report difficulties in answering the 

questions in the questionnaire. Three of these reports concerned difficulties in answer-

ing because of the abstraction level of overall policy compliance rather than specific 

behavior (e.g., practices related to passwords or USB sticks). Two complained about 

the language and understandability of the questions.  

The constructs and relationships of the theory of planned behavior are well estab-

lished and this survey does not posit new constructs and builds on previous work on 

how questions should be formulated. Therefore the construct validity of the present 

survey is to some extent already given. The reliability, i.e., accuracy, of psychological 

measurements can be measured using Cronbach’s alpha [30]. The reliability of all 

constructs except perceived behavior control exceeded 0.70, a commonly used 

threshold [31]. The reliability values for perceived behavior control (α=0.69) is on the 

border of acceptable, meaning that the answers to the three items used to measure 

these constructs are somewhat inconsistent. This might be because they are operation-

alized in two dimensions: perceived behavior control is supposed to capture both 

autonomy and capacity.  

4 Results 

The hypotheses stated in section 2.3 are evaluated by assessing if variance in peoples’ 

views about information security policies is lower within groups than within the or-

ganization as a whole. In other words, it is expected that a part of the variance in re-

spondents’ responses is explained by the group they belong to. 

Table 1 describes the results of one-way ANOVA tests. The effect size Eta squared 

reflects the portion of variance explained by the social groups that respondents belong 

to, i.e., the quotient of sum of squares between groups and the sum of squares of the 



population as a whole. The p-value reflects the probability that the effect is due to 

chance.  

Table 1. Variance explained by social groupings. 

    Attitude Perceived 

Norm 

Perceived 

behavior 

control 

Intention 

Departments  

(K=5, N=177) 

Eta-squared 0.06 0.06 0.03 0.15 

P-value 0.01 0.00 0.09 0.00 

Knowledge areas  

(K=11, 178) 

Eta-squared 0.05 0.05 0.05 0.17 

P-value 0.17 0.16 0.20 0.00 

Lunch areas  

(K=21, N=176) 

Eta-squared 0.10 0.13 0.11 0.18 

P-value 0.69 0.36 0.57 0.04 

K: The number of groups 

N: The number of respondents 

 

As Table 1 shows, variance in all psychological constructs is lower within depart-

ments than within the organization as a whole. The effects are also statistically signif-

icant to the 0.05-level on all constructs except perceived behavior control. Thus, H1 

and H1.1, and H1.2 are supported in this sample, but not H1.3. 

The relationship to knowledge areas is not as straightforward. Considerable statis-

tical significant reductions in variance are found for intention (H2), meaning that H2 

is supported. However, a more modest measured and statistically insignificant effect 

is found for attitude, perceived norm, and perceived behavior control. Thus, H2.1, 

H2.2, and H2.3 are not supported. 

As for knowledge areas, the effect measured by lunch areas is considerable and sta-

tistically significant for intentions to comply. However, even though the effect sizes 

are fairly large for attitude, perceived norm, and perceived behavior control, none of 

these effects are statistically significant. In other words, H3 can be accepted, but H3.1 

H3.2, and H3.3 cannot be accepted. 

Overall, the results confirm the hypotheses concerning an influence of social 

groups on intentions to comply with information security policies. Effects in terms of 

reduced variance (i.e., Eta-squared) on intentions are between 15 and 18 percent. 

These results suggest that social processes and structures play a large role in forming 

the information security obedience intentions. In other words, respondents’ intentions 

to comply with the information security policy is to some extent explained by which 

department they work at, in which knowledge area they work, as well as who they 

drink coffee with and have their lunch with.  

People within organizational departments are also more homogenous when it 

comes to attitudes and perceived norms. With a p-value of 0.09 the there is also a 

tendency that perceived behavior control is influenced by department.  However, in 

contrast to what was predicted, professional knowledge areas and lunch rooms do not 

appear to explain variance in attitudes, perceived norms, and perceived behavior con-

trol. Thus, while people within the same professional knowledge areas and lunch 

room have homogenous intentions, there is no clear forming effect on attitudes, per-

ceptions of norms and perceptions of how much control they have.  



5 Discussion  

The results of this study are far from clear-cut. To assist the reader in the interpreta-

tion of the results some of the major issues with the study are discussed below. Issues 

of dependence between the groups and confound variables are discussed in section 

5.1, implications related to the theory of planned behavior in section 5.2, and meas-

urement issues in section 5.3. 

5.1 Dependence between social groupings and confounding variables 

There are apparent relationships between the three types of social groups in the 

studied organization. First, both knowledge areas and coffee rooms are, to some ex-

tent, determined by departments. Knowledge areas are highly concentrated to specific 

departments because of organizational reasons. In seven of the knowledge areas the 

respondents comes from only one or two departments; within each of the departments 

one to seven knowledge areas are represented. Because of a tendency to collocate 

departments geographically the lunch areas are more likely to be shared by two per-

sons form the department than by two persons from different departments. Overall the 

respondents use 21 lunch rooms, but within departments between one and nine lunch 

rooms are used. In addition, 14 of the 21 lunch rooms are used by people from one 

department only. Second, people within the same knowledge area are often collocated 

because of the need to interact with each other, and therefore often share the same 

lunch room. Ten lunch rooms is used by one knowledge area only and  most 

knowledge areas are keep within three lunch rooms.  

Unfortunately, the sample size makes it difficult to control for these dependencies 

by further partitioning of the sample into sub groups (e.g., a particular knowledge area 

within a specific department). Readers are therefore cautioned to treat the effects as 

independent.  It is likely that parts of the variance that one social grouping explains is 

also explained by the other social groupings. 

Furthermore, the effects on the response variables may be due to confounding vari-

ables that have little to do with culture but are related to the social groupings. The 

explained variance may be due to more direct links to influential variables than the 

social interaction that follows from these three groupings. It is not necessarily because 

they share the same culture (e.g., underlying assumptions or values). For example, the 

effect of knowledge area on compliance intentions might simply be because infor-

mation security requirements are trickier to live up to for some types employees than 

others (e.g., because of certain clients), because some researchers are better skilled in 

tasks required to be compliant (e.g., are schooled in information security) or because 

information security is a more important issue within some areas.  

In addition, variables associated with the Swedish culture and with this particular 

organization’s culture or policies may skew the results obtained.  For instance, the 

managers in this organization may be unusually influential, particularly homogenous 

knowledge areas may not be present, and discussions during coffee breaks may be 

unusually relevant or irrelevant to information security.   



5.2 Theory of planned behavior as a mediator of cultural phenomena 

The theory of planned behavior states that attitudes, perceived norm and perceived 

behavior control moderate the effect of culture on individuals’ intentions. Based on 

this, one would expect that variables that predict behavioral intentions also predicts 

attitudes, perceived norm and perceived behavior control. For departments this is the 

case. Responses to all four variables within groups are more homogenous and the 

forming effect of these groups may be mediated as the theory of planned behavior 

claims. However, knowledge areas and lunch areas mean a significant reduction in 

variance in intentions to comply, but not attitudes, norms or perceived behavior con-

trol. 

A direct effect on intentions, without mediation by attitude, perceived norm or per-

ceived behavior control, suggests that something is missing in the theory of planned 

behavior which is common to members in the social groups. As noted above, this 

missing piece is not necessarily culture alone. It may be an effect of other factors 

already hypothesized as antecedents to the variables of the theory of planned behavior 

which are coupled to the social groups, like: knowledge, media exposure, interven-

tions, age, gender, risk perception, moods or personality. Nevertheless, factors cap-

tured by knowledge areas and lunch areas seems to influence intentions without being 

mediated the way the theory of planned behavior say they should be. This warrants 

further investigations of the sufficiency of this theory with respect to social processes 

and structures. 

5.3 Measurement issues 

The sample frame used to test the hypotheses addressed in research is well defined: a 

Swedish defense research organization with highly educated employees, a fairly even 

age distribution and approximately 1000 employees distributed over four geograph-

ical locations. This workplace definitely represents an organization in which infor-

mation security is of relevance and security policies are important. However, it is only 

one organization, chosen because it was convenient. Clearly, to generalize from one 

single organization is risky. Furthermore, the response rate (as low as 18% for some 

tests) is problematic. Even though no clear signs of response bias can be observed 

there are problems associated with drawing general conclusions from these results. 

For example, seven managers in one organization can hardly be said to represent 

managers/departments in general. And group sizes as small as two or three persons 

pose another potential source of measurement error if the actual groups (e.g., using a 

lunch area) are substantially bigger.  

The small sample also prohibits the use of more sophisticated statistical measures 

to address the hypotheses. A multilevel analysis was performed using LISREL to 

identify the effect of a second level on predictions of intention. This analysis suggests 

that around five percent of the variance in intentions is explained by the groups (de-

partment 8%; knowledge area 7%; lunch area 3%) when they are added to a model 

that already includes the other antecedents (attitude, perceived norm and perceived 

behavior control). However, with the sample size of this study the effects are insignif-



icant and associated with considerable confidence intervals. With a larger sample, 

multi-level analysis could be used to better test if these types of social groups play a 

significant role in forming intentions without being mediated by attitude, perceived 

norms, and perceived behavior control. This would enable assessments of how much 

variance the social groupings add on top of the variables in the TPB. 

6 Conclusion 

In the studied organization, 15-18 percent of the variance in intentions to comply with 

information security policies can be explained by the department they belong to, 

knowledge area they work within and lunch room they use. The results are in line 

with the idea that group phenomena influence security behavior and those social pro-

cesses and structures play a role for the information security obedience culture of 

organizations. In addition, the explanatory power of these social groupings based on 

professional knowledge areas and lunch rooms does not appear to be mediated by the 

constructs of the theory of planned behavior. This suggests that this theory misses 

important variables for explaining information security policy compliance.  
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Appendix: Questionnaire items 

Attitude 

Adhering to the information security policy at [the organization] is: 

(bad<->good) 

(meaningless <->meaningful) 

(unimportant<->important) 

(unnecessary<->necessary) 

Perceived norm  

Most people who are important to me think I should adhere to the information security policy 

that exists at [the organization]. (false<->true) 

Most people whose opinion I respect would tolerate that I adhere to the information security 

policy that exist at [the organization]. (improbable<->probable) 

Most people I respect would adhere to the information security policy at [the organization] if 

they were in my situation. (unlikely<->likely) 

Most people at [the organization] who are like me follow our information security policy. 

(false<->true) 

Perceived behavior control 

I am certain that I can adhere to the information security policy that exists at [the organiza-

tion]. (false<->true) 

If I really want to, I can adhere to the information security policy that exists at [the organiza-

tion]. (disagree<->agree) 

Whether I adhere to the information security policy that exists at [the organization] is entirely 

within my control. (false<->true) 

Intention 

My intention is to henceforth adhere to the information security policy that exists at [the organ-

ization]. (false<->true) 

In the future, I will adhere to all of the information security policies that exist at [the organiza-

tion]. (unlikely<->likely) 

Regardless of what happens and which situations arise, I will adhere to the information securi-

ty policy that exists at [the organization]. (unlikely<->likely) 

I cannot imagine violating the information security policy that exists at [the organization] even 

once in the future. (false<->true) 


