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Block-wise P-Signatures and Non-Interactive
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Abstract. Anonymous credentials are protocols in which users obtain
certificates from organizations and subsequently demonstrate their pos-
session in such a way that transactions carried out by the same user
cannot be linked. We present an anonymous credential scheme with non-
interactive proofs of credential possession where credentials are associ-
ated with a number of attributes. Following recent results of Camenisch
and Grof3 (CCS 2008), the proof simultaneously convinces the verifier
that certified attributes satisfy a certain predicate. Our construction re-
lies on a new kind of P-signature, termed block-wise P-signature, that
allows a user to obtain a signature on a committed vector of messages
and makes it possible to generate a short witness that serves as a proof
that the signed vector satisfies the predicate. A non-interactive anony-
mous credential is obtained by combining our block-wise P-signature
scheme with the Groth-Sahai proof system. It allows efficiently prov-
ing possession of a credential while simultaneously demonstrating that
underlying attributes satisfy a predicate corresponding to the evaluation
of inner products (and therefore disjunctions or polynomial evaluations).
The security of our scheme is proved in the standard model under non-
interactive assumptions.

Keywords. P-signatures, anonymous credentials, efficient attributes,
non-interactive proofs, standard model.

1 Introduction

Introduced by Chaum [20] and extensively studied in the last two decades (e.g.
[17-19,4, 3] and references therein) anonymous credential systems enable users
to authenticate themselves in a privacy-preserving manner. In such a protocol,
a user can prove that an organization has supplied him with a certificate in such
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a way that the request for a certificate cannot be linked to any of its proofs of
possession and multiple proofs involving the same credential cannot be linked
to each other. In many realistic applications, it is desirable to augment digital
credentials with a number of user attributes (such as their citizenship, their birth
date, their obtained degrees, ... ) while allowing users to selectively disclose some
of their attributes or efficiently prove properties about them without disclosing
any other information. This problem was addressed by Camenisch and Grof [14]
who showed how to conveniently extend the Camenisch-Lysyanskaya construc-
tion [17, 18] into an anonymous credential system with efficient attributes. In this
paper, we consider similar problems in the context of non-interactive anonymous
credentials in the standard model, as formalized in [4].

Anonymous credential systems usually combine two essential components.
The first one is a protocol allowing a user to obtain a signature from an or-
ganization on a committed value (which is typically the user’s private key) by
sending a commitment to the signer and eventually obtaining a signature on the
message without leaking useful information on the latter. The second compo-
nent is a proof of knowledge of a signature on a committed value. Namely, the
prover holds a pair (m, o), reveals a commitment ¢ to m and demonstrates his
possession of o as a valid signature on m.

PRrIOR WORK. Camenisch and Lysyanskaya [17, 18] used groups of hidden order
and Fujisaki-Okamoto commitments [26] to build the first practical realizations
10 years ago. Their approach was subsequently extended to groups of public
order using bilinear maps [19, 2].

Until recently, all anonymous credential systems required users to engage in
an interactive conversation with the verifier to convince him of their possession of
a credential. While interaction can be removed using the Fiat-Shamir paradigm
[23] and the random oracle model [6], this methodology is limited to only give
heuristic arguments in terms of security [28]. This motivated Belenkiy, Chase,
Kohlweiss and Lysyanskaya [4] to design non-interactive! anonymous credentials
in the standard model — assuming a common reference string — using an under-
lying primitive named P-signature (as a shorthand for signatures with efficient
Protocols). Their results were extended by [5] (and, more recently, in [25]) into
non-interactive anonymous credential schemes supporting credential delegation.

CREDENTIALS SUPPORTING EFFICIENT ATTRIBUTES. Users holding a number
of certified attributes may be willing to selectively disclose a restricted number
of their attributes while preserving their privacy and the secrecy of their other
attributes. A natural approach is to extend classical anonymous credentials such
as [17,19] using generalizations of the Pedersen commitment [36] allowing to
commit to n attributes at once in groups of hidden order. However, disclosing
a single specific attribute entails to commit to n — 1 attributes so as to prove
that one attribute matches the disclosed value and committed attributes are the
remaining certified ones. The drawback of this technique is that each proof has

! The protocol for obtaining a signature on a committed message still demands inter-
action but the proving phase, which is usually more frequently executed, consists of
one message from the prover to the verifier.



linear size in the overall number of attributes.

To address this concern, Camenisch and Grofl [14] suggested a completely
different technique consisting in encoding attributes as prime numbers. Basi-
cally, users first obtain a signature on two committed messages: the first one is
the user’s private key and the second one consists of the product of all users’
attributes. Later on, when the user wants to prove his ownership of a credential
containing a certain attribute, he just has to prove that this attribute divides
the second committed message. Camenisch and Grofl also showed how users
can prove that they hold an attribute appearing in some public attribute list
and how to handle negated statements (namely, prove that a certain attribute
is not contained in their attribute set). They also showed how to extend their
techniques and prove the conjunction or the disjunction of simple such atomic
statements. Unfortunately, their techniques cannot be applied in the setting of
non-interactive anonymous credentials as they inherently rely on groups of hid-
den order, which makes them hardly compatible with the Groth-Sahai proof
systems [29] used in [4, 5]. It turns out that efficiently handling attributes in this
context requires new techniques to be worked out.

In [39], Shahandashti and Safavi-Naini used threshold attribute-based signa-
tures [35] to construct attribute-based anonymous credentials where users can
prove threshold predicates (i.e., the ownership of t-out-of-n public attributes).
However, their construction requires interaction and is not meant to provide
compact proofs, which is the focus of this paper.

OURr CONTRIBUTION. This paper presents an anonymous credential scheme al-
lowing to non-interactively prove the possession of a credential associated with
attributes that satisfy a given predicate without leaking any further informa-
tion. To this end, we extend the approach of [4] by introducing a new kind of
P-signature termed block-wise P-signature. In a nutshell, such a primitive is a
P-signature allowing a user to obtain a signature on a committed vector of mes-
sages (similarly to the multi-block P-signature of [5]). Unlike [5] however, our
P-signature makes it possible for the user to generate a short NIZK argument
(i.e., the size of which does not depend on the vector size) that serves as evidence
that the signed vector satisfies a certain predicate.

Inspired by the work of Katz, Sahai, Waters [33], we present a block-wise
P-signature for predicates corresponding to the zero or non-zero evaluation of
inner products (and therefore disjunctions or polynomial evaluations). By com-
bining our block-wise P-signature with the Groth-Sahai methodology [29] as in
[4], we readily obtain an efficient non-interactive anonymous credential support-
ing efficient attributes. By appropriately using the inner product with suitable
attribute encodings, we notably obtain (1) an efficient way for users to prove
that specific attributes appear in their attribute set; (2) a method for concisely
proving the inclusion of one of their attributes in a public list; (3) short proofs
that the certified attribute set contains a certain (exact or inexact) threshold of
binary attributes (in a similar way, we can prove that a subset of the certified
set is at most ¢ binary attributes away from some public attribute set). Using a
very small amount of interaction (namely, verifiers just have to send a challenge



consisting of a short random value in Z,, where p is the group order), we can
also handle conjunctions of atomic conditions and even more complex formulas
such as CNF or DNF in two rounds. The non-interactivity property is unfor-
tunately lost when we want to deal with CNF/DNF formulas but our solution
still decreases the number of rounds w.r.t. traditional interactive constructions.
Indeed, at least 3 rounds are needed in interactive proofs using X' protocols.

The security of our scheme is proved in the standard model under non-
interactive assumptions. Although our scheme does not perform as well as the
Camenisch-Grof} system (notably because, unlike [14], we cannot prevent the
public key size from depending on the number n of attributes), this yields the
first result on non-interactive anonymous credentials with efficient attributes in
the standard model. Like [4, 5], we rely on a common reference string and only
need interaction in the protocol allowing users to obtain their credentials (except
for predicates involving conjunctions).

ORGANIZATION. In section 2, we first give formal definitions of block-wise F-
unforgeable signatures (similarly to [4], we can only prove a relaxed form of
unforgeability which suffices in this context) and block-wise P-signatures. Our
realization for inner product relations is described in section 3. Its application to
the realization of anonymous credentials with efficient attributes is detailed in
the full version of the paper, where we also discuss the efficiency of the scheme
and the kind of predicates that can be expressed using inner products.

2 Background and Definitions

NoTAaTIONS. We say that a function v : N — [0,1] is negligible if for, any
polynomial p(.), we have v(A\) < |1/p(A)| for any sufficiently large A € N. If
A(x) = B(y) denotes an interactive protocol between A and B on input = and
y, respectively, and if participant A (resp. B) outputs a bit b € {0,1} after the
execution of the protocol, we write b < A(x) & B(y) (resp. A(z) = B(y) = b).

2.1 Bilinear Maps and Complexity Assumptions

We consider bilinear groups (G, G ) of prime order p with a mapping e : GXG —
Gr such that: (1) e(g%, h*) = e(g, h)? for any (g,h) € G x G and a,b € Z; (2)
e(g,h) # lg, whenever g, h # 1g.

Definition 1 ([9]). In a group G of prime order p, the Decision Linear
Problem (DLIN) is to distinguish the distributions (g, g%, g°, g%, g*¢, g°T%) and
(9,9 9% 9%, "%, g%), with a,b,c,d,z < Z,. The Decision Linear Assump-
tion is the intractability of DLIN for any PPT distinguisher D.

This problem is to decide if three vectors i = (g% 1,9), ¢2 = (1,4% g) and
g5 = (9°¢, g*%, g*) are linearly dependent (i.e., if z = ¢ + d).

Like several previous P-signatures, our scheme uses the Hidden Strong Diffie-
Hellman assumption [11] that strengthens a “g-type” assumption from [8].



Definition 2 ([11]). The ¢-Hidden Strong Diffie-Hellman problem (q-
HSDH) consists in, given (g,u,g*) € G* and a set of q tuples (g"/(“+ei) g uc)
with ¢y,...,cq < Ly, finding (/o) g uf) such that ¢ # ¢; fori=1,...,q.

We also use the following problem, which is not easier than the problem, used
in [32], of finding a pair (g*, g"?*) € (G\{1g})? given (g, g%, g°) € G>.

Definition 3 ([32]). The Flexible Diffie-Hellman problem (FlexDH) in G
is, given (g,9% g°) € G3, where a,b & Zy, to find a triple (g", g"*, g"®) such
that p # 0.

The paper will make use of two other problems. The first one was introduced —
in a potentially easier variant — in [10].

Definition 4 ([10]). Let G be a group of prime order p. The n-Diffie-Hellman
Exponent (n-DHE) problem is, given (g,9g1,---;9n,gn+2;---,92n) € G2" such
that g; = g for each i € [1,2n]\{n + 1} and where o & Z%, to compute the

missing element gpy1 = g(o‘n+1).

We finally need an assumption that strengthens the n-DHE assumption in the
same way as the FlexDH assumption is a strengthening of the Diffie-Hellman
assumption.

Definition 5. Let G be a group of prime order p. The Flexible n-Diffie-
Hellman Exponent (n-FlexDHE) problem is, given (g, g1, - - -, gn, gn+2, - - - 92n)
in G** such that g; = g'®) for each i € [1,2n]\{n + 1} and where o & Zy, to
compute a non-trivial triple (g", gh 1, g5,) € (G\{1¢})?, for some p € Z3 and
where gn41 = g(anﬂ).

Evidence of the generic intractability of the n-FlexDHE assumption is provided
in the full version of the paper.

2.2 Commitments to Vectors

We consider perfectly hiding commitments (VecCom, VecOpen) allowing to com-
mit to vectors. In the following, we denote by V' = VecCom(ni;r) the result of
committing to 1 = (my,...,m,) € Z; using randomness r &£ Z,. In addition,
we require that commitments be openable in a coordinate-wise manner and call
W = VecOpen(m,r,i) the opening of V in position ¢ € [1,n]. Such a pairing-
based Pedersen-like commitment [36], based on ideas from [10,16], was de-
scribed in [34]. The commitment key is (g, g1, - - -, Gn, Gnr2, - - -, Gon) € G** where
gi = ¢@") for each i. To commit to a vector m = (m1,...,my,), the committer
picks 7 <~ Z,, and computes V = g" - IT-, gl ;- Thanks to the specific choice
of {gi}icpt,2n\ fnt1}, Wi = giT-H?:Lj# g;n_il_jﬂ serves as evidence that m; is the
i-th component of 1 as it satisfies the relation e(g;, V') = e(g, Ws) - e(g1, gn)™.
The opening W; = VecOpen(V, i, r, i) at position 4 is easily seen not to reveal
anything about other components of 1m. Moreover, the infeasibility of opening a
commitment to two distinct messages for some coordinate 7 € [1,n| relies on the
n-DHE assumption.



2.3 Block-wise F-Unforgeable Signatures and P-Signatures

We begin by defining block-wise F-unforgeable signatures. As introduced in [4],
F-unforgeability refers to the infeasibility for the adversary to craft a valid sig-
nature on some message m € Z, while only outputting F'(m), for some injective
function F, instead of m itself. The need for such a relaxation stems from the
limited extractability of Groth-Sahai proofs: in a nutshell, only ¢ is efficiently
extractable from a commitment to m € Z, using the trapdoor of the CRS.

For reasons that will become apparent later on, block-wise F-unforgeable sig-
natures will be associated with two families of relations that we call R; and Ro,
respectively. These two families are not explicitly used in the following definition
but they are handy when it comes to formalize security properties.

Definition 6. Let D be a domain and let Ry and R be families of efficiently
computable relations such that each R € Rq U Ry is of the form R : [0,n] X
D" x D" — {0,1} for some n € N. A block-wise signature for (R1,Ra,D) con-
sists of a tuple X = (Setup, SigSetup, Sign, Verify, Witness-Gen, Witness-Verify) of
algorithms with the following specifications.

Setup(\): takes as input a security parameter A and oulpuls a set of public
parameters params.

SigSetup(\, n): takes as input a security parameter A € N and an integer n €
poly(A\) denoting the length of message vectors to be signed. It outputs a key
pair (pk,sk).

Sign(sk,m): is a (possibly randomized) algorithm that takes as input a private
key sk and a vector m = (my,...,my,) of messages where m; € D for i =1
to n. It outputs a signature o on m.

Verify(pk,m, 0): is a deterministic algorithm that takes as input a public key
pk, a signature o and a message vector m = (my,...,my). It outputs 1 if o
is deemed valid for m or 0 otherwise.

Witness-Gen(pk7R,Lﬁi,)zm): takes as input a public key pk, a relation R €
R1URz, an integer i € [0,n], two distinct vectors m = (mq,...,my,) € D"
and X = (x1,...,2n) € D", and a signature o. If Verify(pk,m,c) = 0 or
R(i,m, X) =0, it outputs 1. Otherwise, it returns a witness W proving that
o is a signature on some m € D" s.t. R(i,m,)z) =1.

Witness—Verify(pk,R,i,)?,VV,U): is a deterministic algorithm that takes in a
public key pk, a relation R € R1URq, an integer i € [0,n], a vector Xe D,
a witness W and a signature o. It outputs 1 if W is deemed as convincing
evidence that o is a valid signature on some vector m = (my,...,m,) € D"
such that R(i,m, X) = 1.

Except Setup, these algorithms all implicitly take public parameters params as
additional inputs. To lighten notations, we omit to explicitly write them.

The following security definitions consider two kinds of forger. The first one
— which corresponds to case (i) in the definition — refers to attacks where the
adversary outputs a new signature that was not legally obtained by invoking
the signing oracle. The second one — captured by case (ii) — relates to forgeries



where the adversary re-uses a signature (say o; for some j € {1,...,q}) that
was produced by the signing oracle but manages to prove a property that is not
satisfied by the signed vector m;.

In case (ii), we need to consider two families of relations. The first one is called
R1 and includes relations R; for which the adversary illegitimately proves that
Ry (3, M, X*) = 1 and only outputs F(X*) = (F(z%),. .., F(%)). The second re-
lation family R, comprises relations Ry for which the adversary tricks the verifier
into believing that Ry (i, m;, X*) = 1 and explicitly outputs X* = (x%,...,2%)
instead of F(X*). We cannot consider a single relation family unifying both R4
and Ry because, for technical reasons, our security proof ceases to work if the
adversary only outputs F’ (X *) in the case of relations Ry € Ro (as explained in
the full version of the paper). At the same time, we also need relations R; € R
because of the limited extractability properties of Groth-Sahai proofs.

In the notations of Definition 7, 7 C {1,...,n} denotes the smallest subset
such that values {F(z;)}ier make it possible to verify that X = (z1,...,%,)
satisfies Ry (i,m, X) = 1.

Definition 7. Let Ry, Ro be families of relations over [0,n] x D™ x D™ for
some domain D. A block-wise signature scheme X is said to be (F,R1,Ra)-
unforgeable for some efficiently computable injective function F(.), if any PPT
adversary has negligible advantage in the following game:

1. The challenger runs SigSetup(\,n), obtains (pk,sk) and sends pk to A.

2. Adversary A adaptively queries a signing oracle on up to q € poly(A) occa-
sions. At each query j € [1,q], A chooses a vector m = (my,...,my,) and
obtains o; = Sign(sk,m).

3. Eventually, A outputs a tuple (Pred™, W*,o*) consisting of a predicate Pred™,
a witness W* and a signature o*. The predicate Pred* consists of a triple
which is either of the form (Ry, i, {F(z})}ter), for some subsetT C {1,...,n}
such that i € T, or (Ry,i,X*) where i € [0,n] is an indez, Ry € Ry and
Ry € Ry URy are relations and X* = (y,...,zr) € D" is a vector. The
adversary wins if: (a) Witness-Verify(pk, R, i, X*, W*,*) = 1. (b) It holds
that either:

(i) o* was not the output of any signing query;

(i1) o* = oj, for some query j € [1,q|, but the queried m; = (mj1,...,M;jn)
was such that Rl(i,n_ij,)?*) = 0 (resp. Rg(i,rﬁj,)_('*) = 0) while the
predicate Pred* is of the form (Ry,i,{F(x})}rer) (resp. (Ra,i,X*)).

The advantage of adversary A is its probability of being successful, taken

over all random coins.

From a block-wise F-unforgeable signature, a full-fledged block-wise P-signature
is obtained as specified by Definition 8.

Definition 8. A block-wise P-signature combines a (F,R1, Re)-unforgeable block-
wise signature with a vector commitment (VecCom, VecOpen), a perfectly binding
commitment (Com, Open) and:



1. An algorithm SigProve, (pk, R1,i,7, 0,1 = (ma,...,mn), X = (z1,... ).
that, for some relation Ry € Ry and some subset T C {1,...,n} such that
1 €7, generates commitments {Cy, }ter, Cw, Cy and a NIZK proof
7 NIZPK({z; in Cy, }rer, W in Cw, o in Cy | {(W,{F (2¢) }er,0) :

317 s.t. Verify(pk,17,0) = 1 A Witness-Verify(pk, Ry,4, X, W,0) = 1}),

and the corresponding VerifyProof, (pk, R1,i, 7, Cy, Cw, {Cy, }rer) algorithm.
2. An algorithm SigProve,(pk, R,i,0,m,X) that, for some relation R € Ry U
Ro, generates commitments Cy, C, and a proof
7 NIZPK(W in Cw, o in C, | {(W,0) : 3 1 s.t. Verify(pk,m, o) =1
A Witness-Verify(pk, R,i, X, W, o) = 1})

with its corresponding VerifyProof,(pk, R, i, 7, C,, Cw, )Z') algorithm.

8. A NIZK proof that two perfectly binding commitments open to the same
value, i.e., an algorithm EqComProve outputting a proof of membership for
the language

L={(C,D) s.t. 3 (z,y), (open,, open,) |
C = Com(z,open,) N D = Com(y,open,) N x =y}

4. Siglssue(sk, V', (mp,11,...,my)) S SigObtain(pk, 7|, ,opensz, ) is an in-
teractive protocol allowing a user to obtain a signature o on the partially com-
mitted vector m = (M, ..., My, , My, +1,- .., My) without letting the signer
— whose input consists of V' = VecCom(r?L|n1,7"'), for some ', and an inte-
ger ny € [1,n], and public messages (Mp, 41, .., My) — learn anything about
Tﬁ‘nl = (ml, cee 7mn1)-

In this definition, ¥ C {1,...,n} is the smallest subset such that commit-

ments {Cy, }ter allow verifying the proof that the underlying vector X satisfies
Ry(i,m, X) = 1.

UNFORGEABILITY OF P-SIGNATURES. To define the unforgeability of block-wise
P-signatures, we shall assume that Siglssue = SigObtain starts with the user U
committing to a vector (my,...,m,,) and interactively proving to the issuer his
knowledge of an opening of the commitment. We require the existence of a knowl-
edge extractor Sg?gObtain that can extract the committed vector (mq, ..., my,) by
rewinding the prover A. Since (VecCom, VecOpen) is a perfectly hiding commit-
ment, this will be necessary to formalize the unforgeability of our P-signatures.
We note that a similar approach was taken in [15] to define specific security
properties of e-cash systems.

Definition 9. A block-wise P-signature X is (F,R1,R2)-unforgeable, for re-
lation families Ry, Ra, if there are efficient algorithms (ExtractSetup, Extract)
s.t. (i) the output distributions of Setup and ExtractSetup are statistically close;
(ii) any PPT algorithm A has negligible advantage in the following game:



1. The challenger runs params < ExtractSetup(\) and (sk, pk) < SigSetup(\,n),
for some integer n € poly(X), and hands pk to A.

2. On up to q € poly(\) occasions, A triggers an execution of Siglssue =
SigObtain and acts as a user interacting with the Siglssue-executing chal-
lenger. At each such execution j € [1,q|, the challenger runs gé?gObtain s0 as
to extract A’s vector mi; = (mjq1,...,m;y) (or, more precisely, the restric-
tion (mj1,...,Mjn,) to its first ny coordinates, for some ny € [1,n]) and
bookkeeps it. We denote by o; the signature obtained by A at the end of the
j-th execution of SigObtain.

3. A outputs commitments Cy,, Cyw, a proof m and a statement claim consisting
of a triple which is either of the form (Ri,i,{Cy, }ter) or (Rg,i,X), for
some integer i € [0,n], some relations Ry € Rq1 or Ry € R1 U R2, some
vector X = (Z1,...,2n) € D™ or some commitments {Cy, }rexr — for some
subset T C {1,...,n} — to elements x; € D. The adversary is successful if:

a. Ezactly one of the following conditions is satisfied.

1. claim = (R1,4,{Cy, }ter) and
VerifyProof (pk, Ry, 4,7, Cy, Cw,{Cs, }rer) = 1.

2. claim = (Rs,i, X) and VerifyProof,(pk, Rs,i,m, Cy, Cyr, X) = 1.

b. If we define Pred to be (R, i, {Extract(Cy,) }ter) in situation 1 and simply
claim in situation 2, the triple (Pred, Extract(Cyw ), Extract(Cy)) forms a
successful forgery in the game of Definition 7 where the vectors my, ..., My
are those queried for signature.

The advantage of A is its success probability, taken over all coin tosses.

Belenkiy et al. [4] formalized other security notions named signer privacy, user
privacy and zero-knowledge that P-signatures ought to satisfy (formal definitions
are given in the full version of the paper).

SIGNER PRIVACY. As formalized in [4], this notion captures that, during its
interaction with the honest issuer, an adversary acting as a malicious user should
not gain any side information beyond the obtained signature on a vector m =
(1, [(Mmny 41, ..., my)) € D™

More precisely, there must exist an efficient simulator Simlssue such that
no PPT adversary A can tell whether it is running Siglssue = SigObtain in
interaction with a real issuer or if it is interacting with Simlssue that only has
access to a signing oracle. As insisted in [4], Simlssue is allowed to rewind A if
necessary.

UsSeR Privacy. User privacy is also defined following [4]. It requires that any
malicious signer interacting with an honest user be unable to learn anything
about the user’s private messages m, € D", As previously, there must exist
an efficient simulator SimObtain — which is allowed to rewind the adversary A
— such that a dishonest signer 4 cannot distinguish a conversation with a real
user from an interaction with SimObtain.



ZERO KNOWLEDGE. To explain the zero-knowledge property, we introduce a
simulator Sim = (SimSetup, SimSigProve,, SimSigProve,, SimEqComProve) that
implements P-signature algorithms for generating parameters, proving state-
ments involving some relation family R and proving the equality of commitment
openings without using any secret.

If for all outputs (params,,7) of SimSetup, it holds that Com(params,,-)
is now perfectly hiding, if params, are computationally indistinguishable from
those produced by Setup, and if any PPT adversary cannot tell whether it
is interacting with real algorithms (SigProve,, SigProve,, EQqComProve) or sim-
ulators (SimSigProve,, SimSigProve,, SimEqComProve), the scheme is said zero-
knowledge and it is guaranteed not to leak useful information about secret values.

2.4 Groth-Sahai Proofs

In the following notation, for equal-dimension vectors A and B containing ex-
ponents or group elements, A ® B stands for their component-wise product.

To simplify the description, our scheme uses Groth-Sahai proofs based on
the DLIN assumption although instantiations based on the symmetric external
Diffie-Hellman assumption are also possible. In the DLIN setting, the Groth-
Sahai (GS) proof systems [29] use a common reference string comprising vectors

fi, fas f3 € G3, where f; = (f1,1,9), fo= (1, fa, g) for some f1, f2,9 € G. To
commit to X € G, one sets C = (1, 1,X)®ﬁr®ﬁs®f_§,t with r, s,¢ < Z,. When
proofs should be perfectly sound, f;; is set as f;; = f:él ® f_fz with &;,& & L.
Commitments C' = (f7 %, f3 e X - grtsti&te)) are then Boneh-Boyen-

Shacham (BBS) ciphertexts [9] that can be decrypted using oy = log,(f1),
ag = log,(f2). In the perfect witness indistinguishability (WI) setting, defin-

ing f3 = ﬁgl ©® fégz ® (1,1,9)7" gives linearly independent (fi, fa, f3) and
Cis a perfectly hiding commitment. Under the DLIN assumption, the two
settings are indistinguishable. In either case, the commitment is denoted by
C = GSCom (X, openx) and openx = (r, s,t) is its opening

To commit to an exponent x € Z,, one computes C= sRNO) f1 © f2 , with
r,s & 7 »» using a CRS comprising vectors , fl, f2 The commltment and its
opening are denoted by C = GSCom(x open,) and open, = (r,s), respectively.
In the soundness setting ¢, fl, f2 are hnearly mdependent vectors (typically, one
chooses @ = f3 ® (1,1, g) where f3 = f1 ® fg ) whereas, in the WI setting,
choosing g = ﬁ€1 ® f;éz gives a perfectly hiding commitment since Cis always
a BBS encryption of 1g. On a perfectly sound CRS (where f;:, = fifl ® ff"
g = f; ®(1,1,g)), commitments to exponents are not fully extractable since the

trapdoor (o, @) only allows recovering g* from C = IO fir ® fés. In order to
commit to x € Zj,, we will sometimes commit to the group element g”. The result

of this process will be denoted by C = GSCom’(x, open,) = GSCom(g*, open.,)
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with open, = (r, s,t).

To prove that committed variables satisfy a set of relations, the Groth-Sahai
techniques require one commitment per variable and one proof element (made
of a constant number of group elements) per relation. Such proofs are available
for pairing-product relations, which are of the type

ﬁ (Ai, X) f[ f[ (X, X)) = tr,
i=1 =1 j=1

for variables &1,..., &, € G and constants tr € Gr, Ai,..., A, € G, a;5 € G,
for i, € [1,n]. Efficient proofs also exist for multi-exponentiation equations

m

fLa {1 o
Jj=1 i=1 j=1

i=1

for variables X1,..., X, € G, y1,...,Ym € Zp and constants T, A;,..., A, € G,
bi,...,by € Zy and v, € G, for i € [1,m],j € [1,n].

Multi-exponentiation equations admit zero-knowledge proofs at no additional
cost. On a simulated CRS (prepared for the WI setting), the trapdoor (£1,&2)
makes it is possible to simulate proofs without knowing witnesses and simu-
lated proofs are perfectly indistinguishable from real proofs. As for pairing-
product equations, NIZK proofs are often possible (this is typically the case
when the target element ¢ has the special form tr = H: 1€(8;,T;), for con-
stants {(S;,7;)};_; and some ¢ € N) but usually come at some expense.

From an efficiency standpoint, quadratic pairing product equations cost 9
elements to prove whereas linear ones (when a;; = 0 for all ¢, j) take 3 group ele-
ments. Linear multi-exponentiation equations of the type H:L AY" = T demand
2 group elements.

3 A Construction for Inner Product Relations

As noted in [33], many predicates can be expressed in terms of the inner product
of two vectors of attributes. In this section, we describe a P-signature scheme for
families (R1,R2) where Ry encompasses (in)-equality relations and Ry relates
to inner products. Namely, we set Ry = {REQ R7EQ} and R, = {R'P, R7P},
which are specified as follows. We let D = Z,,, for some prime p and, for vectors
m € Ly, X e Z,, the relations R'® and R~ are only defined for i = 0 in such
a way that R (0,7, X) = 1 (resp. R™'P(0,7, X) = 1) if and only if m - X = 0
(resp. - X # 0). As for Ry, we define relations REQ and R7EQ for i € [1,n] and
so that REQ(i,m, X) =1 (resp. R™EQ(i,m, X) = 1) if and only if m; = x; (resp.

The construction is based on the commitment scheme of section 2.2 and a
signature scheme suggested in [21] to sign group elements. The intuition is to
sign a commitment to a vector 1 using a signature scheme for group elements
such as [21,24,1]. Here, a lightweight version of the scheme can be used since,
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in the proof, the simulator knows the discrete logarithms of the group elements
that are signed (hence, there is no need to combine the scheme with a trap-
door commitment to group elements as in [21]). In this simplified version, the
signer holds a public key comprising (2 = g¥, A = g7, u, Uy, U; = g™) € G,
for private elements (w,,31). To sign a vector m, the signer first computes a
commitment V' to 7, chooses ¢ <~ Z, and computes o1 = (g’y)l/(“’"’c)7 o9 = ¢,
o3 =u, 04 = (Up-VP1), 05 = V° and also sets 0 = V as part of the signature.

The construction handles inner products using the properties of the commit-
ment scheme recalled in section 2.2. More precisely, we use the property that
this scheme allows the committer to generate a short non-interactive argument
allowing to convince the verifier that the committed vector m is orthogonal to a
public vector X = (z1, ..., x,) without revealing anything else. Concretely, given
a commitment C' = g" - [T}, gni1_j tom = (my,...,my), for each i € [1,n],

we know that the witness W; = g/ - H;L:L ot 921717 j+i satisfies

e(gia C) = e(glvgn)mi ! e(ga W1)7 (1)

For each i, if we raise both members of (1) to the power z; and multiply the
resulting n equations altogether, we find

n

e(Hgfi,O) :e(gl’gn)m'f'e(%nwfi)v (2)

which implies e( [/, 7", C) = e(g, 1~ W*) whenever m-X = 0. As it turns
out, a single group element W = [\, W;** suffices to convince the verifier that
m-X = 0. It can be showed (as in detailed in the full version of the paper) that,
after the commitment phase, if the committer is able to produce a witness W
satisfying e( I, g, C) = e(g, W) and subsequently open the commitment C
to a vector 1 such that 1 - X # 0, the n-DHE assumption can be broken.

Likewise, the committer can also convince the verifier that m ;)Z # 0 by
proving knowledge of group elements W = [[;_, W, Wi = ¢g*X € G such
that

e(J[o7.€) = e, 90) - elg, W). 3)

To convince the verifier that W, 7{ 1g, the prover demonstrates knowledge of
another group element Wy = g'/™* for which e(Wy, W1) = e(g, g1). We would
like to argue that a malicious committer cannot open a commitment C to a
vector i such that - X = 0 and also produce (W, Wy, W7) € G such that the
equalities e(Wy, W1) = e(g,91) and (3) are both satisfied. Unfortunately, this
is not true since a cheating prover can commit to m = 0 (which is orthogonal
to everything). Since the commitment C' = ¢" and the value W = ], ;™"
satisfy e([]/_, g7*,C) = e(g, W), the prover can fool the verifier by revealing

(Wo, W1, W) = (gi/“,g“,W/gﬁ), with p € Z,, which satisfies the equalities
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e(Wo, W1) = e(g, g1) and e([[}, g;*,C) = e(W1,9s) - e(g, W').

To address this prg)blernl we require the prover to additionally reveal the
pair (Wa, W3) = (g™, ¢7vX) when stating that 7 - X # 0. The extra checks
e(W1,9) = e(g1, Wa) and e(W1, g2,) = e(g1, W3) then suffice to convince the
verifier. Under the n-FlexDHE assumption, we can show (as detailed in the full
version of the paper) that the prover cannot generate (Wy, Wy, W, W3, W) and
subsequently open the commitment to a vector m that contradicts the assertion.

In details, the F- unforgeable block-wise signature scheme is as follows.

Setup()\): chooses bilinear groups (G, Gr) with a generator g <~ G. It generates
a perfectly sound Groth-Sahai CRS f = (fh ﬁ, f;;) Public parameters con-
sist of params := ((G,Gr), g, f).

SigSetup(\, n): picks v, w, o, B1 < Zp, u,Uy <~ G at random and computes
Q=g A=g", U = ¢ aswell as g; = ¢'@) for each i € [1,n]U[n+2,2n].
The private key is sk = (v, w, 81) and the corresponding public key is defined
to be pk = (’LL, 2= gw7 A= g’Y, Uo, Ul, {gi}ie[l,?n]\{n+1}).

Sign(sk,m): to sign m = (mq,...,m,), conduct the following steps.
1. Pick r ¢~ Z, and compute V' = g" - [}_, gfﬁil—j =gmi. gl gr,
2. Choose ¢ <= Z,, and compute
o = g'Y/(W‘"C)7 o9 = gc’ o3 = ’U,C7 g4 = (UO . Vﬁl)c7
05 = Vc, O¢ — Vv
and output o = (01, 09,03, 04, 05,06, 7).
Verify(pk,m, o): parse o as (01, 02,03,04,05,06,7) and 7 as (my, ..., my,).
1. Return 0 if the following equalities do not hold
G(A,g) = 6(0179'02)7 e(ua 02) = 6(0379), (4)
6(9704) = e(UO,UQ) : e(Ula 05)7 e(ga 05) = 6(0-63 02)' (5)

2. Return 1 if o5 = ¢" - [T}_, g, 7,_; and 0 otherwise.

Witness-Gen(pk, R, i,m, X, 0): parse o as (01, 02,03,04,05,06,T). Parse m and
X as (mq,...,my) and (x1,...,x,), respectively. Return L if it turns out
that Verify(pk, m, o) = 0. Otherwise,

a. If R = REQ (and i € [1,n]), return L if m; # x;. Otherwise, compute
and output the witness W = g/ - H;-L:Lj# g:?jl,jﬂ-.

b. If R = R75Q (and i € [1,n]), return L if m; = x;. Otherwise, compute
Wy = gl/(mi—xi)’ Wy = g™ Wy = g™i—%, Wy = g5~ and finally
Wy =gj - H?:L#i ng-il—j+i' Return the witness consisting of the tuple
W = (WOa Wla W27 W3a W4)

c. If R = R" (and i = 0), return L if 7 - X # 0. Otherwise, compute
W; =g - H?:Lj# g?j17j+i for ¢ = 1 to n. Then, compute and output
the witness W =[]\, W/,
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d. If R = R (and i = 0), return L if 3 - X = 0. Otherwise, compute
Wy = gV X)Wy = g X Wy = g™ X Wy = giX Fori =1 to n,
compute Wy; = g7 - [[j_, ;. 9211—;‘4—;‘ and finally set Wy = [[}_, Wi
Return the witness W = (Wy, Wy, Wy, W3, Wy).

Witness-Verify(pk,R,i,)aVV,U): parse o as (o01,02,03,04,05,06,7) and X as

(x1,...,2p). Return 0 if equations (4)-(5) are not satisfied. Otherwise, two

cases are distinguished.

a. If R = REQ (and i € [1,n]), return 1 iff e(g;, 06) = e(g1, gn)™ - e(g, W).

b. If R = R8Q (and i € [1,n]), parse W as (Wy, Wy, Wa, W3, W,) € G°
and return L if it does not parse properly. Otherwise, return 1 if and
only if e(gi, oL ggflﬂ) =e(W1,gn) - e(g, W) and?

e(Wo, W1) = e(g, 1), e(W1,g) = e(g1, Wa), (6)
e(W1, 92n) = e(g1, W3).

c. If R = R"™ (and i = 0), parse the witness W as a group element W € G
and return 1 if and only if e(g, W) = e( I, gf’i,a6).

d. If R = R (and i = 0), parse W as (Wy, Wy, Wa, W3, Wy) € G®
and return L if it does not parse properly. Return 1 if and only if
6( Hzlzl gfivaﬁ) = e(Wla gn) : 6(97 W4) and

B(WO, Wl) = e(gvgl)a e(leg> = e(gl’ W2)) (7)
e(W1,92n) = e(g1, W3).

The correctness of algorithms Sign and Verify is almost straightforward and that
of Witness-Gen and Witness-Verify follows from the properties of the commitment
scheme in section 2.2.

P-SIGNATURE PROTOCOLS. To obtain a complete P-signature, the scheme is
augmented with algorithms SigProve,, for i € {1,2}, and EqComProve.

SigProve; (pk, R, 4,7 = {i},om‘i,)?): parse ¢ as (01,09,03,04,05,06,T), 1 as
(my,...,my) and X as (z1,...,2,). Then, compute Groth-Sahai commit-
ments {Cy, j = GSCom(Xy ;,0peny, ;) brer,jef1,2,3) to the variables

{( X1, Xe2, X0 3) = (97", 9™, 955) er-

For j = 1 to 6, compute égj = GSCom(cj, 0pen,;) and generate a NIZK
proof that committed variables {o;}5_, satisfy (4)-(5). This requires to in-
troduce auxiliary variables o7 € G, §; € Z, with their own commitments

% Looking ahead, Wy will be useful to convince the verifier (via the first relation of
(7)) that Wq # 1g when (W1, Wa, W3, Wy) will appear in committed form within
Groth-Sahai proofs produced by SigProve,. Although Wy is not strictly necessary in
Witness-Verify in the cases R = R™'" and R = R™5Q (since the algorithm can directly
check that W1 # 1g), we included it among the outputs of Witness-Gen for ease of
explanation.
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C_"U7 = GSCom(o7, open,., ), 691 = GSCom(61, openy,) and to prove that

e(or,9) = e(o1,92 - 02), e(u,02) = e(03, 9), (8)
e(g,04) = e(Uo, 02) - e(U1, 03), e(g,05) = e(06,02),  (9)
0, = 1, e(A/o.7’g91) = lGT (10)

Let 7, be the proof for (8)-(10). Then, the algorithm considers two cases.

_If R = REQ let Gy = GSCom (W, openy ), where the witness W is
obtained as W = Witness-Gen(pk, REQ, 4,7, X, ). Generate proofs .,
{mx, j}terj=1,2 that committed variables og, W and X;; satisfy

e(gi,06) = e(Xi1,9n) - (g, W), (11)
e(Xi2,01) =e(Xi1,9), e(Xiz2, g2n) = e(Xi3,9). (12)

The final proof is

™= ({éxt,j}tET7,je{l,2,3}a {C_:aj }37:1, C_;Wa C_;euﬂ'mﬂxﬁ {WX,,j}teT,jzl,Z)-
- If R = R®Q, generate commitments {Cw;, }?:0 to the components of
the witness (Wo, Wy, Wa, W3, W,) «— Witness-Gen(pk, REQ_ i, m, X, o).
Generate proofs 7, my for relations (13) and (14)
e(gi706) : e(Xi,17gn)71 = e(Wlag'rL) : 6(97 W4) (13)
e(Wo, W1) = e(g,91) (14)
e(Wlag) = e(glv WQ)
e(Wthn) = e(gh W3)a

and proofs {7mx, j}ier j=1,2 that {(X; 1, X¢ 2, Xt 3) }rer satisfy (12). The
final proof consists of

™= ({Ca:t,j }teT,je{l,Q,g} {éaj };:1,

{Cw.Yi=0: Coy» Ty Tay, T, {7 x, j hremjmn 2).

SigProvey (pk, R, i, 0,m, )_(') parse o and 77 as previously and X as (T1,...,Zn)-
For i = 1 to 6, compute commitments égi = GSCom(o;, open,, ). Using extra
variables o7 € G, 61 € Z, and their commitments 607 = GSCom (o7, openy, ),
Cy, = GSCom(6y,0peny, ), generate a NIZK proof that {o;}_, satisfy (4)-
(5). We call 7, the proof for (8)-(10). Then, consider the two following cases.

- If R=R"™, set Cy = GSCom(W, openyy ), where the witness W is com-
puted as W = Witness—Gen(pk,R'P70,77'L7X',0). Then, generate a proof
7 that W and og satisfy

e(H g;-‘j,O'(;) = e(ga W) (15)
j=1
The NIZK proof is m = ({C_"gj };:1, Cw, C_"gl,m,,w)z).

15



-t R = R7'P. define the auxiliary variable ©® = g € G and gener-
ate Co = GSCom(O, openg), {CW = GSCom(W;, openyy, )}j _o, Where
{Wj}?:o — Witness-Gen(pk, R™ 'P,O,m7X7J). Then, generate a proof
7r)N20T that © and {W;}]_, satisfy

e(Wo, W1) = e(0, 91), e(W1,9) = e(g1, W2), (16)
e(Whg?n) = 6(917 W3)’ 6(8/97901) = lg;- (17)
C(H g]zj ) 06) = e(gv W4) : e(Wla gn) (18)

j=1

The NIZK proof consists of m = ({C’(77 i1 {C_"Wj }?:0, Co, , 7o, 7T§OT)_

- If R = REQ (and i € [1,n]), generate Cyy = GSCom(W, openyy) for
the witness W « Witness-Gen(pk, REQ, i, m, X, o), introduces a commit-
ment Cx, = GSCom(X;, openy,) to the auxiliary variable X; = ¢% and
compute proofs my and my, that

e(ghUG) = e<Xivgn) : e(g, W) (X /gl vg ) =lg, (19)

The proof is 7 = ({C’ }j 15
- If R = R7®Q (and thus i € [1,n]), compute Groth-Sahai commitments
{C_"W = GSCom(W;, open, )};l o to the components of the witness
{W} _o — Witness-Gen(pk, REQ 771, X, o). Then, introduce a com-

mitment CX = GSCom(X;,openx,) to the auxiliary variable X; = g¢{"
and generate proofs (mx, w, {mw, }3_;, 7x,, 7o) for

CW7CX1'309177T<T77TW77T$¢)'

e(9i, 06) - e(Xi, 9n) ! = e(Wi, gn) - e(g, W), (20)
e(Wo, W1) = e(O, g1), (21)
(Wl’ ) e(g )7
(Wthn) 6(917W3)
e(Xi/gi', g") = e(6/g,9™) = le, (22)

The proof is
= ({éaj }]7‘:1’ {C_:W] }?:0’ C_:X'i ) C_;91 oy TX 3, W {ﬂ-Wj }?:15 TX;) 779) .

Siglssue(sk, V', (mm+1,...,mn)) = SigObtain(pk,ﬁynl,openﬁ%l): the user U
and the issuer interact with each other in the following way.

L. U commits to 7y, = (ma,...,my, ) and computes V' = g" HJ LI i

where 1’ & Z,, retains openg, = (mi,...,my,,7") and provides the
"1

issuer with an interactive WI proof of knowledge of (my,...,my,,,7")
’ m
such that V/ = gr . H =1 gn-f-l -7
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2. The issuer sets V = V' . H?:nl 41 g;njlfj. Then, it randomly chooses

¢,r" & Z,, computes o1 = gV (@t gy = ¢¢, o3 = u¢ and

’

oy = (Uo- (V- gr”)ﬁl>c, o5 =(V-g")°, o6=V-g"

’

and returns & = (01, 09, 03,04, 05,06) and 7",

3. U outputs o = (01, 09,03,04,05,06,7), where r =1/ + ",
b b ) b b ) )

The algorithm EqComProve is standard: given two distinct Groth-Sahai com-

mitments Cx = GSCom(X,openx) and Cy = GSCom(Y,openy) such that
X =Y € G, the NIZK proof can be a proof that Cx ©) 67;/71 is a com-

mitment that opens to lg. If we write f; = (f1,1,9), fo = (1, fa,9) and
f3 = (f31, f32, f33), this amounts to proving the existence of (p1, p2,p3) € Z;’,

R |
such that Cx ©Cy = (ff*- 52, f52- 53, gPr P2 f£2). On a simulated CRS, this
relation can always be proved in NIZK since it is a linear multi-exponentiation
equation.

EFFICIENCY. From an efficiency standpoint, the outputs of SigProve; consist of
80 elements of G for RFQ and 101 group elements for REQ. Each proof produced
by SigProve, requires less than 80 group elements for relations REQ and R' and
at most 107 elements in the case of R7EQ and R™'P.

When these proofs are combined to prove the ownership of a credential, they
result in non-interactive proofs demanding about 2 kB at the 80-bit security
level. A detailed efficiency analysis is provided in the full version of the paper.

We leave it as an open problem to eliminate the dependency on n in the public
key size (as was done in [14]) without using interaction or random oracles.

SECURITY. The security of the scheme relies on the assumptions described at
the beginning of section 2. The proofs of the following theorems are given in the
full version of the paper.

Theorem 1. If the HSDH, FlexDH and n-FlexDHE assumptions hold in G, the
above block-wise P-signature scheme is (F,R1, Rz)-unforgeable w.r.t. the injec-
tive function F(m) = (g1, g™, g% and the relations families R, = { REQ, R7EQ},
R2 — {RIP’RﬁIP}.

Theorem 2. The block-wise P-signature provides signer and user privacy if the
underlying WI proof of knowledge is secure.

Theorem 3. The block-wise P-signature is zero-knowledge if the DLIN assump-
tion holds in G.

4 Non-Interactive Anonymous Credentials with Efficient
Attributes

In the full version of the paper, we provide the complete details about how
block-wise P-signatures for these relation families can be generically turned into
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non-interactive anonymous credentials with efficient attributes. Proper security
definitions for these are given in the full paper, where we prove the security of
the generic construction in the same way as in [4].

In a nutshell, the construction appeals to SigProve; to prove that the first
component of the user’s certified vector 7 is the same value (i.e., his private
key sky) as the one contained in the user’s pseudonym. Then, SigProve, is used
to convince the verifier that the certified vector X satisfies 17 - X = 0. The
construction is presented without optimizations for the sake of generality. Its
optimized variant provides proofs of about 2 kB.

In the full version, we describe in details the predicates that can be expressed
using inner product relations and suitable attribute encodings (already used in
[33]). For example, when 7 contains the coefficients a polynomial whose roots
are the user’s attributes, the inclusion (or the non-inclusion) of some attribute
w € Zp can be selectively demonstrated by setting the coordinates of X as
(1,w,...,w" 1). A similar technique can be used to prove that some certified
attribute w (this time encoded as a sub-vector (1,w,...,w" 1) of m) lies in a
public list (or not) by proving its orthogonality to some X that contains the
coeflicients of a polynomial.

Using more complex attribute encodings, inner products can also handle
disjunctions of a small (e.g., logarithmic in A) number of atomic conditions. If
we assume only two rounds of interaction, conjunctions can also be dealt with:
the verifier just has to send a short random challenge in Z, which is used to
randomize the vector X in such a way that the condition m-X =0 guarantees the
validity of assertions (my = x1)A...A(my, = z,) with overwhelming probability.
Although the need for interaction seems at odds with the original motivation of
P-signatures, we still gain something since only two rounds are necessary.

Finally, as already noted in [33], inner products also provide a method to
prove exact threshold statements about sets of binary attributes. For example,
if m and X encode two sets of binary attributes (such as “gender”, “graduated”,
etc.) X and S, the prover can convince the verifier that |SNX| = ¢. In addition,
by combining the same technique with set membership proofs [12], statements
about inexact thresholds |S N X| < ¢ can also be proved as detailed in the full
version.
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