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Security and Privacy in Molecular Communication
and Networking: Opportunities and Challenges

Valeria Loscri, César Marchal, Nathalie Mitton, Giancarlo Fortino, Athanasios V. Vasilakos

Abstract—Molecular Communication is an emerging
and promising communication paradigm for several multi-
disciplinary domains like bio-medical, industry and military.
Differently to the traditional communication paradigm, the
information is encoded on the molecules, that are then used
as carriers of information. Novel approaches related to this
new communication paradigm have been proposed, mainly
focusing on architectural aspects and categorization of potential
applications. So far, security and privacy aspects related to the
molecular communication systems have not been investigated at
all and represent an open question that need to be addressed.
The main motivation of this paper lies on providing some
first insights about security and privacy aspects of molecular
communication systems, by highlighting the open issues and
challenges and above all by outlining some specific directions
of potential solutions. We start with a general presentation of
attacks in traditional telecommunication systems, and then we
describe the main features of the molecular communication
paradigm. This structure will allow to highlight that the existing
cryptographic methods and security approaches are not suitable
at all for these new communication systems. Specific issues and
challenges will be considered that need ad-hoc solutions. We
will discuss directions in terms of potential solutions by trying
to highlight the main advantages and potential drawbacks for
each direction considered. We will try to answer to the main
questions: 1) why this solution can be exploited in the molecular
communication field to safeguard the system and its reliability;
2) which are the main issues related to the specific approach.

Index Terms — molecular communication, security, privacy,
artificial immune system, bio-cryptography

I. INTRODUCTION

Recently, tremendous improvements in the field of nan-
otechnology have enabled the realization of powerful and func-
tional nanodevices, inspired from the behavior of molecular
structures. Nanodevices can be considered as independently
operating full-featured units capable of accomplishing tasks as
computing, data storing, sensing and actuation. These devices
are also able to establish connections with the world and to
behave like living organisms. In [42], the authors express
a kind of parallelism between nanodevices and living cells.
The authors also emphasize the necessity for the nanode-
vices to communicate. Several multidisciplinary applications
have been considered ranging from bio-medical, industrial,
environmental, etc. Concerning bio-medical applications we
can distinguish among: 1) drug delivery [46], 2) monitoring
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purpose as the case considered in [47], where sensors are
deployed on a human body to monitor glucose, sodium and
cholesterol; 3) detection purpose as considered in [48], where
nanonodes are required to detect the presence of pathogen
agents.

Examples of industrial application of nanonetworks are
Fluid and Food control, where nanonetworks can be exploited
to help detection of toxic components [50].

An example of environmental application control is pro-
posed in [51], through the use of a micro-nano network for
migration nitrogen controlling .

Among different communication paradigms, the most
promising is considered molecular communication (MC),
where molecules are used to encode, transmit and receive
information [49]. MC is considered the most promising com-
munication paradigm since is an existing natural phenom-
ena and then nanonetworks can be implemented upon such
naturally phenomena through the usage of appropriate tools
and this ensures the feasibility of engineering solutions. The
most of research regarding MC has been devoted to the
foundations of molecular information theory by consider-
ing existing molecular communication systems, architectures
and networking techniques and by proposing new ad-hoc
approaches. Security and privacy aspects related with this
novel communication paradigm have not yet been considered
but need to be investigated. Nano-devices are vulnerable to
all sorts of attacks from a physical and wireless viewpoint.
Beyond the classical/traditional attacks, we will see that new
types of attacks can be individuated, that are strictly related
with the specific applications of the MC systems. Just to give
an example of a novel type of attack, it can be figured out
that a “desirable” feature for in-vivo applications could be
the “absorption” of the nanosensors after a certain period of
activity. This is also important to avoid “responses” of the
Immune System, by allowing external components to remain
inside the body. A novel type of attack could consist in the
manipulation of the “correct” time to activate the absorption
process, by accelerating or delaying it. In the former case,
the effect is that the nanoparticles are not able to accomplish
their task (i.e. sensing, drug delivery). In the case of a delay
of the absorption time, undesired responses of the Immune
System can be activated. In this paper, we will retrace the
traditional approaches used to face attacks in wireless network.
After that, we will describe the main features of the MC
paradigm by emphasizing the issues and challenges related
to it. All the reasoning will converge to the conclusion that
existing security solutions cannot be directly applied in MC
systems, because they do not capture the features of this
novel communication system. In order to accomplish with



security and privacy issues in MC systems, novel and ad-
hoc solutions need to be investigated. This paper aims to
give some insights by outlining the main potentially effective
directions to develop new authentication mechanisms, able to
guarantee the data integrity and user privacy. The common
point of all these directions is represented by their bio-inspired
characteristic. In our opinion, bio-inspired approaches can
play a very effective role against various types of attacks,
since the communication system under investigation is also
bio-inspired and technological developments are focusing on
development of molecules as complex proteins or derived
from strands of DNA. Nature give us many examples to face
attacks against pathogen agents, virus, etc. by activating the
Immune System. Beyond Immune Systems, it is also possible
to think about swarm of units (i.e. ants, bees, etc.), that are
able to cooperate in order to detect abnormality. Some recent
research contributions consider the possibility to see at the
Immune System from a swarming viewpoint [2]. The synergic
combination of these two bio-inspired approaches, can be very
effective in the context of MC systems to manage the defense
against attacks of external intruders. In this paper, we will try
to outline the main issues and challenges related to this new
communication paradigm, by considering the peculiarities that
make it different from classical communication techniques.
From the characterization of the fundamental features, we aim
to give some insights and to trace some directions in the
security and privacy definition of the MC systems. We will
support some specific potential solutions by trying to answer to
fundamental questions, such as: why the approach considered
is suitable to the specific context we are examining? what are
the potential advantages? what are the realization issues? In
any case, a preliminary fundamental observation is related to
the selection of methods and techniques that are bio-inspired.
The main reason of this “choice” is related to the fact that
MC paradigm is a bio-inspired approach and probably the
answer of how be effective in terms of security and privacy
has to be also searched in nature. The paper is structured
as follows. In the Section 2, we will introduce the security
and privacy in traditional communication systems. Section 3
describes how biology systems and computer science can be
helpful to each other and their interaction. Section 4 is devoted
to the introduction of the molecular communication paradigm
by emphasizing the security and privacy issues. In Section
5 we introduce and analyze potential solutions about security
and privacy mechanisms in the context of MC systems. Finally,
Section 6 concludes this paper.

II. SECURITY IN COMMUNICATION SYSTEMS
A. Global security requirements

Security and privacy are very important and critical factors
in many and different applications, ranging from military to
health environments. In order to be sure that an application
is secure enough, some requirements can be evaluated so
as to obtain an overview of weaknesses and strengths about
protections. In this section, we review the general requirements
that are available for every type of communication system.

Confidentiality permits to avoid information disclosures and
ensures that data are accessible only to authorized assets/users.

It is the most important issue in network security. One way to
add some confidentiality in communication is to use encryp-
tion technics.

Integrity guarantees that the received information is correct
and complete. To ensure information integrity, some hash
functions or MAC (Message Authentication Code) can be
applied.

Availability assures that information is available at every
time. So, each resource of the network has to work when
information is needed. For example, setting redundancy into
the network can guarantee this requirement.

Authentication ensures that the origin of a message is
reliable and avoids adversaries sending fake messages. End-
to-end encryption can be used for that.

Privacy is also significant, particularly in healthcare appli-
cations. As described in [24], it exists two kinds of privacy
: data-oriented privacy and context-oriented privacy. The first
one is relative to sensed data, for example people who don’t
want their personal information to be accessible to anyone. For
the second one, it’s more about location or timing privacy, as
people with objects as smartphones which can be used to lo-
calize their owner. Privacy is strongly linked to confidentiality
because, to ensure privacy, you have to ensure confidentiality
in order not to divulge sensible information.

Adding some security may be very expensive in terms of
overhead. So, it is essential to balance security countermea-
sures with network and devices capabilities.
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Fig. 1: Evolution of computation and security capabilities in
function of device size

Indeed, as seen in Figure 1, security capabilities are very
correlated with devices used in the network. Figure 1 describes
relationship between size, computation and security capabili-
ties for different types of device. We can see that the bigger
a device is, the more computation and security capabilities it
has. So, step by step, it’s more and more difficult to ensure
high security requirements when devices become smaller and
smaller. Obviously, we can’t apply desktop security mecha-



nisms to sensors. New technics have been created to fit on
sensors capabilities. This will also be the case for nanodevices.
We know that sensors and nanodevices are totally different, but
security and privacy problems are quite similar for wireless
low-capabilities devices. Moreover, these topics have been
well-investigated for wireless sensor networks. That’s why we
decide to initially study security and privacy in wireless sensor
networks.

B. Different types of attacks in wireless sensor networks

In this section, we review the main kinds of attacks per-
formed in Wireless Sensors Networks. This analysis will
help us to individuate the attacks that are also possible in
MC systems, before to introduce the novel types of attacks
envisaged in MC systems. Padmavathi and Shanmugapriya
[15] described different attacks on wireless sensor networks:

« Eavesdropping : Passive attack which consists in listening
to communications between two nodes. Some informa-
tion is stored and can be used to create active attacks.
Preventing from eavesdropping is quite hard.

o Spoofing / Altering / Replaying / Injection : Attackers can
also spoof other nodes identities to become trustable and
broadcast fake information in the network. Data alteration
or message replaying are also available to impact the
network.

e Loops : A corrupted node can create some loops into
the network by forwarding packets to specific neighbors
instead of those who are normally chosen.

e Selective Forwarding : A malicious node can drop some
messages which it should have had to forward. According
to different criteria, e.g. probabilities or depending on the
previous hop or the source, it decides to forward or not
a message to the next hop.

o Black hole : It is a particular form of selective forwarding:
when the node decide to not forward any message.

o Sinkhole : The goal of this attack is to attract as much
traffic as possible from a part of the network to a cor-
rupted node. In this way, an artificial sinkhole is created
in the network. According to the routing protocol, the
corrupted node has to be very attractive for others nodes.

Fig. 2: Sinkhole attack

Figure 2 shows an example of sinkhole attack where the
red point is malicious. All nodes in its neighborhood
forward packets to the red node because it looks very
attractive for them.

e Wormhole : The attacker receives messages from its
neighbors and sends each of them to another attacker
far away in the network through a secret communication
channel. Then, the second attacker normally transmits the
messages to its neighbors. At first sight, this configuration
is an advantage for the network connectivity. But, a well-
situated wormhole can completely disturb routing.
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Fig. 3: Wormhole attack

Figure 3 presents a wormhole attack. The red top-left
node receives packets from its neighbors but transmits
them to an accomplice node through a private and secret
channel drawn in a red dashed line. Then, the accomplice
node normally forwards received packets.

o Sybil attacks : A malicious node claims multiple identities
in the network, including different locations which can
easily disturb geographical routing protocols. This attack
is also efficient in reputation systems, where concept of
identity is important.

e Flood : A corrupted node can send fakes messages in
order to consume others nodes’ energy and use their
availability.

« Desynchronization : Messages with a fake sequence num-
ber can be sent by a malicious node. The receiver then
asks the source to be synchronized again. In that way,
both sender and receiver waste energy.

o Jamming : Some attackers can generate some noise in the
communication channel to disrupt or avoid communica-
tion between others nodes.

o Node capture : The capture of a node can reveal some
critical information like cryptographic keys. Moreover, an
attacker can also reprogramming the sensor to become
malicious.

All these attacks are observed with traditional communica-
tion. In molecular communication systems, some of the threats
considered for traditional communication systems need to be
also considered and countermeasures have to be applied, but
as we will argue from the next sections, novel directions to



develop ad-hoc solutions to manage the threats need to be
studied.

III. THE PARALLELISM OF BIOLOGY AND COMPUTER
NETWORKS

”The convergence of Computer Science and Biology will
serve both disciplines, providing each with greater power and
relevance” [57]. In this work [57] about privacy and security
issues, Priami bases its foundations on the thinking biological
systems as complex networks. One fundamental observation
is that molecules of life do not function in isolation, but
form complex networks that define a cell. As Madan outlined
in his work [53], biological networks are not random, but
highly organized with an emerging global structure of network.
In this structure, basic components can be envisaged, that
are organized at a local level and contain repeating patterns.
These local and simple patterns” are buried in complexity
and emerge as a result of specific constraints. Biological
networks are scalable or “scale-free”, thanks to the presence
of few nodes with many links and many nodes with few links,
that make this kind of network as a hierarchical network.
Of course, this type of system is robust to random attacks
against nodes, but is more vulnerable with attacks against the
hub. By observing biological phenomena, we can notice that
they present desirable characteristics for digital computer and
network applications. Among all these features, we can remark
them that can be strictly related to security and privacy aspects,
such as:

¢ Cellular-Signaling Pathways: this characteristic regards
the type of communication as occurs among cells, namely
at the molecular level. This type of communication is
based on very simple/elementary rules and the corrispec-
tive emerging behavior is self-organized and coordinated;

o Homeostasis: is a kind of equilibrium state that bi-
ological systems are able to keep, also when exter-
nal/environmental conditions change;

o Division of Labor: the task sharing is the basic of
the swarm networks concept, that inspired many digital
computer and network applications. The key feature of
the swarm network is that very simple individuals in a
population (i.e. ants, bees, etc.) are not able to perform
complex tasks, but the accomplishment of very simple
“duties” allows the realization of global common goal
that can be very complex;

o Immunity: is the capability of certain organisms to react
and block external harmful pathogens. An interesting
aspect related to the natural Immune System, is that
the type of answer to an attack changes based on the
prior knowledge of an external factor/pathogen; This
type of “behavior” has been considered for implementing
learning approaches;

o Stigmergy-based communication: is the way some in-
sects like bees, communicate to find the best paths to the
food sources. Stigmergy consists in the “modification” of
the environment in such a way that the others can under-
stand and react to. It is a kind of indirect communication;

« Synchronization: some biological systems are able to
synchronize to each other through simple local obser-

vations. The singular behavior will be modified based
on these local information and the whole system results
globally synchronized;

o Chemotaxis and Multicellular Embryogenesis: consists
in the capability of identical embryogenic cells to form
different structures of the body through a differentiation
process. Thanks to this “feature”, the organism is able
to repair wounds, cells are also able to regenerate them-
selves. Similar characteristics have been considered in
reactive routing algorithms when failures occur along a
path;

« Cell Potency: is the differentiation capability of the cells.
Several kinds of ”potency” can be individuated: a) totipo-
tency; b) pluripotency; c) multipotency; d) oligopotencys;
e) unipotency. This kind of feature is something really
interesting from a network application point of view.
It allows the re-definition of the role of a device in
a different context (i.e. a smartphone that in specific
condition can accomplish the role of gateway).

Recent research efforts focus on the comprehension of the
mechanisms behind these biological phenomena, in order to be
able to implement similar principles in algorithms that will be
applied in digital computers and network applications. Some
very recent works propose a taxonomy of the Biologically-
Inspired Algorithms (BIAs) [54]. BIAs are structured based
on: 1) biological source; 2) mathematical model; 3) major
applications; 4) advantages corresponding to “classic” ap-
proaches; 5) limitations and border conditions; 6) potential
applications.

In the Figure 4, we summarize the Bio-Inspired Approaches
that we envisage as the most suitable for security and privacy
applications, above all in the context of molecular communi-
cation systems. The selection of these approaches was realized
by considering the working principles of the approaches in the
biological systems.

Of course, this taxonomy does not claim to be exhaustive,
but includes the main macro-categories that we will detail later
in this paper.

IV. MOLECULAR COMMUNICATION SECURITY: ISSUES
AND CHALLENGES

Molecular communication is a novel communication
paradigm that differs significantly from other existing com-
munication schemes. It is envisaged as the most practical
way in which nano-robots can communicate with each other
[42]. Molecular communication considers encoded molecules
as information carriers instead of electromagnetic waves as
in electro-magnetic communications or light waves in optical
communications or acoustic waves in acoustic communica-
tions. Also the information encoding can be different based
on how the information is encoded: molecule presence (i.e.
the presence or absence of a selected type of molecule is
used to digitally encode messages) [61], concentration [58],
configuration [42] [60], sequence of macro-molecules [59],
etc. In molecular communications, complex proteins are used
as information carriers and a digital symbol transformation
is not necessarily required. Molecular communication can be
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Fig. 4: A Taxonomy of Biologically Inspired Algorithms.

classified as long-range communication using pheromones,
medium-range communication, by using active transport with
molecular motors in fluidic medium, short-range communica-
tion that implies passive transport using calcium signaling or
by diffusion. In the framework of nanonetworks, short-range
is understood as the communication process that takes place in
the range from nm to few mm, whereas long-range refer to the
communication process in which the transmitter and receiver
nanomachines range from mm up to km [42]. In the traditional
communication systems, the longer is the distance the informa-
tion has to “travel” the bigger is the vulnerability of the system
along the path. In the context of MC systems, we believe that
the distance does not condition the level of security, since
the “manipulation” of the nanodevices from malicious users
is performed externally. This means that, whether a node has
been manipulated to misbehave, also the short-range commu-
nication will be affected to. A very interesting description of a
molecular communication architecture is done in [41], where
the transmitter is represented by a sender bio-nanomachine
that releases the information molecules, the receiver is the bio-
machine that detects information molecules, molecules repre-
sent the information to be transmitted and the environment
where the molecules propagate represents in some way the
propagation channel. The authors also explain how the system
can become more complicated, by distinguishing different
types of molecules that accomplish different actions, like:
“transport molecules”, that move the information molecules,
”guide molecules” to drive the movement of the transport
molecules, etc. The authors also show every single phase
of the molecular communication by describing the encoding
phase, the sending phase, the propagation phase, the receiving
phase and the decoding phase. In [3], a layered architecture of
molecular communication by outlining the challenges of each

layer, is presented. This type of approach is very useful to
create a structured architecture of this novel communication
paradigm allowing the individuation of the issues like in a
traditional communication system. The necessity to determine
a kind of parallelism with a traditional communication network
is also witnessed by the proposal of a transport protocol
in [43], where the authors propose a connection oriented
mechanism. The authors outline how some typical functions
of the transport protocols used in traditional systems is not
meaningful in the context of molecular communication, but
functions like connection oriented capability, congestion and
flow control, not only make sense in such an environment,
but need to be very well investigated. An example of practical
demonstration of molecular communication system is given in
[44], where the authors implement a macroscopic molecular
communication system for transmitting a brief text message
by the means of chemical signals.

Even if many improvements in the field of nano-
technologies and molecular communication have been done,
the security and privacy aspects of nano-communication repre-
sent something totally new that has not yet been investigated.
A preliminary work about nano-communication security is
presented in [16], but to the best of our knowledge this is the
first work that investigates issues and challenges of molec-
ular communication and seeks to outline potential solution
directions. Security and privacy in molecular communication
represent a new and emerging challenge in a very new domain
of the communication.

As envisaged in several papers, potential applications of
molecular communication can range from biomedical, envi-
ronmental and manufacturing areas. Given the criticality of
the envisioned application domains and the fact that bio-nano
robots can be embedded in our body, in the environment, in



the food, attacks of this type of communication systems could
have disastrous consequences and then the level of criticality
is higher than in traditional Internet applications.

To the follow, we will try to face the major challenges for
each layer of the molecular network. This kind of approach
allows the development of a detailed analysis.

A. A Layered approach for security and privacy issues

In this section we present a description of security and
privacy issues related to each layer of a layered architecture
for molecular communication. A first attempt of “structure”
as layered architecture of this novel communication system is
presented in [3] and we will refer to it to the follow.

1) Physical Layer: By following the approach in [3], we
separate the Physical Layer into two sub-layers: 1) Bio-
machine sublayer and 2) Signaling sublayer.

« Bio-machine sublayer: the communication among bio-
nanomachines occurs through a mechanism of inputs and
outputs and by modifying the corresponding states of
a nanomachine, based on all the inputs considered at
a certain time t. Typical attacks that we can individ-
uate at this sublayer, are Jamming and Tampering in
accordance to the typical attacks in traditional wireless
systems.Usually, the defense against jamming involves
spread spectrum or frequency hopping mechanisms, that
cannot be considered in the context of molecular com-
munication. Specific and ad-hoc mechanisms need to be
designed and implemented. The tampering attacks can
be “realized” through the manipulation of the molecules.
This could be easily done when the encoding of the
messages is performed through a specific configuration.
This specific type of attacks is very difficult to be detected
in the context we are considering and the side effects
could be very serious.

« Signaling sub-layer: some of the main functionalities re-
quired at this level as envisaged in [3], whether applied in
a malicious and inappropriate way, can be “exploited” by
an attacker to generate a malfunctioning system. Firstly,
the “replication” functionality could be manipulated to
”flood” the environment with particles. Totally opposite
is the misuse of the “suppressing/killing” functionality,
that could be used in a bad way to kill the molecules
before they accomplish the specific task assigned.

2) Molecular Link Layer: Among the main functionalities
managed at this layer, there are the media access control
and the flow control. In the case of molecular communica-
tion, the medium is aqueous/fluidic. Typical attacks that can
be envisaged at this level are “collision” and “unfairness”.
In traditional communication systems, collision attacks are
mitigated through error-correcting techniques at link layer.
Concerning the specific context of molecular communication
systems, we individuate two kinds of problems related to
this type of attack: 1) error-correcting mechanisms are really
difficult to be implemented and this type of technique is also
strictly related to the characteristics and functionalities of the
physical layer. Whether a bio-nanomachine at the physical
layer releases individual molecules in the environment, it could

be very complicated to detect a collision and then to elaborate
an error-correcting approach. On the other hand, if the bio-
nanomachine at the physical layer supports vesicle-based
molecules transmission and reception, this is like a dedicated
physical channel and the “attacker” should be aware about
how to manipulate it. Through the vesicle-based molecules
there is a kind of compartmentalization of the information
molecules from the propagation environment, that is able to
protect information molecules from molecular deformation
and cleavage, that can be maliciously caused by enzymatic
attacks or by modifying the pH of the outer aqueous phase.
The bio-nanomachines that at the physical sub-layer release
individual molecules are not protected from this type of attack
and, if the information is based on the type of information
transported, this type of attack is translated in a system
malfunction. On the other hand, collision and unfairness can
be easily performed by attackers when the transportation of the
information is realized by the means of diffusion; In this case
the different concentration levels (gradient) is the activation
trigger of the communication system.

3) The Molecular Network Layer: In [3], the authors in-
troduce the concept of Molecular Network Layer, by defining
the entities involved and describing the main functionalities,
namely how the molecular network formation can be realized
and how the routing can be implemented, by also considering
the possibility to realize an opportunistic routing. An interest-
ing functionality that they consider is “"Molecular Packet Loss
Handling”, where loss of packets is related to the exhaustion
of the molecular packet storage. In our opinion, this type of
attacks can be easily realized and represents, for sure, an issue
in terms of security. On the other hand, traditional attacks
realized in classical wireless network systems, are not an issue
in this case, since are too complicated to be realized. Let us
consider just an example: a Sybil attack, where the “’severity”
of the attack is related to how cheaply and easily identities
can be generated. In the context of molecular communication,
is neither easy nor cheap the “replication” of identities.

4) The Molecular Transport Layer: By referring to the
Transport Layer description of [3], we can outline that also
in the case of molecular communication paradigm as in the
more traditional communication systems, this layer is devoted
to provide reliability and session control. In this layer only a
source and a destination are directly involved and there are not
considered entities in between. Concerning this specific layer,
we can envisage some security issues that are also common
in the classical communication systems, such as flooding and
a kind of desynchronization. The flooding will increase the
congestion, namely too many molecular transport data units
are transmitted into a molecular communication pipe. The
limitation of the number of “connections” can prevent the
flooding attack, but this also prevents legitimate sources from
connecting to the victim destinations. “Desynchronization”
attack involves the handling of the sequence of molecular
transport data units. Sequence handling can be performed in
molecular communication as explained in [52]. This type of
control can be very important for applications such as tissue
engineering and a desynchronization” attack could imply very
catastrophic consequences.



5) The Molecular Application Layer: Concerning the
Molecular Application Layer, we can individuate several and
different applications and it is difficult to “’derive” a descriptive
general model. In terms of security and privacy issues, the
applications of a molecular communication system should be
“protected” against the various types of attacks we envisaged
at each level, if effective mechanism to preserve the integrity
and reliability of the system are developed for every layer.

In the table I we summarize the types of attack associated
to every specific layer.

V. NEW DIRECTIONS FOR MOLECULAR COMMUNICATION
SECURITY AND PRIVACY

Existing mechanisms to make traditional wireless commu-
nication systems trust and secure cannot be applied for many
different reasons to molecular communication based systems.
Our goal, with this paper is to provide some first insights into
this new communication paradigm and try to highlight the
main issues.

In this section we aim to “sketch out” possible solutions and
specific directions for security in molecular communication.

The effort necessary to “adapt” “traditional” networks se-
curity solutions is not only excessive and in some case not
feasible, but the results would also been not completely
satisfactory. We envision that bio-inspired approaches can play
a primary role and could open new research directions in terms
of security for molecular paradigm. The reasons that make us
convinced about the bio-inspired direction as the most suitable
for the molecular communication security is that molecular
communication is itself bio-inspired and there are in nature
several defense mechanisms against various type of attacks
that are really effective. For these reasons, we will consider
Immune Atrtificial Systems, Swarm molecular approaches and
Bio-chemical Cryptography.

A. Artificial Immune Systems

The main reasons that deal us to consider Artificial Immune
Systems as suitable direction to make molecular communi-
cation secure and trustable are that is bio-inspired as the
molecular communication is and above all immune cells can
communicate to each other in various ways. We can divide
two fundamental types of communications: 1) direct and
2) indirect. The first one is by means of a direct surface
contact and the latter is through indirect chemical secretion
contacts. Direct communication implies collision of two cells
and capability of them to stimulating to each other. In the latter
way, immune signals, named cytokines are involved. Cytokines
encompass various signals with different meanings.

A canonical definition of Artificial Immune Systems does
not exist, but Castro and Timmis [1] tried to describe the
domain as follows: “adaptive systems, inspired by theoretical
immunology and observed immune functions, principles and
models, which are applied to problem solving”. As outlined in
[2] it is a bit general definition. In fact, there are not specified
particular properties, but in general an immune system, that
is natural or artificial, has to present the following appealing
features:

o Robustness, that is more desirable in an highly dynamic
and stochastic environment such as molecular communi-
cation;

o Reinforcement Learning, namely the capability to learn
and to change its proper state;

« Memory, that is the capability to make the current state
dependable not only on the current inputs, but also from
a certain number of past states;

« Distributed, since in an immune system there is not a
central controller that coordinate all the actions;

« Adaptive, that is related with the Reinforcement Learning
capability. An IS should be able to change and to "adapt”
by reacting to new external stimuli;

o Recognition (Anomaly Detection, Noise Tolerance, etc.)

o Dynamically changing coverage,
capability to learn, has to exhibit the memory property, to be
distributed and the various particles belonging to the system,
should cooperate to each other. These “desired” character-
istics reinforce the belief that a bio-inspired approach is a
very appropriate direction to face security and privacy issues
concerning molecular communication. In [3] authors provide
an in-depth architectural view of molecular communication
by considering it among biological nanomachines. Among the
main functionalities, the authors individuate is the replication,
namely the capability to make a copy of themselves or pre-
senting the same functionalities. This capability would mimics
the cellular division and will be a very interesting functionality
for an Artificial Immune System. They also envisage the
possibility to use biological molecules for implementing a
memory in a bio-machine. Memory property will be also really
important for Artificial Immune System and is a characteristic
that real Immune System exhibit.

The main three research fields related with the AIS are:
1) Immune Networks; 2) Clonal Selection; and 3) Negative
Selection.

1) Immune Networks: In this section we will present the
basic concepts of the Immune Network Theory, since we
retain it is fundamental for the development of artificial
immune networks and also for machine-learning approaches.
The father of the Immune Network or Artificial Immune
Network theory is Niels Jerne, that firstly postulated it in
[4]. The basics of this theory are that each of the clones
are strongly interconnected and have not to be regarded as
a separate entity. In practice, for every antibody, there is a
portion of their receptors that can be recognized by other
antibody. From this interconnection derives the concept of
Immune Network. The B-cells stimulate and suppress each
other in a way that a global stabilization of the network
is achieved. The connection of two B-cells depends on the
affinity between them that has to exceed a certain threshold.
Also the strength of the connection is directly proportional to
the affinity shared between two B-cells. In the Jerne’s theory
it was also very important the concept of dualism, as that the
number two play an important role. In order to understand
this “feeling” of Jerne it is sufficient to think about the two
main cells involved in the human immune system, namely T-
Cells and B-Cells. Jerne assumed that here were two main
“types” of interactions, that are stimulation and suppression.



TABLE I: Type of attack for each layer

[ Layer [

Type of Attack |

Molecular Transport Layer

Unfairness, Desynchronization

Molecular Network Layer

Exhaustion of packets storage. Flooding attacks

Molecular Link Layer

Collision, Unfairness

Signaling sublayer

Jamming, Misuse of Replication functionality

Bio-nanomachine sublayer

Jamming, Tampering

Recently, a third interaction has been recognized, namely the
“suppressive” interaction. Also the two main classes of cells
became three. In Figure 5 we can see a representation of
the Immune System. The network approach of the immune
system was also considered by Richter [5] that went a step
ahead, by theoretically demonstrating that the connections
can have functional consequences. This means that the cells
of the immune system are functionally connected through
components with big diversity.
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Fig. 5: Representation of the basic response in a biological
immune system.[1]

Each cell is connected to a subset of the rest thanks to the
interconnection. This means that this system shows important
properties like memory, no centralized control and little, if
any, hierarchical organization, robustness to failure and above
all the network of cells as a whole and not as constituted
by individual cells. The Jerne’s theory was also refined and
formalized in [6]. In [7] the idiotypic network theory is shown
to be an absurd, but in any case it has been a very revolutionary
concept that allowed to make many steps ahead in the theory
of Artificial Immune Systems (AIS).

a) Why Immune Networks for Molecular Communication
Security: The immune network approach is particularly inter-
esting for the development of computer approaches since it
can provide and take into account emergent properties such
as tolerance, learning capability, memory. The activity of the
units with the constraints from the surrounding of the system,
produces emerging global patterns over the entire network. In
[8] the authors outline a very important feature of Immune
Systems (IS), that is adaptability. It is outlined as any new
element in shape space [9] (defined as a quantitative way to
describe the affinity degree between cells and antigens), also
with no evolutionary history, can interact with a functioning
Immune System. This features is regarded as a ”completeness”
property, that is independent from learning capability and it the
result of the way the “molecular identity is established while
at the same time allowed to change”. This is called by the
authors in [8] as the metadynamics property of the IS and

goes beyond the network dynamics. Metadynamics consists
of production and recruitment of new molecules. These new
molecules and/or cells can interact with the IS and for that
the emerging property from the metadynamics is defined as
completeness. This way the system will be adaptive against
a wide range of new and unknown invaders. In [3], authors
pose a very fundamental question about "How do we design
bio-nanomachines, taking an advantage of useful features of
biomaterials?”. Based on the reasoning and the considera-
tions related with security issues of this new communication
paradigm, we really believe that the greater is the capability
to exploit the features of biological entities, the greater will
be the advantages related with the security mechanisms that
can be developed. By following this approach, we “pursue the
road” that a bio-inspired mechanism could be very effective
against new types of attacks that could have very catastrophic
consequences, due to the specific potential application of
nanonetworks.

b) Immune Networks for Molecular Communication Se-
curity: Open Issues: So far, we have highlighted the potential
advantages in terms of security for the molecular communi-
cation paradigm by adopting the Immune Networks approach.
In literature there have been presented Artificial Immune Net-
works models for several applications and also for security and
privacy purpose as in [10]. As highlighted in [3], the possibility
to design bio-nanomachine, “synthetic” molecules that inherit
the same features like anti-virus agents, by equipping them
with the capability to mutate or by putting onto the surface
the specific receptors by mimicking the Immune Network,
would be a very effective solution. In our opinion, it is a
very promising research direction but we envisage three main
issues:

o The need of specific laboratories, where this kind of
agents can be synthesized;

o Requirement of a high-level inter-disciplinary effort;

o Make the agents workable in a specific environment but
avoiding any type of interference with other molecules or
cells present in the environment.

As we will see to the follow, the first challenge is more or
less common to all the bio-inspired solutions we are analyzing.
The main problem is that the laboratory tools to work at
nano size level are at the moment really expensive. Since
research effort is devoted to the study to novel and promising
material, like graphene, we are confident that as usually, the
cost to realize will decrease with the progress in the research
and in a few years it will be a reality to have laboratories
where is possible to synthes