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Abstract

Abstract (english)

In recent years, new symmetric cryptographic primitives have been proposed for advanced
protocols, like multi-party computation, in combination with a fully homomorphic encryption
or in various systems of zero-knowledge proofs. Such protocols are parts of a context marked
by the development of cloud and blockchain technologies, and must therefore respond to the
growing security concerns of users.

These protocols have put forward the need to minimize the number of multiplications
performed by the primitive in large finite fields. Classical symmetric algorithms are then
inappropriate in this context and the new cryptographic protocols must be combined with
symmetric primitives (encryption or hash function) with particular properties.

While the number of designs defined over large fields, called “arithmetization-oriented”, is
increasing significantly, few cryptanalysis works have been proposed. The first aim of this
manuscript is then to contribute to fill this gap, and hence to better understand the specificities
of these new objects. We also propose a new vision to design such primitives, covering both
aspects of cryptology, the cryptography and the cryptanalysis.

Keywords: symmetric cryptography - cryptanalysis - arithmetization-oriented primitives -
Anemoi - algebraic degree - MiMC

Résumé (francais)

Ces dernieres années, de nouvelles primitives de cryptographie symétrique ont été proposées
pour étre utilisées dans des protocoles avancés comme le calcul multi-partite, en combinaison
avec un chiffrement homomorphe ou encore dans divers systemes de preuve a apport nul de
connaissance. De tels protocoles s’inscrivent dans un contexte marqué par le développement
du Cloud et des technologies de type Blockchain et doivent ainsi répondre a une préoccupation
croissante des utilisateurs en matiére de sécurité.

Ces protocoles ont mis en avant le besoin de minimiser le nombre de multiplications effectuées
par la primitive dans des corps finis de grande taille. Les algorithmes symétriques classiques
sont alors inappropriés dans ce contexte et les nouveaux protocoles cryptographiques doivent
étre combinés avec des primitives symétriques (chiffrement ou fonction de hachage) ayant des
propriétés particulieres.

Alors que lenombre de conceptions définies sur de grands corps dites “orientées arithmétisation”
augmente de facon considérable, trés peu de travaux d’analyse de sécurité ont été proposés
jusqu'ici. Lobjectif de ce manuscrit est donc en premier lieu de contribuer & combler ce manque
pour mieux comprendre les spécificités de ces nouveaux outils. Nous proposons également
une nouvelle vision pour concevoir de telles primitives, couvrant ainsi les deux sous-domaines
de la cryptologie que sont la cryptographie et la cryptanalyse.

Mots clés : cryptographie symétrique - cryptanalyse - primitives orientées arithmétisation -
Anemoi - degré algébrique - MiMC
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Introduction

Cryptologyis the science of communicating and storing data in a secure and usually secret form.
It is a long-standing discipline aimed at ensuring the security of communications. While the first
encryption methods were hand-crafted in ancient times, protection techniques have improved
with advances first in mechanics, and then in computer science.

Basic cryptographic principles

Due to language misuse, the term cryptography is more commonly used, but this only refers to
a subfield of cryptology, namely the design of encryption methods to transform plaintext into
ciphertext. Cryptology also includes cryptanalysis, which covers all the techniques used to recover
plaintext from its ciphertext. These two aspects of cryptology will be discussed in this thesis.

Historically, cryptography allows two protagonists, traditionally called Alice and Bob, to
communicate in a secure way by ensuring the confidentiality (to make the information inaccessible
to anyone except the two protagonists), the authentication (to guarantee that the person you
are communicating with is who they claim to be) and the integrity (to ensure that no one has
tampered with the information) of the messages exchanged in the presence of an adversary.

We then distinguish asymmetric cryptography (Figure 1a) and symmetric cryptography (Fig-
ure 1b). In the case of asymmetric encryption, also known as public-key encryption, Alice and
Bob have their own pair of public key and private key. Let us suppose that Alice wants to send a
message to Bob, she will encrypt her message using Bob’s public key. Then Bob will decrypt the
message using his associated private key. The idea behind this approach is that anyone knowing
Bob’s public key can send him an encrypted message that only Bob is able to decrypt. In the case
of symmetric encryption, also known as secret-key encryption, Alice and Bob share a common
secret key. This key allows them to both encrypt and decrypt their messages.

e 8 H,. a Q g a

@" Alice Bob’s public key Bob’s privatekey Bob @" Alice Bob
m C m m C m

(a) Asymmetric encryption. (b) Symmetric encryption.

Figure 1: Key exchanges.

The disadvantage of symmetric cryptography is the need to exchange the secret key securely.
However, symmetric encryption algorithms are in fact faster than asymmetric ones. As a
consequence, in most applications, we use a hybrid encryption, combining the two types of
cryptography. More precisely, we use asymmetric cryptography to exchange a secret key, which
then sets a symmetric cipher. In this thesis, we will focus on symmetric cryptography.

There are other important differences between asymmetric cryptography and symmetric
cryptography, although the frontier is sometimes unclear. The security of asymmetric construc-
tions tends to rely on the difficulty of mathematical problems such as integer factorisation
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or discrete logarithm solving, for which we do not know polynomial-time algorithms. For
symmetric constructions, we generally rely on the absence of practical attacks as a security
argument. Therefore, it is necessary to separate the notion of perfect security from computational
security. Vernam’s encryption [Ver26] is the only cipher offering perfect secrecy, meaning that it is
theoretically impossible to break while other algorithms rely on the infeasibility of certain attacks
because of their high cost.

Zero-Knowledge Proofs

In recent years, new symmetric cryptographic primitives have been proposed for some crypto-
graphic protocols, such as Multi-Party Computation (MPC), or in combination with homomorphic
encryption or in various Zero-Knowledge Proof (ZKP) systems. These protocols are part of a context
marked by the development of cloud and blockchain technologies, and must therefore respond to
the growing security concerns of users.

Blockchain is a digital technology that theoretically allows data to be transferred in a decen-
tralised, secure and transparent manner. This technology is mainly used in cryptocurrencies such
as Bitcoin or Ethereum. But beyond the financial sector, blockchain also aims at decentralising
social functions such as some legal contracts that have been replaced by “smart contracts”,
although such applications are open to discussion. In order to ensure the security of these
blockchains, new integrity proof systems have appeared and will be detailed in Chapter 1.

Zero-Knowledge Proofs (ZKPs) were first introduced in 1985 by Goldwasser, Micali, and
Rackoff [GMR85]. In cryptography, such a proof allows one party (the prover) to prove to another
party (the verifier) that a statement is true without revealing any additional information beyond
the truth of the statement itself. In other words, the prover can prove that he knows a secret
without revealing the secret itself. For example, let us assume that Alice wants to prove to Bob that
she knows the password of a secure system, without revealing it. This is possible with ZKP. Such
situation applies for authentication, for example, when a user wants to access a bank account. In
this case, the system checks that the user knows the password, without recovering its content.

As a concrete example, we can use a sudoku puzzle. Let us suppose that Alice wants to prove
to Bob that she has solved a sudoku but she does not want to reveal the solution. After completing
her grid on a sheet of paper, Alice cuts it out so that she has papers, one paper for each square. She
then turns all the papers over, except the starting numbers, to show Bob that she has the correct
grid. She then asks Bob to choose a row and gives him the papers in that row, carefully shuffling
them so as not to give Bob any information about the placement of the papers. All Bob has to do
is check that all the numbers from 1 to 9 appear. Once this is done, Alice puts the papers in the
right order and can ask Bob to repeat the operation for each row... each column... each square...
Bob can see that the grid is correct, but Alice has not told him the exact position of each number.
The different steps of the process are depicted in Figure 2.

Another example of a zero-knowledge proof is the “Ali Baba cave” problem, where a prover
wants to convince a verifier that he knows the secret password to a door without actually revealing
the password. This problem is often used to present ZK proofs since its probabilistic approach
brings it closer to reality. In this story, Alice randomly chooses a path: either A or B. We illustrate
the different steps in Figure 3. Let us suppose she chooses A. Then, Bob enters in the cave and
asks Alice to go out of the cave taking a specific path: either A or B. Let us suppose he chooses B.
As Alice knows the password, she can go out taking the path asked by Bob. From Bob’s point of
view there are two situations: if Alice entered through B and went out from B, then this means
that it could happen that she didn’t know the password, if Alice entered through A and went out

Xiv
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Figure 2: ZKP with a Sudoku.

from B, then this proves that she knows the password. To ensure that she did not take the desired
exit by chance, they might repeat this game several times.

A A A
g
-5~

B>
[ @)
b
B9

a
g
B B B

Figure 3: Ali-Baba cave.

Those two Zero-Knowledge Proofs are said to be “interactive” since the two parties commu-
nicate in rounds, with information going both ways throughout the protocol. Interactive Zero-
Knowledge Proofs (IZKP) are opposed to the Non-Interactive Zero-Knowledge Proofs (NIZKP).
The main advantage of NIZKP is that they are suitable for use in situations where no interaction
between the prover and verifier is possible, such as for online transactions where there may be no
real-time communication between the two parties. This is particularly useful in decentralised
systems such as blockchains, where transactions are verified by a network of nodes, with no
central authority overseeing the verification process. Interactive Zero-Knowledge Proofs and
Non-Interactive Zero-Knowledge Proofs are presented in Figure 4.
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(a) Interactive ZKP. (b) Non-Interactive ZKP

Figure 4: Zero-Knowledge Protocols.

ZKPs work by using complex mathematical algorithms and protocols to create a proof that is
verifiable by the verifier. The proof is constructed in such a way that the verifier can be convinced
of the truth of the statement without learning any additional information about the secret
knowledge. ZKPs are used in many different applications, including authentication protocols,
digital signatures, electronic voting and cryptocurrency transactions. They are particularly useful
in situations where privacy and security are paramount, such as in electronic voting. The idea is
to ensure that the result of the vote, i.e. the number of papers counted for each party, is correct,
while keeping each individual’s vote secret. ZKPs provide a powerful tool for proving knowledge
and verifying the authenticity of information without revealing any sensitive information.

A need for new primitives

Such protocols are usually described as arithmetic circuits, showing the different stages of
computation. An arithmetic circuit is a graph with a set of vertices called gates and a set of
edges called wires. The gates are connected so as to carry out an arithmetic action, such as an
addition, a subtraction, a multiplication, or a division. For instance, in Figure 5 we present an
arithmetic circuit for the equation (a + b) x ¢ = d. This circuit has two gates: an addition gate
and a multiplicative gate at two different levels.

L

Figure 5: Arithmetic circuit for (a + b) x ¢ = d.

The complexity of these proof systems is then determined by various parameters, such as
the depth and width of the circuit (i.e. the number of gates at each level of the circuit), but also
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the multiplicative complexity, which corresponds to the number of multiplication gates. The
majority of proof systems are not affected by the number of addition gates on the verifier side, as
this operation is considered less costly. However they may have a cost on the prover side.

As a consequence, these protocols have put forward the need to minimize the number of
multiplications performed by the primitive in large finite fields, an alphabet containing more
than a quintillion elements. Classical symmetric algorithms are inappropriate in this context and
new cryptographic protocols must then be combined with symmetric primitives (encryption or
hash function) having particular properties. The primitives adapted to these applications, called
“Arithmetization-Oriented” (following the terminology introduced by Ashur et al. [Aly+19]) are
therefore of a completely new type.

Beyond the alphabet used, the properties sought are also different. While usually from a given
x we want to be able to compute efficiently f(x) (Figure 6), in this new context, the verification
must be efficient: we want to be able to verify that y is the image of x by the function f (Figure 7).
The most natural idea is to apply the function f and check that y = f(x) (Figure 7a). But this
change of perspective also offers new possibilities of computation since we can consider the
inverse of certain operations and thus verify that z = f~!(y) (Figure 7b), or use intermediate
checking (Figure 7c). As a consequence, while an inversion in a finite field might be very expensive,
itis not in a circuit.

Figure 6: Evaluation

d)
|
f
X

f—l

v 7 T T
Y Y Y
(a) Checkify = f(x). (b) Checkifz = f*(y). (c) Intermediate checking.

Figure 7: Verification
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Contributions

In this manuscript, we contribute to a better understanding of these new primitives from several
perspectives. In particular, we offer other directions for designing these primitives, searching for
more mathematical notions like CCZ equivalence. More importantly, while primitives continue to
appear attempting at breaking speed records, we contribute to cryptanalysis by suggesting both
practical and theoretical attacks. Indeed, although many Arithmetization-Oriented primitives have
been proposed, very few security analyses have been carried out. The aim of this manuscript is
therefore first and foremost to help fill this gap in order to better understand the specific features
of these new tools. Getting a deeper insight into the cryptanalysis techniques that can threaten
such primitives requires revisiting known techniques as well as studying new ones.

We first give, in Chapter 1, some context, mathematical background and a brief state of the art
of the new primitives. Chapters 2 and 3 are then dedicated to the design of Anemoi, a new family
of hash functions offering very good performance for Zero-Knowledge Proofs systems. From a
theoretical point of view, Anemoi significantly improves the understanding of the design principles
involved in the constructions of these new primitives. Indeed, its main component, the Flystel, is
exploiting a previously unknown link between CCZ-equivalence and Arithmetization-Orientation.

Then, in Chapter 4, we study the resistance of some primitives to algebraic attacks. Such
security analysis was first motivated by some cryptanalysis challenges proposed by the Ethereum
fundation in November 2021. Finally, in Chapters 5 and 6 we study the algebraic degree of iterated
power functions, with a focus on the MiMC block cipher. Our careful analysis of the MiMC block
cipher is one of the first to provide such a detailed understanding of the evolution of the algebraic
degree of such primitives. Our method is mainly based on a better understanding of the univariate
polynomial representation of such a cipher, showing that, for some instances, polynomials are
very sparse. Following this work, in Chapter 7 we aim at answering various open problems that
would be raised by such a study of the algebraic degree. Although some questions are still open, at
the time of writing, they are worthwhile suggestions for future work in these different directions.

In Figure 8 we summarize the plan of this thesis and the interconnection of the different
chapters.
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%HAPTER

A new type of primitives

The number of the so-called Arithmetization-Oriented primitives, and more generally the number
of symmetric primitives defined over large finite fields, has grown quite rapidly in the past few
years. In this chapter, we aim at better understanding the specific features of these primitives
both in terms of design and cryptanalysis. In particular, one of the key issues is to identify how
these primitives differ from the classical ones, or in other words, why classical primitives are
inappropriate in these new contexts. More generally, we will define the main concepts that will be
studied throughout this thesis.

In Section 1.1, we will first review some important mathematical concepts that will be used
throughout this manuscript. Then, in Section 1.2, we will recall some classical design principles
usually used in symmetric cryptography (i.e. not influenced by the advanced protocols). In
Section 1.3 we will present some cryptanalysis techniques commonly used for classical primitives
and that have also been suggested to evaluate the security of those emerging primitives. Moving
to the new context, we will describe, in Section 1.4, new systems of constraints introduced by
advanced protocols. More specifically, we will present constraints systems for Zero-Knowledge
Proofs. This will allow us to understand the principles that have governed the design of new
primitives, defined over large finite fields. We will give a brief overview of some primitives that
have been proposed in Section 1.5, with a particular focus on Arithmetization-Oriented primitives.
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2 Chapter 1. A new type of primitives

1.1 Mathematical background

In this section we review some of the fundamental concepts needed to understand the main
contributions in this manuscript. In particular we recall some important definitions and properties
of finite fields. Throughout this manuscript, we will mainly work over finite fields of size ¢ denoted
IF,, where g is often a prime number p or a power of 2. It is sometimes useful to identify the 2"
elements of the finite field F3», with the elements of the vectorial space F7.

First, let us focus on some properties of Boolean functions.

Definition 1.1. A Boolean function with n variables is a function from F% to Fy = {0, 1}.

The coordinates of a vectorial function F' from 3 to F5* are the m Boolean functions F; for
1 < i < msuch that, for all z, F(x) = (Fy(z),..., F,(x)). The algebraic degree of F is then
defined from the algebraic degrees of its coordinates as follows.

Definition 1.2 (ANF and Algebraic Degree). Let f : F} — F5 be a Boolean function. Its Algebraic
Normal Form (ANF) is the representation of f as a multivariate polynomial with variables in
Folxg, ..., on_1]/(x2 + x0,...,22_; + z,,_1], so that

f(IOV--yIn—l) = Z auxu7

n
uely

1 )
where a,, € Fy forallu, and 2" = [ [/ ="

. The algebraic degree of f is
deg® f = max {wt(u) : u € F§,a, # 0},

where wt(u) is the Hamming weight of u. If F' : F — FZ?, then its algebraic degree, deg” F, is the
maximal algebraic degree of the coordinates of F'.

The algebraic degree should not be confused with the univariate degree, which is defined for
any function F' : F; — F,,.

Definition 1.3 (Univariate Representation and Degree). Let ¢ be a prime power and let F' be a
function from IF, to IF,. Then the univariate polynomial representation of I is

q—1 )
F(z) = Z a;z’
i=0

where «; € IF, for all integers 1. Its univariate degree deg" F' is the largest integer ¢ for which ¢; # 0.
If ¢ = 27, then a function F' : F, — F, can be seen both as a function defined over the finite
field, and as a function defined over the vector space F5 using a simple isomorphism between Fy
and IF» . For such a function, the algebraic and univariate degrees are different quantities that are
related as follows [Chal3, Page 254]:
deg®F' = max{wt(i) : i € N, a; # 0},

where {a;,7 > 0} is the set of all coefficients in the univariate representation of F'.



1.2. Classical symmetric primitives 3

Example 1.1. Let F be the function from I to F3 defined by F/(x) = z3. F is given in its univariate
form, so the algebraic degree of F' is deg® (F') = wt(3) = 2.
Let us notice that the Algebraic Normal Form of F' is the following:

(fo, f1, f2) = (o + T2 + 21 + T2, ToT1 + ToT2 + T1, ToT1 + T2)
_ <m(1,0,0) 4 2OLD 4 4(0.1,0) L (00,1
2110 (101 4 4(0.1,0)
2(1L10) | x(o,o,n) :
implying that we can also check that the algebraic degree of F' is 2 by looking at the algebraic
degree of fy, f1 and f>. Each of these Boolean functions has algebraic degree 2.

The Walsh transform is also a good tool to study Boolean functions as we will see in
Section 1.3.1.2 concerning linear cryptanalysis.

Definition 1.4. Let F' : F; — F73 be a Boolean function with n variables. Then the Walsh
transform of F'is the function Wr : F3 — Z such that

We(a) = ) (~1)* @)

mn
€]

Note that a similar definition can be obtained for fields of larger characteristic, involving
complex numbers.

Definition 1.5. Let F' : Fi" — F{" be a function with ¢ > 2. Then the Walsh transform of F’ is the
function W : Fj" — R such that

We(a) = Y exp <2m(<a,x;F(x))> |

m
xqu

where (a, x) denotes the scalar product between a and z.

1.2 Classical symmetric primitives

1.2.1 Stream and block ciphers

Symmetric ciphers are divided into two categories: stream ciphers and block ciphers. In this thesis,
we will focus on the latter.

1.2.1.1 Stream ciphers

The Vernam cipher [Ver26], also known as the one-time pad, is the starting point for stream ciphers.
The Vernam cipher leads to perfect secrecy by using the XOR operation to combine bits of the
plaintext with bits of the key. This key must be as long as the message, random and used only
once, making the Vernam encryption cumbersome. However, such requirements can be released
for real life since we are relying on computational security.

Then, stream ciphers solve this problem by combining plaintext digits with a keystream,
produced by a pseudo-random generator. In a stream cipher, each digit of the plaintext is encrypted
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one by one with the corresponding digit of the keystream to produce one digit of the ciphertext
stream. More precisely, an initialisation procedure determines the initial state of the generator
from the secret key K and a public initialisation vector I'V. Then, for each bit or each digit s; of
the keystream, the internal state is updated by the function ¢; and a filtering function f is applied

as described in Figure 1.1.
N e

T &) Yi

Figure 1.1: General representation of a stream cipher.

1.2.1.2 Block ciphers

While the size of the plaintext can be arbitrary for a stream cipher, it is fixed for a block cipher.
A Dblock cipher E, is a family of permutations, taking a key « of k bits as parameter. F,; takes as
input an n-bit block x and returns an encrypted message y of the same size as the input message.
In Figure 1.2 we compare the construction of a block cipher with a random permutation.

X i
n bits n bits
:
n bits n bits
) Y
(a) Block cipher (b) Random permutation

Figure 1.2: Comparison between a block cipher and a random permutation.

For implementation reasons, a block cipher is usually built by iterating a round function as
described in Figure 1.3. This process is repeated r times, where r is chosen such that it offers a
good security margin, and efficiency when evaluating the function. Sub-keys might optionally be
derived from a key schedule algorithm applied to the master key. Then E,, can be written as the
composition of the round functions:
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/ Key schedule (optional) \

K1 Ky
1 round

Figure 1.3: Iterated construction.

To study the security of block ciphers, we need to check that the number of rounds and the
sizes of the blocks and of the key have been well-chosen by the designers. More precisely, a block
cipher is said to be secure if F£,;, with a randomly chosen key;, is indistinguishable from a random
permutation.

Definition 1.6. A distinguisher is any property that should not be expected from an ideal object.

Here the ideal object would be a permutation picked uniformly at random from the set of all
permutations of 5. The existence of a distinguisher is an undesirable property for a cryptographic
primitive. Indeed, block ciphers can be seen as a family of 2* permutations of n bits, and the
choice of a key « then corresponds to the choice of a permutation in that family. However, for
a random permutation, there is no link between the input and the output, and the ciphertext
therefore reveals no information about the plaintext.

Eachround in the iterated construction must bring some confusion and diffusion as introduced
by Shannon [Sha49]. The confusion is used to make the cryptanalysis harder, so that changing the
input has unpredictable effect on the output, while the diffusion is used to spread this hardness, so
that changing a few entries in the input changes many entries in the output. Different constructions
can be used as round functions, but in this thesis we will mainly deal with Feistel networks and
Substitution Permutation Networks (SPN).

In a Feistel network, the input z of size n bits is divided into two parts, each of size n/2 bits: the
left part =, and the right part zz. Then the round function of a Feistel network works as follows:

(IL,:CR) = (F(IL) @ZL’R,:CL) .

We describe the round function of such a construction in Figure 1.4a.

One of the best known Feistel cipher is the Data Encryption Standard (DES) [Nat77], which
uses 56-bit keys. However, it is no longer used because of its small key space, allowing a systematic
attack in a reasonable amount of time.

An SPN is composed of three components: an S-box layer .S, a diffusion layer M and a sub-key
addition K. One round of SPN construction is represented in Figure 1.4b.

The most widely used block cipher is the Advanced Encryption Standard (AES) [DR02], which
allows 128-bit blocks to be encrypted with keys of size 128, 192 or 256 bits. It is the best-known
symmetric encryption, considered to be the most secure in the community.
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(a) A Feistel round function. (b) An SPN round function.

Figure 1.4: Feistel and SPN round functions.

1.2.2 Hash functions

Since no key is involved in hash functions, they should neither belong to symmetric cryptographic
primitives, nor to asymmetric cryptographic primitives. However, hash functions share some
design and cryptanalysis principles with symmetric cryptography so they are often classified as
such primitives.

As described in Figure 1.5, a hash function H maps an input x of arbitrary length to an output
y of fixed length n. This output y is often called the digest.

0x£f3cb12d81a260de90cd7a8a
1045d0dd51bb67984e53cb6aa
7523d969422a83564b9cde678
c249bd4e8c7a34bca98fe

0x3a07c06d963883688c4af
de337d77987c131044dd8a8
995¢ccb96£026121097ef

Figure 1.5: Example of SHA256 hash.

A hash function must satisfy some properties, like collision-resistance and first-preimage
and second-preimage resistance. A collision happens if we find a pair of distinct messages =1 #
x9 such that H(z,) = H(xz2). While collisions obviously exist, we say that a hash function is
collision-resistant if it is difficult to find such a collision in practice. Then, the preimage resistance
corresponds to the difficulty to find a message = € F% such that H(x) = y for a given challenge
y € FZ. Similarly, the second-preimage resistance works as follows: given z; € F3, it must be
infeasible to find x2 # 2 such that H(x1) = H(x2).

There exist different constructions for hash functions. The first one was proposed, indepen-
dently, by Merkle [Mer90] and Damgard [Dam90]. The structure relies on a compression function
iterated as many times as there are message blocks. The Merkle-Damgérd construction is depicted
in Figure 1.6.

mo my mp
v—i B F — H(m)

Figure 1.6: Merkle-Damgdrd construction.
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We can cite SHA-1 [Nat95] or SHA-2 [Nat22] family to name a few. The advantage of such a
construction is that studying the security of the entire hash function is reduced to studying the
security of the compression function.

Another construction, that we will use in this thesis, is the sponge construction. This mode was
introduced in 2007 by Guido Bertoni ef al. in [Ber+07]. The sponge construction is parameterized
by two integers: the rate r and the capacity ¢, so that » + cis equal to the width of the permutation.
For a well-chosen permutation, the capacity must give the security level of the hash function. A
sponge is decomposed into two phases: absorption and squeezing. During absorption, the first r
bits of the state are xored to a block of the padded message, so that each time a block of message
is added, the permutation is applied to the full state. Then, squeezing consists in extracting blocks
of messages, by applying the permutation each time a block of message is produced. We describe
this construction in Figure 3.1. More details will be given in Section 3.1.1.

mo mi : 20 Z1 Zh
Fa :
F F | F F
]F;[ F— oo H:H [ pp—
Absorption Squeezing

Figure 1.7: Hash function in sponge mode.

1.3 Overview of some cryptanalysis techniques

1.3.1 Statistical Attacks

In this section, we first introduce differential and linear attacks. Such attacks are called statistical
attacks since they exploit a statistical bias in the cipher, compared to the behaviour of a random
permutation. For differential cryptanalysis, this behaviour corresponds to a statistical bias in the
distribution of differences observed at the output of the cipher when the input difference between
two plaintexts is fixed. In the case of linear cryptanalysis, it corresponds to a biased linear relation
between the plaintext, the ciphertext and the key.

1.3.1.1 Differential Cryptanalysis

Differential attacks exploit the differences between two or more plaintext inputs and their corre-
sponding ciphertext outputs. They have been introduced in 1990 by Biham, and Shamir [BS91].
Widely used to evaluate the security of block and stream ciphers, differential cryptanalysis is then
particularly efficient in the analysis of symmetric primitives. By analyzing the differences between
the two plaintexts and between the corresponding ciphertexts, an attacker can identify patterns
in the encryption process that reveal information about the key used to encrypt the data. More
precisely, to evaluate the resistance of a cipher to differential attacks, it is important to know the
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Figure 1.8: Representations of the DDT for F(x) = x° inFy3.

highest probability that a pair of input-output differences (Ai,, Aout) appear. This property is
summarized in a Difference Distribution Table.

Definition 1.7 (DDT and Differential Uniformity). Let F' : Fj* — ;" be a function, and Ain, Aout
be elements of IF;". The Difference Distribution Table (DDT) collects the number of solutions of
the equation

F(z + Ap) — F(z) = Aoue

for each given pair of difference (A, Aout)-
DDTr[Ain, Aout] = #{z € FJ", F(z + Ain) — F(z) = Aout} -
The maximum value in the DDT, dF, is called the differential uniformity

op = Amr;lg)éom #{F(x + Ain) — F(z) = Aout} -

As a consequence, the lower the differential uniformity is, the more resistant the cipher is
against differential attacks.

In order to better understand some patterns in the DDT of a function, we can represent it
with figures, where the intensity of the color reveals the number of solutions to the equation. In
Figure 1.8 we give an example of the representations of the DDT for F(x) = 2° in Fy3.

As already mentioned, functions with low differential uniformity have good cryptographic
properties. In particular, if the differential uniformity is equal to 2, which is the smallest value that
can be achieved in characteristic 2, we say that the function is Almost Perfect Non-linear (APN).

Differential cryptanalysis therefore studies the propagation of differences through an iterated
construction. However, in practice, it is very difficult to calculate the probability of a differential
over several rounds of the encryption scheme. Instead, it is more appropriate to look at differential
trails, i.e. to specify the evolution of the difference, round after round. In order to be able to
calculate a theoretical probability, we usually assume that the average probability of a differential
trail is equal to the product of the probabilities of the differentials over each round. This hypothesis
is motivated by the fact that the additions of the round keys tend to make the rounds independent.
But it does not hold in all cases [BR22].

1.3.1.2 Linear Cryptanalysis

Linear attacks [TG92; Mat94] exploit biased linear relations between plaintext inputs and their
corresponding ciphertext outputs. This property is summarized in a Linear Approximation Table.
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Figure 1.9: Representations of the module of the coefficients in the LAT for F (z) = 2° inFy3.

Definition 1.8 (LAT and Linearity). Let F': IFZ” — an be a function, and a, b be elements of F,,.
The Linear Approximation Table (LAT) is a table defined by

Z (_1)a-a:+b»F(;E) lfq =2,
zeF*

A (e R
el a

The vectors a and b are called input and output masks, respectively, and the coefficients in the
LAT are also known as Walsh coefficients as defined in Section 1.1. The module of the highest
coefficient, L, is called the linearity

Ly = LAT bl| .
F g})%\ rla,b]|

As for differential attacks, we have that the lower the linearity is, the more resistant the cipher
is against linear attacks.

For given input mask ¢ and output mask b, if the value in the LAT is 0, then the associated
approximation shows no correlation. More generally, the LAT gives scaled versions of bias and
correlation for every pair of input and output masks. In particular, a relevant quantity to evaluate
the resistance of a cipher to linear attacks is the bias, that is the quantity by which the probability
that a linear expression holds deviates from 1/2. Indeed, if the relation is seen as a random variable,
the probability that it is equal to 0 is significantly different from 1/2.

Moreover, as for the DDT, we can sometimes better understand some patterns in the LAT of a
function by representing this table in a figure, where the intensity of the color reveals how high
the absolute value of the coefficients are. In Figure 1.9, we give an example of the representations
of the module of the coefficients in the LAT for F'(z) = 2% in Fy3.

Let F' be a function from F} to F3*, then the DDT and LAT are linked as follows:

Z Z (71)Am.a+Aom.b DDTp [Aina Aout]

Ain€Fy AoueF*

DDTp[Ain, Agu] = 270 Y M (—1) 8wt 2o [ATp[a, b .

aeFy beFD?

LAT-[a, b]?
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1.3.2 Higher-Order Differential Cryptanalysis

The complexity of so-called higher-order differential attacks [Knu95] decreases with the algebraic
degree (defined in Section 1.1), implying that it is important to understand how this quantity
increases as a given round function is iterated.

Indeed, a distinguisher can be exhibited using the following proposition.

Proposition 1.1 ([Lai94]). For any function F' : Fy — F3 and any affine subspaceV < F7, such
thatdimV > deg®(F') + 1, we have:
P F(z) =0.

zeV

Such a sum corresponds to the value of a differential of order dim V. Since a permutation
randomly selected among all permutations of F} has algebraic degree (n — 1) with a high
probability (see e.g. [Wel69; Das02; KP02]), an iterated cipher needs to have enough rounds to
reach the maximal algebraic degree in order to be indistinguishable from a random permutation.
We refer to such a distinguisher as zero-sum distinguisher.

In Chapter 5 and 6 we will investigate the security of the block cipher MiMC [Alb+16] against
such attacks.

1.3.3 Invariant attacks

Invariant attacks take advantage of an undesirable structural property of the encryption scheme,
due to the preservation of a partition (A, F;*\ A) of " after applying the encryption function.

Definition 1.9. Let F' : F" — 7" be a permutation, and A a subset of F*. A is an invariant for

F if the partition (A4, F;*\A) is preserved by F.

It follows from the definition that the empty set ¢f and the entire set F" are trivial invariants.
The particular case where A is an affine subspace [} corresponds to invariant subspace attacks.
Such attacks have been introduced by Leander et al. in 2011 [Lea+11]. Non-linear invariant attacks
have then been introduced by Todo et al. in 2019 [TL.S19].

Example 1.2. As a simple example, let us consider, a function F" : F2 — FZ, so that F'(z,y) =
(x972y,y). Then, we easily notice that we have F(0,y) = (0,y). It follows that the subspace
{(0,y),y € F,} is an invariant for F'.

Therefore, given a block cipher E}, keys for which A is an invariant for £}, are weak keys with
respect to invariant attacks. If a weak key is used for a block cipher, then, by exploiting the existence
of an invariant, an attacker is able to distinguish the block cipher from a random permutation.

1.3.4 Algebraic Cryptanalysis

Algebraic attacks [CP02] consist in exploiting an algebraic relationship between the plaintext,
the ciphertext and the key. Algebraic attacks are particularly effective against ciphers that have a
low algebraic degree, which means that the encryption process can be described using algebraic
equations of low degree. Indeed, in order to recover the key more quickly than an exhaustive
search, the aim is to find sufficiently simple relations to build a polynomial system of equations in
the key. This system must be reasonably easy to solve, meaning that it is of low degree, or of small
size, or very structured.
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One of the main questions concerning systems of polynomial equations is the search for
solutions to this system. The complexity of this search highly depends on the form of the
polynomial system as we will see in Chapter 4.

As previously explained, Arithmetization-Oriented primitives are designed such that they can
be represented by low degree polynomials. This obviously raises the question of their resistance to
algebraic attacks. Such attacks are actually considered to be the weakest points of these primitives,
and are generally those that govern the number of rounds performed by these primitives. In
Chapter 4 we will investigate the security of some Arithmetization-Orientation primitives against
algebraic attacks, with a focus on the resolution of the CICO (Constrained Input Constrained
Output) problem that we will introduce later.

1.4 Advanced protocols

In this thesis we will mainly discuss Arithmetization-Oriented primitives, i.e. primitives that have
been designed for Zero-Knowledge Proofs systems. There are many different constraint systems
for such proofs. As these systems are not the main focus of this thesis, we have chosen to briefly
introduce some of them only, which will be used in particular to evaluate the performance of
Anemoi in Chapter 3.

1.4.1 A new context

Recently, new integrity proofs have appeared such as zk-SNARK protocols, like Groth16 [Grol6],
developed in the Zcash cryptocurrency or the zk-STARK StarkWare deployed in the Ethereum
blockchain. SNARKSs (Succinct Non-interactive ARgument of Knowledge) [Ben+13] and STARKs
(Succinct Transparent ARgument of Knowledge) [Ben+18] are cryptographic primitives allowing
the verification of the integrity of computations. In a client-server model, when a client with
low computational power delegates a task to a server with high computational power, they allow
the client to efficiently verify whether the server has executed the requested task. These proofs
can be verified quickly. In the SNARK acronym, “Non-interactive” means that an interactive
protocol is compiled to obtain a non-interactive protocol (NI). If this non-interactive protocol
is succinct, then it is a SNARK, but it is worth mentioning that STARKSs can also be compiled
to be non-interactive. In the STARK acronym, “Transparent” means that the system does not
require initial trust configuration. Furthermore, it is also interesting to note that while STARKs are
assumed to be post-quantum, traditional SNARKSs are based on couplings or elliptic curves.

SNARKSs and STARKSs can be equipped with a zero-knowledge property, being then referred to
as zk-SNARKSs and zk-STARKSs. Since Zero-Knowledge Proofs allow “a prover” to prove to another
individual that a statement is true, without disclosing any information other than the validity of
the statement, the goal is to reveal as little data as possible between the two parties. In particular,
ZKPs use arithmetic circuits.Arithmetization consists in reducing computational problems to
algebraic problems involving “low degree” polynomials over a finite field.

More precisely, these protocols have put forward the need to optimize the multiplicative
complexity of their circuits, and notably the algebraic description of encryption schemes or hash
functions. This implies that the proposed constructions use non-linear functions, but whose
algebraic representations remain very simple on a large finite field, such as a sparse polynomial of
F,[X]. Such design principles correspond to the opposite of what is usually proposed in symmetric
cryptography. Indeed, while classical symmetric primitives (such as AES) use operations on small
fields Fo~» where n is of the order of 4 or 8, these new primitives use operations on a large finite
field IF, where q is either a large prime integer or a power of 2, greater than 2'%%. Large finite
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fields are usually given by the scalar field of elliptic curves, while FRI-based (Fast Reed—Solomon
Interactive Oracle Proofs of Proximity) protocols use fields of size 64 or 32 bits. Some examples of
prime integers used for such applications are given in Table 1.1.

Origin log, p p
Mersenne field 31 231 _ 1 — Ox7TEffEfEff
Goldilocks field 64 264 _ 232 1 1 — OoxfffE££££00000001

Scalar field of BLS12-377 253 0x12ab655e9a2cab5660b44d1e5c37b001569aa76£ed00000010a11800000000001
Scalar field of BN-254 254 0x30644e72e131a029b85045b68181585d2833e84879b9709143e1£593£0000001
Scalar field of BLS12-381 255 0x73eda753299d7d483339d8080921d80553bda402fffeb5bfefffffff£00000001

Table 1.1: Examples of prime integers p used in ZKP

1.4.2 Some examples of constraints systems

As already mentioned, arithmetic circuits are common models to study the complexity of
computing polynomials. In this section we will see that gates do not play the same role in the
different constraints systems.

1.4.2.1 Rank-1 Constraint System

R1CS [Ben+13] stands for Rank-1 Constraint System. Bulletproof [Biin+18] or Groth16 [Gro16],
for example, rely on this system of constraints. The specificity of R1CS is that the verification
corresponds to the evaluation of an arithmetic circuit such that affine gates are free. Then, com-
puting R1CS constraints actually means that we need to determine the number of multiplications
needed. The R1CS cost is indeed proportional to the total number of multiplications.

Example 1.3. First, let us consider the following equation and investigate the number of R1CS
constraints:

y = (ax +b)*(cx +d) + ex,
where a,b,c,d and e are constants. Let us first decompose this equation into additions,
multiplications and scalar multiplications so that enforcing this equation could be done with the
following operations:

to =a- T t3:t2><t1 (+1) t6 :t3><t5 (+1)

ty =tg+b ty =c-x tr =e-x
to =11 X 11 (+1) ts ty +d tg =tg + t7

Counting the number of multiplication, we deduce that we have 3 constraints.
Example 1.4. Let us now consider the following equation

y=a".
Then, let us compute the number of R1CS constraints.

to =T XX (+1) to =11 Xt (+1)
tl Zt()XZL’ (+1) t3 =t2><£L' (+1)

There are 4 multiplications, implying that we have 4 constraints.



1.4. Advanced protocols 13

It is interesting to see with those two examples that a function that might look more
sophisticated actually allows a more efficient implementation within an R1CS system because
of its lower number of multiplications. The aim to design an R1CS-friendly primitive is then to
decrease the number of such multiplications.

1.4.2.2 Plonk

PlonK! [GWCI19] is an acronym meaning Permutations over Lagrange-bases for Oecumenical
Noninteractive arguments of Knowledge. Compared to R1CS, the Plon/k proof system is more
flexible, opening the door to more possibilities for defining the same relationship with constraints.
In particular, this implies that additions have a cost. As a consequence, the total number of
operations, both linear and non-linear, must be limited to ensure good performances.

Let us briefly describe how the proof system works. Given a certain program P, we first need
to convert it into an arithmetic circuit, and then into a constraint system. There exist two types of
constraints on the circuit wires: gate constraints and copy constraints. In the following, we will
mainly focus on the gate constraints. Plon/C’s core system consists of gates with fan-in 2, fan-out
I meaning that each gate has two inputs and one output. A system of gates constraints can be
described with equations of the following form:

(Qr,)ai + (Qr,)bi + (Qo,)ci + (Qusy)asbi + (Qc,) =0,

where «a;, b; and ¢; are respectively the left, the right and the output wire of each gate i. Then
L, R, O, M and C respectively mean Left, Right, Output, Multiply, Constant and indicate the type
of the gate: multiplication, addition or constant gate. In Table 1.2 we present the respective value
of Or.,9r,, Qo,, Qu, and 9, for each type of gate.

Ox, Qr, Qo Onm; Qc;

Multiplication gate 0 0 -1 1 0
Addition gate 1 1 -1 0 0
Constant gate 1 0 0 0 —x

Table 1.2: Plon/C gates constraints.

Such a set of equations is then normalized into the following equation:

Qra+ Qrb+ Qoc+ Quab+ Qc =0,

where the vectors Qr, Qr, Qo, Qu and Q¢ are called the selectors and encode the circuit
structure, and the vectors a, b and c are the witness assignments.

Each vector is then converted into a list of points in order to obtain a polynomial using
interpolation. The aim is to obtain a single polynomial f(x) compressing all constraints as follows:

f(@) = Qr(x)a(z) + Qr(z)b(x) + Qo(w)e(x) + Qu(x)a(z)b(z) + Qe(x) ,

such that f(z) = Oforallz € {0,1,...,n — 1}, where n is the number of gates. We will describe
those last steps in more details in the following example. Having such a polynomial f is then
what allows a polynomial commitment scheme. This scheme consists in proving that a certain
polynomial evaluates to a certain value at a certain point, without revealing the polynomial.

In order to respect the choice of the authors we will use the original font.
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Example 1.5. Let us consider the following example: 23 + 522 + 3 = 31. To prove that we know
the solution of this equation, we first need to convert it into the circuit described in Figure 1.10.

xT
5 ’ ao « ]}U
aq bl Co
X
Cq
a bs
3 +
’ ay by C3
+ 31
& |

Figure 1.10: Circuit for 3 + 52% + 3 = 31.

Such a circuit can then be translated into the following system of gates constraints:

ap X bg = ¢p ap X bg —cg =0
a1 X by =¢ a1 xby—c1 =0
a2><b2:c2 <= agbe—CQIO
az + b3 = c3 a3 +bs—c3 =0
3+by =31. by —28 =0.

Note that in the example we are only focusing on gate constraints, while there are also copy
constraints to take into account as a3 = ¢; for example. Then, in each row of Table 1.3 we collect
the coefficients () of the equations:

Vie{0,...4} () a;+ (%) -b;+ (%) ¢ + (%) -aby+ (%) =0.

0 0 0 -1 1 0
1 0 0 -1 1 0
2 0 0 -1 1 0
3 1 1 -1 0 0
4 0 1 0 0 -28

Table 1.3: Gate constraints for x> + 5x> + 3 = 31.

Then the vectors Q;, Qr, Qo, Qum and Q¢ are converted into a list of points as shown in
Table 1.4. Using Lagrange interpolation we then get:
14 7 3 7 5

4
QL(x):—éx + g% — 3% + 3%
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_ e 1l 15, 13
Qr(z) = g% + 3% 5 + 135
1, 1 4 1 , 1
= —g* - = B 1
Qo (x) 51% yd + 52% 2% ,
1, 11 4 15 , 13
= = — —zt - — 1
O () 5% 2% + d 2% +1,
Qc(x) = —ZCU4 +  T2d - ﬁ:ﬁ + Tz
6 6
Vector List of points
QR (0 O 0 lal) {(070)7(1a0)7(270)a(371)7(4a 1)}
QO ( 17 1 0) {(Oa71)7(1571)7(2571)7(33 1)7(430)}
On (1, 1,1,0 0) {(0,1),(1,1),(2,1),(3,0), (4,0)}
QC (O O O 0 8) {(010)7(170)7(270)7(37())7(47 28)}
Table 1.4: From vectors to lists of points.
We let f be such that

f(@) = Qu(z)a(z) + Qr(2)b(z) + Qo(x)c(z) + Qui(x)a(x)b(z) + Qo(z) -
We can indeed check that f(0) evaluates to 0:

£(0) = QL(0)ap + Qr(0)by + Qo (0)co + Qar(0)agby + Qc(0)
= (0)ao + (0)bo + (=1)co + (1)agbo + (0) .

The same holds for = € {1, 2, 3, 4}.
The idea is then to write f as follows

f(z)=Z(z) g(x), whereZ(z)=2x(x—1)(x—2)(z—3)(z—4),

so that Z is the vanishing polynomial of the domain defined by z € {0, 1, 2, 3, 4}. We finally define
h as

so that h is the zero polynomial. As a consequence, the proof consists in evaluating / at a random
point and see if the result is 0. According to the Schwartz-Zippel lemma [Sch80; Zip79], this would
suggest that the polynomial is 0 everywhere with a high probability.

To complete the proof we must also take into account copy constraints. In this circuit we have
for instance: a; = 5, as = ¢y, ..., but, for simplicity, we do not aim at giving all the details of the
proof system in this thesis.

Let us mention that Plon/C can be augmented by using so-called custom gates when a specific
operation is reused several times. The aim in using such custom gates is to evaluate some complex
operations with a lower cost than in R1CS.
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1.4.2.3 Algebraic Intermediate Representation

In the original STARK Protocol, the output of the arithmetization is an Algebraic Intermediate
Representation (AIR) of acomputation [Ben+18]. Such arepresentation has two main components:
an execution trace and a set of polynomial constraints. The execution trace is a matrix for
which each line represents the states of a calculation at different time points, and each column
corresponds to an algebraic register tracked over all the steps of the calculation. The execution
trace size is given by its number of rows ¢ and its number of columns w. The set of polynomial
constraints is built such that all the constraints are satisfied if and only if the trace gives a valid
computation. It is worth noticing that while the execution trace might be very long, we aim at
giving a succinct set of polynomial constraints.

Example 1.6. Let us consider a simple algorithm that computes the Fibonacci sequence.

Algorithm 1.1 Computing the n' term of the Fibonacci sequence for a given n.

a 1

b 0
for i in range(n):
a, b =a+ b, a

return a

Then the trace of Algorithm 1.1 is given in Table 1.5. Here we have t = n and w = 2.

i a; b;
0 1 0
1 1 1
2 2 1
3 3 2

n—1 Ap—1 bn—1

Table 1.5: Execution trace of the Fibonacci sequence.

We observe that it is easy to check if intermediate computations are correct. For example, let
us consider rows 3 and 4 (i.e. ¢ = 2 and ¢ = 3). Then we can easily be convinced of the validity of
this step since

a3=3=2+1=ax+by and b3=2=ay.

This table finally yields the following system of constraints:

ag =1 in first row,
bp=0 in first row,
aiH:ai—l—bi for0<i<n—2,
bir1 = a; for0<i<n-—2,

ap—1 = Fib(n —1) inrown —1.
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The procedure is the same for more sophisticated algorithms.

1.5 A succinct state of the art of the new primitives

In this section we present primitives, such as POSEIDON, Rescue, Reinforced Concrete or
GrIrFIN?, that will be used as a basis to evaluate our own design, Anemoi, that will be introduced
in Chapter 3. We will also discuss more about these primitives in Chapter 4 on algebraic attacks,
with a focus on Feistel-MiMC, POSEIDON and Rescue. An important part of this thesis will also be
dedicated to the study of the algebraic degree of MiMC in Chapters 5, 6 and 7.

While most of the primitives studied in this thesis are specifically designed for zero-knowledge
proofs, we will also study two other primitives: CHAGHRI and Ciminion, that we will introduce at
the end of this section.

For the sake of consistency in this thesis, ¢ will represent either a power of 2, or a prime number
p, the exponent will be d, the number of branches will be m.

1.5.1 Primitives for ZKP

First, let us give an overview of the primitives designed for Zero-Knowledge Proofs in recent years.
In Table 1.6 we give a list of such primitives.

Primitive Reference Type Alphabet

Anemoi [Bou+23] II F3n or IFy' with m even
Arion [RST23] II Fy

Feistel-MiMC [Alb+16] I an or Fg

FrIDAY [AD18] II 43

GMiMC [Alb+19b] I o

Grendel [Sze21] 11 Fy

GRIFFIN [Gra+23a] 1T F;' withm € {3,4m’}
JARVIS [AD18] 1I Fon

MiMC [Alb+16] 1 Fan or I,

MiMCHash [Alb+16] I Fon

Monolith [Gra+23b]  III F* withm > 8and p € {2%* — 2% 4+ 1,23 — 1}
NEPTUNE [Gra+22b] 1 I, with m even

POSEIDON [Gra+21] I Fy

POSEIDON2 [GKS23] I Fy

Reinforced Concrete [Gra+22a]l III Ff’,

Rescue [Aly+20] II Fy'

Rescue-Prime [SAD20] II Fy

Tip5 [Sze+23] I Fpo withp = 204 —2%% +1
Tip4 [Sal23] I F.f or F12 withp = 264 — 232 + 1
Vision [Aly+20] II F5n

Table 1.6: Arithmetization-Oriented Primitives.

2As for constraints systems we also aim at giving the font proposed by the designers



18 Chapter 1. A new type of primitives

This table reflects the known primitives at the time of writing and is obviously not exhaustive.
The idea is mainly to introduce the primitives that will be discussed later in this manuscript while,
at the same time, giving an overview of the different design principles. We classify them in three
categories as proposed by Christian Rechberger [Rec23] and commonly used in the literature.

Type I corresponds to the first wave of primitives, based on low degree permutations, we will
present some of them in Section 1.5.1.1.

Type Il corresponds to primitives, based on equivalences, or other design strategies to have a high-
degree evaluation and low-degree verification. We introduce some of them in Section 1.5.1.2

and we will give more details on Anemoi in Chapter 3.

Type III corresponds to more recent primitives based on look-up tables, we will give some
examples in Section 1.5.1.3.

We also propose Figure 1.11 to help us identify the different types.

feel
—
1
fpedl
L
fypett
L
: : : : : : : : >
2016 2017 2018 2019 2020 2021 2022 2023

Figure 1.11: Overview of Arithmetization-Oriented Primitives.

1.5.1.1 Type I: low-degree functions

The first Arithmetization-Oriented primitives aimed at limiting the number of nonlinear oper-
ations. The approach was to use a round function of low degree, so that it is trivial to verify the
result using low-degree functions.
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MiMC and variants: Feistel-MiMC, MiMCHash and GMiMC

MiMC is a block cipher that was introduced by Albrecht ez al. [Alb+16] and is defined over F,,
where ¢ is either a prime number, p, or a power of 2, 2" with n odd and n ~ 128. The primitive
consists of r iterations of an extremely simple round function:

F = Fr—l o... F07 where Fi,0<i<7‘ N d Id +k+ C;

where ¢ = (co, . .., ¢.—1) is a sequence of r round constants, with ¢y = 0, and where d is coprime
with (¢ — 1) in order to ensure that the round function is bijective, the d chosen is usually the
smallest integer satisfying such condition. It follows that the round function is fully described
by the exponent d and by the sequence c of round constants. The design of MiMC is given in
Figure 1.12.

k k®c k®cr_1 k
| | I |
— oo —o—{F-o—v
Figure 1.12: MiMC with r rounds.

The authors also proposed a hash function, MiMCHash, as depicted in Figure 1.13. It is based
on the use of MiMC, within the sponge framework. They proposed in particular two variants of
MiMCHash, one over a binary field of extension degree n = 1025, the other one with n = 769.

1
mo m1 ma ! 20 21 2255
Nlmlmlm 0l m B
1
1
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1
iMC MiMC4 iIMC ! iMC MiMC 4
| L
1
1
1
| —J —J — - — —J
1

Figure 1.13: MiMCHash.

In the same paper, a Feistel-based variant is proposed. It operates on IF?] using a basic r-round
Feistel structure with the i-th round function z — (x + ¢;)?. This Feistel construction is depicted
on Figure 1.14.

Feistel-MiMC has then been generalized to obtain the ciphers in the GMiMC family designed
by Albrecht et al. [Alb+19b], which are based on generalized Feistel structures.

Poseidon and variants: Poseidon2, Neptune

POSEIDON [Gra+21] is a family of hash functions, based on the HADES design strategy [Gra+20]
and defined over F}'. The internal permutation also relies on a small-degree function z — x4,

Note that, in this thesis, for the sake of consistency, we will always denote by d the exponent
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rrL

i md

Figure 1.14: Round i of Feistel-MiMC.

of the involved power function, while it may differ from the notation used in the specifications.
PoseIDON is composed of r = RF + RP rounds of two different types for the non-linear layer:
full rounds have m S-box functions, and partial rounds have only one S-box and m — 1 identity
functions. Each round function consists in adding the round constants (that we will denote
“AddC”), in applying partial or full S-box layers S, and then in multiplying the state by an MDS
matrix. The permutation starts with Rf = RF/2 full rounds, followed by RP partial rounds, and
finally Rf = RF/2 full rounds. Figure 1.15 gives an overview of such a construction.

7 —_)*) ¥ 7 —_)H - 7 —_)H I
— ——>*> > — > — ——>*> >

AddC MDS -+« |AddC MDS -+« |AddC MDS
— Ho — Ho | - | Ho — Ho
Rf rounds RP rounds Rf rounds

Figure 1.15: Overview of POSEIDON.

PoseIDON2, a more efficient version of POSEIDON, has been recently proposed in [GKS23].
While POSEIDON is a sponge hash function, POSEIDON2 can be either a sponge or a compression
function depending on the use case. The other difference with the original construction is that
PoseEIDON? is instantiated by more efficient linear layers.

Another variant of the sponge hash function POSEIDON is NEPTUNE presented in [Gra+22b].
The design of NEPTUNE is highly inspired by the design of POSEIDON, since the middle rounds are
partial rounds with only one branch with the power map = — x¢. The full rounds of POSEIDON are
then replaced by external rounds for which the non-linear layer is defined as follows, and requires
the number of branches to be even:

S = (20,15, T2, Tm—1) = S'(x0, 1) ... ||S" (@m—2, Tm—1) .
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The function &’ is defined as S’ (2;, T2i4+1) = Y2i||y2i+1, where the ya;, y2,+1 are such that:

2(229; + T2i+1) + 3a(T2; — T2ip1)?

=a (
2
+ (v + alwa — 2w2i41) — (T2i — T2i41)%) ",
Yoit1 = @ (T2 + 3T2i41) + da(we; — T2i41)?
+ )

2
(v + a(@2; — 232i41) — (@25 — T2i41)?) "

for arbitrary «, v € F),\{0}. In this paper the authors show that this variant leads to a reduction of
multiplications compared to POSEIDON.

1.5.1.2 Type ll: low-degree equivalence

Let us introduce the second type of primitives, based on low-degree equivalence or other design
strategies. We will not discuss the Anemoi construction in this section, since the primitive will be
introduced in more details in Chapter 3.

MARVELLOUS design strategy: Jarvis and Friday

MARVELLouUS® [AD18] is a family of cryptographic primitives specifically designed for STARK
efficiency. This family is composed of the block cipher Jarvis and the hash function Fripay
defined over binary fields.

Each round of JARVIS consists in applying the inverse function z — x !, the affine layer A and
adding the corresponding sub-key. A is an [F;-linearized affine polynomial given by

A(z) =a_1 + Z aiin
/'70

Let us notice that, for efficiency, A is decomposed into two steps: A = C o B~! so that the layers B
and C are STARK-efficient and evaluated separately using their low-degree variants. An overview
of the JARvVIs construction is given in Figure 1.16.

kl kr

xﬂ[x—lHB—lH C ]’ﬂgﬁﬂ“—{w_lHB_lH C }%Glr)%y

Figure 1.16: Overview of JARVIS.

FRrIDAY is a hash function based on the Merkle-Damgard construction and instantiated with
JARVIS as its compression function. It has been shown in [Alb+19a] that both Jarvis and FRiDAY
were particularly vulnerable to Grobner basis attacks.

3Note that there are two Marvellous design strategies, hence our choice to respect the font of the designers.
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Marvellous design strategy: Vision and Rescue

The Marvellous design [Aly+20] is an SPN construction defined over IF;"’, where ¢ is either a
prime number or a power of 2. The construction is decomposed by steps such that one round
represents two steps. Then each step is composed of the addition of a key and round constant,
the multiplication by an MDS matrix, and one S-box that is different depending on the step: a first
S-box is applied on even steps and a second one is applied on odd steps. We will briefly introduce
two examples of such designs, namely Rescue and Vision.

Rescue has the particularity of using both a low degree S-box and its inverse. Indeed, each
round of Rescue, consists of two steps: while the first one involves an S-box S, the second one
replaces S with its inverse S~!. The two steps in each round are described in Figure 1.17. For
consistency with other primitives we denote by AddK the addition of the key in each step. Note
that the sub-keys are derived from the master key and round constants.

In [SAD20] the authors proposed a hash function called Rescue-Prime based on the design
of Rescue. For our study, we will use the specifications of Rescue—Prime [SAD20], which means
in particular that in each round, we first apply S that corresponds to the power function z — ¢
where d is of low degree and then S~ (rather than the contrary as described in the original
paper [Aly+20]).

24 /e N

24 1/d N
MDS AddK MDS AddK

24 1/d N

Figure 1.17: One round of Rescue.

Let us note that if s is the required security level then Rescue-Prime requires 1.5 - max{5, [(s +
2)/4m]} rounds when d = 3 and 1.5 - max{5, [(s + 3)/5.5m|} rounds when d = 5.

As opposed to Rescue, Visionis meant to operate on binary fields Fo». Let B be an [Fo-linearized
affine polynomial

n—1 )
B(z) =b_1+ Y. biz® .
=0

In Vision, the S-boxes are of the form B(z~!) and B~!(z~!), where B is of univariate degree 4.
We describe the construction in Figure 1.18.

Grendel

In [Sze21], the author proposes a new design based on an SPN construction over IE‘;” where
the S-box uses the Legendre symbol. Indeed, the non-linear layer of this primitive is a low-degree
power-map = — x¢, with a possible sign flip given by the Legendre symbol, defined for each



1.5. A succinct state of the art of the new primitives
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z ! B z ! B!
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Figure 1.18: One round of Vision.

prime-field element a € I, as

MDS

1 ifa = b* mod p, forsomeb e F*

<a>: 0 ifa=0mod p,
—1 otherwise.

The round function of Grendel is depicted in Figure 1.19.

MDS

AddC

Figure 1.19: Round function of Grendel.

Griffin

AddK

GRIFFIN has been designed by Grassi et al. [Gra+23a]. The specific features of GRIFFIN impose
that the primitive is only suitable for finite fields F; where m € {3, 4m'}. Each round function is
composed of a non-linear layer, the addition of a constant, and a linear layer defined by a matrix
multiplication. Following the choice made in Anemoi (see Chapter 3), the authors of GRIFFIN have
then updated their design with MDS matrices from [DL18]. Indeed, this work presents matrix

constructions with a minimal number of additions.
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Then, the non-linear layer is defined as follows:

T fori =0,
v = xé fori =1,
' 3 (La(yo, y1,0)? + azLa(yo, y1,0) + B2) fori =2,

i (Li(yo, y1,®i—1) + i La(yo, y1,wi—1) + i)  otherwise,

where (a;, 8;) € F2\{(0,0)} are such that o] — 4p3; is not a square in IF,,. The non-linear layer of
GRIFFIN is depicted in Figure 1.20, where to simplify the construction we denote by F; the last
two equations of the above description.

Zo 1 T2 x3 Tm—1

1 Fs ]
mel |:>§|
Yo hn Y2 Ys s Ym—1

Figure 1.20: Non-linear layer of GRIFFIN.

For a security level s, GRIFFIN requires at least [1.2 max{6, 1 + Rgg}| rounds where Rgg is the
smallest integer such that

_ R
min{(RGB (d+m)+1),(d GB+1+RGB>} 225/2.

1+m- Rgs 1+ Rgr

Arion

The block cipher Arion and its corresponding hash function ArionHash have been proposed
in [RST23]. This design can be seen as a mix of GRIFFIN and Anemoi. Indeed, as we have seen
previously, the non-linear layer of GRIFFIN uses a high-degree polynomial on one branch and
low-degree polynomials on the others. The non-linear layer of Arion is built based on the same
idea. Let p be a prime number and d; the smallest integer such that ged(d;,p — 1) = 1. Then
the high-degree permutation « — 2z applied to the last branch is defined as follows: if d5 is an
arbitrary integer such that gcd(ds, p — 1) = 1, then e = d; ' mod (p — 1). Let us suppose that
x1, ...z, are the inputs of the non-linear layer, and y1, . . . y,, the outputs, then we have:

xy fori =n,
Yi = .
! fi(l'l, . $n) = I,C;ll . gi(aiJrl,n) + hi(o—i+17n) OtherWISE.
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where g;, h; and 011 ,, are defined as follows:

gz(l‘) = z? + o1 + @42,

hi(x) = 2° + Bz,

o1, 042 and B; are constants in I, such that ozZ 1 — 4a; 2 is not a square in IF),. We illustrate the
construction of this non-linear layer in Figure 1. 21, where for the sake of clarlty we only represent
the function f; without the details of g;, h; and 741 .

1 s Tm—2 Tm—1 Tm
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Y1 s Ym—2 Ym—1 Ym
Figure 1.21: Non-linear layer of Arion.
As we will see in Chapter 3, the Anemoi family of hash functions relies on the CCZ-equivalence,
which allows better performances by implementing a non-linear layer of low degree that is CCZ-

equivalent to the high-degree one. The authors of Arion also use the CCZ-equivalence between
their non-linear layer and another function of lower degree to have a more efficient verification.

1.5.1.3 Type Ill: look-up tables

More recently, new primitives have been proposed, based on look-up tables. This additional
requirement for lookup tables however reduces the compatibility of these hash functions within the
space of proving systems. Let us introduce this third wave of Arithmetization-Oriented primitives.

Reinforced Concrete and Monolith

The first design in this direction is Reinforced Concrete [Gra+22a]. This primitive operates
on three prime field elements and uses three different layers: Concrete, Bricks, and Bar. Lookup
tables are used for the Bar layer. The non-linear layer is the Bricks function

Bricks(z1,x2,T3) = (xil,xg(a?% +aoqx1 + i), 23(23 + asra + B2))
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where o, ag, 31, B2 € F, are such that o? — 4/3; is not a square in IF,,. The exponent d is chosen
such that ged(d, p — 1) = 1.The Concrete function denotes the linear layer which is composed of
a matrix multiplication and addition of constants.

Finally, the main novelty of Reinforced Concrete is its Bar layer that divides F, into a
Cartesian product of smaller sets, and then an S-box is applied on each of these sets. This layer
is applied only once in the middle on the Reinforced Concrete permutation, as described in
Figure 1.22. The function Bars operates separately on each branch, so that on each branch the
function Bar is applied. Bar then consists of three operations: the decomposition, the S-box and
the composition, and the S-box is derived from the MiMC cipher.

. . .
CONCRETE
X1 ) €3
: : L | | |
BRICKS [ M }
T T i T i i
CONCRETE { AddC }
T T T | [ !
BRICKS v " v
- - " Concrete layer
CONCRETE
T T T
BRICKS
T T T
CONCRETE
BAR ‘ ‘ BAR ‘ ‘ BAR
I
CONCRETE
T T T
BRICKS Bricks layer
T T I
CONCRETE
T T T i
BRICKS { Decomp }
T T I
CONCRETE @ @
T T T
BRICKS [ conp
T T T yl
CONCRETE
T 7 1 Bar layer

Figure 1.22: Overview of Reinforced Concrete.
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Avery recent construction highly inspired by Reinforced Concrete has been proposed under
the name Monolith [ ] for smaller fields, namely the Goldilocks field with p = 264 — 232 + 1
and Mersenne field with p = 23! — 1. Monolith is also decomposed into: Concrete, Bricks, and
Bar. However some changes have been made compared to Reinforced Concrete. For instance,
the Bricks layer no longer has multiplications between branches:

Bricks(w1, 2o, ..., Tm) = (1,09 + 27, .. . Ty +22,_1) .

Moreover, the overall design consists in alternating layers of Concrete, Bricks, and Bar, implying
that there is more than only one Bars layer.

Tipb and Tip4

Tip5 | ]is a primitive that has been specifically designed to be efficient over the Goldilocks
field F,, with p = 264 — 232 + 1. Tip5 is highly inspired by its predecessors. Indeed the non-linear
layer is composed of two types of S-boxes: the first one, S, is taken from a lookup table, as it
was already proposed in Reinforced Concrete, and the second one, T, is the classical power
function = — 2%, as used in Rescue or POSEIDON (here d = 7). The first type of S-box is similar
to the Bars layer of Reinforced Concrete with decomposition and composition operations to
work in a smaller field: the lookup table is defined over Fos ;.

The overall construction is a 5-round SPN with a circulant MDS matrix as linear layer. Note
that the linear layer and the round constants are derived from the ASCII string “Tip5”. Among the
16 branches, 4 are of the first type .S, and 12 of the second type 7. An overview of the design is
proposed in Figure 1.23.

— — —
e 1 —
e 1 —

— — —
MDS AddC MDS AddC MDS AddC
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o snses

o suses

Figure 1.23: Overview of Tip5.

While most of the applications require 128 bits of security, Tip5 is targeting a security level of
160 bits. Then, two variants achieving 128 bits of security, have been proposed by Salen [ ]
called Tip4 and Tip4’. Combined with the Jive compression mode, that will be presented in
Chapter 3, they are offering better performances for native hashing and digest compression, but
also for in-circuit computation.
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1.5.2 Primitives for FHE and MPC
1.5.2.1 Fully Homomorphic encryption

Homomorphic Encryption (HE) is an advanced cryptographic technique allowing users to evaluate
any circuit on encrypted data without decrypting it. Indeed, homomorphic means that one set
of data is transformed into another while preserving the relationships between the elements
in both sets. As a consequence, in a homomorphic encryption scheme, whether the operation
is performed on encrypted or decrypted data, mathematical operations produce equivalent
results. Fully homomorphic encryption (FHE) is then the strongest notion of HE since it allows
the evaluation of arbitrary circuits with an infinite number of additions or multiplications for the
ciphertext. To prevent the expansion factor associated with FHE, the aim is to combine symmetric
encryption with FHE. This involves transmitting encrypted data using the symmetric algorithm
and then evaluating the decryption of the symmetric algorithm through homomorphic encryption.

Different symmetric designs, targeting such applications, have been proposed like for example
LowMC [Alb+15], Rasta [Dob+18], Pasta [Dob+23], Kreyvium [Can+18] ..., to name a few. In the
following, we will describe the construction of CHAGHRI [AMT22].

The example of Chaghri

CHAGHRI is an SPN construction defined over F96s with three field elements as vector state.
CHAGHRI takes Vision as a starting point but while the two steps of a Marvellous round employ
different S-boxes, every round of CHAGHRI is composed of two similar steps. Then each step of
CHAGHRI in the decryption direction consists of a linear layer (multiplication by an MDS matrix),
subkeys injection and a non-linear layer B o G where G is a Gold exponent G(z) = 22”1, and
B is an affine polynomial. Let us notice that in a first version of the paper, the authors used
B(z) =c1 + cox8. However, it has been shown by Liu et al. in [Liu+23a] that such a choice implies
alinear increase of the algebraic degree leading to a practical higher-order differential attack. As a
consequence, the author of CHAGHRI moved to another affine layer B(x) = ¢} +chz+chat+c, 2?55,
that is expected to lead to an exponential increase of the algebraic degree. We describe one round
of CHAGHRI decryption (i.e. two steps) in Figure 1.24 as proposed in the original paper. Indeed the
authors aimed at optimizing the decryption since it realized homomorphically on the server side,
while encryption happens on the client side.

aairan
@ e st @] oo
a@ [_aa it

Figure 1.24: Round function of CHAGHRI (decryption).

1.5.2.2 Multi-party computation

Multi-Party Computation (MPC) is a cryptographic protocol dividing a computation among
multiple parties where no single party can see the data of the other parties. For such protocols,
the multiplicative depth of the circuit, like in ZKP, also appears to be an important feature. Then,
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primitives like MiMC or GMiMC are also relevant in this context. In the following, we will present
a more recent one, namely Ciminion [Dob+21].

The example of Ciminion

Ciminion is a symmetric encryption scheme designed by Dobraunig et al. aiming at minimizing
the number of multiplications in large finite fields. Unlike other primitives like Feistel-MiMC,
POSEIDON or Rescue, Ciminion does not use a power map as S-box. The non-linearity instead
comes from the use of Toffoli gates (a, b, ¢) — (a,b, ¢ + ab). In addition, Ciminion uses a light
linear layer instead of an MDS matrix. The round function of Ciminion is described in Figure 1.25,
where the indices ¢ depend on the permutation.

RC1,
l
Aj—1 — a;
bi—1 <) H b;
Ci—1 —HH— C;

Figure 1.25: Round function of Ciminion.

For a nonce X and subkeys K7 and K5, we then give an overview of the entire encryption
scheme in Figure 1.26. For the sake of consistency with previous figures, we describe it on I,
rather than [Fon, as presented in the original paper.
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N % 1
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Figure 1.26: Overview of Ciminion inF,,.
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Here p¢ and pg are both permutations based on the round function of Figure 1.25. For a

security level of s, pc possesses N = s + 6 rounds and p has R = max{[*+37], 6} rounds. It

follows that, in Figure 1.25, we have ¢ = i for pc and ¢ = ¢ + N — R for pg.

A need for some foundations

In this chapter we introduced some of the specific features of the new proof systems that have
emerged in recent years. In particular, we have seen that the use of transformations having a
simple representation in univariate form is one of the main constraints determining the design of
the primitives used for such applications. Therefore, it is necessary to analyze the weaknesses
introduced by the simplicity of this structure. While it is already quite straightforward to appreciate
the fast evolution of this field and the large number of primitives that have been proposed, there
is still a lack of cryptanalysis work to better understand the properties of these primitives.

Thus, the main objective of the following chapters is to contribute to the filling of this gap
in order to have a deeper insight of the peculiarities of these new tools. After presenting a
new vision for designing such primitives, introducing Anemoi, a new family of hash function
based in the notion of CCZ-equivalence, we will focus on cryptanalysis. More precisely, we will
propose both practical and theoretical perspectives. We will first investigate the security of some
Arithmetization-Oriented primitives, like Feistel-MiMC, POSEIDON, Rescue—Prime, Ciminion or
Anemoi, against algebraic attacks. Then, thanks to a better understanding of the univariate
polynomial representation of the MiMC block cipher, we will give a detailed analysis of the
algebraic degree of this construction.
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CCZ-equivalence and/Flystel

In this chapter we push further the understanding of Arithmetization-Oriented primitives by
introducing a link between their design principles and CCZ-equivalence. Based on this idea
we propose to study the relevance of the butterfly construction [PUB16] in this context. While
butterflies were originally defined over binary fields (Fox)? for n odd, the problem remained
entirely open for fields of odd characteristics. This leads us to propose a new non-linear layer:
the Flystel, which takes inspiration from the well-studied butterfly structure. The Flystel was
originally designed to be the main component of Anemoi, a new family of hash functions that will
be presented in Chapter 3, however this is a standalone component that could be used for other
designs.

First, in Section 2.1.2 we introduce some definitions and equivalence relations, from which we
deduce a link with Arithmetization-Oriented primitives. We then present some examples of CCZ-
equivalent functions in Section 2.2. More precisely we investigate the properties of the butterfly
structure in the context of Arithmetization-Orientation, studying both cryptographic properties
and performances in terms of R1CS constraints. Finally, in Section 2.3 we introduce Flystel, the
new S-box highly inspired by the butterfly structure and a Feistel network. We define two variants:
the open and closed Flystel, seeing both of them for fields of even and odd characteristics. We
present an investigation of the Flystel’s differential and linear properties, as well as its R1CS and
PlonkC cost.

The work presented in this chapter and Chapter 3, as well as the algebraic cryptanalysis of
Anemoi, briefly introduced in Chapter 4, have been obtained with Pierre Briaud, Pyrros Chaidos,
Léo Perrin, Robin Salen, Vesselin Velichkov, and Danny Willems, and published in the proceedings
of the conference CRYPTO in 2023 [Bou+23].
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2.1 On CCZ-Equivalence and Arithmetization-Orientation

CCZ-equivalence is widely used in the study of Boolean functions, and more specifically for the
well-known Big APN problem [Dil06]. Its aim is to find an APN permutation, i.e. a permutation
with differential uniformity equal to 2, over Fo» where n is even and strictly bigger than 6. In this
section, we show that CCZ-equivalence also has other applications by introducing a new link with
arithmetization-orientation.

2.1.1 Definition

The notion of CCZ-equivalence was introduced by Carlet, Charpin and Zinoviev in 1998 [CCZ98],
and the name came latter in [BCP06]. To better understand the specificities of such an equivalence
relation, we give some preliminary definitions. We first describe linear and affine equivalences. In
what follows we let ¢ be a power of a prime number.

Definition 2.1 (Linear equivalence). Let F' : F;, — F, and G : F;, — F, be two functions. We say
that F' and G are linear equivalent if there exist linear permutations A and B such that

F=BoGoA.
Let us show a very simple example of this equivalence.
Example 2.1. Let F' : Fgs — Fys, 2 — 23 and G : Fys — Fos, 2 — 2°. We have
F(z) = (BoGoA)(x) whereB(z) =2z?and A(z) =z,

implying that " and G are linear equivalent. Note that A and B are not unique since we can also
choose A(z) = 2% and B(z) = x.

Then linear equivalence can naturally be extended to affine equivalence as follows.

Definition 2.2 (Affine equivalence). Let F' : F;, — F, and G : F, — I, be two functions. We say
that F' and G are affine equivalent if there exist affine permutations A and B such that

F=BoGoA.

The affine equivalence can be generalized to the extended affine equivalence by adding an
affine function C in the equation.

Definition 2.3 (Extended-Affine equivalence). Two functions F' : F; — F,and G : F; — F, are
Extended Affine (EA) equivalent if

F=BoGoA+C,

where A, B, C are affine functions with permutations A, B. It follows that the set of vectors

= Y forallz ¢ F, corresponds to the set of vectors | . 1 ° x
F(QC) oraillxr qCO eSpO S 10 € Set o1 vectors C,A71 B G(SL’) .

In what follows we will denote by I' » the set of all vectors < > i.e. I'p is the graph of the

x
function F'. To simplify the notation, we will write the vectors in rows so that
Lp={(z,F(z)) |zeF,}.

EA-equivalence is then a particular case of CCZ-equivalence.
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Definition 2.4 (CCZ-equivalence). Let F' : F, — [, and G : F, — F, be two functions. F'and G
are CCZ-equivalent if the graph of F' is affine equivalent to the graph of G. In other words, we have

Ip={(z,F(x)) |zreF,} = ATq) = {A(z,G(2)) |z eF,},
where A is an affine permutation.

One particularity of EA-equivalence and CCZ-equivalence is that they preserve differential
and linear properties. Let ' and G be two CCZ equivalent functions from Fon to Fom, in [BCPO6]
itis proved that

dc(a,b) = 6p(L7 (a,b)) and We(a,B) = (-1)““IWp(LT(a, B)),

where L is the linear part of A, i.e. A(z) = L(x) + ¢ for some constant ¢ € Fy ™.
EA-equivalence preserves the degree but CCZ-equivalence does not. For example we note that
a permutation is CCZ-equivalent to its inverse since the function (z,y) — (y, x) is linear.

Example 2.2. Let F : Fy11 — Fau1, 2 — 23. Since the inverse of 3 modulo 2! — 1 is 1365, we
have F~! : Fou — Foii, o — 21305, We see that we have deg(F~!) » deg(F) while they are
CCZ-equivalent since

Since EA-equivalence is a particular case of CCZ-equivalence, this raises the question of what
else than EA-equivalence is needed to build CCZ-equivalence. For a long time, CCZ-equivalence
was seen as EA-equivalence and inversion, but it is actually more complicated, involving another
form of equivalence, namely the twist. Let us consider functions from F3 to F5. Then using
isomorphisms F ~ F4 x Fy " and FJ* ~ % x F4*~* we have the following definition.

Definition 2.5 (Twist-equivalence). Let F : F x Fy ™" — Ft x Fy* *and G : F§ x Fy~ ! —
Fb x 5" such that

Fz,y) = (Ty(z), Ua(y)) -

Then F' and G are t-twist-equivalent if T, is a permutation for all y and
Gluy) = (Ty M (u), Upo1,)(9) -

When two functions F' and G are t-twist equivalent there exists a swap matrix My, i.e. a matrix
mapping the graph of the function F' to the graph of the function G, such that

Ip = {(z,F(x)) |z €F5} = M{(2,G(x)) |z eFy}.

Such an equivalence is depicted in Figure 2.1.
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x Y U Yy
T tbits T n — t bits T tbits + n — t bits
T—l
T U U
{' t bits 1 m — t bits T tDbits + m — t bits
u v X v
(a) F(z,y) = (Ty(2), Us(y) (b) G(u,y) = (T, (w), Up1,(9))

Figure 2.1: t-twist equivalence.

Example 2.3. One simple example of ¢-twist equivalence is the inverse transformation. Let
F : Fyn — Fan. The graph of F and F~, where

Ip-1= {(y7F_1(y))7y € FQ"} = {(F(w),m),x € FQ”} )

are linked with the following relation

(i) = (25) (7).

where Z,, is the identity matrix of size n. This implies that F' and F'~! are n-twist equivalent with
the swap matrix
0 Z,
M”‘(Llo)'

Theorem 2.1 (Theorem 3 in [CP19]). Let F : F§ — F5' and G : Fy — F5* be two CCZ-equivalent
functions. We can obtain G from F or F' from G by composing:

1. an EA transformation,
2. at-twist, and
3. an EA transformation.

It follows that if F' and G are two CCZ-equivalent functions from F3 to F5* then, their graphs
are connected by the following relation:

I'r = (A-M;-B)(Tq),

with M, a swap matrix and A, B EA-mappings.

2.1.2 Link with Arithmetization-Orientation

In the previous section, we have seen that CCZ-equivalence preserves differential and linear
properties. Let us now show that this equivalence has also good properties for arithmetization-
orientation. First, let us consider a function F’ defined over F,, where ¢ is given by other parts
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of the protocol. In order for F' to be arithmetization-oriented, it is usually necessary that the
verification y = F(z) can be done using a small number of multiplications in F,. A very
straight-forward approach, and indeed the first considered for instance in MiMCHash [Alb+16]
or POseEIDON [Gra+21], consists in using a function F' which, itself, can be evaluated using
a few multiplications. This approach corresponds to the “type I” Arithmetization-Oriented
primitives presented in Chapter 1. The downside of this approach is the use of a low-degree
round function which may imply a vulnerability to some attacks based on polynomial system
solving, also known as algebraic attacks (see Chapter 4). As a consequence, these algorithms have
to use a high number of rounds.

A first breakthrough on this topic was made by the designers of Rescue [Aly+20]. They noticed
that if 7' is a permutation, then the verification y = F(x) is equivalent to the verification z =
F~1(y). It allows them to use both % and /¢ over F, in their round function, where ged(d, ¢ —
1) = 1 and where d is chosen to minimize the number of multiplications. It means that both
operations can be verified using a cheap evaluation of z¢, and at the same time that the degree of
the round function is very high as 1/d is a dense integer in Z/(q — 1)Z. As a consequence, much
fewer rounds are needed to prevent algebraic attacks.

In this chapter, we go further and propose a generalization of such insight. So far, we have
seen that arithmetization-orientation implies that a function or its inverse must have a particular
implementation property: a low number of multiplications. In fact, we claim the following

Claim 2.1. A function is arithmetization-oriented if it is CCZ-equivalent fo a function that can be
verified efficiently.

As a permutation and its inverse are known to be CCZ-equivalent, this insight is a natural
generalization of the one proposed by the Rescue designers. To exploit this idea, we suppose that
and G are such that'¢ = L(I'p), where £ : (z,y) — (Lr(z,y), Lr(z,y)) is alinear permutation,
and where G can be efficiently verified. Then we can use F' to construct an arithmetization-
oriented algorithm since we show in the following proposition that checking if y = F(x) is
equivalent to checking if Lr(z,y) = G (LL(z,y)).

Proposition 2.1. Let F' and G be two functions from F, to F, such thatT'c = L(I'p). Then
y = F(x) ifandonly if Lg(z,y) = G (LL(z,y)).

Proof. Letus the notationu = Ly, (z,y) andv = Lg(z,y). Then we have (x,y) = L7 (u, v). First,
let us assume that y = F'(z). We have

FG = {E(x,F(x)),a: € ]Fq} = {E(aj,y),aj,y € Fq} = {(u,v),u,v € Fq} P

implying that v = G(u), i.e. we have Lr(z,y) = G (Lr(x,y)). Similarly, if Lr(z,y) =
G (Lr(x,y)), ie.ifv = G(u), then we have

Pp={L7"(u,G(u)),ueFe} = {L7 (u,v),u,v € Fo} = {(z,y), 2,y € Fg}
implying that y = F(x). O

This verification implies that the evaluation is secure using a high-degree function F', and the
verification is efficient since it only involves GG and linear functions. In Table 2.1 we compare the
three different approaches.

As we have already mentioned, the performance metrics for arithmetization-oriented algo-
rithms differ substantially from the usual ones in symmetric cryptography. Neither the number
of CPU cycles, nor the RAM consumption or the code size are the dominant factors. At the same
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Approach Operation Cost
PosEmon.like Evaluation y — F(x) F is of low degree
Verification y = F(z) F is of low degree
Rescue-like Eva.luatlc.)n y—F ( ) Fis (.)f high degree
Verification “L(y) F~1is of low degree
Evaluation y—F ( ) F is of high degree

our
Verification  Lgr(z,y) = G(Lr(x,y)) G isoflow degree

Table 2.1: Different approaches for AO.

time, determining exactly what is needed for the various protocols relying on arithmetization
is a difficult task as each protocol has its own subtleties. For instance, while PlonkC supports
custom gates, a flexibility that other proof systems may not have, achieving the optimal arithmetic
representation of a statement may be more difficult because of those degrees of freedom proof
systems developers have. On the other hand, while additions and permutations of a sequence
of field elements are likely to incur cost in Plon/C, in the form of copy-constraints, they are free
in R1CS. As a first approach, in this chapter we will mainly focus on the R1CS cost. Then, in the
following we will investigate the efficiency of different CCZ-equivalent constructions for R1CS.

2.2 Butterflies

Our first idea to use the CCZ-equivalence to design an arithmetization-oriented function is to
consider Butterflies. Butterflies were introduced by Perrin et al. in [PUB16] when they discovered
that the only known APN permutations on an even number of bits [Bro+10] had this structure.
Generalizations of this structure were then studied in more details by several teams [CDP17; Li+18;
CPT19]. While butterflies were originally defined over binary fields (F2 )? for n odd, we propose a
similar structure over any field.

In what follows, we let ¢ be a power of a non-trivial prime number, and F, be the finite field
with ¢ elements. Furthermore, let d be an exponent such that ged(d, ¢ — 1) = 1 (i.e. such that
x— zdisa permutation of ), and (a, B) be a pair of non-zero elements of F,.

Let us investigate the cryptographic properties (differential and linear properties) and the
performance in terms of R1CS constraints of the butterfly.

2.2.1 Definition

Before generalizing butterflies to any field, we first recall classical definitions and properties.

Definition 2.6 (Butterflies). A closed butterfly is a function of (F,)? defined by

Vo s {(W — (F,)”

(z,y) +— ((z+ay)®+ By?, (v + az)? + pz?)

or in other words V,, 5(z,y) = (R(x,y), R(y, *)) where R(z,y) = (z + ay)? + By?. This function
is CCZ-equivalent to the corresponding open butterfly, a permutation (in fact, an involution) of
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(F,)? defined by

(Fq)2 - (Fq)2 . )
Hop: 3 (@ y) — ((a(m — ByH)Vd 4 (1 - a)y)" + B ((z — Byd)/d — ay)”
(z — pyh)/d — ay) :
Let us notice that we can simplify the definition of the open butterfly by using that x — R(z, y)

)
is a permutation for all y. If we write R, this permutation and R,/ !its inverse, so that Ry Hz) =
(z — Byh)/? — ay, then we get that

Has(@,9) = (Rpc ) (), By @)

These structures are presented in Figure 2.2.

v Yy
R R
X u
(a) The open butterflyHq s (bijective). (b) The closed butterflyV gs.

Figure 2.2: The butterfly constructions, where R, (z) = (x + ay)? + By.

The detailed construction of butterflies is depicted in Figure 2.3.

As stated in their definition, these two types of functions are CCZ-equivalent, meaning that
there exists an affine permutation of (F,)? mapping the graph of H,, 4 to that of V,, 5. To see why,
we simply notice that

{(@9):Has(@. ) @) € B2} = {(@.9), (Riyr0) @) B, @) ), (@) € F2}

(@ @.), (v Bepr (@) ). (@) € B2
{(0:), (@ Ru(®))), (0,1) € F2}
{( )7Va,ﬁ(vvy))’(v»y) ng} ,

where £ : ((v,y), (z,u)) — ((x,y), (u,v)) is linear. Therefore, this corresponds to a twist-
equivalence, as defined in Section 2.1.1, where T' = U = R.

In practice, another simple way of seeing CCZ-equivalence in the particular case of butterflies
is

(u,v) = Ho p(z,y) < (z,u) = Vas(v,y).
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T Y T Y
@ B
Ea
-
&) /)’md
M v v
(a) Open. (b) Closed.

Figure 2.3: The two variants of the butterfly.

2.2.2 Designs over binary fields

The case of binary fields is already well-studied and we know some of the butterfly properties
in this context. In particular let us recall the theorem in [CDP17]. While the case n = 3 was of
particular interest in this paper due to its relation with the big APN problem, it is not a value of n
that is relevant here, so we restate the theorem in the case where n > 3.

Proposition 2.2 (Main Theorem of [CDP17]). The cryptographic properties of the butterfly
structures with d = 3 overFon,n > 3, are as follows:

e if 8 = (a + 1)? then the differential uniformity is equal to 2", the linearity is equal to
2037+1)/2 and the algebraic degree of H,, 5 is equal ton;

* otherwise, the differential uniformity is equal to 4, the linearity to 2", and the algebraic
degree of H,, s is equal ton + 1 unless 1 + a3 + a* = (8 + a + o?)?, in which case it is equal
ton.

As a consequence, for any odd n > 3, choosing « and /5 such that

(a+13+8 #0
l+aB+a* # (B+a+a?)?

yields a permutation H,, 3 with excellent cryptographic properties.

Since open and closed butterflies are CCZ-equivalent, they have the same differential and
linear properties.

If Hy 5(z,y) = (u,v), then it holds that H, s(A%z, \y) = (A%, \v). This makes open
butterflies somewhat similar to power maps as those have the property that (\z)? = X\4z?. It was
shown in [Bey+20b] that such a multiplicative property could potentially lead to some problem in
the hash function Rescue-Prime.

However, this problem is easy to solve in the case of butterflies. For instance, we could simply
compose H,, g with the linear permutation (x,y) — (z + y, y) to get rid of this pattern.
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2.2.3 Investigating new designs over prime fields

We generalize the butterfly constructions with the function R:
R(z,y) = (z + ay)? + By°.

In what follows we will use Hi"’eﬁ to denote the open butterfly with parameters « and [, using

x — ¢ as a quadratic function and = — z? as a permutation. Consequently, Vi’% will denote its

corresponding closed variant. Then, the butterflies introduced before, H, 5 and V., s, will now be
denoted H‘i’% and Vi"‘é respectively.

We will investigate different cases to see the influence of the exponents e and d in terms
of cryptographic properties and performances. First experimental results indicate that there
should always exist pairs («, 3) such that the corresponding butterflies with d = 3 is differentially
4-uniform, though the “bad” cases are more common than in the binary field case.

For each case we also investigate the number of R1CS constraints for the verification, i.e. to
check that

(u,0) = V5 (@.y) -

2.2.3.1 When (d,e) = (3,3)

Let us first investigate a construction close to the one in even characteristic. To do so, we let
d =e = 3,sothat R(x,y) = (z + ay)® + By>. This implies that p # 1 mod 3.
The closed butterfly is then defined by

V3,3 . (IFp)2 - (Fp)2
P (@,y) (@ +ay)® + By?, (y + ax)® + B2?)

and the corresponding open butterfly is defined by:

(IFp)2 - (Fp)z
W3 @) (0¥ - B®) + 8 (e By — o)’
(o= By")V° = ay) |

The two variants of the butterfly are presented in Figure 2.4.

Then let us identify the pairs («, 8) such that the corresponding butterfly has differential
uniformity at most 4. Investigating differential uniformity for such a construction is complicated
since it highly depends on the values of o and 3. Therefore, although we did not manage to identify
pairs («, 3) leading to good differential properties, we propose some directions.

By looking at all pairs («, 3) for small values of p, i.e. p € {11, 17,23, 29,41,47,53,59} we notice
that there is a symmetry between pairs («, 8) and (—«, —/3). Indeed, let

Rop(z,y) = (z + ay)® + By’

Then, we have:
R_o—p(~2,y) = (2 —ay)’ = By’ = —Ras(z,y).
In Chapter 1 we saw that we can represent the DDT of a function with a picture. Here, we

do not represent the DDT but the differential uniformity for all pairs («, 3) such that in row «
and column [ we have the differential uniformity of the open butterfly Hi% The idea behind
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-
B pz®
U v v
(a) Open. (b) Closed.

Figure 2.4: The two variants of the butterfly when (d, e) = (3, 3).

Figure 2.5 is then to identify good pairs of («, 3). On this figure, the lightest color (yellow) refers
to the case where the differential uniformity § is at most 4, the intermediate colors (red) refer to
casesd < pand § < p + 1, and the darkest color (black) refers to the case § < 2p — 1. We can in
particular recover the symmetry we have just mentioned between pairs («, 8) and (—a, — ).
Moreover in Figure 2.6 we represent the number of pairs («, 3) we obtain for each value of the
differential uniformity.
Then, we notice four distinct cases:

1. The differential uniformity is at most 4 for around 60% of the pairs («, 3)
In particular, it seems to occur for degenerate cases. It happens, for example, for pairs:

@s e, -2 (P ) (B ) )

2. The differential uniformity is greater than 4 and at most p for around 35% of the pairs («, )
It seems to occur for example when:

Be{(l—a) —(1+a) —a?®+a}.

3. The differential uniformity is at most p + 1 for around 2.5% of the remaining pairs («, 3).
4. The differential uniformity is at most 2p — 1 for around 2.5% of the remaining pairs («, 3).

However we did not manage to prove this observation.

Cost estimation

Let us investigate the R1CS cost of this butterfly structure. We recall that

VZ’%(%Z/) = (R(m,y),R(y,x)) ,



2.2. Butterflies 41
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(a) Forp = 11. (b) Forp = 17.

" u
|
-
,5 I .
||
 m |
(c) Forp = 23. (d) Forp = 29.

Figure 2.5: Differential uniformity for all pairs (c, ().

where
R(z,y) = (z+ay)®+ By,
R(y,x) = (y+ ax)®+ 3.

We have the following equations:

T =T+ oy U =y +axr

T2 =rf (+1) Uy = u% +1)
T3 =T1 X T2 (+1) U3 = Uy X U2 (+1)
sy = y? (+1) vy = 2° (+1)
83 =Y X 82 (+1) V3 =T X Vg (+1)
t =r3+ (Bs3 w = us+ Pug,

implying that Vz?;g (z,y) = (t,w). So, in this case, we need 8 constraints without expanding the

polynomials. Then, by expanding the polynomials, we notice that we can save 2 constraints. We
have

R(z,y) = 3 + 3ax2y + 30z2:1}y2 + a3y3 + ﬂy3
R(y’ (E) = y3 + 3ay2m + 3a2yx2 +adzd + ﬁx?’ 7
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-&- #{(a,B)6=2p—-1} R
-w- #{(a,Bl.o=p+1} I Ak
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Figure 2.6: Number of pairs («, 3) such that the differential uniformity has specific values.

so that the equations for the verification are

T =z (+1) t =y Xre +1)
rg =x Xry (+1) U =T X S (+1)
s9 =y (+1) v =73+ 3at + 3au + (@ + B)s3
s3 =y X 8y (+1) w = s3 + 3au + 3a’t + (a® + B)rs.

This implies that Vf’fﬁ(x, y) = (v, w) and we indeed have 6 R1CS constraints.

2.2.3.2 When (d,e) = (3,2)

Since we did not manage to precisely investigate the differential uniformity of the previous design,
we suggest to change the value of e to use a quadratic function instead, i.e. a function with
univariate degree 2. While we do not use a square in Fy- since it is linear, we can use it as a
quadratic function in F,,.

Thenlet R(z,y) = (x + ay)® + By>. The closed butterfly is defined by

V32 . (Fp)? — (Fp)?
T (@y) = ((@+ay)® + By?, (y + ax)® + fz?)
and the corresponding open butterfly is defined by:
(Fp)2 - (Fp)2 s )
323 () o ((ale = By + (1= a2)y)” + B (v — By>)8 — ay)”
(x = By*)'/* — ay) :
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B Bz?
U v v
(a) Open. (b) Closed.

Figure 2.7: The two variants of the butterfly when (d, e) = (3,2).

where o® # o and 3 # 0. Both variants are described in Figure 2.7.
For this variant we are now able to prove that the construction is differentially 4-uniform
whatever the values of « and [ are (except some sporadic cases).

Proposition 2.3. Let R(z,y) = (z+ay)®+ y?, wherea® # a and 3 # 0. Then, the corresponding
butterfly has differential uniformity at most 4.

Proof. First, we note that the condition o3 # ais equivalent to o® —a # 0, i.e. we need to ensure
that a(a + 1)(a — 1) # 0. Thus, it is equivalent to « ¢ {0, 1,p — 1}. Let ay, ag, b1, by be elements
of F,, such that (a1, a2) # (0,0). Then, to investigate the differential uniformity of Vf’l’?ﬁ, we need
to determine the number of solutions of

V35 (2 + ar,y + az) = Vo (z,y) = (b1,ba) .

This is the same as looking at the number of solutions (x, y) of System (2.1):

{R(a:+a1,y+a2) — R(z,y) = b 2.1)

R(y + ag,x + a1) — R(y,z) = b .
We have:

R(z+an,y+a) = Rz,y) = (@+ar+aly+a))’+8y+a)’ - (z+ay)’ - By?
R(y+ag,z+a1) — R(y,z) = (y+az+alzr+a1))+8(@+a)*— (y+ax) - pz?.

Since o? # 1, we can re-write this system using u = a; + aag, and v = aa; + ag i.e. we have
a; = (aw —u)/(a® —1),and az = (au —v)/(a® —1):

R(z + ay,y+ az) — R(z,y) = (z + oy + u)® + By + a2)* — (z + ay)® — By?
R(y + az, + a1) — R(y,x) = (y + ax + v)* + B(z + a1)? — (y + ax)® — .
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Let ¢; and ¢ be the rows of this system. Developing the first row yields

b= ((@+ay) +u)’ + 8y +a)’ = (x + ay)® - By
= (z + ay)® + 3u(z + ay)? + 3u%(z + ay) + u® + By? + 2Bazy + Pa3 — (x + ay)® — By?
= 3ux® + 6uazy + 30’uy® + 3ux + 3ou’y + v + 2Bagy + Ba%
= 3uz? + 3u’z + 30uy® + y(3au® + 2Bas) + 6auzry + v + a3 .
N

R(a1 ,az)
Similarly, the second row becomes

ly = 3vy? + 30y + 3a%v2? + z(3av? + 2Bay) + b6avry + v + Ba? |
—_——

R(az,a1)
and we obtain

01 = R(ay,az) + 3ux? + 3u’x + 6uazy + 3ua’y? + y(3ula + 2a26) = by
ly = R(az,a1) + 3vy? + 3v2y + 6vazy + 3va’x? + 2(3va + 2a18) = by .

By setting ¢ = b; — R(a1,a2), and d = by — R(as, a1 ), the system becomes:

c = 3uz? + 3u?x + 6uaxry + 3ua’y? + (3ula + 2a26)y
d = 3vy? + 302y + 6vazy + 3va’x? + (3v?a + 2a168)z .

Recalling that « is a nonzero element of F,,, we can write z = a~!(z — y), so that

c=3ua"?(z —y)? + 3u?a " (z — y) + 6u(z — y)y + 3ua?y? + (3ua + 2a28)y
d = 3vy? + 30y + 6v(z — y)y + 3v(z — y)? + (3v%a + 2a18)a"L(z — v),

which implies:

c =3ua"22% +3u%a 2 + 6u(l — a?)zy + 3u(a™? + o — 2)y?
+(Bu?(a — a™t) + 2a28)y (2.2)
d =3v2%+ (3v2 4+ 201071 B)2z — 2a1a7 By .

We recall that « # 0 and 8 # 0. If a; # 0, then the coefficient of y does not vanish in the second
equation. Therefore, we obtain a relation of the form:

Y= p22” + p1z + po

where g = —da(2a18) 71, p1 = 3v2a(2a18) 7! + 1, and ps = 3va(2a:8) L.
Then, replacing y in the first line of System (2.2), we get:

1/42:4 + 1/3,2‘3 + 1/222 +1rz4+1y=0.
Now let us show that at least one coefficient is nonzero. For instance we have:

vs = 3u(a™? + a® — 2)u3

= 2Tuv?(a — o H?%a?(2a18) 72,
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where o — a~! # 0, # 0,a; # 0and 3 # 0, implying that if v and v are different from 0 then
vy # 0. Let us assume that u = 0 or v = 0, and let us consider another coefficient. We have

vy = 3ua® + 6u(l — a3y + 3ula™? + a® — 2)(2uauo + 12) + (3u*(a — o) + 2a28) o .
Thenifu = 0, we have ay = —a;a~! # 0and v = a;(a — a~!) # 0 implying that
vy = 2asBps = 6agBva(2a18)"t # 0.
Similarly, if v = 0, we have u = a;(1 — o?) and p; = uz = 0, implying that
Vo = 3ua2 #0.

Therefore, we have a nonzero polynomial of degree 4 in z, so at most four solutions zg, 21, 22, 23.
Besides for each choice of z we have one solution for y and then one for z. It follows that we have
at most four solutions (z, y).

Ifa; = 0, then u = aag and v = ag, so that System (2.2) becomes:

¢ =3aza 2% + 3a3az + 6az(a — a1 zy + 3az(at + o — 2a)y?
+(3a3(a® — a) + 2a28)y
d =3asz? +3a3z=4d .

Since a; = 0, we have necessarily ay # 0, implying that the coefficients in the second equation
are nonzero. Then, from the second equation, we deduce that there are at most two solutions
20, 21 for z. Then by replacing z in the first equation, we get at most two solutions y; o, y; 1 for
each z;. Finally, for each value y; ;, there is one solution for z. As a consequence, we have at most
four solutions (z, y).

We deduce that the differential uniformity is at most 4 when R(z,y) = (z + ay)3 + fy?. O

We did not go into the details of linear cryptanalysis since as we will see in Section 2.3.3.2, such
an analysis is rather complicated. In the example shown in Figure 2.8, the maximum value of the
module of the Walsh transform is 34.65.

Cost estimation

Let us investigate the R1CS cost for such a construction. We aim at finding the number of
constraints necessary to perform the verification:

V32 (2,y) = (R(zy), R(y, ) ,

where
R(z,y) = (z+ay)®+ By?,
R(y,x) = (y+ax)®+ pa?.

So to perform the verification we need the following equations:

r =+ ay uy =Y+ axr

ry =12 (+1) uy = u? (+1)
ry =711 XTI (+1) U3 = U X Uz (+1)
] =y2 (+1) v o= a? (+1)
t =r3+Ps w =uz+ pvu.
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(c) DDT of the closed variant. (d) LAT coefficient modules for the closed variant.

Figure 2.8: DDT and representations of the modules of the coefficients in the LAT whenp = 11,
(d.¢) = (3.2) and (a, B) = (2,1).

Then Vz’:‘)ﬂ(az, y) = (t, w). Among all equations, 6 involve a multiplication, implying that such a
verification requires 6 constraints.

Let us see if we can save some constraints by expanding the polynomials. We have
R(z,y) = 2% + 3az?y + 3a2zy® + o®y® + By?
R(y,z) = v* + 3ay’z + 30’y2® + 2% + fa? .

It follows that we need the following equations for the verification:
2

Ty =X +1) t =y xre (+1)
T3 =T X To (+1) U =T X So (+1)
so =y (+1) v =713+ 3at + 30U + a’s3 + fsy
s3 =y X sy (+1) w = s34 3ou + 3%t + a’rg + Bra .

Then Vi”%(x, y) = (v, w) and we also get 6 constraints.
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2233 e=2and o = +1

Since the cube is not always a permutation in F,,, let us come back to the more general case where
the main exponent is d. We keep e = 2 but to simplify computations we fix & = +1. Then the
construction is a degenerate case of Butterfly corresponding to a 3-round Feistel network. In
particular, it is relevant to study the butterflies with e = 2 since we have an interesting result
on the differential uniformity. Note that such a 3-round Feistel network, in Fo», was already
studied in [[W14] when investigating S-boxes with good cryptographic properties for low hardware
implementation cost.

The closed butterfly is then defined by

ve2 . (Fp)2 - (Fp)z
I (yy) = (@4 ay)? + By (y + ax)d + Ba?)

And the corresponding open butterfly is defined by:

(Fp)z - (FP)2 )
2 o (oy) — (0o = By?) + 6 (0 - By) " — ay)”
(x — By*)M — ay) ,

The two butterflies are depicted in Figure 2.9 with o = —1. Let us note that the open butterfly can
be described as a 3-round Feistel network as described in Figure 2.10.

= B>

(a) Open. (b) Closed.

Figure 2.9: The two variants of the butterfly whene = 2 and o = —1.

Let us investigate the differential properties of this construction.

Proposition 2.4. Let R(z,y) = (v + ay)? + By?, where« = +1. Then, the corresponding butterfly
has differential uniformity at mostd — 1.
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Tk
[y

Ba?

pl/d —H]

[Tk
[y

Ba?

u v

Figure 2.10: Simplified representation of the open butterfly whene = 2 and oo = —1

Proof. Letay, az, by, by be elements of I, such that (a1, a2) # (0,0). To investigate the differential
uniformity of Vi’QB, with a = +1, we look at the number of solutions (z, y) of System (2.3):

{R<x a1,y +a2) = R(zy) = b 23

R(y + az,x + a1) — R(y,x) = by .
We have:
{R(Jc + a1,y +a) — R(x,y) = (xz+ar+aly+a2)?+ By +a2)? — (z + ay)? — By?
R(y +az,v +a1) — R(y,z) = (y+az+a(x+a)?+Bx+a)?— (y+ax)? - pa?.
As d is odd, the second line gives:
R(y +az,z +a1) = R(y,x) = a(z + a1 + aly + a2))! + Bz + a1)® — a(z + ay)’ — fa?.
Denoting respectively by ¢; and ¢, the rows of the system, we then get:

O —aly = (x4 a1 + oy + a2)? + By + a2)? — (z + ay)? — By?
—a*(x +ap +aly +a2)? — af(z +a1)? + *(x + ay)? + afz?.

As o? = 1, it follows that:
01 —aly = By + a2)? — By? — aB(z + a1)?® + afz? = by — aby .
If as # 0, this is equivalent to:
y = (2a2) 7! (a(2a12 + a?) — a3 + B7H(by — abs)) = aay ‘a1z + p,

where p = (2a2)7! (caf — a§ + 871 (b1 — abz)). Then we know that y can be expressed as a
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bijective affine polynomial in 2. Moreover, we have

by = a(m + a1 + a(y + a2))? + Bz +a1)? — oz + ay)? — Bz’

- Z ( > z + ay)’ (a1 + aaz)?7 + B(2a12 + af) — a(z + ay)*
7=0

-5 (9)6 s b s )

Let us assume that /5 is the zero polynomial. If a; = —ao, then z + ay = o so that
by =2Bayx + v,

where v is a constant. We have a contradiction since the coefficient 25a; is nonzero. Now, let
ay # —ag, andlet C(x) = x + ay. Wehave C~1(z) = (1 + a3 'a1) " (z — ap). If £ is the zero
polynomial, then

ly o CH( —OéZ().rj (a1 + @az)*™ + B(2a,C () + a?)

also equals 0 for any z. This implies that the coefficient of 24~ ! i.e. (a1 + aaz) is 0. Then it remains
the term

26a:C7H(x) + a?) = B(2a1(1 + a3 'ar) " (z — o) + a?) .

However 3(2a1(1 + a5 *a;) ™! # 0so we also have a contradiction.
Therefore {5 is a nonzero polynomial and we have at most d — 1 solutions for z. Finally, we
have at most d — 1 solutions (x, i) for the system (since for each value of z, there is a single y).
Now, let us assume that as = 0. Then we have

61 — Olgg = 7C¥ﬂ(2&11’ + a%) = bl — Oéb2 s

where the coefficient 2aSa; is nonzero, implying that we have a nonzero polynomial of degree 1
in z. Then by replacing z in ¢;, we obtain

d g o =y 4
51—2(.)(x+ay)3a§l_]—(’x+ay)d—2(,)l‘-i-ay) T
i=o N i=o \J

The coefficient of the term %! is a; # 0 so that we have at most d — 1 solutions for .

As a consequence, the differential uniformity is at most d—1when R(z, y) = (z+y)?+py%. O

We did not go into the details of linear cryptanalysis for the same reason as before. The
maximum value of the module of the Walsh transform of the example chosen in Figure 2.11 is
29.91.

Cost estimation

Let us determine the R1CS cost of this construction. We recall that:

Vi’yé(a:,y) = (R(m,y),R(y,x)) :
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(c) DDT for the closed variant. (d) LAT coefficient modules for the closed variant.

Figure 2.11: DDT and representations of the modules of the coefficients in the LAT whenp = 13,
(d7 6) = (57 2) and (aaﬂ) = (_17 1)

where
R(z,y) = (z+ay)’+ py?,
R(y,z) = (y+ ax)? + px?.

Since d is odd, let us notice that we can use the following relation

Yo+ ay)? = (ax +1)?,

alz +ay)? =
so that we save one exponentiation. Then, let us study some examples to see the influence of
the exponent d. First, we investigate the cost of the butterfly with d = 3. In this case, it is more
interesting to do not expand the polynomial (x + ay)?. The equations are:

=T+ ay s = a2 +1)
ry =1} (+1) t =y (+1)
rg =11 XTr9  (+1) u =13+ [t

v =arg+ s,
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so that ViQﬁ (x,y) = (u,v). We have 4 constraints, while by expanding the polynomials we have

R(z,y) = 23 + 3az’y + 3a2zy? + o3y® + By?
R(y,z) = * + 3o’z + 3a’yx? + o2 + pa?,

so that the verification can be performed with the following equations:

ry = 2 (+1) sy =y’ (+1)
rs =x X1y (+1) S3 =Y X So (+1)
t1 =yxre (+1) to =x x5y, (+1)

and

u =13 + 3at1 + 3a?ts + adss + Bse
v = 83 + 3ats + 302t + a’r3 + fry .

We have Vzgﬁ (z,y) = (u,v) and we obtain 6 constraints.

Then, we investigate the cost of the butterfly with d = 5. As for the case d = 3, let us show that
expanding the polynomials increases the number of constraints. If we expand the polynomial, we
need 5 constraints, since we have the following equations:

r =+ ay s =a? (+1)
ry =12 (+1) t =92 (+1)
Ty =12 (+1) u =15+ Ot

rs =11 XT4  (+1) v =ars+ s,

where VZ% (z,y) = (u,v).
By expanding the polynomials we obtain

R(z,y) = 2° + bazty + 100223y + 10322y + 5atzy? + o®y® + By?
R(y,z) = y° + 5ay'z + 10a’y*2® + 10a’y*2® + 5a’ya? + o°2® + Ba?

leading to the following equations:

) = g2 (+1) So :y2 (+1)
r3 =T X7y (+1) S3 =Y X 82 (+1)
T4 :rg (+1) Sy :sg (+1)
rs =X X Ty (+1) S5 =Y X S84 (+1)
t1 =14 X 81 (+1) t3 =1y X S3 (+1)
to =173 X So (+1) ty =11 X 84, (+1)

and

u =75+ daty + 1002ty + 10a3ts + 5atty + a’s5 + Bso
v = 85 + baty + 100ts + 1003ty + 5oty + a’rs + By
Then Vzgﬁ (z,y) = (u,v), so to perform the verification we need 12 constraints. More precisely,

this corresponds to the cost of the exponentiation z — 2° plus the cost of two squares. As a
consequence, generalizing to all d, we have the following lemma.
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Lemma 2.1. The number of R1CS constraints we need for the verification
Vi’%(m,y) = (u,v), wherea = =1,

is the cost of two squares plus the cost of a fast exponentiation x — x¢.
Proof. Aswe saw in the previous examples, it is more efficient not to expand the polynomial when
computing the number of constraints. Therefore, since

VI (2,) = (@ + ay)® + By*, alz + ay)® + Ba?)

we need one constraint for each of the two quadratics 3y? and 322, and the number of constraints
necessary to perform one exponentiation (z + ay)®. O

After studying different designs, we present the one we choose for the Anemoi permutations.
The last approach studied in this section is so far the one leading to the best performances in
terms of R1CS constraints, and good differential properties. Therefore it inspired the design of
the Flystel structure. Our aim is to design a primitive as consistent as possible, using similar
principles and round functions regardless of the field size or characteristic.

2.3 The Flystel Structure

In this section, we present a family of non-linear components that provide both the cryptographic
properties that we need to ensure the security of our primitives, and efficient implementations
across proof systems. We called it Flystel since it is highly inspired by the Butterfly structure
and a Feistel network. The Flystel structure uses and highlights the connection between
arithmetization-orientation and CCZ-equivalence.

2.3.1 High-Level View of the Flystel Structure

We propose a design that works well for both fields of even and odd characteristics. Let @), : F, —
F,and )5 : F, — [, be two quadratic functions (i.e. functions of algebraic degree 2 in [F>» and of
univariate degree 2 in IF,) where y and ¢ are constants of F;, and let £ : F, — I, be a permutation,
where ¢ is either a prime number or a power of 2. Then, the Flystel is a pair of functions relying
on @+, Qs and E. The open Flystel is the permutation of Fg obtained using a 3-round Feistel
network with @), &/ —! and Q; as round functions, as depicted in Figure 2.12a. It is denoted #, so
that H(z,y) = (u,v) is evaluated as follows:

Lz —x—Q4(y),
2.y —y—E'(z),
3.2 —x+Qs(y),
du—x,v—y.

We define by V : (y,v) — (R,(y,v), Rs(y,v)) the closed Flystel function over F7, where R, :
(y,0) = E(y —v) + Qy(y) and R; : (y,v) — E(y — v) + Qs(v).

Our terminology of “open” for the permutation and “closed” for the function is based on
the relationship between the Flystel and the butterfly structure, as detailed in Section 2.2. In
particular, the two structures are CCZ-equivalent.
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x Y Y v
= Q~ —
Yy—v
E-1 ) @Z] ‘ E ’ ‘ Qs ’
[ﬁ Qs %] %]
U v x u
(a) Open Flystel, H. (b) Closed Flystel, V.

Figure 2.12: TheFlystel structure.

Proposition 2.5. For a given tuple (Q.,, E, Qs), the corresponding closed and open Flystel are
CCZ-equivalent.

Proof. Let (u,v) = H(z,y). Then it holds thatv = y — E~! (z — Q,(y)), so that we can write
z = E(y—v) + Qy(y). 1mi1arly, we have that u = Qs(v) + E(y — v). Consider now the set
Ty = {((z,y), H(z,y)), (z,y) € F2}. By definition, we have

Iy = {((@,9), (w,v), (@,9) € F3} = L({((%,0), (z,u), (z,y) € F3})

where £ is the permutation of (F2)? such that £~ ((z, y), (u,v)) = ((y,v), (,w)), which is linear.
Using the equalities we established at the beginning of this proof, we can write:

L7 Tw) = {((y,0): (w,u), (z,y) € Fy}
= {((4,0), (Q4(y) + E(y —v),Qs(v) + E(y —v)) ), (y,v) € F}
= {( (y,v ,V(y7v) (y ,v)eIFi}

I'y.

We deduce that I'yy = £(T'y), so the two functions are CCZ-equivalent. O

This simple proposition has several crucial corollaries on which we will rely for the construction
of Anemoi. The first one implies that it is sufficient to investigate the differential and linear
properties of the closed butterfly to obtain results about the open one.

Corollary 2.1. The open and closed Flystel structures have identical differential and linear
properties. More precisely, the set of the values in the DDT of both functions is the same, and the set
of the squares of the Walsh coefficients of the components is also the same.

Proof. This follows from the CCZ-equivalence between both variants. O

The second corollary is the key reason behind the relevance of the Flystel structure in the
arithmetization-oriented setting and is stated below.
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Corollary 2.2. Verifying that (u,v) = H(x,y) is equivalent to verifying that (z,u) = V(y,v).

Proof. The proof follows from Proposition 2.1 since I'y; = £(T'y).
O

Indeed, Corollary 2.2 means that it is possible to encode the verification of the evaluation
of the high-degree open Flystel using the polynomial representation of the low-degree closed
Flystel.

2.3.2 Flystel, and Flystel,

In characteristic 2, or in odd characteristic, quadratic mappings correspond to different exponents.
As a consequence, when giving concrete instantiations of the Flystel structure, we need to
treat each case separately. To highlight the difference, we call Flystel, the instances used in
characteristic 2, and Flystel, the instances used in prime characteristic p, with p odd.

For the sake of consistency with previous sections we do not use the same notation as in our
original paper [Bou+23].

2.3.2.1 Characteristic 2

Let ¢ = 2", with n odd. Furthermore, letd = 27 +1be a Gold exponent such that ged(j,n) = 1, so
that z ~— z? is a permutation of Fa- . In this case, the Flystel, structure with Q- (z) = Qs(x) =
pz?, with 3 # 0, and with E(x) = z? is a degenerate generalized butterfly structure. It was
studied in [Li+18] as a generalization of the structure introduced in [PUB16], which was also
refined in [CDP17].

In practice, to prevent some attacks (see Section 3.3.3), we instead use )~ (z) = 5:03 + ~vand
Qs(z) = B3 + §, where v and § are constants of F,, such that v # §. The resulting construction
is depicted in Figure 2.13.

T Yy Yy v
) S
f/ 5I3 +
z1/3 ® v + Bz? ‘ z3 ’ 5+ pa®
@ Bx® +6
— i) CT

(a) Open Flystels,. (b) Closed Flystel,.

Figure 2.13: The two variants of the Flystely, in characteristic 2.
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2.3.2.2 0dd Characteristic

Let ¢ = p. In this case, the Flystel, structure uses three rounds functions: Q- : x — 8z° + v,
E:x v~ 2" and Qs : x — Ba + 6, where 3 € F,, is non-zero, and where  and ¢ are constants
of .. In odd characteristic, the square can be used as a quadratic function. Although the results
still hold for any quadratic function, in what follows we fix e = 2.

We show the construction in Figure 2.14.

x Y Yy v

E——/ Bz + v

zgl/d  ——H v + Bz? ‘ z ’ 5 + Ba?
[H Bx2 + 6
- i i
u v z u
(a) Open Flystel,. (b) Closed Flystel,.

Figure 2.14: The two variants of the Flystel,, in odd characteristic.

2.3.3 Cryptographic properties

Let us investigate the cryptographic properties of these constructions. For the Flystel,, we will
mainly rely on the result of Li et al. [Li+18], covering all generalized butterflies, not just those
corresponding to Flystel structures.

2.3.3.1 Differential Properties

Such structures have a low differential uniformity. For the Flystel, the result by Li et al. for the
differential uniformity hold only under some conditions, which in our context is equivalent to the
fact that 5 # 0.

Proposition 2.6 (Theorem 3 in [Li+18]). Letq = 2™ withn odd, E = © — 2%, whered = 27 + 1
is such that gcd(j,n) = 1,and Q~ = Qs = x — Ba?, where 3 # 0. Then the Flystel, structures
defined by the functions Q).,, E, and Q5 have a differential uniformity at most 4.

In prime fields we also have a low differential uniformity. Such a property is actually a corollary
of Proposition 2.4.

Corollary 2.3. Letq = p be a prime, E = x > x%, whered is such that gcd(d,p — 1) = 1, and
Qy =1z — v+ B2% Qs =z — 0 + Bx? where 3 # 0. Then the Flystel, structures defined by the
functions Q.,, E, and Q)5 have a differential uniformity at mostd — 1.
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Proof. The proof is similar to the one of Proposition 2.4. Let a1, as, by, b2 be elements of IF,, such
that (a1, a2) # (0,0). We investigate the number of solutions (y, v) of System (2.4):

{Rfy(y +a1,0 4 az) — Ry(y,0) = by

(2.4)
Rs(y + a1,v + az) — Rs(y,v) = ba,

where we have:

Ry(y +a1,v +a2) = Ry(y,0) = (y + a1 — (v +a2))" + Q(y + a1) — (y — v)* = Q4 (y) ,
and similarly:
Rs(y + a1,v + a2) — Rs(y,v) = (y + a1 — (v + a2))? + Qs(v + az) — (y — v)¢ — Qs(v) .
Denoting respectively by ¢; and ¢ the rows of the system, we get:
bl — by = Qy(y + a1) — Qy(y) — Qs(v + a2) + Qs(v)
=7+ By +a)? =y =By’ =0 Bv+a)®+6+ pv?
=By +a1)* = By + v — Blv + az)*.

The end of the proof is then identical to that of Proposition 2.4, so that we have at mostd — 1
solutions (y, v) for the system. O

In Figure 2.15 we show examples of the DDT representations for some instances of the
Flystel,.

(a) p=11andd = 3. (b) p =13 andd = 5.
Figure 2.15: DDT of some open Flystel instances.

Interestingly, we have solved one open problem on Boolean functions, raised in [Zha+14], that
was finding APN permutations over ]Fg. Indeed we have exhibited such a function for all possible
pwith p # 1 mod 3.

Theorem 2.2. Let p be a prime number such that gcd(3,p — 1) = 1, then the Flystel, with
E : x — % isan APN permutation over F.

Proof. According to Corollary 2.3, if the Flystel, is such that E : z — z® then the differential
uniformity is at most d — 1 = 2, meaning that the Flystel is an APN permutation. O
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2.3.3.2 Linear Properties

In even characteristic we rely on the following proposition.

Proposition 2.7 (Theorem 4 in [Li+18]). Letq = 2" withn odd, E = x — x%, whered = 27 + 1
is such thatged(j,n) = 1,and Q, = Qs = x — Pz, where 3 # 0. Then the Flystel, structures
defined by the functions Q.,, E, and Qs have a linearity equal to 2" +1.

Let us notice that, as for the differential uniformity, this proposition only holds when 3 # 0.

However, for prime fields, we do not have a theoretical bound on the linearity for the Flystel,
structure. Nevertheless, we will argue that we do not expect any attack to come from this direction.
In Figure 2.16 we show examples of representations of the module of the coefficients in the LAT
for some instances of the Flystel,. It is worth noticing that the LATs seem structured and this
suggests that it could be possible to have a deeper understanding than the one we are proposing.

(a) p=1landd = 3. (b) p=13andd = 5.

Figure 2.16: Representations of the modules of the coefficients in the LAT for some open Flystel
instances.

Let us first notice that the Flystel, is defined by the functions @, E~!and @5, where Q,
and Q; are quadratic. Given that the function x2 is bent (i.e. that its correlations are the lowest
possible), we can argue somewhat informally that a linear trail that would activate just one of
these functions should be expected to have a very low correlation.

Second, our experiments indicate that the correlation increases slowly with the field size p. In
fact, we have obtained the following conjecture for the maximum value of the module of its Walsh
transform.

Conjecture 2.1. Ifq = p is a prime number, then the maximum module of the Walsh transform of
‘H satisfies
max  [Wg,3(a)] < plogp.
aeFm be(Frm)*

This conjecture has been verified experimentally for different values of p and d as shown in
Figure 2.17. More precisely, it appears that for any value of d, 4p + 6 might even be a better
bound, but for d = 3, it seems that the most suitable bound is 2p, and for d = 5, 3.5p as shown in
Figure 2.18, where we go further, investigating the maximum value of the module of the Walsh
transform for more values of p, selecting only the smallest d such that 2 — z¢ is a permutation in
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Figure 2.17: Maximum value of the module of the Walsh transform of H for different exponent d.

FF,,. While the most general case remains a conjecture at the time of writing, this result holds for

small values of p (p < 809).

—- plogp e
5000 1 == 4p+6 o
----- 3.5p /-/
..... 2p ‘/'
L 40004 g L
k& ,/
5 v d=5 -~
@ * d=7 -~ -
= 3000 3 =
g e d=11 /'/ _ar T vy
E o "1’ v ""c'r‘v'
2 7~ e TR L
£ 2000 -~ AT Rl Y
fir} - i‘f
= - i - A
«‘:v"'v;‘v* P L aad
1000 A WY SRS
PRt o grat
i Ay N
& A
0 M‘
0 100 200 300 400 500 600 700 800
p

Figure 2.18: Maximum value of the module of the Walsh transform of H for the smallest exponent

d.
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2.3.3.3 Algebraic degree

Let us notice that for the algebraic degree, the condition given in [Li+18] to have a degree equal to
n + 1 degenerates into 32" = 32’1, which never occurs as j > 0. Then we have the following
proposition.

Proposition 2.8 (Theorem 5 in [Li+18]). Letq = 2" withn odd, E = x — x%, whered = 27 + 1
is such that gcd(j,n) = 1,and Q, = Qs = x — B, where 3 # 0. Then the Flystel, structures
defined by the functions )., E, and Q5 have an algebraic degree equal ton.

Moreover, in odd characteristic, given the structure of the open Flystel,, its degree is lower
bounded by the inverse of d modulo p — 1, a quantity which in practice corresponds to a dense
integer of Z/(p — 1)Z. We deduce that one call to this permutation is sufficient to thwart all attacks
that would exploit the low degree of a component, such as higher-order differential attacks.

2.3.3.4 Invariant Subset

Regardless of the characteristic, it holds that # (Q~ (), ) = (Qs(z), z). Thus, setting Q, = Qs
would mean that the Flystel is the identity over a subset of size ¢, which is why we added constant
additions to ensure that ), # @)5. Nevertheless, this only ensures that the open Flystel isa
translation over the set {(Q,(x), z) , z € F}, which remains cryptographically weak.

While a priori undesirable, the impact of this property can be mitigated. First, the subset over
which it has a simple expression is not an affine space. Second, we will see in Chapter 3 that the
propagation of such patterns can be broken using the linear layer.

In practice, and for simplicity, we will set, for both Flystel, and Flystel,, 8 = g,7 = g~
and 9, where g is a generator of the multiplicative subgroup of the field IF,.

1

2.3.4 Performances

2.3.4.1 RI1CS cost

Let us estimate the number of constraints for R1CS. Using the closed Flystel of Figure 2.14b, we
obtain the following verification equations:

(y—v)+ By +y—x=0
(y—v)¢+pv2+5—u=0.
Then, as a direct consequence of Lemma 2.1, the cost of evaluating one closed Flystel is the cost
of one exponentiation = — x¢, and one constraint for each of the two squares.
2.3.4.2 PlonkK cost
As opposed to R1CS, additions now have a cost in Plon/C. Therefore, evaluating the Flystel costs

one constraint for each addition of a square, and one for each of the sums of x and u. We also

need one constraint to derive y — v, and the cost of one exponentiation = — x4,

Conclusion

In this chapter, we have shown the relevance of CCZ-equivalence in the context of Arithmetization-
Orientation. After studying different constructions of butterflies, whose open and closed variants
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are known to be CCZ-equivalent, we finally opted for a degenerated case of such a construction
that can be easily represented as a three-round Feistel network. The Flystel is the first non-
linear component explicitly based on the link between Arithmetization-Orientation and CCZ-
equivalence. Its strength lies in the fact that the open Flystel, composed of quadratic functions
and a high-degree permutation, offers a good security level, while the closed Flystel allows an
efficient verification using both quadratic functions and a low-degree permutation. We have
proposed two variants, one in even-characteristic fields, F1lystels,, the other in odd-characteristic
fields, Flystel,. In the case of Flystel,, we have proved that the differential uniformity of
Flystel is at most d — 1 when the permutation  +— 2 is used. Interestingly, by choosing d = 3,
we answer the previously open problem of finding an APN function over IE‘%, which then inspired
recent works on Arithmetization-Oriented APN functions [BP23].

It is worth mentioning that Anemoi, that will be presented in the next chapter and which relies
on Flystel as a non-linear layer, is the first primitive using the link between CCZ-equivalence
and Arithmetization-Orientation. Such a discovery has already influenced the design of another
Arithmetization-Oriented primitive, namely Arion [RST23]. Furthermore, we hope that further
research in discrete mathematics will lead to new non-linear components that are even better
suited to this use case: we need more permutations with good cryptographic properties (including
a high degree) that are CCZ-equivalent to functions with a low number of multiplications. In
particular, note that an SPN construction using the Flystel structure as non-linear layer must
have an even-sized internal state. Therefore, it would be interesting to obtain a design with more
than two branches to give more freedom in the choice of the size of the internal state.
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Designing Anemoirand Jive

In this chapter we present a new family of ZK-friendly hash-functions called Anemoi. More
precisely, Anemoi can be used to construct efficient hash functions and compression functions,
using dedicated modes. Anemoi relies on two new components: the Flystel, introduced in
Chapter 2, and Jive, anew mode of operation inspired by the “Latin dance” symmetric algorithms
like Salsa [Ber08b] or ChaCha [Ber08a]. Since the Anemoi permutation is an SPN construction
relying on the Flystel for the non-linear layer, Anemoi is the first primitive using explicitly the
link between CCZ-equivalence and Arithmetization-Orientation. In this chapter we aim at giving a
precise view of the Anemoi construction and its relevance as an Arithmetization-Oriented primitive,
investigating its security and performances within different proof systems.

In Section 3.1 we first present the two purposes of hash functions in ZK protocols, introducing
Jive, our new mode for compression functions and one of the building blocks of Anemoi. Then, in
Section 3.2 we present the Anemoi family of hash functions, describing the different components
of the SPN construction. Section 3.3 is dedicated to the cryptanalysis of Anemoi, except algebraic
attacks that will be discussed in Chapter 4. Finally, in Section 3.4 we show, via detailed benchmarks
for different proof systems (R1CS, Plon/C, AIR), that combining the Anemoi permutation with
the Jive compression mode enables us to compete with the other Arithmetization-Oriented
primitives in the literature.
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3.1 Purposes of Anemoi hash functions

In advanced protocols, hash functions are used for two purposes. The first one is to emulate a
random oracle, in particular to return the “fingerprint” or digest of a message of arbitrary length.
The idea is that this fixed-length digest is simpler to sign than the full message. The second one is
as a compression function within a Merkle-tree: in this case, the hash function H is used to map
two inputs of size n to an output of size n, and the security of the higher-level scheme relies on its
collision resistance.

While the sponge construction [Ber+07] is an elegant way to build a hash function from a
permutation, we argue below that this approach may not be the most efficient in the specific
case of a Merkle-tree. Indeed, to improve efficiency, we propose dedicated functions for each
purpose. In Section 3.1.1 we propose to use a classical sponge construction for the random
oracle. Then, since the specific constraints of the Merkle-tree case can be satisfied more efficiently
using a dedicated structure that remains permutation-based, we introduce the Jive mode in
Section 3.1.2.

3.1.1 Random Oracle: the Sponge Structure

A random oracle is essentially a theoretical function that picks each output uniformly at random
while keeping track of its previous outputs in order to remain a deterministic function. The sponge
construction is a convenient approach to try to emulate this behaviour. First introduced by Bertoni
et al. in [Ber+07], this method was most notably used to design SHA-3 [Nat15]. It is also how
most arithmetization-oriented hash functions have been designed, e.g. Rescue—Prime [SAD20],
GMiMCHash [Alb+19b], POSEIDON [Gra+21], and Reinforced Concrete [Gra+22a].

In this chapter, we slightly modify the original approach, introduced in Chapter 1 to operate
on elements of I, instead of F,. The overall principle of this modified sponge construction is
depicted in Figure 3.1. Let us describe in more details the construction. The main component
of the structure is a permutation P operating on I}, *¢, where both 7 and c are non-zero integers.
We recall that r is the rate and corresponds to the size of the outer part of the state, while c is the
capacity and corresponds to the size of the inner part of the state. The digest consists of h elements
of IF,. Then, to process a message m consisting of elements of I, we apply three operations.

First, a basic padding is performed as follows: we append 1 € [, to the message followed by
enough zeroes so that the total length is a multiple of r, and then we split the result into blocks
mo,...,m¢—1 of r elements in [F,. However, this approach may lead to one more call to P in the case
where the length of the message was already a multiple of . A more efficient approach is presented
in [Hir16]. If the length of the message is already a multiple of r, then we do not append further
blocks to it. Instead, we add a constant to the capacity before squeezing. This is summarized as
the addition of o which is equal to 0 if the message length is not a multiple of , and to 1 otherwise
(see Figure 3.1). This variant also has the advantage of gracefully handling the case where r = 1.

Then, the absorption and squeezing work as described in Chapter 1. Indeed, for the absorption
of each message block m;, is added to the outer part of the state, and then P is applied to the full
state. Finally, for the squeezing, we extract min(h, r) elements from the outer part of the state to
generate the first elements of the digest. If h > r, we apply P and then extract additional elements
again from the rate registers, repeating this process until the desired digest length is reached.

The security of a sponge relies on the properties of its permutation. Informally, the only special
property of the permutation should be the existence of an efficient implementation. Its differential,
linear, algebraic, etc. properties should be similar to those expected from a permutation picked
uniformly at random from the set of all permutations.
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Figure 3.1: Sponge construction with the modification proposed by [Hir16].

Following a flat sponge claim [Ber+07] (a simplification such that only the worst-case probability
of an attack is considered), the designers of such an algorithm can essentially claim that any attack
against it will have a complexity equivalent to at least ¢/ calls to the permutation (provided > ¢,
hlog, g = 2s and clog, g = 2s, where s is the required security level). Thus, a flat sponge claim
states that a sponge-based hash function provides c|log, ¢|/2 bits of security.

3.1.2 Merkle Compression Function: the Jive Mode

One of the main use cases for an arithmetization-oriented hash function is the same as a
compression function in a Merkle tree. This case could be easily handled using a regular hashing
mode, such as the sponge structure discussed above. This perspective is also the one that was
used so far. However, due to the specifics of this use case, it is possible to use a more efficient
mode.

In a Merkle tree, the elements considered are in IF7*, where m is chosen so that m|log, q| > n,
so that n is the intended security level. We then need to hash two such elements to obtain a new
one. As a consequence, unlike in the usual case, the input size is fixed, and is equal to exactly twice
the digest size. More generally, given a permutation of (Fgl)b, we can thus construct a suitable
hash function, allowing a compression from b elements to one, by plugging it into the following
mode. This mode is presented in Figure 3.2.

X Yy ro T1 --- Th—1
L -
.
P
] ] 7]
u v
{_)EEF_J /
& G

Jives(z,y) Jivey (2o, ...y Tp—1)

- . . m\b m
(a) Jives, which maps (F}")* toF}". (b) Jivey, which maps (Fj*)" toF;".

Figure 3.2: The Jive mode turning a permutation into a compression function.
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Definition 3.1 (Jive). Consider a permutation P defined as follows:

P {(an)b N (F;n)b

(1:0’ '~'axb—1) = (PO(I(% "'7xb—1)7 "'7Pb—1(x07 "'7xb—1)) )

so that it operates on b elements of F,,, where for all 0 < i < b, P;(zo, . .., zp—1) refers to the
i-th element in 7" of the output P(zo, ..., 7;-1). The Jive mode is built from P by defining the
following one-way function Jive,(P):

m\b m
(Fg") — Iy

Jivey(P) : -1
(%0, .. Tp—1) 2 z; + Pi(zo, ..., 2p-1)) -

This approach can be seen as a permutation-based variant of the Davies-Meyer mode [Prel1]
which, like the latter, crucially relies on a feedforward to ensure one-wayness. The Davies-Meyer
compression function relies on a block cipher. The output of the previous compression H;_;
is encrypted with the current message block X;. A xor is then applied to the output of the
compression function, as shown in Figure 3.3a, so that H; = Ex,(H;_1) ® H;_1.

H; 1 - — Xi-1
¢ @
H, X,

The Davies-Meyer mode.
(a) The Davies-Meyer mode (b) The ChaCha mode.

Figure 3.3: Variants that have inspired Jive.

In fact, we named it Jive after another fast Latin dance. Indeed, this mode can, alternatively,
be interpreted as a truncated instance of the mode used in the “Latin dance” ciphers Salsa [Ber08b],
and its variant ChaCha [Ber(08a], which is also based on a public permutation combined with a
feedforward, as shown in Figure 3.3b.

If the Jive mode is used inside a Merkle tree, some computations can be saved. For example,
in the case of a 2-to-1 compression function, a sponge would use a permutation operating on
(IE‘;”) in order to leave one vector of Fi* free for the capacity. Using Jive; instead, we only need
a permutation of (]Fm) The trade- off of course is that, unlike a sponge-based approach, the
relevance of Jive is restrlcted to some specific cases.

Following the terminology of [Dam90], a compression function must be secure against
collisions. Then, since the output of Jive is an element of [, we can state that a compression
function using Jive mode provides |log, ¢|/2 bits of security.
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3.2 Description of Anemoi

3.2.1 On the name “Anemoi”

First of all, let us tell the story behind the name Anemoi. In Greek mythology, Anemo1i is a family of
Gods of winds. Each was assigned a cardinal direction from which their respective winds blew, and
each was associated with different seasons and weather conditions: Borea is the God of North wind,
symbolizing the cold breath of winter, Zephyrus is the God of West Wind, representing the light
breezes of spring, Notus is the God of South Wind, symbolizing summer, and Eurus is the God of
East Wind, representing the storms of autumn. Therefore, this family of Gods has loose connection
to butterflies which fly in the air. Let us recall that butterflies are what inspired the design of the
Flystel, which is, as we will see in this section, the main component of Anemoi. Moreover, the
four wind directions also symbolize the spread geographical location of the Anemoi team. The
team is indeed composed of 7 members with a total of 8 affiliations and 5 countries: Pierre Briaud
and myself from Sorbonne Université and Inria Paris (France), Pyrros Chaidos from National &
Kapodistrian University of Athens (Greece), Léo Perrin from Inria Paris (France), Robin Salen
from Toposware Inc. in Boston (United States), Vesselin Velichkov from University of Edinburgh
(Scotland) and Clearmatics in London (England) and Danny Willems from Nomadic Labs in Paris
and LIX (France).

In this section, we present new primitives, and the way to deterministically construct all of
their variants. At their core are the Anemoi permutations, that operate on IB‘?IZ for any field size ¢
that is either a prime number or a power of two, and for positive integer /. The round function
of these permutations is presented in Section 3.2.2. Aiming at having design consistency, using
similar principles regardless of the parameters, there is a unique round function for all values of /,
and for all values of ¢,

In order to build the primitives themselves, we need also to consider the security level required
as it will influence the number of rounds of the permutation (note that the security level will also
influence the size of the internal state). The procedures to follow to define higher-level algorithms
are described in Section 3.2.3, from which we suggest some specific instances.

3.2.2 The SPN construction

Our design is a conservative one: it uses a very classical Substitution-Permutation Network
structure. Aiming at giving consistent notation throughout this manuscript, those proposed
in this chapter are not necessarily following our original paper [Bou+23]. In particular, while the
exponent of the power function defining the permutation F in the Flystel is «v in the paper, we
will use d in what follows for consistency with other chapters.

A round function is a permutation of IF‘?I‘Z , where ¢ > 0 is an integer, and where ¢ is either a
prime number or a power of 2. The field order must have a bitlength of at least 10 bits. The aim of
this restriction is to ensure that e.g. MDS matrices can be found as those might not exist for small
field sizes.

In order to define it, we organize its state into a rectangle of elements of IF;, of dimension
2 x {. The elements in the first row are denoted (zy, ..., zs—1 ), and those in the second row are
(Yo, ---, ye—1) (see Figure 3.4a). We refer to vectors of Ff; using the same upper-case letters, e.g.
(zo, ..., x¢—1) is denoted X, and (yo, ..., y¢—1) is denoted Y. Subscripts correspond to indices
within a vector of Iﬁ‘g, and superscripts to round indices, so X and Y are the top and bottom part
respectively of the state at the start of round i. We let g be a specific generator of the multiplicative
subgroup of the field F,,. If ¢ is prime, then g is the smallest such generator using the usual integer
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ordering. Otherwise, we have that F, = Fon = Fo[z]/p(x), where p is an irreducible polynomial
of degree n, in which case we let g be one of its roots.

The function applied at round r is denoted R;.. It has the structure of a classical Substitution-
Permutation Network, whose components are described below: first the constant addition, then
the linear layer, and finally the S-box layer. The overall action of each of these operations on the
state is summarized in Figure 3.4.

X | %o | 21 e T X N c M,
Y | Yo | %1 Ye—1 yi C;'l M,
(a) Internal state (b) The constant addition A. (c) The diffusion layer M.
0 0 T t * T
PP P H|H H
1 1 1 + + +
(d) The PHTP. (e) The S-box layer S.

Figure 3.4: The internal state of Anemot and its basic operations.

A complete round is represented in Figure 3.5.

T s ‘s T ' s ' '
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r+1_r+1_ r+1 r+1 r+1, r+1, r+1 r+1
To Ty T Ly Yo Y1 Yo Yo

Figure 3.5: R,., ther-th round of Anemos, applied on the state (X,Y) € F', x FY.
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Constant Additions A

When specifying round constants we aimed at limiting the reliance on randomness. Indeed,
while dense round constants need to be generated to ensure resilience against algebraic attacks,
we want to limit our reliance on pseudo-randomly generated components in order to ease both
implementation and cryptanalysis.

Weletz; « x; + ¢, ;jand y; < y; + ¢, ;, where ¢, ; € F,and ¢} ; € F; are round constants'
depending on both the position (index j) and the round (index ¢). The aim is to increase the
complexity of the algebraic expression of multiple rounds of the primitive and to prevent the
appearance of patterns that an attacker could leverage in their attack. Then they are derived using
the digits of 7 using the following procedure. We let

(mo,m1) =
(1415926535897932384626433832795028841971693993751058209749445923078164062862089986280348253421170679,
8214808651328230664709384460955058223172535940812848111745028410270193852110555964462294895493038196)

be the first and second blocks of 100 digits of 7. We derive the round constants c; ;and c;, ; by
applying a function inspired by the open Flystel with the same parameters as in the round
function on the pair (), 7] ), where superscripts are exponents, so that

i . X N d
¢y = g(mh)? + (v + )
. . . N\ d
¢y =g+ (zh+md) 4oL,

where the computations are done in[F,. When ¢ = 2", 7o and m; are cast to field elements using the
usual mapping sending ZZ;S z;2% to ZZ;& x;9%, where (g, ..., ¥,,_1) is the binary representation
of x modulo 2.

Diffusion Layer M
If ¢ > 1, then the diffusion layer M operates on X and Y separately, so that
M(X,Y) = (My(X), My (Y)),

as summarized in Figure 3.4c. The linear permutations M, and M, are closely related, but differ
in order to break the column structure imposed by the non-linear layer. More precisely, we impose
that M, is a matrix of size £ x ¢ of I, with maximum diffusion, i.e. such that its branch number
is equal to ¢ + 1. Let us recall that the (differential) branch number of a linear permutation L
is the minimum over z # 0 of wt(z) + wt (L(x)), where wt(z) denotes the Hamming weight of
x [Dae95s].

We then construct M, as follows:

M, = Mz op suchthatp(zg,...,x¢—1) = (T1,...,T¢—1, %) ,

meaning that p is a simple word permutation.

The specifics of the linear permutation M, then depend on the value of ¢. Furthermore, in
order for our permutation to best satisfy different proof systems, we use different techniques to
construct M. At a high level, there are two different situations.

INote that to avoid confusion with the exponents of the permutation =z — z@ used in the Flystel we use different
notations from our original paper [Bou+23].
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First, if / is small, then the field size is expected to be large in order for the permutation to
operate on a state large enough to offer security against generic attacks. Such requirements imply
that this case is expected to happen when using pairing-based proof systems like Groth16 or
standard Plon/C which require large scalar fields for security.

In the PlonkC case, additions have a non-negligible cost during verification. As a consequence,
when / is at most equal to 4, we use linear layers requiring a number of additions as small as
possible. To this end, we adapt results from [D1.18] where Duval and Leurent present generic
matrix constructions with a minimal number of additions. In practice, when ¢ € {2, 3, 4}, we use
the matrix M’ given in Figure 3.6, with their corresponding diagrams. If ¢ = 1, then there is a
unique column in the internal state, so M. is the identity. As [D1.18] provides several matrices for
each number of inputs, we based our matrices on their candidates that have the lowest number of
additions, and the least symmetries.

o X1
2 _ g
M= (9 9+ 1)
(a) When (¢ = 2.
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Mi=| 1 1 g (x9) i
g 1 1 |
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(c) Whent = 4.

Figure 3.6: Diagram representations of M, for{ € {2, 3, 4}.
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We also give their efficient implementation in Algorithm 3.1.

Algorithm 3.1 Linear layers of Anemoi.

# Linear layer when 1 = 2
def M_2 (X, g):

X[0] += g * X[1]

X[1] += g * x[0]

return X

# Linear layer when 1 = 3
def M_3 (X, g):
t = X[0] + g * X[2]
X[2] += x_1
X[2] += g * X[0]
X[0] =t + X[2]
X[1] += ¢t

return X

# Linear layer when 1 = 4
def M_4 (X, g):

X[0] += X[1]

X[2] += X[3]

X[3] += g * Xx[0]

X[1] = g = (X[1] + X[2])

X[0] += Xx[1]

X[2] += g * X[3]

X[1] += X[2]

X[3] += x[o0]

return X

Second, if / is large, then the situation is the opposite, meaning that we would expect the
field size to be smaller and thus to correspond, for example, to fields used in FRI-based proving
systems.

In the AIR case, for instance, linear operations are essentially free. Thus, the dominating
constraint on a linear layer is its native implementation cost, i.e. the time it takes for a C or
Rust program to evaluate M, (X ). To minimize this cost, we need to minimize the value of the
coefficients appearing in the matrix. To this end, we use the circulant matrix where the first row is
the smallest in the lexicographic order, and such that the overall matrix is MDS.

Pseudo-Hadamard transform P

To destroy some undesirable involutive patterns at the S-box level, we use a linear layer, namely
the Pseudo-Hadamard transform (PHT), to have diffusion on the rows. In particular, this means
that we still have a linear layer when ¢ = 1. The PHT has good properties since it can be easily
implemented with: Y < Y + X and X < X + Y and is also relevant against algebraic attacks
(see Chapter 4).
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S-box Layer S

Let H be an open Flystel, as introduced in Chapter 2, operating over ]Fg. Let us recall that H
is defined as follows

H(z,y) = (2 - Q) + Qs(y — E~Hz — Q,(y),y — B~z — Q4(y))) »
where in Fa. we have
Q.(@) =7+ s, E()=a" and Qsla) =5+ fa’,
while in F, we have
Q,(z) =~ +pz? E(x)=2' and Qs(z) =26+ Bz?.

Then we let
S(X,Y) = (H(z0,Y0), s H(ze-1,50-1)) ,

as summarized in Figure 3.4e. AFlystel instance is defined by 4 parameters, regardless of whether
itisaFlystel, or Flystel,: the exponent d, the multiplier 3, and the two added constants v and
d. First, as mentioned in Section 2.3.2.1, we let 5 = g. Indeed, setting 5 = 1 would imply that the
space {(z?,z), z € F,} is invariant, which we deem too simple. As a consequence g is the most
natural non-trivial constant. Furthermore, in order to break the symmetry of the Flystel, we
impose thaty # 6. We thuslety = 0 and § = g~ as this value is both different from 1 and g while
retaining a simple definition.

All that remains is to choose the exponent d. If ¢ = 2", then we let d = 3 since we have to use a
Gold exponent (i.e. an exponent of the form 27 + 1), and 3 always works since n is odd. Otherwise,
when ¢ is prime, the process is a bit more involved as a higher value allows using fewer rounds
to thwart Grobner-basis-based attacks, but is also more expensive. Users should use the value
of d that yields the most efficient algorithm according to their metrics, while keeping = — 2% a
permutation. In practice, zero-knowledge proof systems will favor permutations with the smallest
exponent.

We describe the round function with pseudo-code in Algorithm 3.2.

3.2.3 Higher-Level Algorithms

3.2.3.1 The permutation: Anemoi.

The Anemoi permutation iterates n,. rounds of the round function described in the previous section
and depicted in Figure 3.5. In addition, we use a last call to the linear layer M. In symmetric
cryptography, we usually remove outer linear layers, e.g. in the AES. That is because they don’t
contribute to the cryptographic strength of a block cipher (e.g. can be removed “for free” by an
adversary). In the case of a sponge construction however, the adversary only controls a part of the
state, namely the outer part (the rate). Thus, starting and finishing with a diffusion layer ensures
that this control is spread across the full state in a way which is not aligned with the non-linear
layer. Note that a similar goal could be achieved using indirect injection, as done in Esch [Bei+20],
a family of hash function of the SPARKLE suite.
It follows that the Anemoi permutation corresponds to the following function:

Anemoig gy = (PoM)oR, _10..0Rg.
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Algorithm 3.2 Round function of Anemoi.

# Constant addition A

for i in range(l):
X[il X[i] + Cx[r]l[i]
Y[il Y[i] + Cyl[r]l[il]

# Linear layer M

X = Mx (X)
Y = Mx (p(Y))
# PHT P

Y =Y + X

X =X + Y

# S-box layer H
for i in range(1l):

X[i]l = X[i]l - g * Q(Y[i]l) - g**(-1)
Y[i]l = Y[i]l - X[il*x(1/d)
X[il = X[i]l + g = Q(Y[iD)

return (X, Y)

The number of rounds n,. is derived from our security analysis in Chapter 4. More precisely, we
focus on algebraic attacks since it appears to be the bottleneck. Indeed, we only need to activate
few S-boxes to prevent statistical attacks. In prime characteristic we have an upper bound that
is (d — 1)/p? for the probability of a differential transition for one S-box, and that is conjectured
to be log p/p for a linear transition. In the case where ¢ = 2", similar arguments hold: the best
differential probability is 4/2%", and the best linear probability is around 2~". More details will be
given in Section 4.3.2.

Let s be the required security level, and (g, ¢, d) be the parameters imposed by the use case.
As we believe that a construction with more branches gives more freedom to the attacker, we
choose a security margin that increases with the size of the internal state, but setting a maximum
of 5 additional rounds. In Section 4.3.2, we will study two models for algebraic attacks. We fix
the number of rounds by considering the first model, which is easier to study, and add a security
margin of 2 rounds to take into account the second model. Whilst it is not clear whether the
second model actually outperforms the first one, its complexity is more difficult to estimate and
we opt to increase the security margin as a conservative measure. Then the number of rounds n,.
is the smallest value satisfying the following conditions:

n, = max< 8, min(5,14+¢) + 2+ min {r eN | Cara(r) = 2‘“} , 3.1)
|
security margin to prevent algebraic attacks, see Section 4.3.2

where the cost of algebraic attacks C,(, is defined as follows:

4r + Ky 2 when g = p
CALG(r) = 20r
or - 9% when g = 27,

where k4 is a constant depending on d. We have for example: k3 = 1,k5 = 2,k7 =4 and xk1; = 9.
Then, in Table 3.1, we derived the number of rounds needed for various values of ¢ and d, for
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fields of even and odd characteristics, both for a security level of 128 bits and of 256 bits. Note that
the values of the digest size h and of the state size 2¢/n = 2¢log,(¢) must be consistent with the
desired security level.

l 1 2 3 4 6 8 4 1 2 3 4 6 8

=3 21 14 12 12 10 10 d=3 37 22 17 16 13 12
d=5 21 14 12 12 10 10 d=5 37 22 17 16 13 12
d=7 20 13 12 11 10 9 d=7 36 21 17 15 13 11
d=11 19 13 11 11 10 9 d=11 35 21 17 15 13 11

(a) Whenq = pands = 128. (b) Whenq = p and s = 256.

L 1 2 3 4 6 8 4 1 2 3 4 6 8

n. 24 15 13 12 11 10 n. 44 25 20 17 14 12

(c) Whenq = 2" and s = 128. (d) When q = 2" and s = 256.

Table 3.1: Number of Rounds of Anemos.

3.2.3.2 Specific instances

Let us present some examples of functions in the Anemoi family that are defined over different
fields, aiming at different APIs (both AnemoiSponge and AnemoiJive), and a security level of 127
bits. We focus on the scalar fields FF, used by the elliptic curves BLS12-381 and BN-254. In the
case of BLS12-381 curve, we have ([log,(q)], d, g) = (255, 5,7), while in the case of BN-254 curve,

([IOgQ (Q)L d, g) = (254’ 9, 2)'

The compression function: AnemoilJive

We can construct a compression function mapping b-to-1 vectors of Fg elements, using Jive,
and an Anemoi instance operating on bt elements of IF,. The only constraint is that bt must be
even.

AnemoiJive-BLS12-381 and AnemoiJive-BN-254 are Merkle Compression functions mapping
two elements of IF; to a unique one. In order to reach a security level of 127 bits, £ = 1 is sufficient
in both cases. The underlying permutations of the compression functions then use the following
components.

* Round Constants. These are generated as described in Section 3.2.2.

¢ Linear layer. As / = 1, we use the Pseudo-Hadamard transform, which is given by:

- (1)

¢ S-box. H uses the parameters g and d corresponding to the elliptic curve.
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¢ Number of Rounds. Using Equation (3.1), we obtain that 21 rounds are needed for a security
level of 127 bits.

Round ris then defined as R, : (z,y) — HoPoM(z+c,,y+d,), and we define the compression
functions as follows. Let (z, y) be the input, and P be the Anemoi instance defined by

P:=PoMoRyo..0Rg.
Then AnemoiJive(z,y) is evaluated as follows:

1.let (u,v) « P(x,y),
2.returnz +y +u +v.

The hash function: AnemoiSponge

AnemoiSponge is a “regular” hash function, in the sense that it should be able to process
messages of arbitrary length. We therefore rely on the sponge construction detailed in Section 3.1.1,
where r words are used as the rate, c are used as the capacity, and where the permutation is the
Anemoi instance operating on IFZ*C. Note that the inner workings of Anemoi imply that r 4+ ¢ must
be even.

AnemoiSponge-BLS12-381 and AnemoiSponge-BN-254 are hash functions mapping a se-
quence {z;}o<;<: of elements of F, to an element of F,, where ¢ is a positive integer. It is
constructed using a sponge which relies on Anemoi as the permutation. We aim to provide about
127 bits of security, meaning that a capacity of 1 word of I, is enough in both cases. We then pick
an identical rate, so that r = ¢ = 1, and thus ¢ = 1. The permutations used are then the same as
for AnemoiJive-BLS12-381 and AnemoiJive-BN-254.

Security Claims

All the Anemoi permutations generated as defined above can be used safely to construct
cryptographic primitives with the given security level. In particular, we make a “hermetic sponge”
claim? about all the hash functions AnemoiSponge generated as above, so that AnemoiSponge-
BLS12-381 and AnemoiSponge-BN-254 provide 127 bits of security against all known attacks.

The best way to find collisions in AnemoiJive-BLS12-381 (respectively AnemoiJive-BN-254)
is to rely on a generic collision search. Since the output is an element of F, with log, (q) > 254, this
is expected to require about 227 function calls on average. Thus, we claim that all the AnemoiJive
functions are secure b-to-1 compression functions (provided of course that the state size is chosen
correctly).

3.2.4 Implementation Aspects

For direct computation, or witness calculation, we can simply implement the open Flystel.
However, for the verification, we also have the option to use the closed Flystel structure, since
there is no requirement for the various verification steps to be performed in a particular order
as long as consistency is enforced. In this case, the cost is of one multiplication for @, and Qs,
and as many as are needed to compute x — 2. This computation can be implemented using a
technique that is slightly more subtle than the basic fast exponentiation algorithm, and instead

20ur claim is in the sense of https://keccak.team/sponge_duplex.html meaning that there is no structural
distinguisher on the Anemoi permutations with complexity below 2¢/2,
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relies on addition chains as discussed for example in [BC90]. We used addChain [McL.21] to find
the best such chains for small values of d. An addition chain for an integer n is a sequence of
integers from 1 to n such that every term is a sum of two integers appearing earlier in the sequence.
Addition chains appear in the optimization of exponentiation algorithms with fixed exponents.
For instance, an addition chain for 5 is 1, 2,4, 5 and corresponds to the following sequence of
multiplications to compute x°:

¥ =z
2 g2 g2
=z

implying that 3 multiplications are required to perform the exponentiation. It is worth mentioning
that an addition chain is not unique. For example 1,2,3,4,8,11 and 1,2,4,5,10,11 are two
additions chains for 11. Both of them lead to a cost of 5 multiplications to perform the

exponentiation 2!,

JC2 xr-xT 1‘2 Tr-T
1'3 = T- £L'2 1’4 = £L2 . f£2
ZC4 = .’E2 T I,C5 = T IL'4
.’L‘8 _ m4 . ZC4 :L,lo — .1]5 . 375
.1‘11 3. $8 J}ll T - xlO .

We list the corresponding results in Table 3.2, and denote C, the cost of such an exponentiation.

# multiplications d

{3}

{5}

{7,9}

{11,13,15,17}
{19, 21,23, 25,27, 33}
{29, 31, 35,37, 39,41, 43, 45, 49, 51, 65}
{47,53,55, 57,59, 61, 63, 67, 69, 73, 75, 77, 81, 83, 85,97, 99}
{71,79,87,89,91,93,95,101, 103,105, 107, 109, 111, 113, 115, 117, 119, 121, 123, 125}

{127}

© 0 N G W N

—
o

Table 3.2: The values d for which computing x — x? requires a given number of multiplications.

We remark that the cost of the exponentiation increases slowly, and that for example d = 17
is less than twice as expensive as d = 5. As a consequence we also consider d = 17 as a good
exponent for the permutation F : 2 — z? in the Flystel. However, we did not choose it since
algebraic attacks were becoming too costly to carry out experiments, even on smaller instances.
Furthermore, we will see in Chapter 5 that the higher the exponent of a gold function, the more
uncertain its security appears to be, because of the sparse univariate representation when iterating
it. Although the study carried out in Chapter 5 does not apply directly, it does imply that using
such functions seems less secure.
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3.3 Cryptanalysis of Anemoi

3.3.1 Statistical attacks on Anemoi

In this part, we argue that differential and linear attacks can be prevented by the Flystel
construction, thanks to the differential and linear properties of the scheme as presented in
Section 2.3.3.

3.3.1.1 Differential cryptanalysis

As introduced in Chapter 1, differential attacks exploit the probability of a given non-zero input
difference leading to a given output difference after a certain number of rounds. As established in
Proposition 2.8 for the Flystel, and in Corollary 2.3 for the Flystel,, the differential uniformity
ofaFlystelislow (namely at most 4 in the former case and (d— 1) in the latter). As a consequence,
the probability of a differential transition is small. More precisely, this probability is upper bounded
by:

5, ifg=2",

P(H(z + a1,y + az) — H(z,y) = (b1, b2)) < 3 4° 1
e ifg=p.

Given that ¢ is typically bigger than 263

128 bits of security, and 5 for 256 bits.

The activation of many S-boxes is further helped by our use of MDS diffusion matrices when
£ = 2. The structure of M, based on two parallel MDS matrices M, and M, ensures that at least
¢ + 1 S-boxes are active in every pair of consecutive rounds.

, we only need to activate 3 S-boxes to obtain more than

3.3.1.2 Linear cryptanalysis

A similar argument holds for linear attacks. As for the differential uniformity, the correlation
increases slowly with ¢ according to Conjecture 2.1. More precisely, the best probability is
conjectured to be log(p)/p for a linear transition in prime fields, while it is around 27" for a
linear transition in binary fields.

Therefore, it is again sufficient to activate a few S-boxes to prevent the existence of high-
correlation linear trails. Indeed, as established in [BSV07], a linear attack against ' becomes
possible when the squared modulus of W,;, ry(a) for some a, b € F" is high enough. Roughly
speaking, the data complexity of a linear attack is around 1/|[W, F>(a)|2, so activating a few
S-boxes will be sufficient for this squared modulus to drop below 27, where s is the intended
security level.

The activation of many S-boxes is further helped by our use of MDS diffusion matrices. Again,
the structure M, based on two parallel MDS matrices M, and M,, ensures that at least £ + 1
S-boxes are active in every pair of consecutive rounds.

3.3.2 Higher-order differential attacks

In binary fields, primitives with low algebraic degree are potentially vulnerable to higher-order
differential cryptanalysis [Knu95]. The open Flystel, is an efficient counter-measure against
such attacks since open butterflies operating on (Fy» )? are known to have an algebraic degree
equal to n (see Proposition 2.8). As shown in [Bey+20a], a low degree can also be leveraged in the
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case where ¢ is prime. Still, a similar argument will hold: the degree of 2 — z/¢ is too high to
allow any meaningful pattern to emerge.

3.3.3 Invariant Subspaces

Remember that, regardless of the characteristic, it always holds that 7 (Q~(y),y) = (Qs5(y), y).
Foreach Flystel instance in the round function (i.e., for each column in the state), the probability
that an input is in this set is equal to 1/q. As this pattern is non-linear, we deem it unlikely that it
is preserved by the combination of the constant addition and the linear layer with a probability
higher than chance, meaning that this pattern will be activated in inner rounds with a negligible
probability.

This pattern can be used to simplify the equations modeling a call to Anemoi during an algebraic
attack: if an attacker has some degrees of freedom, then forcing the emergence of such a pattern
within some Flystel instances is the best strategy to simplify these equations.

3.4 Some benchmarks

In this section, we compare various instances of Rescue—Prime, POSEIDON, GRIFFIN and Anemoi
with respect to SNARK metrics: R1CS (Section 3.4.1.1) and Plon/C (Section 3.4.1.2), and
STARK: AIR (Section 3.4.1.3). For Plon/C performance, we will also conduct a comparison with
Reinforced Concrete.

Due to the increasing number of applications revolving around zk-STARKs, which do not
require an algebraic group as large as scalar fields of elliptic curves, we also illustrate native
performance comparison of 2-to-1 compression functions based on Rescue—Prime, POSEIDON,
GRIFFIN and Anemoi on a 64-bit field used in various applications ([Mid22], [Zer22]).

3.4.1 Number of constraints

Let us set the parameters. We let IF, be a prime field where ¢ = p, and m be the number of field
elements we operate on so that m = 2¢ for Anemoi. Besides, let s denote the security level in bits,
n, the number of rounds, and Cy the cost of an exponentiation z — 2.

Let us recall that the verification for the Flystel is performed as follows:

RV 24
{(y V)" + By +y—x=0 (3.2)

(y—v)+ v +5—u=0.

In the following, we use the n,. values from Section 3.2.3 for Anemoi and we derive, in Table 3.3,
those for Rescue—Prime, POSEIDON and GRIFFIN as defined in Chapter 1. Note that for POSEIDON,
which has n, = RF + RP rounds, while the bound is a complex expression in the original
paper [Gra+21], in our setting and for the security margin recommended by the authors, it holds
that RF = 8, and that RP must be higher than (or equal to)

1.075 - ([log4(2) - min{s, logy(p)}] + [log, m] — RF) .
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m RP POSEIDON GRIFFIN Anemoi m RP POSEIDON GRIFFIN Anemoi

2 26 (8+83) - 21 2 20 (8+56) - 21

3 18 (8+83) 16 - 3 14 (8+56) 12 -

4 14 (8+84) 14 14 4 11 (8+56) 11 14

6 (8 +84) - 12 6 8 (8+57) - 12

8 8 (8+84) 11 12 8 8 (8+57) 9 12
(a) whend = 3. (b) whend = 5.

Table 3.3: Number of rounds for each hash function considered.

3.4.1.1 RI1CS Systems

We first estimate the number of constraints for R1CS. As shown in Section 2.3.4.1, the R1CS cost
for the closed Flystel of Anemoi is: Cy constraints to obtain (y — v)¢, and one constraint for each
of the two quadratic function @, and Qs.

For Rescue—Prime and POSEIDON, each S-box costs C, constraints, where for Rescue-Prime
there are 2m S-boxes per round while for POSEIDON there are m S-boxes per full round, and only 1
per partial round. For GRIFFIN, each S-box costs 2 - C4 constraints for the first two words, and 1
constraint for each squaring of L and each word of the remaining state. As a consequence, when
using Rescue—Prime, POSEIDON, GRIFFIN and Anemoi as hash functions, the number of constraints
is respectively:

Rescue-Prime: Cgq-2m-n,,
PoseipoN: Cg4 - (mRF + RP) |
GrIFFIN: (Cq+ m —2)-2n,,

m
Anemoi: (Cq4+2)- (5 : nr) .
We compare the number of constraints for those four schemes in Table 3.4. As we can see, the
Anemoi permutations are consistently much more efficient than both Poseipon and Rescue—Prime
by about a factor 2. Anemoi and GRIFFIN are on par, and Anemoi takes the advantage for d = 3.

3.4.1.2 Plonk

For ease of exposition, we will consider rounds to be shifted so that constant additions and linear
operations come after the S-box. First, let us investigate the cost in standard Plon/C, that is with 3
wires and no custom gates.

As for R1CS, we again investigate System (3.2). For Anemoi, in Section 2.3.4.2, we have shown
that evaluating an S-box costs 1 constraint to derive w = y — v and C,4 constraints to obtain w?, 1
constraint for each of the two quadratics, and 1 for each of the addition of x and of u. The total
cost for the S-box layer with 3 wires® is (C4 + 5)%. The constant additions can be folded into
the n, + 1linear layers and can thus be disregarded. For m = 2, the linear layer consists of the
PHT, which requires 2 constraints. For m > 2, the linear layer itself consists of 2 separate matrix-
vector multiplications, each producing %5 sums of % terms, requiring m - (% — 1) constraints, in

3The 3-wire setting corresponds to the classic PlonkC, i.e. with 2 inputs and 1 output. The 4-wire setting is for an
additional input or output.



78 Chapter 3. Designing Anemoi and Jive

m Rescue-P POSEIDON GRIFFIN Anemoi m Rescue-P POSEIDON GRIFFIN Anemoi
2 208 198 - 76 2 240 216 - 95
3] 216 214 96 - 3 252 240 96 -
R1CS 4 224 232 112 96 R1CS 4 264 264 110 120
6 216 264 - 120 6 288 315 - 150
8 256 296 176 160 8 384 363 162 200
2 312 380 - 191 2 320 344 - 212
3 432 594 197 - 3 420 512 173 -
PlonkC 4 560 832 260 316 PlonkC 4 528 696 222 344
6 756 1344 - 460 6 768 1125 - 496
8 1152 1920 574 648 8 1280 1609 492 696
2 156 300 - 126 2 200 360 - 210
3 162 324 144 - 3 210 405 180 -
AIR 4 168 348 168 168 AIR 4 220 440 220 280
6 162 396 - 216 6 240 540 - 360
8 192 456 264 288 8 320 640 360 480
(a) whend = 3. (b) whend = 5.

Table 3.4: Total R1CS, PlonkC and AIR cost for several hash functions (s = 128).

addition to a cost of m constraints for the PHT. However, the number of constraints per matrix
multiplication can be reduced by choosing MDS matrices lowering the number of additions. For
the matrices given for m = 6 and m = 8 (i.e. for / = 3 and ¢ = 4 respectively) in Section 3.2.2, we
have respectively a cost of 10 and 16 per linear layer.

POSEIDON uses simpler S-boxes, each costing C, constraints. Full rounds use m S-boxes
whereas partial ones use only one. Using the optimization described in the Supplementary
Material of [Gra+21], the linear layer costs m - (m — 1) constraints for the full rounds and 2m — 2
constraints for the partial rounds.

Rescue—Prime uses m standard and m inverted S-boxes, each costing C;. Each round also
utilizes 2 independent linear layers each costing m - (m — 1) constraints for every round.

For GRIFFIN, the cost of the S-boxis 2 - Cy + 3 + 4 - (m — 3). Regarding the linear layer, the
matrix used for m = 3 can be computed in 5 constraints. For m = 4, the cost of one multiplication
by the matrix they chose is 8. By observing intermediate variables from the S-box computation
which can be reused in the linear layer computation, GRIFFIN gives 260 constraints for m = 4
(resp. 574 for m = 8) when d = 3, and 222 constraints for m = 4 (resp. 492 for m = 8) when
d=5.

As a consequence, summarizing the number of Plon/C constraints using Rescue-Prime,
PoseIDON, GRIFFIN and Anemoi as hash functions, we get respectively:

Rescue—Prime: Cq-2m - n, + 2n, -m(m—1),
PosemoN: Cg4- (mRF +RP) + m(m —1)-RF + (2m —2)-RP,
GRIFFIN: n,-(2:-C4+34+4-(m—3))+ (n,+1)-Cc,

Anemoi : nr~(Cd+5)~%+(nr+l)~C/;,
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where the cost of the linear layer £ for GRIFFIN is:

5 ifm=3,
Cr=1+8 ifmm =4,
24 ifm =38,
while for Anemoi we have:
2 ifm=2,

4+4 ifm=4,

64+10 ifm=26,

8+ 16 ifm =38,
We then compare the number of constraints for these four schemes in Table 3.4. Anemo1i is
consistently ahead of Rescue-Prime and POSEIDON with a significant margin, but for larger m,
our performances are slightly worse than GRIFFIN, since our strategy to compute the security

margin is different: we try to take into account the greater freedom given by the larger number of
branches, which impacts the number of rounds.

Ce =

PlonkC Optimizations.

One of the more fruitful, but also challenging aspects of PlonkC is its ability to extend the
expressive power of the constraints at a reasonable cost. In the analysis, the linear layer cost
dominates that of the S-boxes. This is particularly impactful for POSEIDON, as the efficiency
benefit of its partial rounds is negated. The recent work of Ambrona et al. [Amb+22] presents a
set of generic and tailored optimizations for PlonkC applicable to PoseipoN. Two of the more
powerful (but also costly) optimizations involve adding new wires in the constraint system and
also including terms of higher degree. For example, it is possible to handle additions of many
terms more efficiently by adding a fourth wire.

While an exhaustive comparison of optimization options is beyond the scope of this
manuscript, we propose to discuss the efficiency of the different primitives while leaving all
the details of the computations in our paper [Bou+23]. We will compare: POSEIDON as optimized
by Ambrona et al., GRIFFIN, Reinforced Concrete which was built with PlonC optimizations
in mind, and Anemoi. As POSEIDON, GRIFFIN and Reinforced Concrete are sponge-based we
use s = 128,d = 5and m = 3 to represent popular deployment choices, while we set m = 2
for Anemoi, using the Jives; mode. For a fair comparison we also extrapolate a Jive, version of
PoseIpoN with the optimizations of [Amb+22], and Reinforced Concrete, while it is not possible
for GRIFFIN which is not defined for m = 2.

We summarize our findings in Table 3.5. We extrapolate the m = 2 costs for POsEIDoN
and Reinforced Concrete by assuming a Jives; mode of operation is feasible at no additional
overhead or increase in rounds. Against the next-best proposed system, POSEIDON for m = 3 as
optimized by [Amb+22] we achieve a 21% reduction when using 3 wires and 35% when using 4.We
note that while the costs between POSEIDON, Anemoi and GRIFFIN are directly comparable as they
use the same features, Reinforced Concrete leverages lookup tables [Gra+22a; GW20] instead.
Since custom gates also imply some additional cost, we do note that by [Amb+22, Table 2], the
additional overhead (compared to standard PlonK) for the custom gates we describe is between
10% and 40%.

We can go further in the optimization given above by extending Plon/C with a custom gate to
compute the square of a wire, which adds a negligible overhead to the prover and the verifier time.
This quadratic custom gate gives 56 as a total number of constraints for the 3-wire setting.
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m  Constraints m  Constraints
3 110 3 98
POSEIDON POSEIDON
2 88 2 82
3 378 3 267
Reinforced Concrete Reinforced Concrete
2 236 2 174
GRIFFIN 3 125 GRIFFIN 3 111
AnemoiJive 2 86 AnemoiJive 2 64
(a) With 3 wires. (b) With 4 wires.

Table 3.5: Plonk constraints with an additional custom gate to compute x°.

3.41.3 AIR

Finally, we also study the performance of Anemoi in the Algebraic Intermediate Representation
(AIR) arithmetization used in STARKs [Ben+18]. Here, the relevant quantities are: the width of
the computation state w, the number of computation steps 7', and the maximum degree of the
constraints d,,,,x. While there are several ways to estimate the cost of a specific AIR program given
the above quantities, we will consider the total cost to be expressed as w-T'- d ,,x, following [Aly+20].

For Rescue-Prime, GRIFFIN and Anemoi, the parameters are the same, the width of the
computation corresponds to the size of the internal state, the number of computation steps
is the number of rounds n, and the maximum degree of the constraints is d. For POSEIDON, the
only difference is for the number of computation steps which is in that case ' = RF + [RP/m].

As a consequence, for Rescue—Prime, POSEIDON, GRIFFIN and Anemoi, the number of AIR
constraints is respectively:

Rescue—Prime, GRIFFIN, Anemoi: m-n, -d,

POSEIDON: m - (RF + F\)IT> -d.
m

We then compare the total cost for these four schemes in Table 3.4. Anemoi and GRIFFIN are
quite similar, and close to Rescue-Prime.

3.4.2 Native performance

Outside of proving systems, Anemoi performances can challenge other algebraic hash functions,
especially in Merkle trees thanks to its Jive mode. In particular in STARKSs settings where we
can use smaller cryptographic fields, Anemoi offers the best balance in terms of native evaluation
and number of constraints. In Table 3.6, we illustrate the running time of a 2-to-1 compression
method with AnemoiJive, Rescue-Prime, POSEIDON and GRIFFIN over the 64-bit prime field IF,,
with p = 264 —232 + 1. Each instantiation has a 4-field-element (32 bytes) digest size to ensure 128-
bit security.* Rescue—Prime, POSEIDON and GRIFFIN have been evaluated with two instantiations: a
regular of width 12 with rate 8, capable of compressing two digests with one permutation using the

4We refer here to original instantiations, in opposition to a common practice in the industry to tweak parameters
(typically the MDS matrix layer). All instantiations here are original paper versions for fair comparison.
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sponge construction, and an instantiation of width 8 with rate 4 using Jive as compression mode.
All experiments were implemented in Rust and performed on an Intel(R) Core(TM) i7-9750H CPU
@ 2.60GHz. We present average times in microseconds of each experiment running for 5 seconds.

Rescue-P-12 Rescue-P-8 POSEIDON-12 POSEIDON-8 GRIFFIN-12 GRIFFIN-8 Anemoi-8

15.67us 9.13us 5.87us 2.69us 2.87us 2.59us 4.21ps

Table 3.6: Native performance of 2-to-1 compression functions for F,, withp = 254 — 232 4 1.

In Table 3.7, we compare the native performance with Rescue—Prime, POSEIDON and GRIFFIN
with a state size useful for applications like Merkle tree over the scalar field of BLS12-381.

For small state size, the dominant computation for Anemoi (like Rescue—Prime and GRIFFIN) is
2/¢ and can be implemented using an appropriate addition chain. GRIFFIN is instantiated with
a state size of 3 and Anemoi, Rescue—Prime and POSEIDON with a state size of 2. All experiments
were implemented in C and performed on an Intel(R) Core(TM) i7-8565U CPU @ 1.80GHz. We
present average times in microseconds of each experiment running for 2 seconds.

Rescue—Prime POSEIDON GRIFFIN Anemoi

206ps 9.2us 74.18us  128.29us

Table 3.7: Native performance of a permutation for the scalar field of BLS12-381.

It is worth noting that POSEIDON, which is a “type 1” primitive, as defined in Chapter 1, is much
faster because of the low degree round function. Among the four primitives, POSEIDON is indeed
the only one that does not involve exponentiations z/¢.

Conclusion

Our main contribution in this chapter is of course Anemoi, a family of permutations that are
efficient across various arithmetization methods, using a previously unknown link between CCZ-
equivalence and Arithmetization-Orientation. We must also mention that Anemoi has its own logo,
described in Figure 3.7. The two butterflies, one with open wings and one with closed wings, are
referring to the open and closed Flystel. The two variants are known to be CCZ-equivalent which
is symbolized by a mirror, more precisely it is a sun-shaped mirror, highlighting that the closed
Flystel is what makes the strength of Anemoi. A cloud also reminds that Anemoi represents Gods
of wind.

This yields gains from 10% up to more than 50% depending on the context, over existing
designs. More precisely, Anemoi has about a factor of 2 improvement over POSEIDON and Rescue
in terms of R1CS constraints, a 21%-35% Plon/C constraint reduction over a highly optimized
PoseIDON implementation, as well as competitive native performances, running between two
and three times faster than Rescue—Prime, depending on the field size.

Finally, we provided a new simple mode, Jive;, which adds to the growing list of permutation-
based modes of operation providing a b-to-1 compression function, of particular relevance in
Merkle trees. It allows us to further improve upon the state-of-the-art, so that AnemoiJive requires
only 56 Plon/C constraints in total (when 3 wires and 2 custom gates are used), compared to the
best sponge-based instance of PoseiboN which requires 98 constraints with 4 wires (or 110 with
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Figure 3.7: Anemos logo.

3) and 1 custom gate. With only one custom gate, AnemoiJive requires 64 constraints for 4 wires
(or 86 with 3).

Interestingly recent work by Liu et al. [Liu+22] has already demonstrated the potential for
further optimizations leveraging our design: by using four custom gates they are able to reduce the
cost of a 3-to-1 Jive instance to just over one constraint per round (16 constraints for 14 rounds).



%HAPTER

Algebraic attacks against some
Arithmetization-Oriented primitives

Algebraic attacks are often the ones chosen by designers to determine the number of rounds
of Arithmetization-Oriented primitives. In this chapter we investigate the security of various
primitives against such attacks. More particularly, in this chapter we focus on solving the Con-
strained Input Constrained Output (CICO) problem for reduced versions of these new symmetric
primitives defined over large finite fields. Since Arithmetization-Oriented primitives mostly
rely on low-degree polynomial implementations, it is important to study the resistance against
algebraic attacks of such primitives. Most of the results presented in this chapter are inspired by
some cryptanalysis challenges that were proposed by the Ethereum Foundation in November
2021 [Fou21].

In Section 4.1 we will first explain the difference between solving univariate and multivariate
systems, focusing on the CICO problem. We will also see a simple application with the example of
Feistel-MiMC. Then, we will explain how to bypass rounds for SPN constructions, in Section 4.2, to
decrease the complexity of solving the polynomial system, taking the examples of PoseipoN and
Rescue—Prime. We will also briefly discuss some possible tricks for other primitives. Finally,
in Section 4.3 we will see the importance of the choice of the modeling with the examples of
Ciminion and Anemoi.

The work presented in this chapter, on Feistel-MiMC, PoseipoN and Rescue-Prime, which
started thanks to cryptanalysis challenges proposed by the Ethereum foundation, as well as the
results obtained on Ciminion, have been obtained with Augustin Bariant, Gaétan Leurent, and Léo
Perrin, and published in the journal IACR Transactions on Symmetric Cryptology in 2022 [Bar+22].
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4.1 Systems solving

The CICO (Constrained Input Constrained Output) problem [Ber+11] has been identified as a major
problem in several attacks against symmetric primitives. Solving this problem must be difficult to
ensure that attackers cannot obtain sensitive information by manipulating the inputs and outputs
of the system. The CICO problem can be defined as finding the solution of a polynomial system.
In this section we discuss the different strategies to solve polynomial systems.

4.1.1 Univariate and multivariate solving

Let us consider a system (S) composed of n polynomial equations on n variables X; ... X, inFy
(for simplicity we choose the same number of equations as variables):

P (Xy,...X,) =0
=0

Py(X1, . ..X:)
(S):

P (Xi1,...Xn)=0
We assume that the system is non-trivial and that there exists a solution (in Fy}) of this system that

gives sufficient information to break the cryptosystem.

4.1.1.1 Complexity of univariate systems

In the univariate case, the system is composed of a single equation in a single variable X so that
we have:

P(X)=0.

Solving such a system consists in finding the roots of the polynomial P € F,[X]. Let d be the
degree of P. We proceed as follows.

1. We first compute Q@ = X9 — X mod P, that requires O(d log(q) log(d) log(log(d)))) field
operations using a double-and-add algorithm.

2. Then, we compute R = ged(P, Q) = ged(P, X9 — X), so that R has the same roots as P in
the field IV, but its degree is much lower. This step requires O(d log?(d) log(log(d))) field

operations.

3. Finally, we factor R. The complexity of this step is negligible. Indeed, R is usually of degree
one or two since P only has a few roots in the field.

Summing the complexity of the first two steps yields

O(dlog(d) (log(d) + log(q)) log(log(d))) , (4.1)

implying that the complexity is quasi-linear in the degree of the polynomial.
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4.1.1.2 Complexity of multivariate systems

In the multivariate case, we usually have a system with n polynomials in F,[ X1, ..., X,,]. The
notion of regularity plays a crucial role in the solving of multivariate systems.

Definition 4.1. A system is said to be regular if for all i, gP; € (P,...,P;,_;) implies that g €
<P13"'7P7271>'

A thorough analysis of specific non-regular systems is very complex for designers. Therefore,
a common practice is to estimate the complexity of the Grobner basis attack for an equivalent
regular system, and to add a few rounds as a security margin to take into account the non-regularity
of the system.

Let us denote d; the degree of the polynomial P;, d the degree of the ideal Z = (P, ..., P,),
and Dy the degree of regularity of Z, as defined by Dubois et al. in [DG10]. We have

n n
Dreg<1+2(di—1) d< d; .
i=1 i=1
Let us remark that the bounds are reached when the system is regular but the upper bound does
not require the system to be regular.

The main technique to solve the multivariate polynomial systems is to compute a Grobner
basis [Buc76] of the ideal Z. A Grobner basis G of Z, with respect to a total ordering on the set of
monomials, is a particular generating set of Z. Grébner bases become very interesting under the
lexicographic order since they take the form

{01(X1), 92,1 (X1, X2), ... 92,0, (X1, X2), o g1 (X1, -, X)), Gnpn (X150, X))}

Indeed, the solutions of this system are easy to recover iteratively by first computing the roots of
g1 inF,, then substituting X, in polynomials g, ;, then computing the roots of g3 ;, ... until g, ., .

Directly computing a Grobner basis in the lexicographic order is expensive. Therefore, Faugere
et al. [Fau+93] proposed to first compute the Grobner basis in another order. The overall approach
to solve a multivariate system of equations is given by the following steps, where the complexity
depends on the number of variables n, the degree of the ideal d and the degree of regularity Die,.

1. We first compute a Grobner basis under the grevlex order, using the F5 algorithm. If the
polynomial system is regular, then the complexity of this algorithm is bounded by

N+ Dieg — 1 @
D
© <n o8 ( Dreg ’

where w € [2, 3] is the matrix multiplication exponent [BFS15]. Let us notice that in the
security analysis of some Arithmetization-Oriented primitives like Ciminion [Dob+21],
POSEIDON [Gra+21], or Rescue [Aly+20], another correct upper bound from [BFS04] is used:

("))

Dreg

2. We then change the order by converting this basis into a lexicographic-ordered Grébner
basis using the FGLM algorithm. While, the original algorithm [Fau+93] has a complexity

of O(nd3), more recent variants reach better complexities with probabilistic methods,
achieving:

O(nd*), in[Fauld]  or O(\/ﬁdﬂ%) . in [FM17].
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3. Finally, we have to find the roots in [F;; of the Grébner basis polynomials using univariate
system resolution, as previously described, and substitution. This step is of complexity
roughly O(d log?(d)).

Overall, the univariate solving tends to be much more efficient than the multivariate solving.
However, it cannot be applied to all algorithms as there are efficient methods to prevent its
applicability, as was done by the designers of Rescue—Prime for example, or as we did in Anemoi (see
Chapter 3).

4.1.2 CICO problem
4.1.2.1 Definition

In this chapter, we assess the security of several algorithms against algebraic attacks, and more
precisely we study the security of primitives against attacks solving the CICO problem.

Let ¢ < m be an integer, and let Z; be the vector space spanned by the canonical basis
{eg, .--, €m—t—1}. In other words, Z; is the set of all the elements of " whose last ¢ coordinates
are equal to 0.

Definition 4.2 (CICO Problem). Let I : IE"(;1 — IE‘;” be a function, and let ¢ < m be an integer.
The CICO problem consists in finding x € Fj" such that

ert andF(:z:)eZt.

A brute-force approach would solve this problem with a time complexity of about ¢* calls to
the permutation: the idea would simply be to try random values z of Z; until one of them satisfies
F(z) € Z;. The ability to solve this problem more efficiently than this brute-force search would
potentially allow an attacker to find preimages for a given digest in a sponge mode, or could help
with finding collisions, hence its relevance.

4.1.2.2 Ethereum challenges

The main part of the analysis presented in this chapter started with some cryptanalysis challenges
proposed by the Ethereum Foundation in November 2021 [Fou21]. Those challenges are explicitly
about solving the CICO problem for the permutations used by several AO hash functions, namely
Feistel-MiMC, POSEIDON, Rescue—Prime and Reinforced Concrete.

We then manage to get practical attacks for three of the primitives: Feistel-MiMC, POSE1-
DON and Rescue—Prime. It is worth noting that the complexity of some of our attacks matches the
designers’ claims. However, we have found that, in practice, the exact claimed security level for a
given number of rounds is not always straightforward. Furthermore, by breaking challenges in
practice we give a more concrete understanding of the security of reduced versions. Besides, in
the designer’s analysis some optimistic complexity assumptions are made regarding the capacity
for an attacker to solve polynomial systems, as for example ignoring log factors, or taking a small
w for the matrix multiplication exponent. However, in this chapter we propose a more accurate
analysis, focusing on upper bounds rather than lower bounds.

4.1.3 A first example: Feistel-MiMC

We recall that Feistel-MiMC is a Feistel network, based on the simple structure of MiMC,
introduced by Albrecht et al. [Alb+16]. It operates on IFZ% (m = 2), in this case, using a basic
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r-round Feistel structure with the i-th round function being x — (z + ¢;)?, so that z — % is

a permutation. In this chapter, we will take d = 3, as fixed by the authors of the Ethereum’s
challenges.

In order to build a polynomial system representing the CICO problem, we consider an input
state (Py, Qo) = (X, 0). Then we evaluate the round function iteratively, as polynomials in F,,[ X]:

Pi =Qi1+ (Pim1 + i)’
Qi =Pi1.

In Figure 4.1, we show how we generate the equations.

Pr(X) Q2r(X) =0

Figure 4.1: Generating equation for Feistel-MiMC.

The CICO problem then consists in solving 9, = 0, i.e. we just have to find the roots of
Q, = P,_1. Since the round function has degree 3, we obtain a univariate polynomial P,._;
of degree deg" = 3"~ ! after r — 1 rounds. As this is a univariate system, we can estimate the
complexity of finding the roots by using Equation (4.1):

31 x (r—1) x 1.58 x 64 x logy(r — 1).

We give explicit values for the proposed challenges in Table 4.1, where complexity figures in bold
correspond to attacks that we have implemented in practice. Parameters have changed while we
were working on it, then “original” (Table 4.1a) and “new parameters” (Table 4.1b) are two sets of
parameters proposed by the Ethereum Foundation, the first ones being less secure than the latter
ones.

We observe that the security claims from the Ethereum Foundation are close to 3%". This likely
corresponds to an estimation of the complexity of a Grébner base attack using r equations of
degree 3 in r variables: the corresponding complexity would be 3“7 > 32",
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Authors claims Ethereum deg" Our
Lagrange GCD claims complexity

6 916 95 918 35~ 279 219

10 930 99 930 39 o 9143 926

14 943 913 944 313 o 920.6 933

18 956 917 956 317 o 926.9 940

22 969 921 968 321 9333 947

(a) Original parameters.

Authors claims Ethereum deg" Our
Lagrange GCD claims complexity
29 969 921 936 321 5 9333 947
25 979 924 940 324 938.0 952
30 995 928 948 329 o 946.0 960
35 9111 933 956 334 o 953.9 969
40 9127 937 964 339 o 9618 977

(b) New parameters.

Table 4.1: Complexity of our attack against Feistel-MiMC, compared with the security claims
given by the authors and by the challenges.

Besides, the original specification of Feistel-MiMC states that Lagrange interpolation attacks
are expected to have a complexity of -32"~3, while GCDs attacks are expected to have a complexity
of r? - 37/273, As the latter leaves more freedom to the attacker, it does not apply in our context.
However, we have decided to put both in Table 4.1 for a fairer comparison.

4.2 Bypassing rounds

In this section, we see that some tricks can allow the attacker to bypass some rounds or at least
simplify the polynomial system.

4.2.1 Trick for SPN

We first propose a trick to bypass rounds for SPN construction where the S-box is a monomial
function. We will in particular see some applications for POSEIDON and Rescue—Prime.

4.2.1.1 General idea

First, let us introduce the general idea. Solving the CICO problem for a permutation P with R
rounds normally means solving a polynomial system for the entire permutation, so for R rounds.
Here we propose to split the permutation into two permutations such that we only need to
construct a polynomial system for one of the small permutations.
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Let P = Py o Py be a permutation of ). We suppose that there exist two vectors V' and G in
;" such that for all X € [F;, we have:

Po'(XV +G)e 2.

In this case, we write all the intermediate variables of P; as polynomials in X, starting from the
state XV + G, and evaluating round operations one by one as polynomials. Then we can find
r such that P, (rV + G) € Z; by finding a root r of the polynomial corresponding to the last
coordinate of the output. Finally, setting x = (20, %1,...2m_1) = Pyl (rV + G) will yield a
solution to the CICO problem, while the solver has to handle a polynomial based on P; rather
than the full P. This approach is summarized in Figure 4.2, and we used it against both POSEIDON
(see Section 4.2.1.2) and Rescue—Prime (see Section 4.2.1.3).

T EZ T € Zy
) .
z . Po
s oW
= )
E 2} £ XV +G
S 3 L
g Z
S &
g Té Py
o
1 £ 1
Plz)=ye 2z i~ Plz)=ye 2z

~
N

(a) R-round system. (R — 2)-round system.

Figure 4.2: A 2-staged trick.

Let us describe this trick in more detail. First, for the sake of consistency, we will use steps
when referring to the composition of constant addition, the S-box, and the linear part. Then one
round of POSEIDON consists of one step, and one round of Rescue—Prime of two steps: one using S
as S-box, the other using S~ 1.

We consider Py to be two steps of an SPN construction without the final linear layer: addition
of round constants, S-box layer Sy, linear layer consisting of a multiplication by an MDS matrix,
and S-box layer .S, i.e. we have:

Po(z) = (Sy 0 M o Sy o Add)(z) .

We require the S-boxes to be monomial functions, so that S(AX) = S(A)S(X). We let ¢ be the
t-th round constant used in step r and M,,, be the linear layer such that:

0,0 10 -+ Qm-10
@0,1 a1 ... Qm11

Mt =

m

aom—1 X1m—1 --- Om—1,m—1
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Trick when m =3

Let us start with the special case m = 3. We denote the state after P, with variables (X, Y, Z).
Figure 4.3 illustrates how to bypass P.

* * 0
FHe— ¢ He— 9 Fe— ¢
Sl Sl Sl
* * S1(c9)
| | !

| M |
! | !

Sy HX) — e} Sy (YY) — ¢l Sy N (Z) — b

Eg<— b Q%— ] Eg<— s

X Y V7

Figure 4.3: Bypassing two SPN steps (m = 3).

In particular, we see that the condition P, (X, Y, Z) € 2, is satisfied if and only if

Sy H(X) — cb
=Mt x| S7N(Y) ¢
S1(c3) Sy H(Z) — e

So the last element of the vector, S (cJ), must satisfy:

S1(e9) = a2(85 1 (X) = ¢p) + a1,2(S5 1 (Y) = ¢1) + a2(S5 1 (Z) — ¢3)
= ao’zsgl(X) + 0[17252_1(Y) + a272S;1(Z) — (040726(1) + CKLQC} + QQ’QCé) .

In order to simplify the equation, we fix Z to a constant value g with:
g=.955 (a;é (ao’gc(l) + 0[1’20% + a2720$ + 51 (cg))) .
We obtain

Sl(cg) = ao,zsgl(X) + OZLQSEI(Y) + a2’252_1(g) — (Ozo’gc(l) + al’gc% + 042’20%)
= Oéo)gsgl(X) + OzLQS;l(Y) + Sl(cg) .
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It follows that

Pol(X,Y,9) € 21 == —a12(5;5(Y)) = ap2(55 (X))
< 52(—a1’2)Y = SQ(QOVQ)X_
— Y = Ss(ap,2)/S2(—a1,2)X

Therefore, we obtain an affine space with P, (XV + G) € Z; by choosing:

V= (1, SQ(O{O,Q>/SQ(_O(1,2)7 0) and G = (0,0,9) .

General case (m > 3)

In general, we take vectors V' and G such that V' = (S2(Ao),...,5%(4Amn—2),0) and G =
(0,...,0,9). Therefore, we can consider an input state after the S-box layer of the second step of
the form (S2(Ap)X, ..., S2(Am—2)X, g), and study the first two steps as shown in Figure 4.4.

* * 0
He— cg H— 0?72 He— 0?71
S1 . S1 S1
* * S1(c?_ )
: |

E‘sa

Sa2(Ap)X

!

Ap—2Sy M (X) — ¢},

F— ci o

E‘{‘

So(Ap—2)X

!

52_1(9) - C%—1

Bl— iy

Sa

g

Figure 4.4: Bypassing two SPN steps (general case).

Following Figure 4.4, the value Sy (c?, ;) must satisfy

t—2
S1(c) 1) = D ;24,81 (X) = ¢f) + am-1.2(S5 " (9) — chy_1)
=0

m—2 t—1
= S;l(X) (Z (Jéngj) + Oszl)gsgl(g) — Z 06]‘,26} .
j=0 j=0
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It is the case provided for instance that:

m—3 o
1,2

A’m,—2 = - Z = AJ

=0 Qm—22

m—1 (42)
1 1 0
g =S ( 2 aja2c; + Sl(cm1)> .
Am—1,2 =0

As a consequence, if we find a value X such that the image of (S2(40)X, ..., S2(4m-2)X,g)
through R — 2 steps of the primitive is equal to (, . .., *,0), then we will always be able to deduce
an input (zg, 1, . . . , Zm—2, 0) for R steps of the primitive that is mapped to Z;.

4.2.1.2 Application to Round-Reduced Poseidon

We recall that Poseipon [Gra+21], introduced in Chapter 1, is composed of R = RF + RP rounds
of two different types: full rounds have m S-box functions, and partial rounds have only one S-box
and m — 1 identity functions. The challenges from the Ethereum Foundation use m = 3, the S-box
is z — 3 and RF = 8 is fixed, while RP varies according to the security level required.

A basic encoding of POSEIDON into equations can be solved quickly for a small number of
rounds. However, targeting more rounds requires to use the technique described in Section 4.2.1.1.
The idea is to decrease the degree and the complexity of the polynomial system by more carefully
choosing its variables.

Letm = 3, and S, S such that Sy (z) = Sa(x) = 2. Then, applying our trick for SPN rounds,
we consider an input state after the S-box layer of the second round of the form (43X, 4;3X, g)
ie.weuseV = (Ap3 4,3,0)and G = (0,0,g). We describe how we bypass two rounds of
PoseIDON in Figure 4.5.

* * 0 % % ()
E— e e— 1]
.’.83 $3 .733 ’8
5 Po
* * (c9)3 «
M
1 T T (Ao®X, A13X, g)
ApX1/8 ¢l A X3 _ ol g3 — C% l
%
fe— BB ol fhe— cl 5
0 1 2 Ng Pl
|
23 23 23 o l ll
Ap3X A3X g * % ()

(a) First two rounds.

(b) Overview.

Figure 4.5: How to bypass the first two rounds of POSEIDON.



4.2. Bypassing rounds 93

We obtain

_ Q0,2
A = aLQAo

1 1 N oo m3)e 4.3)
U (a“ (@0.2¢h + a1 pet) + 3 + (c3) ) :

As previously mentioned, if we find a value X such that the image of (4¢3X, 4,%X, ¢) through
R — 2 rounds of Posempon (and a linear layer) is equal to (*, *, 0), then we will always be able to
deduce an input (z, y, 0) for R-round of PosEIDON that is mapped to Z;.

Therefore, we evaluate the permutation as polynomials in F,[X] starting from the state
(Ap®X, A13X, g) with A, Ay, g satisfying System (4.3), and solving the CICO problem is equiva-
lent to finding the root of the polynomial corresponding to the rightmost branch of the output.

4.2.1.3 Application to Round-Reduced Rescue—Prime

We recall that each round of Rescue—Prime, consists of two steps: while the first one involves an
S-box S, an MDS matrix M, and the addition of the round constants, the second one is quite
similar but replaces S with its inverse S~!. For our study, we will use the specifications of Rescue—
Prime [SAD20], which means in particular that in each round, we first apply S : = — 23 and then
S—1 (rather than the contrary as described in the original paper [Aly+20]).

The challenges from the Ethereum Foundation use m = 3 or m = 2, and the S-boxes are
x — 2° and its inverse 2 — x1/3,

Let us repeat the idea described in the previous section and apply it to Rescue-Prime. Letm = 3,
and S, S, such that S (z) = 2%, and Sy (2) = Sy (z) = /3. We consider an input state after the
S-box layer of the second step of the form (4,/3X, A;1/3X, g) i.e.weuse V = (4,3, A;1/3,0)
and G = (0,0, 9).

We first notice that we can switch the order of the multiplication by the MDS matrix and the
addition of the constants. Let

0 0
a3
Clo == M C (1)
3 €3

In particular, we have:
0 0 0 0
02 = (p,2CH T (1 2C] + Q2 2C5 .«

As a consequence, using the same notation as above, the value CY, in Figure 4.6, must satisfy
CY = ap2AoX? + a1 241X + ag 26°
= X% (ap2A0 + a1241) + as2g” .

It is the case for instance when:

_ __ 90,2
A =224,
1 0 0 0 1/3
g = (ag,z (0507260 + 0&1,281) + 62)

It follows that, if we find a value X such that the image of (4,/*X, A,/3X, ¢) through R — 1
rounds of Rescue—Prime (and a linear layer) is equal to (x, #,0), then we will always be able to
deduce an input (x, y, 0) for R-round Rescue-Prime that is mapped to Z;.

Then, for the remaining R — 1 rounds, Figure 4.7 shows how we generate the following
polynomial equations to avoid the inverse S-box.

Vje{0,1,2}, Pi;(X:,Y5, Z;) — Qi j(Xiv1,Yit1, Ziz1) = 0.
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* * 0
23 x3 x3 * % ()
F— CQ B— C? Fe— C9 <
[=]
% * Ccs g Po
| u ) l
I T T (A0'3X, A113X, g)
A0X3 A]X3 93 » l
°
RN
51/3 1/3 51/3 m‘
Agl/3X A 18X g % % ()
(a) First round. (b) Overview.

Figure 4.6: How to bypass the first round (i.e. the first two steps) of Rescue-Prime.

X; —| 8 St — Xi+1
Y —| S St — Yi11

MDS AddC MDS AddC

-B- )

Pi

Figure 4.7: Round of Rescue-Prime.

Finally, this results in the following system of polynomial equations:

Vi<i<N-1,Yje{0,1,2},
Pii(Xi,Yi, Z;) — Qi j(Xit1,Yie1, Zig1) = 0,

where Zr = 0 and

X1 A01/3X C%
Yl =M Al 1/3X + C%
Z1 g e

This system has m (R — 1) variables and m(R — 1) equations.
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4.2.2 Trick for other primitives

What is interesting is to detect the existence of particular spaces when iterating rounds. Then
let us see if we can observe a similar property for other primitives. Let us take the examples of
GRrIFFIN and Reinforced Concrete since the non-linear layer used in both designs is using
similar ideas, i.e. multiplications between branches. Those constructions are not based on
classical SPN, using one S-box per branch, however, because of the multiplication we can
still observe some propagation of subspaces. In Figure 4.8a and Figure 4.8b, we show for
GRIFFIN and Reinforced Concrete, respectively, that having a 0 in input branch z; implies
a 0 in the corresponding output branch y;. Such a property is independent of the form of the
functions F; used in the figures (see Chapter 1 for the precise form of the F; for both GrIFrFIN and
Reinforced Concrete).

o T
.Z‘l/d z?

Yo Y1 0 Y3 Ys

(a) For GRIFFIN. (b) For Reinforced Concrete.

Figure 4.8: Propagation of subspaces.

It is worth mentioning that such a property cannot be observed for example for Anemoi thanks
to the construction of its non-linear layer based on a 3-round Feistel network (see Chapter 2). The
Flystel is an S-box that operates on Fg such that any element of the form (z, 0) or of the form
(0, x) is not necessarily sent to (x, 0) or (0, =) respectively (except for the particular case z = 0).

In the case of Reinforced Concrete, the linear layer Concrete is the circulant matrix (2, 1, 1).
Then, we also notice that spaces of the following form are preserved by the linear layer:

T T 0
—x |, 0 |, and x
0 —x —x

However these observations should not threaten the complexity of solving polynomial systems
because the resistance of Reinforced Concrete to algebraic attacks relies on its middle layer
Bar for its resistance to algebraic attacks.

In the case of GRIFFIN, the use of both z'/? and z? at the same step would complicate the
application of the trick presented in Section 4.2.1.1.

4.2.3 Impact on the solving complexity

4.2.3.1 Poseidon

PoseipoN has R = RF + RP rounds in total, but we skip the first two rounds using the trick of
Section 4.2.1.1. Therefore, we obtain a univariate polynomial of degree deg” = 3%~2, and since
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the system is univariate, we can estimate the complexity of finding the roots using Equation (4.1)
leading to:
3772 % (R —2) x 1.58 x 64 x logy(R —2) .

We give explicit values for the proposed challenges in Table 4.2, along with the corresponding
security claims. Complexity figures in bold correspond to attacks that we have implemented in
practice, breaking some challenges issued by the Ethereum foundation.

RP Authors claims Ethereum claims deg" Our complexity
3 917 945 39 ~ 2143 926
8 925 953 314 9222 235

13 933 961 319 o 930.1 944

19 942 969 325 4 939.6 954

24 950 977 330 o 9475 962

Table 4.2: Complexity of our attack against POSEIDON, compared with the security claims given
with the challenges.

The original specification of POSEIDON states that interpolation attacks are expected to have
a complexity similar to the one of our attacks, namely about 3RP*RF as given in Equation (3)
in [Gra+21]. However, the challenges of the Ethereum Foundation appear to claim a higher
security level. Indeed, for these challenges, the claim was that an attack would require at least
237+ steps, where s is a security level specified in bits, and is equal to 8, 16, 34, 32 and 40 when
RP is equal to 3, 8, 13, 19 and 24 respectively. While it is unclear which attack it corresponds to,
we actually observe that this claim is close to 3°RFTRP_Qverall, our practical attacks show that the
authors claims are slightly cautious, ignoring some log factors.

In practice, we use SageMath [Sag22] to generate the polynomial, and we compute the roots
either directly from SageMath, or with an external program using NTL [Sho].

4.2.3.2 Rescue—Prime

Rescue—Prime cannot be efficiently written as a univariate polynomial system, because it uses
both the S-boxes © — x° and  — z'/3. Each S-box has a low univariate degree in one
direction, but a high degree in the other direction. Therefore, as previously explained, we add
intermediate variables so that each S-box can be described with a low-degree equation, and we
build a multivariate system.

More precisely, let us consider Rescue-Prime with a m-element state (m = 2 or m = 3) and
R rounds. We use variables (Xy, Yy, .. .) to represent the input and (X;,Y;, .. .) to represent the
internal state after the i-th round (m (R + 1) variables in total). As shown in Figure 4.7, we can
write m equations linking the m variables at the input and output of round ¢, using only the direct
S-box z — 2. Therefore, we have degree-3 equations:

V] € {O,...,mf 1}, PZJ(X“K,) — Qi,j(Xz'-&-la)/i-}—lw--) =0.

If we add equations Xy = 0 and Xy = 0, we obtain a system of polynomial equations
representing the CICO problem. Using the trick of Section 4.2.1.1, we observe that the input
variables can be removed, because we can directly write a degree-3 polynomial of X, Y7, ... that
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must be equal to S(X) = 0. We can also remove Xy because it is fixed to zero, and we obtain a
system of m(R — 1) + 1 equations and mR — 1 variables.

With m = 2, we have the same number of equations and variables. However, with m > 3
we have more variables than equations, and we can use our trick to obtain a smaller system
corresponding to a subset of the solutions with one solution on average. More precisely, with
m = 3 branches and R rounds, we obtain a system of 3(R — 1) degree-3 equations with the
same number of variables. In our experiments, the system behaves like a generic system and has
deg" = 33(i-1) solutions in the algebraic closure of the field. Therefore, the complexity of solving
the system is approximately:

(33(12—1))” < (33(R—1))3 _ 39(R-1)

With m = 2 branches and R rounds, we obtain a system of 2R — 1 degree-3 equations with the
same number of variables. Therefore, deg” = 32/'~! and the complexity of solving the system is
approximately:

(32R71)“’ < (32371)3 _ g6R-3

We give explicit values for the proposed challenges in Table 4.3, where complexity figures in
bold correspond to attacks that we have implemented in practice. As before, we used SageMath
to generate our system of equations. However, we used Magma [BCP97] to find the solutions of the
corresponding multivariate system.

R m Authors claims Ethereum claims deg Our complexity
4 3 936 937.5 39 A 914.3 943
6 2 940 937.5 311 o 9174 953
7 9 948 943.5 313~ 920.6 962
5 3 948 945 312y 919.0 957
] 2 956 949.5 315 4 923.8 972

Table 4.3: Complexity of our attack against Rescue—Prime, compared with the security claims
given with the challenges.

Note that in the original paper of Rescue-Prime [SAD20] the authors state that Grébner basis
attacks are expected to have the following complexity

(0.5(d — 1) + Dm(R — 1) + 3\
( m(R—1)+1 > '

This complexity corresponds to the cost of F5 algorithm with a small value of w = 2 for the matrix
multiplication exponent, while the complexity of our practical attacks is given by the cost of FGLM.
Overall, our analysis shows that for the specific case of Rescue—Prime the FGLM step dominates
F5 in time complexity, implying that the authors claims are also slightly cautious.

4.3 Importance of the choice of the modeling

In this section we emphasize the importance of the choice of the modeling when building the
polynomial system. We present two distinct cases: Ciminion and Anemoi.
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While we previously saw practical algebraic attacks, we now move to the designer’s point of
view. More precisely, we show that Ciminion has a much smaller security margin than anticipated
by the designers, and the analysis we bring for Anemoi is the one allowing us to determine the
number of rounds for the permutation in Chapter 3.

4.3.1 Ciminion

Ciminion [Dob+21] is an encryption scheme which uses a key of length k to encrypt a given
plaintext. In this case, we are not investigating the complexity of the CICO problem, the goal is
simply to recover the key (or some subkeys) with a time complexity lower than 2.

In the original paper, Dobraunig et al. proposed to study Grobner basis attacks on a modified
version of Ciminion, that they conjectured to be weaker than the real Ciminion by putting the key
addition after the permutation pg (see Figure 4.9). In the modified Ciminion, they came up with
a system of 6 equations of degrees {2" 1,27, 2" 2r+1 27+l 9r+2} gyer 6 variables, where r is the
number of rounds of pg.

K; P

)
N ‘Fl_L-)—>—> Ch
Ky —pc PE ‘%—)*) Cy
K,

Ky P

Ks Ps

e
PE _%_)*) Cy

I I I K Py

! ! ! —

Figure 4.9: Weaker version of Ciminion analyzed in [Dob+21].

The value of  was chosen so that this attack has complexity at least 2°. More precisely, the
authors estimated the complexity of the F5 algorithm with parameters

n =6, and Diyeg =21-2"71 — 5~ 2734

Following [BFS04], they estimated the complexity as

n + Dreg “ < (Dreg + n)n ¢ ~ 2(6r+10.9)w
Dyeg = n! '

This estimation is actually an upper bound, and a sharper upper bound of

n—f—Dreg—lw
D
o (wux ("))
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is given in [BFS15, Proposition 1] as mentioned in Section 4.1.1.2.
The designers took w = 2 as a lower bound, obtaining a minimum number of rounds r >

[£=21-#], and added 5 rounds as a security margin.

4.3.1.1 Our new modeling

Instead of looking at a system of equations resulting from a presumed weaker scheme, we study
the original scheme and propose a better way to set up a system of equations. For a given nonce X,
we consider the first two output blocks. We denote a; = C; — P, and o), = C} — P/, fori =1...4,
and introduce two variables X,Y e [F, for the missing output words (not given as part of the
ciphertext) after the first and second permutations pg, as depicted in Figure 4.10.

P1 P2
N 81,(12(){) a1 4%74’ Cl
Ky —po 177(X) —PE — 02 ———fH—

K» 32 () X

Ks
H— K4

£
3
P P

) —c
(1“"”4(}/) PE oy ——f—— Cy
S ) v

Figure 4.10: How to generate equations for Ciminion.

The output of the first permutation pg is (a1, as, X), therefore, we can write the input as
polynomials in X:

(QF* (X0, Q5™ (X), Q5" (X)) = p' (01,02, X)

Similarly, the output of the second permutation pg is (s, a4, Y’), and we can write the corre-
sponding input as polynomials in Y:

(@65 (1), Q5% (V), Q5% (V) = pE(as. a0, ).
Then, we write equations linking the input of the first two pg through the rol function:

S0 = QY - K
QP (X) = Q5 (Y) — Ky
Q5 (X) = Q5 (Y) — QP () @ Qs (V)
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Finally, we consider two ciphertexts, obtained from two different nonces, X and X’. We can then
eliminate the keys K3, K, and obtain a system of four equations in the four variables (X, Y, X', Y”),
using two blocks of ciphertexts from each nonce:

814'(}'2 (X) _ QS’I(I;(X/) o; (v_L(Y) (yg ryl(Y/)

P = Q) = @500 - Q50 ) wa
322 (X) %) - ‘”(Y)QSB’,““@Y)

S ) - Qz} ) = QP RE YY)

Solving this system allows to recover the full internal state, and to deduce the keys K1, K5, K3, K4.
In order to solve the system, we use the approach explained in Section 4.1.1.2.

4.3.1.2 Solving complexity.

Let us denote P; the polynomial corresponding to the i-th row of the system, such that we have
foralli =1...4,P;(X, XY, Y’) =0, i.e. we have

Pro= Q0 = Q0 (X) = QP (Y) + Q1 (YY)
Po = Q) = QX)) = Q5 (1) + QT (Y)
Py —Q; 0 = Q5 (V) + QE T (1N)QE (V)

Py = Q5 () - 33 )+ Q@5 ().

We notice that P; is a sum of univariate polynomials so that:
PiX, XY, Y) = PX () + PE(X) + PY (V) + PY(Y).
Then, it is sufficient to determine max; deg® (P} ) for each P;. Given that

’ ’
s, Qg0

degh (Qp" ") =deg% (Qp" ) = degy (Qp>™") = degy (Qp' =9gr-1
degx (Q(f 7”2> — degi)t(/ ?30/2 — deg?/ ( (1*3,“4) _ deg% ?.{3:@{1 — 9r—1
degX ( aq, (n) _ deg}, 2' ey _ degﬁ ( g:mu) _ deg’{/, ;‘é:uﬁ =2,

the degree of the polynomials P; in X, X', Y and Y’ are given in Table 4.4.

X X’ Y Y’
Pl 27’—1 27‘—1 2r—1 2r—1
7)2 27“71 or— 1 or gr
Ps3 2 0 3.2771 0
Py 0 2" 0 3.2r1

Table 4.4: Degree of polynomials P;.
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In particular, System (4.4) has two equations of degree 3 - 2", one of degree 2", and one of
degree 2"~ 1. Therefore, we have the following parameters:

n =4

Drg <1+ )(di—1)=9-27"1-3<9. 2771~ 27+22
=t

d < 1_[ dz _ 9 . 247‘73 ~ 247‘+0.2 .
i=1

We can deduce upper bounds on the cost of the steps required to solve the system.
Computing a Grébner basis with respect to the greviex order using Faugere’s F5 algorithm has
asymptotic complexity

n + Dyeg — 1\ 9. or+2.2 4 g\ ¢
NDeg X ( Dieg =4x2 X or42.2

< or+i2 ((2”*2'2 + 3)3’)“
= 3!

~ 2r+4.2+ (Br+4)w

On the other hand, performing the change of order with a fast variant of FGLM has asymptotic
complexity
dv ~ 2(4T+0.2)w )
FGLM is therefore the bottleneck.
From an attacker’s point of view, we assume that linear algebra is implemented with Strassen’s
algorithm, resulting in w = 2.807. Taking the designer’s recommended number of rounds r =

[5{5’7], this attack is slightly faster than 2° for large values of s, with a time complexity

9(dr+0.2)w _ 9(4[5571+02)w 935 s+35.2  90.945+35.2

For practical values of s, the attack is not faster than 2°. However, it shows that the design has a
much smaller security margin than expected by the designers. In particular, using an optimistic
value of w = 2 as in the designers’ security analysis, we obtain an attack complexity of about 2112-4
for the designers’ recommended 128-bit security with 14 rounds.

4.3.2 Anemoi

The aim of this section is to study the complexity of algebraic attacks to determine the number of
rounds of Anemoi, introduced in Chapter 3. As we are investigating such attacks from a designer’s
point of view, we are mainly interested in a minimal condition on the number of rounds to reach
a security of 2° bits so that we allow ourselves to underestimate complexity of the attack in several
places. In what follows we will focus on the following version of the CICO problem, stated for
¢ = 1, where / is the number of columns in the Anemoi internal state.

Definition 4.3 (Variant of Definition 4.2). Let P : F? — F2 be a permutation. The CICO problem
consists in finding (yin, Your) € Fz such that P(0, yin) = (0, Yout)-

Let us note that in this section, we restrict ourselves to the case ¢/ = 1 to ease experiments.
When ¢ > 1, the number of equations and variables is expected to be naturally multiplied by /.

In this thesis, we propose to discuss the results obtained for the complexity of algebraic attacks,
and we leave the details of the proofs and the experiments in our paper [Bou+23].
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4.3.2.1 Characteristic 2

In even characteristic, we derive the number of rounds from the following estimate.

Estimate 4.1. We estimate the cost of solving the CICO problem in even characteristic by one of
the FGLM steps, which has complexity

O(ln, - 9%
where w is the linear algebra exponent from the FGLM algorithm.

This estimate comes from the fact that, in such a case, the cost of the Grobner basis computation
is mostly independent from the number of rounds and that the cost of FGLM can be approximated
by the one on a generic system containing 2¢/n,. cubic equations.

4.3.2.2 0Odd characteristic.

In this section we will argue that the CICO problem behaves differently in odd characteristic, and
more importantly that considering two types of modeling leads to different results.

First Modelling

The first modeling consists in introducing two equations and two variables at each round. Let
X; and Y; be the input variables in each round i. As £ = 1, we first add the constants and apply
the PHT so that we have:
(X, Y’) = P(Xl + Ci,Yi + dl) .

[

Then the output variables are given after applying the open Flystel H as follows:
(Xi+1,Yi+1) = /H(Xz/sz/) .
Since the open and closed Flystel are CCZ-equivalent, this equality can also be written as

(XZ{,XHl) = V(Y/ Yi+1) )

i

where V is the closed Flystel which only relies on low degree functions. This implies that

X = = Yi)'+ (YY)
Xiv1 = = Y1)+ Qs(Yis1) -

We depict on Figure 4.11a the way we build equations in each round.
Then, let us consider the following system:

Vi,0<i<n, —1
(S1): 4 Fi= (Y] = Yii1)"+Q,(Y)) - X =0
G = - Y1)+ Qs(Yit1) — Xiy1 =0
The CICO system is then described by (S7) by fixing the variables X, = 0 and X,,, = 0. Let us

notice that this system contains 2n, equations in the 2n,. variables X,...,Y, ,Yy,...Y,, when
¢ = 1 and 2¢n, in the general case.



4.3. Importance of the choice of the modeling 103

Second Modelling

Let us now describe a second modeling.! As in the first modeling we let

(X{ Y’) = P(Xz + ¢, Y + dz) .

T

Then, we introduce a new variable V; such that
Vi=Y/ Y,
the idea being to have only one variable and only one equation per round. It also holds that

Xip1 = X[ —BY? =7+ BY, +0.

This modeling is described in Figure 4.11b.

X Y; X; Yi
¢i —H] BHe— d; ¢i —H] Be— d;
& t
5 B
X! Y/
% 7 X! vy’
Y/ Yii EE
— ——Bx? +
o o] e
% J@ B Bx? +
X Xit1 Xiv1 Yit
(a) First modeling. (b) Second Modeling.
Figure 4.11: Modeling of one round of Anemos when { = 1.
Let us consider the following system:
Vi,0<i<n,—1
(S2) : d / 2
Pi= Vil (X[ = (Y +7) = 0.
We note that the system contains n,. equations in the n,. + 2 variables X, Y, Vo, ..., V,,, 1. The
CICO system is then obtained from (S) by fixing the variable X, = 0 and by adding the equation
in Xy, Yy, Vo, ..., V5, —1 which corresponds to the constraint X,, = 0 and which is not alinear

equation anymore. This second modeling then contains half as much equations and variables
than the first one.

More importantly, while we could expect the degree of the &;’s to increase exponentially, it
only increases linearly with the number of rounds. In Figure 4.12 we show the time complexity for

This modeling was originally found by a reviewer for Eurocrypt 2023.
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solving the CICO problem on reduced versions of Anemoi for d € {3, 5, 7} and for prime field of
size p, where p is around 16 bits. We observe that the second modeling is indeed faster to solve.
The graph also highlights that the higher the exponent d is, the hardest it is to run experiments
and then to deduce bounds for the complexity of solving the CICO problem for Anemoi.

104 4
107 4
102 4
[
£ 10
—&— d=3 (first model)
107 - d=3 (second model)
—f= d=75 (first model)
10-1 4 &- d=5 (second model)
=¥ d=7 (first model)
10-2 4 ¥- d=7 (second model)
3 2 5 6 7 8
Rounds

Figure 4.12: Comparison of both modeling for different instances of Anemo.

4.3.2.3 Choosing the number of rounds

In odd characteristic, the dominant cost corresponds to the Grobner basis computation. Let dexp
be the experimental solving degree of solving the CICO problem with the first modeling. In the
following conjecture, we derive dey, from experiments for / = 1.

Conjecture 4.1. We have
dexp = 2n, + Kq ,

where k4 is a constant depending only ond. We found ks = 1,k5 = 2, k7 =4, kg = Tand kg = 9
ford = 11.

We would expect the value of x4 to keep increasing with d but the computations needed to
estimate it become too costly as d increases. We then derive the number of rounds for Anemoi from
the following estimate. Note that we did not consider the cost of FGLM since it appears to be
negligible compared to this estimate.

Estimate 4.2. In odd characteristic, we estimate the cost of solving the CICO problem with the

first modeling for ¢ = 1 by
o(()).
2n,

where deyp, is given in Conjecture 4.1 and where w is the matrix multiplication exponent, as defined
in Section 4.1.1.2.
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The second modeling seems to take advantage of the special features of our design, but does
not seem to improve the time complexity of the first one, at least asymptotically. Nevertheless, we
add 2 extra rounds to Estimate 4.2 to ensure that these equations will not compromise security if
exploited in a more sophisticated way.

We also generalize Conjecture 4.1 and Estimate 4.2 to £ > 1 by replacing 2n, by 2{n,
everywhere.

Conclusion

In this chapter we have investigated the security of some Arithmetization-Oriented primi-
tives against algebraic attacks. Such attacks are often used to determine the number of rounds of
these new primitives because of their low-degree polynomial modelisation, hence the need to
better understand them. The analysis we proposed was first motivated by the challenges proposed
by the Ethereum Foundation. Although we have not broken the claims of the authors of Feistel-
MiMC, POSEIDON or Rescue—Prime, our practical attacks contribute to a better understanding of
the behaviour of algebraic systems.

Beyond our exploration of algebraic attacks, we also present valuable suggestions for future
designs. First, we emphasized the need to build univariate models instead of multivariate models
whenever it is possible, since they are easier to solve. We also propose tricks to bypass rounds for
SPN constructions and others. For POSEIDON we can indeed save two rounds when building the
polynomial system to solve the CICO problem, while we save one round for Rescue-Prime.

Finally, we have also highlighted the importance of careful modeling choices, trying as many
variants of encoding as possible when designing a primitive. In particular, by considering a
different modeling than the one proposed by the designer of Ciminion, we have shown that the
primitive has a much smaller security margin than expected by the designers. Moreover, when
investigating the number of rounds needed to build a secure Anemoi permutation, we have also
shown the importance of studying different modelings.






%HAPTER

Univariate polynomial representation and
algebraic degreesof MiMC

In this chapter we study univariate polynomial representations when iterating power functions.
In particular, we focus on the MiMC block cipher [Alb+16], which consists of many iterations
of a simple round function: the addition of a key and round constants, and a low-degree power
permutation of Fon, where n &~ 129. This analysis also leads to an upper bound on the algebraic
degree of the cipher. In the next chapter, we will study the security of MiMC against higher-order
differential attacks, for which the complexity increases with the algebraic degree. Therefore, we
need to better understand how quantity behaves while iterating a round function.

In Section 5.1 we first fix some definitions and notation to explain how to quantify the
algebraic degree using univariate polynomials. In Section 5.2 we show that when iterating power
functions, some exponents are missing in the univariate polynomial. Such an analysis allows
us to define upper bounds on the algebraic degree of the encryption for various instances of
MiMC in Section 5.3. Finally, in Section 5.4, we investigate the algebraic degree of the inverse
transformation.

The results presented in this chapter and in Chapter 6 on the algebraic degree of MiMC3 and
MiMC;1 have been obtained with Anne Canteaut and Léo Perrin, and published in the journal
Designs, Codes and Cryptography in 2023 [BCP23]. The generalization of the results to other
instances of MiMC, has been presented at the conference Finite Fields and their Applications in
June 2023 [Bou23] and a paper is currently in progress.
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5.1 Quantifying the algebraic degree

While the most common studied case of MiMC is the instance using the cube as a round function,
which is also the one we study in [BCP23], in this chapter our aim is to generalize the study to
other instances of MiMC. The main propositions of this chapter for the bounds on the algebraic
degree are summarized in Table 5.1.

d Corresponding proposition Approach used
2 +1,5>1 Proposition 5.8 Missing exponents (Proposition 5.5)
29 —1,5>1 Proposition 5.11 Missing exponents (Proposition 5.7)
3-t Corollary 5.5 Influence of the encryption degree

Table 5.1: Corresponding proposition for the bound on the degree, for various instances of MiMC,.

In this section, we first propose an inductive procedure to determine the set of all exponents
that can appear in the univariate form of the polynomial describing r rounds of MiMC,. This
process is summarized in Proposition 5.1, and we then describe some direct consequences for the
algebraic degree.

5.1.1 Generating exponents

We recall that MiMC corresponds to the composition F._; o ... o Fy where
Vi,0<i<r, Fy:Fon — Fon, 2 2@ cit1,

with d coprime with (2" — 1) and the ¢; ;1 € Fa» are arbitrary constants. It is worth noting that
the key is omitted in this description: indeed, as far as the algebraic degree is concerned, it can be
considered to be part of the round constants. As a consequence, the round function of a MiMC
instance is fully specified by the exponent d and by the sequence c of all round constants, and we
denote such a MiMC instance MiMCy .[r].

C1 Cr—1 Cr

@@ oo

Figure 5.1: MiMC, . withr rounds.

We will also denote by (B}).>1 the sequence of the maximal algebraic degrees of  rounds of
MiMCy, i.e., foranyr > 1, B} is the degree of MiMCy .[r] for atleast one sequence ¢ = (cy, ..., ¢;)
of constants:

B} = max deg®MiMCy .[7] .

Note that, without loss of generality, we can assume that ¢, = 0. Our goal is then to find the
exact value of B). Indeed, a (very expensive) attack on MiMC3 has been exhibited in [Eic+20],
exploiting the fact that the number of rounds proposed by the designers is not sufficient to achieve
a maximal algebraic degree. However, this weakness is based on a simple upper-bound on B}, and
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any gap between this bound and the exact value of the degree would decrease the complexity of
the attack (or increase the number of rounds covered for a given complexity). Our aim is therefore
to determine the exact value of B}, or equivalently the minimal complexity of any attack based on
higher-order differentials such as those in [Fic+20].

We first introduce some definitions and notations that will be extensively used in this chapter.

Definition 5.1 (Covering). Let z and y be two elements in F5. Then, we say that y is covered by
and we write y < z ify; < x; for all <.

Similarly, if 7 and j are two integers, then j < 7 means that the 2-adic expansion of j is covered
by the 2-adic expansion of <.

We will denote by &, ,- the set of exponents of the monomials appearing in the univariate
polynomial MiMC, .[r] over Fa- for at least one sequence c.

Proposition 5.1. Letn andd < 2" — 1 be two integers such that gcd(d, 2™ — 1) = 1. Then, we
have:
Ear = {dj mod (2" — 1) wherej < i, i € Egr_1} .

Proof. Letc = (ca,...,c.) be a sequence of constants and suppose that the univariate form of
MiMCy c[r — 1] is given by
Pro1(z) = Z a;zt

iegd,r—l
Then, if ¢ = (¢1, ¢z . .., ¢;), the univariate form of MiMCy 4[r] is

Pr(x) = 7Drfl(md + Cl) = Z Oéi(.’L‘d + Cl)i .

1€€4,r—1

Let I; denote the support of the 2-adic expansion of some exponent i: I; = Supp(i). Then, we
have
(@) = [[@ +e)” = [@™ +e).
tel; Lel;

It follows that after expansion of the product, the terms appearing in the polynomial P, have the
following form:

Seerpg; 2° 2
oy (C1 eetiMi (xdzﬁeh' ) where J; € I;.

As a consequence, the monomials that may appear in P, are of the form 2% ™°d 2" =1) with j < 4.
The coefficient of such a monomial is then equal to

pj = 2 aic{®iwhereEj :{iegd,r—l jﬁl} .

i€k,

By definition of the set £; .1, there exists at least one sequence of constants ¢ such that o; # 0 for
some exponent ¢ in ;. Then, p; is a nonzero polynomial in ¢; and cannot vanish for all ¢; € Fan.
This implies that 2% ™°4 (2" ~1) appears in P, for at least one sequence of constants ¢ = (cy, ¢). It
directly follows that the set of all exponents appearing in the univariate polynomial MiMCy .[r] is:

Ear = {(dj) mod (2" — 1) where j < i,i€ Eyr_1} -
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Recalling that the algebraic degree of a transformation is given by the maximum of the
Hamming weights of the exponents appearing in the univariate polynomial describing the
transformation, we deduce that the maximum algebraic degree after r rounds, B}, is the maximal
weight of the elements in £y,

5.1.2 Algorithmic point of view

In this section, we propose another vision of Proposition 5.1 based on an algorithmic procedure.
First, let us notice that after one round of encryption, we always have £; ;1 = {0, d}. Then, we can
apply recursively Proposition 5.1 to construct &; . from &4 ;. In practice, this process relies on
two operations defined for any set of integers.

Mult; multiplies each element of the input set by d modulo (2" — 1):

N > N
Multy :
{jo, s je—1}  —{(djo) mod (2" — 1), ..., (dje—1) mod (2" —1)} ,

Cover returns the set of all elements covered by elements in the input:

NN s NN
Cover : ] ] o
{jos s jo—1} —{k<ji,i€{0,....0 —1}} .

Using these two operations, we can re-write Proposition 5.1 as follows:

Corollary 5.1. Letn andd < 2™ — 1 be two integers such that gcd(d, 2™ — 1) = 1. We have
Ea.r = Multy(Cover(Eqr—1)) -

We observe that only Mult; depends on the exponent of the round function, and that the
cardinality of its output is the same as the cardinality of the input, whereas for Cover, the cardinality
of the output is usually higher than the cardinality of the input. This process can be seen as a
tree, summarized in Figure 5.2, where each element in £, , can be seen like a child of an element
J € Eq,r—1 after applying Multy o Cover. We note that while each element in £; ;- has at least one
parentin £y .1, this parent might not be unique.

Lemma 5.1. Let & be any set of integers
(i) For any integersd,,ds

Multg, (Mu|td1 (5)) = Multg, (Multd2 (5)) = Multg, 4, (€) .

(ii) The input of the Cover operation is contained in its output:

E < Cover(€).

(iii) Foranyl > 1
Mult g (Sd)rfg) - 5d7r .

(iv) The operations Multy and Cover commute:

Multy (Cover(€)) = Cover (Multz(&)) .
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.

Cover

L 1
L 1
[ 1
1 1
. Y
J € E4,r—1 —{ Cover : P !
o
L 1
1

-+ —1Cover

Figure 5.2: Getting next-round exponents.

Proof. Welet& = {e;}i>0-
(i) The result trivially comes from the commutativity of the multiplication. We have
Multg, (Multy, (£)) = Multg, ({d1e; mod (2" —1)}) = {dadye; mod (2" — 1)},
implying that

|\/|U|'Cd2 (Mu|td1(5)) = Multdel(E) = Mu|td1d2(5) = '\/|U|'Cd1 (Mu|td2(5)) .

(ii) Firstlet us observe that any integer is covered by itself, i.e.for any e;, we have e; < e;. It then
directly follows that

€ ={ei}tiso € {k,k < e;}iz0 = Cover(&) .

(iii) We show this by induction on 4. First, the property is satisfied for / = 1 since 5,1 <
Cover(&4,r—1) from (ii), then using Corollary 5.1 we have:

Multg(Eq,r—1) < Multy (Cover(Egr—1)) = Ear -

Now, let us now assume that the property holds for ¢, then we have:

Mult ze+1 (5(1’7,,@,1) = Mu|td/z(|\/|u|td(5d’r,g,1)) by (i),
< Multge(Multg(Cover(Egr—e—1))) by (ii),
< Multge(Egr—r)) by Corollary 5.1,

< Ear by induction hypothesis,
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(iv) Let us notice that

Cover(&) = {k,k < ei}izo = { k, k = Z 20

£eSupp(e;)

and that

2k, k= Y 2h={kk= > 2L =Skk= > 2

£eSupp(e;) £eSupp(e;) £eSupp(2e;)

As a consequence
Multy (Cover(€)) = Cover (Multy(&)) .

O

From Corollary 5.1 and Lemma 5.1 we can then deduce that the maximal algebraic degree
never decreases when the number of rounds increases.

Proposition 5.2. For any integer d, (B}),»1 is a non-decreasing sequence:
By =Byl vr=2.
Moreover, when d is odd, we have
Ear—1S &gy, Vr=1.

Proof. Letd = szztéd)_l 2%, be the binary expansion of d with0 < /5 < ... < Cyi(d)—1- We will
first prove by induction on r, that Mult,e, (Eq,r—1) S Eqr-

e For r = 2: it holds since £;1 = {0,d}, so Multys, (E41) = {0,2%d}. In particular, 2% €
Cover(&4,1) so that:

Multye, (£4.1) = Multy(Cover({0,2%})) € Multy(Cover(E41)) = Eaz -

* Induction step. Let us assume that the property holds for £y ..

Multye, (E4,r) = Multye, (Multy(Cover(Eq,r—1)) by Corollary 5.1,
< Multg(Multye, (Cover(Egr—1))) by Lemma 5.1 (i),
< Multgy(Cover(Multye, (Egr—1))) by Lemma 5.1 (iv),
< Multg(Cover(&q,r)) by induction hypothesis,
=Eaqrt+1 by Corollary 5.1.

Finally, the result follows by observing that
wt(2%4 mod (2" — 1)) = wt(i) .

Indeed we have

B} = max{wt(i),i € g}
max{wt (i), € Multye, (Eq,r—1)}
max{wt(i),i € g r_1}

> Bt

VoWV

Vv

In particular, if d is odd, ¢y = 0, which implies that £ ,—1 = Multye, (Egr—1) S Eq - O
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Our main goal is then to estimate the algebraic degree of multiple iterations of MiMC,. As a
consequence, our focus is on the Hamming weight of the exponents. Because of Lemma 5.1 (iv),
we can reduce the size of £; ,- at each iteration by keeping only one representative per cyclotomic
class. In other words, if 2’z appears in £, we can replace it by « without loosing information
about the algebraic degree of the block cipher. More interestingly, if « is already in &4 ., it means
that we can simply remove 2'z from it. In practice, this significantly simplifies the computations.

5.1.3 Some Simple Applications

In this section, we propose some simple applications of the properties we have seen so far. A
pattern of particular interest is what we call a plateau. To understand what it corresponds to, let
us first consider a simple example with the cube as the iterated power function. For any input z,
the output of the composition of the first two rounds is

(B +ea) =2+ + 323+ . (5.1)

Note that it is also possible to use Proposition 5.1 for d = 3 to determine the exponents in the
univariate representation of two rounds of MiMC. Using that &5 ; = {0, 3}, we have:

&3 = Mults (Cover({0,3})) = Mults ({0,1,2,3}) = {0,3,6,9}.

We deduce that the composition of these two rounds is quadratic as its algebraic degree is equal
to max {wt(i), i € {0, 3, 6,9}}, which is equal to 2. It is counter-intuitive: we would expect the
algebraic degree to increase when a non-affine function is iterated. The algebraic degree that stays
constant between two rounds is precisely what we call a plateau. It may happen that a plateau
covers more than two rounds, as for the last rounds of the inverse transformation (see Section 5.4).

Definition 5.2 (Plateau). We say that there is a plateau for the algebraic degree of MiMC, between
rounds r and  + ¢ whenever:

./
Bit" =By Vi'=1,...,1.

Since (B]),>1 is a non-decreasing sequence, the existence and the frequency of plateaus are
the most relevant elements when estimating the degree of MiMC, after a large number of rounds.

First of all, we can prove that there will always be such a plateau between the first and second
rounds for all d of the form d = 2* — 1 for some k.

Proposition 5.3. Let I : x — % be a permutation of Fyn whered = 2F — 1, and ged(k,n) = 1.
Then, ifd* < 2™ — 1, we have:

deg®(F(F(x) + ¢)) = deg”(F),
where c is an arbitrary constant.
Proof. Since d = 2% — 1, it holds that Cover({d}) = {0, 1, ..., d}. It follows that
€42 = Multy(Cover(&4.1)) = Multy(Cover({0,d})) = Multq({0, 1, ...,d}) ,
so that we get

deg®((x® + ¢)?) = max{wt(e), e € E42} = max{wt(dj),j € {0,1,...,d}} .
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In order to prove that deg”((z? + ¢)¢) = deg®(F), it is then sufficient to show that wt(dj) =
wt(d) = k for any integer 1 < j < d. Suppose that j € {0, ..., d} is such that j = Zi:ol .2, where
¢ € {0, 1} for all £. We can thus write:

k—1 k—1 k—1
G = (25 —1) Y e = Ye2t Y 2.
=0 =0 =0

Using thatd = ZIZ;& 2¢ we can write

k—1 k—1
d—>le2' = Y(1—gp2",
£=0 £=0
Let j/ = j + 1. Then we have:
k—1 k—1 k—1 k—1
Jd=(G+1)d=) 2 +d— > 2" = 28+ Y (1—g)2",
=0 =0 =0 =0

where

k—1 k—1 k—1
wt <Z 652k+£> = wt (Z 552‘Z> = wt(j) and wt (Z (1— 6@)2[> =k —wt(j).
=0 =0 =0

As a consequence, the Hamming weight of dj’ for any j' € {1, ..., d} is equal to k.
O

Let us come back to the particular case d = 3. We can observe another plateau during the first
four rounds of MiMCs. Indeed, by using Proposition 5.1 again, we can easily construct the sets
£33 and &3 4 to determine the degree at rounds 3 and 4 of MiMCs. First, let us observe that:

Es.3 = Mults (Cover(&; 2))
—{0,3,6,9,12, 18,24, 27} ,

implying that the algebraic degree at the third round is wt(27) = 4. Then, using that
&34 = Mults (Cover(&33)) ,
we deduce that the maximum-weight exponents in &5 4 are
{27,30,51,54,57,75,78} ,

so that the algebraic degree is also 4 after the fourth round.

Therefore, there are two plateaus in the growth of the degree during the first four rounds of
MiMCs. So a natural question is then whether there are other plateaus in the following rounds,
and if so, how often they appear. Thanks to Proposition 5.1 we can construct the exponents
appearing at each round using those of the previous round. A simple C implementation of this
procedure allowed us to determine the algebraic degree as depicted on Figure 5.3. We will refer to
it as the observed degree or exact degree. In the remaining part of this chapter and Chapter 6 we
will understand more precisely when these plateaus appear. We will also study other instances
of MiMC. In particular, we will see that for d = 2¥ — 1 there are also other plateaus but their
frequency decreases as k increases.
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28 | == MiMC3
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
Rounds

Figure 5.3: Observed algebraic degree of MiMCs (forn = 31).

5.2 Sparse univariate polynomials

As we have already seen, the algebraic degree can be easily derived from the univariate form of the
polynomial describing the transformation. Then, if we could determine the form of the univariate
polynomial by describing more precisely the set £; . of exponents of monomials with non-zero
coefficients, this would give us a more precise bound on the algebraic degree. So, in this section
our aim is to show that some families of exponents never appear in the univariate form of the
polynomial describing MiMC,.

To better describe the pattern followed by missing exponents we have chosen to represent
them with an array of active and non-active squares. We explain the representation in Figure 5.4.

2] 3]
6|7

ooqko‘
@Lﬂ»—*‘

101
1213|14|15

—

(a) Representation modulo 16. (b) Active exponents modulo 16.

Figure 5.4: Representation of the exponents of v* + 2° + 2'® + 225,

Then in Figure 5.5 we show the exponents that might appear in the univariate form of MiMCg4[r].
Exponents are represented modulo 64, and each non active square means that the corresponding
exponents are missing. This indicates that some polynomials have a very sparse representation.
In the following we will explain why such exponents can not appear in the univariate polynomial
representation of MiMCy[7]. In Section 5.2.1 we will focus on the case where d = 1 mod 27 and
j > 1, and in Section 5.2.2 we will study the case where d = 27 — 1 mod 271,
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(a) For MiMCs. (b) For MiMCs. (c) For MiMCy. (d) For MiMCy.
|
-

(e) For MiMCjs. (f) For MiMCi7. (g) For MiMCs. (h) For MiMCss.

Figure 5.5: Representation of exponents modulo 64 for some instances of MiMCy.

5.2.1 Missing exponents for MiMC,, with d =1 mod 2/ and j > 1

The mappings z? is a specific case of Gold functions [Gol68], i.e. of 2¢, with d of the form 27 + 1.
Let us investigate the general case for such permutations.

Proposition 5.4. [McES7] The mapping x® withd = 27 + 1 is a permutation inFyn if and only if
n/ged(j,n) is odd.

Proposition 5.5. LetEq,, be the set of exponents in the univariate form of MiMCy [r], whered =
27 + 1 withj > 1. Then, anyi € &4, satisfies

i mod 27 € {0,1} .
Proof. We prove it by induction on . First, it holds at round 2, since
Eao=1{0,27 +1,2%7 429 227 4 29F1 4 1},

Then, let us assume that the property holds for £, i.e., any i € £;,- can be written i = a2’ + ¢
withe € {0,1}. Let#’ < 4. Then, i = a’27 + &’ witha’ < a and &’ < . Moreover,

di' = (29 +1) (a2 + &) =22 +& +d)+¢
= ¢/ mod 27 .
Then, it follows that any ¢ = di’ € £;,,+1 is such that £ mod 27 € {0,1}. O

Proposition 5.5 implies that, for any d such that d = 1 mod 27 and j > 1, all exponents in
the univariate form of MiMC,4[r] are necessarily equal to 0 or 1 modulo 27. It also shows that the
univariate polynomial describing MiMC,; gets more and more sparse when j increases.

In particular, in the first rounds more missing exponents can be observed as illustrated in
Figures 5.6 and 5.7 for MiMC5 and MiMCg respectively. Indeed, in Corollary 5.2, we prove that
for all rounds r < 27, the polynomials representing MiMC, are more sparse than predicted by
Proposition 5.5.



5.2. Sparse univariate polynomials 117

= H E FE

(a) Round 1. (b) Round 2. (c) Round 3. (d) Roundr > 4.

Figure 5.6: Representation of exponents modulo 16 for MiMCs.

" My !

(a) Round 1. (b) Round 2. (c) Round 3. (d) Round 4.

[
(e) Round 5. (f) Round 6. (g) Round 7. (h) Roundr > 8.

Figure 5.7: Representation of exponents modulo 64 for MiMCy.

Corollary 5.2. Let&y,, be the set of exponents in the univariate form of MiMCg4[r], whered = 27 +1.
Then, anyi € Eq,, satisfies

27,
0

J

imod 2% € {72, (v +1)27 + 1, with0 <y <r—1} if
imod 27 € {0,1} if

VoA

r
-
Proof. Suppose that r < 27. We prove the result by induction on r. It holds at round 1, since
Ea1=1{0,27 +1} = {2/, (v + 1)2 + 1, v = 0} .
Let us now assume that the property holds for £; ,, i.e., any i € &, satisfies
imod 2% € {42/, (y+1)2/ + 1,y =0,...r — 1} .
First we notice that
Cover({y27, v =0,...7 —1}) = {427,y =0,...r — 1},
and
Cover({(y +1)2/ + 1,7 =0,...r —=1}) = {1,(v + )27, (v + 1)2/ + 1,y = 0,...r — 1} ,
implying that i’ € £+ satisfies
i e {(27 +1)(v27), (27 + 1)(v27 + 1),y =0,...7} ,

that is , 4 '
i mod 2% € {427, (y+1)2/ +1,v=0,...7} .
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Ifr = 27 we have
{imod 2% € {42/, (v +1)2/ + 1, y=0,...r —1}} = {imod 27 € {0,1}} .

Finally, if » > 27, the result corresponds to Proposition 5.5. O

5.2.2 Missing exponents for MiMC,, with d = 2/ — 1 mod 2/*!

Let us now investigate other instances of MiMC. While the cube is one example of Gold functions,
the polynomials representing MiMC3 do not behave as previously described. Indeed applying
Proposition 5.5 would mean that the exponents that might appear in the polynomials are equal to
0 or 1 modulo 2. Although such an observation is true, this does not give any clue on the possible
sparsity of the polynomials. In this section we see that the polynomials representing MiMCs,
and more generally the polynomials representing MiMC, where d = 27 — 1 mod 2771, also have
missing exponents.

5.2.2.1 A first example with MiMC;g

Proposition 5.6. LetEs . be the set of exponents in the univariate form of MiMCs|[r], as defined in
Proposition 5.1. Then, any1 € E3 , satisfies

1% 5,7mod 8 .
Proof. We prove the result by induction on 7.
e For r = 3: the property is satisfied since
&3 =1{0,3,6,9,12,18,24, 27} .
So 15,21 ¢ &3 3 meaning that each element of & 3 is different from 5 and 7 modulo 8.

* Induction step: Let us now assume that the property holds for &5 ., i.e., for any integer i €
&s,» we have i # 5,7 mod 8. It follows that, for any j € Cover(&; ,.), we have j # 5,7 mod 8.
Indeed, let us recall that

Esr+1 = {37, such that j € Cover(&;,,.)} .

But, if j mod 8 € {0, 1,2, 3,4, 6}, then we necessarily have 3j mod 8 € {0, 1,2, 3,4,6}. Asa
consequence, any i € £ .11 is such that¢ # 5,7 mod 8.

This proposition implies that the degree of MiMC3[r] cannot exceed
ks, := |rlogy 3|

since &, < {i :4 < 3"} < {i : i < 2k2~+1} Indeed, the only integer i < 2¥2*! of weight strictly
greater than k3 ;. is 2F3.-+1_1 which does not belong to &s - since it satisfies 2ksr+1_1 = 7 mod 8.
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5.2.2.2 Generalization

The mappings z* is another specific case of functions x¢ with d = 2/ — 1. In this section we
generalize Proposition 5.6 to MiMCg,, where d is any integer such that d = 2/ — 1 mod 27!
(5 # 0).

Proposition 5.7. Let &y, be the set of exponents in the univariate form of MiMC,[r], whered =
27 — 1. Then, anyi € E,,, satisfies

imod 297 € {0,1,...27}U{27 + 2v such thaty = 1,2,...2771 — 1} .
Proof. We prove the result by induction on r. It holds at round 2. First, let us recall that
Eiz2={dk,ke{0,...,d}}.
If k = 1+ 2k’ is odd we have
dk mod 277! = (27 —1)(1 + 2k') =27 — (1 + 2k'),
with k € {0,1,...2971 — 1}. Therefore, we have
dk mod 277! € {2y + 1withy = 0,1,...2771 —1}.
If k = 2k’ is even we have
dk mod 2771 = (27 —1)2k' =27 +2(2771 — k),
with k € {0,1,...29=1 — 1}. Therefore, we have
dk mod 2711 € {0}U{27 + 2y withy = 1,2,...27" 1 —1}.

In particular, this implies that any i € £, » satisfies

imod 27T € {0,1,...273U{27 + 2ywithy =1,2,...2771 —1}.

Let us now assume that the property holds for £y ., i.e., any i € £, , satisfies

imod 27Tt € {0,1,...273U{27 + 2ywithy =1,2,...2771 —1}.

It follows that, for any k € Cover(&,,,.), we have
kmod 2771 ¢ {27 + 2y + 1withy =1,2,...2971 — 1} .

Any element i in £q 41 is given by i = dk with k € Cover(&,,,). Bu, if k is such that

kmod 27t € {0,1,...27}U{27 + 2ywith ...y =1,2,2771 — 1},
then we necessarily have

dk mod 277! € {0,1,...273U{2 + 2ywithy = 1,2,...277 1 — 1} .
Indeed, as we have seen previously if k € {0, ..., d} then

dk € {0}U{2y + 1withy = 0,1,...2971 — 1}U{2’ + 2ywithy =1,2,...277 1 — 1} .



120 Chapter 5. Univariate polynomial representation and algebraic degree of MiMC

Power of the iterated function Form of missing exponents Rate of missing exponents

3,11,19,27,35,43,51, 59 emod 8 € {5,7} > 25%
5,13, 21, 29,37, 45,53, 61 e mod 4 € {2, 3} > 50%
7,23,39,55 e mod 16 € {9, 11,13, 15} > 25%
9,25,41,57 emod 8 € {2,3,4,5,6,7} > 75%
15,47 e mod 32 € {17,19,21...31} > 25%

17,49 emod 16 € {2,3,4,5...15} > 87.5%
31 e mod 64 € {33,35,37...63} > 25%

33 emod 32 € {2,3,4,5...31} > 93.75%

Table 5.2: Missing exponents for MiMCy, d < 61.

Then, letk = 2/ + 2y wherey € {0,1,...27~! — 1}. We have
dk mod 271 = (29 — 1)(27 +29) = 20 +2¢(27 — 1),
implying that
dk mod 29! € {2ysuchthaty =1,...2771} .
It follows that any i € €4, is such that
imod 27T ¢ {27 42y + 1,y =1,2,...2771 —1}.
O

This proposition implies that for any d such that d = 2/ — 1 mod 27+, then all exponents
modulo 2/*! in the univariate form of MiMCg4[r] are necessarily equal to an even integer or lower
than 27 .

While most of the primitives use an iterated function defined by a low degree exponent (usually
the smallest one), we also aim at giving a comparison between different exponents. We note that
for any choice of the exponent d for the iterated power function in MiMC, at least one fourth of
the exponents never appear.

Although it is not known at this stage how to exploit efficiently sparse univariate polynomial
representations to build distinguishers, we would like to point that even if Gold functions are
particularly interesting because of their low degree, using them might be risky given the very
sparse univariate representation of MiMC in this case.

In this section we have considered polynomials such that the secret key is part of the round
constants since this does not change the algebraic degree. We note also that the same is true for

the families of exponents that are missing in the univariate form of the polynomials representing
MiMC,.

Remark 5.1. The results of the Proposition 5.5, Corollary 5.2 and Proposition 5.7 are still valid if
we add a whitening key before applying MiMC as defined on Figure 5.1. Indeed, if F'(z) = Y., a;27,
then we have

F(x + k) = Zai H(JJ + k‘)2£ = ZO&Z' 1_[(.%‘2[ + ]{22) = Zai Z :L‘ZZEJQZCZZEI\J 2¢ ,
i Lel i lel i JcI

where I = Supp(:), and the above properties remain valid for any element i’ such that i’ < 1.

Then the only difference in the univariate representation is that when omitting the whitening
key we have only multiples of d.
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5.3 Bounding the degree

We now mainly focus on the algebraic degree of MiMC, over Far, i.e., on the value of B);. As already
mentioned, the algebraic degree can be derived from the univariate representation of MiMC,.
Therefore, the missing exponents exhibited in Section 5.2 will allow us to determine bounds on
the algebraic degree of MiMC,.

First, we notice that a trivial lower bound can be exhibited. Indeed, if the univariate degree
d" is lower than 2" — 1, then the monomial 2% appears in the polynomial and its coefficient is
always 1, independently of the choice of the round constants and therefore never vanishes. Then,
knowing that B}, is a non-decreasing sequence (see Proposition 5.2), this obviously defines a lower
bound:

B > max{wt(d"),i <r} . (5.2)

Obviously, as long as the degree of the univariate polynomial does not exceed 2" — 1, the
algebraic degree of r rounds of MiMC, is upper-bounded by [log,(d")] = [rlog, d]. But this
bound, used in [Eic+20] to set up integral attacks, can be easily improved by showing that the
elements in £y, satisfy some particular properties.

More precisely, in this section we aim at better understanding the behaviour of the algebraic
degree using the sparse univariate polynomial representation. In particular we show that for
some instance of MiMC, the difference between the observed degree and &, , := |rlog, d| is
high in the first rounds as illustrated in Figure 5.8. We recall that by observed degree, we mean
the degree computed with a C program implementing the procedure of Corollary 5.1. Since
computations become more expensive while using higher-degree permutations, we choose to
represent instances of MiMC, until d = 17 for » = 7 rounds.

MiMC3
g e e . A +
97 _e- MiMCs /*- T s
8- —%- MMC; 7 4
’
-&- MiMCg S ™
71 ) 7 =
-#- MiMCis s S
N
67 —4- MMCy; PPl *
(=1 -
&5 o /0— ----- * -
)1 P S.a
44 7 #~ 8 J
r 'l ~
7/ ’I ~
3 A - r—————— -~ ——— o ———— -
/! ra ~
I ’ ~
2 1 e e e B e
P -
S R ‘-._\\ P
1 < S ——= & S *
2
0 T — : ‘ T T T
1 2 3 4 5 6 7
Rounds

Figure 5.8: Gap between the observed degree of MiMC, and kg .
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5.3.1 Bounds for MiMC,; with d = 27 + 1

To bound the algebraic degree, we use the sparsity of univariate polynomials proved in Section 5.2.1
and the divisibility of exponents modulo d. Let e be an integer writtenase = >_ o) 2¢, By first
investigating the value of each 2 mod d, we can then deduce the value of e modulo d, and so can
conclude whether e can appear as an exponent in the univariate polynomial representation of
MiMC,.

So let us first consider the powers of 2 modulo d.

1€Supp(

Lemma5.2. Letd = 27 + 1, then

4 i mod 2j ifi = i i
2'mod d = {z — 9(i mod 2))—j ZZ = 3+1 J m;j iJl mod 25 .
Proof. We first prove the case for ¢ < 25 and then generalize to any ¢.
e Ifi =0,...,7,thend > 2% 50 2* = 2¢ mod d.
e Ifi=5+1,...,25 —1,then
20 =27 .20 = (20 4 1)29 — 2779 =d — 2" mod d.
* Finallylets’ > 2j be such thati’ = i + £ - 2j with i < 2j. By observing that 2%/ = 1 mod d

since d | (227 — 1), we have

2" =20 (2%) =2 mod d.

From Lemma 5.2 we can then deduce some criteria for the divisibility of any integer by d.

Lemma5.3. Letd = 27 + 1, such thatj > 2, and letky,, = |rlog, d|. Then2*a.r+1 — 2t —d 4 2,
with ¢ € {0}U{27,29 + 1,...kq,}, is divisible by d if and only if

(kg,r mod 24, ¢ mod 25) € {(0,2),(j —1,0), (j + 1,5 + 1)} .

Proof. First, let us observe that if (kg , mod 2j) € {0,j — 1, + 1}, then Lemma 5.2 implies that
(kg mod 2j, £ mod 2j) € {(0,2), (5 —1,0), (j + 1,5 + 1)} in order to have d|2k¢.~+1 — 2¢ —d + 2.
Then, we suppose kg, = v mod 2j ¢ {0, — 1,j + 1}, and we distinguish 3 cases:

1. ymod 2j € {1,...5 — 2}
2kd,r+1_25_d+2=27+1—2€+2m0dd7

where (27! +2) € {6,10,...,2/71 4 2}. According to Lemma 5.2, no power of 2 is equal
to such a value modulo d.

2. ymod 25 = j, then
gkartl ot _d42=2(2"+1)-2'~d=—-2"modd,

which is never divisible by d.



5.3. Bounding the degree 123

3. ymod2je{j+2,...2j — 1}
okartl _ ol g1 9 =27t _ 9l L 2 modd,

where (27! 4 2) € {273 + 2 ... 2% 4 2}. According to Lemma 5.2, no power of 2 is equal
to such a value modulo d.

O

Using Lemma 5.3 we can then define an upper bound on the algebraic degree of MiMC, when
d=27 +1.

Proposition 5.8. Letr > 1. The maximal algebraic degree of MiMCy[r], withd = 27 + 1, satisfies:

A\

- {kd,r—j+1 ifkg, mod 2j € {0,5— 1,7 + 1},
d\

kgr—7J otherwise .

Proof. As stated in Proposition 5.5, any exponent i € £, is such that i mod 27 € {0, 1}. Then, the
only possible exponents w such that wt(w) = kg, — j + 1 are necessarily of the following form:

(2kartt 97 4 1) —2f = Qkartl ot g4 9.

Then, using Lemma 5.3 we can directly conclude that such exponents exist only if k4 , mod 2j €
{0, — 1,7+ 1}. O

This bound can be refined on the first rounds using Corollary 5.2 since we can identify more
missing exponents. In Figures 5.9a and 5.9b we compare our upper bound given in Proposition 5.8
and the lower bound given in Equation (5.2) with the observed degree for MiMC5; and MiMCy
respectively.

= = [logy5'] 284 == llogz9'] -
207 =~ Lower Bound ,’ 264 —d— Lower Bound //
| =%= Upper Bound s =%- Upper Bound rd
18 ” 24 -

J Observed degree for MiMCs 1 Y Observed degree for MiMCg

b 127 316
=3 o
& 104 g1
12 4
8
10
6 84
44 64
r
2 5
T T T T T T T T T
1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9
Rounds Rounds
(a) MiMCs (b) MiMC,q

Figure 5.9: Comparison between our bounds and the exact degree of MiMCy, d = 27 + 1.

Let us compare our bound, given in Proposition 5.8 and other bounds obtained, following
our work on MiMCg, in [Liu+23a; Cui+22]. The method from [Liu+23a] relies on a specific
representation of exponents called the “coefficient grouping strategy” which allows to efficiently
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convert the problem of finding the algebraic degree into an optimization problem. We will give
more details on such procedure in Chapter 7. In [Cui+22], the authors rely on the division property.
By introducing propagation rules of monomials with an efficient modelisation for solvers, their
searching tool is able to compute very tight bounds for the algebraic degree. Our approach is
different since it does not rely on a solver but on a better understanding of the univariate form
of the polynomial describing the transformation. While our approach does not improve or even
reach the same precision as other methods, we would like to stress that the analysis we provide
is valid for any number of rounds and is not limited by the computational performances of a
computer.

30 { == Our first bound [BCP23]
g1 =¥+ Bound from [LAW+23]
26+ * - Bound from [CHWW22]
24 4 —®— Our new bound
224 Y% Observed degree for MiMCq
20

v 18 1

o
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6
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54

10
Rounds

Figure 5.10: Comparison between various bounds on the degree of MiMCy.

5.3.2 Bounds for MiMC,; with d =27 — 1

In light of Section 5.3.1, we also investigate bounds for the algebraic degree of MiMC, using the
knowledge of missing exponents (see Proposition 5.7) and the divisibility by d of any integer.

5.3.2.1 First example with MiMC3

We now exhibit a more accurate upper-bound on the degree of MiMCs, which makes use of the
following result.

Lemma 5.4. [Her36] The equation 2* — 3V = 5 admits only two solutions (z,y) = (3,1) and (5, 3).
Proposition 5.9. Let ks, = |rlog, 3|. Then, for allr > 4, we have
2ksrtl 5> 3",
Proof. The proof depends on the parity of k3 ,..
e If k3, is odd so that k3 . = 2k + 1, it is enough to show that

37’ ¢ {22k+2 _ 5, 22k+2 _ 4’ 22k+2 _ 37 22k+2 _ 2, 22k+2 _ 1}

9
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since 3" < 22++2 by definition of k3 ,.. As 22*+2 = 1 mod 3, it follows that

22k+2 _3=1mod3 and 2%*2_5=2%*+2_9=29mod3,
sothat3" ¢ {22k+2 5 22k+2__3 92k+2_ 91 Then 22k*+2 —4 and 22¥*2 — 1 are both multiple
of 3, but 3" # 2%+2 _ 4 since 22¢*2 — 4 = 4(22* — 1) and 3" is not a multiple of 4, and
3" # 22k+2 1 since 22*2 — 1 = 7 mod 8, and for any power of 3 we have 3" mod 8 € {1, 3}.
We deduce that 3" < 22k+2 _ 5,

e Similarly, if k3 ,. is even, so that k3, = 2k, we first prove that
3’)" ¢ {22k+1 —4 22]€+1 _ 3 22k‘+1 _9 22k7+1 - 1} .

As 226+ = 2 mod 3, it follows that

226+l _3=92mod3 and 2%t —4=2%%*1_1=1mod3,

so that 3" ¢ {22k+2 _ 4 22k+2 _ 3 92k+2 _ 1} Then 22**! — 2 is a multiple of 3, but
3" # 22k+1 _9gince 22k*! — 2 = 2(2%% — 1) and 3" is odd. Finally, according to Lemma 5.4,
the equation 3" = 22*+1 — 5 has no solution for r > 4. We deduce that 3" < 22F+1 — 5,

O

Proposition 5.10. For anyr > 4, the algebraic degree after r rounds of MiMCs satisfies
By <2 x [kg,/2— 1],

where ks , = |rlog, 3|.

Proof. Let us observe that

k3, —1 1ifks, =1 mod?2

2 k‘r2_1:
x [ks,r/ | {k’g,r—2 ifks, =0mod 2.

Then, we first show that the algebraic degree at round r is at most k3 ,, — 1 whatever the parity of
ks .

Assuming the degree is k3 ., this would mean that there exists w € &, such that wt(w) = k3 .
By definition of k3 -, w should be of the form 2%+ 1 — 2/ — 1 with 0 < j < k3 .. However such
exponents are either non-divisible by 3 or missing. Indeed, we know from Proposition 5.6 that,
when j ¢ {0, 2}, exponents 2¥3.-+1 — 2/ — 1 are missing since 2*3»*1 — 2/ — 1 mod 8 € {5, 7}. And
for j € {0, 2}, we derive from Proposition 5.9 that

ofartl _9j _ 1 > oksrtl _ 55 37
implying that these exponents do not belong to &3 ;..

Now, let us prove that, when k3 . is even, the degree cannot be k3, — 1. Similarly, the only
possible exponents of weight k3 ,. — 1 are of the form

w =2kl 27 90 1 with0 <i<j<ks,.
Such exponents are all equal to 5 or 7 modulo 8 except when 4 or j belongs to {0,2}. If i or j
is equal to 0, then w = 2F3-+1 — 2¢ _ 2 andifi or j is equal to 2, then w = 2F3-+1 — 26 _ 5,

However when k3 . is even, 2%+ 1 — 2 and 2%s.»+1 — 5 are both divisible by 3 implying that neither
2ka.r+1 2t _ 9 nor 2ks-+1 — 2¢ _ 5 can be divisible by 3. O

From Equation (5.2) page 121 and the previous proposition we deduce that the algebraic degree
of MiMCj satisfies the following relation:

max{wt(3"),i < r} < B} <2 x [k3,/2 —1].
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5.3.2.2 Generalization

One particular point of interest in this section is to detect the presence of plateaus. In Section 5.1.3
it has been proved that there is always a plateau between the first two rounds of MiMC; where
d = 27 — 1. Moreover, when d = 3 such plateaus occur each time that k3 , is odd and k3,1 is
even (the complete proof will be given in Corollary 6.3 after proving that the upper bound given in
the previous section is exact). Here, we aim at generalizing this result. Studying an upper bound
on B}, we show that we can observe a plateau between round r and 7 + 1 when kg, = j —1 mod j
and k4 r+1 = 0 mod j. However, unlike for MiMC3;, we are not yet able to prove that our bound is
exact.

We start by investigating the divisibility by d of any integer. First let us have a look at powers of
2 modulo d.

Lemma5.5. Letd = 29 — 1, then
2  mod d = 2! ™47,
Proof. We first prove the case for i < j and then generalize to any i.
e Ifi =0,...,5—1,thend > 2¢s0 2! = 2/ mod d.
e Finally fori’ > j, such thati’ =i + £ - j withi < j, we have
27 = 2" (27) =2 mod d.
O
As a consequence of Lemma 5.5, we deduce some criteria for the divisibility by d of any integer.
Lemma 5.6. Letd = 2/ — 1, such that j > 3. We have
d|2%a-=% _ 1 ifand onlyif kg, = k mod j .

Let k be an integer such that0 < k < j. For all integers A € {—1,0,1,...k — 1} we define

k—X\
ex = 2kar=A Z 2t 1. (5.3)
=1

Then, there exists {is}1<o<i—x € [0, kar — X — 1]

(kgrmod j)e{A+1,...,k}.

such thatey i, is divisible by d if and only if

Proof. Letus notice that the first statement is a direct consequence of Lemma 5.5 since 2F¢~—% — 1
is divisible by d if and only if k4 ,, — k is divisible by j.

Then, let k and X be integers such that 0 < k¥ < jand A € {—1,0,1,...k — 1}. Then let
k = kg, mod j.

¢ if K € [A + 1, k] then we have

k=X k=X
exp =28 A = N gl =" A 1= N 9% mod d,
(=1 =1
where (2°7* — 1) € [1,2*=* — 1], such that wt(2*~* — 1) = k — X € [1, k — A]. Such a value
can be obtained with a sum of £ — A powers of 2 modulo d since, according to Lemma 5.5,
wt (3020 27 mod d) <k — A,
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¢ if 5 € [0, A] then we have

k—X k=X
exp =280 = Nl 1 00t g N 9 mod d,
=1 =1

where (201572 —1) € {2772 —1,...,2/ —1},such that wt(2/ "2 —1) = j+r—A € [ -\, j].
Such a value cannot be obtained with a sum of k£ — X\ powers of 2 modulo d since, according
to Lemma 5.5, wt ( =X 90t mod d) <k—A<j—A\

e ifk € [k + 1,5 — 1] then we have

k—X ] k—X )
exk = 2kd,r—>\ _ Z 2t _ ] = 2'{_)‘ —1— Z 2* mod d,
=1 =1

where (257 — 1) € [2F+1-A — 1,201 — 1], such that wt(2"* — 1) =k —Ae [k +1—
A,j — 1 — AJ. Such a value cannot be obtained with a sum of k¥ — X\ powers of 2 modulo d

since, according to Lemma 5.5, wt ( if;l’\ 2t mod d) <k-A<k+1-M\

It follows that
d| ey ifand onlyif (k4 mod j)e {\+1,...,k}.

O

Remark 5.2. We notice that we do not require the {i,}1<¢<x— to be distinct since our proof relies
on inequalities for the Hamming weight. Moreover, for some cases, the only possibility to have an
integer divisible by d is to allow some of the {iy}1<¢<x—» to be identical. For example, let A = —1,
k =1and k4, = 0 mod j. Then we have:

)

2
eoqq =28t Yo 1=2-27 22 —1=1-2"-2"modd,
=1

implying that we require that i; = i> = j — 1 so that 2 + 22 = 27 = 1 mod d.

However, in the following Proposition 5.11, we do care about the precise Hamming weight
of exponents so we will only consider integers e, j, such that the {is}1<¢<x—» are distinct. This
condition does not change the fact that for (k4 mod j) € {k+1,...,j — 1}, the integers e, , are
not divisible by d.

Example 5.1. Let us take some examples for d = 15 = 2* — 1. We have 15 | 2¥15.-=% — 1 ifand only
if k15, = k mod 4. For A\ = —1 and k = 0 we get that 2F15.»+1 — 201 — 1 js divisible by 15 if and
only if k15 » = 0 mod 4. The firstindex such that k5, = 0 mod 4 is r = 33, so that k5 33 = 128.
Indeed, fori; = 0 mod 4 we have 15 | 2129 — 2% — 1 since

2129 _ 24(1 1= 2129 _ 24a+1 + 240. -1

— 24a+1(2128—4a _ 1) + (24{1 _ 1)

and both terms are divisible by 15 (we use that 15 | 2* — 1 if and only if 4 | u).
We also have for instance that 2¥15.-+1 —2i1 —2i2 1 js divisible by 15 ifand only if k15, mod 4 €
{0,1}. The first index such that k15, = 1mod 4 is r = 22, so that k1520 = 85. Indeed, for
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i1 = 0 mod 4and iy = 1 mod 4, fori; = 1 mod 4and i = 0 mod 4 we have 15 | 286 — 241 —2¢2 1,
For instance, we can check that:

286 _ 24(1 _ 24b+1 — 1= 286 _ 24a+1 4 24LL _ 24b+2 4 24b+1 -1

_ (286 _ 24b+2) + (24b+1 _ 24a+1) + (24a _ 1)

_ 24b+2(284—4b _ 1) + 24a+1(24b—4a _ 1) + (24a _ 1)
is divisible by 15.

Similarly, if \ = 1 and k = 2, then 2%15.-=1 — 241 — 1 js divisible by 15 if and only if k15, =
2 mod 4. The firstindex such that k15, = 2 mod 4isr = 11, so that k15,17 = 42. Fori; = 0 mod 4
we have 15 | 24! — 2% — 1 since
241 _ 24(1 _ 1 — 241 _ 24H.+1 + 24(1 _ 1
— 24(1(240—4(1 _ 1) + (24(1 _ 1)

is divisible by 15.

Lemma 5.6 then enables us to define an upper bound on the algebraic degree of MiMC, when
d=2 —1.

Proposition 5.11. Letd = 2 — 1, such thatj > 2. Then,
Bg < k'd,r — (k'd,r mod j) .

Proof. Letk = kq, mod j. Let us assume that £, , contains some exponent e of Hamming weight
kqr — k' for some k' < k. Then, any such exponent e satisfies log, e < kg ,. It is then necessarily
of the form 2*¢.-=*" _ 1 or of the form of Equation (5.3) with distinct {i;}1<¢<x—x- In Lemma 5.6,
we have shown that such an integer is divisible by d if and only if (k4 mod j) € {A +1,...k'}.
As k > F/, those integers cannot belong to &, meaning that all exponents are necessary of
Hamming weight w < k4, — k. It directly follows that the degree of MiMCj; after r rounds satisfies
Bg < kdﬂn — (kdﬂn mod j) O

From Lemma 5.4, we deduce that the equation 2 = 3" + 5 has no solution for r > 4. Then in
Lemma 5.7 we generalize this result.

Lemma5.7. Letd = 29 — 1 be such that3 < j < 7. Ifkq, = 0 mod j, then the equation:
2k =d"+27 +1
has no solution (k, j,r) forr > 1.

Proof. First let us notice that 2¥ = d" + 2/ + 1 has a solution forr = land k = j + 1. So
d” = —27 — 1 mod 27*!, Let us suppose that » > 1, then we have & > j + 1. In the proof we
will look at each case separately. The general idea is to study congruences modulo powers of 2 to
obtain a contradiction.

Ifj = 3, weneed 7" = —9 mod 2%.

* First let us consider congruences modulo 24, As 7! = 2* — 9 = —9 mod 2* and the order of
7inZ/2*Zis 2, thenr = 1 + 2r;.

* Let us take congruences modulo 2°. As 7! # —9 mod 2° and the order of 7 in Z/25Z is 4,
thenr =1+ 2r; =1+ 2(1 + 2r3) = 3 + 4rs.
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* Let us consider congruences modulo 26, As 7' # —9 mod 2° and the order of 7 in Z/2°Z is
8 thenr =3+ 4ro =3 +2(1 +2r3) =7+ 8r;.

* Let us take congruences modulo 27. As 7! # —9 mod 27 and the order of 7 in Z/277Z is 16,
thenr =7+ 8T3 =7+ 8(1 + 27"4) =15+ 167’4.

* Finally let us consider congruences modulo 17. Using that 7'6 = 1 mod 17, we have
ok =77 49 =710 4 9 =75 1 9=54+9=14mod 17.
However, no power of 2 is equal to 14 modulo 17 (see Lemma 5.2).
If j = 4, we have 15" = —17 mod 2°. We use the same procedure as for j = 3.
e First we have 15! # —17 mod 2% fori = 6,7,8,9,10, 11, 12.

e InZ/2Z, fori = 5,6,7,8,9,10, 11, 12, the order of 15 is respectively
2,4,8,16,32, 64,128, 256 implying that r = 255 + 2561,

e Then, using that 152°6 = 1 mod 257, we have
28 — 15" 4+ 17 = 1525942567 | 17 — 152 4 17 = 120 + 17 = 137 mod 257 .
However, no power of 2 is equal to 137 modulo 257 (see Lemma 5.2).
If j = 5, we have 31" = —33 mod 25. We use the same procedure as for j = 3.
e First we have 31' # —33 mod 2° fori = 7, 8,9, 10, 11.

» InZ/2'7Z, fori = 6,7,8,9,10, 11, the order of 31 is respectively 2, 4, 8, 16, 32, 64 implying
that r = 63 + 64r'.

164

e Then, using that 3 = 1 mod 65, we have

2% = 31" 4 33 = 3193+64" 1 33 — 3153 1 33 = 21 + 33 = 54 mod 65 .
However, no power of 2 is equal to 54 modulo 65 (see Lemma 5.2).
If j = 6, we have 63" = —65 mod 27. We use the same procedure as for j = 3.
* First we have 63' # —65 mod 2¢ fori = 8,9,10,11,12,13, 14.

e InZ/2'Z, fori = 7,8,9,10,11, 12,13, 14, the order of 63 is respectively
2,4,8,16, 32,64, 128, 256 implying that r = 255 + 2567,

e Then, using that 632°° = 1 mod 257, we have
2% — 637 4 65 = 632°5+2%" 1 65 = 6325° + 65 = 102 + 65 = 167 mod 257 .
However, no power of 2 is equal to 167 modulo 257 (see Lemma 5.2).

If j = 7, we have 127" = —129 mod 28. We use the same procedure as for j = 3.

* First we have 1271 # —129 mod 2 fors = 9, 10,11, 12,13, 14, 15.
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» InZ/2'Z, fori = 8,9,10,11, 12,13, 14, 15, the order of 127 is respectively
2,4,8,16, 32,64, 128, 256 implying that r = 255 + 2567,

* Then, using that 127?°® = 1 mod 257, we have
oF — 1277 4+ 129 = 127255+256r" 4 199 — 127255 1 129 = 85 + 129 = 214 mod 257 .

However, no power of 2 is equal to 214 modulo 257 (see Lemma 5.2).

Proposition 5.12. Letd = 27 — 1, such that2 < j < 7.Thenifky, = 0mod j, we have:
okartl 9l _ 1> (",
wherer > 4 ifd = 3 andr > 1 otherwise.

Proof. Proposition 5.9 shows that the results holds for j = 2i.e.d = 3. Then for j > 3, let us
notice that it is sufficient to show that d" is neither equal to 2¥¢-+! — 2/ — 1 nor to 2Fe-*1 — 2,
since any integer 2%¢-+1 — 27 — 1, where i # 0 mod j is not divisible by d. Then 2*4-+1 — 2 s
even, while d" is odd, implying that d" is not equal to 2+ — 2, Finally, Lemma 5.7 shows that
the equation 2%¢»+1 — 27 — 1 > 4" has no solution for r > 1. O

Corollary 5.3. Letd = 27 — 1, such that2 < j < 7. Then, we have

B < kd,r 7.7 ifb7,r =0 5
kqr — (kg mod j) otherwise.
Proof. If kg, # 0 mod j then we have Proposition 5.11. Now let us assume that k; , = 0 mod j.

Our aim is to prove that no exponent of Hamming weight w > k4, — j' where j’ < j can appear
atround r when k4, = 0 mod j. Let

./
J

e=2kertl N ok 1,
{=1

Firstif j/ = 1, then we know that ifi; < jthene = 2%¢r+1 — 2% 1 > (" so it does not belong
t0 &y, Andifiy > j + 1, thene = 2971 — 1 mod 2/*! that does not belong to &, ,- according to
Proposition 5.7.

Then let us take 7' > 2 and let

e=2kertl N od N oh o,

AeJy AEJo

where J; and J5 are sets such that
J =i, 1<0<jip<j} and Jy={ig,1 <L< 5 ip=5+1}.

First let us observe that if .J; is empty then e = 277! — 1 mod 277! so e ¢ £,,,.. More precisely,
J1 needs to contain at least 0 or j, otherwise e is a missing exponent. Indeed, if both 0 and ; are
missing, and since

e=2krtl N oh N od—1=20 - N 2 1 mod 27,
)\EJl AEJQ )\EJl
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then we have
j—1
emod 2771 =27 + Y 2;2" +1 wheres; =0, ifie J,, ande; = 1, ifi ¢ Jy
i=1
which exactly corresponds to missing exponents according to Proposition 5.7 i.e. exponents of the
form 27/ + 2y + 1forye {1,...,2971 —1}.
As a consequence, we have

e = de,r“l‘l _ Z

Xe(J1UJ2)\{Oor 5}

2  mod (27 —1).

N _2=— 2

Ae(J1UJ2)\{Oor j}

Then e has a sum of j* — 1 powers of 2, distinct from each other, meaning that we cannot get a
multiple of 29 — 1: wt (Xrc s, oors) 22 m0d 27 — 1) = ' =1 < j. O

In Figure 5.11a for MiMC3 and in Figure 5.11b for MiMC; we can see that the bound from
Corollary 5.3 exactly corresponds to the observed degree for small instances of MiMC, with
d=2 —1.

— ~ llog;3") 2a | == log:7'l 4
14 | = Lower Bound 7 == Lower bound

=¥~ Upper Bound / 22+ —%— upper bound

Y Observed degree for MiMC3 ,, 204 ¥ Observed degree for MiMCy

12 4

10 4

Degree
o0

Rounds

(a) MiMCs.

Rounds

(b) MiMCy.

Figure 5.11: Comparison between our bounds and the exact degree of MiMCy,d = 27 — 1.

5.4 On the Algebraic Degree of MiMC;*

In Section 5.3 we derived bounds on the algebraic degree of some instances of MiMC, thanks to
the specific univariate representation of the transformation. We are now interested in the algebraic
degree of the inverse transformation. MiMC; * is obtained by reversing the order of the round
constants and by replacing the round function by F~!(x) = x° where

on+l _ q (n-1)/2 0
e

(see e.g. [Nyb94, Prop. 5]).
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Figure 5.12: Observed algebraic degree of MiMC3*.

In Figure 5.12, that has also been derived from a C implementation of Corollary 5.1 for various
instances of I\/IiMCgl, we observe two significant facts, on which we will focus:

1. Whatever the extension degree is, there is a plateau between the first two rounds (see
Section 5.4.1).

2. The degree grows rapidly up to n — 2 and then there is a large plateau that increases with
the size of the field on the last rounds (see Section 5.4.2).

5.4.1 A Plateau Between Rounds 1 and 2

Given that the algebraic degree of the round function of MiMC; * is already high in the first round,
we would a priori expect an explosion of the degree in the second round rather than a plateau.
In this subsection, we will see that this event is due to the particular shape of the exponent
s = (27" — 1)/3 which has active bits only in even position.

Our aim is to prove Proposition 5.13 that gives bounds on the Hamming weight of integers js,
depending in the Hamming weight of ;. Interestingly, our approach is closely related to Jacobsthal
numbers, i.e. the sequence {.J,, },,>0 satisfying the following property:

2n — (—=1)"
Jo=0, Jpp1 =2"—J,, implyingthat J,, = # )

Although the link with Jacobsthal numbers is worth mentioning, we have chosen not to use it
in the following since we did not feel that it simplified the computations.
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Let us introduce some notation. If i and & are even integers such that i < k, then

k/2
&F is the sum of Even powers of 2, so that  £F = Z 2%t
t=i/2
k/2
OF is the sum of Odd powers of 2, so that OF = Z 920+1
(=i/2

k
A¥ is the sum of All powers of 2, so that ~ A¥ = Z 2t

The sums £F, OF and A" satisfy some interesting properties.

Lemma 5.8. Let: be an integer, and s the inverse of 3 modulo 2™ — 1, then we have

OF24+&! ifi=0mod?2,

2's mod (2" — 1) = i1 ne3 g
& +0MY ifi=1mod2.

Proof. Firstlet us notice that
(n—1)/2

Z 226 56L— 1 )

This implies that if 7 is even, then

(n—1)/2 (i—2)/2 (n—1)/2
Z 22€+1 = Z 22£+1 2 22@ mOd )
{=1i/2
and if ¢ is odd then
(n—1)/2 o =)/2 (n—3)/2
Z 22[4—7, = Z 222 Z 22@+1 mOd (277, _ 1) .
£=0 0=(i—1)/2

O
Lemma 5.9. Leti, k, m be even integers such thati < k < m, then we have the following relations
G) 2&F = OF,
(ii) 20F = &1,
@iii) AF! = EF + OF and A¥ = £F + OF 2,
(iv) 20 + AF = 2k+1,
() 20+ EF2 + O =28 L O,

Wi) 271+ OF 7 + e =2kt pgm
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Proof. (i) and (ii) directly follow from the definition of £ and O:

k/2 k/2
26 =2 3 22 = ) 92+ = OF
£=i/2 0=i/2
k/2 (k+2)/2
20f =2 Y 22t = 3 92— ghip
=i/2 0=(i+2)/2

Then, as £F covers only even powers with last element 2¥, and OF odd powers with last element
2k+1 we get (iii):

ATtt = €F + Of

AF = AT _ok+l _ gk k=2

(iv) also comes from the definition of .A¥, since a carry starting on the first column of an all-one

vector propagates until the end.
2¢ + Al = 2k+!
: .

As a consequence we obtain (v):
2 or =24 g2 Lo Lo
=2+ A o by (iii)
=2k L or by (iv),
and (vi):

2T OF S+ EM =2 4 2T L OF P EF 4 €L

=2+ A e, by (iii)
=2kt L gm, by (iv).
O
Lemma 5.10. Leti and k be even integers, then we have
wt (EF) = wt (OF) = (k—i+2)/2.
Proof. EF covers the interval between i and k with exactly one bit over two being 1, so
wt (EF) = (k—i)/2+1=(k—i+2)/2.
Then it follows that
wt (OF) =wt (2-&F) =wt (£F) = (k—i+2)/2.
O

In the following we will see that the Hamming weight of sj depends on the value of j modulo 3.
Then to build an inductive proof we will rely on the following remark that gives the representation
of sj modulo 2" — 1 when j is of Hamming weight 3.
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Remark 5.3. Let us observe that for any triple of even integers 0 < igp < i1 < 2 < n:
S3 =20+ 0P+ £ =527 + 2" +22) mod (2" — 1) .
Indeed we can check that
3x 83 =3x (2 + 0072+ 277

=20 poiotl pOnT2 gl 4R+ 0P

— g gty gy gi g gia]

= 2% 4 glotl 4 A7) 4 9%

_ Qio + 2i0+1 n (2“ o 2i0+1) + 2’£2

=200 4 20 4272
Proposition 5.13. Letj < s. Then for all j such thatwt(j) > 2, we have:

[wt(5) — 1, (n —1)/2] if wt(j) =2 mod 3,

wt(js mod 2" — 1) € { [wt(5), (n + 1)/2] if wt(j) = 0,1 mod 3.

Let us consider some examples before giving the proof. We propose one example for each
value of wt(j) modulo 3.

Example 5.2 (wt(j) = 2 mod 3). Letn = 21, we have

10
s=2" —1)/3 =) 2% = £5° = 1398101
=0

Letj = 22 + 219 = 1028, we have wt(j) = 2. We will construct sj mod (2" — 1) step by step and
illustrate the construction with figures. Indeed, this computation can also be seen with circles to
visualize the mechanics behind it. Multiplying s by a power of 2 means rotating the active powers
of 2 around a circle representing all the powers of 2 up to 2" — 1, as shown on Figure 5.13.

(b) 2%s

Figure 5.13: Bit representation of s and rotation.

Then on Figure 5.13b the circle is shifted by two nodes to represent 22s and on Figure 5.13c it
is shifted by ten nodes to represent 2'°s. We will show the different steps to build sj mod (2" — 1)



136 Chapter 5. Univariate polynomial representation and algebraic degree of MiMC

on Figure 5.14, where we construct the result of the sum of 22s and 2's in the central circle. We
have

sj = 22629 4 210£20
=2+E&+ 05+ &

This is the first step in Figure 5.14, where we have one circle for 2 + £2°, one for Of + £%). Then,
we have

sj=2+E3+0O5+2 &
=2+ & + 0§ + 0%
=1+2+&+ 05 + 055 .

This is the second step in Figure 5.14, where the central circle stores the value 1 + O15. We let the
other values on their initial circles to better see the evolution. Finally, we have

sj=1+2+A]+ 055
=142 4075,

This is the third step in Figure 5.14. It follows that

9
sj =142+ > 2% = 699393 mod 2 — 1,
£=5

implying that wt(sj) = 7 € [1, 10].

Figure 5.14: Bit representation of sj when j = 2% 4 219,

Example 5.3 (wt(j) = 0 mod 3). Letagainn = 21,and s = £3° = 1398101. Let j = 2% + 212 +
220 = 1052688, we have wt(j) = 3. We will show the different steps to build sj mod (2" — 1) on
Figure 5.15 where we construct the result in the central circle. Let us notice that this example also
illustrates Remark 5.3. We have

sj = 21630 4 212620 4 22020
=05 +EP+ 0" + & + 0 +2%.
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This is the first step in Figure 5.15 where we have one circle for O2 + £7°, one for O}° + £%) and
one for O}® + 229, Then, we have

sj=3-OF+&3+0°+&5+02+3-2%
= A5+ EB+0° +E5+ 08 + 2%

This is the second step in Figure 5.15 where the central circle stores the value A3 + 22°. We again
let the other values on their initial circles to better understand the evolution. Then, we have

sj=Ag+E°0 +2-010 +2.&18 + 015 + 22
= AL+ E+ 52 +2- 65+ 015 + 2%
= A3+ 0 +212 1 2.65 + 018 2%,

This is the third step in Figure 5.15 where the central circle stores the value A3 + O}° + 212 + 220,
Finally, we have

sj=Ap+ 01+ 22 + 015 + 01§ 2%
=Aj+ 01 +22 + £F +2. 2%
=2+ 0" + &%

This is the fourth step in Figure 5.15. It follows that
5 9
sj =24+ )1 2%H 4 3122 — 350896 mod 27 — 1,
(=2 (=6
implying that wt(sj) = 9 € [3, 11].

Example 5.4 (wt(j) = 1 mod 3). Letagainn = 21,and s = £3° = 1398101. Letj = 1 + 26 +
214 4 218 = 278593, we have wt(j) = 4. We will show the different steps to build sj mod (2" — 1)
on Figure 5.16. We have

5] — 502() + 26530 + 2145020 + 2185&0
=0 +OF+EX+OP+ERN+OF +ER.

This is the first step in Figure 5.16 where we have one circle for £3°, one for Of + £2°, one for
O}% + €2 and one for O}° + £2. Then, we have

sj =0 + 05 +EC+OFP+ES+ 00 +4- &8
=2+E5+3-05+ & + OF% + E15 + 08 + 220

This is the second step in Figure 5.16 where the central circle stores the value 2 + 220, keeping the
other values on their initial circles. Then, we have

sj=2+E+AS+2-E2+2- 02 +3-£5 +0i$ 4+ 2%
=& +2"4+2-8%2+2-02 +3-£8+ 01§ 2%,



138 Chapter 5. Univariate polynomial representation and algebraic degree of MiMC

Figure 5.15: Bit representation of sj when j = 2* + 212 + 220,

This is the third step in Figure 5.16 where the central circle stores the value £ + 27 + 2%°. Finally,
we have

sj=EF+2T4+2-E24+2 -0 +3-£5 + 01§ 4+ 2%
=E 42T+ OP + &M + AT + 018 4 2%
=& +2P + AL+ O15 + 2%
=& +2M+ 018 + &8 .

This is the fourth step in Figure 5.16. It follows that

2 10
sj= Y, 2% 421 4217 4 217 4 " 920 = 1490965 mod 2> — 1,
=0 £=9

implying that wt(sj) = 8 € [4, 11].

Proof of Proposition 5.13. Throughout this proof we will use the notation ¢, to represent s;j mod
(2™ — 1). We will investigate three different cases, depending on the value of wt(j) mod 3. Our
starting points for the inductions will be wt(5) € {2, 3, 4}. So we will start by proving the result for
the case wt(j) = 2 mod 3, then we will deal with the case wt(j) = 0 mod 3, and we will finish by
the case wt(j) = 1 mod 3. In what follows all computations are modulo (2" — 1), with n odd.
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11 10

Figure 5.16: Bit representation of sj whenj = 1 + 26 + 214 4 218,

(a) First, let us take an integer j such that wt(j) = 2 mod 3. As a preliminary observation, let
j = 2% 4 2% where 0 < iy < i1 < n, so we have wt(j) = 2. Both iy and i; are even, since

by assumption j < s. Then,

‘ ‘ (n—1)/2 (n—1)/2
8(210 +2l1) — 2 22Z+’Lo + Z 22€+’Ll

6;r(tjfl+zo _|_(c/-infl+z1
o1 —2 n—1+1i n—1+1
=& T2+ E T,
_ oi1—2 n—1+1 n—1+1
- 6iol + Oi1 °+ gn+1+i;
= ETPH O+ E + 072,
implying that if iy = 0 then

O =& P+ O 1400 =1+ AT O

so that

n=2"4+ 0078 (5.4)
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If ig # 0, we have
on =& TP+ 20 + AT O]
=E0TP+2h + O R
Then, it follows that if ig = 0
wt(op) =1+ ((n—3)/2—141/2+1),
=(mn—i+1)/2,
and
wt(oy) = (l0/2—-1+1)+1+((n—3)/2—1i1/2+ 1),
=(n+ig—i1+1)/2,
3k+1

otherwise. Now, we let wt(j) = 2+ 3kandj = Y, 2, where k > 1 and the i, are even
since j < s, with0 < iy < ... <13t+1 < n. Then let us show that:

k
i3m—1—2 i3m —2 i3m 3
=S+ ), (O gl 2 v 2l ) OB (5.5)
m=1
where
o[ if ig =0,
ElPT? + 21 otherwise |

We prove it by induction on k.
e Fork = 1:Letj = 2% 4 2% 4 22 4 9i3 4 9i4 where 0 < ig < 1] < ip < i3 < 14 < N,
we have wt(j) = 5. Then, by using Remark 5.3, we have
on = 8(20 +21) + 5(27 + 2% + 2M)
-3 i i3 —2 ia—2
=S+0 " +22 4+ 027"+ &2
=S+ 0220 42,0872 L O3 4 g2
jn—2 g —2 j ig—1 -3
=S+O2 T +EXTT 2B+ AR + O]
Finally we get
On =8+ 0P 2+ EF 7424 40170
¢ Induction step. Let us assume that the property holds for k, i.e., for any j;, =

Z3k+1 2im such that wt(jr) = 2 + 3k, sjj satisfies Equation (5.5). Then, let j =
Ji + 20k+2 4 2isk+s 4 Disk+a g0 that we have wt(j) = 2 + 3(k + 1).

On = Sji + s(2i3k+2 + 9i3k+3 + 2i3k+4)

k
=S+ Z ( 13m 1— 2+513m +2z3m+1) + O 3

3m—2 13k+1

23k+2 13k+$
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Then combining sums with equal terms, we get:

13m—2 13m—1 13k+1

k
on = 8+ Z (0?37”71_2 _"_gfigmf? _"_2713777,_*_1) +O?3k+2—2
m=1

+ 2kt 4 9. QTR gl T2 oned

13k+2 13k+3 13k+3
13m—2 13k+1

k
=S+ Z (OZ;BWLfl_Q ‘*‘SZ;D’ZQZ + 2i3m+1) + O?3k+2*2
m=1

+€?3k+3*2+2i3k+3 +AZ:31¢+4*1 +On_3

i3k+2 13k43 i3k +4
k
o 13m—1—2 13m—2 i3m41 i3k +2—2
=S5+ Z (Oismfz + 874.377171 +2 + Oi3k+1
m=1
7 -2 i _
+ EPFITE 4 glakra 4 On3

13k +2 13k+4

Thus we deduce

k+1 _ . _
=8+ ), (O v el v L0170
m=1
It follows from Equation (5.5) that:
. k . . . . .
() 13m—1 — 13m—2  13m — 13m—1 n—1—13x41
wt(op) = — + 1+ - +1)+ ——
o) =5 w1 3 (Pt : )+

k
1 . .
:2<n+2k+1— Z(ZSerl_ZBm)) .

m=0
Obviously, i3,,4+1 — 23m = 2, implying that

1
wt(oy,) < 3 m+2k+1-2k+1)=(mn-1)/2.
Moreover, the largest value for anzo(igm+1 — i3, ) is obtained when all other distances
between two consecutive elements among i, . .., %31 are minimized, i.e., equal to 2,

leading to Z:Tzo(igm+1 —i3m) < (n — 1) — 4k. We then deduce that
wt(op) =3k +1=wt(j) — 1.
Thus if wt(j) mod 3 = 2, we have:

wt (sj mod (2" — 1)) € [wt(j) — 1,(n —1)/2] .

(b) Let us now consider j such that wt(j) mod 3 = 0. We let wt(j) = 3k, and j = Zif;ol 2im,
where the i,, are even, and 0 < ip < ... < i3x—1 < n. Then, we will show by induction on &

that

k—1
on= Y, (2o w0 g 5.6
m=0
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e For k = 1. Let j = 2% 4 24 4 2%z where g, i; and i, are even integers such that
0 < ig < 11 < 19 < n. Then, we know from Remark 5.3 that

op =20 4 O+ E277

¢ Induction step. Let us assume that the property holds for k, that is: for any j, =
PR 1 oim sj, satisfies Equation (5.6). Then, for j = ji + 25k + 2isk+1 4 2isk+2 g0

that we have wt(j) = 3(k + 1) and we deduce from Remark 5.3 that

Op = Sjk; + S (21319 + 2i3k+1 =+ 2i3k+2)
= Sjk + gisk 4 @Wk+172 4 elak2—2

13k 13k+1

13m+1

k
Z (2i3m, +Ol_'3m+1—2 +g_i3m+2—2)
i3m :
m=0 °
Therefore, if wt(j) = 3k, we have

k—1
wt(oy,) = % <2/€ + Z (t3m+2 — i3m)) € [wt(j),(n—1)/2] .

m=0
Obviously, i3m+2 — %3m = 4, implying that
wt(oy,) = 3k = wt(j) .

Moreover, the largest value for 27};;10 (i3m+2 — i3m ) is obtained when all distances between

i3m+3 and ig;,4o, for m = 0,...k — 2 are minimized, i.e., equal to 2, leading to
Zf”_:lo(igml_,_g —i3m) < (n — 1) — 2(k — 1). We then deduce that

wt(on) < (n+1)/2.
Thus if wt(j) mod 3 = 0, we have:

wt (sj mod (2" — 1)) € [wt(j), (n +1)/2] .

(c) Finally, let us consider j such that wt(j) mod 3 = 1. Welet wt(j) = 1 + 3k, and j =
Zfr]::O 2¢m where the i,, are even, and 2 < iy < ... < i3, < n. Now, we will prove by
induction on k that

k—1
on — S+ )] (Ef;f::’“_2+2i3m+2+0§§::ij_2> + &, 6
m=0

0 if ip =0
S= i0—2 .
oy otherwise .



5.4. On the Algebraic Degree of MiMC5 ! 143

e Fork = 1:letj = 2% 4+ 20 1 2%2 4 2% with 4, i1, 49, i3 even such that 0 < iy < i; <
1o < i3 < n. Then, we deduce from Remark 5.3 that

5(2'0 42 +22) 4 52
) ) (n—1)/2 ,
__ ot i1 — ig— 2047
=20 ORTPHERT L Y 22
=0

On

=20 4 O TP ERTR L T 4 00

implying thatif ip = 0 we have

On =14200 2+ AR+ OR2 4 17!
=& P2 op et

Similarly if iy # 0, we have:
On =0 P+ ER+ERTP+OP TP O 4!
=0 P+ EN AP O+ e
= 0P P+ T2 L O

* Induction step. Let us assume that the property holds for %, i.e., for any j, =
Z3k 2¢m 57, satisfies Equation (5.7). Then, for j = jj, + 28k+1 4 28k+2 4 2ik+3 g0

m=0

that we have wt(j) = 1+ 3(k + 1).

L R
On = Sk + 28041 4 O 277 g8

13k+1 13k+2

13m 13m+2

k—1
m=0

EPTL ik g Oj3eaaT2  glakiam2

13k 13k+1 13k+2

Then combining sums with equal terms, we get:

13m 13m+2

k—1
on =38+ Z (g_ism+1—2 4 9isme2 +Oz_‘3m+3—2)
m=0

+ 5?3k+1*2 + 2i3k+1 + A?3k+2*1 +9. 5?3k+3*2 + 57;—1

13k 13k+1 13k+2 13k+3

13m 13m+2

k—1
=S+ 3 (Elmn 2t g Ofm?)
m=0

+ 5?3k+1*2 + 2i3k+2 + O?3k+3*2 + En—l

i3k 13k+2 i3k+3

Thus, we deduce

o, =S+ (6i37rz+1_2 + lam+2 + O?3m+3—2) _’_5_7171

i3m 13m 42 13k+3
0

AN
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Then, if wt(j) = 3k + 1, we have

k—1
1 . . . . . .
Wt(Un) = 5 (TL +1+2k+id9+ Z (23m+1 —13m T 13m+3 — Z3m+2) - Z3k>
m=0
1 k—1
= 5 (n +1+2k— mZ::O(Z.ngFQ - i3m+1)> .

Obviously, i3,4+2 — i3m+1 = 2, implying that
wt(op) < (n+1)/2.

Moreover, the largest value for Z’:n=1 (43m+2 — i3m+1) is obtained when all other distances
between two consecutive elements among 7o, . . . , i3, are minimized, i.e., equal to 2, leading
to an;lo(igmw —i3m+1) < (n — 1) — 4k. We then deduce that

wt(op) = 3k + 1 = wt(j) .
Thus if wt(j) mod 3 = 1, we have:

wt (s7 mod (2" — 1)) € [wt(y), (n +1)/2] .

As an immediate consequence, we obtain the following corollary.

Corollary 5.4. There is a plateau between the first two rounds of MiMCgl, ie.:

Bl_p2_ n+1
S S 2 °
Proof. First, as &1 = {0, s} we directly have
1
Bl = wt(s) = n;— .

Then using Proposition 5.13 that covers cases where wt(j) > 2, and observing that wt(js) = 0 if
wt(j) = 0and wt(js) = wt(s) = (n + 1)/2if wt(j) = 1, we get:
n+1

B? = max{wt(e), e € &2} = max{wt(js),j < s} = 5

O

Since there is a plateau between the first and second round for both MiMC3 and MiMCgl, we
may wonder whether this corresponds to a more general phenomenon, since in Section 5.1.3
we also proved that B} = B3, whend = 2% — 1. However, there is not necessarily a plateau for
MiMC; " in this case.

Example 5.5. In Fo11 , we have 15 = 2¢ — 1, so according to Proposition 5.3 we have B, = B?;.
But for MiMC3, the inverse of 15 is 273, so the algebraic degree of the first round is wt(273) = 3,
while it is 5 after two rounds. Indeed, the Hamming weight of (273 x 273) mod (2!! — 1) is 5.
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5.4.2 Influence of the Encryption Degree

In the previous section we answered the question concerning the plateau between the first two
rounds. We are now interested in investigating the case of the plateau in the last rounds at n — 2.
Studying the algebraic degree of MiMCg1 over iterations is much more difficult than for MiMCjg
since the underlying round function z° has a much higher degree. However, the following result
from [BC13] shows how the encryption degree can influence the decryption degree.

Proposition 5.14. [BCI3] For anyi € [1,n — 1], if the degree of the encryption function is strictly
less than (n — 1) /i, then the degree of the decryption function is strictly less thann — i.

Based on this result, we can exhibit a lower bound on the number of rounds needed by the
decryption function to reach degree (n — ¢) (for some round constants).

Corollary 5.5. Letr,,_; denote the smallest value of r such that Bl > n —iforl <i < (n—1)/4.

e s CLa ] 0)]
s> i (35 )]

Proof. From Proposition 5.14, we know that, if B} > n — i, then B} > (n — 1)/i. By hypothesis
i < (n—1)/4, implying B} > 4, from which we deduce that r > 4. It follows that Proposition 5.10
applies so that

Most notably,

1 -1
QX[W;&?)J%PB;«)% _
1

Bz is an integer so we have necessarily

2X[W§2?ﬂ—1w>352{”_1w

= ]

[rlog223j -1 Pmo;&gj - 1} N B [nf 1H .

[ LI )]

In particular, for ¢ = 2 we have

i )]

since n — 1 is even. O

Moreover, B3, is even so

Then we get

Therefore,
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7 1 2 S 4 5 A 1 2 3 4 5 6
n—1 22 21 20 19 18 n—1 24 23 22 21 20 19
(n—1)/i 22 11 7.33 55 4.4 (n—1)/i 24 12 8 6 48 4
i LBy = — 1)/ i .t. BY > —1)/i
min{rs =D/ s g 6 5 3 min{rs =D/ s 9 6 5 3 3
> min{rs.t. B} > n — i} > min{rs.t. B} > n — i}
(a) whenn = 23 (b) whenn = 25

Table 5.3: Computing upper bound on the algebraic degree ofMiMC?j1 .

T 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

B3 2 2 4 4 6 8 10 10 12 14 16 18 18 20 22 24
Bound for B (n = 23) 12 12 18 18 19 20 20 20 21 21 21 21 21 21 22 -
Bound for B (n = 25) 13 13 19 19 21 22 22 22 23 23 23 23 23 23 23 24

Table 5.4: Upper bound on the algebraic degree ofMiMCg1 forn = 23 and 25.

24 | =¥= Upper Bound 22
Observed degree for MiMC3?
2] * 3 22
20 20
18 + 18
16 4 16
£ 144 B 144
o o
8 12 4 8 12 4
104 10 4
8 8
6 6
49 41 =¥~ Upper Bound
24 27 ¥ Observed degree for MiMC3!

S s e A S I A e e — 7T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 12 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Rounds Rounds

(a) Whenn = 23. (b) Whenn = 25.

Figure 5.17: Upper bound on the algebraic degree of MiMC5 L

Example 5.6. As an illustration, for n = 25 and n = 23, the results of Corollary 5.5 applied with
1 <7 < 6, are given in Table 5.3.

We then deduce in Table 5.4 the evolution of the algebraic degree of MiMC5 ! forn = 23 and
n = 25. These values are compared on Figure 5.17 with the exact degree (i.e. the degree computed
with a C implementation of Corollary 5.1).

In Proposition 5.13 we exhibited bounds on the Hamming weight of exponents js mod (2" —1)
when j < s. However, to better understand the behavior of the algebraic degree of MiMC; ' for
alarger number of rounds, and hence obtain a more accurate bound, it is necessary to study in
more details all the exponents js mod (2" — 1). Therefore, in Appendix A we will propose some
directions to study the Hamming weight of exponents js mod (2™ — 1) when wt(j) € {2, 3,4, 5}.
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Conclusion

In this chapter we have investigated both the univariate polynomial representation, and the
algebraic degree of iterated power functions. In particular, we have seen that for some choices of
the iterated power function z — % in MiMC,, we have relatively sparse univariate polynomial
representations with families of missing exponents clearly identified. While it is not yet clear how
to exploit such sparse univariate polynomials to build a distinghuisher, we can use this observation
to deduce bounds on the algebraic degree of the cipher. It is worth mentioning that the bound on
the algebraic degree of MiMC3 will be of fundamental interest in the next chapter to determine
the complexity of high-order differential attacks.

Moreover, we have provided bounds for different instances of MiMC; and identified some
plateaus that slightly slow down the growth of the algebraic degree. We also proved that there is a
plateau between the first two rounds of MiMC5 !, and gave some direction to better understand
the behaviour of the algebraic degree of the inverse transformation.

As a consequence, our results contribute to a better understanding of the univariate repre-
sentation and the algebraic degree of block ciphers and permutations defined over large finite
fields.






%HAPTER

Tracing exponents when iterating power
functions

While an upper bound on the algebraic degree allows an attacker to perform some higher-order
differential attacks, as in [Fic+20], it does not give any guarantee that such attacks cannot be
significantly improved. Various solver-based methods have been proposed to provide bounds on
the algebraic degree of Arithmetization-Oriented primitives. In this chapter we propose a different
vision that limits the reliance on solvers and attempts to better understand the mathematical
properties of MiMC. Our goal is to explicitly exhibit maximum-weight exponents while iterating
the round function. More precisely, our result provides some guarantees on the algebraic degree
of the primitive, and then on the minimal complexity for a higher-order differential attack.

In Section 6.1 we provide a procedure, relying on an inductive proof (for most rounds) and
MILP-based algorithm (for a few sporadic cases), to determine the exponents reaching the bound
on the algebraic degree. We complete such an analysis by trying to find all maximum-weight
exponents in Section 6.2. Then, in Section 6.3 we investigate other instances of MiMC and give
some brief ideas for finding trails to construct exponents. In Section 6.4 we also consider the
construction of exponents for rounds 3 and 4 of the inverse transformation from which we deduce
a lower bound on the algebraic degree. Finally, in Section 6.5, we see the consequences of our
analysis when applying higher-order differential attacks.
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6.1 Constructing exponents of MiMC;

In this chapter we will extensively use the notion of trail when referring to the tracing of exponents.

Definition 6.1 (Trail). Lete,, € £&;,, andlete,, be an integer where r, > 7. We say that thereis a
trail from e, to e, if there exists a sequence of Cover and Mult, of length (r3 — r1) (see definitions
in Chapter 5) such that

er, € (Multy o Cover)...(Multy o Cover) ({e,,}),
implying thate,, € £; .

The aim of this chapter is to find trails to build maximum-weight exponents which reach the
upper bound on the algebraic degree given in Chapter 5. We summarize the main propositions of
this chapter in Table 6.1.

d Number of exponents Rounds Corresponding proposition
3 one {4,...,16265} Theorem 6.1
all {6,...,411} Proposition 6.5
29 +1,5>1
) * ’], - one - observations in Section 6.3
27 —-1,5>2
3-1 one 3 Propos%t%on 6.6
4 Proposition 6.7

Table 6.1: Corresponding propositions on maximum-weight exponents for each instance of
MiMC, studied.

Let us first focus on the maximum-weight exponents for MiMCg. In this case, the gap between
our upper bound and the trivial lower bound from Chapter 5 raises concerns about the complexity
of the most efficient higher-order differential attacks that could be mounted. This issue is
addressed in this section, where we show that, for all but a few round-reduced versions of
MiMCs, the upper bound exhibited in Proposition 5.10 coincides with the exact value of Bj.
Figure 6.1 compares the observed degree (i.e. the degree computed with a C implementation of
Proposition 5.1 in Chapter 5) with the upper bound, in the particular case where the degree of
extension is n > 31. We indeed notice that the observed degree coincides with the upper bound.

We recall that B represents the maximal algebraic degree, reached for at least one sequence of
round constants. Then it may happen that, for some specific choice of constants, some monomials
do not appear. Figure 6.2 also shows that a trail is not unique. For instance 54 is a maximum-weight
exponent at round 4, but it can be derived from 27 or 18, both appearing in round 3, as follows

MultzoCover MultzoCover MultzoCover
3 S 9 2 27 2 54

MultzoCover MultsoCover MultzoCover
3 S 6 2 18 2 54 .

We highlighted those trails in bold on Figure 6.2. The numbers squared in red are the exponents
of maximum weight at rounds 2, 3 and 4 respectively. We can indeed see that most of them are
not uniquely constructed. Given the high number of possible trails, in this chapter we will restrict
ourselves to construct exponents with maximum weight only.
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2g 4 =#= Upper Bound
26 | W Observed degree for MiMC3
24 1
22 A
20
18 4
16 4
14
12
10 A
8 -
6
4 -
2

Degree

T T T T T T T T T T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
Rounds

Figure 6.1: Comparison between the observed degree for MiMCs and the bound from Proposi-
tion 5.10 (forn = 31).

L W [Ut|Ot ot =3 |=3| 3| 0
S 0O |Utco| =

o[e]o]e]

Figure 6.2: Getting next-round exponents for MiMCs.

More precisely, our approach consists in investigating Conjecture 6.1, which exhibits an
exponent in the univariate polynomial representing MiMCs whose weight equals the upper bound
defined in Proposition 5.10. In what follows, we let (k3 ,.),~0 and (bs,.),~0 be two sequences
defined by

k377~ = [7’ 10g2 3J and b377~ = k‘377~ mod 2.



152 Chapter 6. Tracing exponents when iterating power functions

Conjecture 6.1. Let (w3 ),>4 be the sequence of integers defined by

7 ifb3, =0
ws, =2 —qy. | where ay, . = {5 l.j:b?” )
' ' 1 3,r — 1.

Then, for allr > 4, it holds thatws ,- € &3 ;.

While the most general case remains a conjecture at the time of writing, we show in this section
that the conjecture is true for all » < 16265, except for a few sporadic cases for which a proof
remains out of reach. We have chosen to stop at this point since 16266 is one of the cases not
covered by our inductive procedure and for which we need a MILP solver, but it is too costly (see
Section 6.1.3).

Our proof of this theorem is divided in two parts which correspond to Sections 6.1.2 and 6.1.3
of this section.

* We present an inductive procedure establishing that, for most values of r, w3 . € £3 , using
the fact thatws ,_¢ € & ¢ forsome £ < 7.

* We describe a MILP-based computationally intensive procedure for proving that ws ,. € &3 ;.
Although this procedure works for any round, it is very expensive so we will only use it for
some sporadic values of r, corresponding to the cases which are not covered by the inductive
procedure.

e These results and algorithms are then put together in order to prove Theorem 6.1.

6.1.1 Properties of (bs3,),~0 and (k3. ).~0

Before giving the inductive proof, we observe some properties of the sequence (ks ,),~o. The
sequence (bs ,-),~o will help us understand the particular sequences encountered in the study
of (k3 ,)r=0. In particular, the following proposition exhibits a relation between the variations of
(bS,r)r>O and of (k3,7')r>0-

Proposition 6.1. Ifbs, = b3 ,_1 thenks, — ks ,—1 = 2, otherwiseks , — ks ,_1 = 1.

Proof. By definition, k3, = |rlog,3]. As a consequence, since log, 3 ~ 1.59, the sequence
ks, increases by 1 or 2 for each increment of r. If this increase is by 1, then the parities of k3 ,.
and k3 ,_; have to be differentie. b3, @ b3 ,—; = 1. Otherwise, they have to be identical,
ie. b37r &) bg)rfl = 0. O

Let (s, ),>0 be the sequence of switches from one parity to another, i.e.
S1 = 0 and Sy = bg’r &) bg,T,1 .

It can be shown that (k3 ,.),~¢ is determined by the sequence (s, ),~¢. Indeed we can rewrite
Proposition 6.1 as

)

ksr 142 if s, =0
k3r: ' .
kg’rfl +1 ifs.=1.

From which we deduce the following proposition.



6.1. Constructing exponents of MiMCs 153

Proposition 6.2. Forany/! > 1, and anyr > {, we have

£—1

k3y —ksr_o =20 — Z Sp—; € {k3 o, ks o+ 1} .
i=0

Proof. As previously observed, we have
k3,7' - k3,7'—1 =2- Sry

from which we deduce
-1

ksr—ksr—t = kgp —k3p_1+ ko1 — kot ...t ke_py1 — k3 = 20— 2 Sp_j-
i=0

Now let us prove that k3 . — k3 ¢ can only takes two values. We have k3 ,, — k3 ¢ = |7 log,(3)]| —
|(r — £)log,(3)]. Using that

v =yl < |z] -yl < |z —y] +1,

we can write
lglOgQ (3)J < k'37r - k37r—f < lf IOgQ(S)J +1 5

or equivalently
l€10g2 28_2‘%‘ i S ‘glOgQ( )J ]'7

which implies that the number of sw1tches, i.e. the Hamming weight of the subsequence
(8r—i)o<i<¢, can take two values only. O

Remark 6.1. We can use the same argument on the sequence (b3 ,-),~0 so that
b3y @by =b3, ®b3 -1 Pb3 1 B3 2@...Db3r—p+1 Db3 ¢
-1
= @ Sr—i
i=0
= (kgyr — ]Cg’r_g) HlOd 2 .
We then deduce the following proposition.
Proposition 6.3. Letr > 3. Then there exists 1 < { < r such that
kg —k3r—o = ks
ifand only if (s1 . .. s,) is not a palindrome, i.e. if there existsi,0 < i < r such that
Sr—i # Siyl -

Proof. From Proposition 6.2, we have, forany 1 < ¢ < r,

kB,r - k?),rff = 20— Z Sr—i

and ks — k31 = 2 f—l 284]—26 2—281.



154 Chapter 6. Tracing exponents when iterating power functions

It follows that

-1 ¢
k3, —ksp—p —ksg=—ks1+2— (Z Sp—i — Z 3i> .

i=0 i=2
Since k3 1 = |log, 3] = 1 we deduce that

—1
ks —ksp—o—kso=1~— (Z(Sri - 3i+1)> )

i=0
where the last equality comes from the fact that s; = 0. It follows that, if (s; . .. s,-) is a palindrome,
then all terms in the sum vanish and k3, — k3 ,—¢ = k3¢ + 1forall1 < ¢ < r. Conversely, if
(s1...s,)isnota palindrome and if £ denotes the smallest index such that s, 1 # s¢, we obtain
that

kS,'r‘ - kS,T—Z - k3,£ =1- (_1)35 € {0’ 2} )

by observing that s,_s41—sy = (—1)*¢ since it differs from 0. Using that ks , — ks ¢ —ks ¢ € {0, 1},
we deduce that s, = O and k3, — k3 —¢ — k3¢ = 0. O

In Table 6.2 we give the first values for each of the sequences (k3 )r>0, (b3,r)r>0 and (s, )r>o.
For example, we can notice that for r € {2, 7}, the sequence (s; ... s, ) is a palindrome.

r 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

ks, 1 3 4 6 7 9 11 12 14 15 17 19 20 22 23 25 26 28 30 31
b3 11 0 0 1 1 1 0 0 1 1 1 0 0 1 1 0 0 0 1
s, 0 0 1 0 1 0 O 1 0 1 0 0 1 O 1 0 1 0 0 1

Table 6.2: Sequences (k3. )r~0, (b3 )r=0 and (s, ),=o for the first rounds.

Remark 6.2. Let us observe that (s; . .. s,.) is a palindrome for r € {1,2,7,12,53,...}. Then the
sequence formed by the values r such that (s; ... s,.) is a palindrome is a subset of

D ={1,2,3,5,7,12,17,29, 41, 53,94, 147, 200, 253, 306, 359, 665, 971, ...} ,

which corresponds to the sequence of the first denominators of the semiconvergents of log, 3.
The “semiconvergents” of a real number z is the sequence (p;/q;);>0 such that all p; and ¢; are
positive integers, and such that the sequence (|« — p;/q;|):>0 is strictly decreasing. More details
on this sequence and a link with music theory will be given in Chapter 7.

For small values of r, we have computed theset £, = {¢, 1 < ¢ <, s.t. k3 ,—¢ = k3, — k3 ¢}
involved in the previous proposition, and we have noticed the following property, which has been
checked up to r < 16265, but which remains a conjecture in the general case.

Conjecture 6.2. Letr > 3 be such that (s1 ... s,) is not a palindrome. Let L, and P,. be the two
sets defined as follows:

L, = {é, 1<l<r st kg,r_[ = kgﬁr — k?gj}
Pr={r; <rst(si...s,)isapalindrome} .
Thenmin(L,) € P, andmax(P,) € L,.

Table 6.3 show that Conjecture 6.2 is indeed satisfied for the first rounds. With our experiments
we managed to prove that the property is satisfied up to r < 16265.



6.1. Constructing exponents of MiMCs 155

i Ly Pr

3 {1,2} {1,2}

4 {2} {1,2}

5 {1,2,3,4} (1,2}

6 (2,4} (1,2}

7 - -

8 {1,2,4,6,7} {1,2,7}
9 2,7} {1,2,7}
10 {1,2,3,4,6,7,8,9} {1,2,7}
11 {2,4,7,9} {1,2,7}
12 - -

13 {1,2,4,6,7,9,11,12} {1,2,7,12}
14 {2,7,12} {1,2,7,12}
15 {1,2,3,4,6,7,8,9,11,12,13, 14} {1,2,7,12}
16 {2,4,7,9,12, 14} {1,2,7,12}
17 {1,2,3,4,5,6,7,8,9,10,11,12,13,14, 15,16}  {1,2,7,12}
18 {2,4,6,7,9,11,12, 14, 16} {1,2,7,12}
19 (7,12} {1,2,7,12}
20 {1,2,4,6,7,8,9,11,12, 13,14, 16, 18, 19} {1,2,7,12}

Table 6.3: Sets L, and P, for the first rounds.

6.1.2 Inductive Procedure

Our objective is now to prove Proposition 6.4, in which we identify a process establishing that
Wy, = okar _ ap,, € &3, knowing that wz ¢ € &3, for £ € L,. This result is valid up to
a certain value of r, i.e. r < 16265, and also excludes a few sporadic cases. These constraints
originate from the following two observations, which may be valid in the general case, but remain
open.

We first need to compare powers of 3 and powers of 2. For some sporadic cases, we can simply
check the result experimentally.

Observation 6.1. Let r > 4 be such that s;...s, is a palindrome. If r < 16265, then r €
{7,12,53, 359,665} and we have
3" > oksr 4o

where k3, = |rlog, 3].
We then deduce that the property is satisfied for any round r such that 4 < r < 16265.
Corollary 6.1. Let (ks ,),~0 be the sequence defined by k3 , = |rlog, 3|. If4 < r < 16265, then
3" > 2ksr 4 or,
Proof. We prove it by induction on r.

 Forr = 4:we have k3, = 6,and 3* = 81 > 80 = 26 + 2%.
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+ Induction step. We suppose that for all i < r, we have 3! > 2% 4+ 2! If (s1,...,s,)isa
palindrome then r € {7,12,53, 359, 665}, we know from Observation 6.1 that the property
holds. Otherwise, there exists ¢ € £,., implying that

37‘ — 37‘7@3( > (2]@31,4,@ _’_27"7@)(2/631 _’_2@) — 2k3,1v +2k3,r—£+é+2k372+7‘7€+27‘.

Therefore, we have 3" > 2ks.» 4 97,
O

We also conjecture that this bound is valid for any value of r. Although such bounds have
already been investigated in the number theory literature, at the time of writing we are not able
to prove the result in the general case. It is also worth noting that, in our case, Corollary 6.1 is
sufficient because we are already limited by the next observation.

Indeed, we also need the following remark, on the representation of all elements in Z/3'Z as a
sum of even powers of 2.

Observation 6.2. Let 1 < ¢t < 21, then

2642
Vo e Z/3'Z, Jea, ... 2040 € {0,1}, stz = Z Ej4j mod 3° .

Jj=2

This observation has also been obtained with a simple implementation to check the property.
However, we conjecture that this result holds in general for any value of ¢. In the observation above
we need at most 2¢ + 1 exponents, but we do not exclude that more coefficients are needed for
larger values of ¢.

Example 6.1. Let us check that the observation holds for small values of ¢.
e Fort = 1,we have 2¢t + 2 = 4 and
4?2 =43 =4 = 1mod 3

Then
0=4+4>+4"mod3 1 =42 mod3 2 =42+4> mod3

e Fort = 2, we have 2¢t + 2 = 6 and
22=4=Tmod9 4°>=4=1mod9 4*=4mod9

Then

0=4>+4*+4° mod9 1=4>mod9 2=4>+4* mod9
3=42+4+4"mod9 4=4"mod9 5 =43+4* mod9
6 =43 +4%2 145 mod9 7 =42 mod9 8 =42+4% mod9

We now prove that, in most cases, the fact that the exponent

7 ifbs, =0

k3,» _
w3, =277 —ayp, , where ap, , = {5 e = 1
3r — 1>
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belongs to &3 ;- can be derived from the fact thatws ., € €3 ,—¢. The overall procedure is described
in Proposition 6.4. The idea is to study the binary representation of the exponents involved in
the trail from w3 ,_, to w3 ,-. To do so, we first observe in Remark 6.3 the binary decomposition of
ws./3. Then, we give two examples on the choice of a “good” integer ¢ to build a trail.

In the following, we will also use the overline on b3 ,. to denote its complementary, i.e. if b , = 0
then b3, = 1 and similarly if b3 , = 1 then b3, = 0.

Remark 6.3. We recall (see page 131) that, for any even k,

k/2—1

(2 -1/3= Y, 2,
=0

implying that
e for k even,
ok _7 ok _q K=t
= -2=3 22t
3 3 * Z
=2
e for k odd,
ok 5 ok _9 (b—yre=1
=———-1=1 2%+,
3 3 * ;

Figure 6.3 shows the binary representation of these two integers. On the first line the squares @
represent the active bits of ws ,-, and on the second line the squares M the active bits of ws ,./3.

2k —7 5 e Y L LI rrrrry---crrr]

(a) k even. (b) k odd.

Figure 6.3: Bit representations of ws . andws /3.

Therefore, for any i > 3,

&J,l

o 9ksi gy l . .

w;’l = 73 b3, = (8 — O[K) + Z 22J+b3’i . (61)
j=1+bs;

In the following we will be using this type of figure extensively to help us visualize what is happening
at the bit level.

We also point out that the existence of appropriate integers ¢ from which the trail can start
depends on the parity of k5 . and ks ; for ¢ < r. Let us consider some examples to see how to find
such “good” integers /.

Example 6.2 (Round 5). We can show thatws 5 € &3 5 usingws 4 € £3 4. Indeed, we have
wys =25 —qp =2"-5=123 and wy4=2F1—q, =20 -T7=057

where 123/3 = 41 < 57. Figure 6.4 illustrates this situation. On the first line the squares @
represent the active bits of 123, and on the second and third line the squares M the active bits of 41
and 57.
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Figure 6.4: Bit representations of the exponents involved in a trail between rounds 4 and 5.

Example 6.3 (Round 6). We can show that ws ¢ € £3 ¢ usingws 4 € £3 4. Indeed, we have
wyg =280 —qp =22 —5=507 and w4 =2F4 —qp, =20 -7 =057

where 507/3 = 169 < 171 and 171/3 = 57. Figure 6.5 illustrates this situation. On the first line the
squares [ represent the active bits of 507, on the second and third lines the squares B the active
bits of 169 and 171, and on the fourth and fifth lines the squares M the active bits of 57.

507 r\m,,T| [T [T TTTT]
169 CHE N N
i1
57 " T

57 T -

Figure 6.5: Bit representations of the exponents involved in a trail between rounds 4 and 6.

However, it would be impossible to show this using ws 5 = 123 € £3 5 since 169 > 123.
Let us then generalize the procedure for any round r and any integer /.

Proposition 6.4. Let (ks ,)r~0 be the sequence defined by ks, = |rlog, 3|, and (b3 ,)r>0 the
sequence defined by b3, = ks, mod 2. Letr > 5, and{ € L, such that one of the following

situations occurs:
(1) ¢=1,
2) (=2
(3) 2 < ¢ <22suchthatks, > ks, + 3{ + b3, + 1, and one of the following situations occurs:
 (iseven, or
o (isodd, withb,_y = b3 ,;
(4) 2 < (< 22isoddsuchthatks, > ks, + 30+ b3, +5andbs .y = bs .
Thenws ¢ € E ¢ implies thatws , € E3 .

Proof. The proof consists, for given r and ¢, in exhibiting a sequence of exponents (e, . .. ¢,.)
such thate, = w3, = 2ksr _ ap, . and each e, _;, 0 < i < £, belongs to £3,._;. It is worth noting
that proving thate; 1 € & ;11 boils down to exhibiting some e; € £ ; such that (e;11/3) < e,.
Then the general idea is to reduce the expression of ¢; ;1 to sums which are multiples of 3. Let us
now investigate the different cases for /.
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(1) When? = 1, we have k3 ,_1 = k3, — 1 by definition of £,.. From Proposition 6.1, we deduce
that b3 .1 = bs . By hypothesis, w3 ,_1 = ks r—1 _ T belongs to &5 1. Moreover,
from Equation (6.1), we deduce that

k3,r
2/631,. — laTJ_l ]
3 o= @)+ Y, 2 <e
j=1+bs

implying thatws , = 2" — ay,,  belongs to &; ... Figure 6.6 illustrates the above procedure.
On the first lines the squares [ represent the active bits of e, and on the third lines the
squares M the active bits of e, .

er—1 | I T - T er—1 7 LT DT - T
(a) b, = 0. (b) b, = 1.

Figure 6.6: How to derivews , fromws ,_, when! = 1.

(2) Let{¢ = 2. Our aim is to describe to procedure illustrated with Figure 6.7. On the first lines
the squares [@ represent the active bits of e,., on the third lines the squares Hl the active bits
of e,_1, and on the fifth lines the squares M the active bits of e,._5.

== R R RSy B R
. *T-Zlil:ljw (I . ‘TIZIZIZIZlm (.
M‘T-ZIZIZIH - Ol M‘TIZEIZIZI -
C“ EL LT T - C“ 1T T - [

(a) b, = 0. (b) b, = 1.

Figure 6.7: How to derivews , fromws ,_, whent = 2.

From Proposition 6.2, we have k. _5 = k3, — 3 and b,_» = b3 ,.. Therefore, by hypothesis,
W, = 2k =3 — ag—belongs to &3 ;. Let us choose

k3 - k3
l%J—l I%J—:ﬂ—br

e =34+ Y, 2ty N 92t
j=1+b3,r J=3

so that, regardless of the value of b3 ,., one of the sums corresponds to even powers of 2, the
other to odd powers. Then, combining both sums, we get

k
l ‘Z’T J—3+b3,r

o1 =3+ S+ 3, (2P ¥ ) gk,
=3
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3)

where S = 24,ifb, = 0,and S = 23 + 25, ifb, = 1, implying that
er1 = 2872 4 gher TS 92(8 — ap—) — 24 1,
Noting that
—22(8 — agm) — 2P — 1 =3 x (=228 — o) — 3)
we get
er_1 =3 x2Mr73 135 (—22(8 — ap) —3).
Indeed, if b3 ,, = 0, then we have
—4x3-2°—1=-45=3x(-15)=3x (—4x3-3),
and if b3, = 1, then we have
—4x1-2"-1=-21=3x(-7)=3x(-4x1-3).
We then deduce that
erm1/3= (2570 = 1) — (228 —ag; ) +2) <waz s
implying that e,_; belongs to &5 ,._;. Moreover,
5]

(2ksr — b, )/3 = (8—az—) + Z 22itbsr <o
j=1+bs,,

implying that ws ,. € &3 .

Let/be aninteger such that2 < ¢ < 22and k3, > ks ¢+ 3¢+ b3, + 1. While the proposition
considers two cases, we split the first one into two, so that we consider three cases:

(a) ¢iseven, withb,_, = b3,

(b) (iseven, withb,_, = b3,

(c) {isodd, withb,_y = b3 .
We will explain the procedure given in Figures 6.9, 6.9 and 6.10. On the first lines the squares
Erepresent the active bits of e,, on the third lines the squares B the active bits of e,._, where

the squares [ are the £;2¢ in the sum S, and on the fifth lines the squares M the active bits of
Cr_yg.

By hypothesis, w3 ¢ = 2k-=ks.c —;,  belongsto & .

e

2

€r_1 = (8 - Ozm) + Z 920+bar 1 g s
j=1+b3

We now choose
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Mults

O e | -
Multg
Covr ] - \
mm e T
BN

rMult;j’*‘T

Cover T |
ert |

e
cr o O N - S - S
Mults
e T - HH
(Mults)* *T : (Mults)? :IA
... EEELE) - .., MO EECED - 3
ere | T - e | T -

(a) b, = 0. (b) b, = 1.

Figure 6.9: How to derivews , fromws ,_, when! > 2 is even andb,_; = b3 ,.

SRS Bs 5 sEY § 5EY § EECEL e - B
(Mu\tvg)lflT N (Mult;)’*‘T N
[ T - [ [ T -
ere | O - et T RC T ——
(a) b, = 0. (b) b, = 1.

Figure 6.10: How to derivews . fromws ,_, when( > 2 is odd andb,_, = bz ..

with
20—1+bg, . L
Z €j22]+b3'r in Cases (a), (c)
_ j=1+b3,r
5= 20—1+bg, .
92j+b3 - s
2bs - + €52 in Case (b)
j=1+b3,r

where the (2¢ — 1) coefficients ¢; € {0, 1} are chosen such thate,_; = 0 mod 3‘~!. Indeed,
it is known from Observation 6.2 that such a choice is always possible since ¢ < 22.

We then use that

k3,r
2 e
Cp_1 = (8 — Oém) + S+ Z 22j+b3’r + Z 22J+b3’r
j:1+m j=20+1
k3,
[ |1
< 24é+b3,r+1 + Z 22j+b3,7‘ .
j=20+1



162 Chapter 6. Tracing exponents when iterating power functions

It follows that

k3,r
[ =]

367«71 < 3 x 24@+b3.,,.+1 + 2 22j+b3,,,,
j=20+1

Q[k?’sz—Hwa

< 94€+b3 - +1 +24€+bs,r+2 + Z 9J
Jj=4L+b3 r+2
< 24f+b3,7-+1 + 2k3,r )

By hypothesis we have k3 . > k3 ¢ + 3¢ + b3, + 1 so we deduce that
3ep_y < 2kar—Rar—etl 4 oksr
Moreover, since ¢ < 22, we deduce from Observation 6.1 that
3,1 < 2k3,r—k3,e (25 + 2k3,e) < 2k3.r_k3,é3€ ,

which implies that e,_; < 3¢~ 12ks.r—ks.c,
We deduce that, for proving thate,._1/ 31 < w3 r—g, it is sufficient to show that this holds
for their remainders modulo 8. This last result comes from the following facts, for each of
the three cases:

(a) ¢ is even, so (3é_1)_1 = 37! =3 mod 8. Since S = 0 mod 8, we have

er_1/3"" 1 =3e,_1 =3(8 - ag) = (8 — ap,,) mod 8,

(b) ¢is even, so (3‘“]_1)_1 =3~ =3 mod 8. Since S = 2b3, mod 8, we have

67«_1/3271 =3e,_1 =3(8— o+ 2b3,) =1mod 8,
(c) ¢is odd, so (3“1)71 =1"!=1mod 8. Since S = 0 mod 8, we have
er,l/?)e_l =e_1= (8- ab?) mod 8.
So, we obtain that
-1
er—1/37 < ws,_p,

implying that e,_; belongs to &5 ,._;. Moreover,

k3
PLERS lgTJ71 -
T = B-ap)t Y, e - S<e,
j=14b3.,.

which proves that ws , = 2ka.r ap, . €E3r.

(4) Let/be an odd integer such that 2 < ¢ < 22, and satisfying k3, > k3, + 3¢ + b3 . + 5, and
bsr—¢ = b3 ,. We will give the details of the procedure shown in Figure 6.11. On the first
lines the squares [@ represent the active bits of e,., on the third lines the squares B the active
bits of e,_1, on the fifth lines the squares M the active bits of e,._o, where the squares [J are
the £;2' in the sum S, and on the seventh lines the squares B the active bits of e,._p.
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(]
(Multz)* T :
e | LT T -

Figure 6.11: How to derivews , fromws ,_¢ when( > 2 isodd andb,_, = bs ,.

By hypothesis, w3, = 2F377kat — qy  belongs to & .. To simplify the notation, let
v = [k:“—rJ -3 [MJ — 5. We now choose

2 6
kg p—L
Y+b3, l 6 J+1 2
ern=B=o,, )+ Y, 2994 YT N ks (67
j=1+bs,, j=1 =0

with 3
S=2bs,+ Y 20t
j=1+bs

where the ¢; are chosen such that e,_, = 0 mod 3¢=2, which is always possible from
Observation 6.2 since ¢ < 22 and the number of coefficients ¢; in the sum is

4(—[)3,7“ —b37r +95 _
2

k3y—bsy —kse+ 1
2

_5_b3,r>

7_b3,r> 5’

so thaty — bz, > 2¢ — 3 = 2(¢ — 2) + 1. Then, we have

kg =t
l ¢ J+1 2 . k 6’“3,5—2 7
rn < 3 S gk (i) ghero[ -
j=1 =0
kg o=t
|25+
< Z2k3,r_(6j_i) + ks ks e+ =T
j=1 =0
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It follows that

~

(=],
9¢,_o < 9 x Z Z oksr=(6j=i) | oksr—ks ¢+(=T
j=1 =0

N

(26 _ 1) Z 2k3,7‘76j +9x 2k37r7k3,e+ff7
j=1

=] =]

N

Jj=0 Jj=1

from which we deduce that

kg p—f
9¢,_5 < 2k3,7» _ 2k3»7~—6l76 J—G +9x 2k3.7\—k3)2+£_7

< 2k3,7‘ + ka,r*k3,4+€ )
Using Corollary 6.1 we get
9ep_g < 2kar s (ks 4 9l) < gloksr—har

We then deduce that
R A

Therefore, it is now sufficient to prove that e,_5/3°~2 = 1 mod 8 in order to prove that
€r_2 /35_2 < ws,r—¢. This result on the remainders modulo 8 comes from the fact that

3/=2 = 3 mod 8 since ¢ is odd. Moreover S = 2b3,» mod 8, leading to
er—2/3""? =3e,_0 =3(8 — ap, , +2b3,) = 1 mod 8.

So, we have

3572

er—a/ < W3,r—¢,

implying that e,_, belongs to &3 ,_». Let now

k3
[ 2 J71 Y+b3,

er1=(8—a5—) + Z 92j+bs,r 4 Z 92j+bs.r
j=1+bs, J=14bs,r

We use that
(8 —az—) + b3, 2% =3(8 —aw,,) .

Then, let us observe that for any K > 6:

K—5+bs,, K—5+b3 K—4

3 Z 92i+bs,r | = Z 92i+bs,r 4 Z 92itbsr _ py 23

j:1+b3,r j:1+b3.r j=1+b3,7,

ks -—67 ks —67 k3 r—ks o +0—7
Z 9ksr—6j _ Z oks,r=6j 4 g  Qks.r—kae ,
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implying that
k37.,,
Y+b3,r l 2 Jil
er1 =38 —au,,)+3 | > 2t |4 N 9¥ther
j=1+b3,r J=y+2
Moreover, since
k3, r kg e—¢
[—2 J71 3{ £ J+3
Z 92j+bs,r _ oks,r—2i
J=v+2 j=1
k —£
[3§ +1
— (2k3,7.76i+2k3'7.76i+2 +2k377.76i+4)
j=1

we deduce that

4] [
92j+bs,r _ 3 9ka,r—(65—1)
Then we obtain
. Y+bs, L lks’é_eJ“ 2
’“3‘1 =B—ap,, )+ D 2t N N ok (670
j=1+bs., j=1  i=0
= €r_9 — S
ﬁ eT‘—Q ’

implying that e,_; belongs to &5 ,._;. Finally,

k3

2](,‘3;,‘ l%J71 .

T (8—ap) Y, 2 <e,
j=1+b3

implying that ws ,, = 2Fs.r — Qp,, € E3r.

6.1.3 MILP-based Algorithm

The induction procedure from Proposition 6.4 relies on some assumptions which are not satisfied
for some values of . These sporadic cases then need to be handled in a different (but more
expensive) way. According to Proposition 6.3, rounds r such that (s; . .. s,) is a palindrome are the
only ones for which thereisno ¢ < rsuch thatks,_; = k3, — k3 ¢. Then, Proposition 6.4 does not
apply to these values of . Moreover, in this proposition, we impose ¢ < 22, since Observation 6.2
has been proved up to ¢ < 22 only. Also, we add an additional constraint on k3 , — k3 ¢ — 3¢. This
constraint is mainly due to the 2¢ + 1 coefficients needed to construct an element of Z/3'Z with
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powers of 4 in Observation 6.2. Indeed in the inductive proof, when we want to construct multiples
of 3°*! or 3*+2, we add a sum S that must be sufficiently low in order to apply Observation 6.1
which compares powers of 3" with powers of 2¥3.~,

Let1 < r < 16265, such that we are not in a case of a palindromic sequence, then by computing
the minimum values in £,., we can exhibit all the rounds for which there is no ¢ satistying the two
constraints of Proposition 6.4:

e Ifr = 19,24, then min(L, ) isrespectively 7 or 12. However, the hypotheses of Proposition 6.4
are not satisfied:

kg’lg=30<33=k377+3><7+b19+1,
k‘3724=38<56=/€3712+3><12+b24+1.

 Ifr belongs to the set
{665\ + 53,0 < A < 24,0 < p < 6}U{359 + 665\ 4+ 53,0 < A < 23,0 < pp < 5},
then we have min(£,.) > 53.

Let us recall that, when the univariate degree 3" is lower than 2" — 1, we necessarily have
3" € &3.,.. Consequently, for these particular r, we will search for £ such that 3"~* € £; ., implies
that ws , € & . This can be done by exhibiting a sequence of operations, composed of Cover and
Mults, which generates ws , from 37—¢. These functions a priori need to be iterated ¢ times but,
since = € Cover(x), we can ignore some calls to Cover.

It is possible to encode the existence of such a sequence of operations as a MILP problem
that is then solved using PySCIPOpt [Gam+20], an off-the-shelf solver. This encoding works as
follows. Integers are represented via their binary representation over n bits. We use two sets of
intermediate variables for each round r, namely (a] )o<i<n and (b} )o<i<n, corresponding to the
integers a” and b” which are such that

b" € Cover({a"}) and a" ' € Multz ({b"}) .

The relation " = Cover(a") is easily encoded as a set of MILP equations since it corresponds to
bi < af foralli € {0,...,n — 1}. In order to ensure that a” ! = 3b", we use a bitwise description
of the multiplication by 3 that can be found for instance in [Bro+21]. By setting a” ¢ = 3"~ and
a” = ws ,, we have that the existence of a solution to all the previously described equations is
equivalent to the fact that a” is in (Mults o Cover)‘({3"~*}), meaning that it is indeed in &3 ,.. We
illustrate the following procedure in Figure 6.12.

This technique is rather slow, and it cannot be applied to large values of r. Indeed, the
experiments were ran on a cluster with an Intel Xeon Gold 5218 processor and 192GB of RAM, for
which we were limited to one week of computation. However, it plays a crucial role in our proof of
Theorem 6.1.

Table 6.4 provides the values of all » < 16265 corresponding to the length of a palindromic
sequence for which it has been checked with our MILP-based algorithm that ws . € £3 .. The next
palindromic sequence is for » = 16266 and is out of reach using our MILP solver.

Similarly, Table 6.5 covers the first values of r for which there is no ¢ satisfying one of the
situations of Proposition 6.4.

The first value of r for which the cost becomes too high to obtain a result from the solver
is r = 465. Thus, if R = {665\ + 53p, 0 < A < 23,0 < p < 5}, then, up to 16265, the only
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Figure 6.12: How to search for maximum-weight exponents with MILP

T 7 12 53 359 665

2k3’r — Qs . 211 -5 219 -5 284 -7 2569 -5 21054 -7
14 2 3 4 6 7

Table 6.4: Lengthsr of palindromic sequences for which it has been proved with a MILP algorithm
thatws . € &, using that3"~* € &5 4.

T 19 24 106 159 212
2’{)3,7‘ _ O‘bs,r 230 -7 238 -7 2168 —7 2252 -7 2336 -7
L 4 3 6 5 6
T 265 318 412 518 624

2k&r — 2420 -7 2504‘7 7 2653 -5 2821 -5 2989 -5
3,r
/ 5 6 9 7 7

Table 6.5: ( such that3"* € & ,._, impliesws , € &3,

rounds for which we cannot definitively prove the presence of maximum-weight exponents are
the following ones (in red in Figure 6.13):

F = ((359 + R)U(665 + R)U(718 + R))\V, whereV = {359,412,518,624,665} .

The last relevant point we need is to check that the rounds belonging to F do not raise any
problem to build a recurrence on elements of R = {4 < r < 16265 s.t.r ¢ F}. The following
observation has been checked by computer, by looping through all ¢ € £,..

Observation 6.3. For any r € R, there exists £ € £, such that r — ¢ belongs to R.
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\ MiMCs, n = 129\ \ MiMCs, n = 255

R

T

SN

4 712 1924

212 265 318 359 412 465

53 82 106 159161
MiMCs, n = 769 MiMC3, n = 1024
k + + + + + 1 I —t
466 486 518 571 624 647 665 718 665\ + 53, 359 + 665X + 53y, 16225 16265
1<A<240<pu<6 0<A<23,0<pu<5

Legend:

Rounds for which we are able to construct an exponent of £ ..

semiconvergents of log, 3 (rounds with a palindromic sequence) : MILP solver
] rounds such that 3 ¢ < 22 satisfying Proposition 6.4

[ rounds such that 3 ¢ < 22 but not satisfying Proposition 6.4 : MILP solver
rounds for which min(£,) = 53 : MILP solver

Rounds likely to be covered by having a proof of Observation 6.2 for ¢ > 22.

rounds for which min(£,) > 53 : no result with MILP

Figure 6.13: Rounds for which we are able to exhibit a maximum-weight exponent.

6.1.4 Combining Both Steps

As a consequence, we are now able to construct, by induction, maximum-weight exponents for all
rounds until 464, and for almost all rounds until 16265.

Theorem 6.1. Let R be the set {4, ..., 16265 }\F, where F = ((359 + R)U(665 + R)U(718 + R))\V

with

R = {665)\ + 531, 0 < A < 23,0 < 1 < 5},
V = {359,412, 518,624, 665} .

Thenws . € &, forallr € R.

Proof. We prove the result by induction on r. Let (#,.) be the following hypothesis:

e Forr = 5:

(IHT) Vi<i<nr,ieR, w3 = ks _ Qpg ,; € 53’1'

(H5) 1 V4

is satisfied since:

<i<b,ie R, w3; €8y

2k3‘4 — Qp, = 26 — 7= 57653’4.

¢ Induction step. We assume that (#,) is satisfied, then we will show that (H,1) is also

satisfied. If (sq, ..

., 8r) is a palindrome, or if there is no /¢ that satisfies the conditions of

Proposition 6.4 then w3 - € &5, as summarized in Table 6.4 and Table 6.5.

Otherwise, according to Proposition 6.3, we know that £, # ¢ so that there exists £ € L,..
Moreover, we know from Observation 6.3 that there is always a round » — ¢ € R so that we
can use Proposition 6.4, and prove that we have w3 , € &3, since ws ¢ € £3 .

O
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We are now able to give precise guarantees on the algebraic degree of MiMCj;[r]. The result
given in Corollary 6.2 will then be of fundamental interest in Section 6.5 when studying higher-
order differential attacks.

Corollary 6.2. Letr € R be an integer, then the algebraic degree after r rounds of MiMCg satisfies:
By =2 x [ks,/2 —1],
where ks , = |rlog, 3|.

Proof. Proposition 5.10 proves that 2 x [k3 /2 — 1] is an upper bound on the degree, and
Theorem 6.1 exhibits some exponents that reach the degree at each round whenr € R. O

Although Corollary 6.2 does not allow to cover all the rounds, the number of rounds of MiMCg
we are interested in is fully covered (~ 80 when n = 129), as shown in Figure 6.13. For the hash
functions, we need to cover 486 and 687 rounds. In these cases, we have the exact value of Bj for
all rounds needed, except for r € {465, 571}. Recalling that (B%),>1 is a non decreasing sequence
(see Proposition 5.2) and that Bj is upper bounded by 2 x [k3 /2 — 1] (see Proposition 5.10), we
have:

734 = B3%

4
< Dy

570 5
902 = B3 < BS

By observing that [k3 /2 — 1] < [k3 ,—1/2 — 1] 4+ 1, we deduce that, between two consecutive
rounds, the degree increases by 2 or remains stable, in which case we have a plateau. More precisely,
as shown in Corollary 6.3, there is a plateau in the growth of the algebraic degree between rounds
randr + 1, when k3 , is odd and k3,1 is even.

Corollary 6.3. Let (b3 ,)r>4 be the sequence defined by bs , = k3, mod 2. Then we have
BY = Byt ifandonlyif (bs,b3,.41) = (10).

Proof. According to Corollary 6.2, we have B} = 2 x [k3 /2 — 1]. Then, let us investigate the four
cases depending on the sequence (b3 ;b3 +1).

o If (6377-637r+1) = (OO), then

By =ks,—2 and By™'=tkz,1—2=ks,.
o If (b3,rb3r41) = (01), then
By =ks,—2 and By =lkz.—1=ks,.
o If (b3,rb3 r41) = (10), then
By =ks,—1 and Bi'=kz, 1 —2=ks, 1.
o If (b3 rb3,r41) = (11), then

Bg = k3,7‘ —1 and B§+1 = k3,r+1 —1= kS,r +1.



170 Chapter 6. Tracing exponents when iterating power functions

It follows that the only sequence such that B} = Bg“ is (bs,rb3,r+1) = (10). O

This implies that two consecutive plateaus correspond to 3 switches in the parity of (k3 ,),~o0.
From Proposition 6.2, we know that

4
Z Spyi € {20 —1— kg 0,20 — k3 0} . (6.2)

i=1

We deduce that Z?:l Sp4+i < 2and Zle sr1i = 4, which implies that, if there is a plateau between
rounds r and (r + 1), then the next plateau starts at round (r +4), (r + 5) or (r + 6). By using (6.2)
for 2 < ¢ < 7, we deduce that there are exactly three possible patterns for a subsequence of
(sr)r>0 starting by 1 and having Hamming weight 3, namely

Sr41---Sp45 = 10101 5
Spi1-eSrag = 101001,
St 8ra6 = 100101 .

Overall, Corollary 6.2 ensures that the higher-order differential attacks described in Section 6.5
have minimal complexity.

6.2 More maximum-weight exponents for MiMC;

In the previous section we have identified one exponent at each round that reaches the degree, but
in practice, it is not unique. Indeed, Figure 6.14 shows the number of maximum-weight exponents
per round, derived from the C implementation of Proposition 5.1 that gives all the exponents
appearing in each round, and in particular those of maximum weight.

—— MiMC3

Number of exponents
w
(=]
!

0 y T y T T T T T T T T T T T T T T T
1 2 3 4 5 6 7 8 9 00 11 12 13 14 15 16 17 18
Rounds

Figure 6.14: Number of maximum-weight exponents

We can observe that for some rounds there are very few maximum-weight exponents. Such
an event is linked with b3 ,, i.e. the parity of k3 ,, = |log, 3|, as we will see in the following. We
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complete Theorem 6.1 with other exponents of maximum weight. Then we will distinguish
cases depending on the parity of |r log, 3| and the previous rounds. Our approach consists in
investigating Conjecture 6.3.

Conjecture 6.3. Letr > 6. Then, the maximum-weight exponents in s ,. include the set M3 .
defined as follows, where « can take any value in {2, 5}:

* ifks, isodd:
Mg, = {2’“3"" —a},

* ifks , iseven:
- lf(b3,rf2b3,r71b3,r) = (000)

M, = {2]"“_1 —a, 2k — o — 2},

= if(b3,r—2b3,r—1b3,) = (100):

. k r
MB,T = {2}9317,71 _ CE} U {ka,r _ 921+l _ 0,0 < ji < 3,r 2} :

- lf(b3,r—1b3,r) = (10)

M377> = {2’@3,7‘71 _ Oé}U {2k3,r _ 22j1+1 _ O[,O < jl < o 2}

U {2’“3#“ — ksl _ 922 _ g 2 gy < L — 1}
U {2kl —oksr=l g}

Moreover, when (bs ,_1b3 ) = (10), and ks ,_5 is odd, with ks ,_5 = ks, — 7, &3, also
includes:

{2k3,r+1 ka2 _ 92t _ g 0 < jy < ’ff;r _ 2}

- k
U {Qk&r“ — ka3 9204 o 2 < gy < ; - 2} ,

While the most general case remains a conjecture at the time of writing, in what follows, we
show that the conjecture is true for all » < 411. For the sake of consistency, we will use the
notation of the previous section. In particular, we rely on sequences (e,_; . . . ¢,-) such that each
er—;, 0 <1 < £, belongs to &3 _; and our procedure is again divided in two parts.

* We present an inductive procedure establishing that, for most values of r, e, € &3 ,- using
the fact thate,_y € & ,_, forsome ¢ < r.

* We describe a MILP-based computationally intensive procedure to prove that e, € &3 . for
some sporadic values of r, corresponding to the cases which are not covered by the inductive
procedure.

* These results and algorithms are then put together in order to prove Proposition 6.5.
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ks.p bs.r—2 bs.r—1 bs. Corresponding lemma
0 0 1 Lemma 6.1-Figure 6.15
odd 0 1 1 Lemma 6.1-Figure 6.16
1 1 1 Lemma 6.1-Figure 6.17
1 1 0 Lemma 6.3-Figure 6.23
even 1 0 Lemma 6.2-Figure 6.22
0 0 0 Lemma 6.4-Figure 6.24

Table 6.6: Corresponding lemma for each sequence (b3 ,_2bs ,_1bs ) studied.

6.2.1 Inductive Procedure

As we need to distinguish cases depending on the parity of |r log, 3| and the previous rounds, we
will give the results in distinct lemmas as explained in Table 6.6.

First, let us consider a round r such that k3 . = |rlog, 3| is odd. The following lemma exhibits
some conditions under which the maximum-weight exponent 2%~ — 2 belongs to & .

Lemma 6.1. Let (ks ,)r~o be the sequence defined by ks , = |rlog, 3|, and (b3 ,)r~0 the sequence
defined by bz , = ks, mod 2. Letr > 6, withbs , = 1, and { € L, such that one of the following
situations occurs:

(1) ¢=2,
(2) 2 << 22suchthatks, > ks, + 3{ + 2, and one of the following situations occurs:

e ( iseven, or

o lisodd, withbs ,_o = b3, = 1;
(3) 2 < { < 22isodd such thatks,, > ks + 30 +5andbs ., = bz, = 0.

If2ksr—Fkse —2€ &5, , whenbs,_o = by, = Lorif2ks~—Fse 7€ & ., whenbs, 4, = bz, =0,
then2ksr —2¢€ &,

Before giving the proof, we propose Figures 6.15, 6.16 and 6.17 to give a first idea of the
procedure we will use. Figures 6.15 and 6.16 have been obtained by combining the first item of
the lemma with the result given in Proposition 6.4. For example, on Figure 6.15, we see that we
can derive 23~ — 5, from 2¥3.=! — 7 appearing at round (r — 1) (Proposition 6.4) and 2¥3.» — 2,
from 2%s.-=3 — 7 appearing at round (r — 2) (the above lemma).

On Figure 6.16, we observe that both 2s.» — 5 and 2¥s.* — 2 can be derived from 2F3.-=3 — 7
appearing at round (r — 2) (Proposition 6.4 and the above lemma respectively).

To illustrate the idea behind the other items of the lemma, we propose to give an example for
the case ¢ odd, with b3 ._, = 0. On Figure 6.17, we notice that both 2ks.r _ 5and 2%s.» — 2 can be
derived from 2%s.» =11 — 7 appearing at round (r — 7) i.e. £ = 7. The trail for 2¥2:» — 5 was found in
Proposition 6.4 and the trail for 2¥3.~ — 2 will be given in the following proof.
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b3 Maximum-weight exponents
) =2
r—292 0 okr=3 _ 7 ¢
r—1 0 k=1 _7
r 1 | 20 —5 | | 2&0—2 |

bs Maximum-weight exponents
r—2 0 gk—3 _7 =2
.................. 1
r 1 \ - | | 2 — 2 |

bs. Maximum-weight exponents
r—17 0 2kr—11 _ 7 —
""""""" moory ||
r 1 (2% 5 | [ 22 |

Figure 6.17: Tracing exponents when (bs ,—2bs ,_1b3 ) = (111).

Proofof Lemma6.1. (1) Let{ = 2. Wehave k3,5 = k3, —3and b3 ,_o = b3, = 0. Therefore,
by hypothesis, e,_5 = 2#3.-=3 — 7 belongs to &3 r—2. Let us choose

k3,r—4
e =11+ > 27 42ksr=2,
j=5

Then, we have
ey = 2Mr=2 y gksr =8 91

We deduce that
er1/3=2"r"0 —T=ws, 5,
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implying that e,_; belongs to &5 ;. Moreover,
55
(2k3,r _ 2)/3 _ Z 92j+1 <er1,
=0
implying that 2k» — 2 € &5 ,..
(2) Let ¢ be an integer such that2 < ¢ < 22, and k3, > k3 ¢ + 3¢ + 2. While the proposition

considers two cases, we split the first one into two, so that we consider three cases:

(a) Ziseven, withbs,_o = b3, =1,
(b) ¢iseven, withbs, ¢ = bz, =0,
(c) lisodd, withbs ,_¢ = b3, = 1.
Figures 6.18, 6.19 and 6.20 illustrate the procedure below. On the first lines the squares @

represent the active bits of e,., on the third lines the squares M the active bits of e,._1, where
the squares [1] are the £,2* in the sum S, and on the fifth lines the squares M the active bits of

€r—y.

Er

Mults T

e
" Mult;;T

€r_1 CoverT

(l\/lult;g)‘/;[ E
l

Figure 6.19: How fo derive 2*>+ — 2 when (¢ > 2 is even and bz ,—; = bs . = 0.

Byhypothesis, e,_, = 2¥3.-=ks.c _2belongs to &3 ., in Cases (a),(c), and e, = 237 ~Fa.e
7 belongs to &5 ,_ in Case (b).

We now choose

Ju

]
1 =2+ » 29t 4g,
j=1
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" l\/IuIt_-;T

er_1 CoverT

(I\/Iult;;)t IT

€r_y CoverT

Figure 6.20: How to derive2¥3~ — 2 when ( > 2 is odd andbs ,_¢ = bz, = 1.

with

2/
Z ;2% in Case (a)
=2

20
S=<1+ Z €j22j in Case (b)
j=2
20

4+ Z sj22j in Case (c)
\ j=2

where the (2¢ — 1) coefficients ¢; € {0, 1} are chosen such thate,_; = 0 mod 3‘~!. Indeed,
it is known from Observation 6.2 that such a choice is always possible since ¢ < 22.

We then use that
20 |55~ |1 4
er—1 = |24+ S5+ Z 22i+1 | 4 Z 92j+1
J=1 j=20+1
|22 |-2e-1
<oiry N gk
j=1
It follows that
|22n |-20-1
3e,_1 < 3 X Q4e+2 | Z oks,r—2j
j=1
< 2442 4 gksr
< oka,r—ka,e+l + oks.r

where the last inequality comes from the hypothesis on £. Moreover, since ¢ < 22, we deduce
from Observation 6.1 that

3,1 < 2k3,r—k3,e (2@ + 2k3,z) < 2k3,r—k3,z3€ ,

which implies that e, _; < 3¢~ 12ks.r—ka.c,
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Then, we can investigate each case separately:

(a) ¢ is even, so (Z%é_l)_1 = 37! =3 mod 8. Since S = 0 mod 8, we have
er_1/3£_1 =3¢,_1=3x2=6mod 8,
(b) ¢ is even, so (34_1)_1

er,1/3€_1 =3¢,_1=3x3=1mod 8,

= 37! =3 mod 8. Since S = 1 mod 8, we have

(c) ¢is odd, so (3671)71 =1"! =1 mod 8. Since S = 4 mod 8, we have

e,«,1/3€_1 =e,_1 =6mod8.

So, we obtain that
67‘—1/3271 <ér_¢,

implying that e,_; belongs to & ,._;. Moreover,

2Fr—2)B3=2+ > 29T <e
j=1

which proves that 2k — 2 € & ,.

(3) Let{ > 2be odd such that k3, > k3, + 3¢ + 5. Figure 6.21 illustrates the procedure we
describe below. On the first lines the squares [ represent the active bits of e,., on the third
lines the squares M the active bits of e,._1, on the fifth lines the squares B the active bits of
er—2, Where the squares [J are the ;2" in the sum S, and on the seventh lines the squares W
the active bits of e, _.

r [TITT I LTI LTI T}
T L

[ [ L
CoverT
et | T

Figure 6.21: How to derive2*s~ — 2 when( > 2 is odd and bz ., = b3 . = 0.

When ¢ is odd and b3 ,_¢ = b3, = 1, by hypothesis, e,_, = 2Fs»=ks.c — 7 belongs to

&3.r—¢. Let us again simplify the notation using a new variable v. Now, we let v = [k“J —

p)
3 l%%J — 4. We choose

kg e—¢

v+1 l J+1

6
o =2+ 27 4+85+ )
j=1

j=2

2
Z oks.r=(65-1)
i=0
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with
2l
S=1+ Z€j22j+1,
j=1

where the ¢; are chosen such that e,_, = 0 mod 3¢~2, which is always possible from
Observation 6.2 since ¢ < 22 and the number of coefficients ¢; in the sum is

ks,—1—k 14 4¢ + 4
S YN VIRE
2 2
Then, we have
kg p—¢
[ G J+1 2 i o . —le?"l_eJ—5
S D R R
j=1 =0
[—k?’”Z*lJH
g 2
g Z 2k3,r_(6j_i) + 2]@3,7«—/631241‘[—5 .
j=1 =0
It follows that
lk3’€7[J+l
g 2
9e,—9 < 9 x Z 2k3m_(6j—i) + 2k3.r—k3,z+€—5
j=1 =0
[kS"Z*gJH
6
< (26 _ 1) 2 2k317\—6j +9 x 2k3,T—k3,e+€—5 ,

j=1

from which we deduce

k3 o—¢
T e

< 21€3,7» + QkS,r7k3,1{+e
< oks,r—kae (21&‘3‘5 + 24) < 309ka,r—ks.
where the last inequality comes from Corollary 6.1 since ¢ < 22. We then deduce that

er_g < 3722Rsr—ha,
Then 3¢~2 = 3 mod 8 since £ is odd, and S = 1 mod 8, leading to

er_2/3""2=3e,_3=3x3=1mod 8.

So, we have
67"—2/3E72 <ery,
implying that e, _» belongs to &5 ,._o.

Let now .
v+1 l%J_l

e =6+ Y 2% 4 3 2%l
j=2 j=1
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Then, we have

k3yz—é
v+1 l 6 J+1
er_1/3 =2+ Z 2% 4 Z okar=6i(1 1 242 < e,y ,
j=2 i=1

implying that e, _; belongs to & ,._1.
Finally,
o=
2Fr—2)B=2+ > 29T <e
j=1
implying that 2k2» — 2 € &3 ..
O
Now we focus on the case where ks, is even (or equivalently b3, = 0), and exhibit in
Lemmas 6.2, 6.3 and 6.4 some maximum-weight exponents in this case.
First, we construct exponents of maximum weight for round r when k3 , and k3 ,_; are even

and ks 2 is odd. We will use « to denote both 2 and 5, since some results are valid whatever the
value of o is.

Lemma 6.2. Let (ks ,),~0 be the sequence defined by ks, = |rlog, 3|, and (bs )r~0 the sequence
defined by bs , = ks, mod 2. Letr > 6, and (b3 ,—2bs »_1b3 ) = (100). Foralla € {2,5}, if

{2193”'73 - Oé} c 53’7«_2 R

and
(2Far=2 _yy ket —gksr3 0202 0 2 <y < kg, /2 -1} S 30,

then
(2Far=l _qJu{2hsr — 221l 0 0 <) < k3, /2 -2} C &,

We summarize in Figure 6.22 all the trails we will exhibited in the proof.

b3, Maximum-weight exponents

r—1 0 ’ okr—2 _ 92j1+1 _ 5 ‘ ‘ ok,—1 _ok,—3 _ 92j2 _ 5 ‘

|
l 2kr — 921+l _ 5 ‘ ‘ 9kr _ 92j1+1 _ 9 }(_

Figure 6.22: Tracing exponents when (bs ,_2b3 ,_1b3 ) = (100).
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Proof of Lemma 6.2. We will successively prove that each of the exponents mentioned in the
lemma belongs to &5 ..

e For 2ks»—1 — 2j.e. @ = 2. By hypothesis, ¢, _» = 2¥27=3 — 2 belongs to & ,_». Let us

choose
kgﬁr—5
€1 =2+ ), 20 42kerT3
i=3
Then, we have
ks..—5

er,1/3 = Z 2! <ér—2,
1=1

implying that e,_; belongs to &5 ,._1. Moreover,

k-

3,7
> —2

(2Pt —2)3= > 2T <y,

=0

implying that 2¥2-—1 — 2 € &5 ,..

e For2*s»~1 _ 5i.e.a = 5. By hypothesis, 2¥3."=2 — 7 belongs to &3 1. Then, we have

k3,r
5——2

(2]63,1«*1 _ 5)/3 =1 + Z 22i+1 < 2](:37,«72 _ 7’

i=1

implying that 2% =1 — 5 belongs to &3 ,..

* For 2¥3» — 41i.e.j; = 0, = 2. Letus choose

]Cg,.,-*G
ey = Y, 204 2kerTd g ke
i=2
We notice that
3 % Z 221, + 2]63,7‘—5 + 2]63‘7‘—4 — Z (222 + 221+1) 4 2]€3‘7‘—5 + 2k3,T_2
i=1 i=1
ks,r—6
_ Z 2i + 2]63,7‘—4 4 2k’317‘—2
i=2
=€r_1.
It follows that
k3.r g
2 .
€T_1/3 = Z 2% + ka’r_f’) + QkS’T_4 < éep_2,
i=1

implying that e,_; belongs to &3 ;1. Moreover,
LT

2
(2For —4)3= ) 2Y <e
j=1

implying that 2k2» — 4 € &5 ..
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* For 2¥3~ — 7i.e.j; = 0, = 5. This case corresponds to Theorem 6.1.

* For 2*s» — 101i.e. j; = 1, a = 2. By hypothesis, 2k3.-—1 — 2k3.-=3 _ 92j2 _ , belongs to

E3.r—1. For jo = 2 and a = 2, this exponent corresponds to

2k3,7‘71 _ 2k'3,r*3 —6 = 2]63,7‘72 + 2k3,T73 —6.

Moreover, we have
m_l
2 .
(2Fr —10)/3 =2+ ) 2% <2fer=? 4ok ¢,
i=2
implying that 2¥2.» — 10 belongs to &3 ..

For 2%2» — 13i.e.j; = 1, @ = 5. By hypothesis, e,_» = 2"3»=3 — 5 belongs to €3 2. Let

us choose
k3r k

51 —5t-3
=1+ > 2% 4 9%t
i=2 i=2

Then, we have
-

e 1/3=3+ ) 2 <e o,
i=3
implying that e,_; belongs to &5 ;. Moreover,

k3r 4

2
(2Fr —13)3=1+ > 2% <e._,
=2

implying that 2¥2.» — 13 € &3 ,..
For 2ks.» — 2201+1 _ o with j; > 2. By hypothesis, for j; € [2, j;], we have

oks,r—=1 _ oks,r=3 _ 92j2 __  — 9ksr—2 + okar=3 _92j2 _ ¢ 537T71 )

We have
-1 B
(2k3,r —9Zn+l _ a)/3 _ (8 _ Oz)/?) + 2 92i+1 Z 92i
i=1 i=j1+1

Let us notice that (8 — «)/3 = 2,ifa = 2,and (8 — «)/3 = 1, if @ = 5, so thatif &« = 2, we
have both

(2Fsr — 2% HL _2)/3 < oksr=2 4 gk, =8 9202 _ 9
and

(2k3,r _ 22j1+1 _ 2)/3 < 2k3,'r‘_2 + 2k3,r_3 _ 22j2 -5,
and if &« = 5, we have

(2ksr — 221 _5)/3 < oksr=2 4 oksr=3 _ 920> 5

It follows that 2%s.~ — 2271+1 — e &5 ..
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O

Similarly, we now construct exponents for round » when k3 . is even and k3 ,—; is odd. It is
worth noting that when (b3 ,_1b3,) = (10), there is a plateau between rounds (r — 1) and r,
implying that all maximum-weight exponents in &5 ,._; are also maximum-weight exponents in
&3 . The following lemma then exhibits some additional maximum-weight exponents in this case.

Lemma 6.3. Let (ks ,),~0 be the sequence defined by ks , = |rlog, 3|, and (bs )0 the sequence
defined by by, = ks, mod 2. Letr > 6, and (b3 ,—1b3,) = (10). If{2ks-=1 —a} < &, for
a € {2,5} then foralla € {2, 5}
{2Fsr=t —qlu {2Fsr — 22T — o 0 < ji < ks, /2 — 2}
U {2ksrtl —ohsr=l 2202 _ o 2 < jo < ks, /2 — 1}
U {2ksrtl —ohsr—l _ 6} C &3
Moreover, if (b3 r—5 . .. b3 ) = (100110) we also have:
{2Fertl —oher=2 _ 220s%1 _ 0 0 < j3 < ks /2 — 2}
U {2k3,r+1 . 2]@3,7‘73 o 22j4 2 < ]4 < k3,r/2 _ 2} c 5377” .

As for the previous lemmas, we also summarize the procedure in Figure 6.23. We illustrate the
particular case where (b3 ,—5 ...b3,) = (100110) (in the other cases, the four exponents at the
bottom of the figure do not belong to & ,.).

Proof of Lemma 6.3. By hypothesis, 2¥27~1 — o belongs to & ,_1. Hence, we trivially have
2Fs.r=1 — o € &3 ,.. Then, let us examine the other types of exponents mentioned in the lemma.

e For 2*sr — 2271+1 _ o with j; > 0. We have

k3
Ji—1 -1

(2kor =220 F — )3 = (8—a)/3+ D 2% 4+ Y 2¥ <okl
i=1 i=j1+1

implying that 2k2.» — 221+1 — g e &3,

e For 2Fs.-+1 _ 2ksr—1 _ 22j2 _ o with j, > 2. First, we observe that

J2—1 k3,r—2 272
3 x <2 RS ) 2i> 221 +2%2 4+ 2 x Z 20 4 2har =1

i=1 i=2j2+1 1=2j3+1
2]2 1 k3 r -2
Z2Z+ o4 gker,
1=2j2+1
Then, we have
Jj2—1 ks,»—2
(2k3,r+1 _9ksr=1 _ 92j2 _ ()4)/3 _ (8 _ Oz)/3 + Z 92i+1 + 9242 + Z 2
i=1 i=2jo+1

implying that if « = 2, we have both

(2k;3‘7‘+1 _ 2k’3,r—1 _92j2 _ 2)/3 < 2k73‘7‘_1 -9

?
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bs Maximum-weight exponents

s [ A
=5
’ okr _ 92141 _ g ‘ ‘ okr _ 92j1+1 _ 9 ‘
r 0 ‘ okrt1 _gkr—1 _92j» _ 5 ‘ ‘ okrt1 _gkr—1 _ 92j2 _ 9 ‘
‘ okrt1 _ okp—2 _ 92ja+1 _ g ‘ ‘ okr+1 _ gkr—2 _ 92js+1 _ o ‘
‘ okr+1 _ok.—3 _ 92j1 _ 5 ‘ ‘ okrt1l _ okr—3 _ 92ja _ 9 ‘

Figure 6.23: Tracing exponents when (bs ,_s .. .bs ) = (100110).

and
(2k3,7»+1 _ 2k3,7.71 o 22j2 o 2)/3 < 2](:3’7.71 o 5 ,

and if &« = 5, we have
(2Fsrtt —gksr=l _ 9202 _5y/3 < ohsr—l 5
As a consequence, we have 2ks.-+1 — gksr=l _92j2 _ o e &3,
e For 2ks.rt1 _ 2ksr—1 _ g We also have,
b

(2k3,r+1 _ 2k3,7‘_1 _ 6)/3 _ 2k3,7‘_1 )

implying that 2ks.7+1 — 2ksr=1 _ G e &5 .

Now, let us assume that (b ;5 . .. b3 ) = (100110). By induction hypothesis, we have e, _5 =
2Fs.»=T — 5 belongs to &3 5. Indeed, let

k3, r
I3r 9o
2
e =1+ Y, 2% 42k 349,
=2

where
kS,r _5

2
S= > 2% withe; € {0,1}, and such that S = 0 mod 8 .
j=1
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We choose the ¢; such thate,_» = 0 mod 3% which is always possible from Observation 6.2. Then,

we have
€y < 2For=3 4 oksr—4 | oksr—6 | oksr—T _ 339ksr—T

And, using 3% = 3 mod 8 and S = 0 mod 8, we get:

er_2/3%> =3e,_o =3mod 8.

So, we deduce that
87_2/33 <ér_5,
implying that e,_, belongs to &3 ,_». Let
ks oks =2 _gks»=3 _ 13 = gksr—l 4 gksr=3 13

€r—1 =

We observe that

ks r_o P
3x [1+ 2 2% foker=3 | — 34 3 9i 4 ke84 gker2

=2 =4

kB.r_4
=3+ ) 2042kt
i=4
leading to
er_1/3 =1+ Z 2% 4 oksr=3 <o,
i=2

It follows that e,._; belongs to £3 ;. Then let us distinguish two cases.

o For 2ks»+1 _ 2ks»—=2 _ 22j3+1 _ o with j3 > 1. Let

e, = 2k3,7-+1 _ 2k3,1v*2 _ 22j3+1 —a, with1 < jg < ki;r _9.
We observe that
j3 1 2j3 ) k‘3‘,‘—3 )
3 % Z 227,+1 + Z 221 + 2k3 r—1 — Z 22 + Z 221, + 2k3,7‘—1 + 2]{:317‘
i=jz+1 i=3 i=273+2
= 9ks.r 4 9ksr—1 4 oksr—=2 _ 92j3+1 _ 8,
leading to
j3 1 k3 i _92
e/3=(8—-a)/3+ 2 92itl 4 Z 2% 4 okar=l <o .
= i=73+1

It follows that e, belongs to & ;..
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e For 2Fs.-+1 _ 2k3,»=3 _ 22ja _ o with j4 > 2. Let

ey = 2Far Tl _oksr=3 9204 o with2 < js < —-2.

kS,r
2
We observe that

ja—2 ks,-—4 2j4—2 k3,r—4
3 x (Z 22z+1 + Z 22) _ Z 2t 4 22]4—1 +92x Z 2t 4 2k3,r—3
i=1

i=2j,—1 i=3 =234
2j4—1 ks,r—4
= > 24 ) 24 2ker?
i=3 i=2j4+1
leading to
Ja—2 k3, r—4
e/3=(8—a)/3+ > 224 M 2iqpokerlce .
i=1 i=2j4—1

It follows that e, belongs to & .
Finally, let us prove the two remaining cases, i.e. when js = 0.

o For2ks»*1 _2ks»=2 _ 4gje.j3 =0, = 2.Let

&,2
2
era =2+ Y, 2% 42k 4 g
i=2
where
e
S=1+ Z ;2% withe; € {0,1}, and such that S = 1 mod 8 .
j=1

We choose the ¢; such thate,_; = 0 mod 33, which is always possible from Observation 6.2.
Then, we have

er_g < 2k’3y7‘—3 4 2]63‘7‘—4 + 2k3,7‘—6 + 2]631»,‘—7 — 332k,377~—7 .
And, knowing that 33 = 3 mod 8 and S = 1 mod 8, we get:
er_2/3> =3¢, o =3x3=1mod8.

So, we deduce that
67_2/33 <ér_5,

implying that e,_, belongs to &5 ,_5. Let us now consider e,_; defined by
ey = 2k3r — 2ksr=2 _gks, =8 10 = ksl 4 gksr3 0,

Then, we have
&,2
2 . q
er1/f3=2+ Y 27 42krB ey,
i=2
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implying that e,_; belongs to &£ ,_;. In the end,

k3 o

2
(2kortt —ghsr=2 gy 3 =4y M 2 okl <oy
=2

implying that e, = 2Fs.r 1 —2ksr=2 _ 4 e &
e For 2ks-+1 _ 2ks,r=2 _ 7Tje j3 = 0,a = 5. We have

LERS _9

2
e/3=3+ > 2¥42l<e
=2

implying that in the three cases e, € &3 ..

O

Finally, let us consider round r where k3, k3 ,—1 and ks ,_o are even, or equivalently
(b3,r—2b3 r—1b3,,) = (000).

Lemma 6.4. Let (ks ,),~0 be the sequence defined by ks , = |rlog, 3|, and (b )r~0 the sequence
deﬁned byb377- = ]433,7- mod 2. Letr > 6, and (b3,7-_2b377-_1b3,7-) = (000)

o If{2ks=5 —a} € &3, foralla € {2,5}, and {2k*7=2 — 7} < &3, then

{2]@'3,7‘71 — a} c 837,,. fOralla € {2a 5} .

e Letr = 6,and/ € L, such that one of the following situations occurs:

(1) 2 << 22suchthatks, > ks, + 3( + 1, and one of the following situations occurs:
- ! iseven, or
- lisodd, withbs ,_g = b3, = 0;

(2) 2 < (< 22isoddsuchthatks, > ks + 30+ 6 andbs ., = bz, = 1.

Hence, if2%s-=kst — 4 € &5 ., whenbs,_; = bz, = 0 orif2ks~—Fse —5¢ &, 4, when
bgm_g = bS,r =1 then 2]@3,,« —4e€ gg’r.

Before giving the proof, we propose Figure 6.24 to illustrate the different trails. The first item of
the above lemma corresponds to arrows with £ = 1 or with £ = 3, meaning that the trail starts
atround (r — 1) or (r — 3) respectively. Then, to explain the idea behind the second item of the
lemma, we propose to give an example for the case ¢ odd, with b3 ,_, = 0. On Figure 6.24, we
observe that both 2¥3.» — 7 and 2¥3.» — 4 can be derived from 2%2-—1! — 5 appearing at round
(r —7)ie. £ = 7. The trail for 2¥3.» — 7 was found in Proposition 6.4 and the trail for 2%~ — 4 will
be given in the following proof.

Proof of Lemma 6.4. We prove the first item of the lemma.



186 Chapter 6. Tracing exponents when iterating power functions

bs Maximum-weight exponents

r—17 1 okr—11 _ g L=17
e O e
r—3 1 | 2#5_5| [ 2+F_2
O RS fe=i: 1 NN O
r—1 0 okr—2 _ 7 f=3

| 2kr_1_5 | | 2krrir 2 |

r 0
! L
| 2kr_7 | | 2kr_4 |

Figure 6.24: Tracing exponents when (bs ,—2b3 _1b3,) = (000).

e By hypothesis, 2¥3*=2 — 7 belongs to €3 ,_1. Then, we have

k3,r 9

2
(2l —B)B =14 > 2%t <oksr—2 7,
i=1

implying that 2¥» =1 — 5 belongs to &3 ..
Then, by hypothesis, e,_3 = oks.r=5 _ o belongs to & 3. Let

ks, —9
erg =14+ ) 204 2kerT 4 ghsr=6 4 gher=5
i=5
Then, we have
k3,r—9
era/3=2+ > 24280 <e 4,

=3

implying that e, _, belongs to &5 ,._,. Moreover, let

ks »—9
€1 =10+ D 2042k Ty ger=h y a8
=5

Then, we have

k3,r
L5
2
ero1f3 =14+ Y 2% 4 2kermT g oker=6 4 oksr=b <
=3




6.2. More maximum-weight exponents for MiMCs 187

implying that e,_; belongs to &5 ;. Finally,

k3,r
> —2

(2k3,r—1 _ 2)/3 — Z 22i+1 <er_1,
i=0

implying that 2k27 =1 — 2 € &; ,..

* (1) Let? be an integer such that 2 < ¢ < 22, such that k3, > k3, + 3¢ + 1. While the

proposition considers two cases, we split the first one into two, so that we consider
three cases:

(a) fiseven, withbs,_; = b3, =0,
(b) ¢iseven,withbz, ¢ = bz, =1,
(c) ¢isodd, with bz ,—; = b3, = 0.

Figures 6.26, 6.26 and 6.27 illustrate the procedure below. On the first lines the squares
[ represent the active bits of e,., on the third lines the squares M the active bits of ¢,._1,
where the squares [ are the ¢;2¢ in the sum S, and on the fifth lines the squares H the
active bits of e,-_y.

e
" l\/IuIt;),T

€r_1 CoverT

(l\/lult;g)"l/[ E
l

Figure 6.26: How fo derive 2*> — 4 when ( > 2 is even and bz ,—; = bs . = 1.

By hypothesis, e,_, = 2¥3.»=*3. — 4 belongs to &3, in Cases (a),(c), and e,_, =
2ks.r—ka.e _ 5 belongs to &3, in Case (b).

We now choose
k3,7‘

By

2
er1 =4+ Z 2% + S,

Jj=2
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er Mth,rllI|||||I---||||I“-|||||
T e

ere T M - W

Figure 6.27: How to derive2¥*~ — 4 when( > 2 is odd and bs—¢ =b3, =0.

with
20-1
Z ;2211 in Cases (a), ()
=1
S=4"" 5 _
2+ ) ;2% inCase (b)

Jj=1

where the (2¢ — 1) coefficients ¢; € {0, 1} are chosen such that e, is divisible by 3¢
Indeed, it is known from Observation 6.2 that such a choice is always possible since

<22,
We then use that
2¢ . kag”‘_l .
€1 = <4+S+ 2227> + Z 927
j=2 j=204+1
M 201
< 24é+1 + Z 2]63,,«72]' .
j=1
It follows that
5 901
Bepp < 3x [24F 4 3T ke

where the last inequality comes from the hypothesis on ¢. Moreover, since ¢ < 22, we
deduce from Corollary 6.1 that

3,1 < oks,r—kae (25 + ka,z) < 2k3,r_k3,€3e ,

which implies that e,_; < 3¢~12ks.r—ks.c,
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Then, we investigate each case separately:

(a) £ is even, so (31“]_1)_1 = 37! =3 mod 8. Since S = 0 mod 8, we have
e,~_1/3£*1 =3¢,_1=3x4=4mod 8,
(b) ¢is even, so (3‘15_1)_1 = 37! =3 mod 8. Since S = 2 mod 8, we have
er_1/31=3e,_1=3x6=2mod8,
(c) ¢is odd, so (35_1)_1 =1"!=1mod 8. Since S = 0 mod 8, we have
er,1/3€_1 =e¢,_1=4mod8.
So, we obtain that
-1
67“—1/3 < ér—¢,
implying that e,_; belongs to &3 ;. Moreover,
o ays=ar S P<e,
=2
which proves that 2¥» — 4 € &3 ,..

(2) Let? > 2,suchthat ks, > k3 ¢ + 3¢ + 6. Figure 6.28 illustrates the procedure we will
describe. On the first lines the squares @ represent the active bits of e,., on the third
lines the squares M the active bits of e,._1, on the fifth lines the squares B the active
bits of e,_5, where the squares [ are the ¢;2° in the sum S, and on the seventh lines
the squares M the active bits of e,._;.

er (T O T
: T M- W1

Figure 6.28: How to derive2*s.~ — 4 when( > 2 is odd andbs ., = b3, = 1.

When / is odd and b3 ., = b3, = 1, by hypothesis, e,_, = 237 k2.¢ — 5 belongs to

&3 r—¢. Let us simplify the notation using v, defined by v = lkser -3 l%%J — 5.

We now choose

k3,27€
v G JH 2
erg =24 Y 29T 484 N N ok (G0
o =1 izo

with
2l
S =4+ Z €j22j

j=2
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where the €, are chosen such that e,_s = 0 mod 3¢~2, which is always possible from
Observation 6.2 since ¢ < 22 and the number of coefficients ¢; in the sum is

Then, we have
kA '_g
l d'g J+1 2 L k 6 k3 ¢—¢ s
er—2 < Z Z oksr—(65—1)  oks.r— [TJ,
= =

J
[ |

2

k r— (67 ks —ks £—8

< Z Z 3, —(65—1) + 9ks, 3,0+ ]
j=1 =0

It follows that

k3 p—¢
[P

2
9e, 5 < 9 x 2 oks,r—(65—)  oks,»—ks,¢+(-8
=0

—

i=
|22 |+ |
(26—1) D 2kerT0 4 g x gharhoe S
j=1
R

N

okar _ 9"
oks.r 4 ks, r—kse+l

oks,r—kae (2k3,z + 25)
3Z2k3,7v*k3,z

+9 x 2k3,7.7k3,2+578

NN N

A

)

where the last inequality comes from Corollary 6.1 since ¢ < 22. We then deduce that
er_g < 3t722ksr—kse,
Then 32 = 3 mod 8 since ¢ is odd, and S = 4 mod 8, leading to

er2/3""?2 =3¢, »=3x6=2mod 8.

So, we have
32

er—2/ <éer—y¢,

implying that e,_, belongs to &3 . _s.

Let now
k

'37‘7
er_1 =6+ Z 22ﬂ+222ﬂ+1.
Then, we have

244

5
er_1/3 =2+ Z 220+1 4 Z ks r=0i(] 1 94 9%) < e,
j=1 i=1
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implying that e,_; belongs to &5 1.
Finally,

k3.r 4

2
(2P —4)3=4+ ) 29 <e
j=2

which proves that 2F3- — 4 € Es .
O

Remark 6.4. To simplify this proof we have given a way of deriving the exponents reaching the
upper bound on the algebraic degree, but we have not aimed to minimize the length of the involved
trail. Trying to find the smallest trail is then an interesting open problem. For example, we have
already seen, in Proposition 6.4, that oksr _ 7 ¢ &3, can be derived from

oksr—11 _ 5 ¢ 53,7‘—7 when (b377‘_7 Ce b371~) = (10011000) s
2k37T719 —b5€ 8377»_12 when (b37,«_12 e bg,r) = (1001100011000) .

But, it is not necessary to refer back as many rounds since we can construct these exponents as
follows. If (b3 ,—7 ... bs ) = (10011000) then

2k3,7.73 _ 2763,7-*7 _ 2"73,7'78 —bhe 53 r—2
which implies 2*s* — 7 € & ,.. Similarly if (b3 12 . . . b3,») = (1001100011000) then
kar=Il _ghsr =15 _od _5egy, o,

which implies 2¥3.» — 7 € &3 .. We note that such exponents, appearing respectively at rounds
r — 2 and r — 7, can also be constructed from maximum-weight exponents. Indeed, we have

2]@3,7.73 o 2k3,,.77 - 2k:3,7.78 —5e 53,7‘—2

when
2]{)3.179 _ 2]63,,,»711 _ 2k3,r,v712 _ 5 e 53,7‘76 ,

since (b3 ,_7...b3,_2) = (10011) (see Lemma 6.3). Similarly, we have
2’(?3;,'711 _ 2}{)3,7-715 _ 24 _ 5 e 53 7

when
okar—17 _ ks, =19 _gksr=24 _5c g,

since (b3 r—12...b3,—7) = (10011) (see Lemma 6.3). Therefore, we have the pattern of Figure 6.29.

6.2.2 MILP-based algorithm

The induction procedure from Lemma 6.1 and Lemma 6.4 relies on some assumptions which
are not satisfied for some values of r. These sporadic cases exactly correspond to those already
observed previously, which we will also handle with a MILP-based algorithm. Table 6.7 provides
the values of all 7 < 411 corresponding to the length of a palindromic sequence for which it has
been checked with our MILP-based algorithm thate, € &3 ;.
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b3, Maximum-weight exponents b3, Maximum-weight exponents

r—7 1 | ok =11 _ ‘ r—12 1 | 2hr—19 _ 5 ‘

0 (001100)
r o | ok —7 \ r o | 2k —7 \
(a) When (bs,,—7 ... bs.,) = (10011000). (b) When (bs 12 . ..bs.) = (1001100011000).

Figure 6.29: Tracing exponents when (bs ,_2b3 »_1b3 ) = (000) with intermediate rounds.

Table 6.7: Lengthsr of palindromic sequences for which it has been proved with a MILP algorithm
thate, € &, using that 3"~ € £ 4.

r 19 24 106 159 212 265

er 230 —4 238 —4 2168 —4 2252 —4 2336 —4 2420 —_4
/ 4 5 6 5 6 5

Table 6.8: ( suchthat3™" € &, impliese, € Es.,.

Similarly, Table 6.8 covers the first values of < 411 for which there is no ¢ satisfying one of
the situations of the above lemmas.

As this technique is rather slow, it cannot be applied to large values of r. In particular, the first
value of r for which the cost becomes too high to obtain a result from the solver is r = 412. We
summarize in Figure 6.30 all the rounds for which we are able to give more maximum-weight
exponents than the exponents from Theorem 6.1.

6.2.3 Combining both steps

As a consequence, we are now able to construct by induction a subset of maximum-weight
exponents for all rounds until 411. First we need the following observation.

Observation 6.4. For any 6 < r < 411, one of the assumptions of Lemmas 6.1, 6.2, 6.3 and 6.4 is
satisfied.
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[MiMCy,n = 129 [MiMCy, n = 255
= = = q
T 7 7 Y {
o v y v {
ot 7 / v {
o v 7 / b
EiL g 4 / / b
67 12 19 24 53 82 106 159 161 212 265 318 359 a1l

Legend: trocd semiconvergents of log, 3 (rounds with a palindromic sequence) : MILP solver

] rounds such that 3 ¢ < 22 satisfying Lemma 6.1, 6.2, 6.3 or 6.4
rounds such that 3 ¢ < 22 but not satisfying Lemma 6.1, 6.2, 6.3 and 6.4 : MILP solver

027777 rounds for which min(£,) = 53 : MILP solver

Figure 6.30: Rounds for which we can construct more maximum-weight exponents.

Knowing that all lemmas are satisfied, we can now construct exponents combining our
inductive proof and the MILP-based algorithm.

Proposition 6.5. Let6 < r < 411, k3, = |rlog, 3], b3, = k3, mod 2. Then, the maximum-
weight exponents in £ . include the set M3 . defined as follows, where o can take any value in
{2,5}:

* ifks,, isodd:
Mg, = {2ksr — )|

o ifks,, iseven:
— if(b3,r—2b3,r—1b3,») = (000):

Ms = {2ksr=l _q oFsr _ o — 2}

- if (b3,r—2b3,r—1b3,) = (100):

. k ,
Mg,r = {2](?3,7‘71 _ Oé} U {2k3,r _ 22J1+1 —a,0<j; < 1;, . 2} :

= if (b3 r—1b3,) = (10):

A ks
My, = {2F1 —alu {Qk“ —2 a0 <50 - 2}
_ : . kS T
U 2k3,7«+1 _ 2k3,r 1_ 2272 —a, 2 < 72 < 2’ —1

U {2k}3,r+1 _ 2k3,7‘_1 _ 6} 5

Moreover, when (bs ,_1b3 ) = (10), and k3 ,_5 is odd, with ks ,_5 = ks, — 7,3, also
includes:

{Qka,ﬁ-l — 9ka,r=2 _ 92js+1 _ ,0 < j3 < % _ 2}

‘ ks,
U {2’“%“ —2ksr=3 9204 0 2 <y < % - 2} ,
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Proof. First, let us recall that for all r < 411, w3, = 2%~ — q,, € &3, because of Theorem 6.1.
Then, we prove the presence of other exponents by induction on r. Let (#..) be the following
hypothesis:
(HT) Ve<i<r, Mg’i c 53,2' .

e Forr =T7:
(7‘[7) V6<i1 <7, M3,i c 53,1'

is satisfied since bg = 1 and:

Mz = (2% — 5 2% — 2} = {507,510} < &6 .

¢ Induction step. We assume that (#,.) is satisfied, then we will show that (#,..1) is also
satisfied. If (s1,. .., s,-) is a palindrome, or if there is no ¢ that satisfies the conditions of
Lemma 6.1 and 6.4, then ws ,- € &3, as summarized in Table 6.7 and Table 6.8.
Otherwise, according to Proposition 6.3, we know that there exists ¢ € L,.. Moreover, we
know from Observation 6.4 that there is always a round < 411 so that we can use one of
Lemma 6.1, 6.2, 6.3 or 6.4 and prove that we have M3, < &3 ;.

O

In Table 6.9 we compare the number of maximum-weight exponents that appear in the
univariate form of the polynomial describing MiMCj;[r] and the number of exponents we obtain
from Proposition 6.5 (figures in purple-bold correspond to rounds for which we get the exact
number of exponents).

round 6 7 8 9 10 11 12 13 14 15 16 17 18

observed 2221 14 4 2 2 3722 2 2 94 32
exhibited in Proposition6.5 2 2 21 14 2 2 2 37 22 2 2 93 28

Table 6.9: Number of maximum-weight exponents.

6.3 Some directions for other permutations

In this section we give some ideas and suggestions to replicate the same procedure for other round
permutations, i.e. for MiMC, with d > 3. In Sections 5.3.1 and 5.3.2 we have exhibited bounds
on the algebraic degree of MiMC, ford = 27 + 1and d = 2/ — 1 respectively. In what follows our
aim is then to study the existence of trails to construct exponents of Hamming-weight reaching
this bound. As we have seen in previous sections, exponent construction is a fairly complicated
process. Furthermore, it seems difficult to generalize the results since the trails found depend on
the power function used in MiMC,.

6.3.1 For MiMC,, where d =2/ + 1

We first focus on adapting the process for MiMC,, where d is a Gold function different than the
cube,ie.d =2/ + 1withj > 1.
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6.3.1.1 Tracing exponents for MiMCj

Letd = 5and (k5 ,),>1 and (b5 ,)->1 be the sequences respectively defined by ks, = |rlog, 5]
and bs , = ks, mod 4. We recall that B is the maximal algebraic degree reached for at least one
sequence of constants for MiMCs. In Table 6.10 we derived B for the first rounds using the C
implementation of Corollary 5.1.

r 4 5 6 7 8 9 10 11 12
ks, 9 11 13 16 18 20 23 25 27
bs.» 1 3 1 o0 2 0 3 1 3
B 7 10 12 14 16 19 22 23 26

Bt —ks, 2 1 1 2 2 1 1 2 1

Table 6.10: Comparison between B and ks ,..

We observe the following:

e ifbs, € {0,1} then Bf € {k5, — 1, ks, — 2},
e ifbs, = 2then Bf = k5, — 2,

e ifbs, = 3then Bf = k5, — 1.

Let us recall that in Proposition 5.8, we found that Bf satisfies

B;l < ]435,7« -1 be5,7“ € {Oa 173} )
k5,7~ —2 1fb57r =2 s

implying that the bound can be improved.

In what follows our aim is to construct exponents of maximum-weight, i.e. exponents whose
Hamming weight reaches Bf, as given in Table 6.10. We conjecture that depending on the value
bs,» and the expected algebraic degree, some specific exponents appear at each round.

Conjecture 6.4. Letks , = |rlog, 5], b5, = ks, mod 4 and &, be the set of exponents appearing
in round r. We have:

(i) ifbs, = 0then2ksrtl —2ksw=2 _ 3¢ & or2ksr —2ksr=l _3ecg&;
(i) ifbs, = 1 then2Fs-*1 —2ksr=1 3¢ & or2ksr —2ksr=3 _3ec&;
(iii) ifbs,, = 2 then2*s~ —2ks-=2 3 e &
(iv) ifbs, = 3 then2k>r —3 €&, .
To prove such a property in light of what has been proved for MiMCg, two steps are required:

1. finding some trails to construct maximum-weight exponents with those of the previous
rounds, and

2. initializing the induction for some sporadic cases.

For the first point, we can already observe the following.
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e Letks, = 1 mod 4and ks 1 = ks, — 2 = 3 mod 4, implying that B, " = k5 ,_; — 1. Let
er—1 = 2Fs-=2 — 3. By hypothesis e,_1 € &5 1.

Let e, = 2ks.r — 92ks.r—3 _ 3 We observe that

lks,r/4]—1 . ‘ lks,r/4]—1 2 o
5 % PG ) B A EE Y ( > 24J+1> + 2k =3y gher—l
j=1 j=1 i=—1
4|ks,/4]—2
= ) 2 2kerTd okt
j=3

where 4 | k5 /4| = k5, — 1 since k5 , = 1 mod 4. We deduce that

lks,r/4]—1 ks, —4
5 x PO ) Al B SR A
j=1 J=3
leading to
lks,r/4]—1
e/5=1+ Y (2971 42%) 4 2R3
j=1

We gete,/5 < 2k5.7=2 — 3 = ¢,_; implying thate, = 2%5» — 3 € & ..

e Letks, = 3mod 4and k5 ,_1 = ks, — 3 = 0 mod 4, implying that Bf " = k5, — 1. Let
er_1 = 2ksr=2 _ 2k5-=5 _ 3 Byhypothesise,_1 € & 1.

Lete, = 2F5» — 3. We observe that

ks, /4] 4|ks,»/4]+2
5x | > (@VTt+2Y) = D 27,
Jj=1 j=3

with 4 |k5 ,./4] = ks, — 3, leading to

lkS,T/4J
e/5=1+ Y (2971 +2%).
j=1

We gete,./5 < 2ks.r=2 — 2ks-=5 _ 3 — ¢, implying that 2¥>» — 3 € &5 ..

To complete the proof, it would then be necessary to perform the same procedure for each case.
At the time of writing, we have not been able to find trails for all the exponents. Several reasons
may explain this problem: we might not have started from the right exponent to establish a trail,
or we might need to try constructing other families of exponents. As we saw earlier, exponents of
maximum weight are not unique, and for some of them trails are more difficult to construct than

for others.
6.3.1.2 Tracing exponents for MiMCy

Now, let d = 9, and (ko )r>1 and (by ,)->1 be the sequences respectively defined by kg, =
|rlog, 9] and by, = kg, mod 6. Looking at the sequence (bg ,),>1 wWe observe some regular
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r 4 5 6 7 8 9 10 11 12
ko.» 12 15 19 22 25 28 31 34 38
by, 0o 3 1 4 1 4 1 4 2
By 7 10 15 20 22 26 28 32 34

By — kg 5 5 4 2 3 2 3 2 4

Table 6.11: Comparison between By and ky .

patterns alternating 0 and 3, then 1 and 4, then 2 and 5, then 0 and 3 and so on. Table 6.11 shows
the beginning of the pattern. We computed B§ from the C implementation of Corollary 5.1.

In particular, we notice that inside each pattern, we can construct easy trails for some specific
exponents. Consider r such that bg . = kg ,, mod 6 and kg .1 = kg, — 3.

e Lethy, = land by, 1 = 4.Supposee, 1 = 2¥-=3 7€ &, ;,andlete, = 2ko.r —28 7.
Then we have

|kg,r/6]—1
e/9=1+2"+2° 4204254204 D (2071 4 200F2 4 968y
j=2

Ase,/9 < 2%9-=3 — 7 itimplies that 2F>» — 28 — 7€ & ,.

e Lethy, = 4andbg,_1 = 1.Supposee,_1 = 2kor=3 28 _7¢ & ;| andlete, = 2~or —7.

Then we have
[ko,r/6]

e /9 =1+ > (2997242071 4 207)
j=1

Ase,/9 < 2For=3 — 28 _ 7itimplies that 2 — 7 € & ,.
e Lethy, = 2andbg,_1 = 5. Suppose e,_1 = 2k.7=4 — 7€ & . 1, andlete, = 2For=1 —
28 — 7. Then we have

|kg,r/6]—1
e/9=1+2"+2° 4204254204 (2071 4 200F2 4 968y
j=2

Ase,/9 < 2Fo-=% — Titimplies that 2k-=1 — 28 — 7€ & .
e Letby, = 5and by, 1 = 2. Suppose ¢, = 2For=4 — 28 — 7 ¢ & ;| andlete, =
2kor=1 _ 7 Then we have

|k9,/6)
er/9=1+ Z (26j_2 + 92651 4 26j) .
j=1

Ase,/9 < 2For=% — 28 _ 7jtimplies that 2~o- =1 — 7€ & ,.
e Letby, = Oand by, 1 = 3. Suppose ¢, = 2For=3 — 20 — 7 ¢ &, andlete, =
okor _ 97 _ 96 _ 7 Then we have

|kg,r/6]—1
er/9=1+2% 425 427 4 28 ¢ Z (209 4 909 +1 4 967+2)
j=2
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Ase,/9 < 2kor=3 — 26 _ 7 jtimplies that 2k — 27 — 26 — 7€ & ,.
e Letby, = 3and by, 1 = 0. Suppose e,_; = 2kor=3 — 27 26 _ 7 ¢ & ., and let
e, = 2%o.» — 26 _ 7 Then we have
ko, /61 ‘ ‘
er/9=1+2 420+ ) (207F3 4 04 4 96i+5)
j=1
Ase,/9 < 2kor=3 _ 27 _ 26 _ 7itimplies that 2F>» — 26 — 7€ & .
This means that inside a pattern (bg 4, ..., bg ) = (4,1,4,1,4), the exponent 25> =12 — 7 in
round r—4 allows to construct the exponent oko.r—9_98_7 atround r—3, which allows to construct
the exponent 2¥9. =6 — 7 at round r — 2, ... and so on until 2¥.* — 7 at round . The same arguments

hold for sequences (bg ;—_a4, ..., by ) = (5,2,5,2,5) and (bg r—a4, ..., by ) = (3,0,3,0,3).
We note that we can also link the sequences. For example

e Letbg, = 2and by ,—1 = 4. Lete,_; = 2kor—4 _ 7 and assume thate,_; € Egr—1. Let
e, = 2For=1 _ 28 _ 7 then

lkg,»/6]—1 3 o
e /9=1+2"+2° 420428429+ ' N obitt <
j=2 i=1

implying that 2k0.» =1 — 28 — 7€ & ,.
e Letby, = band by, 1 = 1. Lete,_; = 2kor=% — 28 — 7 we havee,_1 € &,_1. Let
e, = 2ko.r—1 _ 7 then

|ko,r/6] 2

Wo=1 3 M se,

j=1 =0
implying that 2k07 =1 — 7 € & ..

This exactly means that we can link trails constructed when (bg ,_3, by ,—2) = (1,4) with trails
for (bgr—1,b9,r) = (2,5). Similarly, we can link trails for (by ,_3,b9,—2) = (4,1) and for
(bo,r—1,b9,r) = (5,2).

Such trails are easy to find since it is only necessary to go back one round before, for obtaining
the exponent at round r. However, it is important to note that such paths allow us to construct
exponents at each round, but they do not guarantee that we will reach the maximal algebraic
degree Bg. We only know that we can construct exponents of Hamming weight

* kg, —2when by, = 4, since
wt (2K —7) =K -2,

* kg, —3whenby, € {1,3,5}, since
wt (28 =28 —7) =wt (28X - 20— 7) =wt (2871 = 7) = K -3,
* kg, —4whenbg, € {0,2}, since
wt (2K =27 20 —7) =wt (2K - 28— 7) = K —4.

This only provides a lower bound on the algebraic degree of MiMCy[r] and further study is required
to better identify the maximum-weight exponents at each round.
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6.3.1.3 Tracing exponents for MiMC; 7

Finally, let d = 17, and (K17, )r>1 and (b17.,),>1 be the sequences respectively defined by k17, =
| log, 17] and b17 ,» = k17,» mod 8. As for MiMCy, looking at the sequence (b17,,-),>1 We observe
some regular patterns alternating 0 and 4, then 1 and 5, then 2 and 6, then 3 and 7, then 0 and 4
and so on. In Table 6.12 we can already see the first pattern. The values B}, were derived using
the C implementation of Corollary 5.1.

r 4 5 6 7 8 9 10 11 12
k17, 16 20 24 28 32 36 40 44 49
biz.r 0 4 0 4 0 4 0 4 1
BI. 7 11 16 22 26 32 35 40 44

Bj,—kiz, 9 9 8 6 6 4 5 4 5

Table 6.12: Comparison between Bi, and k17 ;.

For MiMC;; we have not pushed the analysis as far as for MiMCy, but we can already observe
similar behaviour within the sequences. For example:

e Letbi7, = 1and by7,—1 = 5. Let us assume thate,_; = 2k17.r=4 _ 15 belongs to Ei1r.r-1-
Lete, = 2kM7r — 210 _ 15 then

|k17,»/8]—1 4
er/1T=1+2°+20427 428 4210 421 9124 N Mot <
j=2 =1

implying that 2f17.- — 210 — 15 ¢ &7 ..

e Letby7, = 5and b7, = 1. Let us assume that e, _; = 2F17.-=% — 210 _ 15 belongs to
Eirr_1. Lete, = 2M17 — 15, then

|k17,~/8] 3 o
e /17T=1+ ZQSJ*Z <eq_1,

j=1 =0
implying that 28177 — 15 € &17,,..

While the case of MiMCy seems to be slightly different, trails to construct exponents for MiMCqy
and MiMC;7 seem to suggest a possible generic method.

6.3.2 For MiMC,, where d = 27 — 1

We now focus on adapting the procedure to construct exponents for MiMCy, where d = 27 — 1. In
Chapter 5 we have seen that a lot of the results for MiMC; could be generalized to instances of
MiMC,, where d = 29 — 1. For such instances of MiMC4, we use ba.r = kqr mod j. In this section
we will in particular show that a condition, similar to Observation 6.2 that limited our inductive
proof to build exponents for MiMCjs, appear for MiMC; and more generally for any MiMC,, where
d=2 —1.
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6.3.2.1 Tracing exponents for MiMC

First, let d = 7 and (k7,),>1 and (b7,).>1 be the sequences respectively defined by k7, =
| log, 7| and b7, = k7, mod 3. We also recall that B7 is the maximal algebraic degree reached
for at least one sequence of constants for MiMC;. In Table 6.13 we derive B} using the C
implementation of Corollary 5.1.

r 4 5 6 7 8 9 10 11 12
k7 r 11 14 16 19 22 25 28 30 33
bi7r 2 2 1 1 1 1 1 0 0

Bz 9 12 15 18 21 24 27 27 30

Br—kr, 2 2 1 11 1 1 3 3

Table 6.13: Comparison between B} and kr ...

We notice the following:

e ifb;, = Othen B} = k7, — 3,
e ifb;, = 1then B; = k7, — 1,
e ifb;, = 2then B} = k7, — 2.

Let us notice that these observations exactly correspond to the bound found in Corollary 5.3,
where we have shown that:
B < {k” —3  ifbr, =0,

k7, — b7, otherwise.

Our aim is then to construct exponents of maximum-weight, i.e. exponents whose Hamming
weight reaches B7. We conjecture that depending on the value of b7 . and the expected algebraic
degree, some specific exponents appear in each round.

Conjecture 6.5. Letkr, = |rlog, 7|, b7, = kr, mod 3 and &7, be the set of exponents appearing
at round r. We have:

(i) ifbr, = 0then2t"=2 —9¢e &,
(ii) ifbr, = 1then2* —9€&;,,
(iii) ifb;, = 2then2*+=1 —9¢e & ,.

Let us consider some examples to understand how to construct such exponents. The procedure
observed in these examples is always the same. We are first considering an integer e,._; resulting
from the addition of (2¥7-=2 — 9) /7 and a certain sum S. This sum must be chosen so that
er—1/7" 7101 < e14. Then we conclude that e, = 2¥7"=2 — 9 € &; , since e, /T < €,_1.

Example 6.4. First let us observe that k7 19 = 28 s0 b7.10 = 1. Suppose that e1g = 2% — 9 € &7 1.
We will show that starting from this exponent, we can construct maximum-weight exponent at
rounds 11, 12, 13 or 14 for example.
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e Atround 11, we have k7 11 = 3050 b7 11 = 0. Thenej; = 2%® — 9 = ey so that e;1 belongs
to 57711.

e Atround 12, we have k7 12 = 33 50 b7,12 = 0. Then

Mult7oCove : Mult7oCove :
610‘%2+(231f9)/7_%231f9,

implies that e;o = 231 _9e 57,12.
e Atround 13, we have k7 13 = 36 so b7,13 = 0. Then

Mult(72)oCover

€10 92 + 26 4 98 4 99 4 (934 _g) 7 MultroCover o34 g

implies that e;3 = 234 — 9 € &7 3.
* Atround 14, we have k7 14 = 3950 b7, 14 = 0. Then

Mult(73)oCover

Mult7oCover 37
€10 €13 2

-9,

where eq3 = 2 + 22 + 25 + 211 + 214 4 215 4 (237 — 9) /7, implies thate;4 = 237 — 9 belongs
to 57’14.

6.3.2.2 Generalization

Let us generalize the procedure for MiMC, whend = 27 —1. Let £ be an integer such that by ,—, = 1.
Then, we suppose that e,_, = 2k~ —d — 2 ¢ Ea.r—¢- Lete,_1 be such that

U%l,r/.ﬂfl L
e = (28 —d—2)/d+S=1+ ) 2t 4g.

i=1

Choosing a sum S such that e, /d“~! is covered by e,_ s, would imply that e, _; € Eq.r—1. If such
a sum exists, then we can conclude that e, = 28¢+=2 — d — 2 € £, by observing that

(2kar=2 —q —2)/d < e, .

Therefore, all the remaining work is to find S. Exhibiting similar conditions as for MiMCj; (see
Observation 6.2), we would need to prove that any element z in Z/ d*=17 can be written as follows:

my

j—1 j—2
T = Z ;2" + Z lZ iji_t?“t} mod d¢~1,
i=1 t=0 | i=2

where all the ¢; are in {0, 1}.

Note that is not yet clear which value to choose for m;. Although having a large interval might
help to solve this conjecture, this could also limit the usefulness of this observation in the inductive
proof to derive maximum-weight exponents by increasing the number of sporadic cases.



202 Chapter 6. Tracing exponents when iterating power functions

6.4 Rounds 3 and 4 of MiMC;'

In light of Chapter 5, where we first give bounds on the algebraic degree of specific instances
of MiMC, and then investigate the case of the inverse transformation, we are also interested in
finding trails to build maximum-weight exponents for MiMC3’ L

Let us recall that the inverse transformation MiMC; * is obtained by reversing the order of the
round constants and by replacing the round function by F~!(z) = x* with

on+l _ q (n—-1)/2

SZT: Z 2%

=0

In Section 5.4 we have proved the existence of a plateau between the first two rounds, and we
have also considered an upper bound using a result from [BC13]. We have indeed shown that if
rn—; denotes the smallest value of 7 such that BY > n —ifor1 <4 < (n — 1)/4, then

sl -]

In this section, our aim is now to give some trails to construct exponents in order to provide a
lower bound on the algebraic degree at rounds 3 (see Section 6.4.1) and 4 (see Section 6.4.2). More
precisely, in the following we will show how we came to Figure 6.31.

—f— Lower Bound
41 %= Upper Bound
2+ ¢ Observed degree for MiMC3*

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Rounds

Figure 6.31: Bounds on the degree ofMiMCg1 whenn = 25.

6.4.1 Lower bound for round 3

First, we exhibit a lower bound on the algebraic degree at round 3:

Proposition 6.6. The algebraic degree at round 3 for MiMC3'* satisfies:

n+1 n+1
B3> .
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Before giving the proof, we propose Figure 6.32 to see that the procedure to derive the exponent
in round 3 depends on the value of n modulo 6. On the first line the squares [@ represent the active
bits of e3, on the second and third lines the squares M the active bits of e3/s and e; and on the
fourth and fifth lines the squares B the active bits of e5/s and s.

T I O I T I T
zljlt,$-|||-|||-|||-|||-IIII
MO\llel'T- | | - | | - | | - | | - | | | |
Al i I S I EEEEEEEEENE

(a)nElmOdG.

(SIS I [ [ T [ [Iei [ [ I O [
jM\___NNNN__NNN__NNSS__NESN__SESNES
MWT-HI-"-"-"

U BN B BN N EEEEEEE EEEN
Al i A A AR A NN EEEEEEEE
(b) n = 3 mod 6.

(B [ [ [ (I [ I [ [ [
Tuﬁ-lll-lll-lll-lll-ll
Pl _EuES _EEES _EEES _EEES _EW
o O

(c) n =5 mod 6.

é

!

Figure 6.32: How to derive exponents for 3 rounds of MiMC3 "

Proof of Proposition 6.6. To prove the result we will exhibit one exponent of Hamming weight
(n+1)/2 4 |(n + 1)/6] that belongs to &; 3. First, let us recall that s € & ; and & » = {sj mod
(2™ — 1) where j < s}. Then let

[(n+1)/6]—1
eq = Z (26](: + 26k5+1 + 26k+2) .
k=0

We have e5/s = 3 x e2 mod (2" — 1) so

|(n+1)/6]—1
62/3 =3 x Z (26k + 26k+1 + 26k+2)
k=0
[(n+1)/6]—1
— Z (26k: + 26k‘+1 + 26k2+1 4 26k+2 + 26k+2 4 26k+3)
k=0
[(n+1)/6]—1
_ Z (26k +26k+2 +26k+4) )
k=0



204 Chapter 6. Tracing exponents when iterating power functions

We deduce that es/s < s, implying that ez € & 2. Then let us take

[(n+1)/6]-1 (n—1)/2
DT (20K 28kl g gfktR2 g6k 4 VT 92Fifp = 1,3 mod 6,
k=0 3|(n+1)/6]

€ =
3 [(n+1)/6]—1

(26k 4 90k+1 | 96k+2 26k+4) ifn=5mod6.
k=0

We have e3/s = 3 x e3 mod (2" — 1). Then ifn = 1,3 mod 6 we have:

|(n+1)/6]—1 (n—1)/2
63/8 =3 x Z (26k7 4 26k+1 + 26k‘+2 4 26]€+4) + Z 22k:
k=0 3l(n+1)/6]
[(n+1)/6]—1 n
— Z (26k‘ +92. 26]€+1 +92. 26k+2 + 26k‘+3 4 26k7+4 + 26k5+5) 4 Z 2k
k=0 6|(n+1)/6]
|(n+1)/6]—1 n
k=1 6l(n+1)/6]

|(n+1)/6]—1
=1 +22 + Z (26k+1 +26k+2) + 2n+1
k=1
[(n+1)/6]—1
=1+ > 204902 med (20 —1).
k=0

Similarly, if n = 5 mod 6, we have:

[(n+1)/6]-1
e3/s = 3 x Z (26k 4+ 96k+1 4 o6k+2 | 26k+4)
k=0
[(n+1)/6]-1
_ Z (26k 4+ 9.96k+1 | o 9bk+2 | o6k+3 | obk+4 26k+5)
k=0
[(n4+1)/6]—-1
=14+922 4 Z (26k+1 + 26k+2) 4 ontl
k=1
[(n+1)/6]—1
=1+ Z 26k +1 4 96k+2  1od (27 — 1)
k=0

Then es/s < ey, implying thates € & 3.
Finally, let us notice thatif n = 1, 3 mod 6, we have

Wt(€3)_({n;1J—1+l> X4+(n51+3{n—6|—1J+1>_n—gi_l*'{n—glJ»

and if n = 5 mod 6, we have:

= (22 0) e (22 o222

Therefore, the algebraic degree at round 3 for MiMC; ! is at least (n + 1)/2 + |(n + 1)/6].

O
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More precisely, the algebraic degree in round 3 for the inverse seems to exactly correspond
to(n+1)/2 + |[(n + 1)/6]. However the proposition only gives a lower bound, while the upper
bound found in Section 5.4.2 is ’%1 + [%J which is not tight.

6.4.2 Exact degree for round 4

In this section, we investigate the case of round 4. More precisely we will show that the algebraic
degree of MiMC3 * after 4 rounds is exactly (n + 1)/2 + |[n/4].

Remark 6.5. Let us notice that in Corollary 5.5 we have shown that the last round satisfying this

condition is:
1 n—1 n 1
2 2—-1 h i=-—=.
[ers ([ 21| 9)] = (5 -3)

This exactly means that the bound on the algebraic degree satisfies B, < (n + 1)/2 + |n/4] for
r =|7/log, 3| = 4.

Now let us prove that this upper bound is also a lower bound. We will use the same procedure
as for round 3 to construct some specific exponents appearing in round 4.

Proposition 6.7. The algebraic degree at round 4 for MiMC3 ! satisfies:

4
B, 2 4
Before giving the proof, we propose Figure 6.33 to see that the procedure to derive the exponents
atround 4 depends on the value of n modulo 8. On the first line the squares @ represent the active
bits of e4, on the second and third lines the squares B the active bits of e4/s and e, on the fourth
and fifth lines the squares M the active bits of e3/s and e; and on the sixth and seventh lines the
squares M the active bits of e5/s and s.

\Y

n+1+VLJ.

Proof of Proposition 6.7. We prove that there exists e4 € & 4 such that wt(e) = (n + 1)/2 + [n/4].
Let

Ln/8]—2
1+ )] D1o2%t g 3T 2nT ifn=1modS8,
k=0 i€{4,5,7,8} i€{1,3,4,5}
Ln/8]—2
1+ > dro2He Y 2" ifn=3mod8,
k=0 i€{4,5,7,8} i€{1,3,5,6,7}
€y =
n/8]—1
1+ D12y oon ifn=5mod8,
k=0 i€{4,5,7,8} ie{1,3}
n/8]~1
1+ DIl D N ifn="7mod8.
k=0 i€{4,5,7,8} i€{1,3,5}

We have ez/s = 3 x e3 mod (2" — 1). Thenif n = 1 mod 8, we have:

n/8|—2

|
ea/s=3x |1+ Z Z 28k | 4 Z 2"

k=0 \ie{4,5,7,8} i€{1,3,4,5}



206 Chapter 6. Tracing exponents when iterating power functions

T T T T T T T T LT T T T
“c”“'t'$-|-|-|-|-|-|-|-jj
Mult, T
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Mult, T
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CoverT
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(a) n =33 =1mod 8.
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(c) n =37=>5mod8.

ot [TB T[]

(d) n =39 =7mod 8.

Figure 6.33: How to derive exponents for 4 rounds of MiMC3 "

so that
|n/8]—2
62/5 =3 + Z (28k+4 + 9. 28k+5 + 28k+6 + 28k+7 + 9. 28k+8 + 28k+9)
k=0

42775 p2.9nt o o3 L gn=2 4 gl o
[n/8]—2
=3 + Z (28k+4 + 28k+8 + 28k+10) + 2n—5 + 2n—3 + 2n+1 .
k=0
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It follows that

[n/8]—1
e2/8 = Z (28k + 28k+2 4 28k+4) + 28'_%/8]—2 mod (2n _ 1) .
k=0

Similarly, if n = 3 mod 8 we have:

[n/8]—2
ea/s=3x |1+ Z Z o8k+i | Z gn—i
k=0

i€{4,5,7,8} i€{1,3,5,6,7}

|n/8]—2
-3+ Z (28k+4 +92. 28k+5 + 28k+6 + 28k+7 +92. 28]€+8 + 28k+9)
k=0

42077 4 2.9 6 L 9. g5 L gn=d | g3y gn=2 y on—l 4 g
[n/8]—2
_ 3 + Z (28k+4 + 28k+8 4 28k+10) 4 2n77 + 27175 4 2n+1 ,
k=0

implying that

Ln/8] -1
ex/s= Y. (2% 4 28KF2 4 9BktA) 4 9SINEIT2 pod (20 — 1)
k=0

If n = 5 mod 8 we have:

[n/8]—1
e2fs=3x |1+ > DI EE S
k=0 i€{4,5,7,8} i€{1,3}
[n/8]—1
=3+ Z (28k+4 +9. 28k+5 + 28k+6 + 28k+7 +92. 28k+8 + 28k+9)
k=0
42n73 pon=2 g gn—l g gn
[n/8]—2
_ 3 + Z (28k+4 + 28k7+8 + 28k+10) + 28ln/8J74 + 28[n/SJ + 21’L+1 ,
k=0
so that
|n/8]—1
eafs = 2 (28k + 28k+2 4 28k+4) + 281781 mod (27 — 1)
k=0
Finally, if » = 7 mod 8 we have:
|n/8]—1 4 ,
erfs=3x |1+ > DI R N
k=0 i€{4,5,7,8} i€{1,3,5}
|n/8]—1

=3 + Z (28k+4 + 2. 28k+5 + 28k+6 + 28k+7 + 2. 28k+8 + 28k+9)
k=0

+ 271,—5 + 271,—4 + 2n—3 + 2n—2 + 2n—1 + on ,
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leading to

[r/8]—2
62/8 — 3 + Z (28k+4 4 28k+8 + 28k‘+10) + 28[”/8]—4 4 28[”/8J + 27L+1 .
k=0

Then, we have

Ln/8)—-1
exfs= Y (2% 42882 4 284H4) 4 98IMEl mod (27— 1)
k=0
So we have

In/8]—-1

D1 (2% 4 2882 g o8k E) y 98I/EI2ifn = 1 3 mod 8,
es)s = k=0
In/8]-1

(288 4 98kF2 4 o8kF4) 4 o8In/BL i = 5, 7T mod 8.
k=0

It follows that (es/s) < s implying that e; € £; ». Then let

[n/8]—1 .
Z o8k+i | | o8|n/8]-2 ifn=1,3mod8,

k=0 1€{0,1,3,4,5}
€3 =
[n/8] -1

o2 Y 28I it =5 7mod 8.
k=0 i€{0,1,3,4,5} i€{0,1,2}

We have e3/s = 3 x e3 mod (2" — 1). Then if n = 1,3 mod 8 we have:

|n/8]—1
63/5 =3 x Z Z 28]€+i + 28[n/8J72
k=0 4€{0,1,3,4,5}
|n/8]—1
_ Z (28k‘ 1+9. 28k¢+1 + 28]€+2 4 28k¢+3 +92. 28k+4 +92. 28k+5 + 28k+6)
k=0
4 o8ln/sl=2 | o8ln/s|-1
|n/8]—1
_ Z (28k + 28k,+4 + 28k+5 + 28k+7) + 28[”/8]—2 + 28[n/8J—1
k=0

[n/8]—2
=1+ Z (28k+4+28k+5+28k+7+28k+8)
k=0

+ 28[71,/8]—4 + 28[n/8j—3 + 28[71/8]—1 + 28[n/8j—2 + 28[n/8j—1

=1+ ) D2 3T 28T mod (27— 1)

k=0 \ie{4,5,7,8} i€{0,2,3,4}
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Similarly, if n = 5, 7 mod 8 we have:

|n/8]—1
es/s =3 x Z Z 98k+i | 4 2 98ln/8|+i
k=0 i€{0,1,3,4,5} i€{0,1,2}
[n/8]-1
_ Z (28k 4+ 9. 98kl 4 98k+2 | 98k+3 | 9 98k+4 | 9 98k+5 28k+6)

k=0
4 98ln/8] o o8ln/8l+1 | o o8ln/s|+2 | o8ln/s|+3

[n/8]-1
_ Z (28k+28k+4+28k+5+28k+7) 1 98ln/8] 4 o8ln/8]+2 | o8|n/8|+4
k=0
[n/8]—1 ‘ ‘
=14+ Z Z 28]€+Z + Z 28[71/8J+’L mod (2n _ 1) .
k=0 i€{4,5,7,8} ie{2,4}
So we have
|n/8]—2
1+ Z Z o8k+i | 4 Z 28In/81=1 ifpn = 1,3 mod 8,
k=0 i€{4,5,7,8} i€{0,2,3,4}
es/s =
ln/8]-1
1+ )] D12k 3T ol ifn=>5,7mod 8.
i€{4,5,7,8} i€{2,4}

It follows that (e3/s) < es, implying that es € &, 3. Finally, let
[n/4]—1 (n—1)/2
ea=3+ Y (2%lgpathgpothtly M 92
k=2|n/4]—1
We have e4/s = 3 x e4 mod (2" — 1) so
n/4|— (n—1)/2
64/8 =3 x Z 24k) 1 24k + 24/€+1) + Z 22k}
k=1 k=2|n/4|—1

[n/4]—1 n
_ 9 Z 24]671 + 2 . 24k + 2 . 24k+1 + 24k‘+2) + Z 2k
k= k=4|n/4|-2

[n/4] n
Z 24k—1 4 9dk+1 +24k+3) + 2 ok
k=1 k=4|n/4]—2

|n/4|—2 n
— 1+24+ 2 24k+1 +24]€+4) _’_24[71/4]73_’_24[71/4]71 + Z 2]@
k=4|n/4]|-2

(/4] -2
=1 + 2 + 24 + Z (24k+1 + 24k+4) + 24[77./4]73 + 24[71/4J72
k=1

[n/4]—1
= Z (24k + 24k+1) +244=2 od (20 —1).
k=0
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As (e4/s) < es, we deduce thatey € & 4.
Finally, we have

st <2 (3] 1) e (52 2] 2) - 52 5]

implying that the algebraic degree of MiMC; ' at round 4 is at least (n + 1)/2 + |n/4]. O

Corollary 6.4. The algebraic degree at round 4 for MiMC5 ! satisfies:

Bi =
2

n+1 n [n J
1l

Proof. In Remark 6.5 we have seen that "T“ + [%J is an upper bound on the algebraic degree

at round 4. Then, we have proved that there exists at least one exponent reaching this bound in

Proposition 6.7. O

We have already seen in Section 5.4.1 that B} = B2 = (n + 1)/2. In this section we have also
proved that

B3>n+l+{n+lJ_ {2n+2J

s 2 6 3
4 _n+1 n—1| [3n+1
S e M

However, as shown in Figure 6.31 this is not sufficient to provide precise guarantees on the algebraic
degree. Experiments seem to indicate that the algebraic degree for the following rounds is close to

n+1 mn—2 13n +6
B ~ 2+_16_=_16J

n+1 6n —3 14n +5
By~ 2+16_16J
]97%n+1+ -3 _ 8n+3J
S TR e
B8mn+1+ -3 _ 8n+3J
SR TR B

but it seems difficult to find a pattern for such values.

As in the case of MiMCs, it would also be interesting to determine all the maximum-weight
exponents that are likely to appear. Figure 6.34 gives an overview of the number of maximum-
weight exponents for different instances of MiMC3 *. It is worth noting that the behaviour differs
with the size of the field.

6.5 Higher-Order Differential Attacks

In this section, we focus on attacks based on some algebraic properties of the cipher, most notably
on higher-order differential attacks exploiting the algebraic degree of the primitive as explained in
Section 1.3.2 of Chapter 1. MiMCjs is the most studied instance and also the one for which we are
able to give exact trails for a large number of rounds. Therefore, in this section, we will focus on
higher-order differential attacks in the case of MiMCs. Let R = [logs 2™].
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Figure 6.34: Number of maximum-weight exponents ofMiMCgl.

6.5.1 Secret-Key Zero-Sum Distinguisher

In Figure 6.35 we compare our upper bound on the algebraic degree computed in Proposition 5.10
with the bound by [Eic+20]. We see that we have a difference of one or two for the algebraic degree
but more importantly we have seen in Section 6.1 that our bound is in fact the exact degree.

38 1 —A— Bound from [EGL+20]
36 | =%= Exact Degree (our result)

Degree
N
[=]
!

S e e A S e e S L S e e o o
4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Rounds

Figure 6.35: Comparison with previous bound.

It has been shown in [Eic+20, Prop. 2] that the maximal algebraic degree, which is (n — 1), can
be reached for MiMC3 and for its inverse MiMC5 ! when 7 > [log;(2"~" + 1)]. In Proposition 6.8
we show that we can slightly improve this bound.

Proposition 6.8. Foranyr < R = [logs 2™], the algebraic degree of MiMCj is at most (n — 3) and
the algebraic degree of MiMC3 * is at most (n — 2).
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Proof. We know from Proposition 5.10 that if the degree of r rounds of MiMCj is (n — 1) for some

round constants, then
k
B§=2[3“
2

k3. n+1
. ,
2 2
which implies that k3, > n, ie., log, 3" > n. It follows that, for r < [logs2"], we have

deg®MiMC3[r] < (n — 2). Using that the value of Bf, i.e. 2[k3 /2 — 1], is always even, we derive
that

—1}271—1.

Then we have

Vr < [logs2"], deg®MiMCs[r] < (n—3).

Moreover, as already observed in [BC13; Fic+20], a permutation of F} has degree (n — 1) if and
only if its inverse has degree (n — 1). Thus,

Vr < [logs2"], deg*MiMC3'[r] < (n —2).
O

Therefore, the number of rounds covered by a zero-sum distinguisher against MiMC3 or
MiMC§1 is slightly higher than predicted in [Eic+20]. Moreover, this distinguisher against MiMCs
has data complexity at most 272 instead of 2" —!. However this result only holds for MiMCj since
for decryption there may be a plateau that is equal to n — 2 in the last rounds (see Section 5.4.2).
This corresponds to the following property. Let /" (z, k) be the function corresponding to r rounds
of MiMC3[r], and V be a subspace of Fa», then:

@D fRYa k) =0, and ) Fm RV (2 k).

zeV,dim(V)=n—2 zeV,dim(V)=n—1

As noted in [Fic+20], such a zero-sum distinguisher for (r — 1) rounds of MiMCg1 can be
extended to a key-recovery attack over r rounds as described in Section 6.5.2

Another observation is that, in many cases, the data complexity of the distinguisher can be
reduced to 2"~* by removing the last round, as stated in the following proposition.

Proposition 6.9. Let R = [logs2"]. Foranyr < R — 1, the algebraic degree of MiMCj is at
most (n —5), unlessks g = k3 r—1 iseven and ks g _o is odd (which equivalently means that there
is a plateau between rounds (R — 2) and (R — 1)).

Proof. Letbs , = k3, mod 2. We recall that a plateau between rounds ¢ and (i + 1) corresponds
to the situation where k3 ;_1 is odd and k3 ; even, i.e. (b3 ;_1b3 ;) = (10) (see Corollary 6.3).
Let us investigate three situations.

(i) (b3, r—1b3,=) = (10). In this case, there is a plateau between rounds (R — 1) and R implying
B ' =BF=n-1,
while we proved in Proposition 6.8 that B;}fl <n-—3.

(ii) (bs,r—1b3,=) = (00). In this case, there is a plateau between rounds (R — 2) and (R — 1) if
and Ol'lly if (b3,R_2b3)R_1) = (10)
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(i) (b3, r—1b3,%=) € {(01), (11)}. The only possibility corresponding to a plateau between rounds
(R —2)and (R — 1) is then (b3, gr—2b3 r—1b3,2) = (101), which is impossible because it
would imply the existence of two consecutive switches in (b3 ),~0. i.e. (sg—15%) = (11),
while we known from Proposition 6.2 that

SR—1+ SR € {3 — k3’2,4 — kgyg} = {O7 1} .

Therefore, Case (ii) is the only situation where we may have B?‘Q = n — 3. In all other cases,
BF?<n—5. O

The complexity then depends on the position of the last plateau for encryption.

Example 6.5. For n = 127, we have R = 81, and we can check from Table 6.14 that we are in a
case where B) "2 = BX~! = n — 3. While [Fic+20] exhibits a distinguisher with data complexity
2125 for 78 rounds, we show that it actually covers 80 rounds. For n = 129, we have R = 82,
we can check from Table 6.14 that we are in a case where B)® = BX™? = n — 5. So we have
a distinguisher of data complexity 2'27 for 81 rounds (instead of 80 in [Eic+20]), and of data
complexity 22° for 80 rounds.

r 77 78 79 80 81 82

[Eic+20] |logo(3" +1)] 122 123 125 126 128 129
our result B3 120 122 124 124 126 128

Table 6.14: Bounds on the algebraic degree of MiMCs.

Forn = 129, we compare our results with those of Eichlseder et al. [Eic+20] in Table 6.15, where
we use the same notation: “KR” for Key-Recovery, “KK” for Known-Key distinguisher, and “SK” for
Secret-Key distinguisher. We mark by a » the rows for which the complexity given are only valid
for the encryption direction since we can use our precise bound to derive the complexity, while
for the decryption direction, the bound remains too high, with a large plateau at n — 2 in the last
rounds. Overall, our careful study of the algebraic degree allows us to improve their attacks.

6.5.2 Key-recovery

Let us explain how the previously mentioned distinguisher can be used to attack R rounds of
MiMCs. This key-recovery attack was already proposed in [Fic+20], in this section we show how
we can improve it using our results on the algebraic degree.

The idea is to recover the key with a chosen ciphertext attack. Let us consider ciphertexts in
an (n — 1)-dimensional subspace V + v of Fa» and W the corresponding plaintexts, i.e. W =
MiMC5 ! (V + v). From Proposition 6.8, we know that

F(k) = @ f(z,k) =0,

TEW

where f denotes MiMC3 round function, i.e.:

f@)=(z@k)? =k ek’ 20k 2°®a>.
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Type n Rounds Time Data Source
129 80 2'**x0r 228
[Eic+20]
n [log, (2"t —1)] -1 2"~ 'xoR on—t
129 81 2'28x0r 2128 .
L L Proposition 6.8
n log; 2™ — 1 2" 7 XOR 2"
SK [logs 2]
129 81 * 2'27xor 2127 N
Proposition 6.8
n [logs 2™ — 1 % 2" ?X0R 2n—2
129 80 % 2125x0R 2125 .
Proposition 6.9
n [logs 2™| — 2 * 2" 2 or2"*xor 2" Zor2"*
129 160 - 2128
. . [Eic+20]
n  2-[logs(2" " —1)] —2 - 2"
« flog, 1
129 162 - 2128 )
Section 6.5.3
n 2 - [logy 2™ — 2 - on—t
129 82 9122.64 9128
2n—1—(log2 [n logg 2]) [Eic+20]
n [n - logs 2] on—!
KR or 27— (loga[n logs 2])
129 82 212164 2128
Section 6.5.2
n [’I’L X 1Og3 2‘| 271717(10};2 [nlogs 2]) 277,71

Then the key k can be recovered by solving this equation, i.e.:

Table 6.15: Complexity of attacks on MiMCj.

Fk)y= P K @k 20k 2°D2?)

o (- @)

TeW

zeW

=0.

(kQ-C—Dx

zeW

)

This step is negligible because the polynomial has a low univariate degree in k.

6.5.3 Known-Key Zero-Sum Distinguisher

Using a subspace of dimension n — 1, the number of rounds we can distinguish is R — 1 for both
MiMCs, and MiMC5 !, As a consequence, there is a known-key zero-sum distinguisher as defined
in [AMO09] on almost twice the number of rounds, starting from the middle of the primitive.
Such a known-key distinguisher can be applied to the hash function proposed in [Alb+16],
based on the use of MiMCg within the sponge framework. We recall the construction of MiMCHash
in Figure 6.36, where r is the rate and c the capacity.
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Figure 6.36: MiMC; hash function in sponge framework.

While there is a 0-sum distinguisher on 2R — 2 rounds when the dimension of the subspace V
isn — 1, we are also interested in reducing the size of the subspace, in order to decrease the data
complexity.

Example 6.6. First, let us consider the hash function using MiMC3 with an extension degree
n = 1025, which has R = 647 rounds according to the designers’ choice. In this case, the last
plateau for MiMCj is between rounds R — 4 and R — 3, where the degree is equal to n — 7.
Furthermore, for MiMC3 ! we know from Corollary 5.5 that r,,_o > 324, where r,,_» is the first
round where the degree reaches n — 2. It follows that, if we operate on a subspace V of dimension
n — 2, we would reduce by a quarter the number of rounds for which we can set up a distinguisher,
as seen in Figure 6.37.

z F~R=D(y,0) Y R (y,0) z dim(V) =n—1 2R — 2rounds

d<n-—2 d<n-—3

T F3%(y,0) Y R 1(y,0) z dim(V) =n—2 ~ 2R rounds
d<n-—3 d<n-—3

T F72%(y,0) Yy R 2(y,0) z dim(V) =n—3 ~ $Rrounds
d<n-—4 d<n-5

Figure 6.37: 0-sum against keyless permutation (withn = 1025).

The other hash function uses MiMC3 with an extension degree n = 769, and has 486 rounds.
In this case, the first round where the degree reaches n — 2 is r,,_5 > 243. However, the main
difference is that the last plateau for MiMCj is between rounds R — 2 and R — 1, where the degree
is equal to n — 3. But this has no impact on the fact that the attack covers much fewer rounds
when we try to reduce the size of the subspace (see Figure 6.38).

Conclusion

In this chapter we have seen that the bound given in Chapter 5 on the algebraic degree of MiMCg
is tight. Indeed, we managed to evaluate the exact algebraic degree of up to more than 16000
rounds by finding some families of exponents whose Hamming weight reaches the bound. While
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x F~R=1(y,0) y R 1(y,0) z dim(V) =n—1 2R —2rounds
d<n-3

(
d<n-—2

F~%2(y,0) Yy R (y,0) z dim(V) =n—2 ~ $Rrounds
d<n-—3 d<n-—3

F16%(y,0) ( FR3(y,0) z dim(V) =n—3 ~ $Rrounds
d<n-5

d<n-—4

Figure 6.38: 0-sum against keyless permutation (withn = 769).

finding only one maximum-weight exponent is sufficient to prove that the bound is tight, we
aimed at exhibiting all of them for MiMCj;. Although we miss some of them for the general case,
we managed to build large families of exponents for more than 400 rounds. Our procedure allowed
us to give explicit trails to construct maximum-weight exponents by combining an inductive proof
and a MILP-based algorithm to cover some few sporadic cases.

We also investigated other instances of MiMC,; and gave some directions to find trails to
construct maximum-weight exponents reaching the bounds given in Chapter 5. Moreover, we
have found some trails allowing us to derive lower bounds for the algebraic degree at rounds 3
and 4 of the inverse transformation.

Finally, the tracing of exponents proposed in this chapter enables us to slightly improve the
bound given in [Eic+20], so that we can save one or two rounds for the higher-order differential
attacks proposed in their paper. Overall, we provide some precise guarantees on the minimal
complexity for a higher-order differential attack for MiMC3 and its inverse. Although our results
focus on MiMCgs, we have also shown, in the previous chapter, that other natural exponents appear
to have security risks.
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Other perspectives for the algebraic
degree

In this chapter we push further the analysis of the algebraic degree of MiMC and we investigate
different directions. More precisely, we aim at answering various open problems that are raised
by the previous study of the algebraic degree in Chapters 5 and 6. Some of these questions have
been answered and published at Crypto 2023 [Liu+23b], while other are still open, at the time of
writing. However, we believe that it is worth proposing them as an invitation for future work in
these different directions.

In Section 7.1 we study the growth of the algebraic degree in SPN constructions with an
affine transformation. In particular, we use the so-called coefficient grouping strategy to study
the algebraic degree of schemes like CHAGHRI or MiMC. We also provide another view of the
sequence (|7 log, d]),~¢ in Section 7.2. In particular, we try to better understand the link between
the algebraic degree of MiMC, and the denominators of semi-convergents of log, d. Finally, in
Section 7.3, by seeing MiMC as a bivariate polynomial in the plaintext and the key, we suggest
some directions to investigate the influence of the coefficients of the polynomials obtained by
fixing either the plaintext or the key.

The results presented in this chapter, on the algebraic degree of SPN constructions with an

affine transformation, have been obtained with Fukang Liu, Lorenzo Grassi, Willi Meier, and
Takanori Isobe, and published in the proceedings of the conference CRYPTO in 2023 [Liu+23b].
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7.1 Coefficient grouping for complex affine layer
In Chapters 5 and 6 we have studied the algebraic degree of iterated power functions, with a
specific focus on MiMCs. Now let us imagine that we have several of them in parallel in the

nonlinear layer of an SPN construction. Then, the existence of families of missing exponents

217
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seems unlikely, or at least very difficult, to exhibit, because of the linear layer that creates diffusion.
Indeed, this is what can be observed by constructing toy examples of SPN constructions composed
of a multiplication by a matrix as a linear layer and of the cube as the non-linear layer. In this
section, we will investigate, more generally, upper bounds on the algebraic degree of such SPN
constructions. We will in particular study schemes inspired by the design of CHaGHRI and MiMC.
7.1.1 Definition and Main Theorem

First, let us give some notation and definitions of the coefficient grouping strategy.

7.1.1.1 Objectives

In this section, we consider SPN ciphers over F5}, for n > 3 and m > 1 asillustrated in Figure 7.1.
The SPN construction is composed of:

« an invertible S-box defined as the composition of a Gold function S(z) = ¢ where d = 27 +
1, and of an F»-linearized affine polynomial B(z) = ¢y + >}, cix?" wherecy, ..., cy # 0.
In the following, we will call B the affine layer and w its density,

* alinear transformation defined by a multiplication with an arbitrary invertible matrix M e
F5.*™, and

¢ the addition of a key and round constants that we represented by AddK and AddC on
Figure 7.1.

Note also that, for the sake of consistency with Chapters 5 and 6, the notation we use differs from
the original paper [Liu+23b].

M AddK AddC

Figure 7.1: The round function of SPN ciphers over F1,

CHAGHRI [AMT22] and MiMC [Alb+16], introduced in Chapter 1, are two examples of such a
construction. MiMC is a special case where m = 1, B(x) = z is the identity function and M is the
identity matrix of size 1 x 1,i.e. M = (1). The original version of CHAGHRI is a case where m = 3
and B(z) = ¢p + ¢ 22" As already mentioned in Chapter 1, the version has been changed and B
has been replaced by B(z) = ¢y + ;- ¢;2" with w = 3, but for convenience, in the following,
CHAGHRI will always refer to the first version.

In this section we will investigate the algebraic degree of this construction, relying on the
coefficient grouping strategy. As we will not give details of all the proofs, interested readers are
invited to refer to the paper [Liu+23b]. Instead, we propose a discussion of the obtained results.
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In particular, we will also study some tweaked version of MiMCjs (see Figure 7.2) with an affine
layer whose density is larger than one. Then we will be able to compare the results presented in
this section with those given in Chapters 5 and 6 to analyze the influence of the affine layer on the
growth of the algebraic degree.

k k('BCl ]{7@6,«,1 k?

s EE-EE -

Figure 7.2: Tweaked version of MiMCs with an affine layer.

The coefficient grouping technique was first introduced in [Liu+23a] and was particularly
effective to break CHAGHRI. While this strategy is quite efficient when the density of the affine
layer is w = 1, its performance and accuracy decrease when w increases.

The objective of this section is to answer various questions related to the study of the algebraic
degree of SPN constructions with a complex affine layer. The general idea is to use a more efficient
coefficient grouping technique to deeply analyze the set of all monomials that might appear in
the polynomial representation of the internal state after any round. We will see that such a set is
well-structured, and allows us to obtain the following results.

1. First, we will suggest some necessary conditions on the density w of the affine layer to ensure
an exponential growth of the algebraic degree. In particular, we will prove that for w = 1
the algebraic degree never increases exponentially, and that for w > 1, the algebraic degree
never increases exponentially after a certain number of rounds. This point will be addressed
in Section 7.1.2.

2. Then, in Section 7.1.3, we will derive some equivalent affine layers, reducing the number
of cases to study when searching for one that can achieve an exponential growth of the
algebraic degree.

3. Finally, we will see, in Section 7.1.4, how the new modelisation allows us to determine
concrete affine layers that can achieve the exponential growth, and provides an upper
bound on the algebraic degree.

7.1.1.2 The coefficient grouping strategy

Let us introduce the original coefficient grouping technique proposed in [Liu+23a]. Suppose that

w = 1, so that )
B(z) = co + c12? !

The coefficient grouping technique consists in finding a specific representation of the exponents

in order to transform the problem of upper bounding the algebraic degree into an optimization

problem that can be solved efficiently. Every exponent e is represented by:
n—1 ]
e = Z 2'a;, where0 < a; <v,,, forie[0,n—1],
=0

where the parameter v, = (Vy,—1,...,Vr0) € N” is computed with the following recursive
relation:
vo,0 = 1,194 =0, forie [1,n — 1],

Vji = Vj_1,(i—d—hy) mod n + Vj_1,(i—h1) mod ns forj € [[Ovn - 1]] .
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It is proved in [Liu+23a] that computing an upper bound on the algebraic degree after » rounds
is reduced to solving the following optimization problem:

n—1
maximize wt (Mn <Z Qiai>> ,
i=0

subject to 0 < a; < vy, fori e [0,n — 1],

where M, is defined as follows:

M 2" —1 if (2" — 1)|z, andz > 2™ — 1,
" x mod (2" — 1) otherwise.

Based on this idea, we will introduce a new coefficient grouping technique for more complex affine

layer. We will focus on the univariate case, but similar results can be obtained for the multivariate

case.

In Chapters 5 and 6, we denoted by &, the set of exponents likely to appear in the polynomial.
Here the aim is also to give a representation of such a set. Since they are not computed with the
same procedure, we will use a different but similar notation: &,.. Note that in [Liu+23b] we use the
notation W,.. This set allows to compute the algebraic degree. Indeed, the algebraic degree is then
the maximal Hamming weight of an integer in this set.

deg® = max {wt(M,(e)),e€ &.} .

Let us recall that some of the exponents in &, might not necessarily appear for some particular
values of the key and/or of the linear layer M/. However, if an exponent is missing in this set, then
we know that it does not appear in the polynomial, independently of the values of the key or of
the linear layer M. This is sufficient to set up an upper bound on the algebraic degree, which is
tight up to cancellations due to the key or to the linear layer M.

Let us denote by P, the polynomial describing the transformation after each round. In
particular, it would also help to have an intermediate representation of the polynomial. So we
use P? to denote the polynomial after the S-box layer. As a consequence &, will represent the
exponents in P,, and &° the exponents in P,

Based on such considerations, we have

P, (z) = (B o S) (Po(x)), and PS(x) = S(Pr_1(z)).

Since CHAGHRI starts with the addition of a whitening key, let us consider Py(z) = = + 1. Then
for the first round, after the S-box, the polynomial is:

PS(z) = (2 + 1) =2t 4 2? p 41,

implying that the only exponents that might appear in P; are: {2j +1,27,1, 0}. Let us observe
that we can represent this set by

& = {a112 + a12 |0 <a11,a12 <1} .

Then after applying the affine layer, we get:

w hy o J4hy ; ;
Pi(z) =1+ Z (Pf(l‘)f — 1 Z <x23+hl +x21+l +2hi —|—$2h') 7
i=1

i=1
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implying that the exponents that might appear in P; are of the form:
& = {27thi 4 okt 2i%hi 9hi 0 where 1 < i < w}

= {a1712j+h" + a1722h"’ , where 1 < i <w, anday 1,a1,2 € {0, 1}}

Now let us investigate the second round. After the S-box, we have:

PS5 (2) = (P1(2))” "

w
( 2 ( 22J+h1 22j+hi+2j+hi i x2j+hi)>
L h h h h
3+ h J+hg i ;
X 1+Z(w2 f “’2L+:r21) ,
i=1

implying that the exponents are of the form
525 = {a27122j+}“0 + a2722j+hi0 + a2732j+hi1 + a2742hi1 } ,

where 1 < 49,4y <wandforalli e {1,...,4}, az; € {0, 1}. Then after the affine layer we get

w s 2}17',
+ 3 (P5(x))
i=1
w w 5 P 272
_ a2 12 ithig +az, 22]+ 0 +as 32]+ i1 +az, 42 i1
=1+ ,

’LQ 1 11 1 ’L() 1
implying that the exponents are of the form

& = {a27122g+h¢0+h¢2 + a2722]+hi0+hi2 + a2732-7+hi1+’“2 + a2742hi1+}“2

where we have 1 < ig,41,i2 < wandforallie {1,...,4}, a2, € {0,1}.
Working iteratively, our goal is to find similar sets of possible exponents that can appear in
P25 (). In the following, for a > b, we will use the notation:

(a)_ (g)++<‘2) ifh > 0

< .
b 0 otherwise.

Hence, we can deduce the following theorem.

Theorem 7.1. Foreachr > 1, letV; ., be the set defined as

Vr7w={eeN|e=Zbihi,Zb¢=r1,bi>0}, (7.1)

i=1 i=1
which represents all possible values by summing upr — 1 elements from the set {h, ..., hy}. The
set&? can be described as follows:
T (1:)) r
S _ (r—io)d+fuv , _ ;
gr - Z ZG’T,’L)Q ° 7U_Zl+(<i0_1)70<a7‘,1)<1)fvev7‘,w b

i0=041=1
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where
f(:i)+€ = f(gi)i(r?1)+€ for0<i<r—1,1</¢< (r;l). (7.2)

As already mentioned, in this thesis, we are interested in discussing the result we presented
in [Liu+23b] and we do not aim at giving all details of the proof. Thus, in the following we will
mainly discuss the consequences of using this representation of the exponents.

Remark 7.1. Based on Theorem 7.1, we can give a well-structured description of the monomials
that will possibly appear after r rounds. Especially, from its current form, we immediately observe
that the exponent of each possible monomial is a linear combination of 3}, _, (:) = 2" numbers
satisfying certain properties:

i=0 2Mth

i=1 2(7*1)j+f1+1’ s 2(7‘71)j+f1+7‘7

o e ) ),

i=r 20,

In the following, we show how to use this well-structured description to achieve our objectives,
i.e. giving necessary conditions on the density of the affine layer to ensure an exponential growth
of the algebraic degree, finding equivalent affine layers, determining concrete affine layers that
achieve an exponential growth, and deriving an upper bound on the algebraic degree for any
instance of an SPN construction with an affine layer.

In particular, we will capture the condition on the f; by introducing a vector v, so that the
exponents can be represented as:

n—1
{Mn(e),e = 2 2la;, 0 < a; < v, for0<i<n— 1} ,

1=0

where M, is defined by:

L if (2" — 1)|z, andz > 2" — 1,
" lamod (2" —1) otherwise.

As in the previous coefficient grouping technique, proposed in [Liu+23a], those v, are the integers
used in the modelisation of the optimization problem.

Theorem 7.2. For each valid assignment of (f1,..., far), the corresponding vector v, =
(Vrn—1, - - -, Vro) satisfies the following property:

n—1

2 Vri = 2",

i=0
Especially, if there exist (i1,v1) and (ia,vo) where iy, iy € [0,7] and vi,vo € [1,2"] such that
(r—i1) xd+ fo, = (r—1ia) x d+ fu,, there are at most 2" — 1 nonzero coordinates in the vector v,..

Based on this property we will deduce some necessary conditions for the exponential growth
of the algebraic degree.
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7.1.2 Condition for the exponential growth of the degree

The first consequence of Theorem 7.1 is that it allows us to define necessary conditions for the
exponential growth of the algebraic degree.

Theorem 7.3. To ensure that the algebraic degree 2" can be reached after r rounds, one necessary
condition is that there exists a valid assignment of (f1, .. ., for) such that the following 2" elements
are all different:

i=0 (rj+ fi) modn,
i=1 ((r—=1)j+ fix1) modn,....((r —1)j + fi4r) mod n,

((r —14)j + f(gﬂ)“) modn, ..., ((r —14)j + f( )Jr(r)) mod n,

T
<i—1 7

i=1r for modn.

This theorem implies, in particular, that for i = [r/2], the following (7) integers must be
distinct:

((rfi)jJrf(@il)H) modn, ..., <(r7i)j +f( , )Jr(r)) mod n,

<i—1 i

implying that the integers

ez o) modme (Fz o) modn

must be different. This observation leads to Corollary 7.1.

Corollary 7.1. For a given (hy, ..., hy,), a necessary condition to ensure a possible exponential
degree is

where

w w
Vﬁw ={emodn,e€V, ,} = {e mod n,e = Ebihi,Zbi =r—1,b; > O}.
i=1 i=1
Let us observe that the set V!, involved in this corollary satisfies [V}, | < |V, since some
integers of V. ,, might have the same reduction modulo n.
In the following, it will be easier to develop reasoning in terms of partitions, so let us introduce
anew set. We let B, ,, be the set of tuples (b1, . . ., b,) such that:

B’r’,w = {(b17ab’w)72bz :T,bi 20}

i=1

Noting that
|Br—1,w| = ‘Vhw| = ‘V5w| )

the set B, ,, must also satisfy some condition in order to achieve an exponential growth.
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Corollary 7.2. A necessary condition for an exponential growth of the degree in the first r rounds is

that
r
‘BT— 7’Ui| 2 < r >
' [5]

Let us investigate the consequences of this corollary. First, let us notice that by definition of
B ., we have

‘Bl,w

={(1,0,...,0),(0,1,0,...,0),...(0,...,0,1)} | = w.

2
|Bii|=1<2= <1),

implying that it is impossible to achieve an exponential growth in that case.
Let us consider the case w = 2. First, we check that

2
[Bigl=2=2= (1)

Then, for the case w = 1, we have

For the second round, we have

Baal = I{b1.02) [0+ = 2} = 1{0.2), (L2, .0 =33 3= ().

Then, for the third round, we have

|B3.2

 {(b1ba) | by + by = 3] = [{(0,3), (1,2), (2,1), (3,0)}| =4 < 6 = (g) ,

This inequality implies that it is impossible to achieve an exponential algebraic degree at round 4
when w = 2.

In Table 7.1 we store all the values |B,,,| for w € {2,3,4}. Then we can also deduce that it
is impossible to achieve an exponential algebraic degree at round 7 when w = 3 since, when
computing the values |B;. 3|, we observe the following

< i+1 >
= : )
[(i+1)/2]
()
< .
4
Similarly, when computing the values |3, 4|, we observe the following
< i+1 >
= : )
[(i+1)/2]
(5)
< 9
5
implying that it is impossible to achieve an exponential algebraic degree at round 10 when w = 4.

While in [Liu+23b] we only suggest the implications of Corollary 7.2 for w = 2, 3, 4, we push
the analysis a little further to investigate the situation for w > 4. These cases might be less relevant

Vi<5, |Bis

but ‘8673

Vi<8, |Bia

but ‘6974
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r 1 2 3 4 5 6 7 8 9
r+1
(o) 2 10 20 35 70 126 252
w=2 2 = = o - - -
w=3 3 6 10 15 21 28 - - -
w=4 4 10 20 35 56 84 120 165 220

Table 7.1: Comparison between the size of B, ,, and binomial coefficients.

3500 25000
—_— [ ! ) [} - ({ ) by

I I 151 I
3000 1 =*= |Bs| ! —*— |br6| !
20000

2500 1

15000 A

o
o
=]
o
L

Size of By, w
Size of Br,w

15001 10000 4

1000

5000 1
500

L s e e s e e —
1 2 3 4 5 6 7 8 9 10 11 12 13 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16
Density of B Density of B

(a) Whenw = 5. (b) Whenw = 6

Figure 7.3: Evolution of the size of I3,..,, compared to the one of binomial coefficients.

as this implies a higher degree for the affine layer and for the SPN construction, and that the
overall construction is maybe less efficient. However it is worth mentioning what happens for
these cases. For the cases w = 5, and w = 6 we compare the evolution of |B,.,,| and ([(T’:ﬁ o)
in Figure 7.3a and 7.3b respectively. We observe that the first round for which it is impossible to
achieve an exponential algebraic degree is round 13 when w = 5, and round 16 when w = 6.

We can also observe on these figures that for rounds 12 and 15, for the case w = 5 and w = 6,
(respectively), the two lines are close, suggesting that although the necessary condition implies
that an exponential degree is not impossible, it might still be unlikely to happen. Indeed, this is
only a necessary but not sufficient condition.

While we did not consider the concrete values of the powers hq, . .., h,, in the affine layer, the
above observations show that the density w of the affine layer has some influence on the growth
of the algebraic degree. More precisely we saw that we are likely to achieve an exponential growth
for at most the first 3, 6, 9, 12 and 15 rounds when w is equal to 2, 3, 4, 5 and 6 respectively.

7.1.3 Equivalent affine layer

In this section we see that there exist some equivalent affine layers that have the same influence
on the algebraic degree. We suggest such equivalences in Corollary 7.3 and 7.4, and then study
some examples.
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Corollary 7.3. Given an integere > 0, the following two affine layers have the same effect on the
growth of the algebraic degree:

w
h; N
x):co—chixz , and B'(x —cO+Zc’ 2" ,

where h; = (h; + €) mod n fori € [1,w].

Corollary 7.4. The following two affine layers have the same effect on the growth of the algebraic
degree:

w
h; i
x):co—i-Zciafl, and B'( —CO+ZC’2 ,

where (hiy1 — h;) = (hi,, — h}) mod n fori e [1,w — 1].

As, in this thesis, we mainly discussed on the algebraic degree of the MiMC bloc cipher, let us
see some examples of such an equivalence for tweaked version of MiMC when the density of the
affine layeris w = 2 orw = 3.

Example 7.1 (when w = 2). We let B(1) be some affine layers such that

BOD(g) = (0 D4 C(O Doyt C(O Vg2
BO2) () (0 Dy 02 4 (0D
B3 (z) = éo 3 4 C(O N+ 65073)$8 ,
BOD(g) = (1 4 (022 4 (124

Then, we denote by MiMC{"", MiMC*?, MiMC® and MiMC{"? the tweaked MiMCs
instances with the affine layers B(*:1), B(0:2) B(0:3) and B(1:2) respectively. In Table 7.2 we
compare the degrees that we obtained with the different instances. Our experiments consist in
constructing explicitly the polynomial using a Sage implementation. We note that (%) and
B(1:2) are equivalent according to Corollary 7.4 and so have the same influence on the algebraic
degree.

7 1 2 3 4

MiMCs (original) 2 2 4 4
MiMCP  MiMcP® 2 4 6 8
Mimc{*? 2 4 6 10
Mimc{™? 2 4 8 12

Table 7.2: Degrees of tweaked instances of MiMCs when w = 2.

We notice that the algebraic degree in exponential in the first two rounds only, for all instances,

except Mil\/lCéO’B) that can achieve it until round 3. Let us recall that, since w = 2, the exponential
increase cannot be achieved for more than three rounds.
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Example 7.2 (when w = 3). We let B(?0:1:%2) be some affine layers such that

B(0’1’2) (1’) _ C(()0,1,2) + C§071’2)£U + Céo,l,Q)xQ + Cé0,1,2)x4 7

B0.1,3) (z) = C80,1,3) + C§0,1,3)I + 0;0’1’3)232 + C§0,1,3)z4’

BU28) () = (12D 4 (123, | 4232 | (123
As in the previous example, MiMCéO’l’Q), MiMCéO’l’?’) and MiMC§1’2’3) are the tweaked MiMC;
instances with the affine layers B(0-1:2), B(0:1.3) and B(1:2:3) respectively. In Table 7.3 we compare

the degrees that we obtained with the different instances. We also note that B(>:1:) and B(1:2:3)
lead to the same algebraic degree since they are equivalent according to Corollary 7.4.

r 1 2 3 4

MiMCs3 (original) 2 2 4 4
MiMC>H2  MiMch®® 2 4 8 10
Mimc{ ) 2 4 8 14

Table 7.3: Degrees of tweaked instances of MiMCs when w = 3.

Let us observe that, for all the examples, the exponential growth is achieved only for the first
three rounds, while the previous necessary conditions suggest that it may happen until round 6.

7.1.4 Practical tests

In this section, we discuss the results obtained by our new coefficient grouping technique to
determine bound on the algebraic degree and which consists in solving the following optimization

problem:
n—1 ]
maximize wt (Mn <Z 21&1)) )
i=0

n—1
subject to 0 < vy ;3 Z v =2" i vy 20} <m {i v #0} S 2.
i=0

where 7 has to hold to ensure an exponential algebraic degree, the set Z stores all possible numbers

that can be chosen for the 2" elements in the r + 1 classes as defined in Remark 7.1, and M,, is

defined as follows:
Mn:{2n—1 if (27 — 1)|z, andz > 2" — 1,

z mod (2" — 1) otherwise.

We do not describe the precise modeling of this technique since this is not the scope of this thesis,
but more details on the construction of 7 and Z can be found in our paper [Liu+23b].

Our aim is to find proper (hq,...,h,) such that an SPN construction can achieve an
exponential growth for the algebraic degree, for any specified (n, j) with small w. Then we are
also interested in upper bounding the algebraic degree for any given instance.
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7.1.4.1 Finding good affine layers

The modelisation to find good affine layers consists in efficiently checking the condition of
Theorem 7.3.

The case (n,j) = (63,32), with m = 3.

For instance, when (n, j) = (63, 32), which is the parameter used in CHAGHRI, according to
Corollary 7.2, w > 3 has to hold to ensure the exponential growth. Indeed 62 ~ 25, implying
that the smallest density w that satisfies the necessary condition for an exponential growth in
the first six rounds is w = 3. With our new technique, we found 80 solutions of (hy, ha, h3) up to
equivalence relations that can achieve an exponential degree at round 6. We list them in Table 7.4.

ha  (hy,ha, h3)

2 (0,2,9),(0,2,14),(0,2,20), (0,2, 22), (0,2,24), (0,2, 25), (0, 2, 26), (0, 2, 27),
(0,2,38), (0,2, 39), (0,2,40), (0,2,41), (0,2, 43), (0, 2,45), (0,2, 51), (0, 2, 56)

3 (0,3,27),(0,3,39)

4 (0,4,10),(0,4,17), (0,4,26), (0,4,29), (0,4, 38), (0, 4,41), (0,4, 50), (0, 4, 57)

5 (0,5,19),(0,5,24),(0,5,28), (0,5,40), (0,5, 44), (0, 5, 49)

6 (0,6,14),(0,6,15), (0,6,54), (0,6,55)

7 (0,7,22),(0,7,27),(0,7,34), (0,7,36), (0,7,43), (0, 7, 48)

8 (0,8,18),(0,8,26), (0,8,45), (0,8,53)

9 (0,9,26),(0,9,28), (0,9,34), (0,9, 35), (0,9, 37), (0,9, 38), (0,9, 44), (0,9, 46)

10 (0,10,23),(0,10,25), (0, 10,27), (0, 10, 28), (0, 10, 29), (0, 10, 44), (0, 10, 45),
(0,10, 46), (0, 10,48), (0, 10, 50)

11 (0,11,29), (0,11, 34), (0,11, 36), (0, 11,38), (0, 11, 40), (0, 11, 45)

12 (0,12,26), (0,12, 30)

Table 7.4: List of choices of (h1, ha, hs) for (n,j) = (63, 32).

It is worth noting that the recommended parameters (h1, ha, h3) = (0, 2, 8) chosen to patch
CHAGHRI in [AMT22] is not included, raising the question of the relevance of this choice. Indeed,
with the technique that will be described in Section 7.1.4.2, although the upper bound for the
algebraic degree in round 6 is 62 for (n, j, h1, ha, h3) = (63, 32,0, 2, 8), this bound is possibly a
loose one and we cannot conclude for sure whether the maximal algebraic degree will be reached
atround 6.

The case (n,j) = (129,1), with m = 3.

Let us now consider the case (n, j) = (129, 1), which corresponds to the parameters used in
MiMCs. According to Corollary 7.2, to ensure the exponential growth, w > 4 has to hold, since
128 = 27 and the smallest density w that satisfies the necessary condition for an exponential
degree in the first seven rounds is w = 4.
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There are lots of solutions (h1, ho, k3, h4) that may reach this goal. We list some of them in
Table 7.5.

hs  (h1,ha, hs, hy)

6 (0,1,6,54),(0,1,6,55), (0,1,6,56), (0,1,6,79), (0,1,6,80), (0,1,6,81)
(0,1,7,27),(0,1,7,28), (0,1,7,29), (0,1,7,34), (0,1,7,35), (0,1, 7, 36),

7 (0,1,7,40),(0,1,7,41),(0,1,7,54),(0,1,7,55), (0,1, 7,56), (0,1,7,57),
(0,1,7,79),(0,1,7,80),(0,1,7,81),(0,1,7,82),(0,1,7,95), (0,1, 7,100),
(0,1,7,101),(0,1,7,102), (0,1, 7,103), (0,1, 7,107), (0,1, 7,108), (0, 1, 7, 109)

8 (0,1,8,28),(0,1,8,29)

Table 7.5: List of some choices of (h1, ha, h3, ha) for (n,j) = (129,1).

7.1.4.2 Upper bound on the algebraic degree

Upper-bounding the algebraic degree requires to enumerate all ( f1, . . . for) and the corresponding
vp = (Upp—1,-..,Vr0). Such an enumeration is time-costly. Therefore, some properties can
be captured from v,. to reduce the optimization problem into an equivalent one. For instance,
one property is that the sum of all v, ; must be equal to 2". Although this relaxes the original
condition (since more v, can be found satisfying this property than those found by an exhaustive
enumeration) this reduction simplifies computations.

One interesting experiment consists in studying how the algebraic degree increases in the
univariate setting when w = 2. We tried some (h1, h2) for some fixed parameters (n, j). In the
previous sections we saw that such instances of the SPN construction do not allow the algebraic
degree to achieve an exponential increase for more than three rounds. However it is worth
observing how far the upper bound is from the exponential increase. Figure 7.4a shows the
results obtained when (n, j) = (63, 32), that can also be seen as a tweaked version of CHAGHRI,
and Figure 7.4b shows the results obtained when (n, j) = (129, 1), that can also be seen as a
tweaked version of MiMC for different values of (i1, h2). In the figures we denote the Coefficient
Grouping Strategy by “CGS”.

=
60 1 —#~ Exponential T 120 :
56 1 —&— (h1, h2) =(0, 3) Bound from CGS ," 12 f
1 = ]
52 7 —%— (hy, h3) =(0, 6) Bound from CGS 104 !
48 %
" 88 -
40 A o0 |
36
1 32 g 7 T
g B ;
28
244 56 —+ Exponential
204 23 ] =4 (h1,hz)=(0,6) Bound from CGS
16 3 —s— (h1,hz)=(0,9) Bound from CGS
12 4 24 4 —4— (h1, h2) =10, 36) Bound from CGS
81 16 —w— (1, h2) =(0,42) Bound from CGS
“1 81 —+— (hy, hz) =10, 63) Bound from CGS
0 ' | ] | ; : ; T o r—=————————r———————r———
1 2 3 4 5 6 7 8 1 2 3 45 6 7 8 9 10111213 14 15 16 17 18 19 20
Rounds Rounds
(a) When (n,j) = (63,32) andm = 3. (b) When (n,j) = (129,1) andm = 3.

Figure 7.4: Upper-bounds on the algebraic degree.
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It is quite surprising to see, for example, that for (h1, h2) = (0,63) when (n, j) = (129, 1), the
algebraic degree increases linearly. Thus, a more fine grained interpretation should be developed
to understand this behaviour. We leave it as an interesting problem.

The reduced well-structured optimization problems are solved via blackbox solvers. To
investigate the efficiency of the technique we compare, in Figure 7.5, the bound given with the
coefficient grouping technique and the estimation given by zero-sum. The strategy of zero-sum
consists in choosing subspaces of dimension dim, and then test whether the corresponding sums
of the outputs are zero. We thus deduce that the algebraic degree is likely to be dim —1 for the
smallest dim that can make the sums of the outputs equal to zero. Computing such zero-sums
is expensive so we only compare the two results for the first five rounds of some instances. We
observe that our upper bound is tight in the first three rounds and becomes less accurate in rounds
4 and 5, which is expected due to the relaxed conditions. Then, it is meaningful to develop efficient
algorithms to further understand the efficiency of the new technique.

32 1 - Exponential /" ;ﬁ’ —#— Exponential /’
‘;z T == (h1,h2) = (0, 3) Bound from CGS / 2] ™ (h1,h2)=(0,6) Bound from CGS ’I
26 ~#®- (11, h2)=(0,3) Detected zero-sum /I 26 ~* (M.h2)=(06) Detected zero-sum

24 4 = (h1, h2)=(0, 42) Bound from CGS
221 -#®- (hy, hy)=(0, 42) Detected zero-sum
20 1 —#— (h1, h2)=(0, 63) Bound from CGS

181 § 181 -4- (h1,hy) = (0, 63) Detected zero-sum
§ 13 g’ 12: -m- Exact degree of MiMC3
12 12 A
10 10
8 - P
6 6 e |
4 4 ==
2 1 5]
0 : 0
1 2 3 4 5 1 z 3 4 5
Rounds Rounds
(a) When (n,j) = (63,32) andm = 3. (b) When (n,j) = (129,1) andm = 3.

Figure 7.5: Comparison with estimated degree estimated with zero-sums.

In Figure 7.5b, we also added a comparison with the exact degree found for MiMCgs, operating
on (3n) bits, in Chapter 6. This clearly reveals the influence of the addition of an affine layer in the
construction.

Overall, we observe that the model used to evaluate the upper bound on the algebraic degree
for arbitrary B is not perfect since we use relaxed constraints. It would be interesting to see if it
is possible to take into account more precise properties to get a finest bound without too much
affecting the efficiency of the model.

7.2 Open problems on the sequences £;

This section focuses on another unrelated open problem on the algebraic degree. When studying
the algebraic degree of MiMC, in Chapters 5 and 6, the sequences k. . = | log, d| played a crucial
role. In this section, we propose to study them from a different point of view. Indeed, a better
understanding of the behaviour of these sequences might enable us to obtain proofs for some
observations from previous chapters. Let us recall that the sequence (k4 ),>1 is highly related
to the sequence (by . ),>1 where, ifd = 2/ + 1 then by, = kg, mod 2j, and ifd = 2/ — 1 then
bd,'r = k?dm mod ]
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Throughout this section, our method will be the same and will consist in starting from a
round r for which b4 ,. is given by b, and then going back some rounds before to find out which
sub-sequences of (by »—;)1<i<r made it possible to get by ,» at round r.

7.2.1 Sequences b3,

In this section, we first investigate the behaviours of sequences (k3 ),>1 and (b3 ,),>1. In
particular, we try to better understand the link with the denominators of semi-convergents of
log, 3 that we briefly mentioned in Chapter 6. To this end, we will trace the precise evolution of
the sequence (b3 ;- );>1.

Let us suppose that round r is such that b3 , = 0, then going back one round before, we
have either b3 ,_; = 1 or b3 ,—; = 0. However, going back two rounds before, we can identify
an impossible sequence. Indeed, if b3 ,_; = 1 we necessarily have b3 ,_» = 1, meaning that it
is not possible to find r such that (b3, _2b3,.—1b3,) = (010). The same holds for the sequence
(bg,r—2b3 r—1b3 ) = (101). Such an impossible sequence is precisely what we will be looking at in
this section.

We will use the following notation.

¢ We will use the overline to denote the complementary of a binary value

« By = (b?b b%b b?) will denote sequences with two patterns b?,

o By = (bQB2 b3b b3b" b3) = (bQB2 ng) , sequences with three patterns b3,
» Py = (ByBy13), sequences with two patterns B, and

o By = (B2B2B2B3) = (B2%>), sequences with three patterns Bo.

The sequences B, B3, > and %, are constructed such that there exist some particular
properties for the sequences (k3 )r>1.

Lemma 7.1. Let (k3 ,)r>1 and (bs . )r>1 be the sequences defined by ks, = |rlog, 3| and bz, =
ks, mod 2.

(@) If(bz—11...D3,)

(ii) If (b3 r—16---b3,r)
(iii) If (b3 p—a0...b3,) = Bo thenks, = ks _40 + 64.
(iv) If (bsr—52...b3r)

Proof. In the proof we rely on the fact that, as proved in Proposition 6.1, if (b3 ,._1b3 ,.) = (bb)
then k3 ,—1 = ks, + 1, while if (b3 ,_1b3,) = (b?) then k3,1 = ks, + 2. It follows that if
(b3,r—¢+41 - - - b3,) corresponds to a sequence of the form (b®bf1b*2 .. blx—2bfx-1) then

o then ks, = kg r—11 + 18.
= B3 thenks, = k3 16 + 26.

Bs ﬂ’lel’lkg,r —k3r 52 + 83.

K-1

ksp—ksr_ep1 = Y, (2;—1)—1 =20—K—1.
1=0

() If (b3 p—11...b3,) = By = (bQE2 b352b3), then since B; is a sequence of length 12 with 5
blocks, we have:

k‘377~ = k‘gj_ll +2x12—-5—-1= k'S,r—ll + 18.
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(i) If (b3,—16...b3,) = B3 = (b252b32), then we can check that
kg}r = kg)rfm +6+24+18 = k3’7«716 + 26 .

(iii) If (b3 r—40...b3,) = B2 = (B2B2B3), then we can check that

ks, =ksr—a0+ 18+ 1+ 18426 = k3 40 + 64.

(iv) If (bs,—52...b3,) = B3 = (B2%,), then we can check that

k‘377- = k‘377-_52 +18+1+64 = k‘377-_52 + 83.

O
Then, using this lemma we now establish that some sub-sequences cannot appear in {03 ;- } >0.

Lemma 7.2. Let (k3 ,)r~0 and (bs ,)r~0 be the sequences defined by ks, = |rlog, 3| andbs, =
k3 mod 2. Then, for anyr > 1, andb € IF, none of the following situations can occur:

(i) (b3,—2b3—1b3,) = (bbb),
(i) (bss—3...bs,) = (bh),
(iii) (bs,—5...bs,) = (b'b),
(iv) (bs,—7...bs,) = (bb b?b’b),
) (bzr—17...b3,) = (bB3),
i) (bsr—29...b3,) = (bB2Bs3),
Wii) (b3,—a1...b3,) = (bB2B2B3),
iii) (bs,,—53...bs,) = (bB2B2B2Bab?b ),
(ix) (b3.r—04...b3,) = (bB2B2%Bs),
(x) (b3,r—306---b3,) = (bB2M«@2),
i) (bsr_350...b3,) = (bBSBsBBab?b b),

(Xii) (bS,T—665 e bgﬂn) = (B@@2%§E825b252b),

(xlii) (bg}r_gn . bg}r) = (bBQ@Q%g%Q%?%Q%g%Q)
Proof. In this proof, we will use that:
Vryi,  ksp—;+|iloge 3| < ks, < ks, +|ilogy3]+ 1.

Recall that log, 3 ~ 1.585, then we can derive the following contradictions:
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(i) (b3r—2b3,—1b3,) = (bbb) implies

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

(viii)

so that

(b3$7~,3 .

so that

(bS,r75 ..

so that

(b3$7~,7 .

so that

(bg,r_17 .

so that

(b3,r—29 - -

so that

(bg,r_41 .

so that

(b3,r—53 ...

so that

kgﬂn = k377~_2 +1+1= k377>_2 +2,

ks = k3 yp_o + l2 log, 3J =k3yo+3>ks, 2+2.
bs,-) = (b*) implies

k377- = ]4;3,7_3 +2x3= k‘377-_3 +6,

ks <kgp 3+ |3logy3| +1=ks, 3+5<ks, 3+6.

b3y) = (b’b?) implies

]{ig,T:k‘37,~_5+2><2+1+2><2:/€3,T_5+9,

ks <kgy 5+ |5logy3| +1=ks, 5+8<ks, g+9.
bs.) = (bb b%b b) implies

k377« = ]4;3,7_7 + 1+ (2 + 1) X 3 = k3,7_7 + 10,

ks, = ksr7+|7logy 3] = k3 p_7 + 11 > k3,7 + 10.
bs ) = (bBs) implies

k3, = k3r_17 +2+26 = k3 ,—17 + 28,

kgyr < kg,r_17 + l1710g2 3J +1= k‘g’r_g + 27 < k‘g’r_g + 28.
bs.») = (bB2B3) implies

kg’r = kg’szg +24+184+1+26= k37r729 + 47,

k3 < k3r_20 +|2910ogy 3] + 1 = k3 09 + 46 < k3,29 + 47 .
bs.r) = (bB2B2Bs3) implies
ks, =rkgr_a1 +2+ (184 1) x2+26 = ks ,_41 + 66,

kg)r < k’37,~_41 + l41 log, 3J +1= ]€3)T_41 + 65 < k‘37r_41 + 66 .
bs.,) = (bB2B2B2Bab?b b) implies
ks =ksr 53 +1+(1841) x4+ (24 1) x 2 =ks,_53 + 83,

k’37r = k‘37r_53 + l53 1og2 3J = k‘37r_53 + 84 > k3)7_53 + 83.
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(iX) (b3,T,94 . b37r> = (bBQ%%Q) implies
k‘371,- = k377»_94 +2+ 18+ (1 + 64) X 2= ]413,7-_94 + 150,

so that
kg,r < kg’r794 + [94 10g2 3J +1= k377«,94 + 149 < kg)rfgg + 150.

®) (b3,r—306 - - b3,r) = (bB2%B2B3%5) implies
ks, =rksr_s06 +2+18+1+64+ (1+83) x4+ 1+64=ks,_306+ 486,
so that

k3. < k3r—306 +[30610gy 3] + 1 = k3306 + 485 < k3 ;—29 + 486 .

i) (b3r_350...b3) = (bBSB2B2Bsb%b b) implies

k‘3’r=k‘3m,359+<1+83) ><6+(1+18) ><3+(1+2) x2+1
= k3,r_359 + 568,

so that
ks = k3 r_359 + [35910gy 3| = k3 r 350 + 569 > k3 350 + 568 .

xil) (D365 ... bs.r) = (DS B B3 BBy Bab?b b) implies

ksr=rksr_ees +(1+83) x6+1+64+(1+83)x5+(1+18)x3
+(1+2)x2+1
= k3r—665 + 1053,

so that

]{ig,r = k3,r—665 + l665 log, 3J = kig,r_665 + 1054 > k3,r—665 + 1053 .

(Xiii) (b31T7971 PN bg,r) = (bBQ%Q%g%Q%g%Q@g%Q) lmplles

K = ksp_gri -2+ 18 + 1+ 64+ ((1+83) x 5+ 1+ 64) x 3
= k3r—971 + 1540,

so that

k3 < k3r—g71 + |97110gy 3] + 1 = k3 r—o71 + 1539 < k3 o971 + 1540.

O

We have chosen to consider the impossible sequences up to round r — 971 because these are
the only sequences that can be observed over the first 16265 rounds (let us remember that this
corresponds to the number of rounds for which we were able to prove in Chapter 6 that the bound
on the algebraic degree is tight).

The previous situations can also be written as follows, where each affirmation holds for any
value of b in Fo:
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(i) there are at least two consecutive b,
(ii) there are at most three consecutive b,
(iii) there is at most one consecutive pattern b3,

(iv) there are at most two consecutive patterns b2 ,

(v) there are at most three consecutive patterns 52 b3,
(vi) thereis at most 1 consecutive B3,
(vii) there are at least 2 consecutive Bs ,
(viii) there are at most 3 consecutive Bs ,
(ix) thereis at most 1 consecutive %, ,
(x) there are at least 5 consecutive %5 ,
(xi) there are at most 6 consecutive %5 ,
(xii) there is at most 1 consecutive series of 6 %5 ,
(xiii) there are at most 2 consecutive series of 5 %5 .

Consequently, we deduce that the pattern of the parity of k3 ,. is a sequence of 5 or 6 %3, separated
by a single %.

In Figure 7.6 we use a tree to represent the sequences that might appear in the sequence
(bs.r)r>0, where a red dotted arrow means that the transition is impossible because of a case in
Lemma 7.2.

/1" ) / \

r—2 1 0 17 .
/ \ / (i) / = (ii)
r_3 1 _ 1 0 17 0
=N LRI 7N )
r—4 1 1 1 1 0
=y "\ Q™ Mo (iii) °%
r—5 1 1 1 1 1

Figure 7.6: Impossible subsequences in the sequence (bs ) r~o-

As representing each of the impossible arrows makes the figure less compact when increasing
the number of rounds. We choose to omit them to represent only the possible sequences in
Figure 7.7. Based on Lemma 7.2, we prove that the sequence {bs3 ,},~¢ can be obtained by
concatenating five different sub-sequences. The tree of Figure 7.7 will then help us to visualize
the different cases. We note that we are considering possible sequences on the right of the graph,
meaning that for each node with a branching (identified with a square on the figure), the left
branch represents the end of a possible sub-sequence. We also choose to stop at round r — 12
since the next node, at the far right, with two branchings is much further away and it would be
difficult to visualize it on the tree.
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Proposition 7.1. Let (k3 ,)y~0 and (b3 ,-)r~o be the sequences defined in Lemma 7.2. Then, for any
r = 1, there exists b € Fy such that one of the following situations occurs:

(i) (b3r—1bs,) = (bb),
(i) (b3 ,—2b3,—1b3,) = (bb?),
(iii) (bs,_7...bs,) = (bb?6°b?),
(iv) (bgr—12...b3,) = (Ebz(BQbS)Q)’
@ (b3r-12---b3,) = (bS(Bng)Q)-
Proof. Let b3, = b, then we will look at the b3 ,_; according to Lemma 7.2. For a better

understanding of the steps involved in this proof, we will refer to Figure 7.7. We start with the first
node at the top. This node has 2 branches, either b3, = borbs ,_; = b.

If b3 1 = b: thisis aleft child, so we stop the process. We have (b3 ,—1b3,.) = (bb), which
corresponds to the first sequence (i).

If b3 .1 = b: we know from Lemma 7.2-(i) and (ii) that we have either 2 or 3 consecutive
b. In FiguEe 7.7, we can indeed see that the node 0 in round (r — 1) has two branches, either
bg’r,Q =bor b37r,2 = b.

If b3, 2 = b: this is a left child leading to the second sequence (ii) since we have
(b3,r—2b3 r—1b3,) = (bb?).

If bs ,._2 = b: we have necessarily (b3 ,_¢...b3,) = (bQB2 b3), because we know from

Lemma 7.2-(iii) that we cannot have (53 bg). In Figure 7.7, this observation corresponds to a
sequence of nodes with only one branching until round (r — 6). Then, in round (r — 6), the
node 0 has two branches, either b3 ,_7 = borbs ,_7 = b.

If b3 .7 = b: we have a left child, so we stop at this node. We get (b3, 7...b3,) =
(bb2b°b?), which is the third case (iii).

Ifbs .7 = b: we have necessarily (b3 11 ... b3,) = (b252b352b3) = (By), using the same
argument as before. In Figure 7.7, this is again translated by a sequence of nodes with only

one branching until round (r — 11). Then, in round (r — 11), the node 0 has two branches,
either b37T_12 =bor b37r_12 = b.

Ifb3 . 12 = b: wehave (b3 ,—12...b3,) = (Bb2(52b3)2), so this is the sequence (iv).

If b3 ,._12 = b: we have (b3 ,_12...b3,) = (b3 (sz?’)Q), which corresponds to the last
sequence (V).

O

We interestingly notice that the integers i € {1,2,7,12} corresponding to the sequences

(b3

i - .. b3 ) involved in the proposition are exactly the one such that (s; ... s;) is a palindrome,

where the sequence (s, ),~0 introduced in Chapter 6 is the sequence of switches from one parity
to another, i.e.

s1=0 and s, =b3, Dbs,_1.



7.2. Open problems on the sequences k3 , 237
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Figure 7.7: The different sub-sequences that could occur in the sequence (bs ; )r>o.

7.2.2 Link with music theory

It is interesting to observe the link with denominators of the semi-convergents of log, 3, that
we quickly mentioned in Section 6.1.1. First, let us introduce the notion of convergents and
semi-convergents of a real number.

Definition 7.1. Let [ag, a1, as, as, . . .] be the continued fraction representation of a real number
a:
1
a = ag+ 1

pTI— —
L
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Then the convergents of a are given by the fractions:

h”ﬂ
e [ao,a1,a2,...,a,] .
n
Besides, if the fractions
fina and hn
kn—l kn

are consecutive convergents, then any fraction

hn,1 +m X hn

where 0<m < a,i1
kn—l +m X kn

is a semi-convergent.

More particularly, in the case of log, 3, it is worth observing that the denominators of semi-
convergents are also divisions of the octave that give a good approximation of perfect fifths in
music theory. Indeed, let us notice that a perfect octave is the musical interval corresponding to a
pair of pitches with a frequency ratio of (2 : 1), while the frequency ratio is (3 : 2) for a perfect
fifth. Let us take an example of one fraction representing log,(3), we have that

11
log,(3) ~ - or equivalently 2'' ~37.

0

implying that 4 octaves is a good approximation of 7 fifths.

For a deeper understanding of this observation, let us explain a few important points of music
theory. The notes, in ascending succession of tones, from low to high, are called C, D, E, F, G, A,
B. We usually start with C, since the C major scale is used as a reference. A tone is the interval
between all the notes of the C major scale, except between E and F, and B and C, in which case it is
a semitone (half a tone).

The alterations are signs that higher or lower the sound of the notes to which they are assigned.
The sharp f is higher in pitch by one semitone, a flat b is lower by one semitone. This implies that
the C major scale decomposed in semitones is:

Then, we deduce that

C-Cf/Db-D-Di/Eb - E-F - Ft/Gh - G - G#/Ab - A - Af/Bb - B.

A perfect fifth is composed of 7 semitones, while a perfect octave is composed of 12. It follows
that, starting from C, a perfect fifth corresponds to

C-Ci/Dh-D-Di/Eb - E-F - Fi/Gh - G,
and a perfect octave to
C-Ci/Db -D - Di/Eb - E - F - Fi/Gh - G - GH/Ab - A - A#/Bb - B - C.

In Figure 7.8 we compare the construction of 4 octaves and 7 fifths. Starting from C we end in C
for the 4 octaves, while we end in C#/Db for 7 fifths, meaning that those two intervals are close up
to one semitone.
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C-CH/Db-D-Df/Eb —E~F - Ft/Gh - G - G#/Ab — A - A/Bb - B -
fifth fifth

C-C#/Db-D-Df/Eb-E-F-Fi/Gh - G - Gf/Ab - A - A/Bb - B -
fifth

C-C#/Dh -D-D/Eb -E~-F - F§/Gh - G - G§/Ab - A - Af/Bb - B -
fifth fifth

- «-

C-CH/Db-D-Df/Eb -E-F - F£/Gh - G - G#/Ab — A - A/BD - B -
fifth fifth

C-C4/Db-D- ...

Figure 7.8: Comparison between 4 octaves and 7 fifths.

Let ©3 be the set of denominators of the semi-convergents of log, 3. We have
D35 =1{1,2,3,5,7,12,17,29, 41,53, 94, 147, 200, 253, 306, 359, 665,971, .. .} .
Therefore, it is relevant to notice that the integers ¢ such that there is an impossible subsequence
(bg,r—i - .. bs,) in Lemma 7.2 or a possible sequence in Proposition 7.1 seem to correspond to a
subset of D 3.
Moreover, let us observe that Figure 7.7 raises the following open problems.

1. For each round, there is only one node with branching.

2. Ifg is a denominator of the semi-convergents of log, 3, then, at round r — ¢, nodes are either
all b or all b (except the node resulting from the branching).

In Appendix B, we will go further by investigating the sequences (b4, )r>1 for d > 3. In
particular, we will prove Proposition 7.2, where we identify the possible subsequences for MiMC,

ford e {7,15,31,63}.

Proposition 7.2. Letd = 29 — 1 withj € {3,4,5,6}. Let (kq)r~0 and (ba)r~o be the sequences
defined by ky ., = |rlogy d| andby, = kg4, mod j We defined v, as follows:

v7 =6, Y15 = 11, Y31 = 22, and 3 =45.
Then, for anyr > 1, there existsb € {0, . .., j} such that one of the following situations occurs:
(i) (bay—i-- bar)=(b...b)+ (10°), foralli=1,...,v4—1,

(ii) (bd,r—'y,i—l - bd,r) = (b .. b) + (07d) .
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Interestingly, the value ~4 is the last integer ¢ in the set ©4 of the denominators of semi-
convergents of log, d such that if (¢ — 1) is in 4, then i is also in ®,4. Indeed, let us observe that
the first elements in ©, for d € {7, 15, 31, 63} are:

D7 ={1,2,3,4,5,6,11,16,...} ,

D15 = {1,2,3,4,5,6,7,8,9,10,11,21,32,.. .} ,

D31 = {1,2,3,4,5,6,7,8,9,10,11,12,13, 14, 15,16, 17,18, 19, 20, 21, 22, 43,65, .. .} ,

De3 = {1,2,3,4,5,6,7,8,9,10,11, 12,13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26,
27,28, 29,30, 31,32,33, 34, 35,36, 37, 38, 39, 40, 41, 42, 43, 44, 45,89, 133, .. .} .

Although the link between the denominators of the semi-convergents of log, d and the growth
of the algebraic degree remains unclear at the time of writing, we will observe, in Appendix B, that
for instances of MiMC,, where d is a Gold function, these numbers seem to only be involved in
the lengths of possible sub-sequences of (b4 -)~o while for MiMC,, where d = 27 — 1 mod 27+1,
it appears that they are involved in the lengths of both impossible and possible sub-sequences of

(bd,'r')’r>0'

7.3 Form of coefficients

In this section, our aim is to better understand the form of the coefficients of the monomials
of the univariate polynomials representing MiMC,. In particular, we will be interested in the
study of the univariate representation of MiMC, as polynomials in the variable x, corresponding
to the plaintext and in the key k. A more detailed analysis of the form of the coefficients could
help to identify the reasons for some cancellations of coefficients, which could cause the degree
to fall. Therefore, in Section 7.3.1, we will see how to detect cancellations of coefficients for
MiMC, by investigating the form of the coefficients for MiMCx. Then, in Section 7.3.2, we will
also investigate cancellations of coefficients for the MiMC transformation seen as a univariate
polynomial in the key k.

7.3.1 Link between MiMC;x and MiMC,.

First, we will look at the form of the coefficients for polynomials in the variable x. One particular
line of thought is to study the form of the coefficients of monomials with a maximum-weight
exponent. We will, more precisely, focus on the link with the univariate representation of MiMCx
that can help to understand the one of MiMC,.

7.3.1.1 First observations with MiMC;, and MiMCs.

As afirst observation, let us notice that the list of monomial exponents given by £ ,- is not minimal
since the coefficients of some monomials may cancel for certain choices of round constants. This
could cause the degree to fall significantly in certain rounds.

We can then iteratively determine the coefficients of the monomials at each round. Let us

recall that in Proposition 5.1 we used that: if P, () = ;.. a;z* then, we have

Po(x) =P._1(z¢ +¢1) = Z ozt + )t

1€E3,r—1
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where the polynomial P,._; corresponds to the polynomial P,._; with a shift of round constants,
i.e. each ¢ in «; is replaced by ¢ in o. Noticing that

(% +¢1)' = H(a:d + 01)22 = H(mdQ[ + c%z) where I = Supp(i),
lel lel

we get, by expanding the product:
2
(deZEJ 213) (ClZza\ﬂ ) where Jc 1.

Finally, we have that the multi-set C, of coefficients of the monomials at round r is:
C. = ’ ZZEI\J 2° . .
r=10a; | yi€&qr1,J S Supp(i)p .

In the univariate polynomial P,, the monomials 29%ecs 2" are not distinct. Then, when
considering the polynomial with only distinct monomials, the coefficients correspond to a sum of
elements of C,, which might be equal to zero.

For a better understanding of the influence of the form of the coefficients, it is also interesting
to compare the algebraic degree of MiMCg[r] with that of MiMC3[2r]. Indeed, the transformation
describing MiMC using 2 as a permutation is equivalent to the transformation describing MiMC
using 2 where every constant of odd index is zero, as described in Figure 7.9.

Co Cyq
1 !
e T ST S s S S B S
0 Co 0 Cq 0

! ! i 1 il
@)oo —E-o— @)oo —

Figure 7.9: Construction of MiMCa.

In Figure 7.10a, we can see that the algebraic degree at round r for MiMCy is not always the
same as the algebraic degree at round 2r for MiMCs. For example, studying MiMCqy[r] shows that
some coefficients cancel when the constants ¢; for odd ¢ are zero. If we consider the polynomial
representing MiMCj3[4], the observed algebraic degree is 4, but the algebraic degree for MiMCg|[2]
is 3. This difference is directly explained by the form of the coefficients of the monomials of
maximum-weight exponents at round 4 for MiMCs. We can indeed check, by generating the
polynomial representation after each round with a simple Sage implementation, that all of them
depend only on the odd index constants ¢; and c3:

27 e +¢c2, 30:¢1", 51:¢l%, B4:c)+ez, 57:8, 75:¢?, and T8:c¢.

Similarly, the algebraic degree for MiMCy[3] cannot be 8 since the coefficients of the monomials
of maximum-weight exponent at round 6 for MiMCjs are:

507 : cicy, and 510 : cS*cs + ¢ .
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In addition, there is only one exponent of degree 7 at round 6, for which the corresponding
coefficient also depends on odd index constants.

702 : c3 .

More generally, the coefficients of monomials with exponents not divisible by 9 can be factored by
a linear combination of constants with odd indices.

| =&~ Observed degree for MiMCg[r] | =#— Observed degree for MiMC7[r]
=¥— Observed degree for MiMCs[2r] =¥— Observed degree for MiMCs[3r]

Rounds Rounds

(a) When X\ = 2. (b) When X\ = 3.

Figure 7.10: Comparison of the degrees of r rounds of MiMC with 23" and of \r rounds with x>.

To compare the algebraic degree of MiMC; with the algebraic degree of MiMCy; we now
need to consider MiMC; with the round constants ¢; equal to zero when ¢ mod 3 € {1,2}. The
construction of MiMCj7 is depicted in Figure 7.11.

C3

l
:L'*{ 27 }—>@*{ 227 }—>*>y

C3 0 0

0 0
: @ o —{@) o @)oo —{F 0B —v

Figure 7.11: Construction of MiMCa7.

As we have seen previously, at round 6 of MiMCj3 the algebraic degree is 8. There are two
exponents of Hamming weight 8: 507 and 510, which cannot appear in MiMCs7 since they are
divisible by c;. The only exponent of Hamming weight 7 is 702 but its coefficient equals c3, so it is
likely to appear. Then, the algebraic degree is reduced from 8 to 7 at round 2 of MiMC7.

7.3.1.2 Other examples

We choose to compare others instances of MiMC: MiMCs» and MiMCj, as an example of MiMC,
with a Gold function, and MiMC,x and MiMC, as an example of MiMC,4, where d = 27 — 1. We
focus in particular on the case A = 2. It is interesting to notice that we can observe a higher
difference between the algebraic degree of MiMCyg[r] and MiMC7[2r] (see Figure 7.12a), than
between the algebraic degree of MiMCq5[r] and MiMCs[2r] (see Figure 7.12b).
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26 4 =&~ Observed degree for MiMCgs[r] 2g 4 =d— Observed degree for MiMCas[r]
| =%= Observed degree for MiMCs[2r] 26 { =W= Observed degree for MiMC;[2r]

Rounds Rounds

(a) Whend = 5. (b) Whend = 1.

Figure 7.12: Comparison of the degrees of r rounds of MiMC with 2’ and of 2r rounds with x°.

MiMCs

Let us investigate the case of MiMC5. For example at round 4, we have that the exponents of
Hamming weight 7 have the following coefficients.

445: ¢ and 505 :c3t,

Both 405 and 505 are divisible by ¢; so they cannot appear at round 2 of MiMCsy5. Then let us also
observe that the exponents of Hamming weight 6 are:

125 : ;% + ¢35, 245 : ¢]% | 365 : )2, 380 : ¢f?,
485 : 38 500 : ¢2® 4¢3, and 605 : ¢},
implying that they are also missing at round 2 of MiMCs5. This explains why the algebraic degree
drops from 7 to 5.
MiMC~
Let us also study the case of MiMC7. The algebraic degree at round 4 of MiMCy is 9, but the
exponents of maximum weight are
1015 : ¢;°%c3 + cicj 1022 : ¢ic3 1911 : ¢]°,
1918 : 57, 2030 : cfc3 , and 2044 : cics,

implying that they cannot appear at round 2 of MiMC,g. Then, there is only one exponent of
Hamming weight 8:

1463 : ¢3%¢2
that is also missing. The coefficients of exponents of Hamming weight 7 have the following form
1239 : c§8¢2 1267 : c94¢c2 1491 : ¢32¢2
1687 : cfc2, 1715 : ¢2 1939 : 56
1946 : 57, 2359 : ¢¢ | and 2366 : c7 ,
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so that they are missing at round 2 of MiMC,g. Finally, there are 86 exponents of Hamming weight
6. All are dependent on the constants of odd index. This explains why the algebraic degree is
reduced from 9 to 5.

So, although the univariate representation of MiMCs (around 50% of missing exponents) is
sparser than the one of MiMC; (around 25% of missing exponents), more coefficients easily
cancelled for MiMC7, implying that we would expect the algebraic degree to decrease a lot for
some weak round constants. This further motivates the need to better understand the exact form
of the coefficients.

7.3.2 Missing key monomials

In this section we are interested in studying the MiMC transformation as a univariate polynomial
in the key k instead of a univariate polynomial in the plaintext . Our aim is to investigate
cancellations of coefficients to identify missing monomials in the polynomial. We will more
particularly focus on the case MiMCs.

7.3.2.1 First observations

Let us consider the case where the iterated permutation is the cube. We recall that round 7 of
MiMCj3 corresponds to the function:

F; :Fon — Fon,z — (l’ +k+ Ci,1)3,

where (co, . .., ¢,—1) is a sequence of round constants such that ¢y = 0.

Let P,.(k, z) be the bivariate polynomial in k£ and z describing MiMCs|[r]. So far we were only
studying this polynomial with a fixed key. While it was previously denoted by P,.(z), in this section
we will use the notation P¥ () to easily distinguish it from the polynomial in the key.

Then, in the following, we will use

3"
=D, ik’
i=0

to denote the polynomial in k& describing MiMCs[r], i.e. the polynomial P,.(k, x) where z is fixed.
Then the «,; are coefficients depending on z.
At the first round, we have

Pik)=(z+kP =k +2 -k +2% k+2%.

So we have the monomials {0, k, k2, k®}. We note that, when considering the polynomial in the
variable x, we also have all the possible monomials {0, z, 2%, 23}.
Then, at the second round, we have

Ps(k) = (PY(k) +k+c1)?
=k +x- k2 (2 +1) - k423 +¢)?
=k 422 k4 (@t 1) B2+ a5+ )

><(k3+ac Bt @?+1) k+2°+¢).
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After expanding the multiplication we get

Pi(k) =k +a- K5+ (2 + 1) - k" + (2 +¢1) - kS
+ 22 kT2 kO 4 (2t 4+ 2?) K+ (20 4 2?) - K
+ @+ 1) @) k@2t 2+ 1)
+(@"+ et + 2 o) K2
+ @+ B4+ @ +32) B+ @b+ 2+ Bk

+2° + cp2® + c%x?’ + ci)‘ .
Finally, by re-arranging the monomials we obtain:

Pi(k) =k + -k + k" +c1 kO + (2® +1) - k° + (c12® + @) - K
+@*+22+1+63) KB+ (ca* + 23+ G tep) - k2
+ @+t gt ) k4 (2% +ea® F 3P+ ).

So we have again all the monomials in k, namely {0, k, k2, k3, k* k5 k® k7, k8 k°}. However, we
only have {0, z, 22, 23, 2%, 2, 2%, 2%}, meaning that while we have specific families of missing
exponents for monomials in x, this does not happen similarly for monomials in k. Then, we
are also interested in studying the coefficients of monomials in the key. Lemma 7.3 exhibits the
recurrence relation expressing these coefficients at round r from the coefficients at round (r — 1).

As we will see, the study is much more complex than for polynomials in the variable x.

Lemma 7.3. Let P*_, (k) be the polynomial describing MiMCs[r — 1] such that

31”71
w1 (k) = Z ar—1:k" .
i=0

Then, the coefficients «,.; of the monomials in the polynomial P¥ describing MiMCs[r] are given
by:

oo = (ap_1,0 + Crfl)g

Qr = (0%20—1,0 +c )11+ 1)

Qr2 = 0‘7-—172(043—1,0 +c )+ (a0 + Cr—l)(az—m +1)
arg=or_13(0) 1o+ )+ (11 +1)°

ara = aro1a(Qi_y g+ ) + ar—l,Z(O‘z—l,l +1)+ 0‘%—1,2(047"—1,0 +cro1)
Qs = ar_175(a371,0 +c2 )+ aT_Lg(af,l’l +1) + Oé%,l’g(a'r—l,l +1),

And fori such that6 < i < 3", we have the following:

2
Qr 4 = S + Z arflvlarfl,m 9
lms.t.20+m=1
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where S is defined by

ar—1i(al_1 9+ c_y)

top_1i-2(0f g +1)

+af,1,i/g(ar—1,0 +cro1) if6<i<31i=0mod?2,
ar,l’i(aiw +c2 )

+ar_1i—2(af 11 +1)

+of_ (i71)/2(04r—1,1 +1) if6<i<3!i=1mod2,
§ = O‘r—17i—2(0472n—1,1 +1)
+a3_17i/2(aT,170 +c¢ro1) ifi=3"1+1,

ar1,i-2(0f gy + 1)
+al ) gyplor—11 +1) ifi=3"1+2,

O‘?,]_ Z'/Q(O‘r—l,o + cr—l) lf 37‘71 +3<1<2- 37”71 - 1,Z = 0 mod 2,
a? ) iyyp(@r—11 +1) f31+3<i<2-371-1i=1mod?2,
0 ifi>2-3""1.

Proof. Using P*(k) = (P*_y (k) + k + cT,l)g,we have

3
gr—1
'Pf(k‘) = Z OZ»,«_LZ‘ki +k+c_q
1=0
3
3’!‘—1 ‘
= | (ap—1,0 + 1) + (@po11 + Dk + 2 ar—1:k" |,
i=2
implying that
3r‘71
Pr(k) = (04%—1,0 +cig)+ (ai—l,l + 1)k + Z ag—l,ik%
i=2
37‘71

X (Oér—l,O + Cr—l) + (ar_l,l + 1)]€ + Z Oér_Liki
1=2
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It follows that
Pr(k) = (ar—1,0+ 1)’ + (0 10+ b 1) (a1 + 1)k
37‘—1
+ 2 anl,i(agfl,O + e Dk + (ar_10+ Crfl)(agfm + 1)k
i=2
37“71
3.3 2 i+2
+ (11 + 1% + Z ar_1i(@?_y + 1)k
i=2
3771 31"71
+ Z O‘Z—Li(ar—l,o + Cr—l)k% + Z 043_171(0%—1,1 + 1)l<:2i+1
=2 =2
gr—1gr—1
D arg e kT
i=2 j=2
O

Although it is difficult to see a pattern to detect families of missing exponents, these relations

allows us to identify some missing exponents close to 3.

Proposition 7.3. Let P*(k) be the polynomial describingr rounds of MiMCs such that

.
PE(k) = ) apik’ .
=0

Ifr is odd, then, for j = 4,5,6,7, we have o 3-_; = 0 meaning that monomials k%" =7 are missing

inPr.

Proof. To prove that such monomials are missing, we will show by induction on r that the

coefficients of the last 8 monomials are given by the following formulas:

if 7 is even if r is odd

Oty gr_7 = crat + 23 + c%:z: + ap3r_7 =0
Qp3r_g = ot + 2% + cf +1 opgr_g =0
O gr_s = ax? + opgr_s =0
argr_g =% +1 apgr_g =0
Qr3r_3 = C1 Qr3r_3 = 2%+
Qrar_g =1 Oy gr_g = z? +1
Qpgr_1 =X Qpgr_1 =T
Qi 37 =1. Qp 3r = 1.

First it holds at round 2 for coefficients of monomials &2, . . ., k°. Indeed, we have

Pi(k) =k +a- K>+ k" +c1 kS + (22 +1)-k° + (cr2® + ) - k*
+@*+22+ A +1) kPt (a2 o) k2

+ @+ttt el) k(2% b Fcfad ).

Let us now assume that the property holds at round r, i.e. that for j € {0,...7}, a;. 3-_; are

given by the above equations.
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Then using Lemma 7.3 let us compute the o, 1 3r+1_; fori € {0,...7}. For o, ;1 3r+1_7, We
get

2 2 2 2
Oér+173r+1_7 = OéT73r_3Oér,3r_1 + Oér,3r_206n3r_3 + ar737‘_1a7‘737‘—5 + Oér73rOér,3r_7 .
It follows that if » + 1 is even (i.e. r is odd), then we have

izt g =@ +a) x4+ @ +1)? (P +e)+2*- 04170
=@+ -+ @+ 1)+ 1)
:c1x4+x3+c?a:+cl,
and if r + 1 is odd, then we have
Qpprgrii g =ci z+ 1% cp+2° (cz® +2)+ 1% (2’ +2° + Gz + 1)
=0.
Similarly, for o, 1 3-+1_¢, We get
_ 2 3 2 2
Qp1,3r+1—6 = O gr 3030 + Qpar g+ Qpgr 1Qr3rg4 + Qp3rQp3r 6 -

It follows that if  + 1 is even (i.e. r is odd), then we have

Qpryq3r+lg = (23 +c1)? 1+ @ +1)°+22-0+1%2.0
=@+ )+ (25 + 2t + 22 +1)
=zt +2? +cf+1,

and if r + 1 is odd, then we have

Oppigritg=cr 1+ 13 +2% (2 +1)+12- (2 + 2% + ] + 1)
=0.

For a1 1 3r+1_5, We get
_ A2 2 2
Qpy1,3r+1-5 = 057~737"_2a7‘,3’“—1 + Oér73r_104r737"_3 + Oér73r057-,37"_5 .
It follows that if » + 1 is even (i.e. r is odd), then we have

izt =@ +1)? 2 +2% (2°+c1)+12-0

=@t +1) -2+ 2° +c12?

= clx2 +x,
and if r + 1 is odd, then we have
Qpy13r+l_5 = 122+ 22 c1 + 12. (clx2 + x)
=0.

For ;.4 q 3r+1_4, We get

2 2 2
Qpyg3ril_gq = O 3r_oQp3r + Q. gr 10 372 + O gr Oty 374



7.3. Form of coefficients 249

It follows that if » + 1 is even (i.e. r is odd), then we have
Qg1 3r+l_g = (JIQ + 1)2 1422 (1‘2 + 1) +1%2.0
=22+1 ,
and if r + 1 is odd, then we have

gty =12 1+22 1+12- (22 +1)
=0.

Then for o, 1 1 3-+1_3, we get
_ 3 2
Qpy1,3r+1-3 = Qpgr_1 + QG grQpr3r—3 .
It follows that if  + 1 is even (i.e. r is odd), then we have
Qpyrgreig =20+ 17 (® + 1) = a1,
and if r + 1 is odd, then we have
Qlpy13rt1_3 = 22 +1% e =23 +¢ .
For ;.41 3r+1_9, We get
2 2
Qg1 3r+l_g = Oér)3r71047«,37‘ + Oér’3TCY7«73T,2 .
It follows that if » + 1 is even (i.e. r is odd), then we have
a7~+1737“+1_2 = ],‘2 -1 + 12 . (xQ + 1) =1 s
and if » + 1 is odd, then we have
O(T-+1,3'r'+1_2 = Z'Q . 1 + 12 . 1 = J;Q + 1 .
For a1 1 3r+1_1, We get
2
Qpy1,3r+1—1 = Qg 3rQp3r—1 .
It follows that if r + 1 is even (i.e. r is odd), then we have
_ 12 _
Oé,r.+1’37‘+1,1 = 1 X =x,
and if r + 1 is odd, then we have
_ 12 _
Ck,,‘+173r+1,1 = 1 L =X.
Finally, for o, 1 g-+1, we get
_ 3
Qpyq,3r+1 = ar,?ﬂ‘ .
It follows that if  + 1 is even (i.e. r is odd), then we have
Qpyq 37+l = 13 = 17
and if » + 1 is odd, then we have

a7.+1,3r+1 = 13 =1.
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011213
415(6|7

(a) Representation of 3* — i. (b) r = 0 mod 2. (c) r = 1mod 2.

Figure 7.13: Missing exponents 3" — i with(0 < i < 7.

We can illustrate the previous result with Figure 7.13, where each exponent 3" — ¢ for i €
{0, ..., 7} isrepresented by a square so that the squares B correspond to the exponents that might
appear in the polynomial, and the squares [] the missing exponents.

Going further with experiments, we have observed the pattern of Figure 7.14 for exponents 3" —i
fori € {0,...,31}. However, to prove this result we would need to consider the representation of
the coefficients depending on the value of » modulo 8. Given the complexity of the representation
of the coefficients, we have not pushed the study to this point.

N T e

(a) r = 0 mod 8. (b) » =1 mod 8. (c) r = 2 mod 8. (d) r = 3 mod 8.
(e) r = 4 mod 8. (f) » = 5 mod 8. (g) r = 6 mod 8. (h) r = 7mod 8.

Figure 7.14: Missing exponents3* — i with0 < i < 31.

We will now show that the situation is different for P* since the monomials of degree 3" — i
fori € {1,...7} that are missing are not the same as in P7. First, let us observe the form of the
powers of 3.

Lemma 7.4. Letr > 1 then:

3= 1mod32 if r=0mod8, 3 =17mod32 if r=4mod8§,
3mod32 if r=1mod8, 3" =19mod32 if r=5mod8,
3= 9mod32 if r=2mod8, 3" =25mod32 if r=6mod8,
=27mod32 if r=3mod8, =11mod32 if r=7mod8.

w
3
I

w
2
|

w
2
|

Proof. Let us notice that the property holds for the first eight rounds since we have

3t = 3mod 32, 3°=243= 19 mod 32,
3% = 9mod 32, 3%=729= 25mod32,
3 = 27mod 32, 37 = 2187 = 11 mod 32,

3*=81=17mod 32, 3%=6561= 1mod32.

Then, since 3% = 1 mod 32. We have that if 3" satisfies the property, then 3”8 = 37 .38 =
3" mod 32 also satisfies the property. O

This lemma allows us to determine some families of exponents that are missing, or some
families of exponents that might appear in the polynomial P*(z) based on Proposition 5.6. For
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example, if » = 0 mod 2 we have 3" = 1 mod 8, implying that
3'—2=7mod8 and 3" —4=5mod8.

We then deduce that the exponents of the form {3" — (2 + 8i),3" — (2 + 8i), withi > 0} are
missing. Similarly, if » = 1 mod 2 we have 3" = 3 mod 8, implying that

3"—-4=7Tmod8 and 3" —-6=5mod8.

We then deduce that the exponents of the form {3" — (4 + 8i),3" — (6 + 8i), withi > 0} are
missing.

Moreover, we identify some exponents that are likely to appear at round r since they belong to
&3 . We describe them in Observation 7.1 and 7.2.

Figure 7.15 shows the missing integers that we saw with experiments on the first rounds,
implementing the procedure of Corollary 5.1. We also highlight the cases that we have discussed
above. The squares ® represent exponents captured with Observation 7.1, the squares @
represent exponents captured with Observation 7.2, the squares B represent the other exponents
appearing, the squares *! the missing exponents equal to 5 or 7 modulo 8, the squares [ the other
missing exponents. Let us notice that the figures are dependent on the value of » modulo 8. In
particular the position of the squares *I depend on the value of » modulo 2.

(f) » = 5 mod 8. (g) r = 6 mod 8. (h) r = 7mod 8.

Figure 7.15: Missing exponents3™ — i, in P¥, with0 < i < 31.

Observation 7.1. Like for P, we analyze the monomials of degree greater than or equal to 3" — 31.
We recall that & . = {34,/ < i,i € &,—1}. It follows that, if i < 15 satisfies i < (3"~! mod 16),
then (3"~! — i) < 3”71, implying that (3" — 3i) € & ,. Then depending on (r — 1 mod 4) we
deduce the following.

e Ifr — 1 = 0 mod 4, we have 3"~! = 1 mod 16 implying that
{3T - 3} o= gg’r .

Since this allows us to derive exponents that might appear at round r where » = 1 mod 4,
this case corresponds to Figures 7.15b and 7.15f.

e Ifr — 1 =1 mod 4, we have 3"~! = 3 mod 16 implying that
{37 —3,3"—6,3" -9} < &, .

This case corresponds to Figures 7.15c and 7.15g.
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e Ifr — 1 = 2 mod 4, we have 3"~! = 9 mod 16 implying that
{3"—3,3" —24,3" =27} < &3, .
This case corresponds to Figures 7.15d and 7.15h.
e Ifr — 1 = 3 mod 4, we have 37! = 11 mod 16 implying that
{3"—3,3" —6,3" —9,3" —24,3" — 27,3" — 30} < &3, .
This case corresponds to Figures 7.15a and 7.15e.

Observation 7.2. Let us also recall that for the study of the algebraic degree in Chapters 5 and 6 we
focused on a keyless setting. As we are now considering a setting with a whitening key, i.e. P¥(z) =
P.(x + k), the exponents in P¥ are covered by the exponents in P,.. Indeed,

Pr(z) = 2 it =Pz +k) = 2 ol .

’L‘Gggyr j,jﬁi,ieggm

It follows that we can capture more exponents that might appear in the P*. Indeed, using that
3" € &, we deduce that any exponent covered by 3" is likely to appear in P¥. We then derive
that:

e Ifr = 0 mod 8, we have 3" = 1 mod 32 so that
3" =1} c &, .

e Ifr = 1 mod 8, we have 3" = 3 mod 32 so that

{3"—1,3"—2,3" -3} < &, .
e Ifr = 2 mod 8, we have 3" = 9 mod 32 so that

{3"—1,3" -8,3" -9} < &, .
e Ifr = 3 mod 8, we have 3" = 27 mod 32 so that

{3"—1i,i€{1,2,3,8,9,10,11,16,17,18,19}} = &, .
e Ifr =4 mod 8, we have 3" = 17 mod 32 so that
{3" —1,3" —16,3" — 17} < & .
e Ifr = 5 mod 8, we have 3" = 19 mod 32 so that
{3"—i,i€{1,2,3,16,17,18,19,24,25,26,27}} < &3, .
e Ifr = 6 mod 8, we have 3" = 25 mod 32 so that
{3" —i,1€{1,8,9,16,17,24,25}} < &3 .

e Ifr = 7 mod 8, we have 3" = 11 mod 32 so that

(3" —i,ie{1,2,3,8,9,10,11}} c &, .
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Conclusion

In this chapter we have seen different perspectives to extend the study of the algebraic degree
of iterated power functions. We first answered different questions regarding the growth of the
algebraic degree for SPN constructions with an affine layer. This analysis is based on the coefficient
grouping strategy that allows to efficiently represent the exponents that might appear in the
polynomial describing the construction. In particular, we gave some necessary conditions on the
density of the affine layer to ensure an exponential growth of the algebraic degree for a certain
number of rounds.

We also discussed the impossible sub-sequences of (b4, )¢ for various instances of MiMCy,.
While we did not manage to clearly understand the link between these sequences and the algebraic
degree of MiMC,, we believe that there might be more to be done in this direction.

We finally investigated the forms of the coefficients in the two univariate polynomials, the one
in the variable x, corresponding to the plaintext, and the one in the key k. Although this chapter
does not necessarily provide precise answers to all the questions that have been raised, we believe
that these results could encourage further work in these directions.






Conclusions and perspectives

This manuscript significantly contributes to enhancing our understanding of the tools used
for designing and analyzing these new symmetric primitives defined on large finite fields. In
particular, we propose a new family of hash functions, Anemoi, offering very good performance for
zero-knowledge proofs. The authors of [Liu+22] have demonstrated the potential of Anemoi with
additional optimizations. The insights provided by Anemoi contribute significantly to a deeper
understanding of the design principles behind these new primitives. Particularly noteworthy is
the identification of a link between CCZ equivalence and the performance of Arithmetization-
Oriented primitives. This discovery has already had a tangible impact on the design of another
primitive, named Arion [RST23]. The main components of the new Anemoi family are the Flystel,
anonlinear layer, and Jive, a compression mode, which are also of more general interest as they
can be used in other schemes. It would also be particularly interesting to see whether it is possible
to construct other functions CCZ-equivalent to low-degree functions, with more than two branches.
Indeed, the current construction of the Flystel limits the use of Anemoi to instances with an
even number of branches in the internal state. On a different subject, the Flystel, construction
enabled us to solve the problem of finding an APN permutation over IF‘ZQ,.

Furthermore, the security analysis of Feistel-MiMC, POSEIDON or Rescue-Prime conducted
during the challenges proposed by the Ethereum Foundation contribute to a better understanding
of the behaviour of algebraic systems for some primitives currently used in the industry.
Arithmetization-Oriented primitives rely on low-degree polynomial modelisation implying that
algebraic attacks are often used to determine the number of rounds of these primitives. Therefore,
beyond our exploration of algebraic attacks, we also present valuable suggestions for future designs.
These recommendations emphasize the significance of meticulous modeling choices, exploring
potential tricks to bypass rounds in substitution-permutation networks. They also point out the
preference for univariate models over multivariate models whenever feasible.

Finally, the extensive analysis of the MiMC block cipher stands as a pioneering study, providing
a comprehensive understanding of the evolution of the algebraic degree of this primitive. A large
part of this thesis indeed focuses on the analysis of the algebraic degree of power functions when
iterated with the example of the block cipher MiMC. It is important to note that this analysis
to better understand the inherent properties of this cipher is quite complex but there are still
many aspects to explain. Our deeper insight into the univariate representation of the polynomials
used at each round of MiMC, allows us to derive precise bounds on the algebraic degree of
the transformation. As a consequence, this analysis allows a more accurate assessment of the
complexity of higher-order differential attacks, thus significantly enhancing the overall security
evaluation of MiMC block ciphers. As a result, this analysis has already had a significant influence,
inspiring several works in this direction [Liu+23a; Cui+22]. As of the current state of writing, we have
not discovered a means to effectively exploit particular structures in the univariate polynomial
representation for constructing distinguishers. Nonetheless, it is important to highlight that
some constructions may have vulnerabilities. Notably, Gold functions are appealing inner power
permutations due to their low degree and high efficiency. However, the security they provide
is uncertain because they lead to a relatively sparse univariate representation. It then becomes
crucial to conduct further research and analysis to better understand the security implications
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of these constructions. More generally, although we cannot provide precise answers to all the
questions surrounding the study of the algebraic degree of these new primitives, we believe that
our results can inspire and encourage future efforts to further understand the algebraic properties
and implications of these new constructions.

Clearly, some aspects still require further security analysis efforts to better understand
Arithmetization-Oriented primitives and identify potential vulnerabilities. Indeed, we are mainly
recycling and adapting methods that are already well understood for the case of classical primitives.
The question of whether we could imagine other types of attacks therefore makes perfect sense.



Open problems

We list different open problems we encountered in this thesis.

In Chapter 2

Open Problem 7.1 (Conjecture 2.1). How to determine an accurate bound for the linearity of the
Flystely? Isplog p a good one?

In Chapter 5

Open Problem 7.2 (Conjecture A.1). Can we determine bounds for the Hamming weight of
exponents appearing in the univariate polynomials describing MiMC5 Y2 More generally, how
to give a precise bound for the algebraic degree of MiMC3 2

In Chapter 6

Open Problem 7.3 (Conjecture 6.1). Can we prove that for any round r > 4, there exists one
exponent of maximum weight of the form 2~s.» — ap, . whereay, = Tifbz, = 0anday,, =5 if
b3, = 1.

Open Problem 7.4 (Conjecture 6.2). Is it always true that the minimum value of L, = {{, 1 <
C<rystks,_o=ksy—ksgtisinP, ={r; <rst(s1...s,,)isapalindrome}?
Similarly, is it always true that the maximum value of P, isin L, ?

Open Problem 7.5 (Observation 6.1). How to prove that for anyr > 4, 3" is bigger than 271082 3] 4
2r?

Open Problem 7.6 (Observation 6.2). Can we express each element of Z/3'Z, for anyt, as a sum of
at most 2t + 1 powers of 4, i.e. a sum of 4* fori € {2,...2t + 2}?
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“APPENBIX

Bound on the Hamming weight of ;s

In order to get a more accurate bound on the algebraic degree of Mi MC3_1 for a larger number
of rounds, we need to study in more details the exponents js mod (2” — 1) not only for j <
s. Therefore, in this section our aim is to investigate some directions to establish, in light of
Section 5.4.1, a link between the Hamming weight of exponents js and exponents j. First, let us
observe that for wt(j) = 0,1, n — 1, we have respectively wt(js) = 0, 2L, 21 The cases where
wt(j) = 0,1 have been discussed in Section 5.4.1. Then if wt(j) = n — 1 we havej =2m—20 -1

where 0 < i < n — 1. Noting that (2" — 2¢ — 1)s = —2%s mod (2" — 1), if i is even we have:
‘ (n+i—1)/2 _
@ =2 —1)s=— > 22=£7+0! mod (2" 1),
e=i/2

and if 7 is odd, we have:
(n+i—2)/2
@' =2 —1)s=— > 2T =077+ mod (2" - 1).
0=(i—1)/2

In both cases, we have wt ((2" — 2 — 1)s mod (2" — 1)) = 251,
Therefore it remains to investigate cases such that wt(j) ¢ {0,1,» — 1}. In particular, our aim
is to prove that the following conjecture is true for j of low Hamming weight.

Conjecture A.1. Letj be an integer such that2 < j < 2" — 2, then

, { [wt(5)/2, (n + wt(j) — 3)/2] if wt(j) = 0 mod 2
wt (js mod (2" — 1)) € ; ]
[(wt(5) +3)/2, (n + wt(5))/2] if wt(j) =1 mod 2.

Usmg some ideas from the proof of the existence of a plateau between the first two rounds of
MiMC5 ! (see Section 5.4.1), we can prove this conjecture for integers j when wt(j) € {2,3,4, 5}
(see Proposition A.1). We could expect to build an inductive proof for the case wt(j) = 0 mod 2,
starting from wt(j) = 2, and for the case wt(j) = 1 mod 2 starting from the case wt(j) = 3.
However, given the expressions of js when wt(j) = 4 orwt(j) = 5, it seems difficult to find such a
relation. Indeed, if 7 = ZWt(J )71 9ia | then the Hamming weight of js depends on the parity of the
exponents i,,. Therefore 2“’“ 7) different cases must be investigated. Finding a way to automate
these calculations is then an interesting problem.

Using Lemmas 5.8 and 5.9 we can then prove the following proposition.

Proposition A.1. Let j be an integer such thatwt(j) € {2,3,4,5}. Then

[wt(5)/2, (n + wt(5) = 3)/2] if wt(j) € {2,4}

wt (js mod (2" — 1)) € {[K 05) +3)/2 (n + wi(3))/2] i wi(s) € {3,5}.
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Proof. In the proof, we rely on the exact representation of each exponent js. We first investigate
the case wt(j) = 2 and we construct all the corresponding exponents js from which we deduce
bounds on wt(js). By induction, we study the case wt(j) = 3, then the case wt(j) = 4 and finally
the case wt(j) = 5. Each time we double the number of subcases since we need to consider the
parity of each exponent of the powers of 2 representing j.

Letj = ZWt(] )=1 9ia Tn the following we will denote S;,, mod 2), ., < (;,, theresultof sj mod

(2" — 1). Without loss of generality, we can assume that io = 0. For example, if j = 1 + 2% 4 2?2
where i1 is odd and is is even, then sj mod (2" — 1) = 5(1,0)- In particular, let us notice that

. — la _ fo Gwt(5)—1
S(za mod 2)1<ca<wt(j)—1 5 X Z 2 =5 X Z 28 4 5 x 2D )

leading to
Slia mod 2)1cazwi()-1 = Slia mod 2)1cacwi(y-2 T 5 X 2Mi=1 mod (2" 1)
First, let j be such that wt(j) = 2 with j = 1 + 2"t and where 1 <i; <n — 1.

¢ If 4; is even, then we have computed in the proof of Proposition 5.13 (see Equation (5.4)
page 139) that
Sy =2 + 083
so that
wt(Sy) = (n —i1 +1)/2,
where iy € [2,n — 1], implying that wt(So)) € [1, (n — 1)/2].
e If4; is odd, then:

S(l) _ g 811 1 + O 3

7,11

=251+ 5“+1+c9” 3

211

=0 420 + AT, by Lemma 5.9 (iii) and (i)
=O0) % 2n AP
=14+0073 by Lemma 5.9 (iv) ,

so that
Wt(S(l)) =1+ ( i1 —3+ 2)/2 = (21 + 1)/2
where i € [1,n — 2], implying wt(S) € [1, (n — 1)/2].

We summarize the results in Table A.1. Therefore, we have wt(sj) € [1, (n — 1)/2].

i1 mod 2 wt (sj mod (2" — 1)) [min, max]

0 (n—i1+1)/2 [1, 2]
1 (i1 +1)/2 [1, 2]

Table A.1: wt(js) forj =1+ 2%,

Then let j be such that wt(j) = 3, with j = 1 + 2% + 2?2 and where 1 < i; < iy <n — 1.
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¢ If i, and i, are even, we deduce from Remark 5.3 that:
S0 =1+00 2 +E272,
so that
wt(S,0)) =1+ (11 —2+2)/2 + (i2 =2 — i1 +2)/2 = (i2 +2)/2,
where i € [4,n — 1], implying that wt(S(o,0)) € [3, (n + 1)/2].
e If 7, is even and i odd, then:

Sy =S + &7 + O}

2271

=21+ 0P P g+ O

=& TP+ opT rET) O O
=T 2t L O+ 08T

=& 22+ €0

so that
wt(S0,1)) = (11 —2+2)/2+1+(n—1—ip—1+2)/2=(n+1i —ix+2)/2,
where iy € [2,n — 3] and i3 € [i; + 1,n — 2], implying that wt(S 1)) € [3, (n + 1)/2].
e If7; is odd and i, even, then:
S0 =Su)y +0¢ 2+ &1
=1+00 7 +0p 2+ &0t
=& oy,

so that

wt(Sa,0) = (i1 —1+2)/2+ (i2—2—i1 +14+2)2+ (n—1—-i2+2)/2=(n+3)/2.

e If 7, and i, are odd, then:

5(171) = 8(1) + 58-271 + 02:51
=1+0p et o008
; in—1 -3
—2h gl v opT.

so that
wt(Sa) =1+ (G2 —1—i1 —14+2)24+ (n -3 —ix+1+2)/2=(n—1i1+2)/2,
where iy € [1,n — 4], implying that wt(S( 1)) € [3, (n + 1)/2].

We summarize the results in Table A.2. Thus, we have wt(sj) € [3, (n + 3)/2] for all j of Hamming
weight 3.
Let j be such that wt(j) = 4, with j = 1+ 2% 4 2% 4 2% and where 1 < i1 < ip < i3 <n — 1.
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i1 mod 2 43 mod 2 wt (sj mod (2" — 1)) [min, max]

0 0 (i2 +2)/2 [3, =]
0 1 (n+i—i2+2)/2 [3,2]
1 0 (n+3)/2 23

1 1 (n—i1+2)/2 [3, ]

Table A.2: wt(js) forj = 1 + 2t + 212,

e If 41,19, 13 are even, then:
S(0.00) = S0 + 05 + &
—1+0p 2+ &2+ 02+ e
=142-002+& 21032+ &07!
=Er P PP OB L
e S A R O T K
so that
wt(S0,0,0) = (i1 —2+2)/2+ 1+ (i3 —2—i2+2)/2+ (n—1—i3+2)/2
=(n+i—i2+3)/2,
where iy € [2,n — 5] and i5 € [iy + 2,n — 3], implying that wt(S0,0,0)) € [4, (n + 1)/2].
e If 41,45 are even and i3 odd, then:

5(0’0’1) = 8(0’0) + 53371 +Oon3

7,371

=1+ 00 2+ EP 2 ER T 00T

1371

=20t gl b+ O

i ig—1
=20+ 0P+ ERT O
so that
wt(S,0,1)) =14+ (l2—2—i1 +2+i3—1—dip +24+n—-3—izg+1+2)/2
=(n-—1i +3)/2,
where i € [2,n — 5], implying that wt(S(,0,1)) € [4, (n + 1)/2].
e Ifi; is even, i3 odd, and i3 even, then:
S0,1,0) =S +OF 2+ !
=& P2 O e
= AG T+ OpR T 422 4 AR 28]
= A} 0p 7 2B 4 op!
=21 4+ O 42 + OP 73,
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so that

wt(S0,1,0) =1+ (i2 =3 —i1 +2)/2+ 1+ (n—3 —i3z+2)/2
= (n—il +i2—i3+2)/2,
where iy € [2,n—3], i2 € [i1+1,n—2] and i3 € [i2 + 1,n— 1], implying that
wt(S(0,1,0)) € [2, (n —1)/2].

e If 4, is even, and is, i3 are odd, then:

So1,1) =S &+ O
_521 2+212+g7z+ _1_513 1-‘1-0

2 7.31

=Op P+ ERT ORI+ E O

—O“ 2+522 1+02371+213+AZ 1
=1+082+&2 1+ 0877

i9—1 "

so that
wt(S,1,1)) =14+ (11 —2+24+d2 =1 —iy +2 4143 =3 —ia +14+2)/2 = (i3 + 3)/2,
where i3 € [5,n — 2], implying that wt(S(,1,1)) € [4, (n + 1)/2].
¢ If 7, is odd and i», i3 are even, then:

Si1,00) = S0 + 05 2+ &
2 R ) S S @) o
= A+ 512“ +ETTHORT 4!
=AGT ER T e L et
= Ay g2 o
=21 4 &R T+ 28 4 0873,
so that
wt(Sa,0,0) =14 (2 —i1 —1)/2+ 1+ (n —1—13)/2 = (n — i1 + iz — i3 +2)/2,
where iy € [1,n—4], i2 € [i1+1,n—3] and i3 € [i2 +2,n— 1], implying that
wt(S(1,0,0)) € [2, (n —1)/2].

e If4; is odd, i, even, and i3 odd, then:

8(1 0,1) = 8(1 0) + 80‘3 ! + O“ 1
=& ror e v ERT O
11— 13—
i1 —1 i -3
=00+ ORI ERTP L ER ] + ALY
-3 1 3
=0g P g2t pgpTd L gl +A23 1
7011 3_"_212_’_013 3+213 1+A
-3 3
=1+057 % +22 4087,

131



272

Appendix A. Bound on the Hamming weight of j s

so that
Wt(S(l’Q’l)) =1+ (7,1 - 1)/2 + 1+ (’Lg -1 77,2)/2 = (Zl - ig + ig + 2)/27

where i1 € [I,n—4], i2 € [i1+1,n—3] and i3 € [i2 + 1,n — 2], implying that
Wt(8(17071)) S [[2, (n — 1)/2ﬂ

If i1, i are odd, and i3 even, then:

S0 =S + 057 + &
=2 gl +Or S ropTt 4 Er!
=0p P+ 22 L 0P + OB + AT

=022 4 g T 428+ AN

=1+0§57° +22 4+ 5.7,

so that
Wt(S(l,l,O)) =1+ (Zl - 1)/2 + 1+ (23 - ’L'2 - ].)/2 = (21 - i2 + 13 + 2)/27

where iy € [1,n—4], i2 € [i1 +2,n—2] and i3 € [i2 + 1,n— 1], implying that
wt(S(1,1,0) € [2, (n —1)/2].

Ifiq, 149,43 are odd then:

8(1’171) = 5(1’1) + 53371 + 073;31

=2 p R+ O+ EPT O

=ENT A2 ORI+ ORT + ER T+ ER)

=& T ORI F 2R
so that
wt(Sa,1,1)) = (1 +1)/2 + (2 —01)/2 + 1+ (n —i3)/2 = (n +ip — i3 + 3)/2,

where iz € [3,n — 4] and i3 € [iz + 2,n — 2], implying that wt(S(; 1,1)) € [4, (n + 1)/2].

We summarize the results in Table A.3. Therefore, we have wt(sj) € [2, (n + 1)/2].
Finally let j be such that wt(j) = 5, with j = 1 + 2 + 2% + 2% 4 24 and where 1 < i1 <
o <tz <itg <n—1.

e Ifiy,19,13, 14 are even, then we have:

S(0,0,0,0) = So,0,0) + Ot > + &
=ErTP 2+ OR PN O+ ET
=APT 2210 ERTP O+ O]
=2 L OP P ER L ELTI O+ O
=21+ 0P+ ERT? 42 1 0178,
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i1 mod 2 43 mod 2 i3 mod 2 wt(sj mod (2" — 1)) [min, max]

0 0 0 (n+i1 — iz + 3)/2 [4, 2]
0 0 1 (n—i1 + 3)/2 [4, 2]
0 1 0 (n—i1+ig—iz+2)/2 [2,%5]
0 1 1 (i3 + 3)/2 [4, 2]
1 0 0 (n—i1+is—iz+2)/2 [2,2%5]
1 0 1 (i1 —i2 + i3+ 2)/2 [2, 2]
1 1 0 (i —iz+is+2)/2  [2,25]
1 1 1 (n + iz — i3+ 3)/2 [4, 2]

Table A.3: wt(js) forj =1+ 21 + 2% 4 2%,

so that

Wt(8(0707070)) =1+ (7/2 —Z1>/2 + (Z3 —22)/2 + 1+ (n— 1 —24)/2
= (n—i1+2'3—i4+3)/2,

where iy € [2,n—7], i3 € [i1+4,n—3] and iy € [iz+2,n— 1], implying that
wt(S(0,0,0,0)) € [4, (n —1)/2].

e Ifiy,1is, 13 are even, and i4 odd, then:

S(0,00,1) = S0,0,0) + &+ O3

ig—1
=EpTP 2 OR TP LT O
R A e € ok . L
=024+ ERPT 42 4 OB 21 4 AT
=140 2 +E22 428+ 0077,
so that
wt(S0,0,0,1)) = 1 +41/2 + (i2 —i1)/2 + 1 4 (ia — 1 —43)/2 = (i — i3 +is + 3)/2,

where iy € [4,n—5], i3 € [ia+2,n—3] and iy € [iz+ 1,n — 2], implying that
wt(S(0,0,0,1)) € [4, (n —1)/2].

e Ifiy,1i5 are even, i3 odd, and i4 even, then:

S0,0,1,0) = S0,01) + O > + &7
=2+ OR 24 ERT I OR TS O TR €N

13—1
=00 P+ EP +ERT ORI+ OB 4 AN
=0 P+ ERTP 42T L OB+ O T+ AT

=1+00 2+ &2 428 417,
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so that
Wt(S(O,()’L())) =1+ 21/2 + (12 - Zl)/2 + 1+ (24 - ig - 1)/2 = (12 - ’i3 + i4 + 3)/2,
where iy € [4,n—3], i3 € [ia+1,n—2] and iy € [iz+ 1,n — 1], implying that
wt(S(0,0,1,0)) € [4, (n +1)/2].
e Ifiq, i are even, i3, i4 0dd, then:

S(0,0,1,1) = S0,01) + 534_1 +or3

is—1
=2+ 0P O + T+ O8 T
e I e A S o € o P S
=gt O ORI ER T+ EMT
=g P2+ Op 42 LM
so that
wt(S0,0,1,1)) = 1/2 + 1+ (i3 =1 —i2)/2 + 14 (n —ig)/2
=(n+iy —iz+izg—is+3)/2,
where iy € [2,n— 7], 42 € [i1+2,n—5],43 € [ia+ 1,n—4] and ig € [iz + 2,n — 2],
implying that wt(S0,0,1,1)) € [4, (n — 1)/2].
e If ¢, is even, i5 odd, and i3, i4 even, then:
S0,1,0,0) = So,1,0) + O 2 + €
=21 40P 428 O+ O+ &
=0y P+ ERT 2B L O+ O T+ AT
=O0) P+ ERT 0BT 4 gl + AT
=1+ 082+ 2T+ 0BT+ €472,
so that
wt(S0,1,0,0) = 1 +41/2 + (ig + 1 —i1)/2 + (i3 — iz + 1)/2 + (ig —i3)/2 = (ia +4)/2,
where iy € [6,n — 1], implying that wt(S(,1,0,0)) € [5, (n + 3)/2].
e Ifi; is even, iy odd, i3 even, and i4 odd, then:
Swo,1,01) = S,1.0) + £+ O
=21+ 0P 428 L O) P+ &+ 01T
=& P2 2 L+ O 4 8
=ENTR o P T 42 AN 1 EnT)
=ENTP 2 p R 42 1T
so that
wt(S0,1,01)) = 1/2+ 1+ (i3 —i2 —1)/2+ 14+ (n —i4)/2

=(n+iy —is+iz—is+3)/2,
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where iy € [2,n—5],42 € i1+ 1,mn—4],4i3 € [ia+1,n—3] and ig € [iz+ 1,n— 2],
lrnplylng that Wt(S(O,l,O.,l)) € [[4, (n + 1)/2]]

e If 4, is even, io, i3 are odd, and i4 even, then:

S0,1,1.0) = So,1,1) + O 2+
=14+ 0y 2+ 0ROt !
=& 2t popTi v o i+ e
=T 2 EPT OB e
so that
wt(S0,1,1,0) = i1/2 + 1+ (i3 —i2)/2 4+ (ia — i3 + 1)/2 + (n —ig + 1)/2
=(n+iy—i2+4)/2,
where iy € [2,n — 5] and i5 € [iy + 1,n — 4], implying that wt(S0,1,1,0)) € [5, (n + 3)/2].
e If 4, is even, and is, i3, i4 are odd, then:
Soa11) = Sy + &+ 01T
=1+00 2 +E 02T+ &+ 00T
=2t gty OT L ) + O T
=21 4+ 0P 422 L OR T + €T + 01T
=20+ O 42 e O
so that
wt(S(,1,1,1)) =14 (12 =1 —=141)/2+ 1+ (ig — i3)/2 + (n — i4)/2
=(n—iy + 12 —i3+ 3)/2,
where iy € [2,n—7], i2 € [i1+1,n—6] and i3 € [i2 +2,n — 4], implying that
wt(Se0,1,1,1)) € [4, (n —1)/2].
e If4; is odd, and 5, 73, 74 are even, then:

S(1.000) = S0 + O 2 + &L
=20 4 ER T +2B 4+ OF P+ O+ 6!
=O0) P +22 428 + O 24 OB + AT
=O0) P +22 4+ 0P+ £ 421 4 AP
=14+00 7422+ 02 4 £,
so that
Wt(S(l,0,0’O)) =1+ (7,1 - 1)/2 + 1+ (’Lg - 22)/2 + (Z4 - 7,3)/2
= (il —i2+’i4+3)/2,

where i1 € [1,n—6], i2 € [i1+1,n—5] and iy € [iz +4,n— 1], implying that
wt(S(1,0,0,0)) € [4, (n +1)/2].
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e If 4y is odd, io, i3 even, and i4 odd, then:

S1,001) = S00) + &'+ 01T

ia—1
=21+ P T2 OB+ T+ O
=ENT ORI 2B OB L e 1 EM
=ENT ORI+ ERTE 2+ EM T
so that
wt(S(1,0,0,1)) = (11 +1)/2 + (G2 — i1 +1)/2 + (i3 — i2)/2 + 1 4+ (n — i4)/2
= (n+i3—is+4)/2,
where iz € [4,n — 3] and i4 € [iz + 1,n — 2], implying that wt(S(; 0,0,1)) € [5, (n + 3)/2].
e If4; is odd, i5 even, i3 odd, and i4 even, then:
S0.1,0) = S + 05 2+ E!
=14+07 P +22 10 o052+ €0
=& 422 O L O v
=& ORT R EET L O v e

so that
Wt(8(1707170)) = (21 + ].)/2 + (ZQ - il + 1)/2 + (13 — 7:2 + 1)/2
+(i4—i3+1)/2—|—(n—i4+1)/2
=(n+5)/2.

e If 4, is odd, i3 even, and i3, 74 odd, then:

S1,01,1) = S0 t+ g+ OZ:?E
=1+0p 422+ 083 g 008
=20 422 L OR P+ 01T
=20 L ERTT 2 L ENT + O
so that
wt(S(1,0,1,1)) = 1+ (2 — i1 — 1)/2 + 1+ (ig —i3)/2 + (n —i4)/2
=(n—i1+iy —i3+3)/2,
where iy € [1,n—6], i2 € [i1+1,n—2] and i3 € [i2 + 1,n— 4], implying that
wt(S1,0,1,1)) € [4, (n +1)/2].
e Ifiy,i5 are odd, and i3, i4 even, then:
S,1,00 = S0 + 05 % + et
=140 +22 4637 +08 2+
=& T et OpT e
=g+ ol 42y O e
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so that

Wt(s(l,l,O,O)) = (il + 1)/2 + (iQ - il)/Q + 1+ (i4 — i3)/2 + (n — 14 + 1)/2
=(n+ixg—iz+4)/2,

where iz € [3,n — 4] and i3 € [iz + 1,n — 3], implying that wt(S(;,1,0,0)) € [5, (n + 3)/2].

e Ifiy,1i5 are odd, i3 even, and i4 odd, then:

Si,1,01) =S1,1,0 + Tt 4 02;31

=14+00 P +22 48T+ E + 01T
i ; is—2 i4—1 -3
=2+ 22+ EF T HENT + O

11 7,471
_ o1 ig—1 i3—2 i4—1 n—3
=2+ &+ 0T+ &+ 0,

so that

Wt(5(1,1,0,1)) =1+ (’ig — 7,1)/2 + (ig — 19 + 1)/2 + (7:4 — i3 + 1)/2 + (n — Z4)/2
=(n-—i +4)/2,

where i; € [1,n — 6], implying that wt(S(1 1,0,1)) € [5, (n + 3)/2].
e If 41,149,153 are odd, and i4 even, then:

Sa11,0 = Sa + 05 2+ €7
=& orT 2 e O e
=AY T EE 2 T+ O+ O 20
=21+ &2

-1 i3—3 | oia n—3
i O +2% + 077,

so that

Wt(S(l,l,l,O)) =1+ (7,2 - 11)/2 + (13 - 7/2)/2 + 1+ (n —1- 24)/2
=(n—iy+iz—ig+3)/2,

where iy € [1,n—6], i3 € [i1+4,n—4] and iy € [iz + 1,n— 1], implying that
wt(S(1,1,1,0)) € [4, (n + 1)/2].

e Ifiq, 9,143,174 are odd, then:

Saay =3Su11) + gt +or3

i4—1
=& T A ORT 2 el e T 00T
=Op T+ 0T v ol g ER L+ AT
=0 P +22 42 p EN L ER + AT
=Op P22 gl + 0BT+ 2+ AT
=14+00 7 422 4 g8+ 077

ig—1
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so that

Wt(S(Ll»Ll)) =1+ (Zl - 1)/2 + (Zg - 22)/2 + 1+ (24 - 23)/2
:(il—i2+i4+3)/2,

where i1 € [1,n—8], i2 € [i1+2,n—6], and iy € [iz +4,n — 2], implying that
Wt(8(1717171)) € [[4, (n — 1)/2]]

We summarize the results in Table A.4. Thus, we have wt(sj) € [4, (n + 1)/2]. O
i1 mod 2 i3 mod 2 i3 mod 2 44 mod 2 wt (sj mod (2" — 1)) [min, max]

0 0 0 0 (n—i1 + i3 —ia + 3)/2 [4, 2]
0 0 0 1 (i2 — i3 + ia + 3)/2 [4, 2]
0 0 1 0 (i2 — i3 + 44+ 3)/2 [4, 2]
0 0 1 1 (n+i1—ix+is—is +3)/2  [4,%52]
0 1 0 0 (ia +4)/2 [5, 23]
0 1 0 1 (n+i1—ix+is—is+3)/2 [4, 2]
0 1 1 0 (n 441 — iz +4)/2 [5, 23]
0 1 1 1 (n —i1 + 142 — i3 + 3)/2 [4, 2]
1 0 0 0 (i1 —i2 + 44+ 3)/2 [4, 2+
1 0 0 1 (n+ i3 —is +4)/2 [5, 2£3
1 0 1 0 (n+5)/2 nis

1 0 1 1 (n — i1 +i2 — i3 + 3)/2 [4, 2L
1 1 0 0 (n+i2 — i3 +4)/2 [5, 2t2
1 1 0 1 (n—i1+4)/2 [5, 2£2
1 1 1 0 (n—i1 +i3 —ia +3)/2 [4, 2

1 1 1 1 (11 —d2 + 194 + 3)/2 [4, 252

Table A.4: wt(js) forj =1+ 2% + 22 4 2% 4 204,

Proposition A.1 allows us to determine a bound on the algebraic degree. In Table A.5, we give
the number of exponents appearing in &, - at each round for various instances of MiM Cgl. Figures
in purple-bold indicate that the maximal number of exponents of a certain Hamming weight
is reached. For example, when n = 11, in the second round we have exponents j of Hamming
weight 5 meaning that the corresponding exponents js in the third round have Hamming weight
at most (n + 3)/2 = 7. However the proposition is not sufficient, since we can only consider
exponents j of Hamming weight at most 5. Therefore, proving the conjecture in the general case
would help to ensure that the bound is exactly 7 in that case.
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#{j, wt(j) = ¢} where ¢ is equal to

Eeuzd 23 4 5 6 T 8 9 10

e

2 1 1 2 7 13 19 21 - - - -

3 1 11 32 51 93 113 136 74 2 - -

4 1 11 50 115 212 310 334 225 48 - -

5 1 11 55 160 276 401 416 305 131 19 -

6 1 11 55 165 312 437 452 326 163 38 -

7 1 11 55 165 330 449 458 330 165 51 2

(a) Forn =11,s = 1365.
#{j, wt(j) = i} where i is equal to

R N R S 5 6 7 8 9 10 11 12
1 - - - - - - - 1 - - - - -
2 1 1 2 8 16 26 37 37 - 5 o o <
3 1 13 50 94 179 273 317 355 220 18 - - -
4 1 13 72 213 448 784 1051 1106 781 250 12 - -
5 1 13 78 280 637 1091 1460 1500 1121 554 144 - -
6 1 13 78 286 695 1209 1619 1657 1264 691 225 23 -
7 1 13 78 286 715 1259 1675 1699 1276 715 276 54 -
8 1 13 78 286 715 1282 1698 1710 1287 715 286 73 -
9 1 13 78 286 715 1287 1703 1716 1287 715 286 78 8

(b) Forn = 13,s = 5461.

#{j, wt(j) = i} where ¢ is equal to

Round 5 3 5 6 7 8 9 10 11 12 13 14

1 - - - - - - - - 1 - - - - - -

2 1 1 2 9 19 33 54 72 65 - - - - - -

3 1 15 72 164 323 570 788 914 942 625 95 - - - -

4 1 15 98 356 869 1760 2837 3655 3738 2964 1056 123 - - -

5 1 15 105 448 1262 2558 4160 5359 5439 4185 2283 764 81 - -

6 1 15 105 455 1342 2865 4684 6055 6152 4850 2849 1132 234 11 -

7 1 15 105 455 1365 2971 4896 6295 6333 4954 2986 1316 360 41 -

8 1 15 105 455 1365 3003 4960 6373 6401 4992 3003 1365 437 65 -

9 1 15 105 455 1365 3003 4993 6414 6428 4999 3003 1365 455 93 -

10 1 15 105 455 1365 3003 5005 6420 6435 5005 3003 1365 455 105 3

(c) Forn = 15,s = 21845.
Round #{j, wt(j) = i} where ¢ is equal to

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
2 1 1 2 10 22 40 72 112 138 114 - - - - - - -
3 1 17 98 270 567 1104 1714 2336 2604 2530 1742 392 4 - - - -
4 1 17 128 549 1572 3586 6699 10168 12710 12658 9323 4216 809 27 - - -
5 1 17 136 672 2250 5424 10304 15848 19765 19860 15629 9161 3598 719 15 - -
6 1 17 136 680 2353 5974 11652 18115 22749 23055 18592 11592 5221 1490 196 2 -
7 1 17 136 680 2380 6151 12175 18993 23737 23852 19205 12234 5955 2025 408 29 -
8 1 17 136 680 2380 6188 12323 19266 24095 24155 19379 12361 6173 2300 542 46 -
9 1 17 136 680 2380 6188 12368 19379 24232 24263 19431 12369 6188 2380 638 81 -
10 1 17 136 680 2380 6188 12376 19427 24272 24294 19441 12376 6188 2380 680 121 -
11 1 17 136 680 2380 6188 12376 19448 24293 24310 19448 12376 6188 2380 680 136 2

(d) Forn = 17, s = 87381.

Table A.5: Number of exponents in & ;. for MiMCg_l.






“APPENBIX

Open problems on the sequences £,

In this section, we will investigate the sequences (b4 ,),>1 for other instances of MiMC,, when
d > 3. In what follows, our method will be the same as in Section 7.2 and will consist in starting
from a round r for which b, = b, and then going back some rounds before to find out which
sub-sequences of (bg,r—i)1<i<r Mmade it possible to get b, - at round r.

B.1 When using MiMC,, with d =27 + 1

In the following, we will investigate the case where a Gold function is used as the iterated power
function, i.e. when we will study the sequences (b 11 ,.)r~0. However, unlike the case of MiMC;
for which we were able to determine the exact algebraic degree for a certain number of rounds,
we did not go so far for the other instances of MiMC,. Therefore, when choosing the number of
impossible and possible sub-sequences to look at, we will not have a clearly identified limit, our
choice will be subjective, but mainly related to the complexity of figure representations. Let us
study the examples of d = 5and d = 9.

B.1.1 When using MiMC;

For MiMC; let us recall that the sequences (k5 ,),~0 and (b5 ,-),~o are defined by ks, = |rlog, 5]
and b577- = ]C5’r mod 4.

Lemma B.1. Let (bs . ),~0 be the sequence defined by bs , = ks, mod 4, and letb be any value in
{0,1,2,3}. Then, for anyr > 1 none of the following situations can occur:

(i) (bs,r—2bs,r—1b5,) = (bbb) + (210),
i) (bs.r—s...bs.,) = (b...b) + (0310),
(iv) (bsr—7...bs5r)

@) (bsr—10..-bsr) = (b...b) + (20203132020) = (b...b) + ((20)2313(20)2).

( (
( )+ (
(iii) (bs,—a...b5,) = (b...b)+(02020) = (b...b) + (0(20)?),
( (b...b) + (13132020) = (b...b) + ((13)2(20)?),
(
Proof. In this proof, we will use that:
Vr, i,  ksy—;+|tlogy 5| < ks, < ks, + |ilogy 5]+ 1.

To simplify the proof, let us take b = 0. Recall thatlog, 5 ~ 2.322, then we can derive the following
contradictions:

281
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(@) (bs,r—2b5,,—1b5,) = (210) implies
k5,r = ki5)r_2 +3+3= k’577~_2 +6,

so that
k5,7" < k5,r—2 + L2 log, 5J +1= k577«_2 +5< k5,7~_2 +6.

(i) (bs,r—3...b0s5,,) = (0310) implies
ksr=ksr—3+3+2+3="ks,_3+8,

so that
ks < ksr—3+|3logy5| +1=ksr3+7<ks,—2+8.

(i) (b5,—4...b5,) = (0(20)%) implies
]{35,7« = k577~_4 +4x2= k‘5’r_4 + 8.

so that
ks = ksp_s+ |4logy 5| = kspa +9 > ks g+ 8.

(iv) (bsr—7...bs,) = ((13)%(20)%) implies
k5,7- = ]4)5,7-_7 + (2 X 3) X243 = /4}5,7-_7 +15.

so that
k57r = ]C5’r_7 + L7 1Og2 5J = k5,r_7 + 16 > k5,r_7 +15.

W) (bsr—10---bs5) = ((20)2313(20)) implies
ks, = ks r—10 + 2 X (3x2+2)+3x 2=rks,r_10+22.

so that
k‘571,- = k‘577»_10 + [1010g2 5J = k‘577-_10 + 23 > /4}5,7-_10 + 22.

We now observe that all these arguments depend on the differences (b5, — b5 ,_;), implying
that adding the same value b € {0, 1,2, 3} to all elements in the sequence does not modify the
result. =

In Figure B.1 we represent the impossible sub-sequences in the sequence (b5 ,-),~o. A red
arrow means that the transition is impossible because of a case in Lemma B.1. We recall that in
Figure 7.6, for each node, the left arrow represents the case b3 ,—1 = b, _1 and the right arrow
represents the case b3 .1 = b, _2. Then for the sake of consistency, in Figure B.1, the left arrow
represents the case b5 ,_1 = b5, — |logy 5| = b, _2 and the right arrow represents the case
b5yr_1 = b57r — [10g2 5J —1= bs,r - 3.

Now, to be consistent with Proposition 7.1, we investigate the possible sub-sequences in
(bs,r)r=0 by looking at the right part of the graph. This means that each time we encounter a node
that has two children, the left child represents the end of a sequence.

Proposition B.1. Let (ks ,.)r~0 and (bs »)r~o be the sequences defined in Lemma B.1. Then, for any
r = 1, thereexistsb € {0, 1, 2, 3} such that one of the following situations occurs:

(i) (bs,r—1b5,) = (bb) + (20),
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' ()
o / \ / 2
N P P
r—3 : L L 0 1 0
(iii) \ / ) / (i) / \
r—4 0 2 2
[o [ N\ /N [
r—5 10 10 1 1 3
Figure B.1: Impossible sub-sequences in the sequence (s ;. ),~o.

(ii) (bs,y—4...b5,) = (b...b)+ ((31)%0),
(iii) (b5 r—7- b5 r) = ( b) + ((0 ) 1310)

(iv) (b5 r—10 - b5 r) = ( ) + (( ) 2021310)

(v) (b5 r—10 - - - b5 r) = ( ) + (03132021310)

Proof. As previously explained, adding the same value b to all elements of the sequence does not
affect the properties. We can then prove the result for b = 0 only.

Let b5 ,, = 0, then we will look at the b5 ,_; according to Lemma B.1. To better understand the
different steps involved in this proof, we will refer to Figure B.2. Starting from the first node at the
top, we have two branches, either b5 .1 = 20rbs ,_1 = 1.

e Ifbs ,._1 = 2:thisis aleft child, meaning that we stop the process. We obtain (b5 ;105 ) =
(20), which corresponds to the first sequence (i).

e Ifbs .1 = 1: we know from Lemma B.1-(i) and (ii) that we have (b5 ,_3...b5,) = (1310).
In Figure B.2, we indeed observe that the nodes, on the right, at rounds (r — 1) and (r — 2)
have only one branching. Then, at round (r — 3), the node 1 has two branches, either
b5,r_4 =J3or b5,7~_4 = 2.

e Ifbs,._4 = 3:thisisaleft child leading to the sequence (ii) since we have (b5 y_4...b5,) =
((31)%0).

e Ifbs ,_4 = 2: wehave necessarily (bs,—¢ . . . b5 ) = (2021310), because of Lemma B.1-(i)
and (ii) applied with b = 1. In Figure B.2, we notice that the nodes, on the right, at rounds
(r —4) and (r — 5) have only one branching. Then, at round (r — 6), the node 2 has two
branches, either b5 ,_7 = 0 or b5 ,._7 = 3.

e If b5 ,_7 = 0: we have a left child so that we stop the process. We get (b5 ,_7...bs ) =
((02)21310), corresponding to the sequence (iii).

e Ifbs,_7 = 3: we have necessarily (b5 ,—g...b5,) = (3132021310), using Lemma B.1- (i)
and (ii) with b = 2. Similarly, in Figure B.2, we have nodes, on the right, with only one
branching, at rounds (r —7) and (r —8). Then, at round (r —9), the node 3 has two branches,
either b57r,10 =1lor b577=,10 =0.

e Ifbs,_10 = 1:wehave (b5 ,—10...b5,) = ((13)%2021310), so this is the sequence (iv).
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e Ifbs_10 = 0: we have (b5 ,_10...bs) = (03132021310), which corresponds to the last
sequence (V).

O

r—1 1
r—2 T
r—3
r—4
r—>5
r—=6
r—17
r—38
r—9
r—10

Figure B.2: The different sub-sequences that could occur in the sequence (bs ; )r>o.

While for MiMCs we could notice that there is only one node with two children per round, we
can observe that for MiMCgy at round r — 4 and r — 7, two different nodes have two children.
Moreover, let us notice that the denominators of semi-convergents of log, 5 are:

D5 = {1,3,4,7,10,13,16, 19, 22, 25, 28, 31, 59, 87, 146, 205, 351, 497, 643, 789, .. .} .

We recover {1,4,7,10}, that are the integers corresponding to lengths of the possible sub-
sequences in Proposition B.1. However for the impossible sub-sequences from Lemma B.1, we
note that 2 is not part of the semi-convergents.

B.1.2 When using MiMC,

For MiMCjy let us recall that we define the sequences (kg ;),~0 and (bg . )r~0 by kg » = |rlog, 9]
and bgm = ]Cgm mod 6.

Lemma B.2. Let (bg ).~ be the sequence defined by by » = ko, mod 6, and letb be any value in
{0, ...,5}. Then, for anyr > 1 none of the following situations can occur:

(i) (bg,r—2bg,r—1bg ;) = (bbb) + (420),
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( )= (b...b) + (1520),
( ») = (b...b) + (42520),
(iv) (b, —5...b9,) = (b...b)+ (1(52)20),
( )= (b...b) + ((03)30),
( ) = (b...b) + (042(52)20),
Proof. The proof is similar as for Lemma B.1. We will use that:
Vr,i,  koy—;+ |iloge 9] < kg, < kg,—;+|ilogy 9]+ 1,
and we fix b = 0. Recall that log, 9 ~ 3.170, then we can derive the following contradictions:
@ (bg,r—2b9 r—1by ) = (420) implies
kor=Fkgr o+4+4="Fky, 2+8,

so that
ko < kgr_o+|2logy 9| +1=kor o+7<ko,ro+38.

(i) (bg,r—3...bg,) = (1520) implies
kgﬁr = kg’rfg +44+3+4= kg’rfg + 11,

so that
kgﬂn < ]43977~_3 + l?) 10g2 9J +1= kg,r_g +10 < kg,r_g +11.

(iii) (bgr—4...bg ) = (42520) implies
k97»,« = kg,T-_4 +44+3x2+4= kJ97l,-_4 + 14,

so that
kg,r = ]{3977»74 + L4 1og2 9J = kg’r74 +13 > kg’r74 +14.

(iv) (bo,r—5--.bo,) = (1(52)%0) implies
k‘gﬁ,« = kg}r75+4+3 x3+4= I€9,T75+ 17,

so that
]{ZQ,T < k977=_5 + [5 10g2 9J +1= k97r_5 + 16 < k977~_5 +17.

() (bgr—6---bg) = ((03)30) implies
kgﬂa = kgm_(} +3x6= kgﬁr_ﬁ + 18,

so that
ko = ko r_¢ + |6logy 9] = ko6 + 19 > ko + 18.
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| / \ / ’ (M)
5» -
/ \ / ’ (0] / ’ (ii)
1
/ \ / B0 / " i) / " i)
5

5 4

5 4
/ \ f M f (i) f (i) f (iv)
1 1 1

Figure B.3: Impossible subsequences in the sequence (bg ;. );~o-

i) (bo—7...bo,) = (042(52)20) implies
k‘gﬂ- = k977-_7 +4x2+3x4+4= k977»_7 + 24,

so that
k9,r < k977=_7 + l? 10g2 9J +1= k977~_7 + 23 < k977~_7 +24.

O

We illustrate these observations in Figure B.3, where a red arrow means that the transition is
impossible because of a case in Lemma B.2.

Proposition B.2. Let (kg ,)r~0 and (by ,)r=o be the sequences defined in Lemma B.2. Then, for any
r = 1, thereexistsb € {0, ..., 5} such that one of the following situations occurs:

(@) (bo.r—1by,r) = (bb) + (30),
(ii) (bg,T,G L. bg,r) = (b . b) + ((52)30),
(iii) (bgmfg .. bg’r) = (b . b) + (42(52)20)

Proof. Withoutloss of generality, we canset by . = 0, and look at the by ,_; according to LemmaB.2.
We will use Figure B.4 to have a deeper insight of the different steps of this proof. Starting with the
node 0 at the top, there are two branches implying that we have either by ,_1 = 3 0orbg ,_; = 2.

o Ifbg,,_1 = 3:thisisaleftchildleadingto the sequence (i) since we have (bg ,_1bg ) = (30).

e Ifbg . 1 = 2: we have necessarily (bg .5 . ..bg ) = (2(52)0), using the first four items
of Lemma B.2. In Figure 7.7, this observation is translated by a sequence of nodes with only
one branching until round (r — 5). Then, at round (r — 5), the node 2 has two branches,
either by ,_¢ = 50rbg ¢ = 4.

e Ifbg, ¢ = 5:wehave (bg ¢ ...bg,) = ((52)30), which corresponds to the sequence (ii).

e Ifbg,_6 = 4:wehave (by,—¢...by,) = (42(52)%0), so this is the sequence (iii).
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r
r—1
r—2
r—3
r—4
r—5
r—6
- VAV AVA

Figure B.4: The different subsequences that could occur in the sequence (by ) r~o.

Let us observe that the denominators of the semi-convergents of log, 9 are
Dy ={1,5,6,11,17,23,29, 35,41, 47, 53,100, 153, 206, 359, 512, 665, 818, ...} .

As for MiMC5, we notice that integers ¢ such that (b3 ,_; . .. b3 ,-) is an impossible sequence are not
necessarily part of the denominators of the semi-convergents, but those involved in the possible
sub-sequences in Proposition B.2 are denominators of the semi-convergents of log, 9.

B.2 When using MiMC,, with d =2/ — 1

In this section we now investigate the behaviour of sequences (b4 ,.),~o Wwhen d = 27 —1.Letus
recall that in this case, we have bq, = k4, mod j (see Section 6.3.2). We first take the example of
MiMC7 and then generalize the observations.

B.2.1 When using MiMC;

We recall that in the case of MiMCy, the sequences (k7 ,),~0 and (b7 ,-) >0 are defined by k7 , =
| log, 7| and b7 = k7, mod 3.

Lemma B.3. Let (b7,),~0 be the sequence defined by b7 , = k7, mod 3, and letb € {0, 1,2}. Then,
foranyr > 1 none of the following situations can occur:

@) (b7r—i...br,) = (b...b) + (21°710), foralli = 2,...,5,
(i) (b7r—6...br,) = (b...b) + (07),
@iii) (bz,y—11...b7,) = (b...b) + (150°),
(iv) (br,—16...b7,) = (b...b) + (26150°),
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@) (brr—21...b7,) = (b...b) + (09251°0°).
Proof. As previously observed, we can set b = 0 without loss of generality. We will use that
Vryi,  krp—;+|iloge T| < k7, < k7, + |ilogy 7]+ 1.
Recall that log, 7 ~ 2.807, then we can derive the following contradictions:
(@) (b7y—i...b7,) = (21"710) foralli = 2,...,5 implies k7, = k7 ,_; + 4 + 3(i — 2). Then
krp=kepoi+|ilogy 7| =krpoi +54+3(i—2) > kr s +4+ 330 —2).
(i) (b7,—6...b7,) = (07) implies k7, = k7, + 18. Then

k’7,7~ < ki777~_6 + [6 log, 7J +1= k?,r—ﬁ + 17 < k?,r—ﬁ + 18.

(i) (b7,—11...b7,) = (150°) implies k7, = k7 ,_11 + 32. Then

k’7,7~ < k777«_11 + [11 10g2 7J +1= k}7,7~_11 + 31 < k77,«_11 + 32.

(iv) (b7,—16...b7,) = (251°0°) implies k7, = k7 ,_16 + 46. Then

k7,7~ < k777«_16 + l16 10g2 7J +1= k777~_16 + 45 < k777«_16 + 46 .

W) (bzp—21...b7,) = (0°251°0°) implies k7, = k7 ,—21 + 60. Then

k?,r < k?,r—21 + l21 10g2 7J +1= k777~_21 + 59 < k777>_21 + 60 .

O

To illustrate the beginning of the procedure, we propose Figure B.5. In this figure, a red arrow
means that the transition is impossible because of a case in Lemma B.3.

o \ ] / \
N AN ENEVAN
o\ m2 «\1 mz \\1 m;\l 1/ \
W\ o\ oo\ [

)
r—=6 1 2 1 2 1 212 110

Figure B.5: Impossible subsequences in the sequence (b7 ;-),0.

Proposition B.3. Let (k7. )r~0 and (br,),~0 be the sequences defined in Lemma B.3. Then, for any
r = 1, thereexistsb € {0, 1, 2} such that one of the following situations occurs:

(i) (b7,r—i . b7,r) = (b .. b) + (10i),f07'dlli =1,...,5,
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(ii) (b7}rf5 S b7,T) = (b . b) + (06) .

Proof. Without loss of generality we set b7, = 0. As we are considering possible sequences on
the right part of the graph there is no restriction from Lemma B.3 for the few cases we want to
check. Let us use Figure B.6 for a better overview of the different steps of this proof. Starting with
the node 0 at the top, there are two branches so that we have either b7 ,_; = 1orbz,_; = 0.

o Ifby ,_1 = 1:thisisaleft child implying that we stop the process. We obtain (b7 ,—1b7,) =
(10), which corresponds to the sequence (i) with i = 1.

e Ifb7,._1 = 0: we have a node with two branches, implying that we have either b7 ,_> = 1
or b7,/,»_2 =0.

e Ifby,_o = 1:thisis aleft child so that (b7 .2 ... b7,.) = (10?), leading to the sequence (i)
with¢ = 2.

e Ifb7,_2 = 0: we have a node with two branches, implying that b7 ,_3 € {0, 1}.

e Ifbr,_3 = 1:we have aleft child, so we stop the process. We get (b7 ,—3...b7,.) = (10%),
which corresponds to the sequence (i) with ¢ = 3.

e Ifb7,_3 = 0: we have a node with two branches, implying that b7 ,_4 € {0, 1}.

e If by ,_4 = 1: this is a left child, leading to the sequence (i) with i = 4 since we have
(brp—a...bry) = (104).

e Ifb7,_4 = 0: we have a node with two branches, implying that b7 ,_5 € {0, 1}.
e Ifbr,_5 = l:wehave (b7 ,—5...br,) = (10°), so this is the sequence (i) with i = 5.
e Ifbr,._5 = 0:wehave (b7 ,_5...b7,) = (0%), which corresponds to the last sequence (ii).

O

In Figure B.6, we can see the six possible situations of Proposition B.3. For the sake of clarity, we
omitted the impossible transitions. We can also observe a well-structured pattern in the tree. This
looks encouraging to better understand the property of the sequence (b7 ,-)-~o, while for the case
MiMC;5 and MiMCy it seemed complicated to give a precise understanding of the sub-sequences
in (b5, )r>0 and (bg ,)r>0, as discussed in Sections B.1.1 and B.1.2.

Let us notice that the denominators of semi-convergents of log, 7 are

D7 = {1,2,3,4,5,6,11,16, 21, 26, 31,57, 83,109, 135, 244, 353, 462, 571, 680, .. .} .

We notice that the integers 7 involved in the impossible sub-sequences of Lemma B.3 and the
possible sub-sequences of Proposition B.3 are part of the set ©~.
Moreover, in Section 6.3.2, we saw that we could construct exponents

e =22 -9 atround 11 ,
€12 =231-9 atround 12,
e13 =23 -9 atround 13,

e =2"-9 atround 14 ,
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Figure B.6: The different subsequences that could occur in the sequence (b7, )r~o.
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which are exactly the first four forms of Proposition B.3. This observation suggests that there
might exist a link between the tracing of exponents and the sequences of (b7 ,-)~o. More precisely,
it seems that to construct exponents of maximum-weight it is necessary to go back to the first
round (r — 4) such that b7 ,_, = 1. As a consequence a better understanding of the sequences of
(b7, )r=0 would imply a better understanding of how to construct exponents of maximum weight.

B.2.2 When using MiMC,;_;, with j € {4,5, 6}

Let us adapt the result to MiMC;5, MiMC3; and MiMCgs. In this section we have chosen not to
propose a tree representation for the impossible sequences because the figure would have become
too complex. However, we still suggest Figures B.7, B.8 and B.9 for the possible sequences.

In what follows, we will need one lemma for each d = 2/ — 1, where j € {4, 5, 6}. Moreover, we
will be able to prove Proposition 7.2 that exhibits some patterns in the sequences (bq,,)r~o0-

Lemma B.4. Let (ki5,)r>0 and (bisr)r>0 be the sequences defined by k15, = |rlog, 15| and
bis, = k15, mod 4. Letb be any value in {0,1, 2,3}. Then, for anyr > 1 none of the following
situations can occur:

() (bisr—i-..bisr) = (b...b) + (21°710), foralli = 2,...,10,
(i) (bis,r—11-..b15,) = (b...b) + (0'?),
(iii) (bis,—21...b15.) = (b...b) + (32101190),
(iv) (bisr—32...b15,) = (b...b) + (03192111190).
Proof. In this proof, we will use that:

Vryi,  kis—i + |ilogy 15] < K15, < k15— + |ilogg 15] + 1.
Let b = 0. Recall that log, 15 ~ 3.907, then we can derive the following contradictions:
(@) If (b1s,p—i...bi5,) = (21°710) foralli = 2,..., 10, then it implies
k15, =kisp—i +3+4(i—2)+3=kis,—; +6+4(i—2),
so that

k157r = le,rfi + l’L 1Og2 15J = k15,r7i + 7+ 4(2 — 2) > k15’7~,i + 6 + 4(2 — 2) .

(i) If (b15,0—11-..b15,) = (0'2), then it implies
kisr =Fkisr—11 +4 x11 = ki5,-11 + 44,
so that
Kise < kispoin + [1110gy 15] + 1 = k513 +43 < kysp_qy +44.
@iii) If (b15,—21...b15,) = (321°1190), then it implies
kisr =kisr—21 +3+ (4 x9+3) x 2 =Fky5,_21 +81,

so that
k157r = k‘15,r_21 + L2110g2 15J = k157r_21 + 82 > k}157r_21 + 81.
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(iv) If (by5,—32...b15,) = (03102111100), then it implies
k15’,« = k15’r732+3+4 Xx94+34+4x10+3+4x 9+3=k‘15’r732+124,

so that
kis,r = ki5,r—32 + l32 log, 15J = Fki5r—32 + 125 > ki5p—32 + 124.

We illustrate the different sub-sequences that can be observed in Figure B.7.
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Figure B.7: The different subsequences that could occur in the sequence (b1s ;)r=0.

Lemma B.5. Let (k31 ,)r>0 and (bs1,)r>0 be the sequences defined by k31, = |rlog, 31| and
bs1,r = ksi1,» mod 5. Letb be any value in {0, .. .,4}. Then, for anyr > 1 none of the following
situations can occur:

(i) (bs1r—i...b31,) = (b...b)+ (21°710), foralli = 2,...,21,
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(i) (bs1r—22...bs1,) = (b...b) + (023),

(iii) (b31,_43...b31,) = (b...b) + (32211210,

(iv) (b31r—65-..b31,) = (b...b) + (43%12221210),
@) (b31,r—s7---b31,) = (b...b) + (0421322222121,

Proof. Without loss of generality, we set b = 0 and we use that
Vr, i, ksip—; + |ilogy 31| < k31, < kg1p—i + |ilogy 31| + 1,
with log, 31 ~ 4.954. Then we can derive the following contradictions:
(@) If (bg1,p—i-..b31,) = (21°710) foralli = 2,...,21, then it implies
ksir=ksip—i +4+5(i—2)+4=ks1,—i +8+5(i—2),
so that

ksi,r = k31 p—i + lZ log, 31J =k31p—i +9+ 5(2 - 2) > k3pp—i + 8+ 5(2 — 2) .

(ii) If (b317»,‘722 e b31,7‘) = (023) then it 1mp11es
k31,r = k31r—22 + 5 x 22 = k31 p—20 + 110,
so that

]fSl,r < k317r722 + l22 10g2 31J +1= k3177«722 + 109 < k3177~722 + 110.

(iii) If (b3177-_43 - b3177-) = (32211210) then it 1mp11es
k31, =ksip_az +4+ (5x20+4) x 2 = k31,43 + 212,

so that
k31,0 = k31 r—a3 + l43 log, 31J = k31,r—a3 + 213 > k31 p—a3 + 212

(iv) If (b31—65 - - - b31 ) = (43212221210) then it implies
kgl’r =k3177’_65+4+5 x20+4+5x21+4+5x% 20+4=k3177-_65+321,

so that
k31 = k31r—65 + |651ogy 31| = k31,65 + 322 > k31 r—65 + 321 .

(v) If (b31—g7 - .. b31,) = (04213222221210) then it implies
k‘317r =k31,r—87+4+5 X 20+4+(5 X 21+4) X24+5x20+4= ]{)3177«_874-430,

so that
k31,0 = k31 r—g7 + l87 log, 31J = k31,r—g7 + 431 > k31 ,—g7 +430.

We show the different sub-sequences in Figure B.8.
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Figure B.8: The different subsequences that could occur in the sequence (bs1 ;)r=0.

Lemma B.6. Let (kg3 ,)r=0 and (bgs r)r>0 be the sequences defined by kg3, = |rlog, 63| and
be3,r = kes,r mod 6. Letb be any value in {0, ...,5}. Then, for anyr > 1 none of the following
situations can occur:

(i) (b637rr_i C. b63,r) = (b . b) + (21i’10),foralli =2,...,44,

(ii) (b63’T_45 L. b63’,«) = (b R b) + (046),

(iii) (bez,r—s9 - .- be3r)

= (b...b) + (1950%),

(iv) (b637,~_133 R b63,r) = (b S b) + (245144045),
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@) (bezr—177--.besr) = (b...b) + (315244144015),
(i) (begr—221...be3r) = (b...b) + (415311214144015),
Proof. Without loss of generality, we set b = 0 and we use that:
Vri, kesr—i + |ilog, 63] < kesr < ke3,p—i + |ilog, 63] + 1,
where log, 63 ~ 5.977. Then we can derive the following contradictions:
() (begr—i---besr) = (21°710) foralli = 2,..., 44 implies
kes.r = ke3r—i +5+6(i —2) +5 = kgzp—; + 10 +6(i — 2) ,
so that

k63,r = kﬁg_yrfi + [Z 10g2 63J = k637r71’ + 11 + 6(2 — 2) > kﬁgﬁrfi + 10 + 6(Z — 2) .

(i) (bgg’r_45 e 663’,«) = (046) lmphes
ke3,r = ke3,r—45 + 6 x 45 = kg3 r—a5 + 270,
so that

ko3, < ke3,r—a5 + |4510gy 63| + 1 = Ke3,r—a5 + 269 < kg3 r—a5 + 270 .

(iii) (b637rfgg PN b@gﬁr) = (145045) lmplles
ke3,r = ke3,r—89 + 6 x 44 4+ 5+ 6 x 44 = kg3 »_g9 + 533,
so that

k63,r < k63,r—89 + l89 10g2 63J +1= k63,7"—89 + 532 < k63,r—89 + 533.

(iv) (be3,r—133- - - bes,r) = (24°1440%%) implies
kes.r = ke3r—133 +6 % (44 x 2 +43) + 5 x 2 = kg3 r—133 + 796 ,
so that
ko3, < ke3,r—133 + |13310ogy 63| + 1 = kg3 133 + 795 < ke3,r—133 + 796 .
(V) (be3.r—177---besr) = (3452441440%5) implies
ks = kosr_177 +6 % (44 % 2+ 43 x 2) + 5 x 3 = kgzr_177 + 1059,
so that

k637r < k63,r—177 + l177 10g2 63J +1= k63,r—177 + 1058 < k63,r—177 + 1059.
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Figure B.9: The different subsequences that could occur in the sequence (bg3 ;) r>0.

(Vi) (b63,r—221 . b63,r) = (445344244144045) 1rnp11es

k63,r = k63,7‘—221 + 6 x (44 X 2443 x 3) +5x4= k63)7_22]_ + 1322,
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so that
k63,r < k6377>—221 + L221 10g2 63J +1= k63,7>—221 + 1321 < k637,«_177 + 1322.

O

The different sub-sequences are represented in Figure B.9.

In what follows we aim at proving Proposition 7.2, that generalize the result of Proposition B.3.
Let us recall that this proposition identifies the possible subsequences for MiMC, for d €
{7,15,31,63}, i.e. if (k4 )r>0 and (b4, )r>0 are the sequences defined by k4, = |rlog, d| and

by, = kq, mod j. Then, for any r > 1, there exists b € {0, . .., j} such that one of the following
situations occurs:
(@) (bay—i...bar) = (b...b)+ (10%),foralli =1,...,v4— 1,

() (bgyr—ry—1-..bar)=(b...b)+(07),
where v, is a constant defined as follows:
v =6, ms =11, Y31 =22, and 63 =45.

Proof of Proposition 7.2. We fixb = 0. The case j = 3 corresponds to Proposition B.3. Let us
generalize the procedure. Let b, = 0, then we will look at the b4 ;. As we are again considering
possible sequences on the right part of the graph there is no restriction from Lemmas B.4, B.5
or B.6 for the few cases we want to check. For a deeper insight of the different steps of this proof, we
will also rely on Figures B.7, B.8 and B.9. Starting with the node 0 at the top, there are 2 branches
implying that for all cases we have either bq,_; = 1 0rbg,_1 = 0.

e If bg,r,—1 = 1: we have a left child meaning that we stop the process. We obtain
(bd,r—1b4,r) = (10), which corresponds to the sequence (i) with i = 1.

e Ifbg—1 = 0: we have a node with two branches, implying that we have either by ,_o =1
orbg,—o = 0.

e Ifby,_o = 1:thisis (i) withi = 2.
The same argument holds for all i = 1, . .., v4 so that we can cover all cases (i).

e If bgyr_~, = 0: we have (bg,—~,...bs,) = (07F1), which corresponds to the last
sequence (ii).
O

Let us observe that the denominators of semi-convergents of log, d for d € {15, 31, 63} are:

D15 = {1,2,3,4,5,6,7,8,9,10,11, 21,32, 43, 75,118, 161, 204, 247, 290, 537, 827, .. .} ,

D31 ={1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22, 43, 65, 87,
109,131,240, 371,502, 633, 764,895, ...} ,

Des = {1,2,3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25,
26, 27,28, 29, 30,31, 32, 33, 34, 35, 36, 37, 38, 39,40, 41,42, 43, 44, 45, 89,
133,177,221, 265, 309, 353, 397,441, 485,529, 573,617,661, 705, 749,
793,837, 881,925,969, ...} .

Unlike MiMC5 and MiMCy, in the case of MiMC, with d of the form d = 27 — 1 the integers i

involved in the impossible and possible sub-sequences from Lemmas B.4, B.5, B.6 and Corollary 7.2
are part of the denominators of semi-convergents of log,, d.
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B.3 When using MiMC,, with other d

In Chapter 5, we saw that the families of missing exponents (i.e. integers equal to 5 or 7 modulo
8) for MiMCj are the same as for MiMC; 1, since 11 = 3 mod 8. It is therefore interesting to ask
whether such similarities can also be observed when analyzing the sequences of (b4, )r>0-

Let (k11,7 )r>0 and (bi1,)r>0 be the sequences defined by ki1, = |rlog, 11| and b1y, =
k11 mod 10. We first investigate the impossible sub-sequences in (b11,,)r>0-

Lemma B.7. Let (b11,r)r>0 be the sequence defined by b11,, = ki1,» mod 10. Then, foranyr > 1
none of the following situations can occur, where b can take any value in {0, ... 9}:

(i) (biyr_s...bi1,) = (bbb) + (260),

(i) (bi1,r—s...b11,) = (b...b) + (1470),

(iii) (b11,—5...b11r) = (b...b) + (470470) = (b...b) + ((470)2),
(i) (bi1r_7...b11,) = (b...b) + (70370470),

@) (b11,—9...b11) = (b...b) + (0360370470),

@i) (bi1r—11-.-b11r) = (b...b) + (369360370470),
Wii) (bi1,—13...b11,,) = (b...b) + (48158259269360) .

Proof. We set b = 0 and we use that:
Vrd,  kiie—q + |tlogy 11| < k11, < k11— + |ilogy 11| + 1,
where log, 11 ~ 3.459. Then we can derive the following contradictions:
@ (b11,r—2b11,r—1011,) = (260) implies
kiiy=Fkiyro2+4+4=Fki,_2+8,

so that
ki1, < Kki1p—2 + [2 log, 11J +1=FKkii,2+7<kir_2+8.

(ii) (bll’,«_g N bll,r) = (1470) 1mp11es
kit =ki1yp—3+3+3+3=Fku,—3+9,

so that
ki1, = ki1r—3 +|3logy 11| = k11,3 + 10 > k11,2 + 9.

(iii) (bll,r—S ce bll,r) = ((470)2) 1Inphes
i1y =kiip—s+(3%x2)x2+4=ky,_5+16,

so that
ki, = ki1p—5 + [5 log, 11J =ki1r—5+ 17> k11,5 +16.
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(iV) (bll,r77 . bll,r) = (70370470) 1mplles
kll,r :kll,r—7+3x 24+44+3+4+3x% 2:k11’r_7+23,

so that
kll,r = kll,r—7 + l710g2 11J = kll,r—7 + 24 > k117T_7 + 23.

W) (b11s—o...b1r,) = (0360370470) implies
kll,r =I€1177n_9+3 X 2+4+(3+4) X243x2= kll,r—9+307

so that
kll,r = k‘ll’rfg + lg 10g2 11J = kll,rfg + 31 > kll,r79 + 30.

(Vi) (bll,r—ll . bll,r) = (369360370470) lmphes
kll,r = k1177_11 + 3 x 2+4+(3+4) X3+3x2= kll,r—ll + 37,

so that
ki1 = ki1p—11 + [111logy 11| = k11 p—11 + 38 > K11 11 + 37

Wil) (bi1,_15...bi1,) = (48158259269360) implies
k11r =kiip—13+4+3+4) x6=ky1,-13 +46,
so that
ki1 < kiigp—is + [13logy 11 + 1 = ki1 p—13 + 45 < k11,513 + 46 .
O

In Figure B.10, a red arrow means is an impossible transition because of a case in Lemma B.7.

T / \

r—1 7 6 B
/ \ / (M)
r—2 4 2
r—3 1 9 9
/h(i) /\ (11)4\ /h(i)
r—4 7 6 7 6 7 6 6 5
(iif) A\ (ii) N\ / " f HO / \
r—>5 4 4 2 2

Figure B.10: Impossible subsequences in the sequence (b11 ;)r>0.

Proposition B.4. Let (k11,,)r>0 and (b11,r)r>0 be the sequences defined in Lemma B.7. Then, for
anyr = 1, thereexistsb € {0...,9} such that one of the following situations occurs:

(i) (bi1,r—1b11,+) = (bb) + (70),
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(ii) (b11.,—3...b11,) = (b...b) + (0360),
(iii) (by1r—5...b11,) = (b...b) + (369360),

(iv) (b11.,—7...b11,) = (b...b) + (69269360),

@) (b11.,—9...birr) = (b...b) + (9259269360),
i) (b11,—11-.-b11,) = (b...b) + (258259269360),
i) (bi1r—11...b11,) = (b...b) + (158259269360).

Proof. Let by;, = 0, then we will look at the b1 ,_; according to Lemma B.7. We will refer to
Figure B.11 to get a better overview of the steps of this proof,. We start with the node 0 at the top.
Then, there are two branches implying that we have either 11 ,_; = 7orb;; ,—1 = 6.

e Ifby1,.—1 = 7:thisisaleft child so that we stop the process. We have (b11,,—1b11,-) = (70),
which corresponds to the first sequence (i).

e Ifby1,,—1 = 6: we know from Lemma B.7-(i) that we have (b11 ,—2...b11,) = (360). In
Figure B.11, we indeed observe that the node, on the right, at round (r — 1) has only one
branching. Then, at round (r — 2), the node 3 has two branches, either b7 ,—3 = 0 or
bll,r—3 =9.

e Ifby1,,—3 = 0: we have aleft child, which leads to the second sequence (ii) since we have
(b11,r—3 - .. b11,) = (0360).

e Ifb11,,—3 = 9: we have necessarily (bi1,,—4...b11,) = (69360), because of Lemma B.7- (i)
applied with b = 3. In Figure B.11, this observation corresponds to the unique branching for
the node, on the right, at round (r — 3). Then, at round (r — 4), the node 6 has two branches,
either bll,r—5 =J3or b1177«_5 = 2.

e If by1,,—5 = 3: this is a left child implying that we stop the process. We obtain
(b11,r—5-..b11,r) = (369360), that is the third case (iii).

e Ifby1,r—5 = 2: we have necessarily (b11,,—¢ - . - b11,») = (9269360), using Lemma B.7-(i).
In Figure B.11, we can see that the node, on the right, at round (r — 5) has a unique branching.
Then, at round (r — 6), the node 9 has two branches, either b1 ,_7 = 6 0rby; ,_7 = 5.

e If by1,,—7 = 6: we have a left node that gives (b11,,—7...b11,») = (69269360), which
corresponds to the sequence (iv).

o Ifby1,.—7 = 5:wehavenecessarily (b11 —s ... b11,) = (259269360), because of Lemma B.7-
(). Indeed, we can observe in Figure B.11 a unique branching for the node, on the right, at
round (r — 7). Then, at round (r — 8), the node 2 has two branches, either b11 ,_g = 9 or
bll,r—9 = 8.

* Ifby1,,—9 = 9: this is a left child, meaning that we have to stop the process. We obtain
(D11,r—9 - - - b11,+) = (9259269360), so this is the sequence (v).

e If by1,r—9 = 8: we have necessarily (b11,-10...b11,,) = (58259269360), also using
Lemma B.7-(i). In Figure B.11, such an observation corresponds to the unique branching
for the node, on the right, at round (r — 9). Then, at round (r — 10), the node 5 has two
branches, either b11 ,—11 = 20rb11,-11 = L.
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e Ifbi1,r—11 = 2: wehave (b11,,—11-..b11,r) = (258259269360), so this is the sequence (vi).

e Ifby1,,—11 = l:wehave (by1,—11...b11,,) = (158259269360), which corresponds to the
last sequence (vii).

O

In Figure B.11, representing the possible sequences, it is worth observing that there is only one
node with two branches at each round so that this node is either in the middle of the graph, at the
far right or at the far left.

<
|
ot
—
— Lo —
— 109, —|
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r—17 666@666 5
S/ T 71 T@
r—28
,TTTTE@TTT
r—9 9 9 9 9/9/9 9 9 9
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r—10 6 6 6 6 65 5 5 5 5 |5]
[ Tﬁ;T 117
r—11 1
)jjf////‘ T T T 1T
r—12 ‘9 9 9 9 9
rr1rr1rrT T T 1T
r—13 6 (5 5 5 5 5 5 5 5 5 5 5 5 5!

Figure B.11: The different subsequences that could occur in the sequence (b11,,)r>0.

Let us notice that the denominators of semi-convergents of log, 11 are

D11 = {1,2,3,5,7,9,11,13, 24, 37, 61,98, 135, 172, 209, 246, 283, 320, 357, 394, 431,
468, 505, 542, 579, 616, 653, 690, 727, 764, 801, 838, 875,912, 949, 986, .. .} .

As for MiMCs, we have that all the integers i, such that (b11 ,—; ...b11,) is an impossible sub-
sequences of Lemma B.7 or a possible sub-sequences of Proposition B.4 are part of ©1;.






“APPENBIX

Résumé des travaux

Ce manuscrit est le fruit de trois années de recherche au sein de I'équipe COSMIQ d’Inria Paris.
Nous présentons des travaux couvrant les deux sous-domaines de la cryptologie : 1a cryptographie
etla cryptanalyse. Plus précisément, nous nous attachons a la conception et I'analyse de sécurité
de nouvelles primitives symétriques définies sur de grands corps et notamment les primitives
appelées orientées arithmétisation.

Ce manuscrit étant intégralement rédigé en anglais, nous proposons un résumé en francais de
quelques pages, chapitre par chapitre.

Introduction.

Au cours des derniéres années, le nombre de primitives symétriques définies sur de grands corps
a augmenté de facon considérable. De telles primitives ont été proposées pour étre employées
dans de nouveaux contextes tels que les systemes de preuve a divulgation nulle de connaissance,
notamment ceux déployés dans la blockchain Ethereum ou dans la crypto-monnaie Zcash. Les
preuves a divulgation nulle de connaissance sont des protocoles impliquant plusieurs parties et
permettant a un prouveur de convaincre un vérifieur qu’il connait un secret sans le révéler.

Les performances de ces protocoles dépendent principalement du nombre de multiplications
effectuées par la primitive dans des corps finis de grande taille. Les primitives adaptées a ces
applications sont donc d'un type complétement nouveau, car pour optimiser leurs performances,
elles manipulent des éléments de grands corps finis, a l'opposé de ce qui est habituellement
proposé en cryptographie symétrique. En effet, siles primitives symétriques classiques (comme
I’AES) utilisent des opérations sur de petits corps Fon0ol1 n est de 'ordre de 4 ou 8, ces nouvelles
primitives utilisent des opérations sur un grand corps fini IF, ol1 g est soit un grand entier premier
soit une puissance de 2, généralement supérieure a 232,

Au-dela de l'alphabet utilisé, les propriétés recherchées sont également différentes. Si
habituellement a partir de la donnée de = nous voulons pouvoir calculer efficacement f(z),
dans ce nouveau contexte, c’est la vérification qui doit étre efficace : nous voulons pouvoir vérifier
que y est bien I'image de x par la fonction f. Lidée la plus naturelle consiste a appliquer la
fonction f et vérifier que y = f(x). Mais ce changement de perspective offre aussi de nouvelles
possibilités de calcul puisque I'on peut considérer I'inverse de certaines opérations et ainsi vérifier

quex — f1(y).

Alors que le nombre de primitives dites orientées arithmétisation augmente, il est nécessaire
de mieux comprendre les propriétés des opérations sous-jacentes. En effet, il est indispensable de
vérifier que les contraintes d'implémentation qui ont régi leur conception n'ont pas introduit de
failles de sécurité. Bien que de nombreuses primitives orientées arithmétisation aient été mises
en avant, trés peu d’analyses de sécurité ont déja été proposées. Lobjectif de ce manuscrit est
donc en premier lieu de contribuer a combler ce manque pour mieux comprendre les spécificités
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de ces nouveaux outils. Obtenir une meilleure compréhension des techniques de cryptanalyse
qui peuvent menacer de telles primitives nécessite de revisiter les techniques connues mais aussi
d’en étudier de nouvelles.

Chapitre 1. Un nouveau type de primitive.

Ce premier chapitre décrit le contexte qui a conduit a I’émergence de ces nouvelles primitives.
En particulier, nous essayons de comprendre en quoi ces primitives different des primitives
classiques, ou en d’autres termes, pourquoi ces derniéres sont inappropriées dans ces nouveaux
contextes. Pour ce faire, nous rappelons dans un premier temps les principes de conception
des primitives classiques en cryptographie symétrique. Nous présentons quelques techniques
de cryptanalyse couramment utilisées pour les primitives classiques, et ayant également été
proposées pour évaluer la sécurité des nouvelles primitives.

Afin de mieux comprendre les principes gouvernant la conception de primitives définies sur
de grands corps finis, nous décrivons les nouveaux systemes de contraintes introduits par les
protocoles avancés. Nous présenterons plus particulierement trois des systemes de contraintes
pour les preuves a divulgation nulle de connaissance : R1CS, Plon/C, AIR.

Bien qu'il soit difficile de lister précisément I'ensemble des nouvelles primitives tant elles sont
nombreuses, nous proposons un état de I'art exhaustif des primitives orientées arithmétisation
afin de mieux observer la diversité des schémas proposés.

Chapitre 2. Equivalence CCZ et Flystel.

Dans ce deuxieme chapitre nous allons plus loin dans la compréhension des primitives orientées
arithmétisation. En effet, nous introduisons pour la premiere fois un lien entre les principes
régissant la conception de telles primitives, et 'équivalence CCZ, une forme d’équivalence entre
fonctions mathématiques, généralisation de I'inversion.

Partant de cette idée, nous proposons dans un premier temps une étude des “papillons” [PUB16]
dans ce nouveau contexte. Les papillons sont une structure bien connue en fonctions booléennes.
Etant donné I'équivalence CCZ entre les deux variantes que sont le papillon ouvert et le papillon
fermé, leur adaptation en caractéristique impaire était jusqu’alors a découvrir. Nous proposons
ainsi divers schémas de papillons, étudiant a la fois leur propriétés cryptographiques et leur
efficacité pour ces nouveaux systemes de preuves.

Cette étude nous amene a proposer un nouveau composant non linéaire : le Flystel, inspiré
par cette structure bien connue des papillons et un réseau de Feistel a trois branches. L'équivalence
CCZ des deux variantes du Flystel est a l'origine de son efficacité en offrant un bon niveau
de sécurité grace a l'utilisation du Flystel ouvert (figure C.1a) composé de deux fonctions
quadratiques @, Qs et d’une fonction de haut degré E~!, tout en ayant un trés bon niveau de
performance grace a l'utilisation du Flystel fermé (figure C.1b), qui lui est équivalent, composé
des deux fonctions quadratiques ()., 5 et d'une fonction de faible degré E.

Plus étonnant, le Flystel répond a un probleme ouvert consistant a trouver des fonctions
APN sur Ff,, cest-a-dire des fonctions ayant une uniformité différentielle égale a 2. En effet, nous
montrons que I'uniformité différentielle du Flystel est égale a d — 1 lorsque la permutation
correspond 2 la fonction puissance  — z¢. En choisissant d = 3, nous contruisons ainsi une
famille de fonctions APN sur Fi.
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(a) Flystel ouvert. (b) Flystel fermé.

Figure C.1: Les deux variantes équivalentes CCZ du Flystel.

Chapitre 3. Conception d’Anemoi et Jive.

Dans ce chapitre, nous présentons une nouvelle famille de fonctions de hachage efficaces
parmi les divers systémes de contraintes des preuves a divulgation nulle de connaissance. Cette
nouvelle famille porte le nom d’Anemoi et repose sur deux nouveaux composants : le Flystel,
introduit au chapitre précédent et Jive, un nouveau mode opératoire, inspiré des algorithmes
symétriques de “danse latine” comme Salsa ou ChaCha. Jive est un mode de compression de
fonction particulierement efficace pour les arbres de Merkle. Sur la figure C.2 nous décrivons une
compression 2-vers-1.

x Y ——
P
u v
I_>53<_l
ﬁ]

Jives(x,y)
Figure C.2: Mode Jives (compression 2-vers-1).

L'état interne d’Anemoi peut étre représenté par une matrice de deuxlignes et £ colonnes. Notre
conception est classique : elle utilise une structure de réseau de substitution et de permutation
comme illustré sur la figure C.3, avec pour composant non linéaire, le Flystel, H, appliqué sur
les colonnes de I'état interne, et pour composants linéaires, une matrice MDS appliquée sur les
lignes et P, la pseudo-transformation de Hadamard appliquée sur les colonnes.

Anemoi se révele étre une primitive particulierement compétitive en offrant, par exemple, une
amélioration d’'un facteur 2 par rapport a POSEIDON et Rescue—Prime en termes de nombre de
contraintes R1CS, une réduction de 21% — 35% en termes de contraintes Plon/C par rapport a
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Figure C.3: Un tour de la permutation Anemo<.

une implémentation hautement optimisée de POSEIDON, ainsi que des performances natives
compétitives, s'exécutant entre deux et trois fois plus vite qu'une implémentation de Rescue-Prime,
en fonction de la taille du corps.

Les travaux présentés dans les chapitres 2 et 3, ainsi que la cryptanalyse algébrique d’Anemo1i,
brievement introduite dans le chapitre 4, ont été obtenus avec Pierre Briaud, Pyrros Chaidos, Léo
Perrin, Robin Salen, Vesselin Velichkov et Danny Willems, ont fait 'objet d'une publication dans
les proceedings de la conférence CRYPTO en 2023 [Bou+23].

Chapitre 4. Attaques algébriques contre certaines primitives
orientées arithmétisation.

Les attaques algébriques sont généralement les plus efficaces pour attaquer ces nouvelles
primitives. Ce type d’attaque exploite des relations algébriques entre le texte en clair, le texte
chiffré et la clé. Plus le systeme d’équations modélisant la primitive est simple a résoudre, de part
sa structure particuliére ou son faible degré, plus elle est vulnérable a ce type d’attaque. Dans ce
chapitre, nous évaluons la sécurité de certaines primitives telles que Feistel-MiMC, POSEIDON,
Rescue-Prime, Ciminion, ou encore encore Anemoi. Nous étudions en particulier la difficulté pour
ces primitives du probleme CICO (Constrained Input Constrained Output). Lidée est de trouver
un couple d’entrée et de sortie d'une permutation dont les derniers éléments valent 0.

Nous montrons que pour les réseaux de substitution-permutation, il est possible de gagner
deux tours dans la construction du systeme polynomial décrivant le probléeme CICO, comme le
montre la figure C.4. L'idée est de décomposer une permutation P en deux permutations P, et P;
de facon a ne construire le systéme polynomial que pour I'une d’elle, 'espace affine intermédiaire
assurant ainsi un 0 sur la troisieme branche en entrée de la permutation.
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Figure C.4: Contournement de deux tours.

Nous mettons également en évidence I'importance du choix de la modélisation a travers les
exemples de Ciminion et Anemoi. En effet, nous montrons que certaines modélisations permettent
de simplifier 1a représentation du systeme polynomial, rendant la résolution du probleme CICO
plus facile.

Les travaux présentés dans ce chapitre ont été initiés suite a des challenges de cryptanalyse
proposés par la fondation Ethereum. Les résultats obtenus avec Augustin Bariant, Gaétan Leurent
et Léo Perrin, sur Feistel-MiMC, PoSEIDON, Rescue—Prime et Ciminion, ont ensuite fait 'objet
d’une publication dans le journal IACR Transactions on Symmetric Cryptology en 2022 [Bar+22].

Chapitre 5. Représentation polynomiale univariée et degré
algébrique.

Dans ce chapitre nous étudions la forme univariée des polynémes représentant des fonctions
puissances itérées. Nous nous intéressons plus particulierement au chiffrement par bloc MiMC
qui consiste a itérer un tres grand nombre de fois une fonction de tour simple, composée de
l'addition d’une clé et de constantes de tours, et d’'une fonction puissance z — 2¢ de faible degré
sur Faon, o1 n est de I'ordre de 129. Chaque tour du chiffrement MiMC peut ainsi étre représenté
par un polynéme univarié, et la fonction de tour est répétée suffisamment de fois pour que le degré
univarié de la transformation apres r itérations atteigne le degré attendu pour une permutation
aléatoire.

En nous intéressant plus précisément a cette représentation univariée, nous montrons que
pour certains choix de permutation itérée, des familles d’exposants n'apparaissent jamais dans le
polyndme univarié représentant MiMC apres chaque tour. Nous montrons notamment que dans
le cas des fonctions Gold z — z% ol d est de la forme 27 + 1, les polynomes sont tres creux, et le
sont encore davantage sur les premiers tours. Plus généralement, nous montrons que quel que
soit le choix de I'exposant d pour la fonction puissance itérée dans MiMC,, au moins un quart des
exposants n‘apparait jamais. Une représentation des exposants modulo 16 est donnée dans la
figure C.5 pour quelques instances de MiMC,, de sorte que les exposants absents sont représentés
par un carré non coloré.
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Figure C.5: Représentation des exposants modulo 16 pour diverses instances de MiMC,.

Bien qu’il n'ait pas encore été identifié de facon d’exploiter de tels polyndmes univariés creux
pour construire un distingueur efficace, nous pouvons utiliser cette observation pour déduire une
borne sur le degré algébrique. Le degré algébrique est aussi connu sous le nom de degré multivarié,
et correspond au degré de la fonction lorsqu’elle est écrite comme n coordonnées booléennes a n
variables. Le degré multivarié correspond également au maximum des poids de Hamming des
exposants (nombre de 1 dans la représentation binaire des exposants) apparaissant dans la forme
développée du polynome décrivant la transformation. Dans des attaques dites différentielles
d’ordre supérieur, il est possible d’exploiter le fait que le degré algébrique du chiffrement reste
inférieur a sa valeur maximale, c’est pourquoi il est essentiel d’étudier son évolution au fil des
itérations. Ainsi, nous montrons que si le degré univarié de MiMC augmente de facon prévisible
avec le nombre de tours, le degré algébrique a un comportement bien plus complexe, et reste
constant pendant certains tours. De tels plateaux ralentissent légerement la croissance du degré
algébrique.

La borne que nous obtenons sur le degré algébrique de MiMC3 améliore légerement la borne
donnée par [Eic+20] (voir figure C.6), de sorte que nous pouvons économiser un ou deux tours
pour les attaques différentielles d’ordre supérieur proposées dans cet article. Dans le chapitre
suivant nous montrons que cette borne correspond au degré algébrique exact.

38 4 == Borne de [EGL+20]
36 17 —— Degré exact (notre résultat)

Degré algébrique
[ %]
o
!

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Tours

Figure C.6: Comparaison de notre borne sur le degré algébrique de MiMCs avec la borne de [Eic+20]
Par ailleurs, nous montrons qu'il existe un plateau entre les deux premiers tours de la transfor-

mation inverse MiMCy’ !, Nous donnons également des indications pour mieux comprendre le
comportement du degré algébrique de la transformation inverse.



309

Les résultats présentés dans ce chapitre contribuent a une meilleure compréhension de la
représentation univariée et du degré algébrique des algorithmes de chiffrement par blocs reposant
sur une fonction puissance définie sur un grand corps.

Chapitre 6. Tracage des exposants lors de [l'itération de
fonctions puissance.

Tandis qu'une borne sur le degré algébrique permet a un attaquant de monter des attaques
différentielles d’ordre supérieur, elle ne donne en aucun cas de garantie aux concepteurs
d'une primitive que de telles attaques ne peuvent pas étre améliorées de fagon significative.
De nombreuses méthodes reposant sur des solveurs ont été proposées pour déterminer des
bornes tres précises sur le degré algébrique de primitives définies sur de grands corps. Dans ce
chapitre nous proposons une vision différente limitant le recours aux solveurs et visant a mieux
comprendre les propriétés mathématiques du chiffrement par bloc MiMC. Notre objectif est plus
particulierement de donner une méthodologie précise permettant de construire les exposants
apparaissant dans le polynome univarié apres chaque tour. Notre procédure repose sur une preuve
par récurrence pour la majorité des tours, et un algorithme MILP pour certains cas particuliers non
couverts par la récurrence. Nous montrons ainsi que la borne donnée dans le chapitre précédent
pour MiMCj est atteinte. En effet, nous parvenons a évaluer le degré algébrique exact jusqu’a plus
de 16000 tours en construisant certaines familles d’exposants pour lesquels le poids de Hamming
atteint la borne.

Bien qu'’il suffise de trouver un seul exposant de poids maximal pour prouver que la borne
sur le degré algébrique est atteinte a chaque tour, nous allons plus loin dans cette réflexion en
tentant d’identifier tous les exposants de poids maximal pour chaque tour de MiMCg. Si nous ne
pouvons garantir de ne pas manquer certains exposants, nous réussissons cependant a construire
de grandes familles d’exposants de poids maximal pour plus de 400 tours. Une comparaison
proposée sur la figure C.7 semble indiquer une grande proximité entre nos résultats et le nombre
d’exposants observés.
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Figure C.7: Exposants dont le poids de Hamming atteint la borne sur le degré algébrique.
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Tentant de généraliser la procédure de tracage des exposants, nous étudions également d’autres
instances de MiMC et donnons des pistes de recherche pour construire des exposants de poids
maximal atteignant les bornes pour les différentes instances de MiMC, étudiées au chapitre 5.
Enfin, nous dérivons des bornes inférieures pour le degré algébrique aux troisieéme et quatrieéme
tours de la transformation inverse MiMC3*.

Dans ce chapitre, nous offrons ainsi des garanties précises sur le degré algébrique de MiMC et
donc sur la complexité minimale d'une attaque différentielle d'ordre supérieur.

Les résultats présentés dans les chapitres 5 et 6 sur le degré algébrique de MiMCs et sa
transformation inverse, ont été obtenus avec Anne Canteaut et Léo Perrin, et ont fait 'objet d'une
publication dans le journal Designs, Codes and Cryptography en 2023 [BCP23]. La généralisation
des résultats aux autres instances de MiMC, a été présentée a la conférence Finite Fields and their
Applications a Paris en juin 2023, et fait 'objet d'un article en cours de rédaction.

Chapitre 7. Autres perspectives pour le degré algébrique.

Dans ce chapitre, nous poussons plus loin 'analyse du degré algébrique du chiffrement par bloc
MiMC et nous étudions différentes directions. Plus précisément, notre but est de répondre a
divers problemes ouverts qui pourraient étre soulevés par I'étude précédente du degré algébrique
dans les chapitres 5 et 6. Bien que nous ne soyons pas en mesure de répondre précisément a
toutes les questions, nous pensons qu’il est intéressant de les proposer comme une invitation a
des travaux futurs dans ces différentes directions.

Nous étudions, dans un premier temps, I’évolution du degré algébrique des constructions en
réseau de substitution et de permutation avec une transformation affine. En particulier, nous
utilisons la stratégie dite de “regroupement des coeflicients” pour étudier le degré algébrique de
schémas comme CHAGHRI ou MiMC. Nous donnons notamment des conditions nécessaires sur
la densité de la couche affine pour assurer une croissance exponentielle du degré algébrique pour
un certain nombre de tours.

Nous proposons également un autre point de vue sur la suite des logarithmes en base 2 des
puissances d’un entier rencontrée dans le chapitre 6. En particulier, nous essayons de mieux
comprendre le lien entre le degré algébrique de MiMC étudié dans les chapitres précédents,
et les dénominateurs des semi-convergents de log, d. Cette séquence possede également des
applications en musique dans le cas des puissances de 3.

Enfin, nous considérons la transformation représentant MiMC comme un polyndéme bivarié
en le texte en clair et la clé, suggérant alors quelques directions pour étudier I'influence des
coefficients des polyndémes lorsque le texte en clair ou la clé est fixé.

Les résultats présentés dans ce chapitre, sur le degré algébrique des constructions de type
SPN avec une transformation affine, ont été obtenus avec Fukang Liu, Lorenzo Grassi, Willi
Meier et Takanori Isobe, et ont également fait 'objet d'une publication dans les proceedings de la
conférence CRYPTO en 2023 [Liu+23b].

Conclusion et perspectives.

Les travaux présentés dans ce manuscrit contribuent a mieux comprendre les outils de conception
et d’'analyse pour ces nouvelles primitives symétriques définies sur de grands corps. En particulier,
nous proposons une nouvelle famille de fonctions de hachage, Anemoi, offrant de trés bonnes
performances pour une utilisation dans des preuves a divulgation nulle de connaissance. Anemoi
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suscite d’ailleurs un vif intérét de la part d’'industriels a 'image des auteurs de [Liu+22] ayant
démontré le potentiel d’Anemoi avec des optimisations supplémentaires. D’un point de vue
théorique, Anemoi améliore significativement la compréhension des principes de conception de
ces nouvelles primitives. En effet, pour la premiere fois un lien est identifié entre I’équivalence
CCZ et les performances des primitives orientées arithmétisation. La découverte de ce lien a
aussi influencé la conception d’une autre primitive : Arion [RST23]. Les principaux composants
de la nouvelle famille Anemoi, que sont le Flystel, composant non-linéaire, et Jive, mode de
compression, sont également d'un intérét plus général puisqu’ils peuvent aussi étre utilisés pour
d’autres schémas.

Par ailleurs, 'analyse de sécurité réalisée dans le cadre des challenges proposés par la fondation
Ethereum a permis de mettre en lumiere certaines faiblesses de primitives actuellement déployées
dans l'industrie. Outre notre analyse des attaques algébriques, nous proposons également
des recommandations pour de futurs primitives. Il est notamment important de porter une
attention particuliere au choix de la modélisation, aux simplifications possibles pour les réseaux
de substitution-permutation, ou encore de privilégier un modeéle univarié plutdt que multivarié
lorsque cela est possible.

Enfin, 'analyse approfondie du chiffrement par bloc MiMC représente 'une des premiéeres
études apportant une compréhension aussi fine de I'évolution du degré algébrique de ces primi-
tives. Notre meilleure compréhension de la représentation univariée des polynémes représentant
MiMC apres chaque tour nous permet de déduire des bornes précises sur le degré algébrique
de la transformation, permettant de mieux évaluer la complexité des attaques différentielles
d’ordre supérieur. En conséquence, cette analyse a déja eu une influence significative en inspirant
plusieurs travaux dans ce domaine [Liu+23a; Cui+22]. Bien qu'au moment d’écrire ce manuscrit
nous ne sachions pas encore comment exploiter efficacement la représentation polynomiale
univariée creuse pour construire des distingueurs, nous pouvons néanmoins souligner que
certaines constructions semblent apporter de faibles garanties de sécurité. En effet, siles fonctions
Gold sont particulierement intéressantes et efficaces en raison de leur faible degré, le niveau
de sécurité qu’elles apportent reste incertain étant donné leur représentation univariée tres
creuse. Plus généralement, si nous n'apportons pas nécessairement de réponses précises a toutes
les questions relatives a I’étude du degré algébrique de ces nouvelles primitives, nous pensons
néanmoins que ces résultats peuvent encourager la poursuite des travaux dans ce domaine.

Dans ce manuscrit nous apportons ainsi quelques réponses aux questions de cryptanalyse
soulevées par 'émergence des nouvelles primitives. Cependant, il est essentiel de noter que
certains aspects restent encore obscurs et nécessitent de poursuivre les efforts d’analyse de sécurité
afin de mieux appréhender ces primitives et d’identifier d’éventuelles vulnérabilités.
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