AKT Qp2/ h2+?MB[m2b BM i?2 *vTi M HvbBb
S'BKBiBp2b
MIOQOMBQ 6HQ 2x :miB2 "2x

hQ +Bi2 i?Bb p2 ' bBQM,

MIiQMBQ 6HQ 2x :miB2 "2xX AKT Qp2/ h2+?MB[m2b BM i?2 *"vTi M Hvk
iQ;" T?v M/ a2+m Biv (+bX*_)X aQ #QMM2 IMBp2 bBilG- kykkX 1M;HBI
yj3d3djNpk

> G A/, i2H@yj3d3djN
2iiTh,ffBM B X? HXb+B2M+2fi2H@yj3d3djNpk
am#KBii2/ QM e .2+ kykk

> G Bb KmHiB@/Bb+BTHBM v GOT24WB p2 Dmbp2 "i2 THm B/BbBIBTHBN
"+?Bp2 7Q i?72 /2TQbBi M/ /Bbb2KIBEBMBR MNQ@T™+B2® " H /BzmbBQM /2 /
2MiB}+ "2b2 "+?2 /Q+mK2Mib- r?2i?@+B2MMiB}2mM2b#/@ MBp2 m "2+?22 +?22- T
HBb?2/ Q° MQiX h?2 /IQ+mK2Mib MK VW+RK2Z2EF IQKHBbb2K2Mib /62Mb2B;M
i2 +?BM; M/ "2b2 "+? BMbiBimiBQWER BM?8 7M#M2I @b Qm (i~ M;2 b- /2b H
#Q /-Q 7 QK Tm#HB+ Q T ' Bp i2T2HRAB+B @2MT2BIpXib X



Improved Techniques in the
Cryptanalysis of Symmetric Primitives

These de doctorat

Antonio Fl orez Guti errez






TH ESE DE DOCTORAT DE SORBONNE UNIVERSIT E
Srecialie
Informatique

Ecole doctorale Informatique, Teecommunications etElectronique (Paris)

Pesenee par

Antonio Fbrez Guterrez

Pour obtenir le grade de

DOCTEUR de SORBONNE UNIVERSIT E

Improved Techniques in the
Cryptanalysis of Symmetric Primitives

dirigee par Mara Naya-Plasencia

Soutenue publiqguement le 30 septembre 2022

devant le jury compose de:

Mara Naya-Plasencia Inria de Paris Directrice
Joan Daemen Radboud University Rapporteur
Henri Gilbert ANSSI Rapporteur
CharlesBouillaguet Sorbonne Universie Examinateur
Anne Canteaut Inria de Paris Examinatrice
Gregor Leander Ruhr University Bochum Examinateur
Kaisa Nyberg Aalto Univeristy Examinatrice

Francois-Xavier Standaert UCLouvain Examinateur



Cover illustration: Apatura iris male, by F. Nemos, in: Europas bekannteste Schmetterlinge. Beschrei-
bung der wichtigsten Arten und Anleitung zur Kenntnis und zum Sammeln der Schmetterlinge und Rau-
pen, Oestergaard Verlag, Berlin, ca. 1895



Caminante, son tus huellas
el camino y nada mas;
caminante, no hay camino,
se hace camino al andar.
Al andar se hace camino,
y al volver la vista atas

se ve la senda que nunca
se ha de volver a pisar.
Caminante, no hay camino,
sino estelas en la mar.

Wayfarer, only your footprints
are the path, and nothing more;
wayfarer, there is no path,

you make the path as you walk.
As you walk you make the path,
and as you turn to glance behind
you see the trail that you never
shall return to tread again.
Wayfarer, there is no path,

only wake trails in the sea.

Antonio Machado, Campos de Castilla (revised edition) 1917
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Pesentation des Travaux

Chapitres 1a 3

La premere partie de ce manuscrit pesente une introduction aux sujets principaux recessaires pour la
compehension de la deuxeme partie. Dans le chapitrg ], nous discutons de facon tes rapide quelques
aspects fondamentaux de la theorie de la Cryptologie Synetrique : ['histoire de la Cryptologie, les
schemas de chirement par bloc et en particulier le DES, et la cryptanalyse dierentielle. Dans le
chapitre [, nous proposons une etude plus pecise de la cryptanalyse lireaire, qui est tes importante
pour mes sujets de recherche. Nous avons essay de repesenter la theorie classique, mais aussi des
ceveloppements plus ecents, pour donner une vision globale du domaine. Finalement, le chapitrg] 3 est
consace a la transfornee de Walsh, en tant qu'ogeration sur les vecteurs complexes dansCF} et en
tant que transformation sur les fonctions bookennes. Dans ce chapitre, nous faisons aussi une analyse
cetailee de l'algorithme de la transfornee de Walsh rapide (FWHT).

Chapitre 4

Ce chapitre pesente une partie des esultats que j'ai introduit dans le papier [Fb22] en cetail. Nous nous
demandons comment nous pouvonselaguerpfune en anglais) l'algorithme de la transfornmee de Walsh
rapide quand les entees non-nulles et les sorties que nous voulons calculer font partie des sous-varees
anes de Fj. Plus peciement, nous nous interrogeons sur le probeme suivant :

e nition ( Elagage ane de la transformee de Walsh). Soitf : F§ | C un vecteur complexe de
longueur 2'. Nous avons des listed ;M b, des sous-espaces vectoriel§;U  Fj et des vecteurs
Xo;Up 2 F5 tels queL  xo+ X;M Up + U, et f(x) = 0 pour tout x 62L. Nous nous demandons
comment calculerib(u) pour touteement u 2 M avec le moins d'ogerations possible.

Nous proposons trois essais pour esoudre ce probeme avec dierents deges de suces. Nous avons
propos le premier dans [FN20], et cette approche est utilisable quand les sous-varees sont gereees par
vecteurs dans la base canonique. Le deuxeme n'a paset puble et repose sur l'icee de construire des
algorithmes rapides pour la transformree de Walsh paranetes par une famille de bases dé&}. Finalement,
nous decrivons la solution gererale que j'ai introduit dans [Fb22]] L'icee de cet algorithme est de eduire
la transformee objectifa une transfornee de taille plus petite. Ala n, nous obtenons le esultat suivant :

Theoeme. Dans les conditions de la ce nition pe@dente, on consicere lavaleur t =dim X=(X \ U?) =
dim U(U\ X?) . Il existe un algorithme qui peut calculerib(u) pour tout u2 M avec

jLj+ t2' + M| operations.

Nous montrons aussi que l'algorithme propos est presque optimal.

Chapitre 5

Le chapitre 5 pesente les aneliorations des algorithmes pour la cryptanalyse lireaire qui ontee proposes
dans [EN20] et [Fb22]. Ces nouveaux algorithmes sont bases sur les travaux de Collard, Standaert et
Quisquater [CSQO7H], qui proposent une nethode pour les attaques de ecugeration de clefey recovery
attack en anglais).

L'Algorithme 2 de Matsui [Mat93] est un des piliers de la cryptanalyse lireaire. Nous consicerons
une approximation lireaire de la forme h;x i + h; Wi, a1 x est le texte clair et § est letat quelques tours
avant l'obtention du chie vy. L'icee est que nous pouvons deviner une petite partie de la dernere clef

Vii
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Table 1: Resune des attaques sur des sctemas de chi rement par bloc decrits dans cette ttese.n : taille
de bloc. : taille de la clef. r : nombre de tours attages.

Complexie
Sclema n rr Type Donrees Temps Memoire Source
26 Lireaire 2611 Kp 682 M0 [FN20]
go 26 Lireaire 2608 kp 2718 2440 [EN20]
27 Lireaire 2634 DKp 2720 2440 [EN20]
PRESENT 64 28 Lireaire 2640 pKp 2774 2510 [FN20]
128 28 Lireaire 2640 pKp 2122 284:6 [EN20]
29 Lireaire 2640 pKp 2124:06 9992 [F622]
DES 64 56 16 Lireaire FLS0 Kp 24213 TS [F622]
Noekeon 128 128 12 Lireaire 2 Kp 212085 o112 [BCFE* 21]
12 :?g;ﬁgtien& 0127:92 cp 923355  l27:92 [BCD* 27]
Serpent 128 256 12 Erf;ﬁgt'e"e' 212574 Cp 9236191 12574 [BCD* 27]
12 :ijri:e:ﬁztie”e- 2118140 Cp 9242:93  9118:40 [BCD* 27]

de tour pour calculer la valeur de l'approximation. Si nous utilisons une approximation biaiee et un
nombre su sant de pairs clair-chi e, cela permet de sparer la bonne valeur de cette partie de la clef.

Le coOt naf de ce type d'attaque estO N2' , au N est le nombre de paires clair-chi e que nous
utilisons et | est le nombre de bits de clef que nous devons deviner. Dans [Mat94a], Matsui a aussi propose
une version alternative avec une complexie deO (N)+ O 22 . La version base sur la transfornee de
Walsh rapide [CSQO07b] a une complexie deO (N)+ O 12' . L'attaque consiste en deux phases : au
cebut, nous construisons une table contenant les informations relevantes relatives aux paires clair-chi e.
Dans la deuxeme phase, nous appliquons la transformee de Walsh sur cette table, nous multiplions
ses entees par une table pecalcuke d'autovaleurs, puis nous appliquons la transformee de Walsh une
deuxeme fois.

Nous consicerons deux familles d'aneliorations sur ce type d'attaque :

" Premerement, nous consicerons des aneliorations qui n'utilisent aucune modi cation de 'algorithme
de la transformee de Walsh rapide en lui-méme. Dans [FEN20], nous avons propos une version ma-
tricielle de l'attaque de Collard et al. adapte pour un nombre arbitraire de tours de ecuperation
de clef au cebut eta la n du sctema. Nous avons cererali® cette version dans [Fb22] vers une
version qui peut utiliser des vecteurs de dimension arbitraire. Nous avons aussi consicee les adap-
tations recessaires de l'algorithme pour Il'utiliser dans le contexte des attaques lireaires multiples,
comme nous avons monte dans[[EN20].

Nous consicerons aussi des aneliorations bases sur lelagage de la transformee de Walsh rapide.
Le key scheduleinduit des relations qui peuvent etre utilisees pour eduire la complexie des trans-
formees de Walsh, comme nous avons monte dans[ENZ0]. Dans la méme objectif, nous pouvons
aussi utiliser les zros dans les spectres de Walsh des fonctions de tour avec le méme but.

Ces contributions sont utiliees pour proposer de nouvelles attaques sur PRESENT (jusqua 28 tours
pour la version de 80 bits et jusqua 29 tours pour la version de 128 bits), le DES eNoekeon (jusqua 12
tours). Ces attaques sont pesentes dans le tablea[]l. Dans le cas de PRESENT, les nouvelles attaques
sont les premeres sur 28 et 29 tours. Dans le cas du DES et ddoekeon , nous proposons les attaques
avec la meilleure complexie en donrees par rapporta ce qui a cecpet propo®e dans la literature.

Chapitre 6

Le chapitre 6 met en avant le travail cooperatif avec Marek Broll, Federico Canale, Nicolas David, Gregor
Leander, Mara Naya-Plasencia et Yosuke Todo qui ontet publes dans [BCFE * 21] et [BCD* 22]. Le but
est d'aneliorer la complexie des attaques de ecugeration de clef en utilisant les proprees des botes

S attentivement. Dans ce type d'attaques, il arrive souvent que nous ayons besoin d'une partie de la
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sortie d'une bote S, par exemple un seul bit. Pour ceterminer cette partie de la sortie de la bo'te S, nous
n'‘avons pas toujours besoin de tous les bits d'entee. Cela nous permet de eduire le nombre de bits de
clef que nous devons deviner.

Nous nous ineressons particulerement aux descriptions des bo'te S utilisant des diagrammes ou
arbres de cecision binaires pinary decision diagramsou BDDs). Chaque n ud demande un bit de parie
de I'entee, et nous choisissons une branche selon sa valeur. Apes quelques requétes, nous arrivons sur
une feuille puis nous ecuperons la valeur de la fonction souhaiee. Nous pouvons mesurer le coot d'une
attaque utilisant cette strakgie par rapporta l'attaque \nasve"a partir du quotient entre le nombre de
feuilles de I'arbre (cenot nbleaves) et le nombre d'entees possibles 2.

Nous proposons des algorithmes qui trouvent des diagrammes optimaux pour une fonction bookenne,
et nous discutons l'utilisation de ce type de technique pour les familles d'attaques plus connues : la crypt-
analyse dierentielle et la cryptanalyse lireaire. Finalement, nous cecrivons les attaques dierentielles-
lireaires sur 12 tours de Serpent qui ontee proposes dans [BCD' 22], et qui se trouvent aussi dans le
tableau 1.

Chapitre 7

Dans ce dernier chapitre, nous discutons les approximations lireaires de la permutatiorGimli qui ont
et proposes dans [FLN* 20] (Best Paper Awarda Asiacrypt 2020) et [FLN* 21]. Ces papiers sont issus
d'une collaboration avec Gaetan Leurent, Mara Naya-Plasencia, leo Perrin, Ande Schrottenloher et
Ferdinand Sibleyras, ai nous proposons diverses cryptanalyses des primitives synetriques bases sur
Gimli.

Parmi ces contributions, j'ai eali® uneetude des proprets lireaires de Gimli en utilisant des tech-
nigues bases sur la mocelisation avec MILP [MWGP11]. Le chapitre commence avec un esune de
l'utilisation de ces techniques, apes lequel nous proposons letude desimli. Nous montrons I'existence
d'une approximation lireaire avec une corelation caree estirree de 23676 sur la permutation compete.
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Mathematical Notation

jAj denotes the cardinal or number of elements of a seA.

Given a matrix A over any eld, we will denote the element in the i-th row and the j-th column
ajj .

Given two matrices A;B over any eld of sizesm n andp @, the Kronecker product, denoted
A B,isthemp nq block matrix:

0
a;1B aim B
A B=B - .
an1B anm B
For arrays of arbitrary dimension d, we will use the notation X[iy;iz;:::;iq] to access individual

entries. Sometimes it will also be used for vectors and matrices to avoid confusion, especially when
there are other subscripts.

GL(U; V) denotes the group of all linear mapsL : U ! V between the vector spaceJ and the
vector spaceV.

Letf :A B! C beany map dened on a product of setsA B. Giveny 2 B, we will denote
by f (;y) the trace map, that is:

f(;y): A ! C
X 7! f(x;y)

Binary vectors

The eld with two elements is denoted F, = f0; 1g. We denote the addition in this eld by x +y
and the product by x y or xy. For additions of elements of F, as integers (that is, considering
1+ 1 =2) we will use the symbol x .

The binary vector space of dimensionn is denotedF}. Given x 2 F§ andi 2fn 1;:::;0g, X
denotes itsi-th coordinate from the right, where xq is the least signi cant and x, ; is the most
signi cant bit. Bitwise addition or XOR in F} is denoted byx + y, although in some cases such as
cipher speci cations we usex .

P
If x;y 2 F} are two binary vectors, then hx;yi = inzol X; Yyi denotes their inner or dot product.
If hx;yi =0 we say x and y are orthogonal, which we denotex ? .

Given a binary vector x 2 F§, wt(x) = {‘:lei denotes its Hamming weight or number of non-zero
coordinates.

Given x; 2 F3, xj 2 F‘Q’t( ) will denote the vector of length wt( ) whose components are the
coordinates ofx corresponding to non-zero entries of .

Given some binary vector of arbitrary length x, we will denote said length byjxj.

note by (Xjy) = (Xn 1;:::;X0;Ym 1;:::;Yo) the vector in F) FI' = F3*™ which is obtained by
concatenating the coordinates ofx and y.

Xiii
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Table 2: De nitions, notations and properties of some probability distributions.

Bernoulli distribution Be(p)

A discrete distribution which takes value 1 with probability p and 0 otherwise.
Probability function: Pr(X =1)= p; Pr(X =0)=1 p
Expected value: p Variance: p(p 1)

Binomial distribution B(p;n)

The sum of n independent Bernoulli random variables Bef).
Probability function: Pr(X = k) = E p“@ p)" K; k=0;:::;n
Expected value: np Variance: np(p 1)
For a large value ofn and a value ofp not too close to 0 or 1, this distribution can be approximated
by the normal distribution of the same expected value and variance.

Hypergeometric distribution HG(K;N;n)

The distribution of the number of successes amongg N draws without replacement of a
population of size N containing K , N marked glements.

@ E A@ N E A
n
Probability function: Pr(X = k) = 0 1 © k=0:::::n
@A
k
Expected value: nf- Variance: nf-N KN

This distribution can be approximated by the normal distribution of the same expected value and
variance, although the resulting error depends on the parameters.

Normal distribution N(; ?2)

M 2
Probability density function: ., :(x) = pt—e =), = o
X 2
Cumulative distribution function: ()= ] etse (=), = oy
Expected value: Variance: 2

Folded normal distribution FN (; 2)

The distribution of the absolute value of a normal random variable of the same parameters.
X 2 X+ 2
Probability density function: p% e 1) + ¢ ()

Non-central chi-square distribution  2( ); 2 = 2(0)

The distribution of the sum of m independent variablesN ( ;1) verifying = " . 2. The

1
distribution is said to have m degrees of freedom and non-centrality parameter .
Cumulative distribution function: m (X); m= mo
Expected value: m + Variance: 2(m+2 )
For a large enough value ofm, this distribution can be approximated by the normal distribution of

the same expected value and variance.
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Chapter 1

Introduction to Symmetric
Cryptography and Cryptanalysis

This rst chapter acts as a brief overview of some fundamental concepts in the eld of symmetric cryp-
tology, with an intentional focus on those of particular interest to the contributions which constitute
the second half of this thesis. The topic of linear cryptanalysis, which is integral to several chapters, is
covered in-depth in Chapter[3.

Cryptography is the practice of protecting communications against a malicious adversary (as opposed
to, for example, natural noise). This includes preserving the secrecy of communications against eaves-
droppers, but also covers methods which provide other types of protection, such as techniques which
impede an adversary from impersonating a friendly party. Cryptanalysis is the name given to all the
techniques which aim to locate weaknesses in cryptographic schemes. The namwyptology is often used
to denote the science which encompasses both elds.

Contents
(1.1 History of Cryptology . . | . . . . ... ... ... ... 3
1.2 Symmetric Cryptography . .|. . . . . . . . . ... 5
[1.2.1 Block Ciphers|. . . . . . . . . 5
[1.2.1.1 Block Cipher Constructions|. . . . . . ... ... ... .. ....... 6
[1.2.1.2  Block Cipher Modes of Operation| . . . . . .. ... .. ........ 7
[1.2.2  Other Symmetric Constructions} . . . . . . .. .. ... ... ... . ...... 9
[1.2.2.1  Stream Ciphers. . . . . . . . . . . e 9
[1.2.2.2  Cryptographic Permutations|. . . . .. .. .. ... ... ....... 9
[1.2.2.3  Cryptographic Hash Functions| . . . . .. .. ... ... ........ 10
[1.2.3  The Data Encryption Standard (DES) | . . . . ... ... ... ... ...... 10
1.3 Symmetric Cryptanalysis . . | . . ... ... ... .. ... ... 11
L3731 Affack Scenarios . . . . . . .. .. ... 13
[1.3.2 Dierential Cryptanalysis | . . . . . . .. .. . ... ... 14
[1.3.2.1 Dierenfials and Dierenfial Characteristics 1 . .. ... .. ... .. 14
[1.3.2.2  Dierential Key Recovery Attacks |. . . . .. ... ... ... ..... 16
[1.3.2.3  Boomerang and Rectangle Attackg . . . . .. .. ... ... ... ... 17

Section[1.] provides some basic historical context on the development of cryptology and cryptanalysis.
Section[1.2 is an overview of the common constructions which are used in symmetric cryptography, with
a speci c focus on block ciphers. It also contains the speci cations for the DES[[DES77] as a concrete
example. Finally, Section[1.3 outlines the theory of the cryptanalysis of block ciphers, and explains the
principles of di erential cryptanalysis.

History of Cryptology

The human desire to protect secrets is probably as old as their ability to communicate. Although
whispering may have provided an acceptable solution to our far ancestors, the invention of the written
word led to the following problem: how to secure communications when they take place through letters or

other written messages which may be intercepted. Ancient history and legend provide several examples

3
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of techniques used to transform orencrypt messages oplaintexts into seemingly nonsensicatiphertexts
which can nonetheless be turned back into the original message if a secrdecryption trick is known.
Most of these methods rely on either thetransposition or rearrangement of the message's symbols or the
substitution of the symbols by other symbols in the same or a di erent alphabet. However, these early
cryptographers would soon nd their methods compromised by the rst cryptanalysts. For example,
simple substitution ciphers can be broken by studying the relative frequencies of each of the symbols, as
they should mimic the relative distributions of the letters of the alphabet. The history of cryptology is
the history of the back-and-forth between cryptography and cryptanalysis.

One of the fundamental principles of cryptography was stated by the Dutch scholar Auguste Ker-
chko s [Ker83] in the late 19th century, and has come to be called Kerchko s's principle or desideratum.
It states that the security of a cryptographic scheme must never rely on the obfuscation of the scheme
itself, and must instead depend on a randomly generatedtey. Such an encryption scheme has two inputs:
in addition to the plaintext, it takes a key, which is a random sequence of characters (for example, a string
of bits); and a single output, which is the ciphertext. Without the key, it is impossible to recover the
plaintext from the ciphertext. This ensures that the scheme will still be secure even if an eavesdropper
has full knowledge of the way it was designed. In general, a cryptographer must never underestimate the
capabilities of a potential adversary. The use of keys also has practical advantages: for example, keys
can be changed periodically so that, should one of them fall in the hands of the adversary, they would
still only be able to access the portion of the correspondence in which that speci ¢ key was used.

The Second World War constitutes a watershed moment in the history of cryptology. The Germans
conceived the Enigma and Lorentz machines to be used in their eld and high-level communications,
respectively. Both machines performed an elaborate substitution cipher by means of passing electrical
signals through moving rotors and a telephone-like switchboard. These systems were broken thanks to
persistent e orts by Polish and British cryptanalysts, whose achievements would sadly remain classi ed
and largely unrecognised by the public for decades after the end of the War. These cryptanalysis activities
were only possible thanks to the development of the rst electromechanical and fully electronic computers.
From this point onwards, computers would become essential tools to both cryptography and cryptanalysis.

Another eld which would prove to have a very close relationship with cryptology was mathematics.
The theoretical foundations of cryptography would be laid down thanks to the development of information
theory. In particular, Shannon [Sha48] showed that it is possible to construct anunconditionally secure
cipher, in the sense that any adversary is provably unable to deduce anything about the plaintext from
the ciphertext without any prior information about the key. This cipher is known as the one-time pad,
equivalent versions of which had already been described by Miller and Vernanm [Mil&2, Ver19]. The one-
time pad encrypts a plaintext by substituting each symbol with another in the alphabet according to a
key that's as long as the message itself. For example, if both the message and the key are bit strings,
the ciphertext is obtained by xoring the key to the plaintext. Although it has very good theoretical
properties, it has several practical problems. In particular, it requires the secure exchange of keys which
have the same length as the message, and information about the plaintext can leak if the key is not
generated in an adequate manner_[Benl2].

Modern cryptography understands security in terms of computational cost: most if not all current
cryptosystems can be broken by following some kind of generic attack method. For example, if the key
consists of a string of 128 bits, an adversary may just try to decrypt a message using all the possible
keys until they obtain a plaintext which makes sense. This would require the attacker to perform 228
test decryptions, which is generally considered to be out of reach to the computers of today and the
near future. Of course, the possibility still remains that some unknown shortcut exists which would
permit an attack to be performed at a much smaller cost. It is the role of cryptographers to make their
designs known to the community, and the role of cryptanalysts to examine them to try and locate such
vulnerabilities. Con dence in a construction should be only as deep as the community’'s scrutiny of it.

There are three main security goals a cryptographic system may wish to accomplish:

" Condentiality: The interlocutors must be able to exchange encrypted messages which, even if
intercepted by a third party, would reveal none of their contents.

~ Authenticity: The interlocutors must be able to con rm each other's identities when exchanging
messages so that it is impossible for a third party to impersonate them.

Integrity: It must be impossible for a third party to alter the content, replace or forge messages
between the interlocutors without being noticed.

For example, the historical encryption methods discussed in the paragraphs above mainly aimed to
achieve con dentiality. They also provide some degree of authenticity and integrity, as an adversary
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would be unable to encrypt their own fake plaintexts and produce decryptable ciphertexts. However, an
attacker may obtain a copy of a ciphertext and then send it at a later time pretending to be a legitimate
interlocutor, or even use the old ciphertext to substitute a new message (for example, swapping a message
saying \Attack now" for a copy of an earlier message saying \Stand by" may have massive real-world
consequences). This kind of exploit highlights the fact that well-designed cryptographic constructions
may still be vulnerable if they are used as part of badly-designed protocols. There are also situations
in which con dentiality may not be desired, but other aspects may be of interest: for example, someone
may wish to prove their authorship of a publicly available document by means of an attacheddigital
signature.

Another consequential development was the introduction ofpublic-key or asymmetric cryptography
in the late 70s. Traditional cryptography is private-key or symmetric, in the sense that all (pairs of)
interlocutors share the exact same key and have the same encryption and decryption capabilities. The
fundamental concept of asymmetric cryptography was outlined by Di e and Hellman [DH76], and the
rst public-key cryptosystem was introduced by Rivest, Shamir and Adleman [RSA78]. Asymmetric
cryptography uses pairs of associated keys which are linked by some mathematical problem which is
considered di cult to solve. For example, RSA uses a private key which consists of two large prime
numbers, and both primes are multiplied to obtain the public key. Reconstructing the private key from
the public key is achieved through factorization, which is considered to be a hard problem. The public
key, as its name implies, can be distributed to the public, while the private key is kept by the person who
generated it. In the case of encryption, anyone can use the public key to send messages, but the private
key, which is held only by the intended recipient, is required in order to decrypt them. In the case of
digital signatures, only the private key can be used to generate signatures, but anyone can use the public
key to check their validity.

There are several important di erences between public-key and symmetric cryptography beyond their
fundamental design purpose which heavily in uence their deployment in the real world. The security
of asymmetric constructions tends to rely on mathematical problems which are believed to be of high
computational complexity, such as factorisation or the discrete logarithm. On the other hand, symmetric
constructions often lean more heavily towards the lack of known attacks as a security argument: if no
vulnerabilities have been found after years of close examination by cryptanalysts, then a construction
may be considered trustworthy. However, this is a blurry line: asymmetric cryptology also uses crypt-
analysis e orts as a security argument, and there are many symmetric constructions with security proofs.
Another signi cant di erence is the computational cost: public-key cryptography most often requires
more computational resources to implement. Many applications thus use public-key cryptography as a
key establishment tool, so that communication can continue using private-key cryptography.

Perhaps the most fundamental shift to be experienced by cryptology in recent decades has been the
gradual move towards public research and widespread use. Until the mid-20th century, cryptography
was a eld very closely associated with the a airs of the military and the state, and most research was
carried out behind closed doors. The development of computers and later computer networks and the
Internet generated a lot of interest in cryptography from the private sector at rst and from public
research institutions shortly after. This increased interest eventually led to the formation of a community
focusing on the development (and sometimes rediscovery) of ideas and techniques in cryptography and
cryptanalysis with the sole aim of bene ting the general public. This ever-expanding library of public
knowledge would eventually prove essential to the current age of computer-based communication.

Symmetric Cryptography

This section presents the basics of block cipher construction and use, and as an example, we describe
the speci cation of the DES [DES77]. We also discuss other common constructions which fall under the
umbrella of symmetric cryptology, such as stream ciphers and hash functions.

Block Ciphers

Block ciphers are one of the most commonly-used constructions in symmetric cryptography. A block
cipher encrypts plaintexts or blocksof a xed number of bits, usually 64, 128 or 256, using a secret key
which usually also has a xed length.

De nition 1.1 (Block cipher). A block cipher E of block lengthn and key size isa mapE : F} F, !
F5 for which Ex = E( ;K) is a bijective map (often called permutation in the cryptology literature)
for any key K 2 F,. Given a xed key K, this map takes a plaintext x and returns a ciphertext
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Figure 1.1: Diagram of anr-round key-alternating block cipher.

y = Ex (X). The map Ex is called the encryption map. Meanwhile, for every keyK, there exists an
inverse decryption map map E 1 We also write E 1(y;K) = Eq L(y) as a slight abuse of notation.

Of course, not every mapE which satis es the previous de nition would make for a useful block
cipher, as there are several performance and security constraints which must be satis ed. In terms of
performance, when the keyK is known, the encryption and the decryption operations should be possible
to perform at a very low computational cost. This ensures that large quantities of data can be encrypted
and decrypted in a short time in a multitude of application scenarios. On the other hand, we also wish the
block cipher to be secure. For example, it should be computationally di cult to obtain any information
about the key K by examining pairs of plaintexts and ciphertexts or by querying a black box which
computesEx . Ideally, we wish the permutation Ex to be virtually indistinguishable from a randomly
sampled permutation of F3, a notion which will be explored in more detail in Subsection T.3.1L.

Block Cipher Constructions

There are several common constructions which are used in many block cipher designs. Most block ciphers
are iterative or product ciphers in the sense that they consist of the consecutive application of simpler
rounds. Each round applies some (possibly key-dependent) transformation which is easy to compute,
the aim being that a secure block cipher is obtained after enough rounds have been applied. The key
material which is used in each round is called theound subkey The round subkeys are generated from
the master key K by means of akey schedule Each of the intermediate results or registers on which the
round transformations are applied is often called thestate.

Many iterative block ciphers can be described akey-alternating [DRO2], which means they alternate
between bitwise key additions and a round transformation which is independent of the key:

De nition 1.2 (Key-alternating block cipher). E:F; F, ! b is an iterative key-alternating block
cipher if it can be written as a composition of the following form:

Ex =ARK ., F, ARKg, ARKy, F» ARKk, Fi ARKg,; (1.1)

1
where F; : F5 | FJ are the (bijective) round functions and ARKg, : F; ! F5 (ARK standing
for Add Round Key) are the round key additions, in other words, ARKk,(x) = x K;. The map
ARK g, F; is called thei-th round. The round keysKy;:::;K, are determined using thekey schedule

KS:F, | FU*n
It is clear that the decryption map for a key-alternating block cipher is as follows:
Ex'=ARK ¢, F; ' ARKg, F,' ARKg, ARKy, , F, ' ARKy,: (1.2)

Please note that although a block cipher may t De nition 1.2,|the speci cation may di er from this
description. For example, round and subkey numbering may be di erent, or the key addition may be
considered as the rst step of the round instead of the last. In other cases, the key-alternating structure
may be somewhat hidden (for example, when the round subkey is only xored to part of the state).
Whenever a speci ¢ block cipher is discussed in this text, we will use the round numbering and naming
conventions used in the original speci cation.

In more speci c terms, there are several typical iterative constructions which appear regularly in
proposed block ciphers and which have received a lot of analysis:

" Feistel networks: First used by Feistel and Coppersmith while designing ciphers at IBM in the
early 70s, this construction would become quite popular, and was the basis of the Data En-
cryption Standard or DES [DES77]. Other examples include GOST [[GOS89], Blow sh[[SchS3],
Two sh [SKW * 98], Camellia [AIK* 00], CLEFIA [SSA* 07], Simon [BSS" 13] andSpeck [BSS" 13].
The state of a Feistel cipher consists of two parts of equal lengthX; = (L;;R;). Every round, the
transformation (Li+1;Ri+1) = (Ri;L; f(Rj;Kj)) is applied, wheref can be any (not necessarily
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Figure 1.2: The round functions of a Feistel network (left) and an SPN (right).

bijective) function from ngz FX to FS:Z. The security properties of this construction have been
largely studied in works such as that of Luby and Racko [LR88], and several generalisations have
been proposed, such as the Lay-Massey construction [LM90] and generalised Feistel networks.

Substitution permutation networks (SPNs):  This is also a construction with a long history (it was
already described by Feistel in[[Fei78]). The round function of an SPN consists of two operations:
the parallel application of small non-linear maps called Sboxes (often called the Sbox layer or
substitution layer), and a linear transformation on the whole state (often called the linear layer or
permutation layer). The idea is that the Sboxes provide a highly complex but local transformation
of the state (often called confusion), while the linear layer provides a less complex but global
transformation (often called diusion ). SPN block ciphers often incorporate the round key by
xoring it to the state, thus making them key-alternating block ciphers. The term SPN is often
reserved for ciphers in which the linear layer is a permutation of the bits or the words of the state,
such as with PRESENT |[BKL * 07], RECTANGLE [ZBL * 14] and GIFT [BPP_* 17]. There are other
ciphers which use linear layers which are not bit permutations but which are still referred to as SPN
in the literature, such as the Advanced Encryption Standard or AES [AES01], Serpent[[BAK98] and
Noekeon [DPVAROQ]. A common approach to the construction of linear layers [DR02] is to divide
them into a mixing layer and a transposition. For example, the 128-bit AES state consists of 16 8-
bit words which are seen as elements df,s and arranged in a4 4 grid. The Sbox layer SubBytes
applies a nonlinear map to each of the 8-bit registers. The mixing layer MixColumns applies a
linear transformation on each column of the grid which is given by a matrix in GL(F‘Z‘8 ; F‘Z‘B). The
transposition layer ShiftRows applies a permutation on the words of each row of the grid.

~ Add-rotate-XOR (ARX) constructions: ARX constructions divide the state into several registers of
the same number of bitsl and apply three basic operations on them: addition modulo 2 circular bit
rotations and bitwise XOR. The aim is to obtain primitives with very good software performance, as
all these operations are included in most processors' instruction sets. Well-known examples include
the stream ciphers Salsa20 and ChaCha [Ber08] and the block cipher family SPECK [BS33].

These constructions can be used in primitives other than block ciphers and are not mutually exclusive,
but most block ciphers adhere to at least one of them. Another important feature of cipher design is
the key schedule. Badly-designed key schedules can lead to several kinds of attacks, such as meet-in-the-
middle [DH77] and slide [GT78,[BW99] attacks.

Block Cipher Modes of Operation

On its own, a block cipher E can only encrypt plaintexts which have a xed length which is equal to the
block sizen, usually 64, 128 or 256 bits. For messages which do not t this xed length, it is necessary
to de ne a mode of operation which describes how longer inputs will be handled. The message has to be
divided into blocks of n bits, and in some cases we may need to de ne a padding scheme which extends
the message length to a multiple ofn. We must also choose how to feed these-bit blocks through the
block cipher. The NIST recognises ve modes of operation which provide message con dentiality [NISO1]:

" Electronic codebook (ECB): In ECB mode (Figure ), each block is encrypted independently
with E. Although it has some advantages such as the ability to individually decrypt any segment
of the message, it provides weak security. For example, since identical plaintext blocks result in
identical ciphertext blocks, an adversary might be able to identify repeating blocks in the message.

" Cipher block chaining (CBC): In the widely-used CBC mode [EMST76)] (Figure), the output
of the encryption of each block is used to whiten the input of the next block. This has the result
of erasing any patterns in the plaintext from the ciphertext. Any change in a plaintext block
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Figure 1.3: Encryption and decryption in the electronic codebook (ECB) mode.

Y1 ] [ ¥2 1]
€3]« £
I N
] X2 ]

[
X1

[ X1 ]

IV 1] [ Xo ] X2 1 [ [ Yo 1]
[ iy VN iy
84

Figure 1.4: Encryption and decryption in the cipher block chaining (CBC) mode.
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Figure 1.5: Encryption and decryption in the cipher feedback (CFB) mode.

Figure 1.7: Encryption and decryption in the counter (CTR) mode.

propagates to all subsequent blocks. The rst block is whitened using a random initialization

vector IV . In general, the initialization vector is considered to be a nonce, that is, a non-secret
string which is only used once. This also adds the advantage that the same message will produce
di erent ciphertexts each time it is encrypted.

" Cipher feedback (CFB): In CFB mode (Figure [L.5), each output block of the encryption is fed
through the block cipher and then xored to the next input block. This mode will also erase any
patterns in the plaintext. It has some advantages over CBC mode: in particular, it is not necessary
to implement the block cipher decryption, asE is used for both encryption and decryption. It also
removes the need for plaintext padding, as it su ces to truncate the last output of the block cipher
to the appropriate size.

" Output feedback (OFB): OFB mode (Figure ) uses the block cipher to construct a stream
cipher (see the next section). By feeding an initialisation vector through multiple iterations of E, a
keystream is obtained, which can be xored to the plaintext to obtain the ciphertext, in an analogous
manner to the one-time pad.

" Counter mode (CTR): CTR mode (Figure ) also operates as a stream cipher. Each plaintext
block is xored to the output of the block cipher, which is fed an input which consists of a nonce and
a counter which indicates the position of the block in the plaintext. This mode has the advantage
that it is possible to encrypt and decrypt individual blocks of the message independently.

In addition to these con dentiality-only modes, additional modes exist for authenticated encryption.
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Along with the ciphertext, these modes produce a tag or message authentication code (MAC) which can
be used to check the authenticity of the message. Some authenticated encryption schemes consist of an
encryption mode with an attached tag computation, while others compute both at the same time. In
recent years, attention has been given to authenticated encryption with associated data (AEAD), which
permits binding some unencrypted associated data to the ciphertext, in such a way that the associated
data is also authenticated.

Other Symmetric Constructions

In addition to block ciphers, there are other common basic primitives and constructions in symmetric
cryptography, which can be used in situations in which a block cipher would be impractical (stream
ciphers) or where an objective other than encryption is desired (hash functions). Since the aim of this
section is just to familiarise the reader with some common cryptographic algorithms which are not block
ciphers, we will not consider a rigid classi cation: for example, a block cipher in OFB or CTR mode can
be considered a stream cipher.

Stream Ciphers

Stream ciphers are motivated by a desire to use a more practical version of the one-time pad. Instead of
generating a random key which is as long as the plaintext, a shorter master or seed key is shared between
the interlocutors, and some expansion function is applied to it in order to obtain a pseudorandom bit
sequence, called the keystream, which can be xored to the plaintext. Stream ciphers are often simpler to
implement and are frequently used when the length of the plaintext cannot be determined in advance, as
happens for example in telephone calls.

Many stream cipher constructions consist of three distinct parts:

~ An initialisation function , which takes the master key and potentially a nonce, and uses them to
populate an initial internal state.

~ An update function which transforms the internal state, and is applied repeatedly. Update functions
based on linear feedback shift registers (LFSRs) and nonlinear feedback shift registers (NLFSRS)
are quite popular.

" An extraction function which generates a segment of keystream from the state between applications
of the update function.

There are other approaches to stream cipher design. ChaCha [Ber08], which is one of the most
commonly-used stream ciphers, is built around an ARX-based pseudorandom permutation which is used
in counter mode. The 256-bit seed key is incorporated to the input of the permutation along with the
nonce and the counter.

Cryptographic Permutations

Cryptographic permutations can be used as a building block in symmetric primitives, such as the Even-
Mansour construction [EM91] or the sponge and duplex constructions and their variants [BDPAOY].
Cryptographic permutations are thus part of all kinds of primitives, from block and stream ciphers to
hash functions and even AEAD primitives.

Informally speaking, a cryptographic permutation is a relatively easy to compute bijective map from
F5 to itself which behaves like a randomly sampled permutation, in other words, a block cipher without
a key. When used as a symmetric primitive, we desire that the resulting construction has the same
security as if a true random permutation had been used, and that there are no attacks which make use of
the speci ¢ structure of the cryptographic permutation. For example, in the case of sponged [BDPAQ7],
this principle is called the hermetic sponge strategy there should be no special properties ostructural
distinguishers speci c to the permutation which could be leveraged by an attacker, so that the only
possible attacks are those generic to any permutation.

Also of interest to cryptologists are pseudorandom functions, which are de ned in the same way
but excluding the bijection requirement. Pseudorandom functions are quite di erent objects from a
cryptographic perspective, however, as the presence of collisions of the tyggx) = f (y) can have major
e ects on security. It is possible to obtain a permutation from a pseudorandom function by using several
di erent constructions, such as the Feistel network.
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Cryptographic Hash Functions

Although hash functions feature no key and thus do not technically fall under neither symmetric nor
asymmetric cryptography, they are often considered to be part of the former because of the similarities
in both design and cryptanalysis. A hash function is an easy-to-compute mapd which takes a bit string

of any length as an input and outputs a hash which has a xed length. Hash functions have a lot of
uses in computer science inside and outside of cryptography. Cryptographic hash functions in particular
have several applications, such as digital signatures and password management. In order to be considered
cryptographically secure, a hash function must have the following properties:

1. Preimage resistance: Hash functions should be one-way functions. Given a target hasly, it must
be dicult to nd a preimage x which hashes toy, that is, y = H (x).

2. Second preimage resistance: Given an input X, it should be di cult to nd a second message x°
with x°6 x so that both messages have the same hash,(x) = H (x9.

3. Collision resistance: It should be di cult to nd collisions of the hash function, that is, pairs  x; x°
for which H (x) = H (x9.

The most recent NIST standard for cryptographic hash functions consists of the SHA-3 family of hash
functions [SHA1E], which was the result of a selection process and comprises functions generating hashes
of 224, 256, 384 and 512 bits based on theeccak sponge construction. The same standard includes the
extendable output functions (XOFs) SHAKE128 and SHAKE256, which can produce outputs of arbitrary
length d.

The Data Encryption Standard (DES)

After the general discussion of symmetric cryptography constructions in the previous pages, we will now
describe a concrete example, which also happens to be a target for cryptanalysis in Chap{er 5. The Data
Encryption Standard or DES is a 64-bit block cipher using a 56-bit key which was initially developed
by Horst Feistel at IBM. This block cipher was presented to the US National Bureau of Standards or
NBS (the organism which would eventually become the National Institute of Standards and Technology
or NIST). After a few modi cations, the DES standard was published in 1977 [DES7T7].

The DES manipulates a 64-bit state (_;R) which is divided into two 32-bit halves. The state is
initially populated by rearranging the plaintext (denoted P in the speci cation) according to a xed
initial permutation [P . The cipher operates as a 16-round Feistel network. The round functiorf has a
32-bit string and a 48-bit round subkey as inputs and outputs a 32-bit string. After sixteen rounds, the
left and right parts are swapped, and the inverse initial permutation is applied to obtain the ciphertext.
Since the initial permutation is irrelevant to cryptanalysis, it will be ignored in the rest of this text, thus
denoting P = (Lg;Ro) and C = ( Ryg; L16).

The round function f : F32  F38 | F32 consists of four steps:

1. The 32-bit input R is expanded to a 48-bit string using a xed expansion mapE. Each bit of the
output string is a copy of one of the input bits, as given by the following table:

Output bit 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32 31 30 29 28 27 26 25 24
Input bit 1 0 31 30 29 28 27 28 27 26 25 24 23 24 23 22 21 20119 20 19 18 17 16 15
Output bit 232221201918 17 16151413121110 9 8 7,6 5 4 3 2 1 0
Input bit 116 1514 131211121110 9 8 17 8 7 6 5 413 4 3 2 1 031

2. The resulting 48-bit word is xored to the round subkey.

3. The 48-bit result is divided into eight 6-bit words. A dierent 6-to-4-bit Sbox S; : F§ ! F§
is applied to each one of these eight segment&§; being used on the leftmost part andSg being
used on the rightmost part. The eight Sboxes are given as a set of lookup tables. They have the

this operation is a 32-bit string.

4. The output of f is obtained by applying a xed bit permutation P, given by the following table,
on the result of the previous step.
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Algorithm 1:  Data Encryption Standard Algorithm
Input: A 64-bit plaintext P. 16 48-bit round subkeysK;; i =1;:::;16.
Output: A 64-bit ciphertext C.
(Lo;Ro) IP(P);
for i 1to 16do

Li Ri 1

Ri L1 f(Ri 1,Kj);
end
C IP (R;lie);
return C,;

Algorithm 2:  DES key schedule
Input: A 64-bit master key K, including 8 parity check bits.
Output: 16 48-bit round subkeysK 1;:::; K 16.
(Co;Do) PCa(P);
fori 1to 16do
Ci  LSpi(Ci 1);
Di  LSpi(Di 1)
Ki  PCy(Ci;Di);
end

Output bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Input bit 116 251211 320 4153117 9 62714 122

Output bit 151413121110 9 8 7 6 54 3 2 1 0
Input bit 13024 818 0 52928 1319 226 1021 28 7

We now focus our attention on the key schedule. The 56-bit key is given as a master kel of 64
bits, where the bits K [8i] are used as parity checks. This key is loaded into two 28-bit registersg; Do)
using a xed permutated choice P C;. Since this permutated choice is irrelevant to cryptanalysis, we will
assumeK = (Cy;Dyp) in the rest of this text. For each round, both registers are rotated to the left by
either 1 or 2 bits, an operation denoted byLS,y. The number of bits p(i) is given by the table:

Round i'1 2 3 4 5 6
2 2

9 10 11 12 13 14 15 16
p(i) 11 2 2 12

7 8
2 2 2 22221

We note that by the last round we have returned to the same value as the initial registers Co; D).
This means that DES decryption can be implemented by making a very slight modi cation to the key
schedule implementation. The round subkeysK; are extracted from (Ci; D;) using a xed permutated
choiceP C;:

Output bit 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32 31,30 29 28 27 26 25 24
Input bit 142 39 45 32 55 51 53 28 41 50 35 46 33 37 44 52 30148 40 49 29 36 43 54

Output bit 232221201918 1716151413121110 9 8 7,6 5 4 3 2 1 0
Input bit 115 42519 9 12616 51123 812 717 02213 10 14 6 20 27 24

The DES would see widespread adoption in all sorts of applications in the decades following its
standardisation. However, the relatively small block and key lengths were already a concern upon its
proposal [DH77], and by the mid-90s it was considered that its security was severely lacking. In addition,
several statistical attacks on the full speci cation such as Biham and Shamir's di erential cryptanaly-
sis [BS92] and Matsui's linear cryptanalysis([Mat93] Mat94a] also eroded con dence in its security. This
encouraged NIST to launch a selection process to designate a successor to the DES featuring larger block
and key sizes, and whose design would acknowledge the recent advances in cryptanalysis. The designated
winner of this process would be a proposal by Daemen and Rijmen called Rijndael [DR99], which would
become the Advanced Encryption Standard or AES[JAESO1] in 2001.

Symmetric Cryptanalysis

This section will discuss some basic aspects of the cryptanalysis of block ciphers, as the topics covered
by several chapters of this manuscript fall under this category. We will start by providing a rough
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classi cation of attacks on block ciphers. The section continues with a very brief overview of one of
the most widely-studied families of attacks on block ciphers and other symmetric primitives in general:
di erential cryptanalysis. We also discuss a variant of the di erential attack in the form of boomerang and
rectangle distinguishers. Chapter[ 2 consists of a much more in-depth discussion of another well-known
family of attacks: linear cryptanalysis, as it is the subject of a substantial part of my work.

Attack Scenarios

When the rst cryptanalysts attempted to break early forms of encryption, their main objective was to
extract information from some ciphertext which was intercepted in the real world. Modern symmetric
cryptography, however, relies on the work of cryptanalysts in order to accurately assess the security of
most primitives. This constitutes a major shift in perspective regarding the objective of cryptanalysis:
while in the past most attacks had to be feasible in practice, modern cryptanalysts often consider attacks
which would be completely impractical with current equipment. In general, we tend to consider attacks
in scenarios which are much broader than what is actually possible to execute in the real world. This
aims to create a reasonably large gap between the maximum capabilities of real-world adversaries and
the capabilities which would actually be needed in order to attack the construction.

In attacks on block ciphers, we often consider that the keyK is xed and unknown to the adversary.
We can classify these attacks according to which kind oflata is available:
" Known ciphertext attacks: The attacker only has access to a collection of ciphertexts and some
very limited information about the associated plaintexts (for example, that they consist of ASCII
characters, or that they are formatted in some other specic way). The data complexity is the
number of available ciphertexts.

Known plaintext attacks: The attacker has obtained a (presumably random) collection of pairs
of plaintexts and ciphertexts which they can analyse. We distinguish the subcategory ofiistinct

known plaintext attacks, for which we assume that no two pairs are identical. The data complexity
is the number of available plaintext-ciphertext pairs.

Chosen plaintext attacks: The attacker has access to an encryption oracle. They can query this
oracle with a plaintext x and it returns its ciphertext Ex (x) under the key K. We distinguish
betweennon-adaptive and adaptive chosen plaintext attacks. In the former, the adversary can only
guery a list of plaintexts and cannot make any more queries once they receive the responses. In the
latter, the adversary can query plaintexts individually and formulate subsequent queries according
to the given responses. The data complexity is the number of queries to the oracle.

Chosen ciphertext attacks: The attacker has access to a decryption (and usually also encryption)
oracle. We also separate adaptive and non-adaptive chosen ciphertext attacks. The data complexity
is also the total number of queries to the oracle.

Related-key attacks: In this variant of the previous attack scenarios, the oracle also accommodates
related-key queries. Usually, the attacker can query encryptions or decryptions with the keyk
where K is the secret key and is a di erence chosen by the attacker.

We can also consider di erent objectives for the attacker:
~ Distinguishing attacks: The adversary has access to either a list of data or an encryption or
decryption oracle. These may correspond to either a keyed instance & for some unknown keyK
or a randomly sampled permutationP : F5 !  F5. The attacker tries to determine which of the
two options is correct.

Target encryption/decryption:  The attacker is given a plaintext or a ciphertext and is tasked with
encrypting or decrypting it under the unknown key K. The attacker has access to either a list of
data or an oracle ofEx or Ey 1 which can be queried for any input other than the target.

Key recovery: The attacker has access to either a list of data or an encryption or decryption oracle
under the unknown key K and aims to determine this secret key.

Each one of these objectives is stricter than the previous one, in the sense that, for example, a key
recovery attack can distinguish a block cipher from a random permutation. Some intermediate attacks
may also exist. For example, an attack may construct an alternative implementation of the mapsEx or
EKl which can encrypt or decrypt any plaintext or ciphertext without explicitly recovering K.
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We also need to de ne a baseline as to what constitutes an e ective attack or \break". Most modern
ciphers have concrete security claims which provide a clear threshold as to what constitutes an attack. A
generic key recovery attack exists which can be applied to all block ciphers, called the exhaustive search
or brute-force attack. It makes use of a single plaintext-ciphertext pair, and nds the key in at most 2
encryptions, where is the number of bits of the key. The attack consists of encrypting the plaintext
under all the possible values of the key until the correct associated ciphertext is generated. For this
reason, it is common to compare the time complexity of attacks on block ciphers to that of exhaustive
search. This comparison is often facilitated by expressing the time complexity in terms of equivalent
encryptions, that is, we compare the cost of the attack in binary operations with the cost of performing
2 full block cipher encryptions.

A common security claim is that the block cipher does not exhibit any e ective distinguishing attacks
in an adaptive chosen ciphertext scenario which have time complexity lower than that of exhaustive
search, that is, 2 equivalent encryptions. If such ashortcut attack exists, we say that the cipher is
broken, in the sense that its real security does not match its parameters. Please note that a cipher may
be considered broken even if no practically feasible attack exists. Since most block ciphers are based on
the iteration of rounds, we can also consider as an attack target a variant of the block cipher but with a
smaller number of rounds than the full speci cation. We expect a smaller number of rounds to be less
secure and therefore easier to attack. The di erence between the maximum number of rounds on which
a shortcut attack is known and the total number of rounds is called the security margin. In addition, in
many applications, resistance against related-key attacks is also expected.

There is an additional parameter which must be considered about attacks on block ciphers, and that's
to attempt to measure their e ectiveness. This is very important when it comes to comparing attacks, as
many attacks exhibit a trade-o between their e ectiveness and their data and time complexities. In the
case of key-recovery attacks, the e ectiveness can be measured by estimating the probability of success
Ps, that is, the probability that the attack recovers the correct key K. In the case of distinguishing
attacks, the probability of success is not such a useful measure, as a coin ip which decides between both
options already succeeds with probability 50%. For this reason, an approach based on hypothesis testing
is used:

De nition 1.3 (Distinguishing advantage). @ We consider an attack which tries to distinguish between a
keyed instance of a block cipheEx and an unknown random permutationP. The attack's distinguish-
ing advantage is the di erence between the probabilities of a true positive (the block cipher is correctly
identi ed) and a false positive (the permutation is mistaken for the block cipher):

adv = Pr ( Attack outputs \Ex "jEx) Pr(Attack outputs \Ex "jP): (1.3)

Di erential Cryptanalysis

Di erential cryptanalysis [BS90] was rst introduced to the public by Biham and Shamir in 1990, and
would become the rst of a long series of statistical attacks on block ciphers. The core idea of di erential
cryptanalysis is to exploit XOR di erences between pairs of states (or other xed shifts by an element
of a group) which propagate with high probability through the internal components of the block cipher.
This section aims to provide the fundamental background necessary to describe the di erential-linear and
the rectangle attacks which appear later in this manuscript.

Di erential cryptanalysis constitutes a very proli c family of attacks on multiple block ciphers and
other constructions. Multiple variants of the di erential attack exist, such as impossible di erential
attacks [Knu98|] and truncated and higher-order di erentials [Knu94], as well as boomerang [Wag99] and
rectangle [KKS0Q,[BDKO014] attacks, which are discussed in Subsectidn 1.3.2.3. There is a large collection
of examples of impossible, truncated and classical di erential attacks, including attacks on FEAL [BS9L,
AKM97], the DES [BS92], SAFER [KB96], CRYPTON [SK99], Camellia [LHL * 01,[KMO01,[HSK02], TEA
and XTEA [MHL_* 02], Skipjack [BBS05] and CLEFIA [TTS* 08].

Di erentials and Di erential Characteristics

De nition 1.4 (Di erential). Let f : F5 | FS be a vectorial Boolean function. Adi erential is any
pair of input and output dierences ; 2 Fj, often denoted by 1 or simply 7! if no
confusion is possible. Thedi erential probability of the di erential 7! is

DP( 7 ):zinszFg:f(x)+f(x+): i (1.4)
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In other words, the di erential probability is the probability that two inputs  x;y 2 F5 whose di erence
is = x+ ywill lead to outputs which exhibit a di erence of ,thatis, f(x)+ f(y) = . Such input
pairs are often calledgood pairs in the literature. For a random permutation, the expected value of a
non-trivial di erential probability is 1 =2", since we expect the possible output di erences to be evenly

distributed. This means that, if DP( 1 ) is signi cantly larger than 2 ", and given a collection

of around 1=DP( 1 ) pairs of inputs which exhibit a dierence of and their corresponding
outputs, it should be possible to distinguishf from a random permutation by counting the number of
times that the output di erence holds. From the de nition, it is clear that if f is bijective, then

1
DP( T )=DP( 70 ).

This de nition can be applied to any keyed instance of a block cipher. Since the probability of
the di erential might then be dependent on the key K, the de nition can be expanded to the average
di erential probability over the keyspace, which is also the overall probability that the di erential holds
when both the key and the plaintext are uniformly distributed. A di erential of E with high probability
results in a chosen plaintext distinguishing attack.

We note that, if L 2 GL(F5;F3}) is a linear map, then the input di erence will propagate to the
di erence L() with probability 1 due to the de nition of a linear map,as L(x+ )= L(x)+ L(). In
addition, adding a xed constant, for example xoring a round subkey, does not change the di erence
between two states.

Given a target block cipher, we may wish to estimate the di erential probability of a given di erential,
or to search for dierentials of high probability. In the case of key-alternating block ciphers, we can
describe the di erential probability of a di erential 7! as the sum of the probabilities of all the
possible propagations of the di erence which start at and end at

De nition 1.5 (Di erential characteristics). Given a function F : F5 ! FJ which is the composition of
r round functions F¢;:::;F, F = F; F1, a di erential characteristic is an (r+1) tuple of di erences
0;::%; ) i 2 F5. The dierential probability of a di erential characteristic is the probability that the
di erence between the states for a pair of plaintexts with input di erence o is equal to ; for every round:

8
3 Fi(x) + Fi(x+ o) = 1
1 (F2 Fa)(x) + (F2 Fi)(x+ o) = 2
DP( o;:::5 r)= — X2 F5: _ : (1.5)
n 3 :
(Fr Fi)(x) + (Fr FI)(X+ o) =

Under certain independence assumptions [LMMO9l1], the total di erential probability is the product of the
di erential probabilities for each of the functions in the composition:

DP( o;:ii; ¢)=  DP(; 171 ) (1.6)

The independence assumptions are actually quite strict, as in normal circumstances it may be the case

that the probability that a round di erential i1 7 i is satis ed conditioned to the assumption that
all the previous di erentials were satis ed may be very di erent from DP( ; ; 7 i). In other words,
the fact that a certain pair of inputs satis ed the rst i 1 dierential transitions may have an in uence

on the probability that it satis es the i-th. In the case of key-alternating block ciphers, this situation
is somewhat alleviated because we expect the key addition to randomise the inputs to each individual
round: although the di erential behaviour of each of the rounds may not be independent for a xed key,
we consider it is safe to assume independence under a random uniformly distributed key.

Proposition 1.6. LetF = F, F1:F53 ! Fj be a vectorial Boolean function which is the composition
of r round functions, and let ; 2 F) be input and output di erences. The di erential probability of
j.: is: X X
DP( T )= DP(= o 1;:05r 15 r= ) .7
12F) ¢ 12F)

This result can be used to compute the di erential probability of any di erential of a block cipher:
it su ces to consider all possible intermediate di erences on each round of the cipher, and add up the
di erential probabilities of the associated di erential characteristics. Since the number of di erential char-
acteristics is often extremely large, it is common to ignore all characteristics with di erential probability
lower than a certain threshold and consider their contribution negligible. Depending on the distribution
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Figure 1.9: Schematic of a simple di erential key recovery attack.

of the di erential probabilities of the characteristics, this can lead to reasonably accurate results. In some
cases, there's a single di erential characteristic which dominates the probability of the whole di erential.

A common extension of classical di erential cryptanalysis is the use ofruncated di erentials [Knu94].
Instead of determining xed input and output di erences and , broader sets of valid input and output
di erences are considered:

De nition 1.7 (Truncated dierential).  Letf :F} ! F; be a vectorial Boolean function. Atruncated
di erential of f is a pair of subsets ; F5 of valid input and output di erences, and is denoted by
~1 . The dierential probability of 7! s

—f V2 Fl:x+y2 andf(xX)+f(y)2
op — 4 _ Xy2F x+y2 andf(x)+f(y) : (1.8)
X;5y2F) :x+y2

For a random permutation, the di erential probability of a truncated di erential —1 s =2",
which means that it can be used to distinguishf from a random permutation using around ~ =DP 7!
input pairs. The actual number of required queries tof may be much lower depending on the structure
of . Following the template of this de nition, we can de ne truncated di erentials of block ciphers as
well as truncated di erential characteristics. This extension to the theory can be used in order to obtain

di erentials of higher probability, and is a useful way of describing the behaviour of standard di erentials.

Normally, truncated di erentials consider subsets which consist of xed di erences in some parts of
the state and undetermined di erences in other parts of the state. This corresponds to the idea of letting
the output di erence of some speci ¢ Shoxes be undetermined. For example, if the state consists of four
nibbles, the truncated dierence = 0??Ameans that the di erence in the leftmost nibble is zero, the
di erence in the rightmost nibble is exactly A and the di erences in the two middle nibbles can take any

value. This truncated di erence is thus an a ne subspace of F1® of dimension 8.

1.3.2.2 Dierential Key Recovery Attacks

Di erential cryptanalysis is often applied to block ciphers by means of a key recovery attack, such as
Biham and Shamir's di erential attack on the DES [BS92]. In it, a dierential 7! is extended
for a few rounds by adding some key guesses. For each key guess in the rst few rounds of the cipher,
the attacker makes encryption queries for pairs of plaintexts which are carefully chosen so that they will
show the input di erence at the start of the di erential. Similarly, the key guess at the bottom is used

to check whether the output di erence is veri ed. If enough pairs are generated for each key guess,
then good di erential pairs should appear for the guess of the key corresponding to the secret kel
with a much larger probability than for the other guesses. The rest of the key can be found through an
exhaustive search. From an algorithmic point of view, we have to handle the key guesses on the plaintext
side, which in uence the pair generation, and the key guesses on the ciphertext side, which in uence the
pair checking.

We rst focus on the checking of the pairs, assuming there is no key recovery at the top part. The
output di erence of the di erential propagates through the last rounds of the cipher and produces
an undetermined di erence in some parts of the ciphertextCgyi, While the rest of the ciphertext C, is
una ected. Given a ciphertext pair, we need to guess the parts of the keYkgown Which interact with Cyj
in order to partially invert the last few rounds and nd whether the output di erence holds. We note
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that if a di erence between the ciphertexts is present inCy , we can automatically reject the pair for all

key guesses. Once we have removed all these rejected pairs, we can nd the key guesses which result in
the output di erence for each of the remaining pairs. We count how many good pairs exist for each
key guessKkgown -

The pair generation is a bit more complicated. The input di erence propagates backwards into
some undetermined di erence in the plaintext which occupies a partPgi;, while the rest of the plaintext
P« should be identical in both elements of a plaintext pair. In theory, we could just guess each individual
value of a part of the key k,p, separately, and ask the oracle for plaintext pairs which will generate the
appropriate dierence under that specic key guess. This, however, would result in a great increase
in both data and time complexity. This problem is solved by using plaintext structures. We choose some
xed value of P4, and ask the oracle to encrypt the plaintexts corresponding to all possible values of
Pdit . For each guess of the kek,p, we can look at each plaintext in the structure and nd the associated
plaintext which will result in a pair with the input di erence . This process can be repeated for other
values of P, until enough pairs are available to perform the attack.

The key guessing can be made more time e cient if we make use of the fact that all ciphertext pairs
which are not equal inC , will be rejected (this is often called early rejection, sieving or Itering ). Indeed,
if we sort all the plaintexts and ciphertexts in a structure according to the value of C , we can rapidly
nd all pairs of plaintexts which share the same value ofC . For each of these candidate pairs, we can
see which key guesses in the top parky, will produce the appropriate input di erence , and which
guesses in the bottom partkqown Will produce the output di erence . Each guess Kup ; Kdown ) Which
generates a good pair is noted down for the nal exhaustive search step.

1.3.2.3 Boomerang and Rectangle Attacks

There are several variants of di erential cryptanalysis, one of the most popular of which is the boomerang
attack [Wag99], which was introduced by Wagner. The boomerang attack is an adaptive chosen ciphertext

attack which splits a block cipher E into two parts Ex = EZ E% . We consider a di erential 'Fl
of E1 with probability p=DP( F  )and adierential r Fr  of E2 with probability q =

DP(r frz ). The idea of the attack is that the probabilities of these two separate di erentials may
be signi cantly larger than the probability of any di erential covering the full cipher E.

The classical boomerang attack is performed as follows:

1. We query the encryption of N pairs of plaintexts (xi;x2) which satisfy the input di erence =
X1 + X2 to obtain pairs of ciphertexts (y1 = Ex (X1);Y2 = Ex (X2)). If we denote the intermediate
states between both parts of the cipher aszj = E{ (x;), then we know that around pN of the
queried pairs will satisfy the relationship z; + z, =

2. For each of the ciphertext pairs generated in the previous step, we query the decryption of the
ciphertexts (y3 = y1+ r ;¥4 = yo + r ) to obtain two new plaintexts ( X3;X4). From the probability
of the second di erential, we know that around gN of these quartets will satisfy the property
21+ z3 = r and around gN will satisfy z, + z; = r , wherez = (E2) %(y;). Furthermore,
under some independence assumptions, we know tha@ic?N quartets will satisfy z; + z, = and
z1+23=2,+24=1r atthe same time. By adding these relations, we conclude thaks + z4 =
also holds for these.

3. For each of the quartets, we check whetheks + x4 = holds. We know that z3+ z4 = with
probability at least pcf. Given the probability of the rst di erential, we conclude that the relation
X3+ X4 = should hold for around p?g?N quartets.

If N> O p 2q 2, itis highly probable that a quartet of plaintexts satisfying the nal di erence
X3 + X4 = will be found. The structure of the attack is described in Figure l If p?g®> 2 ", this
constitutes a distinguishing attack. We can adapt it into a key recovery attack by incorporating some
key guesses at the top, at the bottom, or at both sides.

The estimation of the probability that the boomerang returns is somewhat inaccurate. For example,
the probability may be enhanced by the fact that the middle di erences  andr are not xed, meaning
that the total probability is the result of the combination of the probabilities for all possible middle
di erences. Furthermore, the assumption that both di erentials behave independently is often false. In
recent years, several tools have been proposed to better describe the behaviour at the transition between
both di erentials, the most well-known of which is the Boomerang Connectivity Table or BCT [CHP_* 18].
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Figure 1.10: The boomerang attack.

A common variant of the boomerang attack is the so-called ampli ed boomerang or rectangle attack,
which was introduced by Kelsey et al. [KKS00] and Biham et al. [BDKO1b]. The idea of the rectangle
attack is to turn the boomerang distinguisher, which is a chosen ciphertext attack, into a chosen plaintext
attack, by targetting the output di erence r instead of the input di erence .

We query the encryption oracle with M plaintext pairs (X1;X2 = X1 + ). From these we can build

"g pairs of pairs ((X1;X2); (X3;X4)) in total. Our aim is to nd one which satises y;+y3=Yy,+ys=7r,
as in that case all the dierences in the boomerang distinguisher will be satis ed. Since among the
M pairs, there will be around pM which satisfy z; + z, =, there are around P} ' p?M 2 quartets
(X1; X2; X3; X4) for which the di erences x;+ z, = z3+ 24 = hold. Among these quartets, the di erence
z;+ z3 = r will happen with probability 2 ". In this case, we also have; + z4 = r , and will nd that
y1+ Y3 = Yo+ ya = r with probability o?. By the end, we are left with a total number of quartets equal
to around p> M2 2 " ¢?. This means that we can nd one such quartetifM > O p 1q 12 "2 .

There are many examples of boomerang and rectangle attacks on block ciphers and reduced-round
variants in the literature, such as COCONUT98 [Wag9¢,[BDKO054], Serpent [KKS00/BDKO01h,[BDK02L],
IDEA [BDKO5a] and KASUMI [BDKO5b].



Chapter 2

Linear Cryptanalysis

The purpose of the present chapter is to make the reader familiar with some of the most commonly-used
concepts in the theory of linear cryptanalysis, as they are used frequently in this thesis. A somewhat
historical approach to the introduction of the concepts has been favoured in order to better place the
explanations within the context of the bibliography.
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Section[2.] provides a thorough description of \classical" linear cryptanalysis as introduced by Matsui
in [Mat93| Mat94al Mat94b], covering Algorithms 1 and 2, as well as the piling-up lemma and the famous
attack on the DES. These topics provide a basis which justify the motivations for the subjects which are
discussed in the rest of this chapter. Sectiofi 2]2 provides a more detailed analysis of the correlation of
linear approximations, including the concepts of linear hulls and linear trails [Nyb94]. Sectio covers
the techniques which allow multiple linear approximations to be exploited, speci cally multiple [BCQO04],
multidimensional [CHNO8| [HCNO8] and conditional [BP18] linear cryptanalysis. Section 2.4 is intended
as a practical guide for the computation of the data complexity of linear key recovery attacks, and is
based on the models introduced in[[Sel0g, BN15, BN16, BN17]. Finally, Sectioh 2.5 provides a short
introduction to di erential-linear attacks [LH94, BDK0Z2a].

Matsui's Linear Cryptanalysis

In its most basic and broadest form, linear cryptanalysis can be described as a family of attacks on
symmetric constructions which make use of linear combinations of bits which are probabilistically unbal-
anced. This idea can be traced back to some known plaintext attacks on the block cipher FEAL [SM&7]
in works such as[[TG91,,MY92], as well as (fast) correlation attacks on stream ciphers_[Sie84, MS89].
The two fundamental algorithms in linear cryptanalysis, Algorithm 1 and Algorithm 2, as well as the
term linear cryptanalysis itself, were rst introduced by Matsui [Mat93]] who described theoretical at-
tacks on the then-widely-used Data Encryption Standard (DES) [DES77]. Matsui would later improve
on the Algorithm 2 version of the attack to perform the rst experimental attack on the DES [Mat94a]l
This subsection will discuss the fundamental results of these papers, as they constitute the foundation
on which the theory of linear cryptanalysis would develop.

Algorithms 1 and 2 are both known plaintext attacks which exploit the statistical biasedness of a
linear combination of bits. Algorithm 1 uses a linear combination of bits of the plaintext, ciphertext and
key directly to recover a single keybit, while Algorithm 2 makes a partial key guess in order to use an
approximation between two internal states of the cipher.

De nition 2.1 (Keyed linear approximation). LetE :F)} F, ! F} be a block cipher. A(keyed) linear
approximation of E is a speci ¢ linear combination of some bits from the plaintext, ciphertext, and key
which can be written in the form

hyxi+hyyi+ (K); (2.1)
where x denotes the plaintext,y denotes the ciphertext, andK denotes the key. The vectors;, 2 Fj
are called input and output masks, and the map :F, ! F; is the key mask.

The key mask is written here as a potentially non-linear map from the keyspace toF, because the
key schedule may operate non-linearly on the key. However, in many cases it is possible to writdK )
as a linear combination of bits of the round subkeys.

Matsui's attacks use abiased unbalancedor correlated linear approximation. This means that, if the
approximation is regarded as a random variable over the key and the plaintext, the probability that it is
equal to 0 is signi cantly di erent from 1 =2.

De nition 2.2 (Bias and correlation of a linear approximation). Given a linear approximation of a
block cipher, its bias is the quantity

1

"=Pryk ( (% Ek (x);K)=0) > (2.2)
A related magnitude is the correlation [DGV94]
C=Pryx ( (GEk(X);K)=0) Pryek ( (GEk (X);K)=1): (2.3)
Note that % " % and 1 <c¢ 1. Furthermore, it is clear from the de nition that the bias and
the correlation of an approximation follow the relationship
c=2" (2.4)

In [Mat93], all the results are given in terms of the bias" of the approximation, while modern literature
tends to mostly use the correlationc for reasons which will soon become apparent. Since both quantities
only di er by a constant factor this is not a major issue, however, when making calculations one should
be attentive as to which measure of imbalance is being used.
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Algorithm 3:  Matsui's Algorithm 1

Input: A collection D = f(x;y = Ex (X))g of N plaintext-ciphertext pairs of a block cipher, a
linear approximation h;x i + h;y i+ (K) with bias ".

Output: A probable value for (K).

T O

forall (x;y) 2D do /[l Compute the counter T

| if h;xi+h;yi=0then T T+1;

end

switch (T;") do /I Compare T and N=2
case T >N=2;"> 0do return
case T >N=2;"< 0do return
case T <N=2;"> 0do return
case T <N=2;"< 0do return

end

—~
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Matsui's Algorithm 1

Matsui [Mat93] proposed two di erent key recovery attack algorithms which make use of a single linear
approximation, Algorithms 1 and 2. Algorithm 1 uses an approximation of the whole cipher to recover
one bit of information about the key. We suppose an attacker has access to a collection = f(x;y =
Ex (xX))g F5 FJ of N known plaintext-ciphertext pairs of a block cipher E which have been gener-
ated using a xed key K which is unknown to the attacker. We also assume they have found a linear
approximation h;x i + h;y i+ (K) with known bias " and correlation c.

In this situation, and under some assumptions which will be discussed shortly, Matsui's Algorithm
1 (written in detail as Algorithm 3)| can recover one bit of information about K. The attacker rst
computes the counter

T=j(x;y)2D :h;xi+h;yi=0j; (2.5)

which, for a large enough random collection of plaintext-ciphertext pairs, is expected to be approximately
N=2 N", with the sign depending on the value of (K). By comparing this number to N=2, and
assuming the sample of plaintext-ciphertext pairs is large enough, this bit of information about the key
can be recovered with high probability.

Data and Time Complexities of Matsui's Algorithm 1

Although the original publication [Mat93]lis somewhat vague and does not explicitly discuss the underly-
ing assumptions on the behaviour of linear approximations which are used to prove its results on the data
complexity, it is possible to formalise the intuitive idea behind Algorithm 1 as the following statement
(see for example[[BT13]):

Assumption 2.3 (Right-key equivalence hypothesis). The keyK has no in uence on the correlation of
h;x i + h;E g (X)i (the linear approximation when the key part is removed):

Proe(hix i+ hiE e()i+ (©)=0)if (K)=0

PRl e BT =0T o (hix i+ hiE o (i + (B)=1) if (K)=1

(2.6)

where € denotes a random key which may be di erent fromK , which we consider xed.

Let us brie y discuss this assumption in a little more detail. It describes the behaviour of the linear
approximation once we remove the key term, and has the following consequences:

~ The absolute value of the correlation of the keyless approximatiorh;x i+ h;y i is constant through-
out the keyspace, and is thus independent of the speci ¢ value oK .

" Given the masks and , there is a \dominant" key mask so that the correlation of the keyless
approximation is equal (up to the sign) to the correlation of the same linear approximation but
with the term (K. In other words, all other possible key masks have little to no contribution to
the correlation of the keyless linear approximation.

These properties hold in the case of Matsui's linear approximations for reduced-round DES, but they
do not hold generally. Indeed, for a given linear approximation of a modern block cipher there are often
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multiple di erent key masks, called linear trails [DGV94] in the case of iterative block ciphers, which show
appreciable correlation. As a result, the absolute correlation tends to be key-dependent. In Sectidn 2.2
we will discuss the properties of general keyless linear approximations in more detail through the concept
of linear hull [Nyb94].

In any case, assuming that the right-key equivalence hypothesis holds for the approximation we are
using, we can estimate the success probability (that is, the probability that the guess for (K) is correct)
as a function of the number of known plaintexts N and the bias".

Proposition 2.4 (Lemma 2 in [Mat93])) Under the right-key equivalence hypothesis, the probability of

success of Matsui's Algorithm 1 is

p__ PN g

Ps' 2 Nj"j = Nc2 = pzje 7 dx: (2.7
1

Proof. Without loss of generality, we can assume that (K) =0 and " > 0. In this case, the right-key

equivalence hypothesis implies that Pg(h;x i + h;E ¢ (x)i =0) =1=2+". The counter T is thus a

random variable which follows a binomial distribution B(1=2 + ";N ) and can be approximated by the

normal distribution N (N (1=2 + "); N=4). In this case, the probability of successPs is the probability

that th% algorithm returns  (K') = 0, which happens whenT > N=2. By expressingT asT = N=2+

N" +( N=2)X, where the random variable X follows a standard normal distribution, we deduce:

[ [ p_
Ps=Pr(T>N=2)=Pr N"+( N=2)X> 0 =Pr X< 2 Nj'j = 2 Nj"j : O

This means around N 1=4"? = 1= known plaintext-ciphertext pairs are required for the Algo-
rithm 1 attack to succeed with reasonable probability. After one bit of information about the key has
been recovered, an exhaustive search over all the possible keys can be performed in order to retrieve
the remaining bits. The time complexity of a full key-recovery attack using Algorithm 1 is therefore
O(N)+2 ! equivalent encryptions. Alternatively, it is also possible to repeat the attack with di erent
approximations so that more keybits are recovered.

Matsui's Algorithm 2

Given the limitations of Algorithm 1 (speci cally the fact that it can only recover one bit of information
about the key), Matsui also proposed an attack which permits the recovery of a larger part of the key
while attacking a larger number of rounds. Furthermore, this attack makes use of a weaker assumption
than Assumption 2.3. The \trick" consists of using a partial approximation of the cipher which covers
most of the rounds, and guessing the necessary parts of the key in order to cover the rest of the cipher.
Since the approximation covers a smaller number of rounds than in Algorithm 1, we can expect to nd
an approximation with a larger bias, which either reduces the data complexity or allows more rounds to
be attacked. It has the additional advantage of recovering several bits of the key all at the same time,
which reduces the time complexity of the exhaustive search step at the end of the attack.

For simplicity, we will assume only the last round is covered by the key recovery, although the same
attack framework can be used when we guess key material over several rounds at both the input and
output sides of the cipher. Let us splitEx asEx = Fg Efg , SO that Fx represents the last round, and
leth;x i + h;E 2 (x)i + (K) be a linear approximation of E2 with bias ", that is, an approximation of
the rst r 1 rounds of the cipher.

We will also suppose that computingh; F L(y)i from y (that is, inverting the last round and comput-
ing the associated term of the linear approximation) only requires a few bits oK , which we will denote
by k. There are 24/ such possibilities for this segment of the key, all of which have to be considered by the
attacker. Given this partial guess k and the ciphertext y, we de ne the truncated last round decryption
f:F) FJ 1 F, as the map which veri es

f(y;k)= h;F (y)i forall y 2 F§ and K 2 F, which match the guessk: (2.8)

Given D = f(x;y = Ex (x))g a collection of N plaintext-ciphertext pairs, the attacker can retrieve
the partial key k using Matsui's Algorithm 2 (written in detail as Algorithm 4)] The attacker guessesall
the possible values ok and for each one, they compute the counter

Te=jocy) 2D :hixi f(y:k)=0j: (2.9)

The attacker then keeps the guess whose countdli is most di erent from N=2. For the right key guess,
its expected value isN=2 N". For the wrong guesses, we assume the cipher behaves like a random
permutation, so the expected value will beN=2. The attack thus relies on the ability of the linear
approximation to distinguish the cipher from a random permutation.
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Algorithm 4:  Matsui's Algorithm 2
Input: A collection D = f(x;y = Ex (X))g of N plaintext-ciphertext pairs of a block cipher, a
linear approximation h;x i + h;y i+ (K) with bias ".

Output: A probable guess fork.

T 0

forall (x;y) 2D do /I Compute the counters Ty
forall k 2 F)¥I do
| if h;x i+ f(y;k)=0 then T, T +1;
end

end

return argmax (jT« N=2j); /I Find the Ty most different to N=2

2.1.2.1 Data Complexity of Matsui's Algorithm 2
As with Algorithm 1, it is possible to deduce that Algorithm 2 relies on the following assumption:

Assumption 2.5 (Wrong-key randomisation hypothesis). For all the wrong guesses ok, the correlation
of the linear approximation is approximately zero. IfK 6 k, then

Pry h;xi+f(y;R)=0 "' 1=2 (2.10)

We also assume that the values of the linear approximation for each of the di erent wrong guessisare
independent from each other.

This assumption is generally considered to be more reasonable than the right-key equivalence hypoth-
esis, since it is justi ed, at least intuitively, by the idea that decrypting the last round of the cipher with
the wrong key should have a similar e ect to performing an additional round of encryption. If we assume
both the right-key equivalence and the wrong-key randomisation hypotheses, we can approximate the
probability of success of the attack:

Proposition 2.6 (Lemma 5 in [Mat93])l Under the right-key equivalence and the wrong-key randomisa-
tion hypotheses, the success probability of Matsui's Algorithm 2 is

| L
Z1 z X+2pﬁj"j 1 142 2 1 1,2
Ps o o P==e 2V dy p—e 2% dx: (2.11)
2" Nj"j x 2 Nj"j 2 2

Proof. Without loss of generality, we suppose that' > 0and (K) = 0. From the statistical assumptions,

the distribution of Ty can be approximated byN (N=2+ N"; N=4) if k is the right key guess, while for any
wrong key guessT, follows the distribution N (N=2; N=4), and they are all independent. The probability

of succes®Ps is the probability that the counter Ty for the right key is larger than N=2 and jTy N=2

is larger than all the other jT, N=2j, that is:

Ps=Pry Tk>N=2 jTx N=2j>jT, N=2jforall K6 k

=Pry Tx N=2>0; Tx N=2>T, N=2, Tx N=2>N=2 T, forallké k :

Using the probability density function for the normal distribution, we obtain

I.

S N T I TR

Ps = — e vt — e w6 N (gg:
0 s N N

p

The nal expression is obtained after the change of variabless = ( P N=2)x + N"; t =( N=2)y. O

Since computing the probability of success using the previous expression would require the use of
numerical integration, the following corollary can be used instead:

Corollary 2.7 (Lemma 4 in [Mat94a]). The probability of success of Matsui's Algorithm 2 depends solely
on the quantitiesjkj and 4N"2 = Nc?2.
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Algorithm 5:  Matsui's Algorithm 2, modi ed
Input: A collection D = f(x;y = Ex (X))g of N plaintext-ciphertext pairs, a linear
approximation h;x i + h;y i+ (K) with bias ".
Output: A probable guess fork.
a® 0at OT 0

forall (x;y) 2D do ayh]fx i ayhjfx 11 /I Extract information from data
forall k 2 szkj; j2 szkj do /I Compute the counters Ty
| if f(;k)=0then Ty Tc+alelseTy T+ a';

end

return argmax (jT« N=2j); /I Find Ty furthest from  N=2

In order to compute the probability of success when an attack would be impractical to test experimen-
tally, we can simulate a di erent attack with the same values jkj and Nc?, but where ¢? is much larger
and therefore N can be much smaller. For instance, Matsui performed experiments on the same attack
on the DES over a reduced number of rounds. In general, we see that Matsui's Algorithm 2 requires
O Nc? plaintext-ciphertext pairs to recover the key with a reasonable probability.

As we have already discussed, when compared to Algorithm 1, Algorithm 2 has several advantages,
such as allowing the attacker to use approximations with higher correlation and recovering multiple bits
of the key. Furthermore, although the estimation we have provided for the success probability is still
reliant on the right-key equivalence hypothesis, we will see in the upcoming sections that Algorithm 2
can still be very e ective even when the right-key equivalence hypothesis is false. Broadly speaking,
Algorithm 2 does not require the existence of a dominant key mask, although its probability of success
can vary largely over the keyspace.

Time Complexity of Matsui's Algorithm 2

If we look at Algorithm ﬂ we can see that it takes O N 2% one-round decryptions to compute all the
counters Ty, and the memory required to store them isO 2k registers. The search phase is faster than
in Algorithm 1, because we already knowjkj bits of the key K. The time complexity of a full key recovery
attack using Matsui's Algorithm 2 is thus O N2k +2 1 ki,

In [Mat94a], it was noted that in many cases we will only require a small partyj of the ciphertext y
to compute f (y; k), where denotes some mask covering the relevant bits. We can reduce the truncated

last round even further to a mapf : F‘Q’I( ) szkj I F, by removing not just the irrelevant keybits, but
also the irrelevant ciphertext bits. The attack can then proceed in two steps, as shown in Algorithn{ b:

1. Distillation phase: We rst count the number of occurrences of each ( x jyj ) and store them in
a table. This requiresN parity evaluations.

2. Analysis phase: We compute Ty for every key guesk from the counters of the previous step, which
requires 2" )* ki one-round decryptions.

As a result, this technique reduces the complexity when 2 < N .

A popular further improvement to this version of the algorithm was introduced by Collard et al. [CSQO07b],
and uses the fast Walsh transform in order to reduce the time complexity toO (N)+ O jkj2k . This
improvement is the main focus of Chapter 5.

Finding Linear Approximations

Both algorithms in Matsui's linear cryptanalysis make use of a linear approximation which has a large
correlation in absolute value, as the data complexity of a linear attack is inversely proportional to the
square of the bias. This raises the following questions:

" Given a linear approximation of a block cipher, how can we estimate its correlation?

" How can we nd linear approximations with large absolute correlation?

These questions have been the subject of a substantial amount of work which continues to this day.
Broadly speaking, we want to make use of the structure of the cipher in order to deduce the behaviour
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of its linear approximations from the properties of its components. In particular, in the case of iterative
block ciphers, we want ways to combine linear approximations of each round, as well as easily describe
the linear approximations of the round function.

The Piling-up Lemma

We will now discuss how to combine partial approximations on ciphers which consist of the iteration of a
number of rounds. In particular, we will consider key-alternating ciphers (De nition , in which the key
material is xored to the state between the application of round functions. Let us assume that given a single
round of a key-alternating cipher, we have some way of describing the bias of its linear approximations
quite easily by studying the construction of the round function. These one-round approximations can be
combined to construct a composite approximation of the whole cipher whose correlation is given by the
following results:

Lemma 2.8 (Piling-up lemma, [Mat93])l If Xq;:::; X, are independent Bernoulli variablesB(1 "i;1)
whose value is 0 with probabilityl=2 + ";, then

1 Y
Pr(X1+ Xo+ + X, =0)= E+2r oo (2.12)
i=1

Proof. The proof will proceed by induction onr. For r = 1 the equality is evident. For the general case,
assuming the formula holds forr 1 variables, we have the following:

Pr(X,+ + X, =0)=
=Pr(X,:=0;X2+ +Xr=|0)+Pr(X1=1;X2+ +Xi=1)

1 1 Y 1 1
= Z+M  Z+202 o4 Z o 220w
2 2 i=2 2 2 i=2
Y
= %+2r ooy -

i=1

The Piling-up lemma is used to justify Lemma 3 in [Mat93], which has been reformulated here with
modernised language:

applying ARK ¢, . We assume we have one linear approximation of each of the rounds which has the form
ichi oxiai + hisxi + h i Kii;

and bias"j. Note that the output mask of each round approximation matches the input mask of the
following round, as well as the key mask. By adding these approximations we obtain

ho;Xol + h i;x i+ ho;Koi+  +hy ;K¢ i+ h ;K (2.13)

which is an approximation of the full block cipherE. If we assume that the round approximations are
statistically independent, then its bias and correlation are

=2l " c= g (2.14)

This result provides a simple way to construct approximations of the type described by Matsui and
to compute their bias, under some independence assumptions. Ih_[Mat94b], Matsui also introduced a
branch-and-bound algorithm which searches for approximations with high correlation in a recursive way,
which will be described in the following subsection.

The multiplicative nature of the piling-up lemma highlights some of the similarities between linear and
di erential cryptanalysis. The correlation of a full linear approximation is the product of the correlations
of the approximations for each round, in the same way that the probability that an input di erence results
in the desired output di erence in di erential cryptanalysis is the product of the probabilities that the
di erence passes each round of the cipher.

Another relationship between di erential and linear cryptanalysis, as noted in [Bih94], is the di erent
ways in which di erences and linear masks interact with the basic linear operations in a block cipher (that
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Figure 2.1: The \dual" propagation of di erences and linear masks.

Algorithm 6:  Matsui's Branch-and-bound Algorithm

Input:  An r-round iterative block cipher E, a function cor : F; Fj ! [ 1;1], where

cor (; ) is the correlation of the round approximation h;x i + h;yi + h;K i.
Parameters: Correlation thresholds ( 1;:::; ).
Output: A collection S=f =( o;:::; r;c)g of approximations of E of the form

h o;xi + h ;yi +h o;Koi + + h ;K,i and their correlations j¢j r.

global S ?;
forall (2 Fj do
| ExtendApprox (( o);1;1);

end
return S;
Procedure ExtendApprox (( o;:::; i 1);C;i)is
forall ;2 F} do
Chew ccor( i1 i)
if jChew] i then
if i =r then
| 'S S[f (05:ii5 riCnew)d;
else
| ExtendApprox  (( o;:::; i)iCnew;i +1);
end
end
end
end

is, branching points and exclusive-or operations). While di erences are xored when a bitwise addition is
reached, linear masks do so on branching points. Analogously, the masks for all three inputs and outputs
of a XOR operation have to be identical for the correlation to be non-zero, while the same is true for
di erences in a branching point. For this reason, some say that the propagation of linear masks and
di erences are \dual" to each other.

Matsui's Branch-and-bound Algorithm

Although the piling-up lemma permits the construction and bias computation of linear approximations,
on its own it is not su cient to search for approximations of high bias, as the search space is usually
insurmountably large. In [Mat94b], a heuristic depth- rst branch-and-bound search algorithm was pro-
posed, which explores the linear approximations by recursively building approximations of an increasing
number of rounds, and rejecting those whose correlation is zero or falls below a certain threshold.

The underlying idea of the algorithm is that, because of the multiplicative nature of the piling-up
lemma, an approximation for a small amount of rounds ° which has a very small correlation (when
compared to other approximations for the same number of rounds) is unlikely to be extended to an
approximation  which has a high correlation. This means that, if we remove from the search space all
approximations which start with  ©, it is very unlikely that any approximations of interest were removed.
Furthermore, if the correlation of Cis zero, then the correlation of any extended approximation is also
zero.

A general version of the algorithm is depicted in Algorithm [, and an example is shown in Figuré 2]2.
The algorithm starts from each possible mask o, and explores all the possible extensions of a given
partial approximation before moving on to the next (hence the depth-rst). The correlation of each
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Figure 2.2: An illustration of Matsui's branch-and-bound algorithm.

partial approximation is computed using the piling-up lemma. However, this tree would be too large to

For any node corresponding to ani-round partial approximation, if its correlation falls below , all of its
children are ignored (hence thebranch-and-bound. By the end, a list of approximations for the desired
number of rounds which have correlations above , has been constructed.

The choice of the thresholds ; is somewhat non-trivial, and can have a very large impact on the
e ectiveness and performance of the algorithm. If the values of ; are too large, it is possible that some
high correlation approximations are removed from the search space and missed by the algorithm, or that
no approximations are found by the end at all. However, if the values of ; are too small, many more
approximations will be found, but the search space will be a lot larger and therefore the running time will
increase. This trade-o has to be explored experimentally for each cipher until a good set of thresholds
is found.

In practice, the branch and bound algorithm as described, although a lot less costly than an exhaustive
search over the whole space, cannot be used without further optimisation. Indeed, the cost of exploring
just the level at depth 1 is already O 22" for an n-bit cipher. However, given the simple structures of
most block cipher round functions, it is often possible to greatly reduce the number of masks which have
to be considered to extend each partial approximation.

The Linear Approximation Table of an Sbox

In order to use the branch and bound algorithm e ectively, we need ways to quickly enumerate all linear
approximations of the round function of a block cipher whose correlation is above a certain threshold.
Although, naturally, each typical block cipher construction will require di erent tools in order to achieve
this, there are some which are very widely used. In this subsection, we will brie y explain one of the
most commonly used constructions: the Sbox layer.

If a round of a block cipher is the composition of several transformations, we can study each one of
them separately and use the piling-up lemma to obtain approximations of the whole round function. We
have already discussed how linear masks propagate through linear transformations, as we can use the
rules of Figure[2.] to deduce compatible output linear masks from a given input mask, all of which will
exhibit a correlation of 1. Furthermore, for a linear transformation given by a matrix L, a mask
propagates to a mask with non-zero correlation if and only if = LT (see Proposition. Another
common occurrence in block cipher constructions is that of Sbox layers, which are maps of the form:

. n — gEdr | m — pds
from=r e=F (2.15)
(Xaj  jx1) 7! (Sa(xa)i  jS1(x1))
whereS; : F, ! F3 are arbitrary maps called Sboxes.

The behaviour of all linear approximations of an Sbox is usually described by means of its so-called
Linear Approximation Table:

De nition 2.10 (Linear Approximation Table). LetS:F, ! F3 be an Sbox. ThelLinear Approximation
Table or LAT of the Sbox S is ther s integer matrix whose entries are:

LATs(; )= jx2F,:h;xi+h;S(x)i=0j 2% 2F, 2F: (2.16)
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Table 2.1: The linear approximation table of the SboxSs in the Data Encryption Standard.

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
032 000 0O0OUO0UO0O0O0OUOU OTUOOTUO0TOTOT OTUOT OT OGO OTOT OTOT OT OGO OTOTUOO0 0
10 0 4 0 2 2 2 2 0 4 4 4 2 6 2 2 2 2 2 6 4 4 0 4 6 2 2 2 0 4 4 4
2 0 0 2 2 2 2 40 2 6 04 0 0 2 2 2 2 00 4 0 6 6 0 4 2 6 2 2 8 8
3 00 2 6 0 4 6 2 6 2 0 4 2 2 08 00 2 2 0 4 6 2 2 6 8 4 2 6 0 8
4 0 0 2 2 00 2 2 00 2 6 00 2 6 0 4 2 2 0 4 2 6 4 0 2 6 4 8 2 2
5 0 0 2 2 210 4 8 0 4 6 2 2 2 4 4 2 2 4 4 0 4 2 210 2 4 0 0 0 2 6
6 0 0 4 4 2 6 2 6 2 6 2 2 4 4 0 0 6 2 2 2 0 8 4 4 4 4 0 0 6 2 2 6
7 0 0 0 4 0 4 0 0 6 6 2 21010 2 2 8 4 8 0 0 8 0 4 2 2 2 2 2 2 2 2
8 0 0 4 0 0 0 0 4 2 6 2 2 2 2 2 2 0 4 4 4 4 0 4 4 2 6 2 6 210 2 2
9 0 0 0 0 2 2 2 6 2 2 2 2 4 00 4 2 2 6 6 4 00 4 0 8 0 8 6 2 2 2
A O O 2 2 210 0 0 4 0 2 2 2 2 4 8 2 2 4 4 4 4 6 6 2 6 4 0 4 8 2 2
B O 0O 2 6 4 0 2 612 4 2 2 8 4 2 2 4 0 6 2 4 4 2 2 0 4 2 2 0 8 6 2
C 0 0 2 2 4 4 6 2 2 2 4 0 2 2 4 8 0 8 2 6 0 8 2 2 210 0 4 2 2 4 8
D OO 2 2 2 2 8 0 6 6 4 8 4 8 6 6 2 6 4 4 4 4 2 2 4 0 2 6 2 2 4 0
E 0 0 0 4 2 2 2 6 4 8 4 4 6 6 2 210 2 6 2 4 0 0 0 2 2 2 2 0 0 4 0
F 0O 0 4 4 0 4 0 4 4 4 0 0 4 0 4 02 4 0 0 0 4 0 4 4 4 0 0 0 4 0 4

20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F
0 000 OO O OO OT OGO OTGOTGOTGOT OT OGO OGO OTGOTGOT O OTG OTOTGOTGOT OGO OGO OT OO0 O
10 0 4 0 2 6 210 4 0 0 8 2 2 6 6 2 2 6 6 0 8 4 8 2 2 6 2 8 4 4 4
2 0 0 2 2 6 2 4 0 2 2 4 0 4 4 2 6 2 2 0 012 0 2 6 4 810 6 6 2 4 4
300 2 2 4 0 2 2 2 6 8 4 6 2 4 4 0 0 210 4 0 6 6 6 2 0 4 2 2 4 4
4 0 0 2 6 0 0 2 6 0 0O 6 6 0 0 6 6 4 0 2 2 4 8 2 6 0 4 210 0 4 2 14
5 0 0 2 2 6 6 0 4 4 0 6 2 6 2 4 4 6 2 8 0 0 4 2 6 2 6 4 0 4 4 2 6
6 0 0 4 4 2 2 2 6 6 6 6 6 0 8 4 4 2 2 2 2 4 4 8 0 4 4 0 8 2 2 2 6
7 0 0 8 4 4 0 4 4 2 2 6 6 6 2 2 2 4 0 4 4 8 0 0 4 2 6 2 2 2 2 2 2
8 0 0 4 0 4 4 4 0 2 2 6 2 2 210 2 4 0 0 0 4 0 412 6 2 6 10 6 2 2 2
9 0 0 0 0 6 6 2 6 6 2 2 6 4 0 8 4 2 210 6 0 4 4 0 4 4 4 4 210 2 2
A 0O O 6 2 2 2 412 4 8 2 2 2 6 0 4 2 2 0 0 4 4 2 2 6 2 0 4 4 0 2 6
B O O 6 2 4 8 2 2 0 0 2 6 4 8 2 6 0 4 210 0 0 2 2 0 4 2 2 0 0 2 2
C 00 2 2 00 6 2 6 2 8 4 2 2 4 0 0 0 2 2 4 4 6 2 6 2 4 010 2 4 0
D OO 2 614 2 0 0 2 6 4 0 4 0 2 2 2 2 4 4 4 4 2 2 4 0 2 2 2 2 4 0
E O 016 4 2 6 2 6 4 0 4 4 6 2 2 2 2 2 2 2 0 4 4 4 2 2 2 2 4 4 0 4
F O 0122 4 0 4 0 4 0 O 4 4 0 4 0 4 4 4 0 0 0O 4 0 4 0 0 4 4 4 0 4 0

In other words, the Linear Approximation Table provides scaled versions of the bias and correlation
corresponding to every possible combination of input and output masks to the Sbox. If LATls(; )=0,
then the associated approximation shows no correlation at all, while an entry of large absolute value
corresponds to a highly-correlated linear approximation.

As an example, Table[2.1 shows the full linear approximation table ofS5, one of the Sboxes used in
the Data Encryption Standard. Matsui's linear attack makes use of the fact that LAT s5(10;F) = 20
(bias 20=64, correlation 20=32) and LAT s5(10;E) = 10 (bias 10=64, correlation 10=32): these are
highly correlated linear approximations of the Sbox which appear multiple times in the approximation
used in the attack.

Looking at Table 2.1], there are several properties which are apparent. We can see that all the entries
are even, that the rst row and column are mostly composed of zeroes, and that the sum of all the entries
in each row and column is zero. These are in fact general properties:

Lemma 2.11. Let S : F, ! F5 be an Shbox. We assume that for each 2 F3, the numberjx 2 F, :
f (x) = yj is constant (in particular, this means that S is surjective and if r = s, it is equivalent to S
being bijective). We have:

~ LAT s(0;0)=2" 1 LATs(; 0)=0 forall 60, LATs(0; )=0 forall 60.

" LAT s(; ) is even for all ;

2r LATS(; )= 20 tforall 60.

P
If r = s and S is bijective, then 2F8 LATs(; )= 26 lforall 60.

Proof. The rst property is clear from the de nition, and true for all Sboxes.

For the second, we rst note that given ; 6 O there are exactly 2" ! elementsx 2 F} for which
h;x i = 0. Similarly, using the balancedness assumption, we deduce that there are'2! elementsx so
that h;S (x)i = 0. By splitting both sets into two parts according to the value of the other dot product,
we deduce the following equations:

X2 Fy:(h;xi;h;S(X)i)=(0;0)+jx2F,:(h;xi;h;S(x)i)=0;1j=2" 1
jx 2 Fy o (h;xi;h;S(x)i)=(0;2)j+jx2F,:(h;xi;h;S(x)i)=(1;1j=2" %
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By subtracting both relations we obtain:

x2F,:(h;xi;h;S(X)i)=(0;0)=jx2F,:(h;xi;h;Sx)i)=(1;21)j;

which implies that jx 2 F; : h;x i = h; S (x)ij is even and thus LATs(; ) is also even.
We will now prove that 2p LATS(; )= 2 Lforall &0.
0 1
X X L
LATs(; )= @ indhy i=hs i(x) 27 A
2F, 2F, x2F,
X X X -
= iNdpx i=p:s (x) (X) 2
x2F; 28, e
- X a1 e, 2 ifhS(Oi=0
0 ifh;S(0)i=1
x2 F5nf Og
:( 1)h;S (O)i2r l:
For a xed x 6 0, since h;S (x)i is some xed value,h;x i = h;S (x)i is a non-trivial linear equation
with exactly 2" ! solutions on the value . The casex = 0 has to be treated separately. The last property
is obtained by applying the previous one onS 1. O

In Table we can also see that LAks(01; ) = LAT s5(20; ) = LAT s5(21; )=0forall . This
is a property of the Shoxes of the DES, and it's due to the fact that for any xed xo;xs 2 F3, the

provides no information whatsoever about the output).

The correlation of a linear approximation of an Sbox layer can be computed rapidly using the linear
approximation tables of the involved Sboxes as a consequence of Lemina]2.8.

Lemma 2.12. Letf : FJ | FJ' be an Shox layer using the Sbox& : F, ! F5. Let =( q4j:::j 1) 2
F) and = ( 4j | 1) 2 FJ be input and output masks. The bias and correlation for the linear
approximation h;x i = h;f (x)i of f are:

N : N | :
(; )=2 o> LATs (i 1) i )= 51 LATs (i i) (2.17)
i=1 i=1

We note the following:

" When ;= ; =0, the Sbox doesn't have any e ect on the correlation.
" When ; 60and ; =0, the correlation is automatically zero.

" For Sboxes which ful| the balancedness assumption of the previous Lemma, when; = 0 and
i 6 0, the correlation is automatically zero.

This essentially means that we can focus on the Sboxes for which both; 6 0 and ; 6 0. These
are often called active Sboxes. We can expect the correlation of linear approximations of the round
function to decrease when the number of active Sboxes increases. When implementing a branch and
bound linear approximation search, it is common to limit the number of active Sboxes in each round to
a small quantity, as this can greatly reduce the size of the search space and therefore decrease the time
complexity without erasing any desirable approximations. This, together with the fact that the active
Shoxes in a one-round extension of a given linear approximation are determined by the input mask (that
is, if ; =0, then we only have to consider extensions for which ; = 0), decreases the cost of the branch
and bound algorithm enough that it can be used in practice.

Matsui's Attack on the Data Encryption Standard

We will now brie y describe the version of Matsui's attack on the DES given in [Mat94a] as an example.
The attack has a data complexity of N = 243 known plaintext-ciphertext pairs, and uses two 14-round lin-
ear approximations to recover a total of 26 bits of the key. We can focus on one of the two approximations,
as the other one is the same approximation but ipped upside down, and has the same characteristics
(this is possible because the DES is a Feistel network). As we stated in the previous chapter, we will
denote by P the plaintext after IP has been applied, and byC the ciphertext before applying IP 1.
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Figure 2.3: One of the two 14-round linear approximations used on Matsui's linear attack on the DES,
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and the associated key recovery on the rst and last rounds.
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Figure [2.3 depicts this 14-round linear approximation. It extends between the second and the f-
teenth rounds. The input mask = (0000000Q 01040080 at (L;;R1) and the output mask =
(0000800Q 21040080 at (L 15; R315) are highlighted in blue. All the active bits in the intermediate rounds
are highlighted in light green, and the correlation for each round is given. In total, the bias of the linear
approximation is computed to be 1:9 2 19 and its correlation is 2 77, Using Algorithm 1, the
parity of the sum of 10 keybits betweenK, and K 15 can be recovered. The rst and the last round are
covered in a key recovery attack using Algorithm 2. In the gure, the active bits in the rst and last round
which appear directly in the approximation are highlighted in orange, and the bits which in uence the
value of the approximation but are not xored directly to it are highlighted in red. In order to compute the
value of the approximation, we must guess 6 bits oK ; and 6 bits of K 15. As a function of the plaintext,
the ciphertext, and the key guess, the linear approximation is

which can be recovered with Algorithm 1 is
K 3[22] + K 4[44] + K5[22] + K7[22] + K g[44] + Kg[22] + K 11[22] + K 12[44] + K 13[22] + K 15[22]: (2.19)

Since all the 12 plaintext/ciphertext bits which appear non-linearly in the approximation are xored
directly with keybits, we can de ne a truncated key recovery function f : Fi2 ! F, as

f(X11;::7;Xe;X5;::1;X0) = HE S5(X11;:::;Xe)l + M; S8(Xs;:::1;Xo)i; (2.20)
in other words, we can obtain the desired part of the linear approximation just by feedingf the XOR of

some plaintext/ciphertext bits to a 12-bit partial key guess.
The attack thus proceeds as follows:

1. Distillation phase:

(@) Initialise 2 counters A, to zero.
(b) For each of the N plaintext-ciphertext pairs ( P; C), compute the 13-bit string

and increment Ay by one.
2. Analysis phase:

(a) Initialise 2% counters Ty to zero.
(b) For each k 2 F}2, consider the key guess

and let X .
Tk = W Ay Agjiy -

i2FL2
(c) Sort the Ty according to the value ofjTx N=2j and extract a list of key guessexk from the

highest values. For each one, we can also obtain an additional parity bit of the key from the
sign of Ty  N=2.

3. Exhaustive search phase:

(a) Repeat the previous steps for the other approximation. We thus have two lists, each containing
13-bit candidates for part of the key. Both lists can be merged into a single list of 26-bit key
candidates (seel[Mat94h] for more details).

(b) For each candidate in the merged list, test all values of the 30 remaining bits until the correct
key K is found, or until all candidates are exhausted without success.

The data complexity and probability of success of the attack were obtained using Corollary 2]7. Since
the data complexity mainly depends onNc?, an analogous attack on 8-round DES was simulated instead.
This attack had a much higher value for ¢?, which meant that N could be made much lower and the
attack could be repeated enough times to obtain an accurate estimation of the probability of success.
In the end, it was found that, given N = 243 plaintext-ciphertext pairs, the exhaustive search nds the
correct key in less than 22 test encryptions with 85% probability. The time complexity of the attack is
dominated by the data generation and exhaustive search steps and reache®’Zncryptions. The memory
complexity is 2(2'2 + 212) counters. The attack was also run successfully on early 90s hardware.
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Linear Approximations

The purpose of this section is to provide a more careful analysis of the behaviour of linear approximations
of block ciphers. Assumption[2.3 is central to the description of linear cryptanalysis given in[[Mat93],
speci cally in the case of Matsui's Algorithm 1, but it is quite strict. In particular, there are many
instances in which a dominant key mask does not exist. These issues highlight the importance of a
more robust analysis of the correlation of linear approximations, which can take into account the existence
of multiple valid key masks, and which can describe the dependence of the correlation on the key.

For linear approximations of vectorial Boolean functions in which no key is involved, correlation can
be de ned as follows:

De nition 2.13 (Correlation of Boolean functions). Letf : F§ ! FJ' be a Boolean function, and
let 2 F5 and 2 FJ' be input and output linear masks. The correlation of the linear approximation
h;xi+h;yioff is

cor(f;; )=Pry(h;xi+h;f (x)i=0) Pry(h;xi+h;f (x)i=1)
1 N ) ) o N ) ) ) (2.21)
= z—n(JXZF2 thyxi+ h;f (X)i=0j j x2F,:h;xi+h;f (x)i=1j):

Linear Hull of a Linear Approximation

We will start by de ning the correlation of a keyless linear approximation as a magnitude which is
key-dependent and may thus vary over the keyspace:

De nition 2.14. Let Ex : F5 ! FJ be a keyed instance of a block cipher for a specic kel . Let
;2 F3 be the input and output masks to the linear approximation (; ) : h;x i + h;yi. The
correlation of the linear approximation for the key K is:

corg (; )=Prx(h;xi+h;Ex(X)i=0) Pry(h;xi+h;Ex(x)i=1)=cor( Ex;; ): (2.22)

This de nition of the correlation corresponds to applying De nition Z.13}o a speci c keyed instance
of a block cipher is identical to the one given in De nition P.2 but with a xed value of the key K. This
xed-key correlation can be rewritten as:

cor, ( ): ix ( 1)h;xi+h;E K (X)i. (223)
K i 2n . .
X2 Fj

This is a useful alternative de nition which allows for easy formal manipulation. We will be using the
following lemma, which is a preliminary version of Parseval's identity and Lemma[ 3.1P.

Lemma 2.15. For any xed x 2 F3, the following equality holds:

0 ifx60

hyi —
1 N ifx=0

y2F}

(2.24)

Proof. The equality is true when x = 0, since ( 1)° = 1. When x 6 0, the equality hx;yi = 0 is a
non-trivial linear equation over F5 which is satis ed by the elements of a hyperplane ofF;, which has
2" 1elements. The sumisthus2 * ( 1)°+2" 1 ( 1)'=0. O

Let us now consider keyed linear approximations. We can de ne a family of \linear key mask"
keyed linear approximations and their correlations by using all possible linear key masks. Indeed, if
E:F} F,! b isablock cipherand; 2 F5; 2 F, are linear masks, we consider the keyed linear
approximation

(;; HY:hyxi+h;yi+h;Ki; (2.25)
whose correlation can be de ned as
.. 1 X hix i+hiE k (X)i+hK i.
COR(;; )= o ( " ' A (2.26)
K2F, x2F}

The correlation of a linear approximation for any speci ¢ key can be computed by adding up the corre-
lations of all keyed approximations. The sign of the contribution of each keyed mask is determined by
the dot product of the key and the key mask:
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Proposition 2.16. Let Ex : F3 ! F) be a keyed instance of a block cipher, and lef 2 F} be the
input and output masks to a linear approximationh;x i + h;yi. Then
X .
core (; )= ( D"NICOR(;; ) (2.27)
2F,

Proof. This result is a consequence of Lemmpg 2.15. Indeed, we can rewrite

0 1
hiK i .. — hiK i @ 1 X X hix i+h;E co(x)i+h;K %A
( YMEICOR(;: )= (MO (1)
2F, 2F, K 92F, x2FJ
_ 1 X X ( 1)h;xi+h;EKo(x)i X ( 1)h;K +K O
¥
2 K 92F, x2F) 2F,
| {z—}
Oif KEKO, 2 if K=K?O
— ix 1h;xi+h;E Kk (X)i — . . 0
= o (1 =cor (; )
X2 F)

The set of all these keyed approximations is called the linear hull of the linear approximation. The
correlation of the linear approximation depends on the key: for some keys, the correlations of each of the
keyed versions of the approximation interfere constructively and lead to a higher correlation. For others,
the correlations interfere destructively and cancel each other out, leading to a smaller correlation.

We can measure the general usefulness of the linear approximation for linear cryptanalysis by using
the average square correlation, also calleéxpected linear potentialor ELP:

De nition 2.17 (Linear hull, ELP). LetE:Fj; F, ! F} be a block cipher and let; 2 F} be input
and output masks for a keyless linear approximation (; ). The linear hull of the approximation is the

set of all keyed linear approximations using linear key masks(; ; ). We de ne the expected linear
potential or ELP of the linear approximation as the average
1 X )
ELP(; )= > corg (; )< (2.28)
K 2F,

The ELP is thus de ned as the expected value over the keyspace of the square of the correlation of
the linear approximation, a concept rst introduced by Nyberg [Nyb94]. However, the ELP can also be
seen as the accumulation of the correlation contributions of each element of the linear hull, as shown by
the following result:

Theorem 2.18 (Linear hull theorem, Theorem 1 in [Nyb94])] LetE : F; F, ! FS be a block
cipher and let ; 2 FJ be input and output masks. The expected linear potential of the associated linear
approximation can also be computed as:

X
ELP(; )= COR(;; )% (2.29)
2F,

Proof. This result is also a consequence of Lemnia 215:

1 X 2
ELP(; )= > corg (; )
K 2F,
0 1,
X X _
- Zi @ ( 1)"XIiCOR(;: )A
K2F, 2F,
1 X X X o
= = ( )" "€TCOR(;; )COR(;; 9
K2F, 2F, 02F,
1 X X o -
== COR(;; )COR(;; 9  ( ph* ki
2 02 2
P 2E SN
oif 6 92 if = 0
= COR(;; )% O

2F,
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If we return to Matsui's Algorithm 2, we can show that the data complexity is dependent on ELP( ; ).
Indeed, following reasoning analogous to the prof of Propositiofi 2]6, we can show that for any xed key
the probability of success depends on the magnitud® cork (; )?. The expected value of this magnitude
over the keyspace iN ELP( ; ), which is the reason whyO (1=ELP( ; )) is often used as an estimation
of the data complexity of an Algorithm 2 linear attack using the approximation (; ) extended with key
recovery. However, we should note that #ELP( ; ) is not the expected value of the data complexity over
the keyspace, and just an upper bound which can be reasonably tight depending on the circumstances.
A more thorough analysis of the probability of success is provided in Sectioh 24.

If a single dominant mask exists for which COR(; ; )20 COR(;; 9%forall °6 |, then
ELP(; )' COR(;; )2, which means that the predictions of [Mat93] for the probability of success of
Algorithms 1 and 2 were accurate. If such a dominant mask doesn't exist, then Algorithm 1 won't work as
intended. However, since COR( ; )? ELP(; ), we nd that Proposition ften underestimates
the probability of success of Matsui's Algorithm 2.

It should be noted that although the ELP can provide a good estimate of the usefulness of a linear
approximation when there are many di erent contributing keyed approximations and the distribution of
the correlation over the keyspace is close to a normal distribution, this is not always the case. In particular,
when there are only a few approximations which have a signi cant contribution, the correlations follow a
discrete distribution, and the ELP may prove less representative. In these cases, we often speak of \weak
keys", for which the square of the correlation is much larger than the ELP might initially suggest. For
the rest of the keys, the square of the correlation is much smaller than expected, or even zero.

Linear Hulls of Key-alternating Block Ciphers

We will now focus on the linear hulls of approximations of iterative key-alternating block ciphers (Def-
inition . We start by momentarily ignoring the in uence of the key and considering the case of a
permutation of a xed keyed instance of an iterative block cipher. Our rst aim is to compute corg (; )

given input and output masks ; 2 FJ. A popular approach to compute the correlations of such linear
approximations is that of correlation matrices, as introduced by Daemen et al. in[[DGV94].

Correlation Matrices

De nition 2.19 (Correlation matrix, [DGV94]). Letf : F} I FJ' be a Boolean function. Its correlation
matrix is a 2" 2™ matrix C(") 2 GL(RFJ;RF}') of values between -1 and 1, with
(f) — iy 1 X hisx i+ hi;f (x)i .
Gy~ =cor(f;i;j)= o (™ : ; (2.30)
x2Fj

in other words, C() contains the correlations of all possible linear approximations of .

The correlation matrix contains the correlations of all the linear approximations of the Boolean func-
tion, and has a close numerical relationship with both the LAT and the Walsh transform, which is de ned

in the next chapter:
1

f . 1, ..

Ci) = s gLAT (i) = oM ): (2.31)
There are also several properties which describe the correlation matrices of most components of a

keyed instance of a block cipher in simple terms. These can be applied to transformations such as Sbox

layers, key additions and linear layers. For example, for a functiorf : F5 !  F} consisting of the xoring

of a xed constant c2 Fj, f (x) = x ¢, the correlation matrix is:

0 ifi6

(f) =
Cij - ( 1)hi;ci ifi = J

for all i;j 2 F5: (2.32)
These results will be covered in detail in the context of the Walsh transform in Sectior 3.3 in the next

chapter. All this information can be combined into a single correlation matrix thanks to the following
result:

Proposition 2.20 (Correlation matrix of composition, [DGV94]).] Letf;g :F3 ! Fj be two vectorial
Boolean functions, and leth = g f be their composition. The correlation matrix of the composition is
the matrix product of the correlation matrices of f and g:

cle=cl@ ¢ (2.33)
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Proof. The proof of this result is deferred to that of Proposition [3.13. O

This means that the correlations of all the linear approximations of any vectorial Boolean function
consisting of the composition of several simpler maps can be obtained by multiplying the correlation
matrices of each of its individual round transformations.

Linear Trails

If we apply Proposition 2.20 to a keyed instance of a key-alternating block cipher and unravel the matrix
product for one of its entries, we obtain a formula for the computation of cok (; ):

Proposition 2.21 (Equation 31 in [DGV94]). LetE : F; F, ! F5 be anr-round key-alternating

block cipher with round functionsF; : F5 ! 5,and let ; 2 FJ be input and output masks. Given a
xed master key K and the associated round subkey&K o;:::;K;), we have:
X o R
corg (; )= ( phoolr R KA cor(Fy; o1 ) (2.34)

o 2R i=1

Let us examine this formula more carefully. Unlike in the piling-up lemma, we have made no as-
sumptions on the statistical independence of any random variables, as the equation holds no matter
what the round functions F; are. It is also interesting that the formula closely resembles Equation 2.77.
Indeed, we are expressing the xed-key correlation as a sur@ yvhich is parametrised by a set of key masks

=( o;::1; r). Each term in thi_s sum is the product of ~;_; cor(Fi; i 1; i), which is independent
of the key, and the sign ( 1)M o:Koi*+ +h K+ i “which is independent of the round functions. Each one
of these sequences of intermediate masksd;:::; ), which determines a speci ¢ path of round approx-

imations through the cipher, is called alinear trail of the approximation, as introduced by Daemen et
al. [DGV94].

De nition 2.22 (Linear trail, [DGV94]). LetE:F; F, ! F5 beanr-round key-alternating cipher,
and let ; 2 F3. Each keyed linear approximation of the form

h;x i+ hgKgi+ +h ;Kii+h;yi; (2.35)
where ¢;:::; r2Fj and o= ; = ,Iis called alinear trail .

We now wish to return to the case in which the key is not xed, and provide some information on
the distribution of cork (; ) over the keyspace. Since the key schedule may have an e ect on this
distribution, we will make the following assumption about the key schedule [Nyb94/ DROY]:

De nition 2.23 (Long-key cipher, [DRQ7]).. A long-key cipheris an iterative key-alternating block cipher
for which = (r +1)n and which can be represented in such a way that the key schedule is the identity.
In other words, the master key is e ectively the concatenation of the round subkeys.

In other words, in a long-key cipher all round subkeys are independent from each other and all keybits
in a round subkey are independent. This assumption is false for real-use ciphers (since a long-key cipher
would have an impractically long key and be vulnerable to meet-in-the-middle attacks) but it is a very
useful and e ective simpli cation when it comes to proving theoretical results. Although real-world
ciphers are not long-key, in many cases we can safely assume that they behave like one. However, the
key schedule does have a potentially major in uence on the distribution of the correlation, as has been
shown in works such as[[ABL12]. Under the long-key cipher assumption, we note that Equationg 2.3
and[2.27 become the same. From this formula and using Lemnja ZJ15 again we can deduce:

Proposition 2.24 (Equation 28 in [DGV94]). LetE : F) F(z”l) "1 Fj be anr-round key-alternating

long-key block cipher with round functionsF; : F5 ! 5,and let ; 2 Fj be input and output masks.
For any linear trail =( o;:::; ) we have:
Y
COR(;; )= cor(Fi; i 1 i) (2.36)

i=1

From this result, we deduce the following version of the linear hull theorem for long-key ciphers, and
is often assumed to hold for general key-alternating ciphers:
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F1 F2 F3 Fa
jg=21* 1 2 3
jg=2 2
jgg=2 3
jcg=2 *
BLP(; )= 334434343 i ittt

Figure 2.4: Example of the Linear Hull Theorem for a key-alternating block cipher. The trails with

the largest correlations have the strongest contributions to the ELP. Although the squared correlation
of the dominant trail is 2 8, adding the contribution of the next three most biased trails increases the
estimation of the ELP to 2 ', The full ELP between and is 2 7%,

Corollary 2.25 (Linear hull theorem Il). LetE :F5 F, ! F5 be anr-round long-key cipher, and let
;2 F5 be input and output masks. Then theELP can be calculated as follows:

X Y
ELP(; )= cor(Fi; i 1; )% (2.37)

Estimating the Correlation with Sparse Correlation Matrices

Since computing the correlation for all input and output linear masks is not really possible in practice
except in the case of toy examples, we often considémuncated correlation matrices, which were introduced
by Abdelraheem [Abd12]. We consider a set of \interesting” linear masks, for example, by setting an
upper bound for the Hamming weight or the number of active Sboxes. If we have already identied a
set of highly-correlated linear trails, we can consider all the masks which appear in these trails. For
each component of the permutation, we consider a submatrix of its correlation matrix which is obtained
by selecting the rows and columns corresponding to these linear masks. By multiplying these truncated
correlation matrices, we can obtain an approximation of the correlation matrix of the composition.

Another technique based on correlation matrices permits the estimation of the ELP of the linear
approximations of key-alternating block ciphers. The idea is to adapt Equation[2.3} to a matrix form
which can be truncated. This can be achieved by considering the component-wise square of the correlation
matrices C(). The product of the squared correlation matrices of the round functions of a key-alternating
block cipher is composed of the ELPs of all of its linear approximations. As with traditional correlation
matrices, we can consider truncated submatrices according to the number of active Sboxes or to the
Hamming weight.

Multiple and Multidimensional Linear Cryptanalysis

After its initial introduction, several publications attempted to extend linear cryptanalysis in ways which
would increase the e ectiveness of the distinguishers. One immediately apparent way of building more
useful distinguishers is to use several linear approximations. Indeed, Matsui's attacks in [Mat93, Mat94a]
already make use of two approximations which recover di erent bits of the key so that a larger portion of
the master key is recovered from the attack. However, from a statistical point of view, the approximations
are used in two independent attacks, both of which must succeed on their own for the full attack to recover
the correct key.

A rst e ort to combine several linear approximations into a single distinguisher was proposed by
Kaliski and Robshaw [KR94]. This kind of attack can use several keyed linear approximations with
di erent input and output masks, but they must all share the same key mask. This distinguisher can
recover the target keybit in an Algorithm 1-type attack with a lower data complexity than would be
possible using a single linear approximation. However, the requirement of a single xed key mask is a
very restrictive condition on the available linear approximations.
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The rst variant of linear cryptanalysis to combine information from an arbitrary set of linear approx-
imations was introduced by Biryukov et al. [BCQO04], who provided a formal framework for statistical
attacks which could be used to justify a version of Algorithm 1 using multiple keyed approximations,
which is then extended to a multiple version of Algorithm 2. This technique is often calledmultiple linear
cryptanalysis.

The approach of [BCQO04] still had one major limitation: it requires the assumption that the linear
approximations behave as independent random variables, which is a di cult to justify assumption in
many cases and demonstrably false in others. The authors argue that their predictions are still valid
even if the approximations are not statistically independent, which has been found to be true in at least
some experimental attacks[[FN20]. However, alternative approaches which circumvent the independence
assumption have also been proposed.

One way of getting around the issue is to consider the joint probability distribution of the target
linear approximations as a whole. Hermelin, Cho and Nyberg introducedviultidimensional linear crypt-
analysis, [CHNO8, [HCNO08,[HCN19], which uses a set of approximations which conform a vector subspace
of the space of all possible linear approximations. This is a popular technique which can be adapted to
both Algorithms 1 and 2, as well as allowing several di erent statistics (most notably, LLR and 2).

Another approach is Bogdanov et al.'smultivariate linear cryptanalysis [BTV18], which also avoids
other assumptions, such as the normality of the correlation distribution over the keyspace, and takes the
e ect of the key schedule on the correlation into account. First, a large enough random sample of keys is
drawn. For each key, the (signed) correlation contributions of each individual trail in a list are combined
using Equation[2.34. After considering all the keys, an empirical sample of the joint distribution of the
correlations of the linear approximations has been obtained. The parameters of this sample, speci cally
the expected values and covariances, can then be used to accurately predict the performance of multiple
linear cryptanalysis statistics.

Using Multiple Linear Approximations

We will now give a light overview of the techniques of Biryukov et al. [BCQO4] for both Algorithms 1
and 2. We will not go into detail about the way the data complexity can be computed, as this will be
covered using more recent models in Sectidn 2.4. In this initial description, we will use counters similar
to those used in the description of Matsui's Algorithms 1 and 2. They can also be described in terms of
empirical correlations, which will also be discussed in Sectiop 2,4.

Multiple Version of Algorithm 1

Let E:F F, ! Fj5 be a block cipher. We consider a collection oM keyed linear approximations
whose correlations are known:
1o hyxi + hqgyi + hgKi;p COR( 15 15 1) = ¢
z : : : (2.38)
m: huixi + hy;yi + hy;Ki; COR( m; mM; M)=Cu:
Given a collection D = f(x;y = Ek (x))g of N random plaintext-ciphertext pairs generated with a
xed unknown key K, we can compute the counters

T = j(Ek (X)) 2D :h i;xi + h {;Ex (x)i =0j NE: (2.39)

If we assume that the approximations are statistically independent, then so are the counterd', and

hd ) N 2
Tzymzu) = T (D~ 56 (2.40)
i=1

In [BCQO4], it was shown that in order to obtain appreciable information about the key, the data
complexity of this attack must be inversely proportional to the capacity of the set of approximations,
which is de ned as

bd xo
C= COR( ;i )*’= & (2.41)

i=1 i=1
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Multiple Version of Algorithm 2

Consider a block cipher which can be decomposed & = Fg E,‘g , where F denotes the part covered
by the key recovery, and a set ofM keyless linear approximations ofE ° such as

1. hgxi + hoqyi; ELP( 15 1) = e
: : : (2.42)
m: hwm;xi + hyyi; ELP( m; m)= eu:

Let f be a map so thatf (y; k) takes the value ofh;F , *(y)i for all K which are compatible with the
key guessk. Given a key gues¥k, we consider the counters
Tli = j(x;Ex (X)) 2D :hj;xi + f(Ex (x);k) =0j N§: (2.43)
The expected value of T} when the guessk is correct is NjcorK( i; i)- Meanwhile, for any wrong
guess of the key, we can assume that the expected value is 0. Sincecfri; i) is key-dependent, we
don't know the exact distribution of the counters T, for the right key. However, we can still use the
following squared imbalance test statistic:

o
Q= (Ty)? (2.44)
i=1

The key guessk which maximises this statistic is likely to be the correct key. Assuming the inde-
pendence of the approximations, it can be shown (see Subsectipn 24.3) that the attack is reasonably
successful if the available data is around the inverse of the capacity

b b
C= ELP( i; )= e (2.45)
i=1 i=1

Multidimensional Linear Cryptanalysis

Multidimensional linear cryptanalysis was introduced by Hermelin, Cho and Nyberg [HCNO8, CHNO8,
HCN19], who proposed multidimensional versions of Matsui's Algorithms 1 and 2. Here, we will focus only
on Algorithm 2, and will not go into detail about the underlying statistical reasoning. Multidimensional
linear cryptanalysis uses multidimensional linear approximations, which consist of a vector subspace
whose elements are traditional linear approximations:

De nition 2.26 (Multidimensional linear approximation). LetE:F; F, ! Fj be a block cipher. We
consider m linear approximations of E of the form h i;xi + h ;;yi which are linearly independent, in the
sense that the concatenated mask vecto(s;j ;) 2 F3" are independent. The associatednultidimensional
linear approximation L is a vector space of dimensiorm whose elements are tht1 = 2™ linear combina-

tions of these linear approximations. Thereisamap : F; Fj ! FJ which evaluates the basis linear
approximations, ( X;y)i = h j;xi+ h j;yi. This map is given by two matricesA; B 2 GL(F};F5') whose
rows are the ;; ;. The multidimensional approximation L can thus be evaluated aq x;y) = Ax + By.

For a random permutation, the distribution of the multidimensional linear approximation L is ex-
pected to be uniform, that is, Expp (Pr«(( X;P(x))= ))=1=2" forall 2 FJ'. We assume that for a
block cipher E we have chosen a multidimensional linear approximation whose probability distribution
p=(p) 2Fp s PO= Pry (( X;Ek (X)) = ) is remarkably non-uniform. The non-uniformness of this

distribution can be quanti ed by means of the capacity of the multidimensional approximation:

De nition 2.27 (Capacity of a multidimensional approximation). The capacity of a multidimensional

linear approximation L for a xed key K is the relative entropy or Kullback-Leibler distance of its prob-

ability distribution to the uniform distribution:

X p X X

C(K)=2 p Iogz—m toom (p 2 M?2= corg (; )% (2.46)
2Fp 2Fp (j)2Lnfog

The overall capacity is the expected value of the capacity over the whole keyspace:

X
C=Expk (C(K))= ELP(; ): (2.47)
(j )2LnfOg
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Proof. The alternative expressions ofC(K ) are derived from Taylor expansion of the logarithm, assuming
p ' 2 ™, and from the fact that for a xed K we have

X ) )
p=2"m" ( DT Teone (5 ): O
(j)zrgn

In the multidimensional version of Algorithm 2, we try to distinguish the distribution p (which will
describe the value of the linear approximations when the correct key guess is used) from the uniform
distribution (which describes the value of the linear approximations for all other key guesses). Depending
on how much information we have about the good-key distribution, we can consider two di erent test
statistics: the log-likelihood ratio and the 2 test of t statistic.

Multidimensional Linear Cryptanalysis using the LLR Statistic

When we are able to obtain a good estimation of the distribution , we can use the log-likelihood ratio or
LLR test statistic, which is known to have good properties thanks to the Neyman-Pearson lemma_[NP33].
The LLR statistic is designed to distinguish between two speci ¢ known probability distributions p and
g. For each partial key guessk, we are given a sample of siz&l of values taken by the multidimensional
linear approximation, and we want to determine which distribution it follows. We can compute an
empirical approximation of this distribution:

b (k)= Ni (XEk (X)) 2D : Ax + BF, Y(y)= (2.48)

We can plug this empirical distribution into the formula for the LLR statistic:

De nition 2.28 (LLR statistic). In a multidimensional linear key recovery attack for which the joint
probability distribution p of the multidimensional linear approximation is known, the LLR test statistic
for each key guess« can be calculated using the following formula:

X p
Qx = b (k)log : (2.49)

2m:
2FD
The key guessk which maximises this statistic is likely to be the correct key.

It can be shown [HCN19] that the data complexity of this attack is inversely proportional to the total
capacity C of the multidimensional approximation.

Multidimensional Linear Cryptanalysis using the 2 Statistic

Sometimes, it may be impossible to obtain a good estimation of the probability distribution of L. This
may be due to a lack of information about the multidimensional linear approximation or to the variability
of this distribution over the keyspace. For this reason, it is common to use the 2 test-of- t statistic,
which is intended to distinguish any unknown probability distribution p from a known oneg, in this case,
the uniform distribution.

De nition 2.29 (2 statistic). In a multidimensional linear key recovery attack, the 2 test statistic for
each key gues& can be calculated using the following formula:

0 1,

—om X my2 _ X 1 X hx i+hF Y(Ex (X)iA -
Q=2 (b 2 ™)?2= @— ( M P T (Bx : (2.50)
2F) ( j )2LnfOg (XE k (x))2D

We note that in the end we obtain a test statistic which is equivalent to the one we described for
multiple linear cryptanalysis (sum of the squares of the empirical correlatiob"ls). It can be shown that

in this case the data complexity of the attack is inversely proportional to C= 2™ 1, making this test
statistic slightly less e ective than the LLR test.

Conditional Linear Approximations

An alternative way of using several linear approximations which are not statistically independent is to
purposefully use two or more dependent approximations in order to enhance the correlation of one of the
approximations, an idea which was rst introduced by Biham and Perle [BP18] and which is generally
called conditional linear cryptanalysis.
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De nition 2.30 (Conditional correlation). Let be a linear approximation of a keyed instance of a
block cipher Ex with input and output masks ; . We consider another linear approximation . The
correlation of  conditioned to o =0 is de ned as:

1
X2 F5: o(x;Ek(x))=0j

( 1)h;x i+hE g (X)i: (251)

x2F}
0=0

corg (; jo=0)=

In other words, the de nition is the same as for the standard correlation, but we restrict the input
space to the plaintexts for which the value of ¢ is zero. The idea of conditional linear cryptanalysis is to
use approximations so that the correlation of greatly increases if we x the value of o. We hope that
the resulting improvement in data complexity due to the increased correlation overcomes the increase
which is required to compensateaor the discarded data. In most cases, it is su cient that the correlation
improves by a factor larger than = 2:

Proposition 2.31. We consider a classical Algorithm 2-based attack using a linear approximation with
correlation ¢, which requiresN = O 1= known plaintext-ciphertext pairs. We assume that there is a
second linear approximation o so that the correlation of increases toc > 2cif ¢ =0. Assuming
that the second linear approximation o is unbiased, an identical linear attack which rejects the plaintexts
for which o =1 requires% = N < N known plaintext-ciphertext pairs to succeed with the same
probability.

There are several ways in which interesting conditional linear approximations can be found for di erent
constructions. In [BP18], the linear approximation used in Matsui's attack on the DES is improved by
adding a condition o which has two identical input and output masks. Due to the construction of Feistel
networks, this means that g is equal to the XOR of the values of this mask at all the even rounds. By
choosing this parity bit in all even rounds appropriately, it is possible to slightly enhance the correlation
in each of these rounds.

Here, we will consider a slightly simpler scenario which can also be described as a conditional linear
attack. Given a linear approximation of a block cipher consisting of an SPN construction (or any con-
struction with an Sbox layer) whose correlation is mainly described by a single dominant trail, we can
increase the correlation of the active Sboxes in the rst and the last rounds by determining the values of
some well-chosen parity bits at the Sbox igput. If we x the value of t parity bits and the correlation of
the Sbox increases by a factor larger than 2t, then the data complexity of the attack improves. Since
Sboxes usually have a small number of inputs, we can nd these good conditional approximations by
exhaustive search.

Statistical Models for Key Recovery Attacks

In this section, we will explore in more detail the relationship between the correlation and ELP of linear
approximations and the data complexity and success probability of an associated linear key recovery
attack. Itis intended to serve as a standalone practical guide which can be used to compute the parameters
of a linear attack in most circumstances, while still providing some basic theoretical explanations. The
theory behind modelling linear and other statistical attacks is a proli ¢ topic to this day, and there is a
lot of interesting bibliography. The success probability formulas found in this section mostly originate
from the work of Blondeau and Nyberg [BN15,[BN16,/BN17], and provide a balance between accuracy
and ease of use.

Advantage in a Statistical Key Recovery Attack

Matsui's original Algorithm 2 key recovery attack outputs a single guessk of the key, the one whose
counter Ty is furthest away from N=2. If the attack fails and k doesn't correspond to the real keyK,

it is still likely that the right key will have produced one of the largest values of jTy  N=2j, but the

algorithm ignores this information. This problem can be xed by modifying Algorithm 2 so that it returns

a list of key guesses which surpass a certain threshold fgfy ~ N=2j. The correct key K can thus be
found with an exhaustive search step: by completing each guedson the list to every associated master
key K and performing a test encryption against a known plaintext-ciphertext pair, the correct master

key can be found with high probability. This idea was already used in[[Mat944], and later formalised by
Setuk [Sel08] through the notion of advantage (not to be confused with that of distinguishing advantage):
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De nition 2.32 (Key recovery advantage). If a statistical key recovery attack algorithm involving a
key guessk returns a list of 2K 2 key candidates, we say the attack aims for amdvantage of a. The
probability of success of the attack is the probability that the key guess corresponding to the real key belongs
to the output list.

If the algorithm provides a list of 2/kI 2 partial key candidates, then the exhaustive search requires
2ki a2 1 ki = 2k a test encryptions, as opposed to the standard 2 test encryptions of the generic
exhaustive key search. In other words, an advantage ai means that search phase cost with respect to a
brute-force attack has been reduced as if the key waa bits shorter.

An estimation of the probability of success of this type of attack was also provided in[[Sel08]. Although
this estimation is based on a result on order statistics, subsequent reformulations such as the one found
in [BW12] have reframed the problem as a hypothesis testing scenario. Both approaches are supported
by classical statistical methods which are well understood, and lead to the same results. Here we will
discuss the hypothesis testing model.

As a reminder, in a statistical hypothesis test, we want to distinguish the null hypothesisHq from the
alternative hypothesisH; by analysing a data sample. The e ectiveness of the test is measured in two
main ways. One is itssigni cance level = Pr( Hq rejectedHg) or probability of a false positive, which
is the probability that the null hypothesis is rejected despite being true. The other is the power of the
test 1 = Pr( Ho rejectedH 1), which is the probability that the null hypothesis is correctly rejected
when the alternative hypothesis is true. For example, the distinguishing advantage of a distinguishing
attack is equal to 1

The statistical key recovery problem can be reformulated as a hypothesis test as follows: given a
partial key guessk, we want to distinguish whether it corresponds to the actual key of the cipherK
(alternative hypothesis) or is a wrong guess (null hypothesis). In this case, the power of the test 1
is the probability that the right guess for the subkey is marked as a candidate for the search phase, in
other words, the probability of successPs of the attack. On the other hand, the signi cance level is
the probability that an individual wrong key guess is marked as a candidate. We thus expect 2/ wrong
key guesses to be marked as candidates for the search phase, and we deduce thati ' 2iki 2 and we
should use a test with =2 2 if we want an advantage ofa.

We use a test statistic X to distinguish between both hypotheses, which is a random variable over
the key K and the data D. For example, in Matsui's Algorithm 2, this statistic is jTx N=2j. Let us
suppose that, if k = kg is the right guess, then this statistic has a cumulative distribution function Fg.
Analogously, we will suppose that ifk 6 kg then the distribution function is Fy . We will consider a
threshold so that we reject the null hypothesis (that is, we keep k as a candidate) if X, > and
accept it (discard the key guess) ifX . Wehave =1 Fw()and Ps =1 =1 Fr().

In practice, we choose the signi cance level =2 2 according to the desired advantagea and then take
= le(l ). This leads to the following result, which links the advantage a and the probability of
succesPs:

Theorem 2.33. Under the previous hypothesis testing model for a statistical attack, we can bound the
success probability for a given desired advantage as follows:

Ps=1 Fgr Fy,'@ 2?) ; (2.52)

whereFr and Fy denote the cumulative distribution functions of the test statisticX  for the right and the

wrong key guess, respectively. If the right-key distribution can be approximated by a normal distribution

N( r; 3), we have

R le(l 2 a)
R

Ps' (2.53)
If the wrong-key distribution can also be approximated by a normal distributioN ( w; &),

R w w 1l 29

R

Ps

(2.54)

Since 1 2 2 is usually very close to 1, using a normal approximation to computerl(l 2 2) may
induce a non-negligible error because of the small slope in the tails of the normal distribution. For this
reason, we recommend computing the distribution of the wrong-key statistic whenever possible, instead
of taking a normal approximation.

When it comes to designing tests for linear cryptanalysis, we can follow two main approaches:

" When the distribution of the linear approximation(s) under a right key guess is known, we can use
the log-likelihood ratio (LLR) statistic [BJVO04]] as is for example typical with multidimensional
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linear cryptanalysis. According to the Neyman-Pearson lemmal[NP33], for a given signi cance level
(that is, given a desired advantagea), the LLR test has optimal power (that is, it achieves the best
possible probability of successs).

When the distribution of the linear approximation(s) is unknown (either due to being too di cult

to compute or being key-dependent), we can still distinguish between the right key guess and the
wrong guesses by using other tests: for single approximations and multiple linear cryptanalysis, we
can use the di erence in expected value and variance, while in multidimensional linear cryptanalysis,
we use a 2 test-of-t test.

2.4.1.1 Known Plaintext vs. Distinct Known Plaintext Scenarios

24.2

2421

Traditionally, it is assumed that the plaintexts X in a known plaintext linear attack are sampled with
replacement, that is, we assume that repeated plaintexts might appear. This is supported by the idea
that a distinct known plaintext scenario, in which duplicate plaintexts are not allowed in the data, is

in a sense \closer" to a chosen plaintext attack. However, the known plaintext with repetition scenario
has its own problems: it is generally acknowledged that repeated plaintexts do not provide additional
information to the attack, and in fact experimental implementations of attacks like [Mat94al Jun01]
tend to avoid the repetition of plaintexts. Furthermore, since N = 2" does not guarantee that the full
codebook is available, we can consider known plaintext attacks in which the data complexity surpasses
the size of the codebook: indeed, the experiments in [BN15] show that the probability of success continues
to increase even afteN surpasses 2. For these reasons, when the data complexity is close to the size of
the codebook, the distinct known plaintext scenario may provide more clarity. In the remainder of this
section, we will consider models which account for both scenarios.

Application to Matsui's Algorithm 2

We will apply this framework to Matsui's Algorithm 2. We consider an attack on the cipher Ex = Fx EQ
using the keyless linear approximationh;x i + h;E 2 (x)i of EQ. If f :F3 FX I F,is the truncated
last round function, we consider the experimental correlation:

)= — X phx k) 2.55
or(k) = § (1 (2.55)
(xy)2D

The experimental correlation is equivalent to the counterTy N=2 used in the description of Algorithm
2 given in [Mat93], sincewr(k) = 2T¢x=N 1. Since we are interested in the key guesses with the
largest absolute value ofTy  N=2, we will use the squared experimental correlation test statistic, as its
distribution is easier to manipulate than the absolute value:

Xg = cor(k) ? (2.56)

In the following subsections, we will compute the distribution of this statistic both for the right key
and the wrong key guess, so that we can plug them into Theorerp 2.83.

Distribution of the Correlation of a Linear Approximation over the Keyspace

Let us start by substituting the right-key and wrong-key randomisation hypotheses for updated versions
of these assumptions as formulated by Blondeau and Nyberg [BN16].

Assumption 2.34 (Right-key randomisation). LetE :F; F, ! Fj be ablock cipher and let; 2 F}
be input and output masks. IfK is uniformly distributed over F,, then

cor (; ) N (cELP(; ) ¢2): (2.57)
In general c = Exp ¢ (cork (; )) is close to or equal to zero.

Let us provide some justi cation to this assumption. The value of the variance is deduced directly
from the de nition of the ELP as the expected value over the keyspace of the square of the correlation.
The assumption that ¢ = 0 is a consequence of the design of modern ciphers, which aim to avoid the
existence of linear approximations with any dominant linear trails. Furthermore, even for a single trail,
we can expect that as many keys will contribute to the average correlation with a positive sign as will
contribute with a negative sign, thus leading to an expected value of zero.
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=0 NS

p_ p_

Figure 2.5: Probability density functions of the statistical distributions of the equivalent linear crypt-
analysis test statistics @or(k) and @or(k)? for the right and the wrong key guess. The area highlighted in
green represents the distinguishing advantage of the test statistic.

The normality of the distribution is more di cult to justify. When a single dominant linear trail is
present, we can separate the keyspace into two part&y and K; depending on the value offK; i. The
expected values of cat (; ) in both groups take opposite sign, and their absolute value is very close
to the square root of the ELP. This means that the variance within each group is very close to zero and
that cork (; ) only takes two values and is not normally distributed. However, in most modern cipher
constructions there are no large sets of dominant trails in any linear approximations after enough rounds,
and we expect that the combination of the contributions of each trail will lead to a normal distribution.
Several experiments[[DROF| BW12] have shown that this is a reasonable assumption for most modern
block ciphers, although exceptions exist, see for example 8L12| HV18].

We also require an e ective way of estimating the ELP of a linear approximation. Since it is generally
unfeasible to account for all the trails in the linear hull, we can only identify a set of dominant trails
which have a large contribution to the linear potential. In other words, we consider a setS of key masks

so that the approximations h;x i + h;y i + h;K i are highly biased, while the rest have a much smaller
correlation. The contribution of these less biased approximations is modelled as random noise, an idea
introduced in [BN16].

Theorem 2.35 (Theorem 3 in [BN16]). LetE : F} F, ! Fj be a block cipher and let; 2 F}
be input and output masks. We can estimate th&LP by choosing a setS containing the linear trails
contributing the most to the correlation, and using the formula:

X
ELP(; )" COR(;; )2+2 ™ (2.58)
2S

For the wrong-key distribution of the correlation, we will assume that the linear approximation behaves
as a linear approximation of a random permutation.

Theorem 2.36 (Theorem 4.7 in [DRO7]). Let P : F5 ! F5 be a permutation chosen uniformly at
random and let ; 2 Fj be input and output masks.

cor(P;; ) N (0;2 ™): (2.59)
Proof. A thorough proof of this result is given in [DRO7]. O
Assumption 2.37 (Wrong-key randomisation). For a wrong key guesk, the random variable overK

1 X hox 14t (v
= ( 1) X |+f(y,k);
x2F)

behaves as the correlation of a a linear approximation of a random permutation and thus follows the
normal distribution N (0;2 "). In addition, we will assume that the correlations for each di erent wrong
key guess are statistically independent from each other.

Distribution of the Right and Wrong-key Statistics

We can now compute the distribution of @or(k) in both the right and the wrong key case. We can see
both as random variables over the data sample and the key. In order to lighten notation, we will denote
by @rg and wry two independent random variables which have identical distributions to @or(k) for the
right key guess and for any wrong key guess, respectively.



44 CHAPTER 2 - LINEAR CRYPTANALYSIS

In order to consider both the known plaintext and the distinct known plaintext scenarios, a constant
B representing the current case will be used:
1 in the KP scenario

8= 2 N in the DKP scenario (2.60)

Proposition 2.38. Given a linear approximation with masks ; 2 F} and a random data sampleD, the
experimental correlation has the following expected value and variance:

Expp .k (@rR) =Exp g (cork (; )= ¢C; (2.61)
Varp « (@org) = %+ELP( c) & (2.62)

Assuming there is a large enough number of dominant linear trails for the approximationgorg follows a
normal distribution. In most cases, Expp « (@rrR) =0.

Proof. We initially consider that the key K is xed. This means that h;x i + h;E 2 (x)i +1 is drawn
from the Bernoulli distribution with parameter (1 +cor ¢ (; ))=2. Therefore
8

< B bkl )N for KP

HG reorcl Jon:onN  for DKP

jcy=E2(X) 2D :h;x i+h;yi=0j

From this we deduce that, for a xed key, we can approximate@rr N (corg (; ); %). If we now
consider a uniformly distributed key, we have the following:

EXpp .k (@r1Rr) = Exp « (EXpp (@I1R)) = EXp  (cork (; ));
Varp k (@rr) = Exp ¢ (Varp (@orr)) + Var  (Expp (@rRr))

B
= TELPC: ) Bxpy (cor(; )% O
Proposition 2.39. The wrong-key experimental correlation follows the distribution:
B
@wrw N O N +2 " (2.63)

Proof. We reason in the same way as for the right key.h;x i + f (y;k) + 1 is drawn from the Bernoulli
distribution with parameter (1 + c(K))=2, wherec(K) x N(0;2 "). Therefore
8

< B LN for KP

jgy = ER(x)) 2D :h;x i+ f(y;k)=0j s
« HG L=Kion:on:N  for DKP

From this we deduce that, for a xed key, @ory, N (c(K); ﬁ—). If we now consider a uniformly distributed

key, we have the following:

Expp .k (@rr) = EXp ¢ (Expp(@rr))=0;
Varp .k (@rgr) = Exp ¢ (Varp (@rg)) + Var ¢ (Expp (@rgr))
B

:ﬁ+2 " O

Using these normal approximations for the right and wrong-key experimental correlations, we can
model their squares as 2 distributions with 1 degree of freedom:

Corollary 2.40. If we assume thatc = Exp( @rk (; )) =0, we can model the distributions of the square
experimental correlations as 2 distributions with one degree of freedom:

N 2.
B+ NELP( . )cooré e (2.64)
N
BrNz W T (265)

The expected values and variances of these distributions are:

B

R = W+ELP( SO 2=2 N+ELP( A B (2.66)
2
W:%+2 " & =2 %+2 no (2.67)
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These distributions can be plugged in into the formulas of Theorenj 2.33. In general, we will obtain
more accurate results if we do not take the normal approximation of the distribution of the wrong-key
statistic. However, the one-sided test on the square experimental correlation is equivalent to a two-sided
test on the experimental correlation itself (see Figur), which we can use to deduce the following
result:

Corollary 2.41 (Theorem 2 in [BN16]). In an Algorithm 2 linear attack aiming for an advantage a and
using an approximation with expected linear potentiaELP( ; ) with the squared experimental correlation
test statistic, the probability of success is:
S !
B+N2n

— 1 a 1 .
Ps=2 2 5 NELPC. @ 22 (2.68)

Application to Multiple and Multidimensional Linear Cryptanalysis

After analysing the classical Algorithm 2 attack using a single linear approximation, we now proceed to
extend the results to multiple and multidimensional attacks.

On the Independence Assumption

When discussing multiple linear cryptanalysis, we already mentioned that[[BCQO04] requires the assump-
tion that all the linear approximations used in the attack are independent from each other, and that
approaches such as multidimensional [HCN19] and multivariate[[BTV18] tackle this issue by considering
the joint distribution of the linear approximations.

However, these approaches can have some disadvantages: multidimensional cryptanalysis requires
that we incorporate a lot of additional approximations which may have poor correlations, and thus only
contribute to the test statistic with additional noise. In the case of multivariate linear cryptanalysis,
it is not possible to compute the data complexity and success probability directly from the parameters
of the approximation, as it is necessary to perform the empirical estimation of the joint distribution of
the correlations. Given these observations, studying the e ectiveness of \classical" multiple linear crypt-
analysis using the 2 statistic on an arbitrary set of approximations is a problem which may still prove
worthwhile. Indeed, some multiple linear attacks such as[[FN20] have shown experimental results which
closely follow the predictions of the model, despite the clear falseness of the independence assumption (in
the case of these attacks, the approximations are not only statistically but linearly dependent).

One possible approach would be to see whether weaker conditions than statistical independence hold.
In particular, pairwise statistical independence or even statistical incorrelation should be enough to control
both the expected value and the variance of the 2 statistic. This would require a better understanding
of the statistical dependence of linear approximations. In|[Nyb1V], it is proven that in a vector space of
binary random variables which are pairwise statistically independent, linear independence is equivalent
to statistical independence. However, it was also shown that any such space of pairwise independent
binary random variables is essentially degenerate, in the sense that all variables must be either constant
or balanced, which makes the result of little use to linear cryptanalysis. Furthermore, simple examples are
also shown in which two linear approximations must necessarily be statistically dependent, for example
a pair of linear approximations which share the same input mask but have di erent output masks.

For these reasons, it seems highly unlikely that these attacks are working as predicted by the model
because of the approximations being pairwise independent. In that case, there are several possible
explanations. For example, it is possible that the contribution of the covariance between approximations
is small enough compared to the correlation of each approximation for its contribution to the variance of
the 2 statistic to be negligible. It is also possible that there is some other underlying theoretical reason.
For example, it may be possible that the multiple linear attacks for which the model succeeds can be
described as multidimensional attacks from which low correlation approximations have been removed. In
any case, it would be of great interest to explain this phenomenon so that we have a better understanding
of the kind of scenarios the classical models for which multiple linear cryptanalysis are e ective.

Distribution of the Capacity

In order to estimate the success probability in the case of multiple and multidimensional linear crypt-
analysis, we start by nding the distribution of the capacity of the set of approximations:

X
C(K)=  cork( i; i) (2.69)
i=1
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Theorem 2.42 (Theorems 4,5 in [BN16]). Let us consider a set ofM linear approximations ; : h j;xi+
h i;Eko(x)i, of which we know representative familiesS; of linear trails for the rst Mg. The expected
value and variance of the capacity can be estimated as

bd No X
Expk (C(K)) = ELP( i; ) COR( i; i; )2+ M2 "; (2.70)
i=1 i=1 2S;
0 1,
Mo X Mo X
Varg (C(K)=2 @ COR( i; i; )?A +22 7 COR( i; i; )2+ M2t 2. (2.71)
i=1 2S; i=1 2S;

If only an estimate C of the capacity of the rst Mg linear approximations of the set is known, we can
still approximate the variance by

Varg (C(K)) Mo Mo Mo

2t 2n. (2.72)
Proof. These formulas are deduced from the linearity of the expected value and the linearity of the
variance for independent random variables. We use our previous estimation for the linear potential in
Theorem([2.35, and assume all linear approximations for which no trails are known behave like noise. For
the formula in the case in which only a capacity estimate is known, we assume that thé1 o approximations
have the same correlation. O

Distribution of the Right-key and Wrong-key Statistics

The nal component of the model is the computation of the distribution of the right and wrong key
statistics over K and D, which can then be plugged into the formulas of Theoren{ 2.33. We again
consider both the KP and the DKP scenarios, which will determine the value of the parameteB, which
was de ned in equation[2.60. We consider the statistic

Qk = aor; (k); where aor; (k) is the empirical correlation of ;: (2.73)
i=1

We will denote by Qr and Qw random variables which have the same distribution asQx in the
right-key and the wrong-key scenarios, respectively. From the previous results, we deduce the following
theorem:

Theorem 2.43 (Theorem 6 in [BN16]). In multiple and multidimensional linear cryptanalysis, the
statistic Qr approximately follows a normal distribution with parameters

= gM +Expg (C(K))

Qr N (r; R) where 7 2 (2.74)
" R 2 = 2B M +4BExp (C(K))+Var ¢ (C(K))
A multiple of the wrong key statistic follows a ? distribution with M degrees of freedom:
N 2 . w = Exppx(Qp) = M E—+2 n )
BrNz T W% 2 o PR = 2M(Be2 m) (&)

Proof. We will begin by deducing the distribution of the right-key statistic. From the proof of Propo-
sition , we know that, for a xed value of the key K, we haveorc ( i; i) N (corg ( i; i); %).
Assuming the independence of the approximations, for a xedK we have:

N > N : Expp (Qr) = g M + C(K)
BQR M BC(K) ; SO VarD(QR) _ Zﬁ—zM +4%C(K)

Therefore, assuming a normal approximation of the 2 distribution,

Expox (Qr) = EXp  (EXDp (QR) = M +Exp, (C(K)

Varpk (Qr) =Exp g (Varp (Qr))) +Var k (Expp (Qr)))
2
N2
We now proceed to the wrong-key statistic. From Proposition[2.39, we know that for each approximation
owr (k) N O % +2 "™ when K and D are uniformly distributed. Since all these variables have the
same variance, we can normalise them so that the addition of their squares follows & distribution with
M degrees of freedom. O

=250 +4 2 Bxpy (C(K)) + Var ¢ (C(K)):
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Di erential-linear Cryptanalysis

In this section we will discuss a related family of attacks which was introduced by Langford and Hell-
man [LH94] and combines a di erential and a linear approximation into a single distinguisher. In [LH94],
only di erential characteristics of probability 1 were considered, so here we will describe the slightly
improved version introduced by Biham et al. [BDKO0Z2al], which allows for di erentials with probability
other than 1.

Proposition 2.44 (Di erential-linear distinguisher). Let Ex : F§ ! F5 be a block cipher which can be
written as the composition of two separate partEX and EZ, thatis, Ex = EZ E{ . We consider that
a dierential of E} and a linear approximation of EZ are known. We denote the di erential of EL by

! , and assume it has probabilityp:

DP( ¢ )= p (2.76)
Let h;y i + h;zi be a linear approximation of EZ with correlation g;
cor EZ;; =aq: (2.77)

The di erential and the linear approximation can be combined into an expression of the formh; E ¢ (X)i +
h;E k (x+ ) i, which showcases the following correlation:

Pr(h;Ex(X)i+ h;Ex(x+) i=0) Pr(h;Ex(X)i+hEx(x+) i=1)= pc; (2.78)

under the appropriate independence assumptions. This magnitude is closely-related to the concept of the
autocorrelation of a Boolean function, and we will thus denote it byaut(Ex ; ; ).

Proof. If we assume thath;y i+ h;E 2(y)i andh;y + i+ h;E2(y+ )i are independent binary
variables which are zero with probability % wheny is uniformly distributed, using the piling-up lemma
we can deduce that the expression

hyyi+hy + (i+hEZWi+hEZ(Y+ )i=h, (i+hEZ@Wi+hEZ(y+ )i

is zero with probability # This means that aut(EZ; ; )= ¢ depending on the value ofh; i
Assuming that the correlation of the linear approximation of E2 is independent of whether the di erential
holds or not, using the Bayes formula we obtain:

Pr(h;Ex(X)i+h;Ex(x+) i=0)
h;Ex(X)i+h;Ex(x+) i=0

- 1 - 1
=Pr Ex(x+)= Eg(X)+ Pr Ei(x+)= EL (O™
h;Ex(X)i+h;Ex(x+) i=0
1 1 K
+Pr Ex(x+) 6 Eg(X)+ Pr EL(x+) 6 EL(x)+
_, 1 ¢ 1_1 pg,
=P —— Q@ P 5=
From this, we quickly deduce that aut(Ex ; ; )= pcf. O

In practice, this means that Ex can be distinguished from a random permutation withO p?g* chosen
plaintext-ciphertext pairs. It su ces to generate plaintext pairs ( x;x ) and compute the correlation of
h;E ¢ (x)i+h;E ¢ (x ) i.Dierential-linear cryptanalysis is of particular interest in the case of block
ciphers in which the optimal di erential probability and the optimal correlation decrease very rapidly
with the number of rounds.

A di erential-linear distinguisher can be used to mount a key-recovery attack by extending it at the
top and/or at the bottom with key guesses. The key recovery in the initial rounds is handled in the same
way as in di erential attacks using plaintext structures. The key recovery in the nal rounds is handled
using Matsui's Algorithm 2. By computing the correlation of the di erential-linear distinguisher for each
combined guess of both parts of the key, we can separate the correct key guess from all the wrong ones.
The data complexity and the probability of success can be determined using the same techniques used in
linear cryptanalysis, such as the ones presented in Sectidgn 2.4.

In practice, this description of di erential-linear distinguishers can lead to rather inaccurate results
which do not match those obtained in experiments. The presence of truncated di erentials and linear
hulls will in uence the correlation of a di erential-linear distinguisher. It is also possible that there are
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Figure 2.6: On the left, the \classical" di erential-linear distinguisher without a transition part, which has
correlation pc. On the right, the di erential-linear distinguisher which uses a transition step between
the di erential and the linear approximation, and which has correlation prg?. The correlation of the
middle part EZ' can be evaluated either empirically or using special techniques, such as the DLCT.

several output di erences and input masks which contribute to the autocorrelation. Furthermore,
the independence assumptions used in the proof of the result are not usually satis ed, so the transition
between the di erential and the linear part may have an unexpected e ect on the autocorrelation.

The most commonly used solution to these problems consists of separatingx into three parts,
Ex = EZ ER E{,whereEY is a small transition layer which covers only one or two rounds.E¢ and
EZ are still covered using a di erential and a linear approximation, respectively. If r =aut( EJ; ; )
is the autocorrelation for the transition layer, then it can be easily proven that aut(Ex ; ; )= prg? (see
Figure [2.6). This approach describes the behaviour at the transition between the di erential and the
linear parts much more accurately than the previous model.

There are two approaches which can be used to compute the value of alE¢'; ; ). The rstis
simply through experimental simulation, as sinceEy' only covers one or two rounds, the autocorrelation
should be large enough to be accurately estimated with a relatively small amount of randomly-generated
plaintext pairs. It is also possible to use theoretical tools which aim to describe the behaviour of the
transition, most notably the di erential-linear connectivity table or DLCT [BDKW19]. These approaches
have the advantage that they also allow us to search for di erences and linear masks which exhibit
particularly high autocorrelations.

Another improvement to di erential-linear cryptanalysis is the idea introduced in [BLT20]] which
consists of grouping plaintext pairs in such a way that all the pairs in a group either do or don't satisfy
the di erential at the same time. For example, if we nd some bits in the plaintext for which ipping
their value won't change whether the di erential is satis ed or not, we can use them to determine such
groups. The autocorrelation in a \good" group (i.e. the di erential is satis ed) will be rg?, and zero in
the \bad" groups. If each group has more than Er2qg* pairs, then we can perform Algorithm 2 on each
group until we nd one for which correlation is observed: this requires O pr?q* plaintext-ciphertext
pairs instead of O p?r2q* . This technique can still be used if the \good" groups are not entirely made
of good pairs. If, given a di erential pair, the probability that another pair in the same group is also a
di erential pair is p°> p, then the data complexity is O pp%?q* .



Chapter 3

Boolean Functions and the Walsh
Transform

This chapter contains broad introductions to some mathematical concepts which appear frequently in this
thesis, in particular, the Walsh transform of both complex vectors and Boolean functions. The former
is of interest to us mainly because of the fast Walsh transform algorithm, which can be used to greatly
reduce the time complexity of most linear key recovery attacks on block ciphers, as will be shown in
Chapter 5. The latter is a topic which is of interest in many branches of symmetric cryptology.
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Section[3.] focuses entirely on the multidimensional discrete Fourier transform on complex vectors.
We start from an algebraic perspective looking at the discrete Fourier transform on nite Abelian groups
and then deduce a more traditional formulation. Section[3.2 features an in-depth explanation of the
(complex) fast Walsh transform algorithm. Finally, Section explores the Walsh transform of vectorial
Boolean functions, its properties, and its relationship to linear cryptanalysis.

3.1 (Complex) Discrete Fourier Transforms

Over the course of this section, we will de ne the multidimensional discrete Fourier transform for vectors
in CN', of which the Walsh transform is a speci ¢ case. We start by describing the Fourier transform on
nite Abelian groups in order to highlight the importance of the algebraic structure in regard to the fast
transform algorithms.

3.1.1 Fourier Transform on Finite Abelian Groups

We will now provide an extremely succinct description of the Fourier transform on nite Abelian groups.

It is not strictly necessary for the purposes of this text, but | believe some basic context can help illustrate
the importance of the underlying group structure of the discrete Fourier transform, as in particular it
explains some of the di erences in the behaviour of the one-dimensional FFT and the fast Walsh transform
when it comes to pruning. Please note that it is not intended as a real introduction to the topic and all
concepts and results which are not essential to our purposes have been omitted, as well as any detailed
proofs. For a more detailed study of Fourier analysis on nite groups, we refer the reader to [Ter99].

De nition 3.1 (Group characteristics). Let G be a nite Abelian group. A characteristic of G is any
group homomorphism :G ! C , whereC is the multiplicative group of the complex numbers. The
characteristics of G form themselves a grou;fg = Hom(G;C ) called the Pontryagin dual of G. In the
case of nite Abelian groups, the dual® is isomorphic to G.

49
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It can be shown that all characteristics of a group G must map all elements ofG to the unit circle
S'=fz2 C:jzj = 1g. Please note that although the groupsG and 8 are isomorphic, there is usually
no unique or canonical isomorphism between the two.

Example. Let G = Z=NZ be the cyclic group ofN elements, and let :Z=NZ ! C be a characteristic.
Since we must have (1)N =1, we deduce that (1) must be an N -th root of unity. Let  be anN-th
primitive root of 1. Then (1) = ¥ for somek between 0 andN 1. Furthermore, we can construct the
following group isomorphism

z | - 74
NZ ° NZ | .
k T K k(l): k= ki

Since there are multiple di erent choices for , the isomorphism is not uniquely determined.

Example. Let G = F} with the additive group structure, and let :F5 !  C be a characteristic. Since
all elements of F5 have order 2 except for the vector 0, we deduce that (x) = 1 for all x, which means
that we can think of as a linear map betweenF and F,. Since all linear maps are of the formh; i
for some 2 FJ, we obtain an isomorphism

SO =8 _
7 D=0 ph

For every bijective linear map L 2 GL(F5;F5), the bilinear form h;Lx i leads to a similar isomorphism
betweenG and ®. In other words, we cannot choose a group isomorphism without choosing a basis of
F5.

De nition 3.2 (Space of complex functions). Let G be a nite Abelian group. We denote theC-vector
space of all functionsf : G!  C using the standard addition and pointwise multiplication byCG. Since
an arbitrary map f is determined by the images of each element &, we can see thatCG is isomorphic
to CI®1. We can thus carry over the inner product and norm:

X
tgi=  f(x)a(x); f;g2CG; (3.1)
x2G
D S
kfko = H;fi= if (x)j2; f 2 CG: (3.2)
x2G

We note that, even though CG can be identi ed as a vector space withC/®, in most cases we can nd
several di erent Abelian groups with the same order. Broadly speaking, givenCN , choosing a groupG
with jGj = N imposes the group structure ofG on the coordinates ofCN in the standard basis. Di erent
group structures will lead to di erent Fourier transforms on CN .

De nition 3.3 (Fourier transformation). Let f 2 CG be a functionf : G! C. The Fourier transform
of f is a function 2 C&, £: 81  C, which is de ned as

X _
()= 0fx); 26 (3.3)

x2G
The mapF :CG! C® assigningF (f) = Pis called the Fourier transformation.

The following result can be obtained rather quickly from the de nition, however, it has wide-ranging
implications, and several properties about the DFT can be deduced from it directly.

Proposition 3.4. The Fourier transformation F is a linear bijection whiﬁhﬂeserves the inner %O(M:t
up to a constant, asho bi = jGjhf;gi for all f;g 2 CG. This means that jijﬂ(z = kfkz, soF= jGj
is a unitary operation. In addition, the inverse of F is F ' = F 5Gj, where F denotes the conjugate
transpose operator.

Multidimensional Discrete Fourier Transform

After this broad algebraic view of the Fourier transform, let us now look at it from a lower perspective.
We start with the examples of the DFT and the Walsh transform, and nally show how we have in fact
de ned the multidimensional DFT.
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Example (Discrete Fourier transform). Let G = Z=NZ. A vector f 2 CG can also be understood as a
vector in CN with coordinates (f (0);f (1);:::;f (N 1)) in the standard basis. Using the identi cation

of 2=NZ with Z=NZ we discussed earlier, we can see as a map which takes vectors inCN to vectors

in CN'. If we pick the primitive root of unity = €™ | we have:
X 1 X1 S
= WOf)= )= e T (x); (3.4)
x=0 x=0 x=0

which is indeed the well-known formula for the (one-dimensional) discrete Fourier transformF on a
complex vector of length N .

Example (Walsh transform). Let G = F5. A vector in CG can also be seen as a vector i€2" whose
coordinates in the standard basis are indexed by elements d¥5, or elements ofZ=2"Z if we take their
binary representation. If we consider the isomorphism betweerF5 and its Pontryagin dual given by the
standard inner product h; i, we obtain the expression

X X .
u) = JOOF )= (DM (x); (3.5)
X2 F} X2 F}
which is the classical formula for the Walsh transformw : c2" | C2".

Since any nite Abelian group is isomorphic to a direct product of d cyclic groups of the form
-z Z Z.
T NiZ NyzZ NgZ’

we can study all Fourier transforms on nite Abelian groups by studying the ones associated to this
family of groups. In fact, we obtain all the multidimensional DFTs:

De nition 3.5 (Multidimensional discrete Fourier transform). Let d2 Nand N¢;:::;Ng 2 N, N =
N, Ng. Given a mapf : N%z NZ? I C, we dene the (N1;:::;Ng) dimensional discrete
Fourier transform of f as the mapf: Nz -z ! Cugivenas
W W i2—kix i 2—kgx
(ky; 001 kg) = e N1t NN (Xqp it Xq): (3.6)
x1=0 Xq=0
We can seef and 2 as elements ofCN, and the Fourier transform as a mapF :CN 1 CN. The input

space is often called thetime domain and the output space is often called thdrequency domain The
multidimensional discrete Fourier transform can be inverted using the formula

NG TN L .2
-2 e TRt TIRGROX k) (3.7)

Of special interest are the cases:

" The cased =1 corresponds to the discrete Fourier transform of lengthN = Nj.

"~ The cased= n, N1 = = Ng = 2 corresponds to the Walsh transform of lengtiN =2".

The following result contains some interesting properties of the discrete Fourier transform, most of
which can be derived directly from Proposition[3.4:

Theorem 3.6. The multidimensional discrete Fourier transformation operator F : CN | CN given by
F(f)= 0 satis es the following properties:

Linearity: F is a linear operation. Given f;g 2 CN and a;b2 C, we have

F (af + bg = aF (f) + bF (9): (3.8)
" Shift theorem: Given xed time shifts s; 2 Z=N;Z; i=1;:::;d and a mapf 2 CN, we de ne
the shifted mapf.s asf.s(Xg;:::;%Xq) = (X1 S1;:::;Xq Sq). The DFT exchanges shifts with

floo(kyskg) = e RTkast TRgKeSely k) (3.9)
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" Parseval's identity: F preserves the dot product up to a factor oN. Given f;g 2 CN:

g = NHgi: ko = | Nk ko: (3.10)

These results are often written as the so-called Parseval and Plancherel identities:

N 1 N ! 1™t Nl
f(Xl;””Xd)g(Xl;:::;Xd):N ks, 1 kab(ka; i ska);  (3.11)
x1=0 Xq=0 k1=0 kd =0
N 1 N 1 " 1™t Nl
if (Xg; 000 xq)jc = N 1b(k1;::"kd)1 (3.12)
X1=0 Xq=0 k1=0 kq=0

A consequence of Parseval's identity is the fact thaF preserves orthogonality. Furthermore, given
an oernormaI basis of CN, we can obtain another orthonormal basis by applyinge and dividing
by 1=

Convolution theorem: Given two functions f;g 2 CN, we de ne their convolution as another
function f g2 CN which is given by
N1 N1
(f 9(x1;:iiiXq) = fteinta)o(xe tisiiiiXe  ta): (3.13)
t1=0 tg=0

The convolution theorem states that the DFT of the convolution of two functions is the component-
wise product of their DFTs:

i o(ky; it kg) = 1b(k1;::"kd) (ks o Ke): (3.14)
This formula can be used to compute the convolution of functions e ciently.

Maximum value: The Plancherel identity tells us that F behaves very well with respect to the 2-
norm k k,. We are also interested in its behaviour with respect to thel -norm k k; , about which
we can saykFk; = N, which in particular means

Jib(kl;::"kd)J N maxfjf (xg;:::;Xg)j X1 2 Z=N1Z;:::;Xq 2 Z=NgZg (3.15)

for all ky 2 Z=N1Z;:::;Kkq 2 Z=NqZ.

Proof. Most of these properties are direct consequences of Propositijn 8.4 or can be proven with a
small manipulation of the de nition. We will provide a short direct proof of the convolution theorem
nonetheless, due to its importance in later chapters.

X P k. X
{ g(keiiizike) = e 1liEhx Fltaiiita)g(xa taiiiiixa  ta)
X1500X d t1';111:t d |
X P ' X P
= e TN (L) e ROU g tyiinxg ta)
15ty X1335X d
=1b(k1;""kd) B(ka; 205 ka) O

Other properties and applications of the (one-dimensional) DFT can be found in signal process-

ing textbooks such as[[PM92]. A coverage oriented towards the multidimensional DFT can be found
in [DM90].

The Fast Walsh Transform Algorithm

The fast Fourier transform algorithm or FFT was introduced in Cooley and Tukey's seminal paper [CT65],
and, thanks to more practically-oriented descriptions such as[[GS66] and the wide range of potential
application problems in which it can be of use, it quickly became a ubiquitous algorithm. Using a divide-
and-conquer approach, the time complexity of obtaining the DFT of a vector of lengthN is reduced from
O N? to O(NlogN). Although it was originally introduced for the purposes of the one-dimensional
DFT, it can easily be extended to the multidimensional case, and in particular to the Walsh transform.
In this section, we will focus on the fast Walsh transform algorithm, which will be described from two
di erent perspectives.
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f o000 Hhooo
fooo1 --= o001
foo10 - > - 1*?)010
foo11 tho11
fo100 100
fo1o1 101
fo110 110
fo111 111
f 1000 000
f 1001 1*]1001
f1010 Mhoto
f1o11 011
f 1100 1bl100
f1101 101
f1110 110
f1111 SELPY

Figure 3.1: The fast Walsh transform algorithm, starting from the least signi cant bit, and going to the
most signi cant (= id). The dashed lines denote a sign swap or subtraction.

Divide-and-conquer Description

The core idea of the fast Walsh transform algorithm is to reduce the computation of the transform of
length 2" to two smaller transforms of sizes 2 !, and repeat this operation recursively until the resulting

transforms are trivial. Let f 2 CF} be the vector whose Walsh transform we wish to compute. The
coordinates off0 are

X _
fu) = ( DMUXIf(x): (3.16)
x2F)
Let x =(Xp 1;:::;Xg)and u=(un 1;:::;Up) be the binary expressions ofx and u, respectively. We
can expand the formula of the de nition as follows:
X X
Pun 131113 u0) = (DU 22T TEOOR (X 450 X0): (3.17)

Xn 12F2 X02F2

Let us focus on any of the bit positions in the output index, for exampleu, ;. We can separate the
formula into two parts according to the value of x,, 1:

X X
un 2;:::5U0) = (- L)Un 2Xn 2¥ FUOXof (0; x| 5;111;X0)
n 22F 2 F
O o (3.18)
(D (1) e et TROOE (LX) 231 Xo):

Xn 22F2 X02F2

By inspecting this formula, we see that we have reduced the Walsh transform to two of half the
size. Indeed, let's consider the functionsfo;f; 2 CF} ! which are de ned as fo(Xn 2;::1;X0) =

Walsh transforms. We can obtainf® by adding f§ and fd component by component (thus obtaining all the
coordinates of 0 for which u, 1 = 0) and by subtracting fl from 3 (thus obtaining all the coordinates
of 2 for which up 1=1).

This process can be iterated: we can reduce the computation of the two transforms of length"2?
to that of four transforms of length 2" 2, and so on. Each time we reduce a transform of size' 2o
two transforms of size 2 1, we have to perform 2 overhead additions and subtractions. These add up
to 2" additions and subtractions for each level of the reduction orstage We note that at each stage,
we operate on pairs @;b) by applying the operation (a;b) (a+ b;a b). These operations are often
called butter ies in the literature. By the end of the process and aftern2" additions and subtractions,
we have reduced the calculation to that of 2 Walsh transforms of length 1, which are trivial. The whole
process is illustrated for a transform of length 2 = 16 in Figure The following result follows from
this reasoning:

Theorem 3.7 (Fast Walsh transform). Letf 2 CF) be a complex vector of lengt@". Its Walsh transform
 can be computed using exactly2" complex additions and subtractions.
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Algorithm 7:  Fast Walsh transform, \binary" description
Parameters: 2 S, a permutation of the setf1;:::;ng.
Input: f:CF3 ! C.

Output: #:CF3 ! C.

for k (1) to (n) do /I The FWT "stages"
foreach i 2 F; withi”~ (1 (k 1))=0 do /I The "butterflies"
oo @ (k1)
(Fayfta) @O+ £G:t0  £3G))
end
end
return f;

Algorithm 8:  Fast Walsh transform, \arithmetic" description
Parameters: 2 S, a permutation of the setf1;:::;ng.
Input: f:Cc? 1 C.

Ooutput: P:c2" 1 cC.

for k (1) to (n) do /I The FWT "stages"
fori O0to 2" 1do /Il The "butterflies"
if i mod22f0;:::;2¢ 1 1gthen
j i+2k 1;
F@:EG)  EO+EG)EE  £G))
end
end
end
return f;

Let us brie y consider the memory requirements of the algorithm we have outlined. Assuming that
the whole input vector f is stored in memory as either one or two arrays of 2 real values (depending on
whether the input is real or complex), we can perform all the operations of the algorithm directly on this
array. The only overhead is a single auxiliary register which is used in the computation of the butter ies,
as well as the counters for the loops.

Another important feature of this algorithm is the multiple ways in which it can be ordered due to
the commutativity of its steps. If we return to Equation 3.18] we see that our choice of wedge variable
is not limited to u, 3, and that we can instead start from ug or any other position. Furthermore, in
each successive reduction step, we can choose to continue with any of the remaining variables, or even
continue with di erent variables on each of the two smaller Walsh transforms. In order to keep the
notation light, we will only formalise the former case. In short, we can consider a family of fast Walsh
transform algorithms of length 2" which is parametrised by the symmetric groupS,.

Given a permutation of 1;:::;n, the associated fast Walsh transform algorithm starts by reducing
the problem on the variable u ¢,y 1, continues with u (, 1y 1, and so on, until only u ;) 1 remains.
Since the reduction takes place at the end of the algorithm, this means the algorithm will start with the
stage pairing vector entries with di erent values of u ;) 1 and end with the stage pairing vector entries
with di erent values of u () 1.

Algorithms [/]and [8 are two pseudocode implementations of the fast Walsh transform algorithm after
unrolling the recurrence. Algorithm [7|has the input and output vectors indexed in F3, while Algorithm §]
sees the vectors as indexed i@d=2"Z. When implemented on a real computer using binary integers, both
descriptions become almost indistinguishable, but both have been included in order to help the reader
understand the algorithm in depth.

Both versions of the algorithm take a permutation 2 S, as a parameter which determines the order
of the stages. An index variablek is used to keep track of the stage of the transformation, and it takes

whose k 1)-th coordinate jx 1 is equal to 0. A buttery operation is then performed on the entries
of the vector f; and f; o, ,, whereec ; is the vector composed of all zeroes except for thek( 1)-th
coordinate.

In practice, instead of considering all possible values df2 F) and discarding those for whichiy ; =1,
it is possible to generate only the interesting values by using two nested for loops:
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foreach r 2 F) ¥ do forr Oto2" X 1do
foreach s2 F§ ! do fors Oto 2! 1do
| is (r k) | i s+ 2K
end end

end end

In Figure @ we can see that the butter ies in stagek can be grouped into 2 ¥ groups consisting
of 2 1 each (for example, in stage 2 we have four groups of two butter ies). In the two nested for loops,
the variable r represents the group, while the variables selects the individual butter y within the group.

Hadamard-Sylvester Matrix Description

Let us now briey describe the fast Walsh transform in terms of Walsh-Hadamard matrices. These
matrices and the several di erent row and column reorderings constitute a family of great mathematical
interest in their own right. A lot of results about these matrices can be found in the literature, such as
in [YH97].

De nition 3.8 (Hadamard-Sylvester matrices). The matrices Han, where
Hi=(1) 2 GL(C;C);

1 1

H2 1 1

3.19

Hx = H, Hux 1 2 GL(CF;CF});
are called Hadamard-Sylvester matrices

In some literature, the matrix we denote by H,n is denoted simply by H,. This recursive de nition
can be unrolled into a compact formula, as per the following result:

Proposition 3.9. The entries of the Hadamard-Sylvester matrixH . are precisely:
Hofi;j1=( 1™ forall i;j 2 F: (3.20)

Proof. We proceed by induction onn. We can easily see that the result is true forH; and H, by checking
coordinate by coordinate. Furthermore, for the matrix H,n , we have

Ha[;j1=(Hz  Han 2)[i;j]1= Halin 15jn 1] Hao of(in 25::3500); (10 250015 0)l:
Assuming that the target equality holds for H,. 1, we obtain

Hon[i:j 1= ( 1)in 1in 1 ( 1)h(in 2;5i0)i(n 2505 0)i =( 1)hi;j i |
From this result, it becomes clear that H,n is the matrix representation of the Walsh transform

operator W, in the sense that givenf 2 CFj, then the equality = Hxf holds. In fact, several texts
use the Hadamard-Sylvester matrices as the de nition of the Walsh transform.

Using the Hadamard-Sylvester matrices, the fast Walsh transform algorithm can be deduced in an
alternative way by means of the following result:

Proposition 3.10. Given any permutation 2 S, of the setf1;:::;ng, the Hadamard-Sylvester matrix
H2n can be decomposed as

¥
Han = (Izn 0 Hz 1500 1): (3.21)
k=1
In particular, for the case =id, we obtain the decomposition
e
Hon = (|2n k H, |2k 1)2 (3.22)
k=1

Proof. We use the mixed product property of the matrix and Kronecker products:
o (e) ¥
Hon = H, = |2 (k)Hzlz(k) - (|2n (k) H, |2(L<) 1);
k=1 k=1 k=1

N
noting that L:l P PY O
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We note that all these decompositions describéd,n as the product of n matrices. For all the decom-
positions, the same matrices appear, only in a di erent order which is determined by . For the sake of
convenience, we will rename the matrices abi %, :

HX = 1on « Hy Dy a: (3.23)

For example, the following are the three matrices forn = 3:

O 1 1 000 0 0 of

110 0 0 0 0 O

0 01 1 0 0 0O
1 _ 0 01 1 0 0 0 OfF.
Hpz =12 12 Hz= 0 000 1 1 0 o0&
0 00 0 11 0 0

000 0 0 0 1 1

0 000 0 0 1 1

O ;1 0100 0 o0 of

01 01 0 0 0O

101 0 0 0 0 O
2 _ _ 0 1 01 0 0 0 oOfF,
Hxp=12 Hz I2= 0 00 01 o0 1 o0&
0000 0 1 0 1

0 00 01 010

0 000 0 1 01

O 1 0001 0 0 of

01 0 0 0 1 0 O

0 01 00 010

_ 0001 0 0 0 1
Hx=Hz2 12 12= 10 0 01 0 0 O
01 00 01 0 O

0 01 00 010

0001 0 0 01

We can see that in order to compute the Walsh transform of a given vector of length 2, we just
have to multiply it by all the matrices HJ., in any order. So, in order to provide a Walsh transform
algorithm, we just need to nd how to multiply a vector by the matrix HX, e ciently. The entries of
HX. are generated using the Kronecker product formula

from which we deduce that there are only two non-zero elements in each row and column:
H5[7160 0  (in 1iiiiiiken) = (Jn 1iitidken) @nd (i 152500)i G 10003 0): (3.25)
Furthermore, in that case we have
LN (R PRI P PR TEEEE 1) H (PR TEEE DY RS PH PRPHESEH 1| N G LR (3.26)

This suggests multiplication of f 2 FJ by HX, can be performed with the following loop:

foreach i 2 F} with iy =0 do
oo @k
(Fafa)  EO+FG):f0  £3G))

end

This means multiplication by H, is performed in exactly the same way as thek-th stage of Algo-
rithm 7] and we have obtained the same fast Walsh transform algorithm that we described in the previous
section.

Comparison with the One-dimensional FFT

We nish the discussion of the fast Walsh transform algorithm by describing the classical radix-2 one-
dimensional FFT algorithm and highlighting some major di erences. There are fundamentally two ver-

sions of the Cooley-Tukey radix-2 FFT algorithm for vectors of length 2': decimation in time and

decimation in frequency. We will discuss decimation in time, as the decimation in frequency algorithm
can be obtained by applying decimation in time to the inverse transform.
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fo fo ﬂ)
f]_ fS 0 -= = ﬂ
fa <2 )
fg )
fa B,
fs 1*%
f10 o
fu o,
f12 i,
fi3 s
f1a s
f1s s

Figure 3.2: The decimation-in-time FFT algorithm.

Let y = e %, andletf bea complex vector of lengthN =2". The idea of the decimation-in-time
FFT is to split the transform into two smaller transforms: one on the even coordinates off and one on
the odd coordinates off .

1

%
(k) = 5 (x)

x=0
2nX1 1 2n 1 1
= 52f (2y) + 5@y +1)
y=0 y=0 (3.27)
2n 1 1 2n 1 1
S R SR L C R ISy
|2 z 12 z }
fleven (k mod 21 1) g (k mod 2n 1)

This expression leads to a reduction of the transform of length 2 to two transforms of length 2" 1,
feven @and foqq. This is repeated recursively to obtain the decimation-in-time FFT algorithm. In practice,
it is common to make use of the fact that 22: L X, by multiplying I%dd(k);o k< 2" 1 by the
factors X and inverting the sign whenk 2" 1 is needed. A full diagram of this algorithm is found in

Figure [3.2. There are three important di erences with the fast Walsh transform:

" The algorithm described above features, in addition to sign swaps, the so-calletviddle factors,
which are the multiplications by X.. This greatly complicates the application of the ideas we will
use for the pruned fast Walsh transform.

The FFT algorithm features a bit-reversal step (at the beginning for decimation-in-time and at the
end for decimation-in-frequency) which is not present in the FWT.

There are fundamentally only two radix-2 versions of the FFT algorithm, as opposed to then!
which are possible for the FWT. Higher radix FFTs also exist, but they are very dierent, as
the transform is divided into more than two reduced transforms. The larger number of transform
algorithm means the FWT allows greater exibility when pruning.

Walsh Transforms of Vectorial Boolean Functions

Since most symmetric cryptography manipulates objects belonging to vector spaces over eithEp or other
nite elds of characteristic 2, the analysis and classi cation of vectorial Boolean functions can provide
a lot of tools which can be of interest to cryptologists. Indeed, there are many properties of Boolean
functions which must be taken into account when designing symmetric primitives, as is proven by the
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existence of compendiums such a§ [Car21]. In particular, this section focuses on the Walsh transform,
which can be used to describe the properties of di erent constructions relating to linear cryptanalysis. The
results shown in this section became known to cryptologists thanks to the work on correlation matrices
of Daemen et al. [DGV94].

De nition 3.11 (Walsh transform of a vectorial Boolean function). Letf :F5 ! FJ be any vectorial

Boolean function. We de ne its Walsh transform 0 as the complex matrix corresponding to the map
©:F) FD 1 C given by the formula

X , ,
1b(u; V) = ( l)hu;x i+hvif (x)i. (3.28)
X2 F}

In the casem = 1 we do not need the output mask as fb(u;O) is trivial, which means we can simply

consider a vectorf: F5 ! C given by the formula
X _
Buy= (oo (3.29)
X2 F)

The Walsh transform of a vectorial Boolean function is a real-valued complex matrix whose columns
are the transforms of each of the linear components of the function. Each columﬁ)( ; V) is the (complex)
Walsh transform of the indicator map

indgy : F5 ! C

X 71 ( 1)hv;f (x)i (3-30)
Given the Walsh transform of a vectorial Boolean function, the function can be recovered by applying
the inverse Walsh transform on each of the columns of the matrix.

We note that the Walsh transform of f is the correlation matrix C(f) multiplied by a constant factor
2". This means that we can use the fast Walsh transform to compute the LAT of Sboxes e ciently,
as the cost of computing each column of the LAT of ann-bit to m-bit Shox is reduced from the 2"
operations required if we use the de nition to just n2" operations. We can thus compute the LAT of
such an Sbox withn2"*™ operations. The fast Walsh transform can also be used to nd high-correlation
linear approximations empirically:

Example. Let f : F3 !  F} be a vectorial Boolean function. We assume that we wish to nd a
linear approximation with a high correlation of the form h;x i + h;f (x)i, where is known but is

unknown. If we wish to nd linear approximations with a correlation larger than ¢y, we consider a sample
of N = O 1=¢ values ofx and their imagesf (x). We construct a zero vectorg of length 2", and for

eachx in the random sgmpleD we makeg(x) = ( 1)"" ()'. The components of the Walsh transform of
this vector are g( ) = = ,,p ( 1) I+ 0T which is N times the empirical correlation of the linear

approximation h;x i + h;f (x)i. This means we have found the correlations for all linear approximations
with input mask  with N + n2" operations instead of theN 2" required operations if we just follow the

de nition.

A lot of the properties of the Walsh transform of complex-valued functions onFj (sometimes called
pseudoboolean functionptranslate to properties of the Walsh transform of vectorial Boolean functions.
Of particular use is the following extended version of Lemm4 2.75.

Lemma 3.12 (Equation 4 in [DGV94]). Letu;v2 Fj. Then

huxi+tvxi - 0 ifuév
ks ST ifu=v
X2 F)
Proof. This can be seen as a result of the fact that the Walsh transform preserves orthogonality, as the
sum is the inner product of the Walsh transforms of two complex-valued functions which are zero in all
F5 and 1 atu or v. It can also be proven directly. If we consideru = v, then hu;xi + hv;xi = 0 for all
x 2 FJ, from which we deduce the sum is 2. If u 6 v, then hu;xi + hv;xi = 0 exactly for the x which
satisfy the linear equationhu  v;xi = 0. This equation is satis ed by the vectors of a hyperplane of F},
so there are exactly 2 ! solutions. The sum is thus 0 since half ofu 2 F} contribute to the sum with
1 and half contribute with 1. O

The following result gives us the Walsh transform of all linear and a ne maps:
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Proposition 3.13 (Equation 23 in [DGV94]). Letf :F) ! FJ be an a ne vectorial Boolean function
of the form f (x) = Lx ¢, whereL 2 GL(F3;F}') is a linear map andc 2 FJ' is a constant vector. Then

0 ifué LTv
(u; v) = (Ve ifu= LTy forallu2 F3; v2 F}: (3.31)

Proof. This can be deduced from the previous result and the fact thathx; Ly i = hLTx;yi:

Tb(U;V): ( 1)hU,XIh viLx ci
X2 Fj
( 1)hu;xih LTvixi — 0 fué LTv

X
- hv;ci .
=1 = (yMe2 ffu=LTv

X2 F)

In particular, this means the following:

The Walsh transform of the addition of a constant c is a diagonal matrix, where thei-th element
of the diagonal is equal to ( 1)"¢!. This, for example, describes the correlation matrix of a key
addition step in a block cipher.

The Walsh transform of a linear map is a matrix of zeroes and ones, and there is exactly one 1
in each column. The correlation matrix of a linear layer in a block cipher is thus a permutation
matrix.

Also of interest to the cryptanalysis of block ciphers is the following result, which gives us the Walsh
transform of the Sbox layer of a block cipher:
Proposition 3.14 (Equation 24 in [DGV94]). Let f; : F3' ! F3'"; i =,1;:::;d be,a collection of
d vectorial Boolean functions. We consider thebricklayer function F : F, '™ I F, ™ which is

obtained by concatenating these maps, that is, we take(x1j jxq) = (f1(x1)j jfa(xq)). Then, for
any (ug;:::;uq) in F3* F3¢ and (vq;:::;vg) in FO'? F2'¢, we have

!
P((uij  jua)i(vii  jva)) = B(uisvi): (3.32)
i=1

8 -
< Bu) ifv=1

Note that if m; =1, then®(ui;vi)= 0 if Uy 60;v; =0 .
’ 2" if uy=0;v; =0

Proof. This result can be deduced by a simple calculation:

P ((uyj jual (il jva)) =

— ( 1)h(U1;:::;u a)i(xa;unx )i+ h(vesinv g)(fo(xa);unf g (xa))i

(x)1<;:::;x 4)2F,1 Fod
- ( 1)hU1;X1i+hV1;f1(X1)i ( 1)hud;xdi+hvd;fd(xd)i
X12|(:jn1 XdZng 1
X o _ Yd
= @ ( 1)hui,Xi|+h\/i,f‘(X‘)lA — Q(u“vl) D
i=l x;2F) i=1

This means that the correlation matrix CF of the Shox layer of a block cipher is the Kronecker product
c) C(S4) of the correlation matrices of the Sboxes.

Finally, we provide the following result, which is equivalent to Proposition 2.20, and states that the
Walsh transform of a composition of vectorial Boolean functions is the matrix product of their Walsh
transforms:

Proposition 3.15 (Equation 15 in [DGV94]). Letf :F3 ! F,andg:F,! FJ be vectorial Boolean
functions. The Walsh transform of the compositiong f is the matrix product of the transforms off and
g X

2§ f(uv)= ou; w) b(w;v) (3.33)

w2 F,
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Proof. This result is another consequence of Lemmpa 3.12:

0 10 1
X , ) X ) :
ib(u; W) Q(W, V) - @ ( 1)hu;x i+hwf (x)i A @ ( 1)hw;z|+ hv;g(z)i A
w2F, W)gpl2 Xx2Fg z2F,

( l)hu;x i+hwf (x)i+hw;zi+hv;g(2)i

WXZFIZX)?FS z2F,

( 1)hu;xi+hv;g(z)i X ( 1)hw;f (x)i+hw;zi

x2F) z2F 2F
22215 2 (z }
X 2 if z=f (x); O otherwise
=2| ( 1)m;xi+h\/;g(f(x))i :2|b f(U;V): 0
x2F)

Propositions [3.13f3.15 can be used to describe the Walsh transforms of symmetric primitives based
on Shoxes, linear transformations, and key xoring.
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4.1

Chapter 4

Pruning the Fast Walsh Transform

The purpose of this chapter is to showcase my Walsh transform pruning technique for a ne subspaces.
An early, limited version was included in [EN20], and a generalised version which works on arbitrary
a ne subspaces was described in[[Fb22]. More speci cally, we develop algorithms which can evaluate
the Walsh transform e ciently when it is known that a large fraction of input coordinates are zero, when
only a small amount of outputs needs to be evaluated, or both. This pruning problem for the Walsh
transform appears naturally when applying it to linear key recovery attacks: the speci cities of the cipher
construction, the data, and the key schedule may restrict the inputs and the outputs of the necessary
Walsh transforms in ways the attacker may desire to exploit, but doing so requires careful analysis of
the fast Walsh transform algorithm. Despite the motivation of linear cryptanalysis, | have decided to
cover this topic in a separate chapter, as the pruned algorithm is of interest on its own and may nd
applications outside the scope of symmetric cryptology.
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The chapter opens with a brief formal description of the pruning problem and how it's been tackled
by previous publications in the case of the \classical" FFT. Section[4.2 covers the main subject of this
chapter, which is a solution to the pruning problem when both the inputs and the outputs are restricted
to a ne subspaces of F}. We provide three versions of the algorithm, each one of which generalises and
extends the previous one. For example, the rst one can only be applied if we wish to x the values of
certain bits, while the last one is e ective on arbitrary a ne subspaces. Finally, Section .3 covers some
strategies which can be used in cases in which the inputs and outputs do not lie in a ne subspaces of
small dimension, and Sectiorj 44 discusses some potential directions for further research.

Problem Statement and Related Work

Broadly speaking, our objective is to speed up the Fast Walsh Transform algorithm when the non-zero
inputs or desired outputs are limited to previously-known xed subsets of F§ by removing unnecessary
computations. An algorithm which computes the desired outputs with fewer computations than the
\full" fast transform requiring n2" additions will be called a pruned fast Walsh transform algorithm.
More formally, we are interested in algorithms which solve the following problem:

De nition 4.1 (Problem statement). Letf : F; ! C be any vector inCF5. We assume that lists

L;M F5 are given, and thatf (x) =0 for all x 2 F} nL. The aim is to compute 1b(u) forallu2 M
with as few operations as possible.

If L and M are arbitrary subsets of F] we will say the pruning problem is unstructured. If some
information about L and M is known (for example, that they lie within some given a ne subspaces of
FS of xed dimension) we will say the pruning problem is structured.

63



4.1.1

4.2

64 CHAPTER 4 - PRUNING THE FAST WALSH TRANSFORM

Overview of Previous Results for the One-dimensional FFT

Before looking at the case of the Walsh transform, which is the multidimensional (2:::;2)-discrete
Fourier transform, we will look at previous work in the case of the one-dimensional 2-discrete Fourier
transform, that is, the \classical" discrete Fourier transform. This problem has been given more attention
historically due to the popularity and prevalence of the one-dimensional FFT and due to the presence of
many interesting applications in diverse elds.

The rst pruned version of the FFT algorithm was given by Markel [Mar71], who pruned decimation-
in-frequency algorithm for the case in whichL consists of the rst 2"; r < s points of the input, and
M = z=2"Z. This is achieved by removing all operations from the algorithm which are performed
exclusively on zeroes. The resulting algorithm has a time complexityO (r2"), which means the number
of operations is reduced by a factor of roughlyr=n. An analogous pruned version of the decimation-in-
time algorithm for the same lists L and M was described by Skinner|[Ski76]. This algorithm achieves
savings which are slightly better by removing some twiddle factor multiplications, but the improvement
is still roughly r=n.

The rst pruned algorithm to consider both zero inputs and a restricted set of outputs was given by
Sreenivas and Raol[[SR79]. It applies the same pruning approach to both the decimation-in-time and the
decimation-in-frequency algorithms, and picks the one giving the smallest time complexity. It achieves
a similar time complexity saving to the two previous algorithms. A pruned version decimation-in-time
algorithm was given by Nagai [Nag86], focusing on the case in which = Z=2"Z and M is any (possibly
shifted) consecutive window of 2 frequencies, and achieving the same complexity reduction af=n.

An alternative approach to simple removal of operations calledtransform decomposition was intro-
duced by Sorensen and Burrus [SB93]. The general idea of this technique is to map the given non-zero
inputs to the transform of size 2" to the inputs of a series of separate DFTs of smaller size. After these
transforms are computed, the resulting outputs are combined to obtain the desired outputs. Although
the approach works very well in the cases covered by previous works and can also be applied in other
cases, it is not very e ective in the latter.

All the aforementioned algorithms exhibit similar complexities: in essence, evaluating 2 points of a
2" point transform costs O (r2"), which means the complexity was reduced by a factor of around=n.
However, an interesting case was found by Shousheng and Torkelsdn [ST96]: when the IMt is a comb
of equidistant points as opposed to the continuous bands considered in previous literature, a smaller
complexity of O (2" + r2") can be achieved.

Although the basic unnecessary computation removal used to construct the algorithms of these works
can be applied to unstructured, arbitrary input and output sets, the idea was formalised as a general
algorithm by Alves et al. [AOS0Q]. Given input and output lists L and M, the pruned FFT algorithm is
constructed using atraceback technique. A more careful complexity analysis was also carried out, and in
particular a formula for the average complexity as a function ofn;jLj and jM j was given. An equivalent
technigue was (re)introduced by Hu and Wan [HWO5]. The e ciency of the overhead computations
required for the traceback was improved in[[SS05]. Similar generalised pruning techniques have also been
proposed for the case of mixed-radix and composite-length DFTs in works such as [WZSL12, CMTY15].

In the remainder of this chapter, we tackle the pruning problem in the case of the Walsh transform

F5. The pruning problem for the Walsh transform has some fundamental di erences to the equivalent
problem for the one-dimensional FFT. We note that in the case of the Walsh transform, it is possible to
make use of the vector space structure oF}, and in particular we can invoke the properties of the inner
product h; i, while for the standard FFT only the structure of the cyclic group Z=2"Z can be used. As
a result, the pruning techniques introduced in this chapter are not compatible with the one-dimensional
FFT (or at least not trivially so), and di erent from the ones featured in previous works on the topic.

The Walsh transform pruning problem and has seen some attention in the literature, in particular
Jankovic et al. [JSDO1] introduced a binary decision diagram-based method for computing the Walsh
transform to provide solutions to some Walsh transform output pruning problems. However, this approach
has the disadvantage that the number of required operations isn't just dependent on the structure of the
output bins, but also on the input function. A related problem to the pruning one is the sparse transform
problem, where we assume that the output has a certain sparsity (in other words, the number of non-zero
positions in the output is bound by some constant), which was tackled in[[CI17].

A ne Pruning Algorithms for the Fast Walsh Transform

This section focuses on the following structured pruned Walsh transform problem:
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De nition 4.2 (A ne pruning problem). Letf :F5 !  C be a complex vector of lengtf2". We assume
we are given listsL; M F5 as well as vector subspaceX; U F5 and vectors Xg;Up 2 Fj so that
L Xo+t X;M up+ U, and f (x) =0 for all x 6. The aim is to computeib(u) for all u2 M with as
few operations as possible.

The only added assumption with respect to the unstructured problem is that we consider that the
subsetsL and M are entirely contained inside some a ne subspacex+ X and up+ U whose dimension
is signi cantly smaller than the dimension of the ambient space,n.

In order to better understand how the a ne Walsh transform pruning problem was solved, we will
describe three dierent attempts. The rst was published in [EN20] and can only be applied when
X and U are generated by some standard unit vectors; of Hamming weight 1. The second version
is an unpublished attempt to generalise the previous approach by associating a fast Walsh transform
algorithm to each basis ofF5 which ful Is some orthogonality properties. These restrictions on the basis,
however, mean that the resulting pruned algorithm is not applicable to arbitrary a ne subspaces. We
nally describe the algorithm shown in [Eb22], which relies on reducing the transform to one of smaller
dimension, and which we show is e ective and e cient for all choices of a ne subspaces of the input and
output indices.

Approach 1: Fixing Values of Bits and Commutativity

We will start tackling the a ne pruning problem on the Walsh transform by discussing the partial solution
proposed in [EN20]. This technique can be applied when either the inputs or the outputs to the transform
have some bits of their binary indices restricted to some xed values. In terms of the formal a ne pruning
problem, we consider the case in which eitheX or U is generated by some standard basis vectors .

We will initially focus on the case X = Fj (so only the outputs are restricted). In this case, it may
seem more intuitive to think of the problem in terms U? instead of U, asU? consists of the span of the
bits whose values are xed, andU consists of the span of the bits which are free. The speci ¢ values of
the xed bits are then provided by a vector up 2 U? (this condition ensures that all the free bits of ug
are set to 0).

The general idea of this pruning strategy is to apply the traceback technique of_ [AOSQ0] on the fast
Walsh transform algorithm generated using a well-chosen permutation 2 S,. The importance of the
choice of is highlighted by the examples given in Figur, where we consider that)? = spanfe;; esg
and ug = (0;0; 1;0).

The cost of the full fast Walsh transform algorithm of size 16 is 2 2* = 64 complex additions and
subtractions. If we remove the unnecessary computations from the \standard" algorithm given by the
permutation ; =id, we obtain a pruned version which requires 36 additions. If we do the same thing for
the algorithm generated by , = (4;2;3;1), this amount decreases to just 20 operations, almost halving
the complexity.

So, in order to nd a good solution to the pruning problem, we must solve that of nding a good
permutation  for a given pruning problem. Given U? and ug, we wish to nd an optimal permutation
and provide a compact formula for the resulting time complexity in terms of parameters such as the
size of the input vector and the dimension ofU? .

Let us look at the example again to see how both permutations interact di erently with the desired
outputs. In particular, we note that in the case of i, when we trace back through the last set of
butter ies, the number of active wires grows from 4 to 8. In the case of ,, the number of active wires
before the last stage is still 4, because the elements ™ = up + U are paired with each other in that
stage's butter ies. The same thing happens when we undo the third stage of the transform. This suggests
that we should leave for the end of the transform the stages in which elements afy + U are paired with
each other in the butter ies.

Proposition 4.3. Letf : FJ ! C be a complex vector of lengtl2". We are given a listL  F5 so
that f (x) = O for all x 62L. We are also given a vector subspacel F5 of dimension s in the form
U =spanfe 1:i2Sg; S f 1;:::;ng; jSj =dim(U) = s and a vectorup 2 Fj). It is possible to
computefb(u) for all u2 ug+ U with exactly

jLj + s2° additions and subtractions

4.1
2" +(s 1)2° in the caseL = F}: (4.1)

Note that, given U? =spanfe 1 :i 62 Sgnstead of U, we can substitutes for n dim U? .
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Figure 4.1: The result of applying the traceback pruning technique on the fast Walsh transform of size
2* = 16 when the output coordinates are restricted according to the conditionsu; = 1; uz = 0. We have
considered the fast Walsh transform algorithms associated to the permutations ; =id = (1 ;2; 3;4) and

2 = (4,;2;3;1). We conclude that for 1, the resulting pruned Walsh transform algorithm requires 36
complex additions, while in the case of , we only need 20.
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Proof. We will apply the traceback pruning approach on the fast Walsh transform algorithm generated

by any permutation =( (1);:::; (n)) which satis es the (equivalent) conditions
f (1;:::; (n s)g=f1:::;ngnS,
f (n s+1);:::; (nN)g= S:

Let us compute the number of required operations when we prune a fast Walsh transform of this form.
We will consider the rst n s stages and the lasts stages separately.

" We start the traceback from the end of the transform. At the output of the transform, we have 2°
positions whose value we are interested in. Since at theth stage, the positions which are paired
for the butteries dier by e () ; and we have chosen so that e ;) 1 2 U, we know that all
the butter ies pair elements of ug + U with each other. This means that, at each stage, we are
interested in the values of 2 positions, and we will compute 2 complex additions and subtractions.
The total cost for the s stages will thus bes2® additions and subtractions.

Inthe rst n s stages, we deal with the opposite situation: every butter y pairs a position which
is active with one which is not. This means that the number of active wires (f\}publes with each stage
until the full input is active. The total cost of these stages in additions is  [.,°2" ' =2" 25,
Furthermore, if the list L is signi cantly smaller than F5, we can go over the list ignoring all the
other inputs, which means we can perform this part with at most L additions and subtractions.

We obtain the full cost by adding the number of operations in the two stages. O

We note that this complexity formula has two major implications. First, when s is comparatively
small with respect to n, the complexity becomes dominated by the rst term 2". This means that even
if all the inputs are active, we have e ectively removed the logarithmic factor from the classical n2"
complexity formula. Second, if we also havgLj 2", the cost of the pruned transform becomes fully
independent of its full size, and depends only on the number of active inputs and outputs.

The previous result can be adapted to the case in which the inputs are restricted instead of the
outputs, and even the case in which bit restrictions are applied to both the input and the output. We
get the following results, which are given with proof sketches:

Proposition 4.4. Let f : F; |  C be a complex vector of lengtl2". We are given a vector subspace
X Fj of dimensionr in the form X =spanfe :i2Rg; R f 0;:::;n 1g; jRj =dim(X)=r and
a vector xg 2 F§ so thatf (x) =0 for all x 62 + X. We are also given a listM  FJ. It is possible to
computeib(u) for all u2 M with exactly

r2' additions and jM j memory accesses

r it n r ; — En- (4'2)
r2' additions and 2" 2 memory accesses in the cas = Fj:

Proof. We will show how an appropriate permutation may be chosen, and the rest of the proof should
follow similar arguments to the ones we gave for Propositiorf 4]3. We can use any permutation =

The main di erence with the reasoning used in Proposition[4.3 is that the rst r stages consist of 2
additions and subtractions each, and the rest consist of successive copying of memory registers. [

Proposition 4.5. Letf : F) | C be a complex vector of lengtl2". We are given a vector subspace
X F5 of dimensionr in the form X = spanfe 1:i2Rg; R f 1;:::;ng; jRj = r and a vector
Xo 2 F§ so thatf (x) =0 for all x 62 + X. We are also given a vector subspacd Fj of dimension

that X \ U has dimensiont = jR\Sj . It is possible to computeib(u) for all u2 ug+ U with exactly

2" +(t 1)2' additions and2° 2' memory accesses. (4.3)
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Figure 4.2: Example of simultaneous pruning of both inputs and outputs. In the caseX =
spanfeg;ei1g;xo = (1;0;0;0) and U = spanfey;exg;up = (0;0;1;0), we can compute all the desired
outputs with just 4 additions and 2 memory accesses by taking = (2;4;1;3). In this case the cost of
computing the outputs directly from the de nition is 16 operations.

Proof. We will show how an appropriate permutation may be chosen, and the rest of the proof should
follow similar arguments to the ones we gave for Propositiorf 4]3. We can use any permutation =

f (1);:::;; (r t)g=RnS;
f(r t+1);:::; (n s+t)g=(fL:::;ngn(R[S ) [ (R\S);
f (n s+t+1);:::; (N)g=SnR: O

Approach 2: Choosing Advantageous Basis

We will now describe an attempt at generalising the pruning approach which has been exposed for the xed
bit values case to more general a ne subspaces. Although it is largely superseded in both generality and
simplicity by the di erent approach which is introduced in the next section, | believe it can still provide
some insight on the nature of the fast Walsh transform algorithm and the key importance of its algebraic
structure, and that some of these ideas might eventually prove useful in future pruning techniques.

The idea behind this generalisation is the following. In the previous approach, we leveraged the
fact that we can pick any permutation 2 S, to obtain an associated fast Walsh transform algorithm.
By choosing carefully, we can obtain an algorithm which prunes well for a given restriction on the
inputs and outputs. The permutation = ( (1);:::; (n)) determines an ordering of the standard basis

dier by e (jy 1 in their coordinates. This observation is followed by the question: is it possible to do
the same thing for other basis? This would broaden the choices of fast Walsh transform algorithm when
X and U are arbitrary, increasing the likelihood that an algorithm with better complexity exists.

De nition 4.6. LetB = fly;:::;by 19 FJ be a basis o). We will say B is an orthonormal basis if
Ha;Bi = . From here and until the remainder of this section, we will consider basis areordered, that
is, a basisB = (lyp;:::; by 1) will be ann-tuple of vectors of F; whose elements form a basis d¥; in the

traditional, non-ordered sense.

Please note that the notion of orthogonality in F5 behaves quite di erently from orthogonality in
real or complex vector spaces, as the inner product irF} is not de nite, and there are vectors which
are orthogonal to themselves. In particular, this means that there is no equivalent to the Gram-Schmidt
orthonormalisation algorithm in binary vector spaces.

Proposition 4.7. Let B = (lyp;:::;b, 1) be an ordered orthonormal basis of5, and letf : F; ! C be
a complex function onFj5. The Walsh transform of f can be evaluated using the following formula:

Tb(U)Z X ( 1)hu;boihb0;xi+ +hub, 1ihb, 1;xi: (4.4)
X2 F})



4.2. A ne Pruning Algorithms for the Fast Walsh Transform 69

bh=(0:;111) b=(1;011) b=(1;101) by =(1:;1,1,0)

f 0000

fooor =—X--"-"-""/—N\"""""/—\--------

foo10
foo11

fo100
folo1 5
foi10 - - - -
T

e — Iy
N TN A7
R\ A/ G\ 78\ N
f1011 \\vﬂ - / \ / / /
f1100 = NC ---
f1101 =——f————/f—— - - - - -

/ \ /
f1110
f 1111 —— -~~~ ~—~—~—~— / ******* \ **********************

Figure 4.3: An example of generalised fast Walsh transform algorithm associated to the basiB =
(bp;by; by s) = ((0;1;1;1);(1;0;1;1);(2;1;0;1); (1;1;1;0)). We also show how it provides an e ec-
tive pruned transform when X = spanf(0;0;0;1);(0;1;1;0);(1;1;0;0)g; X0 = (0;0;0;0) and U =
spanf (1;1;1;0);(0;0;1;1)g; ug = (0;1;0;1). This is possible becauseX \ U = spanfh,g; X =
spanfly; b;bpg; and U = spanfhb,;bsg. The pruned transform requires only 8 additions and 2 mem-
ory accesses.

This formula can be split in a manner analogous to Equatior 3.18:

ﬁ)(u) - X ( 1)m;boihbo;xi+ +huby 2ihby z;xif (X)
x2F}
hby, 3;xi=0
oo X b b b (4.5)
+( :L)hu,bn 1i ( 1)hu,b0|hb0,X|+ +hu;b, 2ihb, 23Xl (X);

x2F}
hb, 1;xi=1

and iterating this operation leads to a fast algorithm for the Walsh transform.

Proof. This formula can be seen as a consequence of the de nition of the Walsh transform as the discrete
Fourier transform on the group F5, which doesn't privilege the standard basis of5 over other orthonormal
basi@ However, we can also easily deduce it from the \classical" Walsh transform formula. If we write
u= -”:01 uqu as a linear combination of the vectors oB, we havehu; bi = J-”:Ol u]-BHq ;hi = uB. From
this, we conclude that, givenx 2 F}, we have

*
K 1

X 1 X 1
hu; xi = Pui;x = Phy;xi =  hu;bihb;xi;
i=0 i=0 i=0
from which the desired expression is quickly obtained. The split version of the formula is obtained by

separating the terms in the sum for whichha, 1;xi = 0 and the terms for which Hy, 1;xi = 1 and
substituting the value of hy, 1;Xi in the exponent. O

From this result, we can construct the generalised fast Walsh transform algorithm (Algorithm [g). As
a parameter, the algorithm takes any orthonormal basis ofF;, and each stage of the transform applies
butter ies on the pairs of entries which di er by one of the elements of the basis. It is very important
that B is orthonormal, and if this is not the case, the algorithm doesn't output the Walsh transform of
f. This algorithm is a generalisation because the previous version which takes a permutation 2 S,
corresponds to giving this new algorithm the orthonormal ordered basiB= e () 1;:::;€ (n) 1 -

We now investigate how this broader collection of fast Walsh transform algorithms could potentially
be used to obtain better pruning techniques. Figurd 4.B illustrates an example in which very good results
can be obtained. In this speci c case, we see that there exists an orthonormal basi so that X, U and
X\ U are all generated by some elements d8. This means we fall into a situation very similar to that
of Proposition[4.5, and we can obtain the same complexity given the dimensions of; U and X \ U. Let
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Algorithm 9:  Fast Walsh transform using an arbitrary orthonormal basis
Parameters: B =(lp;:::;by 1) an ordered orthonormal basis ofF5.
Input: f:CF3 ! C.

Output: f0: CF; ! C.

for k 1to ndo /I The FWT "stages"
foreach i 2 F} with h;bx ;i =0 do /I The "butterflies"
j i+ b1
HORED) B EORREDRIOER (D)X
end
end
return f;

Y and V be subspaces so thaK is the direct sum of X \ U and Y and U is the direct sum of X \ U and
V. An e cient pruned fast Walsh transform can be obtained from an algorithm generated by reordering

In practice and in order to make the traceback step a bit easier, we can perform a change of basis
both at the beginning and the end of the transform on the coordinates of the bins which transforms$B
into the standard basis, so that the inner stages of the transform become the standard Walsh transform
with  =id.

This approach, however, becomes rather di cult to use for arbitrary a ne subspaces. The main
obstacle is the existence of self-orthogonal subspaces, in which all vectors are orthogonal to each other,
including themselves. This means such a subspace can never be written as the span of some vectors of
an orthonormal basis. Even if we ignore such subspaces, this method still involves some complicated
steps. We also have no resulting complexity formula which takes all the parameters into account (the
dimensionsr, s and t are not su cient as they do not provide orthogonality information).

As we will see in the next section, we can nd a method which is proven to work for arbitrary
subspaces (including self-orthogonal ones), with arguably simpler linear algebra, and performing most of
the calculations inside a standard fast Walsh transform routine. Furthermore, we have provided a closed
formula for the complexity of this algorithm and shown that it's close to optimal. For these reasons, we
believe that the algorithm we describe in the next section is more desirable than one obtained through
generalised fast Walsh transforms, at least for the applications that we consider in the scope of this thesis.

4.2.3 Approach 3: General A ne Pruning

We will now describe a di erent pruning approach for the Walsh transform than the two considered in the
previous pages, and which is nally able to solve Problenj 42 for all possible parameters, as introduced
in [Eb22]. In fact, we can prove that this algorithm is essentially optimal if we assume the optimality of
the standard Walsh transform.

The motivation behind this approach is the behaviour we have observed with the two previous at-
tempts: in all the cases we have considered so far, the algorithm consists of three basic steps:

1. All the non-zero inputs are condensed into a shorter vector of length 2 Each input is added to a
single position of the shorter vector, and may have its sign swapped.

2. A standard Walsh transform of length 2! is applied on the shortened vector.

3. The outputs of the small transform are expanded into the desired outputs of the full transform with
just register copying and sign swaps.

Since we keep running into pruned algorithms which operate like this, we decided to try and build
such an algorithm directly, instead of considering a full fast transform from which unnecessary operations
have been removed. Let us rst consider a concrete example.

Example. We again consider the Walsh transform of size 16 = 2. The full fast Walsh transform algorithm
requires 4 2* = 64 additions and subtractions in total. We consider a pruning problem in the setting



4.2. A ne Pruning Algorithms for the Fast Walsh Transform 71

f o000 Hhooo
fooo1 o001
foo10 thoto
foo11 tho11
f o100 1100
foi01 101
fo110 110
fo111 111
f 1000 000
f 1001 fqoo]_
f1010 8010
f1011 0011
f 1100 ﬂloo
f1101 101
f1110 110
fin H11

Figure 4.4: A pruning attempt using traceback on a carefully-chosen ordering of the standard basis.
It requires a total of 24 additions/subtractions and 8 register copies, in contrast to the 64 operations
required for the computation of the full transform.

of 4.2 with the input and output lists L = xo+ X and M = ug + U equal to

X0 =(0;0;1;0); X =spanf(0;0;0;1); (0;1;10); (1;0; 1, 0)g;
uo =(0;1,0;0); U =spanf(0;0;0;1); (0;0;1,0); (1;1,0,0)g:

We rst attempt to apply the traceback-based pruning approach on an appropriately chosen standard
basis ordering. Sincegy 2 X and ep;e; 2 U, we have chosen the permutation = (1;3;4;2), and the
results are shown in Figure[4.4. By removing unnecessary computations from the resulting fast Walsh
transform, we obtain the desired outputs with a total of 32 operations.

If we try to apply the approach of the previous section, we nd that no orthonormal basis exists
ful lling the ideal conditions which were outlined. We would like the basis B = ( by; by; bp; b3) to satisfy
X =spanfby;bp;bzgand U = spanfhy; by; bpg. This in particular would mean that X \ U = spanfby;bg.
However, since we know thatX \ U = spanf(0;0;0;1); (1; 1; 0; 0)g, we can check that noby;b, 2 X \ U
exist which are orthogonal to each other and not self-orthogonal.

Given this situation, we decide to try again from the beginning, and we look at the individual expres-
sions for each of the desired outputs, which are reproduced in Figufe 4.5. By examining these formulas,
we observe the following properties:

f%loo = fb1010; 1{?)101 = fbmll; ft?)uo = ftiooo; fq)lll = ftiom

The di erence in the indices in each of these pairs is (11; 1; 0), which is orthogonal to X . We also note
that there are pairs of inputs which always appear with opposite signs, namelyf(oo10; f1110), (foo11;f1111),
(fo100; f1000), @and (fo01;f1001). In this case, the dierence between the indices is (11;0;0), which is
orthogonal to U.

This suggests an algorithm which subtracts the elements of these input pairs from one another at the
beginning and duplicates the output pairs at the end, such as the one in Figuré 4]6, which has a total
cost of 12 additions and subtractions and 4 memory accesses. By arranging the intermediate values in
the appropriate way, we can even write this algorithm in such a way that the central step is a fast Walsh
transform itself.

We now proceed to formalise the \trick" we used in the example. We start by proving the following
auxiliary lemma. In essence, it constructs basis ofJ and X which are orthogonal to each other, and
which will be used to organise the inputs and the outputs.

Lemma 4.8. Let X;U Fj be vector subspaces df;. We can dene t as

t :=dim L =dim

X\ u? u\ X7 (4.6)
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1o = +fooro +foorr  foro  foror +fiooo +fior  fiio  Frm

100 = +fooro  foozr  fowo +fowor +fi00  fioor  frii0 +f11ma
110 =  fooro  foorr  foro  foror +fioo +fior +Fiio +Fum
111 = fooro +foor  fowo +foror +fiooo  faor +fir0  fram
oo = +fooro +foorr +foro +foror  fiooo  faoor  frro  fram
Moor = +fooro  foorr +foro  foror  fiooo +facor  fiiro +fiim

010 fooro  foorx +fowo +foror  fioo0  froor +fi110 +f1ma
o1 =  fooro +foorr +foro  foror  fiooo +fioor +fio  frm

Figure 4.5: The desired entries of® written in terms of the non-zero entries of f .

foo10 ﬂ) 00
+f +f f f / 1
\+ f 0010 1110 oo10 *Too11  Toioo Toio1

+fi000 +f1001 f1i10 faina
foo1 ! | th101
fo100 foi00 + f1000 +foo010 *+foo11 + o0 + for01 1‘?)110
f o101 1 1 fio00 faoor fiiz0 fainz ﬂlll
4
f 1000 +foo1r  fiim1 +foowo foorr  fot0 * foor oo
f 1001 1000 fio01  fa110 +f1ima ﬂ
001
f1110 foro1 + f1001 N\ F 10010 ;0011 + ;0100 FOlOl z ﬂ01o
1000 * T 1001 1110 + 1111 N
f1111 o1

Figure 4.6: Organising the inputs and outputs carefully allows us to reduce the cost of the transform to
just 16 operations.

Furthermore, the inner product hy;vi of an elementy of X=(X \ U?) and an elementv of USU\ X7)
can be de ned as the inner product of any two representatives. There also exist isomorphisms :

X=(X\ U?)I7 Fband :U=SU\ X?)I~ F, which preserve it:
U

X
X\U?;VZU\X?: 4.7)

hy;vi = h (y); (v)i forally2

Proof. The equality of the dimensions is a consequence of the dimension formula, the fact that dinv()° =
n dim(V), and the properties of orthogonal spaces.

dim X=(X\ U?) =+dim( X) dim X\ U?
+ n dim X? n+dm (X\ U?%)?
dim X? +dim X% + U
dim X? +dim X? +dim(U) dim U\ X7

+dim UU\ X?) :

It is also easy to show that the inner product hy;vi is well-de ned for any y 2 X=(X \ U?) and
v2UU\ X7?). Let x1;%2 2 X and uy; u, 2 U which verify X7 = X3 and Uz = U3 (that is, X1+ x, 2 U?
and u; + up, 2 X?). Then

q;uqi = o Ui + IXq + Xo;uqi + IXo;uq + Usi = hXousi:

We will construct a pair of \orthogonal" bases starting from two arbitrary bases fyi;:::;y;g of
X=(X\ U?) and fvy;:::;vg of USU\ X?). We will rst ensure that hyj;uji = 4 for all j and
that hx;;vii = 1 for all i, and then continue working recursively.

There is at least onej so that hy;;vji =1 (if y1 ? v; =0 for all j, then we'd havey; ? U, and thus
y1 =0). We swap the v; so that hy;;v1i = 1. We then modify both basis as follows:
yi = yi Y =i+ hyisviiys forall i 61;

V:Tew = vq; aneW: vj + |"y1;Vj ivy, forall j 61:
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Algorithm 10:  General fast Walsh transform pruned to arbitrary a ne subspaces
Parameters: L xo+ X F};M  ug+ U 5, (X;U subspaces).
Input: f :L! C.
Output: P:mMm 1 C.
Bx = fy1;:::;tg  GetBasis(X=(X \ U?));
Bu = fvy;:::;vg  GetBasisU=U\ X?));
for k 1tot 1do /I Generate orthogonal basis

fori k+1ltotdoyi yi+ hyi;viivk;
forj k+1ltotdov, v+ hyevjivg,

end

let g:F,! C; g(y)=0 8y2F;

foreach x 2 L do /I Absorb the nonzero inputs
(i1;:::;1y)  GetCoordinates(x  Xg; Bx );
oliviiisiy)  gliniii)+( 1™ Xouolf (x);

end

g FWT(9g); /I Fast Walsh transform of size 2/t

foreach u2 M do /I Generate the desired outputs

en
return 1b,

We now check that the new basis have the desired orthogonality properties:
Vi =y vl =1;
v = by i+ hygviihygvii =0 forall j 61;

MW Vi = hyisvai +hyisvaihyg;vii =0 forall i 6 1:

fvy; i veg which verify hyi;vii = . We can construct the isomorphisms and by mapping these
bases to the standard basis of}. O

Relying on the orthogonal basis provided by the lemma, we can prove the following result:

Theorem 4.9 (General a ne pruned fast Walsh transform).  Let  be the Walsh transform off 2 CF3.
We are given lists L Xo + X F5 and M up + U 2, where xo + X and up + U are ane
subspaces, and assumi(x) =0 for all x 62L. Let t =dim X=(X \ U?) =dim U=SU\ X?) . There

is an algorithm which computesfXu) for all u2 M which uses2' memory registers and at most
jLj + t2' additions and jM j memory accesses. (4.8)
Proof. Let u= up+ u% u®2 U be one of the desired outputs.
X i X 0. 0;
Bu = (W)= (DN (xo + X
x2 F) x02 X
X hu;x oi + hug;x % + hu%x 9
(1 f (Xo + x9

x02 X - X X .
:( 1)hu;x ol ( 1)hu°;y| ( 1)huo;x i § (XO + XO)Z

y2X=(X\U?) x02y

This suggests the following algorithm:

1. For eachy 2 X=(X \ U?), compute g(y) = P %02y ( 1)Mox%f (xo + x9. These sums are stored
in an array g of length 2 which is ordered according to a base oK=(X \ U”) constructed using
Lemmal4.§. In practice, this is done by going over all the elements of L, computing the associated
x®= x  Xq, and adding f (x) to the bin corresponding to the class ofx®. The total cost of this
step is at mostjLj additions and subtractions. We note that we do not need to store the non-zero
entries off in memory, as they can be queried individually, only once each, and in any order.
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2. We apply any fast Walsh transform algorithm on this vector, which requires t2! additions and
subtractions. The result is a vector g which contains, for eachv 2 V 2 USU\ X?):

X i X .y 0;
b(v) = ( ™Y ()M (x + XO):
y2X=(X\U?) x02y

The vector fj can be accessed according the basis bfHU \ X ?) obtained using Lemma.

3. For each desired outputu 2 M, we separateu = ug + u®. We then access the entry ofy indexed
under the class ofu®. This value is then sign-swapped according tdxg; ui, and we obtain‘g(u). The
cost for the full list of outputs is at most jM j. We note that, as with the rst step, each output can
be queried individually and in any order. This means, for example, that we can store the vectob,
which only requires 2 registers, and query any output within up + U in O (1) afterwards. O

Example. We return to the example to illustrate how Theorem [4.9 justi es the algorithm of gure 4.6/
Indeed, U\ X? = X? =spanf(l;1;1,0)g and X \ U? = U? = spanf(1;1;0;0)g, which means that
t = 2 and the transform reduces to one of size 2 Furthermore, the inputs and outputs of the reduced
transform correspond to the bases (0; 1; 1; 0); (0; 0; 0; 1)) of X=(X \ U?) and ((0;0; 1;0); (0; 0; 0; 1)) of
usu\ X7?).

We also provide the following optimality result, which states that any a ne pruned algorithm must
require at least as many operations as a Walsh transform of size' 2

Proposition 4.10. Any algorithm which solves a given instance of Problerh 412 in the cade = xo + X
and M = ug + U for all compatible input vectorsf must perform at least

max 24m(X). 2dm(V) time walsh dim (4.9)

X
X\ u?
operations, wheretime_walsh(m) is the optimal number of operations required to compute a full Walsh
transform of size 2™.

Proof. Since any algorithm which solves the problem for any set of inputs must at least read all the active
input positions, the complexity must be at least 2™M(X) operations. A similar argument on the outputs
provides the 2IM(Y) pound.

For the nal bound, let t = dim X=(X\ U?) , and let and be the isomorphisms de ned in
Lemma [4.§. It suces to reduce the computation of the Walsh transform of length 2' of a vector
g 2 F, to the a ne pruning problem instance. We construct a vector f 2 xo + X as follows: for each
y 2 X=(X \ U?), we take exactly one representativex® 2 y and makef (xo + x9 = ( 1)Mox"g( (y)).
All the other positions are set to zero.

When we compute the Walsh transform off at a position u = ug + u® using the pruned algorithm,
we obtain

X o. o
1b(Uo+ UO) - ( l)hu0+u Xo+ X § (XO + XO)
x02 X X
:( 1)m;x ol ( 1)hﬁ;yi+huo;x°(y)if (XO + XO(y))
2X=(X\U?
y )(( )

=( 1ol ( HUWigly)=( 1)MeXolp(ud)

y2X=(X\ U?)

noting that for each y 2 X=(X \ U?) there is a singlexYy) for which f (xo + xy)) 6 0.

The formula shows that, given (v) 2 F}, we can take any representativeu®2 v, query 1’0(uo +u9 to
the pruned algorithm and multiply by ( 1)™o*u"xoi in order to obtain b( (v)). O

The Multi-a ne Subset Case

In the previous section, we have described what we consider to be a satisfactory solution to the pruning
problem when the inputs, the outputs, or both are restricted to subsets of a ne subspaces of small
dimension. We have also shown that the time complexity doesn't just depend on the dimensions of these
subspaces, but also on their orthogonality, and have found that our solution is essentially optimal. The
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next natural step is to look into algorithms for subsets of FJ which may not necessarily lie on ane
subspaces of small dimension.

A rst approach to tackle the unstructured pruning problem would be to nd the smallest a ne
subspaces which cover all active inputs and all outputs, that is, to choose randomy 2 L and upg 2 M,
and pick X =span(fx XoOx2r)and U =span(fu upgyz2m ). However, ifjLj;jMj  n itis very likely
that X = U = FJ, and we just obtain the traditional fast Walsh transform algorithm. In other words,
this approach will only be e ective for very small subsets, to the point that computing the transform
point by point may even be more e cient.

However, there is one case in which the a ne pruning algorithms can be very useful. In the applications
of the next chapter, the lists L and M span the wholeF}. However, they can be written as the union
of small collections of sublists which are contained in a ne subspaces of small dimension. This means
we can use the linearity of the Walsh transform to separate the calculation into several parts to which
Algorithm [0]can be applied.

We assume that we separate the listst and M as disjoint unionsL = L;[ [ Lp,and M =
Mi[ [ Mg Let's also assume that there existxd;:::;x§ and ud;:::;ug, as well asXq;:::; X, and

that although the list families fL;g and fM; g are disjoint, the a ne subspace families fx}, + X;g and
ful + U; g are not necessarily disjoint.

We can compute the pruned Walsh transform for each pair [i; M;) separately using Algorithm .
Given f, we will denote by f; the function equal to f but with its support restricted to L;. We will
denote by g; the output of the internal transform used in Algorithm @for the lists L; and M;. We can
then use the linearity of the Walsh transform to recombine the information from these partial transforms.
Indeed, givenu 2 M;, we can computeib(u) as

xXP x° . :
uy=" Rw= ( H™o'g u uy (4.10)

i=1 i=1
Let tj :=dim X;=(X;\ UJ-?) . The time complexity of the resulting algorithm is:

X Xxa
gLj+ tj 2 + pjM]j additions/subtractions. (4.11)
i=1 j=1

P
The memory requirement is maxf_; f* [_, 2 g+ jMj.

Conclusion and Open Problems

Over the course of this chapter, we have described a solution to the a ne Walsh transform pruning
problem in which it is known that the non-zero inputs lie within an a ne subspace xo + X and the
desired outputs lie within an a ne subspace up + U. We have found that the time complexity is not
just dependent on the dimensions ofX;U, or even X \ U, but that the orthogonality of these spaces
plays an essential role. More speci cally, we nd that a pruned fast Walsh transform algorithm consisting
of a reduced Walsh transform of length 2, wheret = dim X=(X \ U?) =dim U=SU\ X?) exists.
Furthermore, we nd that the calculation of the Walsh transform of length 2 t can be reduced to any a ne
pruning problem of arbitrary length 2", n>t, as long as dim X=(X \ U?) =t holds. This means that
our solution to the problem is not just e ective, but also e cient.

We have also shown that this algorithm can also be used when the active inputs and outputs lie on the
union of some a ne subspaces of small dimension. This case is of special interest to linear cryptanalysis,
as will be highlighted in the next chapter. However, the algorithm for multi-a ne sets considers several
simpli cations which may negatively impact the nal complexity. In particular, we consider the subspaces
Xi and U; to be arbitrary, and that the calculations performed for each pair of subspaces are independent
from each other. It is unclear whether a closer examination of the structure of these subspaces may lead
to potential time complexity gains, but in any case it seems like a problem worth exploring.

It seems that, since the algorithms discussed in this chapter make heavy use of the a ne space
structure of the active input and output lists, such large time complexity gains may not be possible for
the unstructured pruning problem. However, there are other structured pruning problems which may
be of interest to cryptologists and for which signi cant gains may be possible. One such case is that
of computing the outputs whose index has a Hamming weight bound by a small constantv. When
empirically computing good output linear masks for a given input mask using the Walsh transform such
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as in Section[3.8, in many cases it would seem sensible to limit the search to masks whose Hamming
weight is not too large. This is a situation in which an algorithm which prunes the Walsh transform
according to the Hamming weight of the indices may prove very useful.



Chapter 5

Fast Key Recovery Linear Attacks

In this chapter we present the work on FFT-accelerated linear attacks which | published with Mara
Naya-Plasencial[EN20] and in the single author paperf [Fb22]. The FFT or Walsh transform key recovery
linear attack algorithm was rst introduced by Collard, Standaert and Quisquater [CSQ07b]. Despite
being a somewhat popular techniqgue which can greatly reduce the time complexity of some attacks,
there have been few attempts to generalise, extend or improve this approach. Our work provides a
description of the algorithm which applies to more general situations than the original version, as well as
a comprehensive set of tools to exploit speci ¢ aspects of the attack and the cipher in question by means
of the pruned Walsh transform of Chapter[4. We also provide some application examples with specic
linear cryptanalysis of several reduced-round ciphers.
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Section[5.] discusses the original contribution of[[CSQO07b] and its underlying principle in detail.
Section[5.2 introduces some generalisations of the algorithm which can be applied to attacks which feature
key recovery over multiple rounds, as well as a short discussion of the case of multiple linear attacks.
These improvements have in common that there are no modi cations to the Walsh transform algorithm
itself, only to the attack algorithm which makes calls to it. In Section B.3 we discuss how to apply
the Walsh transform pruning techniques from Chapter[4 in order to remove unnecessary calculations
from the attack. This pruning is informed by the specic nature of the attack and the cipher: for
example, we may exploit the structure of the round function, the regularity of the data, the key schedule

77
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K ﬂ Key-Schedule

Ko, i Ky 1 Ky

Figure 5.1: A key recovery attack on the last round of a cipher.

of the cipher, or some combination of these. Then, concrete applications to reduced-round variants of
PRESENT [BKL * 07], the DES [DES77] andNoekeon [DPVAROQO] are presented in Sectior] 5.4. Finally,
the chapter is rounded o with a discussion of some open problems and directions for future research.

Original Approach

We will rst describe the FFT-accelerated version of Matsui's Algorithm 2 as rst introduced by Collard,
Standaert and Quisquater in [CSQO07b], and which is the starting point of the work showcased in this
chapter. This original formulation of the algorithm applies to last-round attacks adhering to the structure
shown in Figure[5.].

We consider a last-round key recovery attack similar to the one described in Subsectidn 2.1.2, on an
n-bit key-alternating block cipher E. We separate the last roundF from the block cipher as follows:
Ex =ARK ¢k, F EQ. We consider a biased linear approximatiorh;x i + h; i of the rst r 1 rounds
with correlation ¢, where 9 is the state before the last round.

We suppose that computingh;F (y K,)i from y only requires guessingkj < jK,j = n bits of
K., which can be selected using the mask. In other words, the part of K, which has an in uence on
the value of the linear approximation is k = K;j . We can substitute the term associated to the partial

decryption of the last round for a compact mapf : szkj ' Fy

f(yj Kij)=hF Yy Kpiforally2F); K, 2F}: (5.1)

Given a collection D = f(x;y = Ek (x))g of N plaintext-ciphertext pairs, we want to use Matsui's
Algorithm 2 in order to recover the partial subkey k. We recall that the complexity of the algorithm is
N 2ki one-round decryptions and %I memory registers of up to lodN bits in the version from [Mat93]
(Algorithm 4). If we use the algorithm with separate distillation and analysis of [Mat94a] (Algorithm
the time complexity becomesO (N)+ O 23K instead, which results in a smaller cost when % < N .

Let us examine the calculations in more detail. Instead of the countersT,, we know that we can
equivalently compute the experimental correlation counterseor(k), which are de ned as

Naoor(k) = j(x;y) 2D :h;xi+f(yj k)=0jj (xy)2D:h;xi+f(yj k)=1j: (5.2)
Each experimental correlation can be rewritten as a sum
X ‘ , X , X .
N cor(k) = ( phx Tk = ( Do (D (5.3)
(xy )2D j2r (xy )2D

yi =]

In the last expression of the equality, the counterj represents the relevantjkj bits of the ciphertext
which are xored tok. This suggests that the attack should begin by computing a vector of integer values
a2 CFY whose coordinates are

X o i
g = (D"™hoj 2R (5.4)
(xy)2D
i =]
This will constitute the distillation phase of the algorithm of [CSQO07b]. The authors also de ne a matrix
of Isand 1sC 2 GL CFY:CF}  with entries

g =( 10 ;i 2 By (5.5)
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The vector N @or = (N @or(k)), , i«i can thus be calculated as the matrix-vector product
2
Neor=a'C (5.6)

However, the time complexity of constructing C and computing the matrix-vector product is still
O 22K which is the same as with the method of[[Mat944a]. However, the matrixC is block-circulant.
In particular, this means that a fast multiplication algorithm exists, as justi ed by the following result,
which is a consequence of the convolution theorem:

Proposition 5.1. Let : FJ' ! C be any complex-valued function ovefFJ. We consider a matrix
C 2 GL(CFY'; CF}') whose entries are of the form

6 = (i i) bj2F: (5.7)

Such a matrix diagonalizes as
2"C = H2m H2m X (58)

whereH,n is the Hadamard-Sylvester matrix of siz&€™ and =diag( )2 GL(CFJ';CFY) is a diagonal
matrix. The eigenvalue vector can be calculated as the matrix-vector producH ,m C 1, where C ; denotes
the rst column of C.

Proof. We will show that the columns of the Walsh-Hadamard matrix (often called Walsh functions)
are eigenvectors ofC. In the process, we will also obtain an expression for the associated eigenvalues.
Let h; denote thej-th column of Hom . Its coordinates are therefore bj); = hy =( 1" 1. Thei-th
component of the matrix-vector product Ch is equal to:

X X -
Ck hg = (i K D

k2 F k2 F
Since the sum is taken over all the values ok 2 FJ', we can exchange the indices k for k:
0 1
(O DY KT=@ (g PMIA(

k2 F k2 F
which is a multiple of the i-th component of hj. Furthermore, the associated eigenvalue is

X .
= DM

k2 Fp

which is indeed thej -th component of the product of H,» and the rst column of C.

We can also see the fast multiplication formula as a consequence of the convolution theorem (see
Theorem). Indeed, in order to compute the product of a vectorv 2 CFJ' by the matrix C, we must
compute the entries

(i Kv(k);

k2 Fp

which are the coordinates of the convolution  v. This convolution can be obtained by applying the
Walsh transform on  (thus obtaining ) and v, multiplying component-wise and applying the inverse
Walsh transform, which is the stated decomposition ofC. O

By taking (i) = ( 1) and applying this result to the matrix C, the matrix-vector product a’ C
can then be further decomposed into:

2KIN @or = aTHZ;kjdiag(szk;C1)H2m (5.9)

This decomposition of C provides the justi cation of Algorithm 11,]which reduces computing @or
to three products of the form H,;v, which can in turn be evaluated e ciently with any Fast Walsh
Transform algorithm with jkj2%I additions and subtractions. In order to express the time complexity
of the attack accurately, we will denote by p the cost of checking a plaintext-ciphertext pair in the
distillation phase, by ¢ the cost of evaluatingf (j), and by A and \, the costs of adding and multiplying
two n-bit integers, respectively.
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Algorithm 11:  The algorithm of [CSQO7H]

Input: A collection D = f(x;y = Ek (x))g of N plaintext-ciphertext pairs.
Output: The experimental correlations @or(k) (multiplied by 2 iki).
/I DISTILLATION PHASE

a o0

foreach (x;y) 2D do

| if h;xi=0then a; a,; +lelsea; a,; 1

end

/[l ANALYSIS PHASE

foreach j 2 F¥ do | ( 1)f0); /I First column of C
FWT( ); /I Eigenvalues of C

a FWT(a); /I Apply the FWT to a

foreach j 2 F¥ doay & ; /I Multiply a by

q FWT(a); /I Apply the FWT to a

return q;

Proposition 5.2. The previous algorithm computesmor with time complexity

+ 3 Ajkj2K + (¢ + )20 (5.10)
AN f )
distillation analysis phase
phase

The memory requirement is2 2% (n + jkj) bits.

Please note that most linear attacks, in addition to the previous complexity, will also have to complete
the attack by separating the largest values ofeor(k) at a cost of ¢ 2k and nd the remainder of the key
by exhaustive search at a cost of g2 2, where c is the cost of an integer comparison, g is the cost of
an encryption, is the full size of the key, anda is the key recovery advantage as de ned in Sectiofi 2]4.

The algorithm, which was rst introduced in [CSQO07b], mainly considers the simpli ed scenario in
which only the last round of a key-alternating cipher has been removed (though an application for a rst
and last round key-recovery attack is also sketched, and an alternative version for the case in which the
key addition is performed modulo 2 is also provided). There have been some attempts at generalisations
as well as several publications in which the technique is applied to attacks on specic constructions.
In [NWW11] a variant for multidimensional attacks with a xed input mask is proposed. One of the
most interesting aspects of this version is its ability to use a single distillation table for all the linear
approximations in the multidimensional attack. Other technical extended versions of the algorithm have
been introduced as part of dedicated cryptanalysis of speci ¢ block ciphers, for example in[ZZ15, BTV18].

However, it would seem that a signi cant portion of the literature on linear attacks after the publi-
cation of [CSQO7b] opts not to use this technique for a variety of reasons, with examples such as [BN13,
JSZW09], where it isn't even mentioned, and [[Cho10], where it is only considered as a possibility for
future improvement. Some contributions apply the technique as a black box strictly in the last-round
case, like [BHV14,/CSQ08, BDD 15]. Finally, others assume that the same formulas can be applied
directly in the multiple-round case [ERO08, [LC14,[KKHSO08, [BP18].

This brief examination of the available literature highlights that the use of this technique is highly
uneven, and no consensus exists on when and how it can be applied. For this reason, we thought that a
speci ¢ description of a multi-round version of the attack algorithm was necessary. There were also other
possible improvements which had not been discussed, such as potential ways to reduce the time complexity
by exploiting relationships induced by the key schedule. We discussed these problems [n [FNZ20, Fb22].

\External" Improvements without Pruning

In this section, we will discuss improvements to the attack algorithm of [CSQO07b] which do not require
any modi cations to the fast Walsh transform algorithm itself (in other words, we assume that the
Walsh transform of length 2™ is an opaque procedure withm2™ complexity). The rst subsection will
focus on generalisations of the algorithm which can be readily applied to attack scenarios in which key
recovery over multiple rounds at both the input and the output of the block cipher is considered. We
rst describe the matrix algorithm that we introduced as part of [EN20]} and then provide a small further
generalisation of the algorithm which uses arrays of arbitrary dimension. The second subsection discusses
how to perform the key recovery e ciently in the case of multiple linear attacks.
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K { Key-Schedule J

Figure 5.2: Attack schematic featuring key recovery in multiple rounds at both the plaintext and the
ciphertext sides.

Multipart Version of the Algorithm

One of the natural extensions of the algorithm of [CSQQ07D] is to perform attacks di erent from the last-
round attack which was presented in the paper, where an outline for the rst and last-round attack was
also given. In [EN20], we introduced a matrix-based algorithm which successfully modelled the attack
scenario corresponding to multiple rounds of key recovery at both sides of the cipher and provided a time
complexity formula. However, in some instances it may be interesting to separate the function which
determines the value of a linear approximation from the plaintext, ciphertext and key guess into more
than two parts: for this reason we have introduced a generalised multipart attack using multidimensional
arrays.

Multiple-round Attack using Matrices

In order to understand the multipart version of the algorithm using a multidimensional array, we will rst
describe the matrix-based multiple round attack we rst proposed in [EN20]. This rst generalisation
of [CSQO7H] considers a block cipheE of block and key sizesn and which can be decomposed in the
way depicted in Figure[5.2.

In this decomposition, the ciphersE; and E, will represent the rst and last few rounds of the cipher,
over which we wish to perform the key recovery. The parts of the key which are used in these segments
will be called the inner keys K1 and K,. The rst and last round subkeys will conform the outer keys
Ko and K3. We suppose that the inner cipherEy has a linear approximation h; ®i + h; ¢i. Similarly
to the single-round case, we assume thah;E 1(x Ko;K1)i andh;E, Yy Ks;K»)i can be obtained
from parts of x and y by guessing some bits of the keysK ojK 1) and (K;jK3), respectively.

We will denote the necessary part of the plaintext byi and the necessary part of the ciphertext by;j,
while the guessed parts of the subkeys will be denoted bi; k1 ; ko and k3. We can also consider selection
masks o; 1; 2; 3, SO that

i= Xj o; k0: KOJ o; I‘(l= KlJ 1; I(2= KZJ 2; J = yJ 3; k3= K3J 3: (511)

Letfl:szkOj szklj! F, andfz:szk3j Fj2k2j! F, be truncated maps for which
fa(xj , Koj ;K1j ;)= hE 1(x Kg;Kyq)i forall x;Kg;Kg; (5.12)
fayi . Ksj ;Ko ,)=hE zl(y K3;Ko)i for all y;Ks; Ko: (5.13)

The attacker has access to a seD = f(x;y = Ek (x))g of N plaintext-ciphertext pairs which have
been generated using some unknown xed ke . In order to perform the linear attack, they must
compute, for each possible guess of the subkeys:

N @or(ko; Ki;ko; ks) = j(x;y) 2D :f1(i  koski) fa(j ksjkz)=0j

; . : ) (5.14)
j (6y)2D ife(i koski) fa(j karkz)=1j:

The attack begins with a distillation phase in which a matrix A 2 GL Cszk"j ; CFJZk3j is constructed
from the data by examining each pair one by one. Its entries are

aj = j(xy)2D 1 xj =10 yj,=]i: (5.15)
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Similarly to [CSQO07D], we can rewrite the experimental correlation for any key guess as a sum over
the entries of A:

X X ) )
N @or(ko; k1; kz; ks) = aj (Dl Kok qyfal katka), (5.16)

e e
i2F, 0 j2F) !

Let us now momentarily consider that the values ofk; and k, are xed. The associated experimental
correlations form a matrix Q1%2 2 GL CFy; CF¥*!  with entries

Q2 = Neor(ko; Ke; ka; ks) (5.17)

We can see thatQkrkz = BktACkz, where Bk and Ck2 are matrices BX 2 GL CFy;CFf and
ckz 2 GL CFfl;cFf®!  which are de ned as

g, = ( il kel e = (1)l ke, (5.18)
The matrices BX*; C*2 adhere to the structure described in Proposition[5.1, which means we can use
the fast Walsh transform multiplication algorithm in order to perform matrix-vector multiplication with

them:

Jikeig ki

Hooidiag X' Hoie; where Xt = Hy B (5.19)

Jikajcke

H2jk3jdiag ;2 H2]k3j; where ;2 = H2]k3jCk12: (520)
The matrices Qk:k2 can therefore be calculated as
2jk0j+jk3ij1k2 = szkojdiag lil szkOjAH 2jk3jdiag ;2 szk3j: (521)

As a result, the attack can be performed e ciently using Algorithm {2] which consists of the following
steps:

1. Distillation phase: We construct the 2% 2iksi matrix A by initialising it to zero, looking at
each plaintext-ciphertext pair (x;y) 2 D individually, nding the associated values of i = xj , and
i =Yij , and incrementing the correspondingali;j ] by one. The time complexity of the distillation
phase is p N binary operations, where p is the cost of checking one pair. The distilled data
occupies ¥oi*iksi memory registers of up ton bits.

2. Analysis phase: We compute all the experimental correlationsa@or(ko; K1; k2; K3):

(&) We apply the fast Walsh transform on all rows and columns ofA to obtain a matrix R (in
practice we can do this on the matrix A itself, as it will not be used again). The cost of this
step is

A (jkoj + jkgj) 2K Ikal; (5.22)

where A=y is the cost of addition/multiplication. No additional memory is used.

(b) We construct the eigenvalue vectors ';1 and '52 for all k; and all k, by calculating the rst

column of each matrix B and C*2 and then applying the FWT. This step can be performed
o ine as a precomputation, and has cost

fl21|<oJ'+ik11' + f2Zikzj‘fiksi + A jkojzjk0j+jk1j + jksjzjkziﬂksi : (5.23)
where ¢, and ¢, are the costs of evaluatingf; and f,. These vectors are stored in Fol* Ik +
2ikaitiksi registers of maj koj; jksjg bits.
(c) We compute the matrix Q*¥2 for all the values ofk; and k:

i. We start from a copy of R. we multiply each column elementwise by 'f, and each row
by k2.
ii. We apply the FWT on all the rows and columns to obtain QXtkz,
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Algorithm 12:  Matrix version of the FWHT attack algorithm
Input: A collection D = f(x;y = Ex (x))g of N plaintext-ciphertext pairs.
Output: The experimental correlations Qt;ii = N @or(ko; k1; kz; k3).
/I DISTILLATION PHASE
A 02GL zZF);zF5
foreach (x;y) 2D do alxj o;yj ,]  alxj ,iyj J]+1;
/I ANALYSIS PHASE

foreach i 2 szk"j do Afi; 1 FWT(AL; s /I FWT on rows of A
foreach j 2 F¥*! do A[;j] FWT(A[;j]); /I FWT on columns of A
foreach ky 2 F¥* do /I Compute eigenvalues of BX:

foreach i 2 F¥° do Ki[i] fi(ijky);

BORWT( )

end

oreach kj 2 F‘zsz do /I Compute eigenvalues of C¥?
foreach j 2 F¥* do X2[j]  fa(jik2);

2 FWT( 3);

—

end

foreach k; 2 szk”; ko 2 szij do /I Compute Qkikz
foreach ko 2 F°1; kg 2 FJ do Qkikz[koiks]  Alkoika]  X*[ko]  X2[ksl;
foreach ko 2 F¥°! do Q<tkz[ko; ] FWT( QXrikz[ko; ]);
foreach ks 2 F5° do Q1%z[;ks]  FWT( QXik2[ ;ks]);

end n o

return  Qkrkz s kg 2 PN, 2 FF

The total cost of these operations for all the matricesQ** ¥z is
2m Dikoj+ jkaj+ jkaj+jkaj 4 A (jKoj + jk3j) Dikoj+ jkij+ jkaj+ jkaj. (5.24)

This computation requires 2*0i*iksi working registers of up to n + jkoj + jksj bits. If the

experimental correlations need to be stored in full (for example if the FFT algorithm is used
as a part of a multiple linear attack), then 2ikoi*ikii*ikai*iksi memory registers ofn bits are
required (we can divide by 2kei*iksi) If we just need to identify the key guesses with the
largest correlations, then these additional registers are not needed.

3. Search phase: From the results of the previous step, we can nd the key guesses which exhibit the
largest experimental correlations and perform exhaustive searches over the rest of the key, or use
the correlation tables in a multiple or multidimensional attack.

Overall, we nd that the time complexity of such an attack is always
O(N)+ O (jkoj + jkaj)2eiriairiteieil (5.25)

It's interesting to compare the costs p; ¢,; f,; a and yu with the cost of a block cipher encryption
e. Ingeneral, p; ¢, and ¢, should be negligible, as they are simple operations. For most cases,
and \ should be comparable to or smaller than the cost of an encryption, though this depends on the
implementations of the cipher and the operations. In all the applications shown later in the chapter, we
will provide a lower bound for g and an upper bound for 5 and y in order to write the time complexity
in terms of cipher encryptions. It should be noted that, although the second term of Equation[5.2§ is
asymptotically dominant for a xed n, in many cases the actual bottleneck is the rst term because of
m being comparatively larger than 4.

One of the advantages of this version of the algorithm is its suitability to multiple and multidimensional
linear attacks. In particular, if all the approximations use the same outer masks o and 3, the distillation
phase only needs to be performed once. This generalises the results[of [NWW11]. If there is no structure
to the set of approximations, then the time cost of the analysis phase is multiplied by the number of
approximations M . In addition, we have to consider the cost of computing the multiple/multidimensional
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linear cryptanalysis statistic Qx from the individual experimental correlation of each linear approximation,
which is
M( w + p)2ikoitikai+ikoi*jksi, (5.26)

If there are several approximations which share the same input mask but di er in their output masks
(or the other way around), then it is possible to reuse some partial results such aB 1R, which only need
to be computed once. This can lead to a further reduction in time complexity.

Generalised Multipart Attack

The previous matrix description, which we introduced in [EN20], can be used in instances in which the
linear approximation is separated into two independent parts, usually corresponding to the plaintext and
the ciphertext sides of the key recovery. However, in some cases we may be able to separate the value of the
linear approximations into more than two independent parts. We will now show a small generalisation of
the matrix approach which usesd-dimensional arrays instead, and was included in [Fb22]. We considered
calling this version of the algorithm multidimensional (because it uses a multidimensional array instead of
the vector of [CSQO07bH] or the matrix of [EN20Q]) but we thought the risk of confusion with multidimensional
linear cryptanalysis was non-negligible, which is why we settled for multipart.

We rst consider that the linear approximation h; ki + h; ®i can be rewritten as a function of the
plaintext, ciphertext and key using a function such as

fo(x) [1(X1 kP K1) i fa(Xq ké);k:,g: (5.27)
F(X KOK!)

Here, we usex 2 D to denote the whole data pair (in other words, the concatenation of the plaintext and
the ciphertext). The vector (xij:::jxq) = X consists of the separate parts of the plaintext-ciphertext
pair x which in uence the value of the linear approximation. These segments can be selected with masks

(k9j:::jk9) = K©. Someinner key material (k}j:::jk}) = K' may also be present. Note that we have
jxij = jkP°j.

We will call the full function describing the value of the linear approximation the key recovery map It
consists of two parts: fo denotes a component of the approximation which can be calculated completely
independently from the key. For example, in the original algorithm of [CSQO7D], this term would cor-
respond to h;x i. More generally, any plaintext and ciphertext material which appears linearly in the
linear approximation can be treated this way. The second partF is in uenced by the key. We consider
that it can be divided into d independent parts. For example, in the matrix algorithm, these two parts
correspond to the plaintext side key recovery and the ciphertext side key recovery. In this case the inner
key K' corresponds tok; and ko, and the outer key K © corresponds tokg and ks.

Our aim is to compute all values of the experimental correlation@or(K ©;K'):

X
N @r(K°:K')= ( 1)fe0) Taxi g kPiky) fa(xi ¢ kg iky)
XZ% X o | X
- ( [Fx KTKD (et
X12szxlj XdZszxdi Xj :xlx':z::l?xj =Xgq
2 3 (5.28)
1 X ou. g X . Wiy Z X i
= ( ¥ ,Y.Q ( DVZi( FEK )g ( )VXIAX]
Y2/ z2F)f | x 2/
1 X oy; Y '
= e (DY Bk R
y2F)¢) 1=0

using the convolution theorem, and where]b.( ;k!) denotes the Walsh transform off;( ;k/) for a xed
value of k! . Thanks to this expression the attack can be performed as follows:

1. Distillation phase: We construct the 2%1J 2%dl-dimensional array A from the data. This is

and incrementing or decrementingA[X ] according tofo(x). The cost of this phase is p N, and the
memory requirement is 2X1 registers ofn bits.
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Algorithm 13:  Multipart version of the FWHT attack algorithm

Input: A collection D = f(x;y = Ex (x))g of N plaintext-ciphertext pairs.
Output: The experimental correlationsN  @or[K © ;K'].
/I DISTILLATION PHASE

A 0 array of dimension 2% 2%al;

/I ANALYSIS PHASE
A FWT(A);
for i 1to ddo

‘ foreach k! 2 szkilj do Compute (;k!) ;

end
foreach K' 2 szKlj do . .
or[;K'] 0 array of dimension 2%} 2%l

foreach Y 2 FiZYj do Q[Y;K']l Q[Y;K'] Q?:l 1b|(yi;ki');
wr[;K']  FWT(eor[;K'])=N;

end

return @or;

2. Analysis phase:

(@) We apply the fast Walsh transform on the array A to obtain an array AR. We note that
performing the Walsh transform on any vectorized form of the array is the same as performing
the Walsh transform over all dimensions. The cost of this step is thus AjX j2%1, which is the
cost for the full-size transform.

(b) For each of the d functions f;, we precompute i1 tables of size I which contain the Walsh
spectrum( ;k!). This step can be precomputed and its costis o <., jkOj2ki*ik’i. The
memory requirement is  ©_, 2iki i*ik’] registers. One of the main advantages of the multipart
method is the fact that the more subdivisions we perform of the key recovery map, the smaller
the memory requirement will be for these precomputed tables.

(c) For each value of the internal key guesx ':
i. Multiply each entry /b[Y] of R by Qidzl 1b.(yi k).
ii. Apply another FWT to obtain an array containing N @or[ ;K'].
This step is usually the bottleneck of the algorithm. Its computational cost is

p 2K Ik K Ok Ik (5.29)

In terms of memory, we require KO memory registers if we just wish to compute all the
experimental correlations without storing them, and 2K 'i*iK °J if we want the full experimental
correlations array to be stored for later use.

3. Search phase.

This version of the algorithm provides some extra exibility when compared to the matrix version,
and it can make the resulting attacks slightly more e cient and easier to implement. Subdividing the key
recovery map into as many independent parts as possible can, for example, be of great help in multiple or
multidimensional attacks. If a group of approximations only vary in one part, then we can compute all the
Walsh transforms and eigenvalue multiplications with respect to the other parts rst. As a result, only
the computations related to the di erent part have to be carried out separately for each approximation.
We can also see that the distillation phase reuse trick can be used only if the approximations use the
same functionfg.

Dependencies in the Inner Key Guess

In key recovery attacks, it is often interesting to try and identify the redundancies in the key guess which
are induced by the key schedule. Given the limited size of the master keX with respect to the full

round subkey will also determine some bits of other round subkeys. Depending on the key recovery



86 CHAPTER 5 - FAST KEY RECOVERY LINEAR ATTACKS

algorithm, for example in the original version of Matsui's Algorithm 2 (Algorithm it is sometimes
trivial to incorporate these relationships into the attack. Since the main part of the attack consists of a
loop over all possible key values, it su ces to perform the guessing of the key in such a way which skips
all guesses which are impossible due to the key schedule. However, such optimisations become much more
complicated in the case of attacks which are more algorithmically complex, such as the ones presented in
this chapter.

a way to enumerate all possible values of this internal guess according to the key schedule e ciently, it
su ces to use this reduced guess as the index for the for loop. Concerning the time complexity, we can
see that this technique can be described by considering thak ' is not a simple concatenation of all the
k!, but a minimal guess of key material which fully determines the values of the latter. This means the
complexity formulas we have established are still valid, but we have substituted the parametejK'j for
a smaller value.

The next natural step is to incorporate the outer key guessK © into this key schedule-aware, e cient
guessing game. Indeed, given a guess Kf', we can in many cases obtain a lot of information about
K© from it. Furthermore, there may be relationships between the partsk?;:::;kQ. However, this

last set of Walsh transforms does not need to be calculated. At rst glance, this should not provide much
of a reduction in terms of time complexity gain, as the fast Walsh transform is an apparently indivisible
algorithm which can only compute all the outputs at the same time. This was our main motivation

to investigate pruning techniques for the fast Walsh transform algorithm. The resulting algorithmic

improvements will be discussed in Sectiofi 5]3.

5.2.2 Partial Key Guessing for Multiple Attacks

We will now discuss speci cally the case in which the FFT linear key recovery algorithm is used as part
of a multiple linear attack. In particular, in this case it is often possible to make use of the key schedule
of the cipher without requiring any actual pruning of the fast Walsh transform (although the best results
can be obtained by combining both approaches). The main idea we will apply in order to reduce the
time and memory complexity is to perform the FFT algorithm separately for each linear approximation
and then combine the information to obtain the multiple linear cryptanalysis statistic Qg using some
judicious guessing of di erent parts of the key for each linear approximation. The following approach
generalises the speci ¢ attacks of [ZZ15] and [BTV18], and was rst introduced as part of [FN20].

We consider a set ofM linear approximations ; of the inner cipher Ey which will be of the form
i -h ;R + hj;¢i. We also assume that each approximation has a key recovery function

fox)+ Fl o x' KO KM (5.30)

We note that the functions f} and F' as well as the plaintext and key maskingsX ', K9 and K" may
be dierent for each linear approximation. For this reason, we will also dene X, K© and K' as the
minimum parts of the plaintext and the subkeys which wholly determine the values ofX ', K % and K "
for all the approximations (in other words, these are computed using extended masks which are valid for
all the ;). We suppose that each approximation has some masks®' and "' so that X' = Xj o ,
KOl = KO oi ,and K" = K'j i . Finally, we also consider that there is a global key guesks which
determines the values of all theK © and K" | even if it is non-linearly. We will also suppose that
the pairs (f); ©')and ( ©'; ") take M; and M di erent values over the set of M approximations,
respectively.

In a 2 multiple or multidimensional attack, the attacker wishes to compute the multiple linear
cryptanalysis statistic for each global key guesr :

hd .
Q(kr) = @or (kr)?; (5.31)

i=1

where @r' (k1) denotes the experimental correlation of approximation ; for the global key guesskr. We
note that in order to calculate one particular @or (kr) we only require the values ofK ' and K" | as
well as the frequency of each possible value of' in the data sample. In this situation, the attacker can
perform the following modi ed attack:
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1. Distillation phase: We construct M, di erent distillation tables: one for each possible value of the
pair (fi; ©) within the set of approximations. Given a pair (fo; ©), the table A(fo: ) will have
dimension 2 ) and its entries will be equal to

X
Alfo: )[X]: ( 1)fo(X):
x2D
xj =X
We note that from this distilled table we can compute the experimental correlations of any linear
approximation for which (f}; ©1)=(fq; ©).

2. Analysis phase (I): In the rst step of the analysis phase, we compute the experimental correlations
for each linear approximation separately. For each approximation ;, we apply the multipart FWT
algorithm to compute its experimental correlation for all guesses oK ©' and K'* from the distil-
lation table ACo: ® ). The result is a table of size & ° i*iX" i which contains eor (K % ; K ') for
all the key guessesi @ ;K i),

3. Analysis phase (I1): In the second step of the analysis phase, we combine the information obtained
about each approximation in the previous step into the multiple linear key recovery statistic. This
is achieved in two merging stages:

(@) We merge theM tables which were obtained in the previous step intoM, \condensed" tables
by adding the square correlations of all the approximations which correspond to the same
choice of subkey bits guess, that is, one table for each possible value of the pairQ'; ).
The associated condensed tables thus contain the coe cients:

@r (KO :K")2 forall KOT: K" (5.32)

i ( Osi : Li )
=( 15 2)

(b) For each possible guess of the partial master kekr, we use the key schedule to compute the
associated values oK %' ;K" . We add up the associated entries in the tables obtained in
the previous step to obtain the statistic Q(kr).

4. Search phase: The guesse(s) okt which exhibit the largest values of Q(kt) in the previous step
are tested using exhaustive search over the remainder of the key until either the full keK is found,
or the attack fails.

The performance of this algorithm can be improved further by pruning the individual calls to the FFT
linear cryptanalysis algorithm using the methods shown in the next section. We also note that steps 2
and 3(a) can be mixed in order to reduce the memory requirement, as we can compute the experimental
correlations for one approximation and immediately add them to the appropriate condensed table instead
of storing them separately for every approximation and combining them afterwards.

If ks denotes the cost of computing K @' ; K ') from kr, then the cost of this attack algorithm is,
after removing some negligible terms:

W <K0:i <+-K|;i H . O : <K0;i <+-K|;i H
Mi pN + le J*] I+ A]K "j2] J*] J
) i }
istillation nalysi
stillatio . analysis (5.33)
+ ( M+ A)zjK O 4k j + ( ks + My A)zjij;
= {z b fz }

analysis Il (a) analysis Il (b)

in addition to the cost of the search phase. In terms of memory, the distillation phase requires a total of
2K i+IK" § registers for each di erent value of f; ©). For the M, condensed correlation tables, we
require 2K i*iK™ i positions for each di erent value of ( ©: ''). This algorithm can produce very
large time complexity gains in the case of multiple linear cryptanalysis (especially when thgk®:'j and
jK 5j are signi cantly smaller than jK ©j and jK'j). Its success is more limited in the case of multidi-
mensional attacks, as multidimensional linear approximations, by their very de nition, often guarantee
that there is a linear approximation for which jK ©j and jK ' j are maximal.
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\Internal" Improvements with Pruning

This section explores how the Walsh transform pruning techniques of the previous chapter can be used
to accommodate dependencies and redundancies in speci ¢ attack scenarios into the FWT-accelerated
linear key recovery attack algorithm, in order to achieve time and memory complexity gains. We will
consider three aspects of the key recovery which may feature useful properties speci ¢ to the attack: the
data, the key guess, and the key recovery map itself. The following is an outline of our strategy to using
each one of them.

" Sparsity in the data: In many cases, it is possible that the distillation array A is highly sparse. In
some cases, it is the cipher construction itself which guarantees that some xed position&[X ] are
always zero. For example, the expansion mafe of the DES makes it so some pairs of bits at the
subkey addition step will always have the same value. In other caseg) is sparse simply because the
number of plaintext-ciphertext pairs N is smaller than the number of registers 2. These sparsity
properties can be used to save memory by storing as a more compact array of smaller dimension,
or even by storing A as a list of non-zero entries. They can also be used to prune the rst Walsh
transform which computesA’ on the input side. In fact, in many cases we can skip building the
array A altogether by performing the rst step of the a ne pruned fast Walsh transform as part of
the distillation phase.

Key schedule-induced dependencies: We have already briey discussed that, due to the key
schedule, it is possible that determining the value of the inner key gues&' will impose some
restrictions on the outer key guessk ©. These can be used to reduce the memory complexity in
multiple linear attacks (since the correlations for impossible key guesses are not required, they do
not need to be stored). In addition, the restriction on the values ofK © can be used to prune the
last set of fast Walsh transforms at the output side.

Structure of the Walsh spectrum of F: In the FWT linear key recovery attack algorithm, the
Walsh spectrum of the key recovery map for a xed inner key guesd ( ;K') plays an essential
role, as we need to perform a pointwise multiplication by an eigenvalue vector which is calculated
as its Walsh transform B( ;K'). As a result, any information about this Walsh spectrum could
potentially be used in order to avoid unnecessary computations. We note the following possibilities:

{ The presence of any zeroes irﬁf’( ;K'") means that the associated positions in the array/b
will be multiplied by zero. This means that we do not need to compute these positions of,
thus pruning the rst set of fast Walsh transforms at the output side, and that the associated
input for the last set of fast Walsh transforms will be equal to zero, thus pruning them at the
input side. It also directly reduces the number of integer multiplications (as we do not need
to actually perform multiplications by zero) and the memory requirement.

{ If we can nd a compact description for the Walsh spectrum of F(;K'), for example by
writing each coe cient as a product of Walsh coe cients of some smaller maps, this might be
helpful when performing the eigenvalue multiplication step as e ciently as possible, as well as
saving memory.

{ Finally, there are some instances in which the coe cientslb( ;K ") can be obtained from Ib( ;0)
at a very small cost (for example, through some sign swaps). This can help us reduce the cost
of the multiplication step even further.

The identi cation of the rst two properties often only requires simple inspection of the construction
of the cipher, the attack parameters and the key schedule. However, in the case of the Walsh spectrum
of the key recovery map, some extra tools may be required. Furthermore, it is possible that the maj
has a small amount of zeroes, but some similar-enough maps have a very large amount of zeroes. These
issues are covered in the following subsection.

Zeroes in the Walsh Spectra of the Key Recovery Map

This subsection adapts some known results on the Walsh transform into tools which can be used to
identify zeroes in the Walsh spectra of common block cipher constructions. We focus on constructions
featuring bricklayer nonlinear maps and linear transformations, such as SPNs. We will also illustrate
how in some cases rejecting a carefully-chosen subset of plaintext-ciphertext pairs, thus modifying the
key recovery map slightly, can drastically reduce the number of non-zero coe cients. For that purpose,
we require the Walsh spectrum restricted to a subseiX :
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De nition 5.3. Letf : F5 | FJ' be a vectorial Boolean function, andX  Fj a subset of its domain.
The Walsh transform of f restricted to X is de ned as the matrix with coe cients
X ) .
1{)(2X (LI;V) - ( 1)hu;X|h vif (x)i (5'34)
X2 X

We can also de ne the transform restricted to a subset of the output spac¥  FJ' as the matrix with
coe cients f}xyzy = fxdr 1(v)-

This concept should not be confused with the input and output restrictions imposed on the fast Walsh
transform algorithm when pruning. We will now restate some of the results of Sectiorf 3]3 in the case of
input and output space restrictions. We start with Proposition 8.15}

Proposition 5.4. Letf : F3 ! F,andg:F, ! FJ be vectorial Boolean functions. LetX ie
Z F,andY FJ be subsets. The Walsh transform of f restricted to sets in the input, the output
and the intermediate space can be calculated using the following formulas:

X
28 foxuv)=  fax(uw) bwv) (5.35)
w2 F,
X
28 fy gpoay (WV)=  B(UW) dyzy (WiV) (5.36)
W)%F'2 X
28 iz (uv)= Y xy2z (U; w)B(W; v) = (u; W) 22 (W; V) (5.37)
w2 F, w2F,

Proof. The proofs are the same as for Propositiof 3.15, and also use Lemrpa 3.12.
1 0 1
X X , S X ‘ .
T[sz (U; W) Q(W, V) - ( 1)hu;x i+ hwif (x)i @ ( l)hw;z|+ hv;g(z)i A
w2F, w2F, x2X z2F,
X X

( 1)hu;x i+hw;f (x)i+hw;zi+hv;g(2)i

v;(z F, x2X z2F,

( 1)hu;xi+hv;g(z)i X ( 1)hw;f (x)i+hw;zi

x2X 72F, 2F,

{z }

2! if z=f (x); O otherwise

X ) .
=2! ( puxirvigEONT =218 £ o (u;v):

x2 X
0 10 1
X X X e o X i o
ouw) dypov(wiv)= @ ( YIEMETOIA @ ( pmEirve@iA
w2 F, w2F, Xx2F} z2g 1(Y)
X ©X X

— ( 1)hu;xi+hw;f (x)i+hw;zi+ hv;g(z)i
v;(ZF'Z x2l>:(g z2g (Y)

( 1)hu;xi+hv;g(z)i X ( 1)r‘w;f (X)i+hw;zi

2F) z2g (Y |
X2F3 z2g (Y) w2 F, {z }
X 2! if z=f (x); O otherwise
:2| ( 1)hu;xi+hv;g(f(x))i zzlb fg(f(x))ZY(U;V):
2(g f) (Y)
" 1 !
X X X . ] ) X I )
ouw) oz (wiv)= @ ( phITIOOIA (e
w2 F, w2F, Xx2F} 2227
X "X X

( 1)hu;x i+hw;f (x)i+hw;zi+hv;g(2)i

w2 |:|2 X2F) z2Z
X

( 1)hu;xi+hv;g(z)i X ( 1)hw;f (X)i+hw;zi

X2F) z2Z W2F,
{z }
X 2! if z=f (x); O otherwise
:2| ( 1)hu;xi+hv;g(f(x))i zzlb ff(x)ZZ(U;V):

x2f 1(Z)
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Figure 5.3: An example of how Propositio can be used to model key recovery over two rounds of an
SPN construction when a single output bit of the second Sbox layer is required.

0 10 1

X X , , X . .
Bz (uiw) pwivy = @ (PrxTIA @ (i e @A
w2F), w)gF‘2 x)%f (z) z2F,

X

— ( 1)hu;xi+hw;f (x)i+hw;zi+hv;g(z)i

w2F, x2f 1(Z)z2F,
X X

( 1)hu;xi+hv;g(z)i X ( 1)hw;f (X)i+hw;zi

x2f 1(Z)z2F 2F
o (= }
X 2! if z=f (x); O otherwise
=2! (DX IEmETONT =21 £ (U v): O
x2f 1(z)

Using this result together with Propositions B:13 and[3:14, we can often obtain compact formulas for
the Walsh coe cients of some key recovery maps, such as the following:

Proposition 5.5. Let f; : F' ! Fi: i =1;:::;d bed balanced vectorial Boolean functions, letL :

F, R F, be a linear map, and letg : F, | F, be a Boolean function. In the applications, the
fi will be some Shoxes with possibly truncated outputk, will be a truncation of the linear layer, and g
will be a linear combination of outputs of an Shox layer. We also consider a subset of the inputs gf
Z F,. We consider the compositionh = g L F, whereF is the bricklayer function F(x1;:::;Xq) =

1 X X X ¥
B (Fxy2z (Ui;iiiua) = o 0 (ui; Wi) 27 (v): (5.38)
w12 F)l {vi/dZFlzd v2F, i=l

- ?% b(U;W)p(W;V)gﬁZ(V):

w2, v2F,

We can sing,plify this formula. First, we know that P(W;v) 6 0 if and only if w = L'v, in which case
D(w; v)=2 ! according to Proposition. This means we only have to consider the éums over thg

for which an appropriate v exists, and vice versa. Furthermore, we can Writelb(u;w) = idzl 1b.(ui;wi)
according to Proposition . Since thef; are balanced, we havebI O;w;) =0 if w; 6 0, so we can
assumew; = 0 for the i for which u; = 0. O

As this result may seem a little abstract without context, let us formulate the speci c case in which
all I; = 1. An application example of this case is that of SPN constructions which use a bit permutation
as the linear layer, because each input of the Sbog will be an output bit of an Sbox in the previous
round. However, it applies in all cases in which a single bit of information about the output of each Shox
is required.
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Y

= Gz (Wug ) B (5.39)
i;u ;60

0 if ui=0

1 ifu60

We'll show how the previous result describesh} (x)2z and its zeroes in a compact manner. We rst

look at §,,7. Given any w 2 F'2 so that §,,z (w) = 0, we can deduce that h}:(x)zz (ug;:::;u) =0 for all
(ug;:::;u) so that w = w(uy;:::;uy). Furthermore, for the (us;:::;u) for which @27 (W(ug;:::;u))) 6
0, the Walsh coe cient h\F(X)zz (ug;:::;u)) can be written as the product of §,2z (w(us;:::;u;)) and the
Ibl(ui) corresponding to eachu; 6 O.

A very interesting situation presents itself in the casef,»z(1;:::;1) = 0. When this happens, given
any (up;:::;u)) so that u; 6 0 for all i, we know that h} )2z (Ug;:::;u) = 0. This means that any
non-zero coe cient of this Walsh spectrum must verify that u; = O for at least one i. As a result, the
pon-zero Walsh coe cients h}:(x)zz (ug;:::;up) can be separated intol vector subspacedJ; of dimensions

i NN i=1;:::;1. Each U; is determined by the n; linear conditions u; = 0.

In the casef(1:::1) =0, this decomposition of the Walsh spectrum into vector subspaces of smaller
dimension is obtained without any modi cations to the key recovery map. However, when(1:::1) 6 0,
we would like to be able to choose some largé Fg sothat §,-2(1;:::;1) =0. We can use the following
result:

Proposition 5.7. Let g: F, ! F, be a map for whichg(1:::1) = a 6 0. There existsZ F, with
jZj=2' j aj sothat fo2(1:::1)=0.

Proof. It is su cient to remove jaj input values x whose contribution to the Walsh coe cient has the
same sign asa. O

But what does this modi cation mean in terms of the key recovery map? We recall the de nition of
hk(x)2z- It is the Walsh transform of the complex function which is valued ( 1)"®) for all x so that
F(x) 2 Z, and zero elsewhere. In terms of key recovery, this means we have substituted the key recovery
map, which is normally valued 1 according to the value of the linear approximation, for a modi ed map
which is zero whenF(x) 62Z. In other words, we are rejecting the plaintext-ciphertext pairs for which
the input of g is not in Z. Assuming that the correlation of the linear approximation is the same within
this subset of plaintexts as it is in the whole plaintext space, we conclude that the resulting attack will
have the same parameters, with the only di erence that (2 j Zj)=29 plaintext-ciphertext pairs will be
rejected for each key guess, meaning that the data sample must be increased by a factor 62 j in order
to compensate.

These results have so far allowed us to describstatic key recovery mapsF (X K ©) which do not
feature inner key guesses. However, we must also consider the incorporation of key material within these
mapsF (X K©;K'). The following result shows that, in the case in which alll; = 1 , the xoring of a
round subkey between rounds only changes the sign of the coe cients, which in particular means that
the positions of the zero coe cients remain unaltered.

Corollary 5.8. Let f; : Fy' ! F,; i = 1;:::;1 be Boolean functions and letg : F'2 ! F> be an-
other Boolean function, and letk 2 F, be a xed parameter. We consider the parametric function
h(x;::0 x5 K) = g((fa(xa); o fi(x1)) k) and the subsez  F,. Then

NCK)E ) Koz Uoiiisu) = ( DFWEEEUOTRC0) oo (Ugsziu): (5.40)

Time Complexity Analysis

We will now provide a complexity analysis of the fast Walsh transform linear key recovery algorithm
when the previously described optimisations are used. For the sake of clarity, we will assume that the
target linear approximation is of the form fo(x) + f(X K©;K'). In practice, we can also consider
multipart linear key recovery maps. We also assume that the following conditions are satis ed:

" The parts of the plaintext-ciphertext pair X which are xored with the outer key guessK © lie in an
o
a ne subspace of the form xo + Y  Fy 1.
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" The non-zero Walsh coe cients of the key recovery mapF ( ;0) lie in the union of | a ne subspaces
. i O
of the forms ug+ U FJZK I-i=1::::;1. We will denote the actual number of non-zero coe cients
in uj+ U; by L;. We also assume that the non-zero Walsh coe cients ofF ( ;K') occupy the same
subspaces. If the latter is not true, each value oK' must be treated separately, and the cost of

the analysis phase is multiplied by 3¢ 1.

When the key schedule of the cipher is taken into account, for a given guess &', the possible
S o
values ofK © lie within an a ne subspace of the form v&' + Vi F)* 1.

Since we want to use Theorenji 4]9, we must consider the orthogonality of the vector subspac¥s U;
and Vi . We will denote the dimensions of the relevant quotient spaces for the rst Walsh transform as
ti=dim Y=Y\ U?) =dim U=\ Y?) . For the last set of Walsh transforms, we will assume that
these dimensions are constant for all the< ', that is, r; = dim U;=(U; \ VK?,) =dim Vii=(Vgi \ U?)

o
forall K' 2 FJZK !, Again, this assumption is not necessary, but it simpli es the complexity calculation.

The broad idea of the attack procedure is that, since the desired experimental correlation arrays
oor( ;K ') are linear transformations of the distillation array A, we can compute them as the sum of
linear transformations of A. Each of these linear operations corresponds to the part of the linear map's

spectrum which lies in the a ne subspace u}) + U; szK Oj. Each one of these transformations oA can
be performed e ciently using the pruned Walsh transform algorithms. The full attack algorithm is the
following:

1. Distillation phase: Since the rst step of the pruned fast Walsh transform algorithm consists of
combining the inputs into a smaller vector through addition, we might wish to merge it into the
distillation phase in order to reduce the time and memory complexities. Depending on the relative
sizes ofN and 29™(Y) 'we have two di erent options:

" We can perform the distillation phase as usual (that is, we computeA in full), and then
perform the rst step of the pruned Walsh transform algorithm for each of the | pruned Walsh
transforms separately to obtain| tables g of lengths 2i. We note that we only need 2im(Y)
counters to store the full table. The cost of this operationis pN + 5 | 24m(Y),

" We can instead constructl distilled tables g; directly, without building the intermediate array
A. The cost of this combined operationis o | N.

P , o
In both cases, we require |_, 2!i registers to store the resulting distilled data.

2. Analysis phase: We can once again save some operations and memory by mixing the last step of
the rst Walsh transform, the eigenvalue multiplication step, and the rst step of the second set of
Walsh transforms.

(a) First Walsh transform: We rst perform the (standard) fast Walsh transform algorithm on
each of the arraysg; which were constructed in the modi ed distillationpohase, and obtain |
arrays of the same sizedp. The time complexity of this operation is idzl t; 2t

(b) Walsh spectrum multiplication: This step and the next will be repeated for every guess of
K'. We can consider each of thé subspacesuy + U; separately. Inside each subspace, we go
over all the non-zero Walsh coe cients. For each coe cient, we fetch the appropriate entry
of ¢ (according to the last step of the pruned transform algorithm) and multiply it by the
coe cient Ib(uio+ u%K"). The result is then added t?,the appropriate coorlginate of an arrayh
of length 2. This step has a cost of (y + A)ZjK'J :=1 L; and requires ::1 2" additional
memory registers (assuming we can reuse the same memory from oke to the next). If
we have stronger assumptions over the change in the Walsh coe cients of ( ;K ') when K
changes, for example when Corollary 5]8 applies, it may be possible to achieve further savings
by performing the multiplication step a single time instead of once for every gues& ' .

(c) Second set of Walsh trargforms: We perform the fast Walsh transform on each of theh; to

obtain I, at a costof 5 |, 2",

(d) Unfolding step: Finally, for each possible guess oK ©, we can compute the experimental
correlation of the linear approximation by adding | values (with appropriate signs), one from
each of the®. This costs 120K 'i2dm(V)



5.4

5.4.1

5411

5.4. Applications 93

K bbbbbbbbobsbsasdattdtdttitttiobdiidbidddbbibiddbbidbbbbbbbbbbbbl
s|s s|s|s|s|s|s|s|s|s|s|s|s]s

X [48]
x [32]
x [16]

Figure 5.4: A round of PRESENT.

By adding up the cost of each step, we nd that the total complexity of the algorithm which computes
the experimental correlations is, after removing terms of lower order:

X X X
KNI +2K'0 7 2t #2107 L +2iK'T 21 additions (5.41)
{Z. dz. I dz. I | ’ .
PlzgN! * 32y W2 44y B
X
F’fzﬁ L; products, and (5.42)
i=1
X X
2+ 2" memory registers, (5.43)
i=1 i=1

where the factors X' may be reduced to 1 depending on the attack. In particular, the factors indicated
by can be removed when the non-zero Walsh coe cients of ( ;K ') occupy the same subspaces) + U
independently from K', and the factors with can be removed when the Walsh coe cients of the
di erent Ib( ;K ') only di er by sign (see Corollary for example).

Applications

After explaining our extensions and optimisations of the FFT linear key recovery attack of [CSQO7b]
from a purely theoretical point of view, we will now proceed to illustrate them with three dierent
examples. We will discuss the best known linear cryptanalysis of reduced-round PRESENT [BKL.Q7]
and Noekeon [DPVAROQ], as well as the full-round DES [DES7T].

Application to PRESENT

The rst application example is reduced-round PRESENT [BKL * 07]. We presented the rst 28-round
attacks on both 80-bit and 128-bit key variants in [EN20Q], and have also provided a 29-round attack on the
128-hit key version in [Fb22]. PRESENT is a good pedagogical example because it uses a permutation
as its linear layer, which makes the analysis of the cost of the key recovery more straightforward.

PRESENT Speci cation and Previous Cryptanalysis

PRESENT [BKL * 07] is a lightweight key-alternating block cipher which has received substantial at-
tention from cryptanalysts since its introduction, and is a popular target for linear cryptanalysis, as
it provides the best reduced-round attacks. It was made an ISO standard in 2012, and several sym-
metric primitives using similar constructions have been proposed, such as PUFFIN_[CHWQ(8], SPON-
GENT [BKL_*11], RECTANGLE [ZBL * 14], GIFT [BPP * 17] and TRIFLE-BC [DGM * 19].

PRESENT takes a 64-bit plaintext X = Xg3:::Xo and an 80-bit (or 128-bit) key K = 49::: ¢ (or
K = 1p7::: o) and returns a 64-bit ciphertext y = yg3:::Yyo. The encryption is performed by iteratively
applying a round transformation to the state b= bsz:::lp = wisj  jwp, where each of thew; represents
a 4-bit nibble, w; = byj+3 bui+o bsi+1 by, Both variants of PRESENT consist of 31 rounds, plus the addition
of a whitening key at the output. Each round is the composition of three transformations:

addRoundKey: Given the round key K; = k;::: L; 1 i 32 and the stateb, the round key is
xored bitwise to the state.

" sBoxLayer: A xed 4-bit Sbox S:F3! Fj is applied to each nibblew; of the state. The SboxS
is given as a lookup table:
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Algorithm 14: The PRESENT lightweight block cipher
Input: A plaintext x of 80 bits, a keyK of 80 or 128 bits, a number of rounds .
Output: A ciphertext vy.

y X
fKigll  KeySchedule (K);
for i 1to r do

y vy Kj;

y  sBoxLayer(y);
y  pLayer(y);

end
y vy Kra;
return vy;

Algorithm 15:  Key schedule of PRESENT-80

Input: A master key K of 80 bits, a number of roundsr.
Output:  r +1 round subkeys K; of 64 bits.
1 ... ..

83110 & 79111 16, /I Extract first round subkey
fori 1tor do
9.1 0 18:50 19, /Il Rotate 19 bits to the right
79 78 77 76 S( 79 78 77 76); /I 'S on leftmost nibble
19 18 17 16 15 19 18 17 16 15 |, /I Add round counter
i6+31 o io+1 7911 16, /I Extract round subkey
end

return fKigl;

Algorithm 16: Key schedule of PRESENT-128
Input: A master key K of 128 bits, a number of roundsr.
Output:  r +1 round subkeys K; of 64 bits.

s g 127500 64l /I Extract the first round subkey
fori 1to r do
12700 0 66 ... 67, /I Rotate 61 bits to the left
127 126 125 124 S( 127 126 125 124);
123 122 121 120 S( 123 122 121 120); /I 'S on 2 nibbles
66 65 64 63 62 66 65 64 63 62 ) /l Add round counter
eyt 127107 64l Il Extract i-th round subkey
end

return fK;g ' ;

8 9 A B C D E F

x 0 1 2 6 7
A D 3 E F 8 4 7 1 2

3
Sx) C 5 6 B

" pLayer: A xed bitwise permutation P is applied to the state b.

P: f0;:::;63 ! f 0;:::;63
j 663 7! 16 mod 63 (5.44)
63 7! 63

The key schedule is the only di erence between the 80 and the 128-bit variants of PRESENT, which
we will shorten to PRESENT-80 and PRESENT-128 for convenience. The full PRESENT algorithm for
any number of rounds can be found in Algorithm[17. The key schedules are Algorithmpg 18 ar{d [L9.

PRESENT is a popular cipher in the community and has been the target of around 30 reduced-
round cryptanalysis e orts, among which some of the most successful are linear attacks. Out of its 31
total rounds, Ohkuma found a weak-key linear attack on 24 [[Ohk09]. Collard et al. found a statistical
saturation attack on up to 26 rounds in 2009 [CS09]. Statistical saturation attacks were shown to be
closely related to multidimensional linear approximations by Leander [Lealll]. Nakahara et al. proposed
another 26-round linear attack [JSZWQ09], and Cho described a multidimensional attack with a larger
success probability in 2010[[Cho1l0]. It wasn't until 2015 that 27 rounds were reached by Zheng et al.
in [ZZ15]. A dierent 27-round attack was given by Bogdanov et al. [BTV18]. Our attacks are compared
to the other linear attacks on 26 rounds or more in Table[5.1.
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Table 5.1: Comparison of linear attacks on reduced-round PRESENT.

Complexity
Key Rds. Data Time Memory Ps Source
2638 Kp 2720 2320 51% [Chol0]/BN16]
26 2630 Kp 268:6 2480 95% [BTVIS]
2611 Kp 268:2 244:0 95% [FN20],[5.4.1.8
2608 Kp 2718 2440 95% [FN20],5.4.1.8
80 P40 Kp 740 670 95%  [2Z15]
27 2638 pKPp 2773 2480 95% [BTViS]
2634 DKP 2720 2440 95%  [FN20],5.4.1.8
28 240 pkp 2774 251:0 95%  [FN20],[5.4.1.4
128 28 240 pDKP 212 2846 95%  [FN20][5.4.1.4
29 P40 DKPp 212406 2992 67% [Fb22],[5.4.15

Table 5.2: Linear Approximation Table (LAT) for the S-box of PRESENT. The entries with value 0 have
been indicated with a to facilitate reading. Furthermore, the entries corresponding to input and output
masks of Hamming weight 1 have been highlighted.

Output mask
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 8
1 4 4 4 4
2 2 2 2 2 2 2 4 4 2 2
3 2 2 2 2 4 2 2 4 2 2
4 2 2 2 2 4 2 2 4 2 2
5 2 2 2 2 2 2 4 4 2 2

o 6 4 4 4 4

a 7 4 4 4 4

S 8 2 2 2 2 2 2 2 2 4 4

3 9 4 2 2 2 2 2 2 4 2 2

£ 10 4 2 2 2 2 4 2 2 2 2
11 4 2 2 2 2 4 2 2 2 2
12 2 2 2 2 4 4 2 2 2 2
13 4 4 2 2 2 2 2 2 2 2
14 2 2 4 4 2 2 2 2 2 2
15 4 2 2 2 2 2 2 4 2 2

5.4.1.2 Linear Approximations of PRESENT

Previous linear attacks on PRESENT such as[[Ohk0B| JSZWQ9, Chol0, ZZ15, BTV18] have all relied
on the fact that the Sbox has eight linear approximations with correlation 2 2 and whose input and
output masks have Hamming weight 1. These approximations, coupled with the fact that the linear layer
is a bit permutation, lead to the existence of a multitude of linear trails with one active Shox in each
round. These trails conform linear hulls with high expected linear potential and input and output masks
of Hamming weight 1. In our attacks, we will use three di erent sets of approximations with input and
output masks of weights 1 and 2.

In order to nd linear approximations and estimate their ELP, we will use the approach introduced
by Albdelraheem in [Abd12], and which was explained in Subsectioh 2.2.2.3. We begin by computing the
square correlation of all approximations of one round of PRESENT which: 1) only have up to two active
Sboxes and 2) only activate up to two Sboxes in the previous and two Sboxes in the next round. There
are 2800 input and 2800 output masks to the Sbox layer which verify these bounds on the number of
active Sboxes, so a 2800 2800 truncated square correlation matrix was constructed. An approximation
of the ELP of all the r-round linear approximations whose input and output masks are in this family can
be obtained by multiplying this matrix by itself r times. This estimation accounts for all the linear trails
which have at most two active Sboxes in every round.

The analysis of the resulting matrices showed that the linear approximations of PRESENT with
the largest ELP only have a single active Sbox in the rst and the last rounds. Table[5.3 contains
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Table 5.3: An empirical classi cation of linear approximations of PRESENT with input and output
masks of Hamming weight 1 or 2 according to their ELP. Indicated are the active Sbox of the rst and
last rounds, as well as the input and output masks of said Sboxes. Our three sets of approximations are
indicated as I:*, Il: and Ill: .

Input Input Output Output ELP ELP ELP
Group  Mask Shox Mask Sbox Qty,. r=22r=23r=24
A AY 5;6:9;100 2;8:;3;9 9.;7,;19;1%5 64 2 590 p 625 5 651
B c’ 5,6;9;10 2,8,;3;9 5,713,159 64 2 %04 2 %0 2 056
Cc1 AY 5:6:9;:10 .83 6”;9;11; 14" 64
c2 A 5;6;9;10 45 5,7;13,15 32 2 8016 p 6832 H 65:8
C3 AY 71051314 2,839 557513159 64
D ¥, 4:35 5;6; ¢ 100 2¥; ;3,9 ;7 1¥; 15 256 2 508 o 834 p 660
El cY 5.6:9:10 .83 6”;9;11; 14" 64
E2 C 5,6,9,10 4,5 5,7,13,15 32 2 L1 p 837 o 663
E3 cY 7101914 ;839 571315 64
F1 A 5;6;9;10 2.8,3;9 10 16
F2 A 5,6;9;10 45 6,9;11;14 32
F3 A 5,6;9; 10 6 C 5,7,13;15 32 0 613 5 63:9 o 6615
F4 A 7:11;13 ;14 2:8:3,9 6:9;11;14 64
F5 A 7,11;13;14 45 5,7;13;15 32
F6 A 15 2.8;3;9 5,7;13;15 16
Gl 2;4:;35 5;6;9; 10 2;8:39 6 ;9,11 14 256
G2 2,4;3,5 5;6;9;10 45 5,7,13,15 128 5 615 5 6411 5 667
G3 8 ; 5:;6:;9 ;10 2:8:;39 5:;7 ;13 ;15 64
G4 2 ;3,5 7,11, 13 ; 14 2;,8:;39 5;7;13; 15 256

Table 5.4: The capacities of our three sets of approximations.

# Approx. Capacity (r=22) Capacity (r=23) Capacity (r =24)

| (*) 128 2 54:11 2 56:71 2 59:31
1l ( ) 296 2 52:60 2 55:20 2 57:80
1 (") 448 2 51:78 2 54:38 2 56:98

a classi cation of approximations with one active Sbox in the rst and the last round and masks of
Hamming weight 1 or 2, according to their ELP. From these approximations, we have selected three
di erent sets as linear distinguishers, considering both their total linear capacity and the number of
keybits involved in a two-round key-recovery.

Set |, with 128 approximations, has the lowest capacity, but only uses masks of Hamming weight 1 and
has a cheaper key recovery than the others. Set Ill has 448 approximations and the largest capacity but
requires guessing a lot of bits in the key recovery, as it has approximations with both masks of Hamming
weight 2. Set Il is an intermediate where masks of Hamming weight 2 are only used in the input. The
capacity for these three sets can be found in tabl¢ 5]4. We have also estimated the advantage that is
obtained by these sets of approximations using the statistical model which was explained in Sectign 2.4.

These approximations are not statistically independent (as they are not even linearly independent).
One possible solution would be the application of multidimensional linear cryptanalysis. However, this
would consider all the linear combinations of the approximations, and the bene ts of the masks of low
Hamming weight would be lost. Instead, we use the multiple linear cryptanalysis statistic, and we
have estimated the probability of success under the assumption that the approximations are statistically
independent using the methods of Blondeau et al! [BN17]. In order to justify the validity of the resulting
estimations, we provide experimental results which conform to the theoretical predictions for a reduced
number of rounds. Figures[5.b and 5J6 contain the advantage predictions for the 22, 23 and 24 round
distinguishers as well as experiments for 6 and 8 round distinguishers.



54.13

5.4. Applications 97

Figure 5.5: Advantage obtained by each of our sets of approximations for 22, 23 and 24 rounds of
PRESENT with 0.95 probability in a distinct known plaintext scenario.

Figure 5.6: Experimental advantage for attacks on 10 and 12 rounds of PRESENT using linear distin-
guishers over 6 and 8 rounds, respectively.

The experimental veri cation was performed by simulating attacks on 10 and 12 rounds with key
recovery in the rst and last two rounds. The multiple linear cryptanalysis statistic of the right key was
compared against a random sample of 2 (10-round attack) or 2'° (12-round attack) keys. The position
of the right-key statistic among these provides an estimation of the advantage of up to 12 or 10 bits. This
was repeated for 20 di erent random right keys and 20 di erent random data samples for each value of
N, providing a sample of 400 values of the advantage. The 5th percentile was used as an estimation of
the advantage that's achieved with probability 0.95.

Attacks on 26 and 27-round PRESENT-80

The rst attacks on PRESENT that we propose are based on set | of linear approximations, and use the
key recovery algorithm of Subsectiorf 5.22, without any pruning of the Fast Walsh transforms. Since this
set is only e ective on up to 23 central rounds and the attack will perform a key recovery on the rst two
and last two rounds, the attack is e ective on up to 27 rounds. In order to describe these attacks more
easily, we make use of the following properties of the bit permutation:

Proposition 5.9 (Key recovery on PRESENT). Let R be the state at the beginning of the second round
of PRESENT. Given two xed values ofi;j between 0 and 3, the four bits

Ragrai+j; Raoeaivj; Rierai+j; Rai+j

can be obtained from

the 16 bits of the plaintextxXiej+15 :::X1j,

the 16 bits of the rst round subkey 1gj.15 i 1g

and the 4 bits of the second round subkeYigi .4 j+3 Tei+aj+2 s6i+4j+1 16i+4] -
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Figure 5.7: The four groups of bits for the key-recovery on the rst and last rounds.

Let ¢ be the state before the application of sBoxLayer in thér  1)-th round of PRESENT. Given
two xed values ofi;j between 0 and 3, the four bits

Pp (16) +12+ i) TP (aej+8+ i): o (6j+a+ i)s PP (16j+i)

can be obtained from

the 16 bits of the last round subkey 5t ; Eib.;oor; 4ibs 1L

" and the 4 bits of the previous round subkeYjg.si+j 3o+ai+j l6+ai+] 4i+]-

With the help of this result, we can mount key-recovery attacks on up to 27-round PRESENT-80 by
extending approximation set | with two rounds of key-recovery at both the top and bottom of the cipher
using our multiple linear cryptanalysis key-recovery algorithm from Subsection5.2.p. We can use a two
part description of the key recovery map (one part from the input side and one part from the output
side), with f} = O for all approximations. The details on the key schedule for 26 and 27 rounds can be
found in gures B.8|and[5.9. In particular

M;=4; M,=16; jK°j=32+32=64: jK'j=12+12=24;
jKOj=16+16=32; jK'"j=4+4 =8 for all 128 approximations ; (5.45)
jktj =61 for 26 rounds; jktj = 68 for 27 rounds:

A simple lower bound on the cost of anr-round PRESENT encryption g is 2 64 r + 64 binary
operations (since each round requires at the very least adding the round subkey and writing each output
bit for sBoxLayer). For 26 rounds, this is 3392 binary operations. On the other hand, o ' 128,

m ' 3 64°9:3 ' 2143, Plugging these values into Formuld 5.33, we nd that the time complexity of
the analysis phase should be at most® full encryptions for 26 rounds and 2?2 full encryptions for 27
rounds. The search phase time complexity depends on the available data and can be estimated thanks
to the graphs in Figure[5.3. The complexities of both attacks are given in Tabld 5.J1. These attacks can
be easily extended to PRESENT-128.
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Figure 5.8: Using the key schedule in the key recovery attack on 26-round PRESENT-80 using approxi-
mation set I. In total there are 96 bits of the subkeys which need to be guessed, which have been indicated
by a cross. However, they can all be deduced from thg+j = 61 bits of key which have been highlighted

in (dark) red. From these bits of key, all the bits in (light) green can be extracted, which includes all the
necessary bits for the attack.
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Figure 5.9: Using the key schedule in the key recovery attack on 27-round PRESENT-80 using approxi-
mation set I, with jkrj = 68.

Attacks on 28-round PRESENT-80 and PRESENT-128

Approximation sets Il and Ill can also be extended by two rounds of key recovery at both sides to
construct attacks on up to 28-round PRESENT. As set Il has a larger capacity but requires an expensive
key recovery with many active keybits, we found that set Il is best suited to attack PRESENT-80 and set

Il gives better results on PRESENT-128, where there is more time complexity margin for key guessing.

The parameters for an attack using approximation set Il on PRESENT-80, with the key-schedule
analysis represented in gure[5.1D are:

M;=8; M,=32; jKCj=48+32=80; jK'j=24+16=40;

i N s A (5.46)
K=" 32+16=48; jK"|j 8+4=12; for all 296 approximations; jkrj=73:

There are 160 approximations for which the input and output masks have weight 1. For each of these
approximations, we havejK ©'j = 16 + 16 = 32 and jK'' j = 4+ 4 = 8. Computing the associated 24°
experimental correlations has cost 322832 = 245 operations for each approximation, which is negligible
in comparison to the rest of the attack.

For the remaining approximations, the cost should be 48 21248 = 26558 gperations, which will
be a little too costly. For this reason, we will perform some simple pruning in the last set of Walsh
transforms, using some keybit values which are determined by the key schedule. We note that all these
approximations have an input Sbox maskA or C. A look at the key-recovery diagrams shows that at
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Figure 5.10: Key-recovery on 28-round PRESENT-80 using approximation set I, withjkr+j = 73.
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Figure 5.11: Key-recovery on 28-round PRESENT-128 using approximation set Il (K tj = 114).

least 5 active bits of K1 can be deduced from the active bits oK ,. Furthermore, some bits ofK 9 can
be deduced fromK; and K,. If we consider the matrix description of the two part attack, we can prune
the Walsh Transforms corresponding to the matricesB** (input side), thus reducing their cost from 257
to 2329 gperations. It also means that the memory requirement for each approximation is reduced by a
factor of 25, After this rst pruning, the transforms associated with the last two rounds (or the matrices
CX2) can also be pruned, reducing the complexity of each transform to 2. This allows to keep the time
complexity of the analysis phase below 2 full PRESENT encryptions, and reduces the memory cost to
251 registers.

For an attack using approximation set Ill on PRESENT-128, with the key-recovery part represented

in gure §5.1TJwe have:
M;=16; M,=96; [K°j=48+48=96; jK'|=36+36=72;

i Oii — QA iK i — 1R fatione e i — . (5.47)
JK='j 32+32=64; jK"j 8+8=16; for all 448 approximations; jkrj=114:

This means that the time complexity of the analysis phase of the attack should be smaller than %!,
The memory is mainly devoted to the condensed correlation tables corresponding to the largest value
of K% j+ jK"j, that is, for approximations which require 80 bits of subkey to be guessed. Since the
correlation of these approximations can be condensed into 18 tables, we conclude that the memory cost
is 18 280 ' 2846 memory registers of 64 bits. The complexities of both 28-round attacks can be found
in Table 511

We note that in the 28-round attacks in the table we have considered that the full codebook is available,
but it is possible to consider di erent trade-o0 s between the available data and the time complexity of the
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Figure 5.12: Key recovery for one approximation in the 29-round PRESENT-128 attack.

exhaustive search. For instance, in the case of PRESENT-128, Nl = 2635 distinct plaintext-ciphertext
pairs are available, the advantage is B bits. This translates into an attack with 2 1252 time complexity.

Attack on 29-round PRESENT-128

We will now describe an attack on 29-round PRESENT-128 which is part of[[Fb22]. It uses approximation
set Il over 24 rounds between the 3rd and the 26th rounds. This means we will perform two rounds of
key recovery in the plaintext side and three rounds of key recovery in the ciphertext side. It makes use
of the full pruned FWT key recovery algorithm which was described in Sectior{ 5.B.

We consider the computation of the experimental correlations for an example 24-round linear approxi-
mation with input mask 0000000000A0000@nd output mask 0000000000200000 We will now compute
the time complexity of obtaining the experimental correlation of this approximation for all guesses of the
active keybits using the pruned Walsh transform algorithm. For comparison purposes, we rst compute
the cost using the Walsh transform without any kind of pruning. There are 32 active keybits inK 4, 8
active keybits in K, 4 active keybits in K g, 16 active keybits in K 59, and 64 active keybits inK 3o (see
the crossed-out bits in Figure). These add up to a total inner key guess of 28 bits and an outer
key guess of 96 bits. We will thus require 2 memory registers, and the time complexity will be around
96 2%+28 ' 21306 gdditions/subtractions, which gives very little margin to iterate this procedure over
multiple approximations with a total time complexity below 2 1?8 equivalent encryptions.

In order to reduce this cost as much as possible, we will consider both the structure of the key recovery
map and the keybit dependency relationships in order to prune both stages of Walsh transforms in the
FFT key recovery algorithm. The key recovery map consists of three parts which are fully independent
from each other (if we ignore the key schedule), each one of which corresponds to one of the three active
bits in the input and output masks.

Both parts corresponding to the input mask are essentially identical. If we denote byS; the second
component of S (that is, the second output bit) and the four input nibbles by Xg;X7;X2; X3, then these
Fi® F4! F, maps are of the form

F (X3;X2; X1;X0; K) = S1((S1(X3); S1(X2); S1(X1); S1(%0))  k'): (5.48)

According to Corollary B.6] each Walsh coe cient of these maps is the product of up to ve coe cients
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Table 5.5: Restricted Walsh spectra used in the key recovery on 29-round PRESENT-128.

\Y; 01 2 3 4567 8 9 AB CDEF
Ss02rmx (2)X = 2 004 4440044080844
X=f35BD0g 0 0 4 44 4 000 O0O0C8 08 0O
\ 01 2 3 4567 8 9 ABCCDEF
8502k (4)X = 2 0 04 4440844080044
X=f;3;bFg 0 0 0 04 4 0 8 44080000
\Y; 01 2 3 4567 8 9 AB CDE F
) 4(8')X:? 0 04400444 4004 4 8 8
S(x)2F3nX 1 X = fO; l; 2; 4;
0 004 00400400408 0DO0
5,7,9;
of the Walsh spectrum of S, Q( ; 2), which has six zeros.
P(u3; Uz; Uz Uos k) = B(W(us; Uz;Us;Uo);2) B(usi2) 8(uz2) B(u1i2) H(uo;2): (5.49)
We now look at the part corresponding to the output mask, which is a mapF$* F | F,

with a similar structure to the previous ones but over three rounds. In round 27, the Walsh coe cient
9 1(F2) = @(2; F) = 4 has a large impact on the number of non-zero Walsh coe cients of the map. By
removing the plaintexts which lead to an input 3, 5, B or Dto this inverse Sbox, this coe cient becomes
zero. We can thus split all non-zero Walsh coe cients of this part of the map into two a ne subspaces
of dimension 48 (instead of a single space of dimension 64). Each a ne subspace corresponds to one

non-zero coe cient of Hamming weight 3: q 1x2F‘2‘n>< (B;2) and g 1o ranx (D2). The \inactive” bits
in each of these subspaces have been surrounded by a thicker outline in Figire 5.12. The cost of this
modi cation is a reduction of the available data by a factor of 3=4 =2 042,

The other aspect of the key recovery which can be used to reduce the time complexity is the key
schedule. For the purposes of pruning the Walsh transforms, we prefer keybit relationships which are
linear or which can describe outer active keybits in terms of inner active keybits. We thus begin by
guessing the 28 inner keybits. There are three bits oK 3o (part of the outer key guess) which can be
deduced fromK ,g (inner key guess).

We can now compute the time complexity of evaluating the experimental correlation of this approxi-
mation for each key guess. The rst Walsh transform of the analysis phase is separated into two, and each
one is pruned at the output to an a ne subspace of dimension 48+32 = 80. The distillation phase, which
is combined with the rst step of the pruned transforms, costs 2N memory accesses and requires 2%°
memory registers. The time complexity of the reduced dimension Walsh transforms is 280 280 ' 287:32

additions. The cost of multiplying by the non-zero Walsh coe cients can be estimated to be less than

1 20 9 280+ 26744 myltiplications, where the origin of the 10=16 factor is the fact that 8(2; ) and

9 1(; 2) have six zeroes.

The second pair of Walsh transforms has to be repeated once for each of thé®2inner key guesses.
For each one, we must perform two Walsh transforms which are pruned on the input side to subspaces of
dimension 80 and on the output side to subspaces of dimension 93. It can be shown that the dimension
of X=(X \ U?) is minimal and equal to 77. Thus, the cost of this second pair of fast Walsh transforms
for all inner key guesses is thus 2 2 77 277 ' 21227 additions. The cost of combining both arrays
into the correlation for each key guess is #° additions. However, this complexity can be reduced by a
great amount by considering the key schedule. Indeed, 25 bits of the guess Kt; and three bits of K ,g
can be deduced from the guess & 39, thus reducing the number of necessary additions to just 2.

We would like to draw the reader's attention towards the fact that we have achieved a decrease in the
time complexity by a factor of almost 26 by increasing the data complexity by a much smaller factor of
2042 jllustrating that careful ltering of the data can lead to very signi cant gains.

We will now provide an overview of the full attack using the 296 approximations of set II. We will
consider two types of linear approximations depending on the Hamming weight of the input mask, as
their contribution to the time complexity will be di erent:

Type | (groups D,G): These are the 160 approximations which have input masks of Hamming
weight 1. The key recovery for these approximations involves 16 bits oK 1, 4 bits of K5, 4 bits of
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Figure 5.13: Determining all the active keybits for all approximations (crossed out in the gure) with as
few guesses as possible. We can deduce the (light) green bits if we know the 123 keybits highlighted in
(dark) red.

K28, 16 bits of K9 and 64 bits of K 3. This means we can compute the experimental correlations
for each of these approximations with around 24 80 280 ' 2110:32 gdditions and subtractions
without any pruning.

" Type Il (groups A,B,C,E,F): These are the 136 approximations with input masks of Hamming
weight 2. There are 16 active bits inK 1, 8 bits in K, 4 bits in K,g, 16 bits in K9, and 64 bits
in K3g. We treat these approximations as in the example approximation: we study the Walsh
spectrum of the active Sbox in round 27 (see Tablé 5|5).

{ For 48 approximations, the desired input bit to this Sbox corresponds to the mask2, and we
can split the Walsh spectrum of the key recovery map into two a ne subspaces of dimension
80 by discarding 1/4 of the data.

{ For 40 approximations, the desired input bit is 4, and we can split the spectrum into 2 spaces
of dimension 80 by discarding 1/4 of the data.

{ For the other 48 approximations, the desired input bit to this Sbox corresponds to the mask
8, in which case the spectrum lies on a subspace of dimension 80 after discarding 1/2 of the
data.

For all these approximations, we can compute the experimental correlation with either 2 228 80
2801 211532 gr 228 g 280+ 2l14:32 gqditions/subtractions. We ignore possible further reductions
in time complexity given by pruning at the outputs using the key schedule, as they may be di erent
for each approximation. In total, 21%3:% additions are required. For each approximation, we also
have to combine two arrays into the experimental correlations at a cost of ° additions. However,
using the key schedule, we can reduce this number of additions to at most®2 per approximation.

We next compute the parameters of the algorithm related to computing the multiple linear cryptanal-
ysis statistic. We have M ; = 4, where two groups are formed by approximations of type | and two groups
are formed by approximations of type Il. We havejM,j = 32, with 8 groups of approximations of type |
and 16 groups of approximations of type Il. Considering the key schedule, for the Type Il approximations
we need to guess at most 92 bits, and for the Type | at most 88 bits. We can thus perform the rst
combination step with 136 292+ 160 28 ' 2992 products and the same number of additions.

Finally, we combine these squared experimental correlations into a single value of the multiple linear
cryptanalysis statistic for each guess of the master keykr. Figure illustrates an e cient guess of
123 keybits from which all the active keybits in the attack can be deduced. The cost of this step is
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32 2123 = 2128 additions. After this we can perform an exhaustive search over the ve remaining keybits
which will have a time complexity of 2122 encryptions if we aim for a ve-bit advantage.

We now look at the complexity of the attack:

" Data complexity: We used the model by Blondeau and Nyberg[ IBN17] which was discussed in
Section[2.4. The model must be modi ed slightly in order to accommodate the fact that the number
of available plaintexts now depends on the approximation. We nd that if the whole codebook is
available (264 distinct known plaintexts), we obtain 5 bits of advantage with a 67% probability.

Time complexity: In this case, the dominant part of the time complexity is the computation of
the nal multiple linear cryptanalysis statistic and the exhaustive key search. The latter requires
2123 PRESENT encryptions because of the 5-bit advantage. The former requires2® additions. If
we assume that a sum requires at most 128 bit operations and a 29-round PRESENT encryption
requires at least 3776, the additions will be equivalent to at most 22318 29-round PRESENT
encryptions. The total time complexity of the attack is thus 2124:% encryptions.

Memory complexity: In the distillation phase, 160 216*64 + 136 2 23248 ' 28875 registers are
required. The 32 intermediate multiple linear cryptanalysis statistic tables amount to 2°92 memory
registers, which dominate the memory complexity of the attack.

Application to the DES

We now present a variant of Matsui's linear attack [Mat93, IMat94a] on the Data Encryption Stan-
dard [DES77] which was presented in[[Fb22]. The idea of our improved attack is to remove the last
round from Matsui's linear approximation and to cover it with an additional key recovery round. We
will use a 13-round linear approximation which is identical to the 14-round linear approximation which
is used in [Mat944] except for the last round. This increases the correlation from 2 1975 tg 2 1907,
The input mask is (0000000Q 01040080 at (L;R31) and the output mask is (21040080 00000000 at
(L14;R14). This variant has lower data complexity than the original (24¥> vs. 2*3), but has a larger
memory complexity (23875 vs. 226:90) due to the larger key guess. It also compares favourably in terms
of data complexity against the conditional linear cryptanalysis variant of the attack introduced by Biham
and Perle [BP18], which has 2? data complexity.

Figure indicates the active keybits in the key recovery in rounds 1, 15, and 16. There are 40
active keybits in total: 3 are active in round 1, one is active in round 15, 28 are active in round 16, 3
are active in both rounds 1 and 16, and 5 are active in both rounds 15 and 16. All active keybits are
represented as part ofK , after applying the appropriate key schedule bit rotation. There are 44 active
plaintext/ciphertext bits (four of which are duplicated before the key addition because of the expansion
map). All the active keybits are xored directly with plaintext or ciphertext material. In short, we have
jK©j =48 and jK'j = 0. An attack using the same version of Algorithm 2 as [Mat944] would have a
time complexity of O(N) + 244+40 ' 284 gperation. An attack based on the FFT without any kind of
internal optimisation or pruning would require O(N) +48 28 operations.

The Walsh Spectrum of the Key Recovery Map

Figure [5.13 shows the full key recovery map for the attack, including all the key material. In other words,
it shows how the value of the linear approximation is computed from the plaintext, ciphertext, and key.
Our aim is to identify the zeroes in this function's Walsh spectrum. We note that all key material is
xored to the plaintext/ciphertext, and that there are seven plaintext/ciphertext bits which are xored at
the end and can be considered separately as the terifiy. The rest of the map consists of two independent
parts if we ignore the key schedule: one corresponds to the rst round and the other corresponds to the
last two rounds.

In the case of the map for the rst round, which we will denote by f;, we can see that it consists of
the application of S and the xoring of three of its output bits. If we look at the Walsh spectrum of S,
we can see that for the outputy; y, y3 we have 50 non-zero coe cients out of the total 64.

The map for the last two rounds f, is a little more complex, as it covers two rounds instead of one.
It is the composition of three maps: the rstis an F32 ! F3? map consisting of the application of the six
active Shoxes in round 16 (selecting a single output bit for each), as well as the identity on the six active
bits on the left part of the ciphertext. We then apply a linear Fi2! F$ map which xors the outputs of
the six sboxes into the untouched ciphertext material. Finally, we apply Ss and xor the four outputs. If
we look at the Walsh spectrum of Ss with output mask F, we note that there are 32 zeros, one of them
corresponding to the input mask 3F. Table shows this speci ¢ column of the Walsh spectrum.
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Table 5.6: Comparison of selected attacks on the Data Encryption Standard.

Complexity
Type Data Time  Memory Ps Source
Di erential Cryptanalysis 24100 cp 28700 O(1) 58% [BS92]
Linear Cryptanalysis 243:00 Kp  239:00  226:00 50% [Mat944]
Multiple linear Cryptanalysis 24278 Kp 23886 230:00 85% [BV17]
Conditional Linear Cryptanalysis 24200 Kp 24200 228:00 90% [BP18]
Linear Cryptanalysis 204150 Kp 24213 385 70% [Fb22]
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Figure 5.14: Key recovery in rounds 1, 15 and 16 of the DES. States are represented as divided into
nibbles, except for those before the Sbox layer which are divided in groups of 6 bits. The least signi cant
bit is the one on the upper right. O represents a bit which appears linearly in the linear approximation,
while @ represents any other active (nonlinear) bit. @, @, and B represent keybits which are active in
rounds 1, 15 and 16, respectively.
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Figure 5.15: Schematic of the key recovery map for the DES attack.
We consider the coe cients Ibz(uo; i1l Us; Ug), Where ug corresponds to the six active bits in the

left half of the ciphertext. The mask ug will be determined by the rest of parts of the mask, as from
Corollary b.6| we can deduce that

Q(uo;:::;u5;u6)602) (uglil=2"!' u;60forall i): (5.50)

Ss(Uo; 1)S4(uy; 4)Ss(u2; 1)S2(us; 1)S1(us; 4)S3(us; 4)Ss(ind(uo; 215 us); F); &0
where ind(ug;:::;us)[il] =1 () u; 6 0. We also collect the following information about the Walsh
spectra of the active Sboxes in the last round:

" 8g( ;1) has 15 zeros. " 8s( ;1) has 17 zeros. " 81( ;4) has 14 zeros.
© 84( ;4) has 12 zeros. “ 8,( ;1) has 20 zeros. ~ 83( ;4) has 18 zeros.

By adding the number of non-zero coe cients associated to each value in Tablg 5|7, we conclude
that despite being a map de ned in F32, the Walsh spectrum of f, only has around 2%3! non-zero

non-zero coe cients belong to at least one of six vector subspaces of dimension 35. Each subspiﬂ;—eis
determined by xing one u; = 0, which is a six bit condition, as well as the bit condition ug[i] = 0. Since

S5(3D F) = 0 we can also remove the subspacéJl.
Attack Algorithm and Complexity

Based on the observations we have made on the key recovery map for the attack, we propose the following
attack algorithm:

1. Distillation phase and rst set of Walsh transforms.  The non-zero values of the Walsh spectrum
of the key recovery map form ve a ne subspaces, and each subspace will be handled separately.
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Table 5.7: Part of the Walsh spectrum of Ss: Ss( ; P).

00 0 08 8 10 40 18 8 20 0 28 0 30 8 38 0
01 0 09 8 11 8 19 8 21 0 29 0 31 8 39 0
02 8 OA 0 12 0 1A 0 22 24 2A 8 32 0 3A 8
03 8 0B 0 13 0 1B 0 23 8 2B 8 33 0 3B 8
04 0 ocC 8 14 0 1C 0 24 0 2C 0 34 0 3C 8
05 8 0D 0 15 8 1D 8 25 8 2D 8 35 8 | 3D 0
06 0 OE 8 16 0 1E 0 26 0 2E 0 36 0  3E 8
07 8 OF 0 17 8 | 1F 8 27 8 2F 8 37 8 3F 0

The rst step in the analysis phase will consist of ve pruned Walsh transform whose inputs are
restricted to a subspaceY of dimension 40 (determined by the duplicate input bits in the key
recovery map) and whose outputs are restricted to subspaced;, = F$ Ui of dimension 41. It can
be shown that dim(Y=Y \ U])) = 33, dim( Y=Y \ UJ)) = 35, and dim( Y=Y \ U?)) = 37 for

i =3;4,5.

(a) The distillation phase begins by initialising three arrays gs; gs; gs of length 237, one array go
of length 2%° and one array g, of length 233,

(b) For each plaintext-ciphertext pair, we increment or decrement one position in each of the ve
arrays according to the values of the appropriate parts of the plaintext and ciphertext and to
the value of P[39] + P[50] + P[56] + C[7] + C[18] + C[24] + C[29].

(c) We apply a fast Walsh transform on each of the ve arrays.

The time complexity of these steps is around 6l memory accesses and 37 237 +35 235+33 233"
243:93 additions and subtractions.

2. Multiplying by the Walsh coe cients.  There are 50 23931 ' 23595 non-zero coe cients of the
Walsh spectrum of the key recovery map in total. They can be easily enumerated by separating
them into 32 sets (one for each non-zero value d5( ;F)) and looking at the non-zero positions
in the LATs of (up to) 7 other active Sboxes.

(a) We initialise one array h, of length 238, one array hy of length 2%, and three arrayshs; hs; hs
of length 234 for the second stage of Walsh transforms.

(b) For each of the non-zero Walsh coe cients, we retrieve the associated output of the rst Walsh
transform from one of the g; (if the coe cient lies in more than one of the U;, we can choose
any one of them). We then multiply it by the coe cient and add or subtract the result to the
appropriate position the array h;.

The time complexity of this step is 7 2359 ' 23876 products and the same number of additions.
We note that the majority of the products can be carried out using bit shifts.

3. Second set of Walsh transforms and exhaustive search. The Walsh transforms in the second
set are pruned at the inputs according to the ve subspacesU;, and at the outputs according
to a subspaceV of dimension 40 which is determined by the key schedule. We can show that
dim(VV \ UJ)) =38, dim(VV\ UZ)) =37, and dim(V=V \ U?)) =34 for i =3;4;5.

(@) We rst perform the standard fast Walsh transform on the ve arrays hg;hy;hs; hg;hs.

(b) For each of the 2*° possible key guesses, we add one coordinate from of each of the ve arrays
to obtain the experimental correlations. We keep the 24 guesses with the highest correlation,
as we aim for an advantage of 16 bits.

(c) For each one of the partial key guesses which were obtained in the previous step, we try all
possibilities of the 16 other keybits exhaustively until either the correct key is found or the
attack fails.

The time complexity of these steps is 3838+37 237+3 34 23445 240 ' 24441 gdditions/subtractions
and 2*° trial encryptions.

The data complexity of the attack was once again determined using the model of Blondeau and
Nyberg [BN17] which was discussed in Sectio@A. We obtain a 16 bit advantage with 70% probability
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with N = 245 data. The memory complexity is dominated by the ten large arrays, together require
23974 memory registers of 64 bits. This can be reduced to around®:7® by performing the multiplication
by the Walsh coe cients in a way in which the g and the h; do not have to be allocated at the same
time.

For the time complexity, we consider that on a modern processor a DES encryption takes 16 clock
cycles, a product takes 6 clock cycles, and a memory access or an addition take 1 clock cycle. Multiplying
the number of operations of each type by these factors, we obtain

1 41:5 1 3:93 44:41 6 38:76 40 42:13 :
— I S . + . + — : + : .
6 6 2 % 24 2 6 2 2 2 DES encryptions

This attack is, to the best of our knowledge, the best in terms of data complexity. The time complexity
is high compared to previous attacks but only if the data generation is excluded. The memory complexity
is especially high when compared with previous attacks.

Application to N oexeon

As an additional example, we will describe some linear attacks on 12-rountloekeon [DPVAROQQ]. This
attack was originally presented in [BCF" 21] as an application of the binary decision tree key guessing
technique. In particular, we made use of the fact that, for some components of th&loekeon Sbox, the
output can be determined by querying only three of the Sbox input values. In this chapter, we will show
that the key recovery algorithm based on Walsh transform pruning can also detect this behaviour and

eventually leads to an equivalent attack algorithm.

N OEKEON Speci cation and Basic Linear Attack

Noekeon is a block cipher which was presented by Daemen et al. ([DPVAROQO]) to the NESSIE compe-
tition. It has a block and key length of 128 bits, and its designers suggest using 16 iterated rounds, which
are enumerated from 0 to 15. The designers proposed bottlirect key mode Noekeon and indirect key
mode Noekeon . In direct key mode, the master key itself is used as the round subkey in every round.
In indirect key mode, which is used when related-key attacks are a concern, the working key is obtained
by applying Noekeon with an all-zeros key on the master key itself.

The Noekeon state a consists of four 32-bit words,a[0] to a[3]. The round subkey or working key is
the same for all the rounds. Each round consists of the following transformations:

1. Round constant addition: A round constant RC; is xored to a[0]. The round constants are
determined using the following LFSR:

RC 1 if RC;~80=0

RCo = 80; RCj4; = (RC; 1) 1B ifRC;~ 8060

(5.52)

2. Linear layer: A keyed linear transformation is applied to the state.

(a)[0]= a[0] a[1] a[3] a[l]ln 8 a[3]ln 8 aJllo 8 a[3]lo 8
k[O] k[1] K[3] k[1]n 8 Kk[38]n 8 Kk[l1]o k[3] o

(a)[1] = a[1] a[0] a[2] a0ln 8 a2ln 8 a0jo 8 a2lo 8
K[1]

(a)[2]= al2] a[l] a[3] a[lln 8 a3ln 8 allo 8 a[3]Jo 8
k[2] k[1] Kk[3] k[1]n 8 k[38]n 8 Kk[l]o k[3] o

(a)[3]=a[3] al0] a2] a0ln 8 a2ln 8 a0jo 8 a2lo 8
K[3]

(o]
(0]

(o]
oo

If we ignore the key addition, the transformation is involutive. We can consider the working key
is added either before or after by transforming it into an equivalent key.

3. First shift: A shift operation ; is applied to the state:

1(a)[0] = a[0] 1(@)[1] = allln 1
1(@)[2] = a2]n 5 1(a)[38] = a3]n 2



5.4. Applications 109

Algorithm 17:  The Noekeon block cipher

Input: A plaintext x of 128 bits, a working keyK of 128 bits, a number of roundsr.
Output: A 128-bit ciphertext y.

y X
for i Otor 1do
y y RCj;
y  (;K)
y 1(Y);
y (¥
y 2y
end
y Yy RC;
y  (y;K);
return vy;
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Figure 5.16: Four two-round iterative linear trails of Noekeon .
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4. Non-linear layer: A non-linear map is applied to the state. It consists of the parallel application
of a four-bit involutive Sbox:

x 0 6 7 8 9 A B C D E F
7 F O 5 9 1 E 3 D B 6

4 5
S(x) 4 8

1 2 3
A 2 C

5. Second shift: The shift operation », which is the inverse of 1, is applied to the state.

All of the operations and are involutive, and that » is the inverse of ;, which means that each
round of decryption can be performed by swapping the round constant addition to after the application
of . We use the shorthandP to denote the involutive map 2.

The designers ofNoekeon [DPVAROQO] make mention of a nine-round linear trail with correlation
2 ©2 which is obtained from an iterative two-round linear trail with correlation 2 #. This trail can be
used as a distinguisher between rounds 1 and 9 to mount a 12-round linear attack with the following key
recovery structure:

2 2 2 AP A
|2} |12z Z _} | {7} | o]

Key rec. Linear approximation Key rec. Peelback

By guessing 24 bits of two transformed working keys, one corresponding to a key addition aftdtin round
0 and the other to a key addition before P in round 11. This means a guess of 48 keybits in total. The
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Plaintext (after peelback) Ciphertext (after peelback)
28 24 20 16 12 8 4 0 28 24 20 16 12 8 4 0
28 24 20 16 12 8 4 0 28 24 20 16 12 8 4 0
[
l l
b b
28 24 20 16 12 8 4 0 28 24 20 16 12 8 4 0
28 24 20 16 12 8 4 0 28 24 20 16 12 8 4 0

\_/

Linear approximation

Figure 5.17: Attack on 12-round Noekeon with 2119 data and 2?4 time complexity.

data complexity is estimated to be around #?2 = 2124 known plaintexts. If a distillation table is used
as in [Mat943d], the time complexity is 2124 + 2482 = 2124,

5.4.3.2 Improved Attacks on 12-round N OEKEON

Our attacks are also based on iterative two-round linear trails with correlation 2 4. Since all the
transformations in a Noekeon round except for the constant and key additions are invariant under
rotation, we can obtain new trails from known ones by rotating the mask and/or swapping both rounds
of a trail. Using an MILP model (see Chapter@), we have identi ed four families of trails, which are
shown in gure B.16. We thus have 2 32 4 = 256 di erent linear trails we could potentially use in our
attacks.

We propose a 12-round attack which is based on a nine-round linear trail which is obtained by
extending the rst iterative linear trail and has a correlation of 2 2, in an analogous way to the previous

linear attack. We make some modi cations to this linear trail which will reduce the data complexity to
2119:

" Sbox 15 is removed from the rst round of the linear trail. This leads to an input mask which is
\straddles" rounds 1 and 2, and increases the correlation by a factor of 2

" In the last round, we substitute the Sbox 15 approximation from2! 2to 2! b, which increases
its correlation from 2 ?to 2 1.

" Other modi cations were made to the Shox linear approximations in rounds 1 and 14 in order to
minimise the number of active keybits in the key recovery.

The correlation of the linear trail increases from 2 %2 to 2 5°. However, in a key recovery attack, we
would need to guess 92 key bits in the rst round, 4 in the second, and 48 in the last. Even if an FFT
approach is used, if no pruning is applied, the time complexity surpasses'?*. We look at the properties
of the Sbox:

" In the rst and last rounds, whenever we need to compute the outputy, or y3 of an Sbox, we notice
that it only depends on three bits of the input. In [BCFE * 21] (see ChapteDS, we used this to reduce
the key guess by one bit in each of these Sboxes. However, when looking at the Walsh spectrum of
S, these properties appear as a hyperplane df3 which contains all the non-zero Walsh coe cients.
For example, the fact that the value of the input x3 does not in uence the value ofys; is equivalent
to the linear equation uz = O for all non-zero values of@(u; 8).
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Table 5.8: Sbox properties used in theNoekeon attack, as described in [[BCF 21].

X2 Xo X1 Xo X3 Y2 Xo X1 X2 Y3 Xo X1 X3 YN
0 0 0 1 0 0 0 0 0 0 0 ?
0 0 1 1 0 0 1 0 0 0 1 ?
0 1 0 0 0 1 0 0 0 1 0 1
0 1 1 0 0 1 1 1 0 1 1 ?
1 0 0 1 1 0 0 1 1 0 0 ?
1 0 1 0 1 0 1 1 1 0 1 0
1 1 0 1 1 1 0 1 1 1 0 0
1 1 1 0 1 1 1 0 1 1 1 1

In [BCE* 21] we also used a slightly more complex property for Sbox 15 in the second round. In
particular, that if only Xxp; X, and xz are known, y; is still determined for half of the possible inputs.

If all the plaintexts for which ys is not determined are rejected, then the second input can be ignored
with regard to the key recovery. This property also appears as a hyperplane ofj which contains
all the non-zero coe cients of a restricted Walsh spectrum of S.

In [BCE™* 21], a 12-round FWT linear key recovery attack was performed with a reduced key guess
of 124 bits. The time complexity was also reduced by using the Walsh transform pruning technique
of [EN2Q] in order to prune the last set of Walsh transforms at the output side. There are three keybits
which are active in both the rst and second rounds, as well as six last round key bits which can be
deduced from the rst round. This allowed a time complexity of

22 2ly@21 9) 21 0+ 212429 Hdditions. (5.53)

The details of the key recovery are specied in Figure 5.9]7. Light pink bits represent the masks of
the linear approximation. The active bits for the key recovery are coloured in dark blue. In the plaintext
and the ciphertext side, we have also coloured the Sbhoxes with reduced 3-bit key guesses in light green.
The six bits of the last round key guess which can be deduced from the rst round key guess are painted
red.

We must also compare the costs of additions and a 12-rountloekeon encryptions. A conservative
estimate of 128 operations per Sbox layer or key addition and 64 operations per linear layer leads to
at least 3840 bit operations for a full encryption. An addition 128-bit integers takes around 256 bit
operations. Therefore, its cost is at most one fteenth of the cost of an encryption. The full time
complexity is thus 211° + (1 =15) 212429+ 2120:85 ancryptions.

Let us now look at the attack from the perspective of the hyperplanes which cover the Walsh spectrum
of the key recovery map. For each 4-bit guess of the inner key, the Walsh spectrum of the key recovery
map lies in a vector space of dimension 121 of the ambient space of dimension 144. Furthermore, the
Walsh spectrum is independent of one of the bits of the inner key guess, so it can be reduced to just three
bits. The rst Walsh transform of the algorithm has its outputs restricted to a space of dimension 121,
and the rst step of the pruned algorithm can be incorporated into the distillation phase. The second
set of Walsh transforms is limited at the input to a subspace of dimension 121 and at the output to a
subspace of dimension 135. The cost of these transforms is 112!'? additions each, after checking that
both subspaces are orthogonal. Since the last step of these pruned transforms consists of mere copying of
values, and we are only interested in the highest correlations, we can just nd them without expanding the
output. The end result is an algorithm with the same complexity as the one we described in [BCE21],
showing that the approach introduced in [Fb22] generalises that of [BCF 21] for linear cryptanalysis.

Both versions of the attack have a data complexity of around 21° known plaintext-ciphertext pairs
and a time complexity of 212985 encryptions, which is as far as we know the best on 12-rountioekeon .

Conclusion and Open Problems

In this chapter we have described all the generalisations and improvements to the classical algorithm
of Collard et al. [CSQO7H] which we proposed in[[EN20| Fb22]. There are fundamentally three such
improvements:
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Table 5.9: Sbox properties used in theNoekeon attack, in terms of restricted Walsh spectra.

8 oA u 01 23 456789 ABCDE F
s)2Finx (54)
X = O 008 0008 08 00O08 00
8 U 01 2 3 456 7 8 9 ABCUDEF
sx)2rsnx (5 8)
X =7 O 80 80 80 8 00O0OO0OUO0ODO0O0O
8 u 01 2 3 45678 9 ABOCDE F
sx)2rinx (5 2)
X=? 0 4 400 44004488 4 40
X =10;1;4;5;
0 4 40 000CO0O 4 4 8 00 00O
8;ACH

" A generalised version of the algorithm in which the key recovery map can be divided into multiple
parts. This version adapts to all the scenarios of key recovery over multiple rounds and allows
enough exibility to describe several variants of the attack. In general, we nd that if jK ©j bits of
outer key material and jK ' j bits of inner key material have to be guessed, then the time complexity
of the analysis phase igK ©j2iK ®i*iK'J,

An analysis of the specic case of multiple linear cryptanalysis. In particular, we describe an
algorithm which performs partial key guesses for each linear approximation in the distinguisher and
then combines the information for the nal stage of the attack, using a reduced key guess which
can be optimised according to the key schedule.

A discussion of the application of Walsh transform pruning techniques to the key recovery algorithm
which can exploit structure in the data, the key guess, and the cipher construction itself. In
particular, we show that under certain conditions the Walsh spectrum of the key recovery map can
be split into several a ne subspaces of small dimension, thus reducing the time complexity of the
key recovery. We also show that rejecting a small proportion of the data can result in a similar
advantageous situation.

These improvements are then illustrated with linear attack examples on up to 29-round PRESENT
and 12-roundNoekeon , as well as on the DES. In all cases, the new attacks are the best in the literature
in terms of number of rounds and data complexity.

Regarding future research, there are several questions which may prove of interest. The most evident
continuation is the application of these new techniques to other ciphers and attacks. One case in which
we think there may be quite interesting results is that of di erential-linear cryptanalysis [LH94, BDKO3]!
Since the same key guess is used for both ciphertexts in each pair, the desired outputs of the last set of
Walsh transforms lie in a vector subspace which is half the dimension of the ambient space. Furthermore,
we believe that more application examples may provide further insight into the nature of this algorithm
and inspire improved variants.

As it may have become clear in Sectiofi 5]4, applying these techniques is a fairly technical and involved
task which requires a lot of trial and error as well as intuition so that the appropriate parameters for
the attack are chosen. An automatic tool which outputs an optimal key recovery algorithm and its
computational complexity within a speci c search space given a linear distinguisher of a block cipher
could be of great use to the community.

The results of Section[5.B seem to be much more e ective in the case of ciphers with lightweight
linear layers, and speci cally those whose linear layers are bit permutations. For this reason, we think
that it would be of great interest to nd generalisations of the algorithm which apply more readily to
constructions with denser linear layers. One possible direction would be to study the Walsh spectrum
of F in dierent basis of CF}: although the Walsh spectrum itself may have a lot of non-zero values,
in some cases it becomes very sparse after applying a simple linear transformation. Another approach
would be to try to implement conditional guessing techniques akin to the ones we presented for other
families of attacks in [BCFE* 21]].
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Chapter 6

Optimised Key Guessing in Sbhoxes

This chapter consists of a summary of my joint work with Marek Broll, Federico Canale, Nicolas David,
Gregor Leander, Mara Naya-Plasencia and Yosuke Todo|[BCF 21,|BCD* 22] about the optimisation of
key recovery attacks on SPN-type block ciphers using tree descriptions of the Sboxes. This technique is
fairly generic and can thus be applied to a wide variety of attack families, as was showcased by all the
application examples included in [BCF" 21].
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This chapter is organised as follows. Sectiof 6]1 provides a brief example which motivates the tech-
niques which are proposed in the rest of the chapter. Sectioh §.2 formalises the ideas which were intro-
duced in the example: we de ne the trees which will be manipulated, we de ne appropriate e ciency
metrics, and establish an algorithm to search for optimal trees. In Sectiof 6]3 we discuss the applica-
tion of these techniques to the two classical families of attacks: di erential and linear cryptanalysis. In
Section[6.4, we describe a di erential-linear attack on 12-round Serpent [BAK93] which applies this new
technique. Finally, we provide some insight into possible future research on the topic.

Motivation and Example

We will rst provide a small example which will highlight the motivation behind our techniques for the
improvement of key recovery attacks. The aim is to show that in many cases, we can reduce the total
number of bits of information about the key which have to be guessed in order to fully determine some
output(s) of an Sbox. This is achieved by means of representing the desired Boolean function as a binary
decision diagram or BDD [Bry8§].

Let us consider the Sbox used in the block cipheNoekeon [DPVAROO], which corresponds to the
nonlinear layer of the specication (see Subsectiol). The Sbox is given as a lookup table
(reproduced in Table), while in the original speci cation it was given as a circuit of logical gates. For
the purposes of key recovery, these kinds of representations are not very useful, as they may obfuscate

113
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Table 6.1: The inputs of the Noekeon Sbox and the most signi cant output bit f (x).

X 01 2 3 456 7 8 9 A B C D E F
Sx) 7 A2 C 48 F 05 91 E 3 D B 6
X 0 1 0 1 01 01 01 0 1 0 1 0 1
x 0 0 1 1 0 01 1 0 0 1 1 0 0 1 1
X2 0 0 001 1 1 1 00 O0O01 1 11
x3 0 0 00O OOO 1 11 1 1 1 11

fx) 0o 1.0 1 01 1 0 0 1 01 0110

the way in which the inputs of the Sbox determine the outputs. In particular, it is possible that some
bits of the input become irrelevant to some of the outputs after some information about the input is
determined. This kind of behaviour is di cult to observe directly on a lookup table.

We will consider the function f (x) = HB8; S(x)i corresponding to the the most signi cant bit of the
Sbox output S(x), whose value is also given in Tabll. Closer inspection of this table reveals that the
rst eight values of f are identical to the last eight values. In other words, we nd that the value of f
is completely independent from the output x3. This property is sometimes called alinear structure of
the Boolean function, since we have a vector spackeg = span f (0; 0; 0; 1)g so that f is constant in all the
bres x + Lo:

f(x)+ f(x+(0;0;0;1)) =0 for all x 2 F3: (6.1)

This kind of property constitutes the simplest form of relationship that we want to exploit. However, we
can do better if we also consider linear structures which only hold conditionally.

For example, if we know that x; = X¢ = 0, then the value of f (x) is always 0, and the value ofx, is
irrelevant. The same applies to the casex; = 0 and Xxo = 1, as it implies that f (x) = 1. We now just
have the casex; = 1 left to consider. Guessing one extra input bit amongXo; X2 and x3 is not su cient
to determine the value of f . However, we note that it is su cient to determine a linear combination of
the remaining bits, as we havef (x) = X + X2. This means that we can just consider two additional
cases: ifxp=1and xo+ x, =0we getf(x)=0and if x; =1 and Xg+ X =1, we getf(x)=1. In all
cases, we are able to determine the value df by querying only two parity bits of the input, as opposed
to the four we would normally expect.

We can represent these strategies for determining the desired output bit with conditional queries to
the inputs using binary trees or binary decision diagrams (BDDs), such as the ones shown in Figu.l.
In each node, we query one linear combination of the inputs which is given by a mask, and we continue
to either of its two children depending on the value of this linear combination. We start from the root of
the tree, and by the time we reach a leaf, we have fully determined the value of the Boolean function. In
the classical literature about BDDs [Bry86], the decision variables at each node are often considered to
be separate input variables to the Boolean function, while here we consider a slightly more general case
in which these decision variables to the nodes can be any linear combination of the inputs.

Although a binary decision diagram is a representation off which can be used to compute its value
for any given input, it is not unique. Indeed, Figure [6.1 shows two di erent tree representations of the
same functionf . We note that as cryptanalysts, we are much more interested in the graph at the top,
since the average number of queries to the inputs is lower. In particular, the rst tree always queries 2
bits of information about the input, while the second tree queries two bits for half of the possible inputs
and 3 bits for the other half, which means that it requires 2.5 bit queries on average.

Let us step back and think in terms of a key recovery attack now. During an attack, we may need to
compute the output f of the Sbox for a given plaintext and all possible guesses of the key. The input to
f takes the form x + k, where x is xed, so we need to guesk. Instead of guessingk directly, we can
just consider the values ofh;x + ki (equivalent to determining h;k i) at the nodes on the path which
is taken during the evaluation of f (x + k). In the end, for each xed x, we nd that we must consider
a di erent guess of k for each possible evaluation path through the graph, or, equivalently, one guess for
each leaf of the tree. The largest possible number of leaves for anbit Sbox is 2", which is the number
of di erent key guesses which are made in a traditional key recovery attack. This means that we can
reduce the time complexity of the attack if we nd a tree which has a signi cantly smaller number of
leaves.
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Figure 6.1: Two di erent binary tree representations of the Boolean function f = h8;S()i. We can see
that one is more e cient than the other, as one requires just two bit guesses for each leaf and the other
requires between 2 and 3.

Decision Tree Representation of Boolean Functions

We will now formalise the ideas which were outlined in the previous example. The objects we will
manipulate are binary decision trees which represent (vectorial) Boolean functions. Our aim is to provide
a formal de nition of these trees, as well as a way to quantify the cost of determining the output in terms
of input queries.

De nition 6.1 (A ne binary decision tree). An (n;m)-a ne decision tree is any regular binary tree
whose inner nodes are labelled with elements 6f and whose leaves (nodes without children) are labelled
with elements of F}'. Given an inner node v, we will denote its label byv:mask, and its two children by
v:up and v:down. Given a leafl, we will denote its label byl:value. As usual, we will identify a tree and
its root node r for convenience, and writev 2 r whenever av is a node of the treer. Given a treer,
we will denote the depth of the node as depth(r; v), where depth(r;r) = 0 and the children of a nodev
have depthdepth(r;v)+1.

Given any tree which ts the previous de nition, we can de ne an associated vectorial Boolean function
from F5 to FJ' which is evaluated by following a path starting at the root node and ending at one of the
leaves. More precisely:

De nition 6.2. Given an (n; m)-a ne decision tree r we can construct an associated vectorial Boolean
function r : F§ ! FJ'. Given any x 2 F} we de ne its image byr, which we'll denoter(x), using the
following recursive de nition:

1. If r is a leaf, thenr(x) = r:value.
2. If r is an inner node andh:mask xi =0, r(x) = r:up(x).
3. If r is an inner node andhr:mask xi = 1, r(x) = r:down(x).

Givenf:F3 ! FJ,if r(x) = f(x) for all x, we say thatr is an evaluation tree forf, and write r  f.
We say two treesr; s are equivalent and write r s if r(x) = s(x) for all x 2 FJ.

For any given Boolean function f, a multitude of di erent evaluation trees exist, as we saw in Fig-
ure[6.1. This means that we must devise some way to quanti ably measure the relative e ectiveness of
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di erent evaluation trees of the same function. Furthermore, we wish to come up with algorithms which
will nd optimal evaluation trees for these metrics given any input vectorial Boolean function.

We start with the rst problem, and initially propose the following intuitive de nition.

De nition 6.3 (Expected input queries). Let r be an a ne binary decision tree. We de ne its average
or expected number of input queriesas the expected value of the depth of the leaf reached in the evaluation
of r when the inputx is uniformly distributed in F5. If 1(x) denotes the leaf at the end of the path through
the tree used in the evaluation ofx 2 F}, we have:

X

avgdepth(r) = Exp , (depth(r;1(x))) = depth(r; 1 (x)): (6.2)

1
n

X2 F})

This quantity measures the number of times, on average, that we will have to query a parity bit of
the input x before the value off is fully determined. If we evaluate a Boolean function directly from a
lookup table, this number of queries is equal to the total number of input bits n. Please note that the
expected number of queries is de ned as the average over the possible inputs, and not over the leaves
of the tree. Indeed, the depth of shallower leaves contributes with a heavier weight, as these leaves are
reached by a larger proportion of the possible inputs than the deeper leaves.

In order to simplify these de nitions, we can assume that the a ne binary decision trees don't have
any redundant labels. More precisely, we will consider thatvimask forms a linearly independent set
with all the masks from its successive ancestor nodes. Indeed, imask was a linear combination of
previously queried masks, then the valuetv:mask xi would be determined and all the inputs would go
to the same child node. Assuming that the tree has no such redundant nodes, a leaf of depthis used
in the evaluation of precisely 2 ¢ inputs, and therefore contributes to the average depth with a weight
of 2 9. This leads to the following alternative formula for the expected number of queries:

X
avgdepth(r) = depth(r;1(x))2 depth(rt C). (6.3)
Ilé;f
However, while avgdepthf) can be useful to represent, for example, the computational cost of evalu-

ating a function using the tree r, it is not very helpful for the purposes of cryptanalysis. In the case of a
key recovery attack, we are interested in the number of di erent guesses of the key that we will have to
perform, independently of the number of bits of the key which are determined in each of the individual
guesses. For this reason, we propose the following alternative metric:

De nition 6.4 (Number of leaves). Given an a ne binary decision tree r, we denote its total number
of leavesby:
nbleavest) = jl 2 r : | is a leaf (6.4)

The number of leaves of an evaluation tree of a function thus denotes the number of possible di erent
paths which can be taken when evaluating the function, and its value for a standard evaluation is 2. In
the example of the previous section, in Figurl, we see that for the top tree; we have nbleaves(;) = 4
and for the bottom tree r, we have nbleaves(;) = 6.

Finally, we will consider a third metric, which measures the total dimension of the space of parity
bits which may be queried in the evaluation of any input:

De nition 6.5 (Domain size). The actual linear domain of an a ne binary decision tree r is the space
spanned by all inner node labels:

Dom(r) = span fv:mask v is an inner node ofrg: (6.5)
We call its dimension the domain sizeof r:
domsizef) = dim (Dom( r)) : (6.6)

For the standard evaluation of a Boolean function, the domain size is equal ta, as the actual linear
domain is the full spaceF3. In both trees from Figure 6.1, we nd that we obtain the same actual linear
domain Dom(r) despite both of the trees having di erent labels, and it consists of all the vectors of the
form =(0; ; ; ). In particular, in both cases the domain size is equal to 3, instead of the expected 4.

We can also look at these metrics from the perspective of the associated Boolean function instead of
the trees. Given a Boolean functionf : F; !  FJ', we wish to nd a ne binary decision diagrams which
minimise these cost metrics. For this reason, we de ne the optimal average depth, the optimal number
of leaves, and the optimal domain size:
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De nition 6.6. Letf : F5 ! F} be a vectorial Boolean function. We de ne its optimal average depth
its optimal number of leaves and its optimal domain size as:

avgdopt(f ) = rrntlrr(;e avgdepth(r) (6.7)
r f

nblopt(f) = min nbleavest) (6.8)
rrtrefe

domopt(f) = min. domsizef) (6.9)

r f

Given the target Boolean functionf, we say that any tree which achieves minimal average depth is
avgdepth minimal, any tree which minimises the number of leaves is calledbleaves minimal, and any
tree which optimises the domain size is calledomsize minimal.

We are interested in nding trees which optimise at least one of these metrics, focusing mainly on the
latter two as they are the most interesting to cryptanalysis. As we will see in the next section, we do not
need to consider the two problems separately, as optimising nbleaves will also optimise domsize.

Relationship between the Complexity Metrics

We will now try to understand the previous metrics in more depth, so that we can later explain the
relationships between them. The rst step will be to describe exactly which input valuesx 2 Fj will end
up evaluated in the same leafl of the tree r when evaluating the associated Boolean function. As the
evaluation of r for a given input x consists of computing a sequence of inner producty: mask xi along
the path from the root to a leaf, the inputs x which end up in the same leaf are characterised by the
speci ¢ values of these inner products. Given a nodéN of a treer, we denote byD (N) the vector space
spanned by the set of all labels on the path from the root to that node, excludingN itself.

D(N) =span fv:mask :v is on the path fromr to N;v 6 Ng (6.10)

In other words, D(N) tells us which inner products have been evaluated in order to reach it. Since
evaluating all the inner products on the path also determines the values of their linear combinations, we
consider the span of these labels. We will also denote by:space the set of all inputsx 2 Fj such that the
path through the diagram taken when evaluating r (x) contains N. We can describeN:space as an a ne
subspace of the formN:space =V (N) + a(N), where V(N) 5 is a vector subspace anda(N) 2 F}
is the shift from the origin. We note that, since V(N) consists of all vectorsx such that h;x i = 0 for
all 2 D(N), the relationship V(N) = D(N)? holds. This leads to an alternative interpretation of the
actual linear domain:

Lemma 6.7. Let r be an a ne binary decision tree. We have

\ \
Dom(r)? = V(N) = V(N): (6.11)
N2r N2r
N leaf
Proof. Let's rewrite Dom(r) in terms of the grouped labelsD (N ):
( [ )«
Dom(r) = span D(N) = D(N);
N2r N2r

and considering the orthogonal spaces we get

\ \
Dom(r)’ =  D(N)” =  V(N):
N2r N2r

SinceD(N;) D(N;) wheneverN, is a descendant ofN;, we deduce thatV(L) V(N)if L is a leaf
and N is one of its ancestors. This means that we can restrict the intersection to just the leaves of the
tree. O

We can also study the actual linear domain in terms of Olinear structures [Eve87] (please note that
the de nition which will be used here is slightly di erent from the original). We can think of 0 linear
structures as truncated di erentials which lead to a zero output di erence with probability one:
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De nition 6.8 (Linear Structures). The set of 0 linear structures of f : F5 ! FJ' is
LSo(f)=f : 8x2F}; f(x)+f(x+)=0 ¢ (6.12)

It is clear from the de nition that LS , is always a vector subspace of5.

Let us now return to the de nition of Dom( r), and let 2 Dom(r)? be a vector orthogonal to the
actual linear domain. Given two inputs x;y 2 F) so that x + y = , we note that at any node N
in the evaluation tree, we will have IN:mask yi = H\l:m}ask; xi + lN:mask i = hv:mask xi since is
orthogonal to v:mask. In other words, we havex + y2 ,, V(N), and isa 0 linear structure of r.
This not only means that r(x) = r(y), but also that x and y will follow the same path through the tree
during evaluation.

Lemma 6.9. For any a ne binary decision tree r we have
Dom(r)?  LSo: (6.13)

The space of 0 linear structures LS is an intrinsic property of Boolean functions and in particular is
independent of which decision tree we use to evaluate them. As a consequence, we obtain a simple lower
bound for the optimal dimension of the actual linear domain domopt(f ) of any function f . Furthermore,
this bound is tight:

Theorem 6.10. Letf : F5 ! FJ' be any vectorial Boolean function, and letr be an(n;m) a ne decision
tree of f which is optimal with respect tonbleaves Then the following equality holds

LSo(f) = Dom(r)?: (6.14)
As a consequence, we have
domopt(f) = n dim(LSy(f)) = domsize(r): (6.15)

Before delving into the proof for this result, which will occupy the rest of this subsection, we will
explain its consequences. First, it guarantees that any tree which is optimal with respect to the number
of leaves is actually also optimal with respect to the actual domain size. Second, it shows that the lower
bound on the actual domain size given by the O linear structures of f can always be achieved by an
evaluation tree. Finally, we can use it to optimise the search algorithms for optimal trees, as we can
reduce the search for optimal trees of modulo LSy(f ) to obtain a smaller search space which requires
less computational cost.

Finally, we would like to reproduce the following result from [BCE* 21/], which shows that the optimal
complexity metrics for a given Boolean functionf are invariant under a ne equivalence:

Theorem 6.11. Let r be an(n;m) ane decision tree which evaluates a function f : Fj ! 7, let
:F'! FJ be a permutation andB : F5 ! F) a bijective a ne map. We can construct a tree s which
evaluatesg = f B which has the same complexity parameteravgdepth, nbleaves and domsize

Corollary 6.12. The parametersavgdopt(f ), nblopt(f) domopt(f) are all invariant under a ne equiva-
lence of vectorial Boolean functions.

The proof of these results can be found in [[BCF 21]].

Proof of Theorem .10

The proof of the theorem is based on the idea that, given an evaluation tree which has some node
whose label belongs to a Olinear structure, we can remove this node from the tree without altering the
function it evaluates, thus reducing the number of leaves of the tree. This means that any evaluation tree
which uses input masks which are in Lg will not be optimal. We start by proving the following technical
result:

Lemma 6.13. If v is a node in an a ne binary decision tree, v:left:space =V + a, v:right:space =V + b
anda+ b2 LSy, then we can swapv for argmin, . gt -v: left gNPI€AVESE) and update the labels to obtain
a tree which evaluates to the same Boolean function but has a smallebleaves

Proof. We rst note that given the spaces v:space of all the nodes in the evaluation tree, we can easily
determine the labelsv:mask of each node. As a result, we can think of the tree in terms of the subspaces
which lead to each branch instead of the linear mask at each node. We also can assume, without loss of
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generality, that nbleaves(v:left)  nbleaves{:right). Since a+ b2 LSy, we know that f (x) = f (x + a+ b)
for all x 2 V + a. This means that we can swapv:right for a copy of v:left with the subspaces associated
to every node shifted byb. Finally, we note that it is possible to substitute v for a copy of v:left where
the subspacesw:space =W + c for all w 2 v:left are swapped for sparff W;a+ bg+ c. If x 2 V + a, the
path taken in the new tree will lead to the same result asv:left becauseW + ¢ spanfW;a+ bg+ c for
all the pertinent W. Similarly, for all x 2 V + bthe path taken is equivalent to the one taken inv:right.
Since we have e ectively removed the branchv:right from the tree, we can also conclude that the total
number of leaves has diminished. O

This auxiliary lemma has the following consequence:

Lemma 6.14. For every nodev of an nbleaves optimal tree r we haveLSy V (v).

Proof. We know from the previous lemma that, if two sister nodes ofr have associated spaces which
di er by an element of LS, then we can transform the tree into an equivalent one which has a smaller
number of leaves, sa cannot be nbleaves-optimal. Let us now consider any 2 LSy, and any nodeN,
and try to show that 2 V = V(N). We will proceed by contradiction, so let us assume that 62V.
This means that ( + N:space)\ N:space =?, becauseV is the director subspace ofN:space. There
must therefore be some node further up the tree where the evaluation paths dfi:space and + N:space
separate. That is, there exists some node& so that N:space v:space andN:space + v:space, but
where, without loss of generality, N:space v:left:space and + N:space viright:space. However,
this would mean that v:right:space =U + a; vileft:space =U + b; a+ b= 2 LSy, which contradicts
optimality according to the previous lemma. O

This result concludes the proof of Theorenj 6.10.

Tree Search Algorithm

Let us now consider the problem of describing algorithms which search for optimal trees for a given
vectorial Boolean functionf : F3 | FJ'. On paper, we can just de ne a recursive algorithm which goes
through all possible values for the root label = r:mask and then calls the same algorithm to construct
optimal trees for r:left and r:right, which will model the two parts of the function fju.x =0 andf jh.x j=1.
whose director subspaces are isomorphic t65 1. This recurrent step is iterated until the resulting parts

of the function are constant. Since we are only interested in nding optimal trees, we can apply several
optimisations which can greatly reduce the space of the exhaustive search. These improvements mainly
consist of removing equivalent trees from the search (that is, trees which will share the same properties)
and to perform early abort checks so that several bad trees can be discarded at a time.

" We already know that when building a tree and choosing the mask labels for each node, we can
always ignore all the possible masks which are linear combinations of masks which appear earlier
in the evaluation path, as these masks provide no additional information about the input. Fur-
thermore, two labels which only di er from each other by a linear combination of previous masks
will divide the inputs in the same two subspaces, which means that we only have to consider one
such label. Formally, we consider that the label for the nodev can is chosen in the quotient space
F5=D(v). This quotient space is parametrised using a complement space @ (v). The algorithm
including this optimisation is written in pseudocode as Algorithm [I8.

We can also apply a simple early abort technique: if a subtree of depthd has more than 2 ¢
leaves, all trees containing it can be removed from the search, as they are necessarily redundant
and cannot be nbleaves optimal. Furthermore, we can provide an upper bound for the desired
value of nbleaves and reject all subtrees which will unavoidably result in trees with a larger number
of leaves.

If f has non-trivial 0 linear structures, we can reduce the search problem modulo LS Indeed, we
can search for trees for the functiong: F3=LSy !  FJ' with g(x +LSg) = f (x). This optimisation
also applies to all the recursive calls to the subtree routine.

We will nally brie y discuss the performance of this algorithm. On a standard PC, we were able to
successfully run experiments on randomly-generated Boolean functions o with n as large as 7 after
implementing all the optimisations which are mentioned above. In the case of dimension 4 it was actually
possible to run the algorithm without optimisations, thus generating all the trees and allowing us to lter
them afterwards. The average running times for the optimised algorithm on a 2.3GHz desktop CPU are
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Algorithm 18:  Listing all evaluation trees of a Boolean function
Input: f:F3 ! FJ.
Output: A list of trees for f.
return ListTrees (f; F5;F5);
Procedure ListTrees (f;X;Y ) is
Input: A Boolean functionf : F3 | FJ', two a ne subpaces X;Y  FJ,
X=U+c Y =V+c whereU;V are vector subspaces and 2 F.
Output: A list of trees for f jx .
L fg ;
if fjx is constantthen
\ Add a tree consisting of a single leat with label I:value = f (¢) to L;
else
Obtain W Fj such thatW U? = V;
forall 2 W nfOg do
U f x2U:h;xi=0g;
Choosec®2 U nUg;
b hc; i;
Xp Uo+ ¢ X1ep U+ O+
Initialize a tree with root r and r:mask = ;
L jeft ListTrees (f; X o; X); Liight ListTrees (f;X 1;X);
forall r tree: (r:left;riright) 2 Liex Lygne do Add r to L;
end
end
return L,
end

Table 6.2: Average running times for the tree search depending on the input dimension.

n 4 5 6 7 8
Runtime 4dms 190ms 21s 1.7h <3 weeks (estimated)

summarised in Table[6.2. In the case of 8-bit functions, which is of great interest to the eld due to the
prevalence of 8-bit Sboxes, we estimate that the running time on such a standard PC should be of a few
weeks at most. An implementation of this algorithm, which was kindly created by Marek Broll, can be
found at https://github.com/rub-hgi/ConditionsLib

Application to Key Recovery Attacks

This section provides some general ideas as to how the tree technique which has been explained in the
previous pages can be applied to several common cryptanalysis scenarios. In particular, we will study two
important cases in key recovery attacks: generating pairs with the appropriate internal input di erence
for di erential cryptanalysis, and linear key recovery attacks.

These two examples are not exhaustive, but we consider that they are quite illustrative and behave
in a signi cantly di erent way from other attacks. Indeed, in attacks where the aim is to determine some
parts of the state and where the plaintext-ciphertext pairs can be analysed independently, the technique
can be applied directly without any adaptations. For example, in a meet-in-the-middle attack, since the
objective is to determine some internal bits of the cipher for a single plaintext, the tree technique is a
natural t. Indeed, using descriptions of the truncated Sbox outputs as a ne binary decision trees, we
obtain an e cient partitioning of the keyspace which reduces the overall size of the search space from
2K (where k is the required key guess) to the product of the number of leaves of the trees for each Sbox.

In cases in which the key addition is not performed on the full state, such as that of GIFT [[BPP" 17],
we can use custom cost metrics for the trees.
Di erential Cryptanalysis

The application of the tree technique to di erential cryptanalysis and other related attacks is a bit more
complicated. In addition to determining the values of some bits, we sometimes have to determine a
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k

X — JW (x + k)
k

X0 ——AD— (x°+ k)

Figure 6.2: Finding plaintext pairs which will produce the desired internal input di erence.

di erence in some part of an internal state. This means that we have to carefully consider exactly which
properties of the state we want to determine, and nd optimal trees which describe these properties
e ciently. We will consider several situations which might appear in this kind of attack.

Constructing Di erential Pairs

We consider a di erential attack which features key recovery on the rst round of a key-alternating block
cipher. We wish to create plaintext pairs (x; x% for which the active Sboxes in the rst round have the
appropriate output di erences so that the second round will receive the correct input di erence for a
di erential distinguisher (see Figure @):

(x+k+ x°+k)= (6.16)

The rst version of this problem we will consider is that of completing a pair. Given x, we want to nd
x% with the smallest possible guess ok so that we can guarantee that the di erence holds. We note
that

xP=  ( (x+k)+)+ Kk (6.17)
which suggests de ning the functionf :F ! Fj given by
fy= (m+): (6.18)

Given a binary decision tree forf , we can obtain the value ofx°+ k from a reduced number of bits of
X + k. Sincex is already known, we just need to guess some bits &f. These guessed bits ok can also
be used to obtain some parity bits ofx° by xoring.

This technique can still miss some \evidently useful" relations, however. For example, if there is a
probability 1 dierential 7! through , we havef (y)= y+ . Inthis case, the tree analysis suggests
that we need to guess all the bits of the key, when key-guessing is actually unnecessary sinde= x +
In general, computing the value of an expression of the fornh; (x°+ k) + (x + k)i doesn't require any
key guesses. We can nd useful properties of this type by studying the trees of the function

Fy=f N+y: (6.19)

These trees provide \direct" information about x° (as x is known) where the only required bits ofk are
those used in the binary decision diagram, and it also detects any information abou® which can be
obtained without any key guesses. The cost of the complete guessing is the number of leaves of the tree.

The function F can also be used in the preliminary sieving of a list of pairs X;x9. Indeed, if
= x + x%is not in the image of this map, then this pair can never produce the correct input di erence
independently of the key, and can be discarded. The same technique can be used to perform more

accurate sieving on the ciphertext side.

Finally, we consider the version of the problem in which we are given a pairx;x% so that = x+ x°2

F (F3) is known, and we want to nd a key guessk under which the output di erence will hold. We
note that under these constraints, the valid inputs which produce the dierence are given by the
condition x + k 2 F (). In fact, upon closer inspection, we notice thatjF *( )j=2" is the di erential

probability DP( T ).
We de ne the function g :F} ! F, given by the property
g (x)=0 x2F (): (6.20)

In other words, g (x) =0 ifand only if (x)+ (x+ ) = . We can once again compute a tree
description of g so that we can compute its value with as little information on k as possible (again,
we will need nblopt di erent guesses). This can be applied to each valid value of, thus diminishing
the average cost of key guessing over all 2 Fj. It can also be applied when the dierence is not
completely xed, as given a truncated di erence we can still de ne

g-(x)=0 0 )+ (x+ )2 (6.21)
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Determining Input Di erences over Two Rounds

We will next consider the case of attacks featuring two or more consecutive rounds of key guessing. In
this case, in addition to determining some of the di erences at the output of the rst round, we will also
require some output values in order to guarantee the appropriate output di erences in the second round.
In this case, we rst consider a guessing tree which determines the output di erence of the rst round as
described in the previous subsection, and then we can use another tree to determine the output values.
In the case of the second tree, we can limit the search space to trees which use the bits which are already
determined as masks for the rst nodes.

Another improvement which can be applied in this kind of situation is what we have called key
absorption. The idea is to use the fact that binary decision trees often express the value of the function
as a linear combination of the inputs (for example, given two sister leaves with a shared parenp, the
value of the function is either hp:mask xi or 1+ hp:mask xi. This means that, for the speci ¢ x for which
evaluation passes through this node, one bit of the key guess will appear linearly on the value of the
function. This bit can be carried over to the next round, and will be xored to some other keybit. Instead
of guessing the two bits separately, we can instead guess their XOR.

We consider two consecutive rounds of key guessing, and will denote by the round key of the rst
round and by the round key of the second one. Given a pair of plaintexts X; x%), the rst operation
is the addition of the rst round subkey k, which gives us the pair k k;x° k) at the input of the
rst Sbox layer. We will denote by (y;y9 the output of this Sbox layer. Some linear transformation L
is applied next, (z;z% = (L(2);L(z9). The input to the second Shox layer is thus ¢+ ;z °+ ), and
we will denote by (t;t% the output of the second Sbox layer. We assume that in order to determine the
output di erence to the second Shox layert + t% we must know the value of the input bit zo + . For
some mask , we have

Zo+ o=Lo(y)+ o=hjyi+ o

Normally, we would guess the keybit ¢ directly and compute h;y i using a tree description for the rst
Shox layer. However, there will be some sets of inputsx{ x9 for which this value h;y i is equal (up to a
constant) to a linear combination h;x + ki, which means that we would have

Zo+ o= h;x +ki+ g

In this case, guessing the linear combinatiorh;k i + ¢ allows us to determine the value ofzg + ¢ with

a key guess which is e ectively one less bit than if we considered both rounds separately. We cannot
absorb the same keybit twice, so it is important to keep track of all the bits which have been absorbed
in the second round so that we make no mistakes.

Linear Cryptanalysis

Although this generalised tree-based approach can e ectively reduce the time complexity of many key-
recovery attack families, there are cases in which other accelerations may provide better results, and
a method must be picked. Indeed, in the case of linear cryptanalysis, a set of tools based on the fast
Walsh transform exists, as discussed in detail in Chaptef]5. The aforementioned chapter also discusses
how the speci ¢ properties of the key recovery map can be exploited to the advantage of the attacker, in
particular, zeroes in the Walsh spectrum of the Sboxes can be leveraged in order to avoid unnecessary
computations. This set of techniques, as opposed to binary decision diagrams, is speci cally tailored to
linear cryptanalysis. However, we will brie y discuss the use of the tree description in the case of linear
attacks for the sake of completeness.

We start from the classical Matsui implementation of Algorithm 2 which, for a set of N known
plaintext-ciphertext pairs and a key guess ofjkj bits, has a time complexity of O N 2% operations. We
can construct a tree for the S-box layer which has a number of leaves nblopt 2/XI which is smaller than
the total number of key guesses. For each plaintext, the total space of key guesses is partitioned into
nblopt regions, each one of which corresponds to a di erent leaf of the tree. These regions are di erent
for each plaintext. We thus have to keep a separate set of nblopt key guess counters for each of these
plaintext groupings. Once all the data has been processed, we can combine these di erent tables into
full guesses ok bits of the key, until the complete guess with the highest counter can be located. This
means we can reduce the time complexity of this kind of attack toO (N nblopt) + O 2k |

We next consider the linear attack with separate distillation and analysis phases with time complexity
O(N)+ O 24k asin [Mat94d]. We can construct some binary decision trees for the Sboxes, but we nd
that the distilled table still has to be of size 29°™°Pt | even if the number of key guesses for each element of
the table can be reduced to just nblopt. This is because the distillation table must contain the necessary
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Table 6.3: Summary of (working) 12-round attacks on 256-bit Serpent. Some of the complexities of
previous attacks have been adjusted, see 6.4.1.

Complexity

Rounds Type Data Time Memory Source

0! 11 Multidimensional linear 21258 22538 21258 INWW11] MC13]
0! 11 Multidimensional linear 21258 2242 2236 [INWWI11] MC13]
41 15 Di erential-linear 2121 2281 2121 [LLL21)

0! 11 Di erential-linear ~ 2 127:92 223355 2127:92  [BCD* 272], this
0! 11 Di erential-linear ~ 212574 2236:91 212574 [BCD* 27, this
o! 11 Di erential-linear ~ 2 11840 2242:93 511840  [BCD* 272], this

Table 6.4: The Serpent Sboxes.
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plaintext information for every possible key guess. The best time complexity reduction we can achieve
on this attack algorithm is thus O(N)+ O nblopt 2domopt 4+ O 2ki |

Regarding the FFT linear key recovery attack based on the fast Walsh transform, we can reduce
the time complexity to O domopt 29°™°Pt  However, the linear structures of a Boolean function will
appear in its Walsh spectrum as vector subspaces which contain all the non-zero Walsh coe cients, as
was highlighted in the Noekeon attack (see Subsectior 5.4]3). Furthermore, Walsh transform pruning

can exploit additional properties which are not detected by domopt. For this reason, we think that Walsh
transform pruning works better in this case.

Di erential-linear Attack on Reduced-round Serpent

In this section of the chapter, we will cover an application example which we introduced inl[BCD 22]. It
is a di erential-linear attack on 12-round Serpent [BAK98]. Other attack examples were also presented
in [BCE* 21] and its supplementary material, such as a related-key rectangle attack on GIFT, a meet-
in-the-middle attack on PRESENT, a di erential attack on RECTANGLE, and the linear attack on

Noekeon which was described in Sectiof 5.4]3.

The 12-round di erential-linear attacks on 256-bit Serpent, which are compared to previous attacks
in Table 6.3, are based on a 12-round di erential-linear attack which was proposed by Dunkelman et
al. [DIKO8]. This attack is shown to be awed. We rst propose a way to correct the error without using
decision trees with a time complexity barely smaller than exhaustive search, and then we use the trees
to propose an improved version with reduced data and time complexities.

Serpent Speci cation and Previous Cryptanalysis

Serpent is a block cipher which was introduced by Biham, Anderson and Knudsern [BAK98]. It's designed
as a key-alternating block cipher with an internal state of 128 bits. It admits 128, 192 or 256-bit keys.
The encryption map consists of a round function which is iterated 32 times. The round function consists
of three steps: rst the state is XORed with key material, then a layer of of 4-bit Sboxes is applied, and

the round ends with a linear transformation. The cipher makes use of 8 di erent Sboxes (see Table §.4)
which are alternated between di erent rounds.

The 128-bit internal state X is represented by four 32-bit words denotedX o; X 1; X> and X3, with
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Algorithm 19:  The Serpent block cipher

Input: A 128-bit plaintext P, 33 round subkeysK;:::;Ksz.
Output: A 128-bit ciphertext C.

B, 1P (P);

fori 0to 30do

| B LTEX R));

end

B 8(X R) Ry

return 1P 1(B3);

X [i] being the i-th leftmost bit of word j. The 32 rounds are numbered 0 to 31. We denote bj@i the
full 128-bit state at round i. Each round consists of the following four steps:

" Key mixing: A 128 bit subkey is XORed to the internal state. The subkey at round i will be
denoted by ;.

" Sbhox Layer: Dierent Sboxes are used depending on the round, in particularS; noq g is used at
round i. The Sbox Layer operation consists of the application of 32 copies of the Sbox to the internal

(Xoli]; X1[i]; X 2[i]; X 3[i]). The parallel application of the Sbox in round i will be denoted 8.

" Linear transformation: The linear operation is denoted byLT and consists of the steps:

Xo Xgn 13; X2 Xon 3;
X1 X1 Xo Xz Xz Xz Xz (Xo 3)
X1 X1n 1; X3 X3n 7;
Xo Xo X1 Xz Xz Xz Xz Xy 7)
Xog Xgn 5 X, Xon 22

In round 31 this linear transformation is omitted and an additional whitening subkey |b32 is XORed
to the state instead.

The cipher operates as Algorithm[19, wherd P denotes a xed initial permutation.

The key schedule turns the 256-bit user keyK into 33 128-bit round subkeys, which are treated as
132 32-bit words of key material. The user key is rst rearranged into a prekey sequence of 8 32-bit words
K =w gw ;7 w ;. The sequence is extended using the recurrence:

Wi = (Wi g8 Wi 5 W 1 I) n 11, 0 i 131
where = 0x9e3779b9 We then build the sequencek; from w; using the Sboxes:

fKo; kaa; Kes; KaoQ = S3(Wo; Wa3; Wee; Wog)
fki;Ksa; Ko7, K1o09 = S2(W1; Waa; We7; Wi0o)

fka1; Kea; Ko7; K130 = Sa(W31; We4; Wo7; W130)
fKa2; Kes; Kog; K1319 = S3(Ws2; Wes; Wos; W131)

We then distribute the 32-bit words k; to build the 128-bit subkeys K;:

Ki = fk4i X k4i+1 ;k4i+2 ; I(4i+3 g

The round key K; is the result of the application of the xed initial permutation IP to K;, hence
Ri = IP (Ki).

Serpent has been the target of multiple reduced-round cryptanalysis e orts, including linear[BDK01a,
CSQO071], multiple and multidimensional linear [CSQO07&, CHNO8] NWW11], nonlinear[MC13], (ampli-
ed) boomerang [KKSOQQ, [BDK01a, BDK02b| BDK02a] and di erential-linear [BDKO03, IDIK08, 1 LL21]
attacks. We will now brie y discuss the best of these attacks, which we consider to be the ones which
claim to attack 12 rounds of the 256-bit key version of Serpent (see Tabl@]ﬁ).Unfortunately, some of
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these published attacks are awed or have wrong complexity estimations. In some cases the mistakes
have already been described in the literature, but not for all of them. We contacted the authors of all
the concerned papers and had them con rm that their original complexity estimates were indeed too
optimistic.

The rst claimed 12-round attack was proposed by Dunkelman et al. [DIKO8], who proposed some
di erential-linear attacks on 11 and 12-round Serpent. However, we have found that the 12-round attack
is incorrect, as was also found independently by Liu et al.[[LLL21]. The attack extends the 11-round
variant by adding a 112-keybit guess in the rst round. However, this guess is not enough, as although
the di erence in the state after the rst round is determined, the input values of the active Shoxes in
the second round are unknown, and they are required by the 11-round attack. The attacks we presented
in [BCD* 22] and reproduced later in this section are amended versions of this attack, as they are based
on the same distinguisher.

A family of multidimensional linear attacks on up to 12 rounds was presented by Nguyen et al.
[NWW11]. The complexity estimates for these attacks were found to be overly optimistic [MC13], as
they rely on an overestimated capacity, erroneous time complexity conversion to full encryptions, and
small advantage and success probability. Of the two proposed variants, the complexities of the rst were
corrected, while the second variant was found to be invalid and no corrected version was described. We
have found, however, that the corrected memory complexity for the rst attack given in [MC13] was also
incorrect. The attack consists of 222 repetitions of the 11-round attack, once for each guess of the last
round subkey. We can choose between a memory complexity of2:813 to store the data but with a larger
time complexity of 2253813 or a large memory complexity of 236 with the same time complexity. The
authors of [NWW11] were contacted, but they were unable to provide any further insight. The authors
of [LLL21] were also contacted and agreed with our assessment in a personal communication.

Independently of our work, Liu et al. have proposed a new 12-round di erential-linear attack [LLL21]
using an algebraic approach. In the original paper, the authors claimed a memory of%, which ignores
the cost of storing the data (as each plaintext-ciphertext pair has to be accessed multiple times). We
contacted the authors, who agree with this correction.

Fixing the Attack of Dunkelman et al.

We will rst present a corrected version of the awed 12-round attack from [DIKO8] which considers
the correct di usion in the key recovery rounds along with the idea introduced in [BLT20] of generating
multiple good di erential pairs. We use the same di erential-linear distinguisher as the awed 12-round
attack. The attack is built around a \central" distinguisher which starts with a xed di erence at the
beginning of round 2, progresses through a three-round truncated di erential with probability p=2 ©,
and then ends with a ve-round linear trail with correlation gq=2 2! (we remove the last round of the
original distinguisher). The expected correlation for the di erential-linear distinguisher is thus p¢? =
2 “8. However, experiments with the correlation of the transition rounds between the di erential and
the linear trail suggest that the actual correlation should be at least 2 4675, Qur aim for the 12-round
attack is to e ectively extend this distinguisher by two rounds at the top and two rounds at the bottom.

We rst try to extend this distinguisher by adding an extra round to the di erential at the top and
an extra round to the linear trail at the bottom. If we consider an optimal di erential transition for each
active Sbox in round 1 (with probability 2 2) and an optimal linear approximation for each active Sbox
in round 10 (with correlation 2 5) without any key recovery, the data needed for a reasonable probability
of success would be more than?X48:75+12+2 5) = 2141’5 "\whjch surpasses the size of the codebook. This
version of the attack is illustrated in gure ¢.3]

Our rst improvement is inspired by the ideas proposed in [BLT20] in the context of ARX, which we
adapt to SPN constructions, and aims to improve the di erential probability by ensuring that some parts
of the di erential transition always hold. We will make sure that some of the di erential transitions in
round 1 hold for all the data by determining the input values to these Sboxes, instead of only the input
di erences. In fact, the input di erence to these round 1 Sboxes is considered not to be xed, as we are
only interested in the output di erence. The end result is that the input di erence to the di erential
is staggered between rounds 1 and 2. This has a cost in additional key recovery bits, but allows us to
reduce the data complexity.

In the base attack there are ve active Sboxes (11,14,17,18 and 31) in round 1, which then activate
20 Shoxes in round 0. In other words, we have to guess 80 bits &o in order to obtain the desired
di erence at the beginning of round 1. The aim now is to choose some Shoxes in round 1 for which we
will also determine the input values, and to do so in a way which optimizes the number of additional
keybit guesses. We therefore look at each of the active Sboxes in round 1 and see which additional
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Figure 6.3: The basic di erential-linear attack on 12-round Serpent obtained by extending the distin-
guisher, which requires more data than the whole codebook. The zero nibble di erences and masks are
written in grey to improve readability. Nibble di erences and masks marked by X are undetermined. The
nibble di erence * is undetermined, but is zero in the rightmost bit.

Shoxes in round 0 would become active if we decide to guess the input values as well as the di erences.
These additional active Sboxes in round 0 are given in Tabl¢ 6]5. It is clear that our e orts should be
directed towards Sboxes 11, 17,18 and 31, as they leave the most inactive Sboxes. Sboxes 31 and 17 are
particularly interesting as the di erential probability is smaller. Giving this treatment to the four Sboxes

would make all Sboxes except for 23 active in round 1, so we need to nd a compromise.

Given these considerations we decide to determine the input values to Sboxes 31, 18 and 17, and to
additionally impose two conditions on the input di erences which reject some of the data but make the
key recovery less costly. We rst impose a 1-bit condition to the di erence in state #2 by requiring the
di erence in bit x3 in column 17 to be equal to 0. This rejects half of the plaintext pairs, but reduces
the number of active bits in the previous round. This condition is compatible with the original nibble
di erence, which was 1. In addition, in column 31 we only consider di erences in which the di erence
in Xg is zero. This condition is not compatible with the original nibble di erence of 5 and rejects 34
of the plaintexts, but makes column 29 in the previous round inactive. In the end, we keep 22 of the
plaintext pairs, which means we can generate up to 24 di erential pairs for each key guess from the
whole codebook. This new version of the di erential is shown in Figurd 6.14.

In addition to the 76 active keybits corresponding to determining the di erence at the input to round
1 (4 bits are gained with respect to the original 80 because column 29 is no longer inactive), determining
the input values to Sboxes 31, 18 and 17 requires guessing all the rest of the round subkl@xs except for
Shoxes 23 and 29, which are inactive. This implies a 120 bit key guess in round 0 plus the 12 active bits
in round 1 which correspond to Sboxes 31, 18 and 17. In the end, the amount of pairs required by the
attack is reduced by a factor of Z ©@*3*2) 3 = 213 jth respect to the previous version.

The following pair generation procedure is repeated until enough pairs are available:

1. Generate a random plaintextx.

2. Guess 120 hits o, and 12 bits of ®,. With these we can compute the outputs ofS; in columns
17, 18 and 31, which will be denoted byy[17], y[18] and y[31], respectively.
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Figure 6.4: The slightly improved di erential-linear attack on 12-round Serpent with staggered key-

recovery. The nibble di erence $ is undetermined but is one in the leftmost bit x3 because of the
di erential properties of S;. The nibble di erence @is undetermined but is zero in the rightmost bit Xg.

The nibble di erence # is undetermined but is zero in the leftmost bit xs.

3. These four nibbles at the output of S; are used to compute

[17]1= S, Y(y[17D) + S, (Y171 + A); (6.22)
[18] = S, *(y[18]) + S, *(y[18] + 1); (6.23)
[31]= S, Y(y[31]) + S, *(Y[31] + 2); (6.24)

which are the input di erences to these Sboxes which will produce the desired output di erences.
If [17] 3 =1 or [31] o =1, we reject the plaintext for this key guess.

4. Together with the xed input di erences [11]= 9and [14] = 8, we have obtained the appropriate
input di erence for round 1, which we denote .

5. The associated plaintext isx°= S, }(So(x + o) + LT 1()+ K.

Next, we will have a look at round 10 to try and improve the correlation of the linear trail by
staggering the output mask between rounds 9 and 10, similarly to what was done for the input di erence.
For each of the ve active Shoxes (0,5,10,15,27), we determine which Sboxes would remain inactive in
round 11 if we determined the full value at the output instead of just the parity bit associated to the
linear approximation. The results are shown in Table[6.6. We decide to determine the full output of Sbox
0 and consider the other four active Sboxes in round 10 as part of the di erential-linear distinguisher. In
this situation, there are 13 active Sboxes in the last round, which means that we need to guess #3 = 52
keybits of Iblz, and 4 bits of Ibll.

The key recovery in the linear part can be performed e ciently by using the Walsh transform technique
of Chapter 5 at a cost of 2 52 2252 additions/subtractions and 22 %2 products for each key guess in the
di erential pair generation and each of the 2* key guesses in round 10.

In order to properly evaluate the time complexity, we need to compare the cost of the basic operations
of the attack against 12-round Serpent encryptions. We rst focus on the pair generation and the
distillation phase of the FFT algorithm. For each generated plaintext, we perform a two round encryption
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Table 6.5: The ve Sbox dierential transitions in round 1, and the Sboxes which remain inactive in
round O if we determine the full 4-bit input to each of these Sboxes.

R1 Di. Sbox Inactivity

Sbox Prob. oo o~ou<tmaN A0 ®0~OW0 S MmN O
MMNNNNN§NNNNHHHHH:HH AOOMNOISTOMONATAO

None - X XXX XX X X X XX X

11 22 X X X X X X

14 22 X XX

17 23 X X X X X

18 27?2 X X X X X

31 23 X X X X

Table 6.6: The ve Sbox linear approximations in round 10, and the Sboxes which remain inactive in
round 11 if we determine the full 4-bit output to each of these Sboxes.

R10 Corr Sbhox Inactivity

Shox OO~ ONTNNAO DD ~OL T MN O
moANNNNANANNANNNAdTdTdAdAdAdddA4O0NOIOTMHNAHO

None - XXX XXXX XXXX XXXX X XX XXXXXX X

0 21 xxx xx X XXX XXXX X XX X X X

5 21 x x XXX XXXX XXXX X X X X

10 271 xxx XXXX XXXX X X X XX X

15 21 xxx xxxx X X X XX XX XXX X

27 21 «x X X XX X XXX X XX XXXXX

at the beginning and a one round decryption at the end. However, the partial encryption can be performed
for one plaintext x and the result can be reused for all input values of the two inactive Sboxes in round
0. The ltering step requires us to process 2 plaintexts to nd one which satis es the desired conditions.
The average cost of processing each plaintext pair is thus (£ 28 2=12+1=12) =2 %50 encryptions.

For the comparison of the cost of the arithmetic operations of the Walsh transform to a 12-round
encryption, we note that we can consider 128 3 12 = 4608 as a lower bound for the number of bit
operations in a 12-round Serpent encryption. On the other hand, a 128-bit addition can be performed
with 256 bit operations and a 128-bit product with 128 log,(128) ' 961 bit operations. We obtain a
worst-case 2 417 factor for the additions and 2 226 for the products.

Given the distinguisher's correlation of 2 4875 4 24 = 2 6075 gnd using the model from [BN16],
we obtain that with 2 123:9 pairs, (21279 data before sieving), an advantage of 15 bits is obtained with
probability 0:1. The time complexity of the attack is as follows:

FlZO 212 2 35 2123:96+2|4 2 4:17 104 + 2 2:26 2104}1 +2256 15 2252:46 (625)
Z

Top key guess Bottom key guess
encryptions. We need 227:9 memory registers to store the data, and an additional 2°* registers for the
distillation tables of the FFT. The overall memory complexity is thus around 21279,

Improved Attack using BDDs

This subsection discusses the application of the binary tree technique to the xed version of the 12-round
attack, which before optimisation has a time complexity of 25246 encryptions, which is barely smaller
than exhaustive search. The reduction in time complexity is achieved by a careful analysis of the key
recovery in the rst two rounds, as well as a small improvement to the linear approximation of round 10
using conditional linear cryptanalysis [BP18].

We start by looking at the con guration of required di erences and values at the output of Sy in
the rst round, which is represented in detail in Figure p.5] The gure contains both the di erences
(top half) and the values (bottom half) which are required at the output of the Sy layer (state #1 in
Figure ). The colours of the columns (also indexed with lower case letters frora to f ) indicate where
we can reduce the amount of keybits we guess below four.
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Figure 6.5: Reducing the required keybit guesses in the rst round.

On the top half, the bits represented by cells which have a number written inside will in uence the
S; input di erence in state #2 to the Sbox of that number. The bits which in uence columns 11 and 14
will always exhibit a di erence between both plaintexts in a pair, and are shaded to indicate this. The
bits which in uence columns 11, 17 and 31 may have a di erence which is either zero or 1 depending on
the input di erence to these Sbhoxes.

On the bottom half, if an indexed number ay is written inside a cell, then the bit associated to this
cell will in uence the value of bit b of the input of Sbox a in state #2. Symbols are used when more than
one such bit is in uenced. We only need the values associated to columns 318 and 17 as for the other
two Shoxes we only require the input di erence.

We consider all the active Sboxes in state #1, immediately after the application ofSp. There are six
categories of columns which we consider \of interest", and they depend on the outputs which are required
for the attack. For each case, we construct an optimal a ne binary decision diagram, and also study
the possibility of key absorption into the next round. In each of the categories, we are going to compute
the multiplicative time factor that we gain with respect to guessing the full rst round subkey ®,. For
a single Sbox, this gain factor is equal to nblopt2* if no key absorption is considered, and nblopt2® if
key absorption is used.

" Columns of type a (yellow): There are 2 columns, 29 and 23, which are inactive and need no key
guessing at all (the same as in the previous attack). These provide a gain factor of 2 with respect
to a full subkey guess.

" Columns of type b (orange): In columns 26, 14 and 10 we require no output di erences, but we
need to determine a single output bit from each.

{ Column 26: We only needyy, which we can determine with a gain factor of &16 using the
tree depicted in Figure[6.63.

{ Column 14: We only needy,, which can be determined with a gain factor of 616 using the
tree depicted in Figure[6.68.

{ Column 10: We only needys, which can be determined with a gain factor of 416 using the
tree depicted in Figure[6.6¢.

We obtain a total gain factor of % % 14—6 ' 2 48 for these columns. In addition, we can absorb
the last bit guess of some of the columns into the next round. As bitxz of column 17 in the input
to S; is associated to the outputs of both Sboxes 10 and 26 iy, we can only do this twice (for
the S; input bits corresponding to x3 in column 17 and x; in column 18). The overall gain factor

with respect to a full subkey guess is thus 248 2 2=2 683,
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~ Columns of type c (red): In columns 19, 3 and 2, we require no output di erence, but two output
bits are needed. We proceed as in the previous case, but considering both bits at the same time.

{ Column 19: We needy; and ys. Using the tree in Figure[6.74, and absorbing one keybit into
the next round (x, from column 17), we obtain a gain of 2 2.

{ Column 3: We needy, and y,. Using the tree in Figure[6.78, the gain is 2 %68,

{ Column 2: We needy, and ys. As can be seen in the tree shown in Figurg 6.7c, the situation
is very similar to that of column 19. We can also absorb one keybit, eitheixo from column 17
or x, from column 31. The gain factor is thus also 2 2.

Combining the gains from these Shoxes we obtain a total factor of 248,

~ Columns of type d (pink): Columns 28 and 15 only require the output di erence, but this di erence
is not xed. This means that we have to average the costs for each di erence.

{ Column 28: There are four possible output di erences: 0, 4, A or E, which appear with
probability 1/4. This can be deduced from the DDT of S, the output di erences for columns
18 and 31, and the fact that both x4 and x3 come from the di erence x5 in column 18.
We rst guess the parts of the rst round subkey which determine the values at the inputs of
columns 18 and 31, so that we know which di erence we want at the output of column 28.
This is only possible because we only need the output di erences from these two columns, and
no actual bit values.

We look at the trees for the functions F shown in Figure[6.§. As an example, when the
desired output di erence is 4, the tree has 6 leaves. For the other two nonzero di erences, the
number of leaves is 8. The overall cost becomes:

1 1 1s. 1 .. 25
6+ 8+ 222+ = :
46 48 42 1 1" 2

instead of 2, which implies a gain factor of 2 148,

{ Column 15: We have two possible output di erences: 4 and C(as the input di erence X3 in
column 18 is always 1). For the di erence4 the number of leaves is 6, and folCit is 10, which

gives a total gain factor of 25102 =2 1,

Both gain factors multiply to 2 %48,

" Columns of type e (turquoise): In columns 11, 8, 7 and 1 we have a xed di erence, and we also
need to determine some output values. We will once again look at the trees for the functiong
and incorporate the cost of determining the output bits.

{ Column 1: We have a xed output dierence of =1 and we want to determine bit y;.
If we consider function F1, we can see that there are 8 possible input di erences: 3, 6, 9,
C B, A Eor F. In order to determine whether a pair (x;x ) leads to the desired output
di erence 1, we always need to guess three key bits: this is because for any xed the set
fx:Sp(x) So(x )= lgis an ane space (of dimension 1) and therefore can be described
by three linear conditions. In all the cases, these three keybits required to determine whether
a pair is a good pair are also enough to determing;. Column 1 therefore has a gain factor of
21

{ Column 7: We proceed in the same way. In some cases, the input di erences de ne an a ne
space of dimension 2 instead of 3, which means that the gain factor is slightly better at 2113,

{ Column 8: In this case the four input bits are needed, but the key bitxz of column 31 can be
absorbed, and the gain factor is 2.

{ Column 11: The four input bits need to be guessed for each input di erence, but in half of
the cases two of the key guesses will independently determine the two needed output values.
In particular, we can use this to absorbys, which corresponds to bitxs of column 18. The bit
y1, corresponding to bit xo of column 17, can be absorbed in the half of cases in which it was
not used for the absorption in column 2. The overall gain factor for column 11 is 2119,

In total, these columns generate a gain factor of 2432,

" Columns of type f (purple): In columns 22, 20 and 0, we require an optional output di erence of
a single bit as well as some output values. Depending on the value of this variable di erence, we
may encounter one of the cases which are already considered.
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Table 6.7: The conditional linear approximation of S,.

(Y2:Y0) 6 (1;1) Y2=Yo=1
B CDF
4 0 B 2

x 01 3 45
S(x) 8 6 9 3 C
B;xi h1;S(x)i 0 1 1 1 1

> o

9 A
1 E
1011 110101

{ Column 22: We have two possible output dierences: 0 and 4, and we needy, and y,.
When the dierence is 0, we can just use the tree from Figure 6.7p, which gives a factor of
10=16, while when the dierence is 4, the case is similar to that of column 8 (type €), and
we obtain a gain factor of =2 by absorbing the bit xo of column 31. The average gain is
1=2 ¥ +1=2 2 1=2 08,

{ Column 20: We have two possible output di erences: 0 and 8, and we needyy, y; and ys.
When the di erence is 0, an optimal tree for these three bits is given in Figure[6.9. From this
we obtain a gain factor of 1=2 2 %042 +1=2 =2 019;

{ Column 0: The possible output di erences are0 and 1, and we wish to determineyy. The
situation for the dierence 0 is the same as that of column 26 (type b), and we can even
absorb bit xg of column 18. When the di erence is 1, we recover a similar case as for columns
of type e, having in this case a gain factor of £2. The gain factor of this column is therefore

1=2 & 1=2+1=2 1=2=2 %,

This gives a total gain factor for these columns of 2256,

Since the bottleneck of the previous attack was the exhaustive search step, we also need to somehow
improve the correlation of the di erential-linear distinguisher so that we can increase the advantage. We
can improve the last round of the linear approximation using conditional linear cryptanalysis [BP18],
which was brie y discussed in[2.3.3.

We consider the SboxS,, which is used in round 10, and the linear approximationhB; xi h 1;S,(x)i,
which is the one which appears in column 10. As we can see in Talle 6.7, if we consider the whole domain,

the correlation is 432 = 1. However, under the condition (y2;Yyo) 6 (1;1) the correlation increases to

2 10 - 2

2 3
We apply this conditional linear approximation to column 10 in round 10. This would improve the
_, 4
overall data complexity by a factor of % * 2166 As we have to discard the ¥4 ciphertext pairs
which do not verify the condition, we only keep a proportion of (3=4)?> = 2 %8, With this we can
reduce the data complexity by a factor of 2:83 1:66 resulting in a total 212313 24 = 212713 However,
since our objective is to improve the time complexity, we instead keep a similar data complexity of

2123:92 24 = 2127:92 pyyt we increase the advantage to 23 at the same success probability of 0.1.

Regarding the key recovery in the nal rounds, the only change with respect to the previous attack
is that we require the output bit y, of column 10 in round 10. This additional bit means that column 6
in the next round becomes active, thus increasing the number of active keybits in the last round to 56.

The data and memory complexities of this version of the attack are 22792, If we consider all the gain
factors we have accumulated, the time complexity of the key recovery step is

2140 8 6:83 4:.68 2:48 4:32 2:56 2 3:5 2123:92+24 2 4:17 112 + 2 2:26 2112 ' 2231:91 (626)

equivalent encryptions, while the exhaustive search has cost?® 23, The total time complexity is thus
around 223355 12-round encryptions.

6.4.4 Other Complexity Trade-0 s

We can reduce the data and memory complexities of the attack by relaxing one of the bit conditions
imposed on the di erence in state #2 which Itered the data, at the cost of increasing the time complexity.
For example, by removing the condition on the di erence in column 31, the data complexity is reduced
by a factor 22. This changes the output di erences of columns 29, 26 and 13 of round 0.

Column 29: It was previously a column of type a with a gain factor of 2 4, but it now becomes
a column of type e. For the 3/4 of the cases where the previous bit condition in column 31 no
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longer holds, we must look atFg, whose optimal tree is shown in Figurg 6.8e. The new cost for this
column is 1=4 1+3=4 10 = 2%9%* which results in a more modest gain factor of 294 4 =2 1:04,

Column 26: It was previously a column of type b with a gain factor of 616 = 2 415 which will

now only apply to the 1=4 of the data for which the bit condition in column 31 holds. For the other
3=4, the guessing cost is 1216, giving us an average cost of 4 6+3=4 12 = 2% and a new
gain factor of 2 96,

Column 13: Since we didn't use any optimisations on this column, the change doesn't have an
in uence in the time complexity.

By considering the new gain factors and readjusting the data complexity and advantage, as well as
the cost of generating each pair, we obtain a time complexity of

2140 4 1:04 5:40 0:6 4:68 2:48 4:32 2:56 2 3:56 2123:74+24 2 4:17 112 +2 2:26 2112 (627)

equivalent encryptions for the key recovery and 256 2! encryptions for the exhaustive search, which result
in an overall time complexity of 22%6:31 This time the data and memory complexities are 22374 22 =
2125:74_

We propose an additional trade-o which gives the best data complexity. We determine the full input
values to columns 31, 18, 17 and 11 (instead of just 11, 17 and 18), and impose no conditions on their
input di erences. We can proceed as in the previous attack, and we obtain:

"~ One column of type a: 23, with a gain factor of 2 4.

Three columns of typec: 19, 3 and 2, with gain factors 2 141, 2 0415 gng 2 0:415,
"~ Three columns of typee: 8, 7 and 0, with gain factors 2 1678 2141 gnd 2 1:54,

" Four columns of type f: 29, 26, 22, 12, with gain factors 21607 2 1192 9 1:35 5 1

This gives a total gain factor of 2 16:923 with respect to a full subkey guess. We will not consider the
conditional linear property, as the Walsh transforms substitutes the exhaustive search as the bottleneck
of the attack. In the end, for a data and memory complexity of 211840 we can achieve an advantage of
16 bits with probability 0.1, which results in a time complexity of

2128+l6 16:023 2 3:57 2118:40+24 2 4:17 2104 + 2 2:26 2104 +2256 16 :2242:93

equivalent 12-round Serpent encryptions.

Conclusion and Open Problems

The tree-based techniques which exploit the properties of Sboxes in order to improve the time complexity
of key recovery attacks have been successfully applied to a variety of attacks of di erent families on
multiple ciphers, as shown in Table] 6.8, which summarises all the applications we described in [BCR1,
BCD™ 22]. All of these attacks were obtained by optimising the key recovery step of existing attacks (in
other words, we recycled distinguishers from the literature). We speculate that it might be possible that
these optimisations might also allow more e ective distinguishers to be used than would be otherwise
possible, which would in turn result in an improvement to the data complexity as well.

At the time of writing, the main limitation of this approach is the cost of nding optimal trees for large
Shoxes of more than 8 bits. This doesn't just exclude some constructions, but it also makes the process of
application to a given attack quite technical, as the cryptanalyst needs to try a lot of di erent approaches
until one of them works. Ideally, we would like to be able to process large parts of the cipher construction
automatically. This would require algorithms for nding optimal trees which are more e cient than the
one we have already described.

Finally, we would like to propose some open problems regarding the theory of the description of
Sboxes as ane BDDs. In particular, we think that it would be interesting to nd lower bounds for
the complexity metrics for the di erent families of functions which appear in cryptology - for instance,
balanced functions. Another problem is that of exploring the relationship between avgdepth and nbleaves.
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Table 6.8: Overview of the di erent attacks which were described in [BCF 21,|BCD* 22]. [JZZD20] was
the best attack on GIFT-64 at the time of writing [BCE_* 21]. An attack on 26-round GIFT was presented

in [SWW21].
Base attack New attack

Cipher n rr Type Data Time Source Data Time Source Best?
Noekeon 128 128 12 Linear 4 2124 |DPVAROQQ] 2119 222114 [BCE* 21| Yes
GIFT 64 128 25 zi't"’:ﬁgl:‘ey 063:78 912092 [J77ZD20] 6273 29918 [BCE*21] No
RECTANGLE 64 80 18 Dierential 2 %4 27888 [zZBL*14] 2 254 [BCE*21] Yes
PRESENT 64 80 8 tshigf’n‘i'i;”&le 26 7342 [CNVIZ] 26 27291 [BCE*21] No
Serpent 128 256 1 iri]j;f”“a" - [DIKO8]  2127:92 223355 [BCD* 22] Time
Serpent 128 256 12 " - - [DIK08] 32192 2236:91 [BCD* 22] No
Serpent 128 256 12 . [DIKO8] 21840 924293 [BCD* 22] Data




7.1

Chapter 7

Finding Linear Approximations of Gimli
using MILP Methods

This chapter contains a more thorough explanation of the techniques used to nd linear approximations
of reduced-round variants of theGimli permutation in the co-authored paper with Gaetan Leurent, Mara
Naya-Plasencia, leo Perrin, Ande Schrottenloher and Ferdinand Sibleyras [FLN" 20]. In |[ELN™* 21],
we described a linear approximation of the full 24-round permutation. These linear approximations
were found by solving Mixed-integer Linear Programming (MILP) optimisation problems using the SCIP
solver [VG18].
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A short overview of bit-oriented MILP models of linear trails and di erential characteristics for SPNs
is provided in Section[7.]. It covers the general way these models are constructed and used, and very
brie y discusses the simplest ways in which linear transformations and Sboxes can be incorporated into
them. Section[7.2 focuses on th&imli permutation, containing its speci cation and an explanation of
how the MILP model describing the linear trails of the SP-box was constructed. Finally, it provides a
step-by-step description of the process by which the 24-round linear trail ofGimli was constructed.

MILP-based Di erential/Linear Trail Search

The term Mixed-integer Linear Programming or MILP refers to optimisation problems in which all
constraints as well as the objective function are linear (hence the \linear programming" part), with the
added twist that some or all of the decision variables are only allowed to take integer values instead of
real values (hence the \mixed-integer" part).

De nition 7.1. A Mixed-integer Linear Programming or MILP problem is an optimisation problem which
can be rewritten in the following canonical form by choosing a matrixA 2 GL(R™;R"), a vectorc2 R",

< Ax O
Find x 2 R" verifying = x O which maximiseshc; xi: (7.1)
Xi2Zifi2S
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