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Abstract

Large-scale centralized storage of speech data poses severe privacy threats to the speakers. Indeed, the
emergence and widespread usage of voice interfaces starting from telephone to mobile applications, and
now digital assistants have enabled easier communication between the customers and the service providers.
Massive speech data collection allows its users, for instance researchers, to develop tools for human conve-
nience, like voice passwords for banking, personalized smart speakers, etc. However, centralized storage is
vulnerable to cybersecurity threats which, when combined with advanced speech technologies like voice
cloning, speaker recognition, and spoofing, may endow a malicious entity with the capability to re-identify
speakers and breach their privacy by gaining access to their sensitive biometric characteristics, emotional
states, personality attributes, pathological conditions, etc. Individuals and the members of civil society
worldwide, and especially in Europe, are getting aware of this threat. With firm backing by the GDPR,
several initiatives are being launched, including the publication of white papers and guidelines, to spread
mass awareness and to regulate voice data so that the citizens’ privacy is protected.

This thesis is a timely effort to bolster such initiatives and propose solutions to remove the biometric
identity of speakers from speech signals, thereby rendering them useless for re-identifying the speakers
who spoke them. Besides the goal of protecting the speaker’s identity from malicious access, this thesis
aims to explore the solutions which do so without degrading the usefulness of speech. We present several
anonymization schemes based on voice conversion methods to achieve this two-fold objective. The output of
such schemes is a high-quality speech signal that is usable for publication and a variety of downstream tasks.
All the schemes are subjected to a rigorous evaluation protocol which is one of the major contributions of
this thesis. This protocol led to the finding that the previous approaches do not effectively protect the privacy
and thereby directly inspired the VoicePrivacy initiative which is an effort to gather individuals, industry,
and the scientific community to participate in building a robust anonymization scheme. We introduce a
range of anonymization schemes under the purview of the VoicePrivacy initiative and empirically prove
their superiority in terms of privacy protection and utility. Finally, we endeavor to remove the residual
speaker identity from the anonymized speech signal using the techniques inspired by differential privacy.
Such techniques provide provable analytical guarantees to the proposed anonymization schemes and open
up promising perspectives for future research.

In practice, the tools developed in this thesis are an essential component to build trust in any software
ecosystem where voice data is stored, transmitted, processed, or published. They aim to help the organizations
to comply with the rules mandated by civil governments and give a choice to individuals who wish to exercise
their right to privacy.






Résumé des travaux en frangais

L¢mergence et la généralisation des interfaces vocales présentes dans les téléphones, les applications mobiles
et les assistants numériques ont permis de faciliter la communication entre les citoyens, utilisateurs d’un
service, et les prestataires de services. Citons a titre d’exemple I'utilisation de mots de passe vocaux pour
les opérations bancaires, des haut-parleurs intelligents personnalisés, etc. Pour réaliser ces innovations, la
collecte massive de données vocales est essentielle aux entreprises comme aux chercheurs. Mais le stockage
centralisé 4 grande échelle des données vocales pose de graves menaces a la vie privée des locuteurs. En
effet, le stockage centralisé est vulnérable aux menaces de cybersécurité qui, lorsqu’elles sont combinées avec
des technologies vocales avancées telles que le clonage vocal, la reconnaissance du locuteur et 'usurpation
d’identité peuvent conférer a une entité malveillante la capacité de ré-identifier les locuteurs et de violer leur
vie privée en accédant a leurs caractéristiques biométriques sensibles, leurs états émotionnels, leurs attributs
de personnalité, leurs conditions pathologiques, etc. Les individus et les membres de la société civile du
monde entier, et particulierement en Europe, prennent conscience de cette menace. Avec l'entrée en vigueur
du reglement général sur la protection des données (RGPD), plusieurs initiatives sont lancées, notamment la
publication de livres blancs et de lignes directrices, pour sensibiliser les masses et réguler les données vocales
afin que la vie privée des citoyens soit protégée.

Cette these constitue un effort pour soutenir de telles initiatives et propose des solutions pour supprimer
I'identité biométrique des locuteurs des signaux de parole, les rendant ainsi inutiles pour ré-identifier les
locuteurs qui les ont prononcés. Outre 'objectif de protéger I'identité du locuteur contre les acces malveil-
lants, cette these vise a explorer les solutions qui le font sans dégrader I'utilité de la parole. Nous présentons
plusieurs schémas d’anonymisation basés sur des méthodes de conversion vocale pour atteindre ce double
objectif. La sortie de tels schémas est un signal vocal de haute qualité qui est utilisable pour la publication et
pour un ensemble de tiches en aval. Tous les schémas sont soumis a un protocole d*évaluation rigoureux
qui est 'un des apports majeurs de cette these. Ce protocole a conduit a la découverte que les approches
existantes ne protegent pas efficacement la vie privée et a ainsi directement inspiré I'initiative VoicePrivacy
qui rassemble les individus, 'industrie et la communauté scientifique pour participer 4 la construction d’'un
schéma d’anonymisation robuste. Nous introduisons une gamme de schémas d’anonymisation dans le cadre
de Iinitiative VoicePrivacy et prouvons empiriquement leur supériorité en termes de protection de la vie
privée et d’utilité. Enfin, nous nous efforgons de supprimer I'identité résiduelle du locuteur du signal de
parole anonymisé en utilisant les techniques inspirées de la confidentialité diftérentielle. De telles techniques
fournissent des garanties analytiques démontrables aux schémas d’anonymisation proposés et ouvrent des
portes pour de futures recherches.

En pratique, les outils développés dans cette these sont un élément essentiel pour établir la confiance
dans tout écosysteme logiciel ot les données vocales sont stockées, transmises, traitées ou publiées. Ils visent
a aider les organisations  se conformer aux régles mandatées par les gouvernements et a donner le choix aux
individus qui souhaitent exercer leur droit 4 la vie privée.
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Chapter 1

Introduction

Civilization is the progress toward a society of
privacy.

Ayn Rand

1.1 Motivation

Speaking and listening are the most convenient, non-tactile and expressive forms of human communica-
tion. During oral conversations, we transmit not only the linguistic content, but also paralinguistic and
extra-linguistic cues such as our emotional state, age, gender, personality, health state, etc. to our inter-
locutors [288]. Hence the rich nature of verbal dialog makes it a natural choice as the interface between
humans and machines. For over two centuries, researchers have been intrigued by the process of speech
generation by humans and machines [140]. The earliest known attempt of producing human-like sounds
from a mechanical model was made in the later part of the 18th century by the Russian scientist Christian
Kratzenstein [161] and soon after by an Austrian inventor named Wolfgang von Kempelen [310] who is
famous for his “speaking machine”.

Fast forward to the 1980s, Artificial Neural Networks were successfully introduced to recognize a few
words in a speech signal [181]. The field of speech processing has come a long way since then as four decades
later and with several groundbreaking advances, Deep Neural Networks (DNN5s) have become the state-
of-the-art [103, 109] for large vocabulary continuous speech recognition and several associated tasks, such
as text-to-speech, speaker recognition, etc. These gigantic networks with several millions of parameters
have surpassed human level performance in speech recognition [9], but there are new and extraordinary
challenges with the emergence of speech interfaces in the marketplace.

Several smart digital assistants are available in the market today which are powered by the decades of
advances in speech recognition and conversational models. The goal of their manufacturers is to make
conversations between humans and digital assistants as seamless as possible.! They are designed to handle
a wide range of commands and questions in a jestful manner, and are usually provided with a name and
gender so that users can personify them. Such realizations can build trust between the digital assistant and
the human, which helps to enhance the engagement [185]. Users can now control their home appliances,
play music, request a joke, shop online and of course send messages among several other functions using
the digital assistant. The users of digital assistants are growing at the rate of about 35% per year. Till early

1https ://developer.amazon.com/alexaprize/about
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2019, Amazon had already sold 100 million devices worldwide [29] with Alexa?, a cloud-based voice-enabled
virtual assistant, and the projected market of digital assistant by the end of 2021 is expected to reach 843
million users worldwide, which amounts to a revenue of $15.8 billion [237].

Unfortunately, the most determining factor in the success of the advanced statistical models running
the digital assistant ecosystem is the enormous size of their training data sets [127], closely followed by the
availability of high computing infrastructure such as Graphical Processing Units (GPUs) [117]. With the
availability of pervasive Internet and smart devices, large quantities of speech data is being collected by
digital assistant manufacturers like Google, Amazon, Apple and Microsoft. This data is stored at centrally
located servers and, depending on the needs, it can be made available to developers, annotators and managers.
Among the consumers who own a digital assistant, 65% claim that they do not know everything the device
can do [232] and, among those who do not own a digital assistant, only 16% cite privacy reasons not to
purchase one. This lack of awareness further opens the doors to a massive privacy breach.

Privacy is considered as a fundamental human right in many regions of the world [19]. Itis intimately
linked with human dignity and freedom of thought and expression. The Indian Constitution lists the “right
to privacy” under Article 21 which deals with protection of life and personal liberty [38]. Yet there is no
universally accepted definition of privacy [186] which makes it hard to enforce it as a legally protected right.
The extent of technological intrusion into people’s lives as described previously poses a severe threat to
individual privacy but there is little consensus between technological and legal communities to legislate
strong laws for data protection. In 1890 Warren and Brandeis [317] defined privacy for the first time as the
“general right of the individual to be let alone”. Since then the European Union and several countries such as
the United States of America and Canada [174] have included some privacy articles in their constitution.

In 2016, the European Union passed the General Data Protection Regulation (GDPR) [77] setting
a historical precedent for data privacy law worldwide. The GDPR is listed under the EU Charter of
Fundamental Rights which stipulates that European citizens have right to protection of their personal
data.® The law clearly holds companies accountable for users’ data, users have complete control over the
usage and distribution of their data and can request deletion at any time they want. Moreover, the law is
applicable over the data of citizens of all the member states even if it was processed overseas. The violators
are heavily fined [13] if found guilty, causing companies to block users from Europe [159] to avoid non-
compliance issues. Although Section 2 of the GDPR mentions guidelines to ensure the “security of personal
data” through pseudonymisation and encryption, there is a clear lack of understanding with respect to the
capture, storage and processing of speech data. Recently, Nautsch et al. [213] launched a collaborative effort
to harmonise the terminology between speech researchers and legal experts so that the sensitive attributes in
speech signals could be clearly understood by the legislators.

Recently the French Data Protection Authority (CNIL) published a white paper [46] to explore legal,
technical and ethical issues associated with voice assistants. The paper briefly mentions the work done during
this thesis as the potential solution to some of the technical issues. At the time of writing this thesis, the
European Data Protection Board (EDPB) also released guidelines [78] on virtual voice assistants for different
stakeholders involved in their production and use. Although the guidelines focus on the legal bases which
empower digital assistant users to request data erasure and voice sanitisation techniques to remove situational
information and background noise, they are not very encouraging of voice anonymization methods due
to several open challenges that impede the evolution of the technology. Nevertheless, the guidelines were
open for public consultation calling for further technological as well as legal development in this direction
to explore exact grounds for processing speech data and clear jurisdiction upon violation.

2https://developer.amazon.com/enfUS/alexa
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Speech is a biometric characteristic of human beings [137], which can produce distinguishing and
repeatable biometric features. According to Article 4(14) of the GDPR, voice data is inherently biometric
personal data which relates to physical, physiological or behavioural characteristics of a natural person.
Voiceprints [240], which are used to identify speakers, are also deployed in payment services [23] for
authenticating transactions. The wealth of personal information present in speech signals and the availability
of efficient techniques to identify that information pose a severe privacy risk for the users of speech interfaces.
In particular, recent advances in voice cloning [307, 184, 215] and synthesis [282, 246] techniques that
leverage “found speech” call for efficient speaker anonymization schemes.

Several open challenges pertaining to the privacy of speech data arise due to the emergence of large-
scale data collection by voice-enabled apps and SPA devices. Privacy breaches by corporates like Samsung4,
Apple>® and Google” have made headlines in the newspapers. The concern for malicious usage of such
sensitive data has widely alarmed individual citizens, researchers and the legal commmunity. Recently,
governments have also shown political will to support the efforts towards effective formulation of laws to
achieve voice data protection by design and by default, along with the supporting technological advances
that can secure the rights and interests of common citizens. With the above mentioned motivation, this
thesis is a timely effort to propose speaker anonymization methods which aim to remove speaker identity
from speech signals while keeping other linguistic attributes and speech quality intact. For widespread
adoption of this technology, it is also important that the transformed speech remains usable for downstream
tasks such as training an automatic speech recognition (ASR) model.

1.2 Scope and objectives

Although there have been a few efforts to protect speech signals against external attacks, the topic of privacy-
preserving speech processing itself has attracted quite limited interest so far. The methods proposed in the
last decade can be broadly classified into four categories: deletion, encryption, distributed learning and
anonymization. Deletion refers to the blurring or obfuscation of sensitive segments of speech [45, 99] while
retaining the acoustic scene, but has limited scope in terms of diverse speech applications. Encryption based
methods [341, 31] aim to secure the transmission channel and perform operations in the encrypted domain,
but incur a high computational cost and may require special hardware. Distributed learning methods such as
federated learning [173] are machine learning techniques where training is performed by averaging gradients
coming from several distributed nodes, thereby ensuring decentralization of training data to avoid central
ownership of massive datasets, but may not protect the privacy of the speaker due to information leaking
through gradients [94]. Finally, anonymization refers to the task of suppressing personally identifiable
attributes of speech signal, leaving all other attributes intact. This thesis is a consolidated effort to propose
effective methods and rigorous evaluation schemes for speaker anonymization. Hence we briefly review
deletion, encryption and distributed learning based approaches here to present our arguments against using
these approaches, thereby clearly defining the exact scope of our methods.

The earliest attempt at processing speech data in a private and secure manner mostly assumed a client-
server model for speech applications, where the two parties communicate through mutually understood
encrypted speech tokens and the transmission channel is secured by cryptographic methods, such as secure
multiparty computation [266], secure two-party computation [22], hash functions and homomorphic
encryption to represent and process speech [222], as well as nearest neighbour audio query search [239] or

4https://www.bbc.com/news/technology—31296188
SNews article by The Guardian
*News article by The Bloomberg
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phonetic search [96] in the encrypted domain. Recently, with the introduction of cryptographic methods like
homomorphic encryption and Paillier cryptosystem in neural networks [218, 227, 52], sensitive attributes
in speech such as emotions have been identified in a secure manner [60]. Finally, Intel’s® Software Guard
Extensions (SGX) [48] provides a trusted execution environment in private regions of memory, called
enclaves, for carrying out sensitive operations. VoiceGuard [31] presents a proof of concept by executing a
speech recognition engine within the SGX enclave.

Although cryptographic methods have advanced manyfold, their strength is hinged upon the future
breakability of the underlying encryption algorithm and the hardware resilience to adversaries. They require
additional computational overhead and special hardware for successful implementation. Similar methods
that protect privacy by reducing the speech signal to hash tokens destroy the paralinguistic and extra-linguistic
characterstics of the signal, thereby losing all the utility for downstream tasks. Recent advances in federated
learning [177] with the goal of decentralized ownership of user’s data have enabled researchers to apply it to
speech processing applications such as keyword spotting [173] and emotion recognition [165]. Although
federated learning claims to protect users’ privacy by not requiring them to share their data, it is not resistant
to membership inference attacks [211]. Moreover, it has been shown that it is possible to reconstruct user’s
data given the knowledge of the received gradients [94].

This quick review of speech related privacy-preserving methods reveals that deletion, encryption or
distributed learning based methods do not address the primary concern of this thesis, that is, to obtain an
anonymous yet useful representation of speech with strong privacy guarantees. These methods do not focus
specifically on the biometric speaker information present in the signal, instead they securely obfuscate the
whole speech signal or devise a trusted data sharing mechanism. Hence, these methods do not align with our
objectives, which are as follows: to recognise specific biometric identifiers present in the speech signal which
makes it linkable to the speaker, to learn a global transform which could remove these identifiers effectively
from the signal without affecting the linguistic content, and to evaluate the effectiveness of identity removal
through strong attack measures and formal protection guarantees. Certainly, there have been earlier attempts
to study speech transformation methods that claim to have removed speaker’s identity up to a certain extent
with varying loss of utility. We present an in-depth review of the research material on such anonymization
techniques that closely align with our objectives in Sections 2.3 and 2.4.

In essence, we try to answer the following central question in this thesis:

While maintaining the usefulness of the signal, how to effectively remove the biometric identity
of the speaker from any speech utterance?

With the above stated central goal as the “holy grail” of privacy protection in speech, we reiterate that
usability as well as privacy are the most important objectives of speaker anonymization. Here usefulness is a
broad term that encompasses the ability to train models for downstream tasks such as ASR, human-level
intelligibility for listening and transcription as well as the presence of the inherent varibilities of the natural
speech signal. The intent to preserve these qualities of the speech signal while carrying out the process of
anonymization emerges from the perspective of the potential users of this transformed speech data. Without
the usability of the transformed speech corpus, the widespread adoption of speaker anonymization as the first
step before speech data collection by digital assistant manufacturers and other service providers will not be
possible. The hesitation to adopt anonymization techniques would directly lead to the non-compliance with
the recent guidelines [78] put forth by the EDPB which cites the GDPR [77] and the e-Privacy Directive [76]
to achieve privacy by design and by default while implementing and introducing virtual voice assistants in
the market.

8https ://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
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We focus our efforts towards the development of speech transformation or representation learning based
techniques to produce anonymous speech representations. This development aligns with our objective
of identifying speaker-related information in the speech signal and leads us to explore different represen-
tations either in a client-server setting or independently of a fixed speech processing architecture, such as
anonymous waveforms. We impose the constraint of being global over these tranformations so that speaker
information is identified and removed across gender, accents, domains or recording conditions. We evaluate
the privacy/utility trade-oft of these representations in strong attack conditions, and prove their consistency
through formal protection guarantees.

The combined goal of preserving usability along with privacy requires us to answer several fundamental
questions. What constitutes the speaker’s identity in a speech signal? How to identify and remove it
without affecting the usefulness? To what extent does it make the speech signal linkable to the speaker? Can
we disentangle speaker information from other attributes in the signal such as emotional states & traits,
communicative acts, syntactic content, intonation, etc.? How to confirm the removal of identity among
other attributes with high confidence?

Studies on speaker identification research have attributed speaker-related information to the human
speech production mechanism [34]. Most of the speaker-related factors arise due to the physiology and
shape of the vocal tract. Although the mechanism is well studied by linguists and the speech processing
community, it is hard to formulate a global rule-based approach which modifies the speaker information
alone and does not affect other attributes. In this thesis we explore machine learning based approaches
which enable us to identify and remove speaker-dependent features in the speech signal either in the spectral
domain or in learned features such as neural network representations.

Succinctly, the successful implementation of our central goal will translate not only into increased
personal data protection but also increased trust by citizens and service providers. It will enable them
to satisfy the requirements set by the law and eventually build society’s trust in future private-by-design
voice-based applications.

1.3 Summary of contributions

Our main focus is to obtain an anonymous speech representation which conceals the speaker’s identity while
retaining the linguistic content such that it can be used for further processing such as linguistic analysis,
decoding the content (i.e. ASR) or training an ASR model. This representation of a speech utterance
must be unlinkable to the person who spoke it, hence preventing an adversary to perform membership or
linkage attacks. Clearly, there are many stakeholders in the process of anonymization, therefore we start by
defining our attack model to concretize the goal of the anonymization process and demarcate the roles of
the associated stakeholders in Chapter 3. We introduce the three actors affected by anonymization, namely:
the speaker, the user and the attacker connected by an encompassing threat model focused on the speech
data publication. In this chapter, we formally define the privacy and utility metrics that we use throughout
the thesis and some preliminary experiments with a diverse set of voice transformation algorithms. We also
compare three privacy metrics and investigate their usage based on the capacity to express vulnerabilities in
anonymization. We shift the paradigm of speaker anonymization evaluation methods by formulating the
premise of attacker’s knowledge and gradually increase this knowledge to establish the idea of continuity
trom Ignorant to Informed attackers. All the subsequent representations are subjected to the rigorous
evaluation regime proposed in this chapter and their performance is reported as per the established metrics.

We briefly consider a different threat model than the one mentioned in the previous paragraph. Unlike
the previous model, it focuses on the privacy concerns surrounding the users of digital assistants. While
recent studies have identified security vulnerabilities in these devices [171, 42], such studies tend to ignore
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more important privacy risks that can have long-term impact. For instance, if the signal is intercepted by
a malicious entity, a re-identitifcation attack can be launched against the user, potentially compromising
the person’s identity [241], intention [102, 115, 18, 275], gender [336, 160], emotional state [74, 306, 162],
pathological condition [61, 302, 254], personality [252, 253] and cultural [255, 309] attributes to a great
extent using state-of-the-art speech technologies. These algorithms require just a few tens of hours of
training data to achieve reasonable accuracy, which is easier than ever to collect via digital assistants. The
dissemination of voice signals in large data centers thereby poses severe privacy threats to the users in the
long run. Hence, in Chapter 4 we propose a solution to prevent user’s biometric identity information from
leaving the digital assistants, thereby abating the growing privacy threats.

We present our experiments with adversarial learning to remove speaker information from the intermedi-
ate representation of the ASR network. Following the lead of previous approaches, we assume a client-server
model, where private information is removed from the signal at the client side and the output is sent to
server for decoding the text. We consider an end-to-end ASR model for this approach and the intermediate
encoder representation is anonymized using speaker-adversarial learning. We evaluate the anonymous repre-
sentations generated by this approach using an Informed attacker i.e. an attacker who possesses auxiliary
knowledge about the anonymization mechanism. Such an attacker could easily diminish the strength of a
weak anonymization process by learning the vulnerable discriminative patterns exhibited by the speakers
after anonymization. The trend observed in the representations obtained after adversarial learning was
that the anonymity does not genralize to unseen speakers. Moreover, this representation is tied to a fixed
client-server architecture which restricts its usability to ASR by a fixed decoder server.

Given the rigid shortcomings of the client-server model and the intent to generalize the usability of
anonymized representation to any arbitrary downstream task, we explore voice conversion techniques whose
output is a speech waveform, i.c., an intelligible speech signal. Therefore, we again consider the threat
model related to speech data publishing introduced in Chapter 3. More specifically, we experiment with
x-vector based speaker anonymization where the speaker’s identity is assumed to be perfectly disentangled
from other factors of variation, such as the linguistic content and intonation, and concentrated only in the
x-vector component. We extend the original idea and propose a baseline for the first VoicePrivacy challenge
with flexible design choices to select the target identity for the source speaker. This approach is explained
in Chapter 5. We conduct exptensive experiments with this approach and establish the superior privacy
protection and utility achieved by it against Semi-Informed attackers, even in the worst-case scenario and in
presence of thousands of speakers.

We also briefly analyse the usability of the anonymized speech data in Chapter 5. We first study the
impact of re-training ASR models with anonymized data to ascertain whether they can perform similar
to the baseline model when decoding the original speech samples. There was a clear gap between their
performance due to lack of model generalization which is shown to be significantly reduced by augmenting
the anonymized corpus with a small amount of original speech. The experiments exhibit that state-of-the-art
acoustic models can be trained for ASR without requiring large scale un-anonymized (original) data. Such
investigation repudiates the claim that original (untransformed) data is needed for training ASR systems.

Further experiments with the x-vector based anonymization framework reveal that the assumption of
perfect disentanglement does not hold true, and in practice it is far from being perfect. The linguistic features
and the prosodic pattern indeed retain some residual speaker information which makes the synthesized
speech linkable to the original speaker even after anonymizaton. Moving forward, we drop the assumption
of perfect disentanglement in x-vector based anonymization and undertake the task to measure the residual
speaker information that might be present in the features extracted to represent the linguistic content and
the prosodic pattern. We represent the linguistic content of an utterance using the bottelneck features
(intermediate layers) extracted from the ASR network that can efficiently decode the textual content present
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in the utterance. We assume that such bottleneck features capture the relevant phonetic information in the
signal. The prosodic pattern is represented by the pitch (or fundamental frequency) contour which also
demarcates the voiced-unvoiced regions of speech. We add Laplace noise to these features to make them

differentially private and show that the anonymization can be improved by further removal of biometric
identity from all the features. This approach is investigated in Chapter 6, where we first directly measure
the individual contribution of pitch and bottleneck features towards speaker’s identity and then exhibit
superior privacy protection by formal noise addition.

To summarize, the contributions of this thesis are the following:

1.

1.4

We define the attack model associated with privacy threats to speech interfaces. The three actors (the
speaker, the user and the attacker) who are concerned with the anonymization task are mentioned and
the anonymization techniques are evaluated from each of their perspective. These roles are analogous
to real-world entities and the assumption of the knowledge they possess substantiates their capacity
during the evaluation of anonymization schemes. Under the purview of this attack model, we propose
a new regime of evaluation for speaker anonymization methods using the idea of /nformed attacker.
The attacker may possess auxiliary knowledge of the anonymization algorithm based on which he/she
can design effective linkage functions to discover the true identity of the speaker. We establish the
feasibility of such attacks by simulating several attackers with varying degree of knowledge about the
anonymization scheme and show that previous studies have used an inferior model to evaluate their
algorithms, namely the Ignorant attacker.

We conduct a comprehensive study of design choices for x-vector based speaker anonymization to
select the target pseudo-speaker from an external pool of identities. This technique was also proposed
as a strong baseline for the first VoicePrivacy challenge. We perform a complete analysis of the
privacy/utility trade-off of each design choice in different attack scenarios as well as measure the
sustainability of the best combination against re-identification when the attacker possesses the data
of thousands of speakers.

We investigate the residual speaker-related information in the pitch contour and the bottleneck (BN)
features and show that it can be removed through transformations or differentially-private noise
addition. We also investigate the effect of pitch conversion on privacy and utility of the anonymized
speech. We also propose an adversarial learning based transformation for BN features. Additionally,
we put forth new neural network architectures for adding differentially-private noise to pitch as well
as BN features and measure its impact of the privacy/utility trade-oft.

We study the claim that the anonymized speech corpus is usable and propose techniques to train a vi-
able ASR model which performs equally well for original and anonymized evaluation sets. Concretely,
we explore a data augmentation based method to minimize the use of original data and generalize the
performance of ASR models using mostly the anonymized speech corpus.
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1.5 Thesis structure

This thesis lies at the crossroads of speech processing, privacy and machine learning. In Chapter 2, we
review the fundamentals and principles of these domains which are relevant for our work. First, we give a
brief account of speech signal processing and artificial neural networks, then we describe the established tools
of speech processing, such as speech recognition, speech synthesis and speaker identification. We recapitulate
some key technologies that we employ while proposing our solutions, such as adversarial learning, speech
transformation and voice conversion (VC). We review the existing methods of speaker anonymization which
are close predecessors of our techniques. Thereafter, we formally define the anonymization task for which
we propose the potential solutions.

In Chapter 3, we define the attack model and the actors involved in the process of anonymization. We
firmly establish the concept of attacker’s knowledge through preliminary experiments with voice conversion
based techniques against /nformed attackers. We present an in-depth comparative analysis of the metrics
that are used for privacy evaluation.

Chapter 4 describes our effort to learn an anonymous representation of speech using adversarial
learning which can processed locally and then transmitted to a server for decoding. We evaluate the privacy
protection achieved by this representation using closet-set speaker identification as well as open-set speaker
verification against an Informed attacker. Chapter 5 introduces the VoicePrivacy initiative and the x-vector
based speaker anonymization framework. We explore several design choices associated with it to choose a
robust target pseudo-speaker x-vector. We conduct an extensive evaluation of the representations obtained
using this technique in strong attack scenarios as well as against re-identification attacks in the presence of
thousands of speakers. In this chapter, we briefly analyse the usability of the anonymized speech for training
a state-of-the-art ASR system via data augmentation.

We further propose to measure and remove the residual speaker-related information in the inputs of
the x-vector based speaker anonymization, i.c., the BN features and the pitch contour. These analyses are
mentioned in Chapter 6. We add differentially-private noise in these features and measure the privacy/utility
trade-off.

Finally, we summarize our contributions and reflect some of our perspectives towards the future direc-
tions opened up by the research done in the course of this thesis. Chapter 7 concludes the thesis with these
reflections.






Chapter 2

Background and Related Work

If T have seen further it is by standing on the
shoulders of Giants.

Lsaac Newton

There is abundant research material present in each of the domains relevant for this thesis. It uses previous
knowledge from speech processing, privacy, and machine learning, and their associated sub-domains. In this
chapter, we present selected background details of the sub-domains which are relevant to the techniques
and terminology proposed in this thesis, and use the existing literature to elucidate the full picture of the
problem statement and how the proposed solutions are perceived by the speech and privacy communities.
We start by giving a brief account of the key historical advancements and current perspectives in speech
processing and digital assistant technology that led to the crisis of privacy. We then describe the principles
and tools of speech processing that will help the reader understand the basic terminology we use in the
course of this thesis. Next, we present a brief review of the relevant literature which describes the previously
proposed machine learning-based anonymization methods that are closely related to our work. Thereafter
we formally define the task of privacy-preserving speech processing as presented in previous studies and how
it was traditionally evaluated in terms of privacy and utility. Finally, we give a detailed explanation of the
core techniques used in our proposed solutions, such as adversarial learning, voice transformation, and voice
conversion.

2.1 A brief historical overview of speech processing and privacy

Speech processing came a long way since 1881 when the earliest device for recording speech was invented by
Alexander Graham Bell. It used a rotating cylinder coated with wax over which up-and-down grooves could
be cut by a stylus responding to the acoustic pressure generated by the sound wave. One can only imagine
the tremendous challenges posed by this device to record, process, and store speech signals. Thankfully
it has been replaced by microphones which capture the acoustic pressure from sound waves and record it
as a relative change in voltage. There are several such historical advancements in speech technology that
facilitated convenient and large-scale speech processing, eventually leading to the current privacy crisis.
Particularly, Homer Dudley’s work [66] inspired several generations of researchers to focus on making
speech the mainstream medium for human-computer interaction, which propelled the large-scale storage of
speech data and overall, the domain of speech signal processing forward.
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Recall the “speaking machine” invented by von Kempelen introduced in Section 1.1 which could produce
a few human-like sounds. In the mid-1800s, Sir Charles Wheatstone improved upon its design [321] using
adjustable and configurable leather resonators capable of producing many more speech-like sounds. This
model was adopted by Homer Dudley to design an electrical speech synthesizer [64] for Bell Labs. The
synthesizer could be operated as a piano with hand controls to switch between voiced and unvoiced sounds,
keys to control the characteristics of the signal and a foot pedal to control the pitch. It was called the
VODER (Voice Operation Demonstrator) and was first demonstrated at the New York World’s Fair in
1939. This event attracted the focus of researchers worldwide leading to several speech interest groups in
the community. Dudley also pioneered the field of speech coding [270] which aims to represent speech
signals for efficient storage and transmission by exploiting their inherent redundancies. He provided the
analysis-synthesis [65, 67] method for speech coding.

The initial usage of speech technology was predominantly envisioned in a controlled setting, such as
offices and research labs, where storage is limited, and through experience and training the people being
recorded gradually became cautious to not divulge private information in the collected data. The recent
advances that have led speech interfaces to enter our homes at the consumer level are quite new, and the
privacy-related implications of this technology are still being explored. As of today, speech interfaces are
present in personal mobile phones as well as digital assistants which have a widespread consumer base.
Exposing an unaware user to such advanced technology will open the doors for potential adversaries to
exploit the sensitive attributes present in the speech signal.

Several researchers have studied the security and privacy vulnerabilities of digital assistants [72, 166, 84],
and their third-party applications [172]. The two most concerning privacy issues are the “always listening”
feature and the cloud storage of the audio queries. The device remains in the inert state of buffering and
re-recording until the wake word is spotted [135], it then records the audio and sends it to a cloud-based
service for ASR and natural language understanding (NLU). All the audio files are usually stored in the
user’s account and can be accessed by logging into the account. This data may contain sensitive details about
the user’s life, such as bank details. A compromised account can lead to a user’s private speech data being
leaked to the public. Due to the rich nature of speech signal as we described earlier, not only the linguistic
content but many other attributes of the speaker may become known to a malicious entity.

Extensive surveys of digital assistant users have been conducted to understand their mental models,
beliefs, attitudes, and concerns towards their devices. Some studies [1, 166] show that users have an incorrect
understanding of the working of digital assistants and the third-party services with which their sensitive data
is shared. They are also unaware of the existing privacy controls in the digital assistant architecture. Malkin
et al. [191] show that half of the users are not aware of the permanent retention policy of audio queries in
the user’s account. Users are not aware of existing privacy features and they express the need for automatic
deletion of their recordings. Huang et al. [128] studied users’ behaviour and privacy concerns when a digital
assistant is shared among several housemates. Bispham et al. [27] present a taxonomy of attacks on speech
interfaces which motivates future research on voice privacy to focus on exact vulnerabilities present in such
devices. These surveys make some recommendations to users and manufacturers such as turning off the
microphone when not in use, updating the firmware with the latest release, strict data deletion policies, and
screening of sensitive content.

The above studies are indicative of the fact that users of speech interfaces are gradually becoming more
aware of the underlying mechanisms and more concerned about their privacy being leaked through the
interface. In this thesis, we aim to propose speaker anonymization techniques that will protect users’ identity
at the source, without requiring them to put in significant effort. These techniques can be built in directly
into the device firmware by the manufacturers.
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2.2 Principles and tools of speech processing

Now let us introduce some basic principles and tools of speech processing behind the proposed methods. We
start with the basics of speech as a signal, and how it is processed to extract relevant features with physiological
and phonetic considerations. We give a brief account of artificial neural networks due to their pervasive use
as statistical models in speech processing tasks. Then, we describe the technology behind the three most
popular speech applications that enable the design and evaluation of our proposed methods: automatic
speech recognition, speech synthesis, and automatic speaker recognition.

2.2.1 Fundamentals of speech processing

In this section, we briefly discuss the mechanism of human speech production followed by its representation
and processing as a discrete-time signal.

Vocal tract.  The physiological apparatus that generates speech is called the vocal tract [112], which starts
at the lungs and ends at the lips and the nostrils. The larynx (also called the voice box) separates the vocal
tract into two anatomical regions: the lower part is called the sublaryngeal region and the upper part is called
the supralaryngeal region. The sublaryngeal region of the vocal tract is composed of the diaphragm, the
lungs, and the trachea (also called the windpipe). The air flows outward from the lungs and encounters a pair
of flap-like structures in the larynx, called the vocal folds. When the vocal folds are held at an intermediate
tension so that they are not too close or too far apart, the movement of the air induces ripples along their
length. This causes them to vibrate, and the result is vozcing. Voicing is the cause of periodic segments
in the speech signal which are called vozced regions. On the contrary, when the vocal folds are held at
sufficient distance from each other so that air flows freely through them, they do not vibrate, which results
in voicelessness. This can be observed in the speech signal as aperiodic segments which look like random
noise and are known as #nvoiced regions.

The supralaryngeal region, which is composed of the oral cavity and the nasal cavity, plays a major
role in determining the exact nature and quality of the sounds that are produced. The different parts of
the supralaryngeal region that contribute towards the articulation of different vowels and consonants are
referred to as articulators. The major articulators in the oral cavity are the lips, the teeth, the tongue, the
alveolar ridge, the hard palate, and the velum. Among these, the tongue and the lower lip are the active
articulators, whereas the others are passive and immobile. The complex interaction between active and
passive articulators to completely stop the airflow, constrict it through a narrow channel, or allow it to pass
through without restriction gives us the vast variety of speech sounds found in all of the world’s languages.

Phonemes. The vocal tract is a continuous system capable of producing infinitely many sounds. These
sounds are called phones. The exact physical mechanism of producing phones by the vocal tract, their
transmission in acoustic space, and their auditory perception by the human ear are studied under the branch
of linguistics called phonetics [112], which is independent of language. A given language can have only a small,
finite number of sound units that can be used to compose words in that language and have some grammatical
significance. These sounds must be perceivably distinct from each other for effortless communication and are
called phonemes. The organization of phonemes, their combinations to produce words, and their semantic
role in language are studied under the branch of linguistics called phonology [35]. Phonology categorizes
the continuous signal produced by the vocal tract into discrete phoneme classes based on their acoustic,
articulatory, and perceptual characteristics. Most languages feature two broad classes of phonemes, namely
vowels, that are voiced sounds produced with no obstruction by the articulators, and consonants, that are
produced by obstructing the airflow passing through the vocal tract. Although every language has a different
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set of phonemes, the International Phonetic Alphabet (IPA) [267] describes the universal set of phonemes
based on their articulatory characteristics.

Vowels are described based on the position of the tongue and the roundedness of the lips. The tongue is
a highly active articulator and is subdivided into the front, central and back parts which can move somewhat
independently of each other. It can also be placed at different heights to control the width of the constriction
in the vocal tract. For example, /i/ as in “feed” is made by placing the front part of the tongue close to the
hard palate, hence it is categorized as a close front vowel without rounding, while /o/ as in “foe” is made
by raising the back of the tongue up to a certain height and rounding the lips, hence it is a close-mid back
vowel with rounding. Consonants are categorized based on the presence or absence of voicing, the place
of articulation that indicates the place of constriction in the vocal tract, and the manner of articulation
which is the method of air release. For instance, /p/ as in “pan”, is a voiceless consonant made by completely
blocking the airflow using the lips, hence it is categorized as a voiceless bilabial plosive, whereas /z/ as in
“200”, is a voiced consonant produced by making a narrow constriction by placing the tip of the tongue close
to the alveolar ridge, therefore it is a voiced alveolar fricative.

Such categorization of phonemes also helps us understand the linguistic behaviour of speakers when a
sound is missing in their language [155, 163]. Generally, the non-native speakers retain voicing and manner,
but replace the place of articulation, for example, the sound of consonant /3/ as in the English word “the”
is a voiced dental fricative that is not available in the French language, hence most native French speakers
replace it with /z/ which is a voiced alveolar fricative [156]. Similarly, some dialects of Hindi do not have
the phoneme /[/ as in “sheep” which is a voiceless postalveolar fricative, hence they replace it with /s/ asin
“sun” that is a voiceless alveolar fricative.

Speech in the time domain. Sound is a pressure wave traveling through the air as the medium of prop-
agation. It can be recorded by measuring the variation in pressure at a single point in space over time. As
mentioned before, a microphone is used to record the acoustic wave which measures the relative change in
pressure as the electrical signal that is proportional to the pressure variation. Figure 2.1(a) shows the output
of the microphone (for the word “privacy”), also called a waveform or a time-domain signal, pronounced
by a male or a female speaker. The duration of both waveforms is shorter than one second. To represent
a speech signal digitally, we must select the it depth which is the finite precision needed to encode the
amplitude values, and the sampling rate (denoted as F) which defines how many times per second the
actual waveform is sampled to obtain discrete values of the amplitude. The duration, the bit depth, and
the sampling rate decide the memory requirement to store the audio file. The audio file can be stored in a
lossless uncompressed format (e.g., “.wav”) or a lossy compressed format where the file size is reduced while
maintaining good audibility (e.g., “.mp3”).

A discrete-time speech signal can be represented as s and s[n] denotes a single sample of instantaneous
amplitude value, wheren = 0, ..., Ng — 1. As described further, the speech signal is generally analyzed to
determine its frequency components in a short duration.

Short-term analysis. A spoken sentence is also called an uzterance which is a sequence of phonemes
(note the phoneme annotations in Figure 2.1(a)). Depending on the recording conditions, whether the
speaker is reading a given text or engaged in a spontaneous conversation, the utterance may or may not be
grammatically correct. In any given utterance, except for global utterance-level information such as duration
or speaker-related characteristics, other properties of a speech signal, like amplitude, voicing, etc. vary over
time. We also know that different sounds are produced by different configurations of the articulators, so
the system producing the signal itself is changing over time. Hence, in order to process the speech signal,
it is divided into uniform regions called #7me frames that are individually analyzed. The speech signal s is
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(a) Time-domain signal and phoneme segments
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Fig. 2.1 Waveform, magnitude spectrogram, MFCC and pitch contour for the word “privacy”, pronounced
by a male (left) and a female speaker (right).

divided into 7" frames (subsequences of s) each of length L samples with an overlap of L/2 samples, thereby
obtaining [Sp, . .., §7—1], where foreach ¢ € [0, ..., T — 1]

L-1

L
Sp = s{t-2+l} : (2.1)
=0

The time frames 5} are multiplied with a short window W, of the same length as the time frame, i.c., L.
The value of L is typically 25 to 30 ms. It is assumed that the system (vocal tract shape) remains stationary
over the duration of the window, so that the signal’s spectral properties are constant in this region. The
window function [219] is not rectangular but tapering at the beginning and end, such as the Hamming
window:

U[l] = 0.54 — 0.46 cos <ZZ> , (2.2)
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to avoid introducing artifacts in the original signal. Due to the tapering window, we might lose some infor-
mation present in the signal during analysis, hence a small overlap (L/2) is introduced between consecutive
frames. The analysis of the speech signal after splitting it into a sequence of overlapping frames is called
short-term analysis.

Speech in the frequency domain. By analysis, it is implied that we want to determine the frequency
content of a particular frame of the speech signal. This can be done by faithfully reconstructing the signal
as the weighted sum of simple sine waves called the basis functions. The basis functions are orthogonal to
each other, i.e., no energy at the frequency of one sine wave is present in another. This property helps to get
a unique solution for the coefficients of the weighted sum. Each basis function with unit amplitude and
only a single fixed frequency is correlated with the signal to determine the exact magnitude of this frequency
present in the signal. The frequency of the basis functions ranges from the lowest value, where a single cycle
of the sine wave fits the entire analysis frame, to the highest possible frequency which is half of the sampling
rate, also called the Nyguist frequency (= Fs/2). The process of computing the frequency content of the
original time-domain signal is called the Fourier transform. The discrete Fourier transform of the ¢-th time
frame 5 is computed to extract the Fourier coefficients F; for the k-th frequency component:

L
Flk =S5 9 -e?TH, 0<k<L-1. (2.3)
l

I
—

Il
o

The value of k corresponds to the frequency bin center F'(k) = kF/L in Hz (with zero at the start).
The frequency bin centers are used to arrange the Fourier coefficients as meaningful frequency-domain
representations, like a spectrum, and are also used to derive the features that warp the frequency axis, as
described in Equation (2.5). Since e/“ = cosw + j sinw, F[k] is a complex number for each of the L
frequency bands which encode the signal’s magnitude and phase. This process can be sped up by the fast
Fourier transform (FFT) [217] algorithm when L is a power of 2.

The vector of Fourier coeflicients (F;) of a given frame is called a spectrum which has the size of L x 1.
For analysis purposes, it is common practice to record only the magnitude | F;[k]| of the coefficients and
discard their phase. The resulting vector is called the magnitude spectrum. Stacking the magnitude spectra
of all frames results in a 2D representation of the whole utterance called the magnitude spectrogram (denoted
as | F|) which has the size of L x T'. The dynamic range is generally compressed by expressing the magnitude
on a logarithmic scale called decibels (dB). Figure 2.1(b) depicts the magnitude spectrogram of the given
speech signal.

Features. Frequency-domain representation has proven to be very powerful in order to inspect the prop-
erties of speech sounds. For example, the smooth curve that follows the peaks of the spectrum for any given
analysis frame is called the spectral envelope, and it is governed by the shape of the vocal tract. The dominant
peaks corresponding to the resonant frequencies in the spectral envelope are called formants. Each phoneme
is characterized by specific spectral properties which can be used as a template to recognize it [116]. Using
the spectrum or the spectral envelope directly for speech recognition may however not be optimal due to
the inherent covariance between frequency bands, and the range of magnitude which does not linearly
correspond to loudness.

To alleviate these shortcomings, researchers have proposed several transformations of the spectrum such
that the resulting features correspond to a compressed representation which is motivated by the perceptual
mechanism of the human ear [141]. It is well known that humans can perceive sound within a defined
frequency range of 20 Hz to 20 kHz. The human auditory system is more discriminative between tones at
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lower frequencies and increasingly less discriminative at higher frequencies [179]. The sensitivity to higher
frequencies also reduces as we age. Hence speech signals are generally processed at the sampling rate of 16 kHz
or lower, limiting the information to 8 kHz based on the Nyquist frequency. After the FFT, the magnitude
spectrum | F| is obtained for each frame, which is then warped according to a non-linear perceptual scale
called the Mel scale. The linear frequency F' (in Hz) can be converted to Mel scale using the following
formula:

Mel(F) = 1127 - In(1 + F/700). (2.4)

The Mel scale aims to mimic the sensitivity of the human auditory system by warping the frequency scale
using closely-spaced narrow bandpass filters at lower frequencies, and increasingly wider and sparsely-
spaced filters at higher frequencies.! The Mel scale filters capture the general shape of the spectral envelope
needed for speech recognition and smoothes out the harmonics,” thereby losing the fundamental frequency
information. The warped magnitude spectrum is segmented into frequency bands according to a Mel
filter bank which consists of a fixed number of overlapping triangular filters, typically 40 to 80, defined
by their center frequencies F.(m) on the linear scale. The Mel filter bank is parameterized by the number
of filters Nz, the minimum frequency Fiyin, and the maximum frequency Finax. The center frequencies
of the Mel filters are the integer multiples of the fixed frequency resolution dnfel in the Mel scale which
is computed using Onre] = (Mel(Finax) — Mel(Fin))/(Nas + 1). Hence, the center frequencies are
given by Mel(Fi.(m)) = m - Oyl form = 1, ..., Nps. The center frequencies of the triangular filters are
converted to the linear scale using the inverse mapping: F..(m) = 700 - (eMel(Fe(m)/1127 _ 1) The Mel
filter bank M (m, k) is given by [158]:

0 for F(k) < Fa(m — 1),

F(k)—Fe(m—1)

M(m> k) = F(k)—F.(m+1)

Fe(m)—Fe(m+1)

0

Fe(m)—Fe(m—1)

for Fo(m — 1) < )F(k < F.(m), 25)

for F.(m) < F(k
for F(k) > F.(m +1).

The Mel filter bank M (m, k) is a matrix of size Nps x L which, when multiplied by the power spectrum
(i.e., squared magnitude spectrum), yields a set of coefficients called the Mel-filterbank coefficients. To turther
enhance their usability, a logarithm is applied to compress the dynamic range such that it is more directly
related to the perceptual loudness. The resulting logmel coefhicients are sometimes directly used for speech
recognition [100] and synthesis [143]:

L-1
logmel,(m, k) = In {Z M(m, k) - |.7:t[k]]2} ) (2.6)

k=0

Finally, the discrete cosine transform (DCT) can be applied to these coefficients to approximately de-correlate
them from each other and obtain Mel-frequency cepstral coefficients (MFCCs) as shown in Figure 2.1(c).
MFCCs are widely used in speech applications. Note that logmel or MFCC are real-valued vectors obtained
per frame: they are often concatenated over time to get the whole Mel spectrogram or MFCC sequence for
an utterance.

"The Mel scale is the most popular perceptual scale, but there are other such scales like the Bark scale.
ZA periodic signal with frequency F' is only composed of the frequencies that are integer multiples of F', i.e., F', 2F, 3F etc.
These frequencies are called harmonics.
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Pitch. Animportant property of speech is the presence of pizch in the voiced regions. Strictly speaking,
pitch is the perceptual property that relates to the rising-falling tonal pattern, or the intonation of speech. It
highly correlates with a physical property of the speech signal, called the fundamental frequency (denoted as
p), which is the rate of vibration of the vocal folds. The range of pitch is determined by the physiological
factors of the vocal folds, such as their mass and length, hence it depends on the speaker and is typically
lower for male than female [25]. The pitch sequence governs the intonation of the spoken utterance, and it
significantly contributes towards the message that is being conveyed to the listener; for instance, a rising pitch
at the end of the sentence may convey to the listener that a question is being asked. It is a key component of
prosody (together with stress and rhythm) which determines the utterance expressiveness, and is crucial
for speech synthesis. Prosody is a useful tool of communication in language as it indicates the prominence
of different linguistic units that compose the utterance, and hence contribute towards the naturalness of
speech. It is important to note that pitch is the rate of vibration of the vocal folds hence it is only defined for
voiced phonemes such as /a/, /b/, /z/, etc. It is pointless to compute pitch for silence, noise or unvoiced
regions of an utterance since there is no vibration of the vocal folds, hence by convention the pitch value in
these regions is set to zero.

Pitch can be estimated from the speech signal, without having physical access to the vocal folds, using
pitch estimation algorithms [264]. Pitch estimation is a difficult task due to erroneous observation of
harmonics causing pitch doubling/halving [332]. It is also difficult to estimate the pitch when the quality
of speech is distorted due to noise or channel effects. A fairly robust and widely used algorithm for pitch
tracking is called Yet Another Algorithm for Pitch Tracking (YAAPT) [148]. It is a hybrid pitch tracking
method as it considers both the time and the frequency domain to estimate the value of p. It comprises a
nonlinear preprocessing step on the squared speech signal, followed by p estimation using Spectral Har-
monics Correlation from the spectrogram of the nonlinearly processed signal. A crucial components of
YAAPT is the normalized cross-correlation function (NCCF) which is used to extract prominent peaks
corresponding to p candidates in the time domain. The NCCEF for a given time frame and lag-index ¢ is

defined as [283]:

NCCF,(q 5[5 + q]. (2.7)

The NCCF} is computed for 0 < ¢ < @), where the value of maximum lag () is generally lesser than
the frame length L, and the frame energy is given by £, = Z’HL Q( 5:[1])2. The final pitch contour is
obtained using dynamic programming and a normalized low frequency energy ratio function is applied to
make voiced/unvoiced decision. Figure 2.1(d) shows the estimated pitch for the word “privacy” produced
by a male or a female speaker.

2.2.2 Artificial neural networks

At this point, we digress a little bit to explain the core concepts of artificial neural networks (ANN5) and
deep learning, which form the key components of modern speech processing tasks, as we will see later in this
chapter. ANNSs are inspired by the working and structure of the biological neural network present in the
brain. The idea of ANNSs emerged from the connectionist [93] school of cognitive science which hopes to
simulate human intelligence through a large network of connections between the neurons. Neurons are the
smallest unit in ANNSs and are represented as nodes in this large computational graph. Actions are triggered
when a specific combination of neurons are fired together. ANNs derive their power from the general
framework proposed in the seminal work of parallel and distributed processing [247], which describes
the parallel nature of neural information processing and the distributed nature of neural representation
in ANNS, which are similar to how the brain processes and stores information. Although we are still not



2.2 Principles and tools of speech processing 19

aware of the complete working of the human brain, storage of memories, production of thoughts, etc., we
know that there are special regions for processing different types of sensory inputs, such as the visual and
auditory cortex. Thus, ANNS are typically used to learn specific tasks, such as object detection or phoneme
recognition, which they can accomplish quickly and sometimes more precisely than human beings, rather
than designing a general-purpose intelligent machine, like the brain.
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Fig. 2.2 Perceptron model of a neuron with A = 3.

Structure As mentioned before, a neuron is the fundamental unit of an ANN, sometimes also called
a perceptron model [243]. It is nothing but the weighted sum of its inputs, which is transformed by a
non-linear activation function, denoted by g(.) as shown in Figure 2.2. The activation function decides
whether the neuron fires or not based on the cumulative influence of the input features and the activation
threshold, thereby filtering the information that is passed on to the output. The activation function should
be non-linear so that the neuron can learn the complicated non-linear relationship between the input and the
output. It should also be differentiable so that the gradients of the error can be computed and backpropagated
to optimize the model parameters, 6. The output activation of a perceptron can be simply written as:

A
j=g|wo+ Y wio;
=1

=g(670). (2.8)
Here, we define o = [1, 01, ..., 04] as a single sample (observation) from the data set containing A
features and an additional 1, and the parameters @ = {wg, w1, ..., w4} include one synaptic weight w;

for each feature and a bias wy to ensure that the decision boundary isn’t fixed at the origin. In real-world ap-
plications, we encounter complex multi-class problems such as speaker identification, phoneme recognition,
etc. that require better expressivity and the ability to learn complex non-linear mappings/representations.
Therefore, in practice we use neural networks with a more complicated architecture than a perceptron and
several interconnections that exist between millions of neurons represented by the weights and biases. The
input is propagated forward sequentially through the consecutive layers, where each Jayer contains multiple
neurons. This is referred to as forward propagation, which is used to compute the output of the neural
network.

A fully-connected network involves directed connections from each neuron in the current layer to every
neuron in the subsequent layer as shown in Figure 2.3. It is sometimes also referred to as a multilayer
perceptron. The first layer which receives the features directly is called the 7nput layer, and the last layer is
called the output layer. The remaining layers in between are called bidden layers. The neural network shown

(k)
J
the k-th layer. Although it has been proved that a neural network with a single hidden layer and enough

in Figure 2.3 includes two hidden layers, where h ;" represents the activation value for the j-th neuron in
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Fig. 2.3 Fully-connected feed-forward neural network (multilayer perceptron).

neurons can approximate any computable function [51], it is more costly to add neurons in a single hidden
layer than to add more hidden layers. Moreover, it has been repeatedly shown that the sequential hidden
layers learn representations of data with multiple levels of abstraction [167], which gave rise to the field of

deep learning.

Training Let there be input samples {0;}Y ; in a given data set and the corresponding desired outputs
{yi}ﬁil where 0; € X and y; € V. Then, an ANN, like most machine learning algorithms, can be simply
considered as a non-linear function fy : X' — Y with some set of parameters ¢, which maps an input
sample 0; to an output y;. Although not limited to, among other tasks ANNs are generally used to solve
two types of problems in machine learning: regression and classification. When y; takes continuous values,
such as commodity prices, the size of a tumor, spectral amplitudes, etc., the task is a regression problem. On
the contrary, when ; is a class within a discrete set, such as speaker identities, phonemes, tumor presence or
absence, etc., it is a classification problem.

ANN s learn the mapping from & to ) up to a reasonable bound of accuracy by adjusting their parame-
ters ¢ based on the total amount of error between the ground truth y; and the estimate ;. The function that
measures this error is called by different names: the cosz, the Joss or the objective function, denoted by £(6).
Indeed, the value of 6 determines the current value of £, and the goal of training algorithms is to minimize
the value of £ until convergence. The loss function used for real-world problems is usually a non-convex
function of 6 [343]. If L is differentiable, then we can make a step in the steepest direction by simply finding
the gradient of £ with respect to each element in 6 over the whole data set, subtract the gradient V£ from
corresponding element in ¢ iteratively to nudge it in the direction where £ is smaller. The gradients are
generally scaled by a small value 7, called the learning rate, which decides the step size to avoid missing the
minimum when it is too close. The process of analytically computing the partial derivative of the error with
respect to each parameter, and updating those parameters to minimize the loss function is the workhorse of
machine learning and is referred to as backpropagation using gradient descent [245].

A commonly used loss function is the mean squared error (MSE) which measures the average squared
distance between the desired and the actual output of the neural network:

LN
L=+ > Nl — il (2.9)
=1
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A step in gradient descent to update each parameter 6, is given as follows:

oL

(2.10)

In practice, the huge size of the training data set makes it intractable to compute the gradient over the
whole data set at once as shown in Equation (2.9). Alternatively, one may compute gradients over individual
training examples and update the parameters each time, this is called stochastic gradient descent (SGD). Each
step of SGD can be computed much faster than regular gradient descent, but the variance of updates is
much higher, leading to fluctuations in the loss function. As a trade-oft between the two methods, the
gradients can be computed over disjoint subsets of training data called mzni-batches. Computing the gradient
over a mini-batch is computationally efficient and leads to more stable convergence. This modified version
of the algorithm is called the mini-batch gradient descent, but it is interchangeably referred to as SGD in
the literature so we will call it SGD from here on. When SGD has seen the whole training set, i.e., it has
computed and backpropagated the gradients over all the mini-batches, this is referred to as the completion of
an epoch. For better results, systems are trained for several epochs until the loss does not change significantly
any further.

Activation function There are several choices for the activation function, such as the sigmoid function,
hyperbolic tangent (tanh), rectified linear unit (ReLU), softmax, etc. The sigmoid function was traditionally
used because it squashes inputs to the [0, 1] range, but its derivative is upper bounded by 0.25 which implies
that the magnitude of the gradient values reduces by at least 75% at each layer. This leads to the vanishing
gradient problem [284] in deep networks, which also arises with the tanh activation function. Hence, in
recent years ReLU [334] has become the preferred choice of activation:

g(z) = max(z,0). (2.11)
The derivative of the ReLU function is as follows:

0 forx <O,

g'(z) = { (2.12)

1 forx > 0.

The softmax function is another popular activation function that ensures that the outputs are positive
and that they sum up to 1. Itis commonly used as the activation for the output layer in classification problems.
The outputs can then be interpreted as a probability distribution over the categorical classes.

Relevant deep neural network models  Deep learning has enabled researchers to explore several complex
network architectures which may be suitable for specific tasks. Here we briefly discuss some of the models
that are relevant for processing speech data. As described in Section 2.2.1, speech data is processed by
decomposing an utterance into fixed-length overlapping segments called frames. In applications such as
speech recognition or speaker identification, MFCC or logmel features are computed for each frame, and
the whole sequence is fed as input to a neural network that accounts for the temporal dynamics of speech.

The simplest of all deep neural network (DNN) architectures is the feed-forward network as shown
in Figure 2.3. Simple feed-forward architectures are great function approximators for data that can be
represented by independent factors, such as predicting loan application outcomes using a person’s financial
attributes, but they fail to efficiently capture the local spatial and temporal relationships that exists in image
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and speech data. Hence other architectures, such as convolutional neural networks (CNNs) [168], have
been proposed to model these relationships effectively.

CNNss are a special type of feed-forward network, which is best suited for image data since it is inspired by
the working of the visual cortex. The fundamental neuron in a CNN acts like a kernel having a pre-specified
2D receptive field, that moves over the input image and performs a convolution operation with the area
covered by it. Several kernels in a layer convolve with the same input image to learn different spatial properties
of the image. They are followed by a non-linear activation and a pooling operation to transform the kernel
output into a feature map. At each successive layer, the kernels learn to discriminate between hierarchical
features such as edges, geometrical shapes, objects and eventually lead to a fully-connected layer that predicts
the output classes.

Another feed-forward architecture was proposed to model the temporal dependencies present in speech
data, called the time delay neural network (TDNN) [311]. It can also be seen as a CNN with 1D kernels,
where each layer operates at a different temporal resolution as shown in Figure 2.4. The bottom layers of a
TDNN learn an affine transform for a narrow context window at each time step, and the context becomes
wider in upper layers. Due to shared kernel weights across time steps, TDNNSs are capable of learning
translation invariant feature transforms. It has been observed that TDNNs can be made computationally
efficient by sub-sampling the activations that are passed on to the next layer due to a large overlap between
neighbouring contexts [224]. This process of sampling non-contiguous frames for building the context is
called dilation.

Layer 3
Context: {—3, 42}
With dilation

Layer 2
Context: {—3,+3}
With dilation

______ __s_..__s_.. _>_.. _>_..

2] 43 -t+4 -

Layer 1
Context: [—2, +2]
Without dilation

Fig. 2.4 Time delay neural network architecture with dilation in layers 2 and 3. Dotted lines indicates the
connections and the nodes which are not included in the computation due to dilation applied to the layers.

Factorized TDNN (TDNN-F) models as depicted in Figure 2.5 have been proposed by Povey et al. [229]
to reduce the number of parameters and the computational cost. Each unit of a TDNN hidden layer acts
as a 1D kernel which produces a feature map by processing several time frames together depending on the
temporal resolution of the layer. Let W be the weight matrix between the hidden layer and the feature map,
then TDNN-F factorizes W = P Q into two factors using the singular value decomposition, and imposes a
constraint such that P is semi-orthogonal, i.e., PP" = IorP'P = I The interior dimension between P
and Q is much smaller than the number of units in the hidden layer or the feature map and it is referred to
as the linear bottleneck dimension. It is assumed that even with a reduced number of parameters, no model
strength is lost if one of the factors is constrained to be semi-orthogonal. This contraint is imposed every
four training iterations by updating matrix P such that it is closer to being semi-orthogonal by using the
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TDNN-F layer 1 TDNN-F layer 2
Dropout 3 Dropout 3
Batch normalization 5 Batch normalization
RelLU : RelU
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Fig. 2.5 Factorized TDNN (TDNN-F) architecture showing the linear bottleneck inserted between the
hidden layer and the feature map. Matrices P1 and Py are constrained to be semi-orthogonal and @&
represents the concatenation of the linear bottleneck and the feature map layer linked by the skip connection.

following rule:

1
P«~P-_— (PP —n’I)P. 2.1

Here 1 modifies the constraint such that a scaled version of P is expected, and it is similar to the learning
rate hyperparameter of a neural network because it controls how fast the layer parameters are changing in a
consistent manner. It is claimed that a network composed of TDNN-F layers does not require pretraining,
but the training may be unstable if P is too far from being semi-orthogonal. Hence, it is initialized using
the Glorot mechanism [97] and the learning rate is carefully chosen as ) = /tr(KK ) /tr(K), where
K = PP and tr(-) computes the trace of a matrix. Another feature that helps stabilize the training
of TDNN-F networks is skip connections which append? the linear bottleneck of previous layers to the

feature map of the current layer as shown in Figure 2.5. Such a network is much faster to train using parallel
computing (GPUs) than other neural networks which model temporal dependencies, such as recurrent
neural networks (RNN), due to their feed-forward architecture.

TDNNSs model temporal dependencies by merging contextual information with the input at the current
time step and estimating the output through a feed-forward mechanism. In contrast, RNNs do not follow a
feed-forward mechanism, but incorporate some kind of memory or hidden state of a sequence that remembers
information in previous time steps and is used for subsequent computations. The hidden state for the
current time step is obtained by combining the hidden state in the previous time step and the current
input. The parameters of current and previous hidden states are optimized based on the feedback from the
current output using a modified version of backpropagation, called “backpropagation through time” [320].
One limitation of vanilla RNNs is that they can be very ineflicient at learning relevant information in the
sequence due to gradients vanishing across time, hence several RNN variants have been proposed to retain

3Generally, a skip connection adds the input of the current layer (or a previous layer) to the output of the current layer, but
[229] refers to concatenation as the skip connection.
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the feedback signal, based on long short-term memory (LSTM) [118], bidirectional LSTM [101] (BLSTM) or
gated recurrent unit (GRU) [43] layers. Another limitation is the sequential nature of computation at each
time step which cannot leverage the enormous parallelism offered by advanced computing infrastructure
like GPUs. Due to these limitations, RNN architectures are increasingly being replaced by convolutional or
Transformer [305] based architectures for sequential data like speech and natural language. We will describe
some of these architectures in later sections when we apply them to our applications.

Although applying DNN's to speech data has undeniably benefitted the community by improving the
performance of the systems, it has significantly raised the demand for large-scale data speech collection.
Previous studies have shown that without requiring new data, neural networks can avoid overfitting if the
speech signals in the training set are artificially augmented with reverberation or noise [204, 157]. This way,
the existing data set can be multiplied several folds with diverse settings contributing to the enrichment
and robustness of the model. The experiments performed in this thesis rely on these techniques to achieve
state-of-the-art results.

2.2.3 Automatic speech recognition

Automatic speech recognition (ASR) aims to convert an utterance into its textual content, also called
transcription. The output of ASR is used by natural language understanding systems that take speech as
input, and is widely deployed in commercial applications ranging from cloud servers to mobile devices. We
mentioned before that speech utterances are of varying duration and the system producing them also varies
through time, hence they are processed as a sequence of T" overlapping time frames of fixed duration. The

input to ASR is a sequence represented as a matrix, O = [0y, ...,07] € RT*4

of length T" time frames,
where 0, € R4 are feature vectors derived from the speech signal, e.g., MFCCs or logmel spectra, and the

output is the estimated word sequence . This problem can be formulated as [330]:

A

W = argmax P(W|O). (2.14)
W

Researchers in the domain of ASR have tried to solve the problem defined in Equation (2.14) through
two main approaches. The first one is called the conventional HMM-based pipeline and the more recent one
is the end-to-end ASR approach. We use both of them in different parts of this thesis, therefore we give a
brief overview of both of them below.

Conventional approach In this approach, it was noted that it is infeasible to directly model the condi-
tional distribution of the most probable word sequence given the acoustic features. To simplify this problem,
P(W|O) can be decomposed into a simpler probabilistic model by defining a generative process, and then
the true word sequence is inferred from it. The generative model is depicted in Figure 2.6 and defined as
follows: we know that an utterance is a sequence of spoken words that are distributed according to the
language model. Spoken words are in turn made up of a sequence of fundamental sounds called phonemes
(p), but the same phoneme can manifest itself differently in the signal due to natural variation of the vocal
tract and the context surrounding it, also known as the coarticulation effect. The different manifestations of
a phoneme in the presence of varying contexts can be represented by triphones (i.e., tied context-dependent
phonemes) where each triphone is modeled by its own hidden Markov model (HMM) and the speech
features follow a Gaussian probability density function within each state. This is called the GMM-HMM
approach. Alternatively, deep neural networks, instead of GMMs, can be used to model the density of
HMM states [117], which is referred to as the hybrid DNN-HMM approach that is used in this thesis and
described further. To handle data scarcity issues, the triphone HMM states are clustered using a decision
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tree and the same emission probability is shared by all the states in a given cluster S, which is also called a
“tied state”. Hence, the ASR problem is reformulated as [192]:

W = argmax P(O|W)P(W) (2.15)
w
~ argmax » _ P(O|S)P(S|p)P(p|W)P(W). (2.16)
w Sp
tied

Language model words  Lexicon phones Triphone model states Acoustic model

P(W) P(p|W) P(S|p) P(Ol9)
Fig. 2.6 Generative model for ASR.

Here P(W) is the so-called language model that represents the prior distribution of word sequences,
P(p|W) s thelexicon which maps all the words in the vocabulary to their corresponding phoneme sequences,
P(S|p) maps a phoneme sequence to the corresponding tied state sequence S = [S, ..., 57|, and
P(0O|S) Hthl P(S:|O)/P(S;) where the tied state posterior probabilities P(S;|O) are given by the
so-called DNN acoustic model and P(Sy) is the prior probability of each tied state. These models are learned
independently and composed together as a graph using finite state transducers (FST). In some use-cases,
a sequence of phonetic features called bottleneck (BN) features, denoted as B, can be extracted from an
intermediate layer of the ASR acoustic model [331] and used, possibly in combination with other features,
for other tasks. The above mentioned generative model is also used to “synthesize” speech utterances as
explained in the next section.

The DNN acoustic model P(S¢|O) is trained on acoustic features {O; } . extracted from the ut-
terances {s; } Y| in some annotated data set D and the corresponding transcriptions {W;} ;. The cost
function £Lasr which can be carefully crafted to predict the accurate triphone sequence, is minimized to
optimize the parameters of the acoustic model. For example, one popular [123, 108, 95] cost function is the
following: Lasr = Lymr + 0.1 - Lk, which is composed of two terms. The dominant term, Ly, is
the lattice-free maximum mutual information (LF-MMI) [231] cost which aims to maximize the posterior
probability of the ground truth word sequence W;:

P(O;|W;) P(W;)
L = - lo . 2.17

= 2 PO P &
The numerator is the joint likelihood of the acoustic features O; and the ground truth word sequence
Wi, while the denominator is the likelihood of the acoustic features marginalized over all possible word
sequences. The numerator is computed by summing over all tied state sequences corresponding to W:
P(O;|W;) = 3, ,, P(Oi[Si) P(Silpi) P(pi|Wi) where P(0;]S;) o< [T;~; P(Si4|0:)/P(Si),and
P(Si+), P(Silpi), P(pilW;) and P(W;) are fixed. The numerator is computed in a similar way, except
that the (intractable) sum over all possible word sequences with a word-level language model is approximated
by a (tractable) sum over all possible phoneme sequences with a phoneme-level language model. The second
term Lcg of the cost function is the frame-level cross-entropy loss between the true and estimated tied states,
which acts as a regularizer [231]:
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N T
Lop=—>_ Y log P(Si4]0y). (2.18)
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LF-MMI |
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Fig. 2.7 Network architecture for ASR acoustic modeling composed of TDNN-F layers followed by the
tully-connected bottleneck layer B which branches into the computation of the two loss functions, LF-MMI
and cross-entropy. The skip connections between TDNN-F layers are not shown for the sake of simplicity.

The acoustic model, used to design and evaluate the anonymization techniques in and after Chapter 5,
is a deep neural network which takes MFCCs appended with i-vectors for speaker adaptation [251]. It is
composed of 17 TDNN-F layers* having 1536 neurons in the hidden layer and 160 neurons in the linear
bottleneck, followed by a 256-dimensional fully connected layer B which leads to two branches that compute
the LF-MMI loss and the cross-entropy loss over the tied states as shown in Figure 2.7. This network needs
alignment between the observations and the HMM state sequence before starting the training, which is
obtained using an HMM that is trained using the iterative Baum-Welch algorithm [235] to marginalize
over all possible state sequences that could have generated the observations. At test time, the Viterbi
algorithm [89] is used to find the most likely sequence of HMM states (.5) that emit the sequence of acoustic
observations O, and thereby also give the likelihood of observing O given the state sequence S. The sequence
of acoustic observations is passed through the FST which is the composition of the acoustic model, the
context dependency, the lexicon, and the language model. There may be several paths that lead to alternative
transcriptions for the same input. Picking the most likely node at each time step (i.e., greedy search) may not
lead to the best transcription, hence multiple best paths are considered together at each time step and the
remaining less likely paths are pruned. This ensures that the most likely path emerges as the winner and is
referred to as the beam search algorithm. The number of paths stored at each time step is called the beam
width. It is widely used in ASR and machine translation where the most likely output sequence could not
be found using the greedy approach (i.e., beam width is equal to 1). A larger beam width ensures better
results but requires the storage of more alternate transcriptions thereby increases the computational cost.

The conventional HMM-DNN approach is quite effective and widely used for ASR, but not without its
limitations [100]. The major criticism for this approach is the complexity of its pipeline and the requirement
for human expertise. A pretrained GMM-HMM model is needed to generate triphone states that are used as
the training targets for the cross-entropy branch of the DNN acoustic model. Separately prepared language
model, lexicon and acoustic model are glued together which might compound the overall errors of the ASR
system. Moreover, a lexicon must be prepared by expert linguistic rules which might not be available for low-
resource languages. The end-to-end approach provides a solution to these issues by subsuming the different
models into a single neural network. It has been shown that they perform reasonably well as compared to
the conventional pipeline [281], and that they are well suited for low-resource settings [322, 259].

End-to-end approach  Asaholistic solution to these limitations, recent years have seen rapid development
in the domain of end-to-end speech recognition which aims to directly transcribe graphemes (i.e., lexical

“TDNN-F layers are described in Figure 2.5.
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characters) from speech instead of phonemes, thereby collapsing all the components of the conventional
pipeline into a single neural network which is trained in an end-to-end fashion. Ideally, the end-to-end ASR
network optimizes its parameters directly based on the sequence-level transcription accuracy, which is the
true measure of ASR performance. In practice, a language model is used to re-score the outputs produced
by the ASR network which helps them to achieve competitive performance compared to the conventional
pipeline [100]. It is reasonable to use a language model because they are trained on additional text-only
data that provides realistic prior distribution over words and corrects the mistakes made by the end-to-end
network.

Replacing the composite pipeline of conventional ASR with a single neural network requires innovation,
both in terms of the training objective as well as the architecture. Graves et al. [100] proposed to use
connectionist temporal classification (CTC) as the training objective for an end-to-end ASR network
containing five layers of BLSTM with 500 cells each. It does not require a pre-defined alignment between
the acoustic features {O; } ¥, and the corresponding true grapheme label sequence {Y; }I¥;, where V; =
[Y1,--sYe,---»Yc), Ye € G with G being the set all grapheme symbols including characters, punctutations
and space, and C' is the number of characters in the transcription of the i-th utterance. Instead, it uses
the conditional distribution P(a|O) which gives the probability of a possible alignment sequence a =
[U1, ..., yr] given the acoustic observation sequence O of length T" frames, where ; € G. The characters
¢ in a given alignment sequence are obtained by repeating y.. to match the length of O. The probability
of an alignment can be obtained using the chain rule and it is simplified by a conditional independence
assumption:

T T
P(a‘o) :HP@t‘gla7§t71,0)%HP(§t|O) (219)
t=1 t=1

We must marginalize over all possible alignment sequences a to get the probability of the grapheme
sequence G; but in practice, it is not feasible to sample all possible alignments, so Monte-Carlo sampling is
used to compute the CTC loss and its gradient. The final loss function Ly is as follows:

| MM .
Lete = N Z ZlogP (ag.l)

i=1 j=1

oi) . (2.20)

Here a(-i) is one of the M possible alignment sequences for i-th utterance, sampled using Monte-Carlo.
Attention-based approaches are an alternative to CTC which do not make any conditional independence

assumptions. Instead, they consider all the previous outputs and the whole input sequence to estimate the

posterior [16, 319]. The attention mechanism does not require an intermediate alignment representation,

hence the loss is computed as follows:

N C
> log P(yelyt, - - ye1, 04). (2.21)

i=1 c=1

1

Eatt = _N

Although several different architectures based on recurrent [111, 20, 203] and convolutional [342]
neural networks were proposed for end-to-end ASR, Watanabe et al. [319] proposed to combine CTC
and attention-based mechanisms through multi-objective training, which is used in Chapters 3 and 4 to
design and evaluate speaker anonymization techniques. As shown in Figure 2.8, it follows the so-called
encoder-decoder architecture where the encoder, composed of four BLSTM layers with 320 units each,
transforms the input sequence into a new bottleneck representation B, and the decoder, with a single
unidirectional LSTM layer having 320 units, predicts the grapheme sequence from B. The attention layer
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Fig. 2.8 End-to-end ASR architecture with multi-objective training consisting of CTC and attention-based
loss functions combined by a hyperparameter 3, where 0 < 3 < 1. The attention layer is shown as the
heatmap in the attention decoder which assigns combination weights to the bottleneck representation B
before processing it by the LSTM layer.

sits in between the encoder and the decoder and tells the decoder at each time step how much weight should
be assigned to a particular part of B to predict the output grapheme at that time step with the least amount
of error. The weights of the attention layer are learned within the end-to-end framework [147].

2.2.4 Speech synthesis

As opposed to ASR, the goal of speech synthesis also known as text-to-speech (T'TS) is to convert a text
string into a speech waveform. We have already seen how there have been historical efforts to produce speech
sounds either using a physical model like von Kempelen’s “speaking machine” or electronic models like
Dudley’s VODER. Modern-day T'TS technology has greatly advanced especially with the introduction
of statistical models, like neural networks. The current state-of-the-art TTS models can produce almost
natural-sounding speech from any text, in several voices, and multiple languages. The progress in modern
TTS technology can be divided into three generations of systems [216], namely unit selection, statistical
parametric speech synthesis (SPSS), and neural speech synthesis. The exact formulation of these three
systems is out of scope for this thesis, but they are all based on some essential fundamental principles which
will be briefly covered here. Finally, a small note about the evaluation of TTS systems is mentioned at the
end of this section.

Figure 2.9 shows a general schematic diagram for T'TS systems. It is composed of the frontend, the
acoustic model, and the waveform generator. Note that unit selection methods directly generate a waveform
using the output of the frontend. In contrast, SPSS methods employ an acoustic model to first convert the
frontend’s output into spectral parameters of the target speech and then generate the target speech using a
waveform model. We briefly describe these three blocks of T'TS systems below.

linguistic acoustic

text

\ attributes ) features

» Frontend T 1. Acoustic model o——~ Waveform generator —— speech
7 1... 07 1...07

style -

Fig. 2.9 General schema of a TTS system with the style features as optional input to the frontend.
The frontend  The first challenge is to predict non-linguistic attributes such as speaking style, emotions,

and prosodical cues simply from the plain text without any auxiliary information. Speaker traits, which are
generally derived from the fixed number of speakers in the training data set and are otherwise impossible to
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predict simply from text, are also needed as input to the frontend. The frontend contains a large number of
meticulous rules hand-crafted by linguists for different languages which convert written form of words to
their spoken form by normalizing them into tokens found in a dictionary, assigning them a part-of-speech
class, getting the exact sequence of phonemes to pronounce, as well as predicting the intonation pattern
and phrase breaks. It is costly to build and maintain the frontend for different languages since it requires
careful analysis of phonetic inventory and different ways to pronounce certain complicated tokens like
abbreviations, numbers, currency symbols, etc. Some end-to-end T'T'S systems [314, 11] aim to replace this
complex pipeline with a neural network that encodes linguistic attributes in its hidden layers and requires
only the sequence of letters as input, but they are still in their infancy and make some crucial pronunciation
mistakes [258] which prevent their commercial use. There have also been efforts to capture general speaking
style including speaking rate, emotions, prosodical patterns using neural network embeddings [315]. Given
the input text and the style embedding, expressive speech can be synthesized. Moreover, intonation and
pronunciation mistakes can be corrected by using morphological features [287] that are present in the text.
Nevertheless, all commercial TTS systems still maintain the traditional frontend because it can be easily
understood and corrected when it makes mistakes.

At this point, we know that it is hard to reproduce the exact linguistic and paralinguistic attributes that
were present in the original speech simply from the text content. Moreover, the generated utterance may not
be as diverse as the natural speech due to limited number of speakers in the training data for TTS. Therefore,
given these drawbacks, we discard the seemingly simple solution to achieve the privacy objective, i.e. to
convert speech to text using ASR and then synthesize speech from this text using T'TS, due to the destruction
of usable information® which is contrary to the goals of this thesis. Having addressed this possibility, we
move on to describe the remaining components in the TTS pipeline that aim to produce a waveform using
the linguistic and non-linguistic features generated by the frontend.

Acoustic model The TTS acoustic model converts linguistic features generated by the frontend into a
sequence of acoustic features, such as a magnitude spectrogram, through a regression task that can be easily

¢ neural network-based

solved using a neural network. One popular approach is to use an autoregressive
acoustic model, such as the one proposed by Lorenzo-Trueba et al. [184], to generate the Mel-spectrogram O
of an utterance given the linguistic features [11, . . ., 177 of T" frames extracted from the text. This approach
generates the Mel-spectrogram corresponding to the target speaker.

The autoregressive acoustic model, as shown in Figure 2.10, is a sequence model with feed-forward and
recurrent LSTM layers, where the ouput acoustic feature at time ¢ is produced depending on the whole
input sequence and some of the acoustic features at previous times. Hence, the probability of observing

output acoustic features is defined as follows:

T

P(Ol, . ,OT|11, e 71T) = HP(Ot’Ot,T/, . ,Otfl,ll, . .,lT). (2.22)
t=1

The acoustic model generates 0 based on the previous 7" outputs and the whole sequence of input linguistic
features.

Waveform generation The final component of the TTS pipeline is the waveform generator, which
processes the acoustic features to produce an intelligible waveform. Unit selection speech synthesis bypasses
the acoustic modeling and instead, generates the waveform using a concatenation approach. It assumes

STranscription errors introduced by the ASR
¢ Autoregressive model relies on its past outcomes to predict the current one as in Equation (2.22).
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Fig. 2.10 Autoregressive network architecture for the TTS acoustic model [184]. The feedforward layers
have Tanh activation and the linear layers have identity activation. It has skip connections to reinforce the
noisy signal, and the time delay block passes the current output Mel-spectrogram back to the LSTM layer
with a random dropout.

that a large data set of natural speech spoken by real humans already exists, and at synthesis time a plausible
sequence of speech segments that satisfy the given linguistic criteria are selected and stitched together to
generate the waveform. The units that are stitched together are usually diphones, which are nothing but
the second half of one phone and the first half of another to retain the overlap between the two, thereby
capturing the coarticulation boundary. Therefore the data set must ideally include multiple instances of all
possible diphones in the considered language. This approach used to be popular due to the naturalness of
the generated speech. Yet there are several glaring limitations, for example, the concatenation of waveform
segments may not be smooth at the joins which may result in perceptual glitches while listening to the
produced audio. It is also not possible to have all the possible speaking styles in the data set and it is certainly
quite cumbersome to scale this approach to include new speakers.

SPSS methods try to alleviate the abovementioned limitations of unit selection by estimating the acoustic
parameters of the target speech, instead of using pre-recorded samples. The acoustic parameters can then
be manipulated or used directly to generate the waveform with desired properties. The task of waveform
generation just using the acoustic features is still challenging because they are composed of logmel features
only. These features, derived from the magnitude spectrogram, are not sufficient to reconstruct the original
signal since we also require the exact phase of each sine wave corresponding to that particular speech sound.
The waveform generator, also called the vocoder, needs to predict this missing information for producing an
intelligible speech signal. Traditional vocoders like STRAIGHT [149] or WORLD [206] provide various
analysis algorithms to be applied on the speech signal to efficiently extract the spectra, the fundamental
frequency, and the aperiodicity from all frames. They also provide synthesis algorithms that can combine
this information and produce a good quality speech waveform in real-time, but they ignore phase prediction
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and instead make a minimum phase assumption, which leads to noticeable speech distortion in low FO
regions [206].

Autoregressive neural networks, such as Wavenet [303] and SampleRNN [199], have shown promising
results as waveform generators, but they are highly inefficient and hard to parallelize due their sequential
generation process. This limitation is relieved by Neural source-filter (NSF) models that are waveform
generators [313] inspired by the classical source-filter paradigm of speech synthesis [114, 198]. The traditional
source-filter model aims to mimic the speech production mechanism by assuming a source of sound that
produces a discrete-time excitation signal €, and a fz/ter which modulates the frequency components of the
excitation signal to convert it into a phoneme-like speech signal s. The source can produce either a periodic
signal, such as an impulse train or a sine wave, to mimic the voiced excitation that contributes to the inherent
harmonic structure in natural speech, or a noise signal for the unvoiced turbulence across the vocal tract.
The filter acts like the vocal tract which produces formants in the spectral envelope due to its characteristic
shape, and therefore must be individually designed for each type of sound. In its simplest form, it is nothing
but the linear transformation of the excitation signal and the previous output, and the output at each time
instance is specified by the following equation:

s[n] = e[n] + Z i - s[n — k. (2.23)

Here, cy, are the filter coeflicients that may vary for different speech sounds, and the output is produced at
each time instance by considering ¢ previous outputs, which is also known as the order of the filter.
The NSF model” shown in Figure 2.11 is much more advanced than the simple, linear source-filter

formulation. First, it contains a condition module which takes [c1, . . . , 7] asinput, where ¢; = [py, Ot]T is
composed of the fundamental frequency p; and the acoustic feature o, for the ¢-th time frame. It upsamples
the fundamental frequency and outputs [py, . . . , ply_| to match the length of the target waveform. It also
processes the acoustic features 0; using BLSTM and convolutional layers, and concatenates the output with
the upsampled fundamental frequency to get the condition feature sequence [€1, . . ., Cn,].
Gaussian Noise excitation > Conv filter 6 > High pass
noise
| > 81... 8N,
SRIES Periodic | o fitter 1 |—», . . —»| Convfilter 5 || L
module excitation onv filter . onv filter ow pass
/ / - ~ Voicing flag
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Condition module ’—
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Fig. 2.11 NSF model architecture.
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Next, the source module which accepts [p], ..., p Ns] as input and generates a periodic signal for voiced
sounds (i.e., a mixture of sine waves parametrized by their amplitude and phase) as an excitation based on
the value of p/,. Another module generates a separate noise excitation for unvoiced sounds. The periodic

"We describe here the state-of-the-art NSF model which is referred to as Harmonic-plus-Noise NSF model in [313].
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signal, combined with the condition features [€1, . . . , €], is transformed through a series of Conv filters
which contain multiple dilated convolutional layers with residual connections, while the noise excitation
is transformed using a single Conv filter. The periodic signal is subjected to a lowpass filter to preserve
dominant regions in higher frequencies, while the noise excitation is passed through a highpass filter to
preserve lower frequencies. There are two configuration of the bandpass filters depending on the value of
the voicing flag. They are configured such that the higher frequencies are preserved for voiced regions, while
the lower frequencies for unvoiced regions. The output of the two bandpass filters is summed up to get the
estimated target waveform 51, ..., 5n,].
The Conv filters are learned to minimize the log spectral amplitude distance:

2

T L 2
1 » | F2 (k]|
£NSF = ﬁ log T2 . (224)

Here, F;[k] and F;[k] denote the k-th short-time Fourier transform coefficient of the ¢-th time frame
obtained from the original and the predicted waveform, respectively.

Evaluation The evaluation of output speech is usually performed using mean opinion scores (MOS)
obtained using subjective listening tests by human subjects [134]. Several such subjects with different gender
and age profiles rate the speech on a perceptual scale based on its quality, intelligibility, and naturalness.
This method of evaluation is costly, labour intensive, and slow, hence in this thesis we objectively evaluate
the generated speech samples using ASR systems, which may not be a very effective measure of qualitative
attributes of speech but highly correlate with human intelligibility [14, 88, 107].

A flexible high-quality T'TS system that generates personalized utterances of a given target speaker can
be used to clone the identity of any arbitrary person. But these threats are not investigated in this work and
the solutions to such issues are beyond the scope of this thesis.

2.2.5 Automatic speaker recognition

Automatic speaker recognition is the task of recognizing the speaker of a given speech utterance. As men-
tioned in Section 1.1, speaker information in the speech signal is quite sensitive since it describes several
attributes related to the speaker’s identity and personality. Campbell, in his seminal tutorial on speaker
identification [34], lists several factors responsible for the speaker-dependent characteristics present in speech
signal due to speech production mechanism. Most of the factors arise due to the physiology and the shape
of the vocal tract of the speaker. When the acoustic wave passes through the vocal tract, its frequency
is modulated by the dominant resonances (i.e., formants), which can be easily observed in the spectral
envelope of the signal. There are other speaker-dependent factors that emerge due to the source of excitation,
generated by lungs and are then carried across the trachea over to the vocal folds. The source is responsible
for phonetic features such as voicing, frication, whisper, etc. along with the fundamental frequency FO. The
mass and length of the vocal folds are the defining properties for the fundamental frequency, hence it is
a speaker- as well as gender-dependent characteristic. Some other characteristics that describe the style of
speaking like the speaking rate, the dialectal shift in frequencies for speakers of similar language, and general
prosodic patterns that emerge from conversations with specific vocabulary such as technical or professional
settings, can also contribute to the speaker’s identity.
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(a) Automatic Speaker Verification (ASV)
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Fig. 2.12 Automatic speaker verification vs. automatic speaker identification. Red arrows indicate the
enrollment or training flow, and green arrows indicate the authentication or testing flow. Note that the
speaker model trained to classify speakers in the case of ASI can also be used to extract speaker embeddings
for ASV, just like x-vectors.

Speaker recognition technologies are largely deployed in forensic studies [7, 289, 8] and telephone
banking systems.®?"1° The techniques for automatic speaker recognition can be categorized into automatic
speaker verification (ASV), i.e., authenticating the identity claimed by the speaker, and automatic speaker
identification (ASI), i.e., determining the identity within a set of known speakers [26]. The schematic
diagram of these two methods is depicted in Figure 2.12. ASV (Figure 2.12(a)) comprises two successive
phases: enrollment and authentication. In the former, speakers are enrolled using discriminative speaker
embeddings which are extracted from enrollment utterances. Speaker embeddings must have some charac-
teristic features [154]. They must have large between-speaker variability and small within-speaker variability
to get similar embeddings for different utterances from the same speaker. They must be easy to extract and
difficult to impersonate, as well as robust against noise and distortion. The most popular embeddings called
x-vectors [269] are obtained from an intermediate layer of a neural network trained to perform speaker
classification. In the latter phase, the x-vector v; extracted from the utterance of an unknown speaker
(called trial utterance) is compared with the x-vector v, of the speaker whose identity is being claimed, and
a log-likelihood ratio score is computed by probabilistic linear discriminant analysis (PLDA) [150]. To
compute the PLDA score, it is assumed that the speaker embedding v is generated from a linear Gaussian
model as p(vl|y, z) = N(v|us, Vy + Dz + R), where yu5 is the global mean in the speaker space, the
columns of V' capture speaker variability (eigenvoices) with y depending only on the speaker, the columns
of D encode channel variability (eigenchannels) with z varying from one recording to another, and R is the
diagonal matrix of residual variances. A PLDA model is essentially a Gaussian distribution in the speaker
embedding space given by the marginal density

p(V) = N(Vmsv @y + (I)w)7 (2.25)

8ht‘cps: //www.us.hsbc.com/customer-service/voice/
9https ://www.chase.com/personal/voice-biometrics

1Oh‘ctps ://www.lloydsbank.com/contact-us/voice-id.html
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Table 2.1 Original network architecture for the x-vector speaker classification model as presented in [269,

Table 1].

Layer name Layer type  Layer context  Dilation Total context inputXoutput

framel TDNN [t —2,t+ 2] No 5 120x512
frame2 TDNN  {t—2,t,t+2}  Yes 9 1536512
frame3 TDNN  {t—3,,t+3}  Yes 15 1536512
frame4 TDNN {t} No 15 512512
frameS TDNN {t} No 15 512x1500
stats pooling ~ Linear [0,7T) NA T 1500T %3000
segment6 Linear {0} NA T 3000%512
segment? Linear {0} NA T 512x512
softmax Output {0} NA T S12xN

where ®, = VV'T and ®,, = DD + M are the between-class and within-class covariance matrices,
respectively. The similarity score between the two x-vectors is computed as

p(Vt, Ve)

pi(vt)p(ve) . (2.26)

lprpa(Ve, Ve) =

The denominator term of Eq. (2.26) can be computed using Eq. (2.25), while the numerator is computed

using
bl s <)) o2

After obtaining the score Iprpa, the ASV system decides whether the trial utterance is from the con-

——

where C = &, + ®,,, is the total covariance matrix.

sidered enrollment speaker or not by comparing the score with a threshold. As opposed to the open-set
(rejection/acceptance) ASV task, ASI (Figure 2.12(b)) is a closed-set task in which a speaker classifier (e.g.,
similar to the one used to obtain x-vectors) is trained on training utterances from multiple speakers to later
classify the identity of each test utterance as one of the known training identities.

X-vectors [269], which formulate ASI as a sequence classification task, have made the training and
evaluation of an efficient ASI model quite straightforward. The architecture of the neural network used for
extracting x-vectors is presented in Table 2.1, where the input is a sequence of speech features extracted from
the utterance of a speaker, such as MFCCs, and the output is the posterior over the speaker classes. This task
is accomplished using five TDNN layers followed by a statistical pooling layer and a fully connected classifier.
Since the speaker information is present throughout the utterance, the statistical pooling layer computes the
mean and standard deviation of the feature sequence produced by the preceding TDNN layers to retain the
global speaker-related characteristics and diminish the local linguistic variations in speech. The output of
intermediate layer just after statistical pooling (i.e., segment6), being rich in speaker information, is used
as the x-vector. The design and evaluation of the ASV system are not so trivial as it requires the speaker
embedding to capture relevant speaker information which generalizes to unseen speakers. The scoring
mechanism must also produce values that truly discriminate closer speakers from farther ones. And finally,
the selection of the decision threshold is critical for the performance of the ASV system. It must be carefully
calibrated based on the application, for example speaker authentication for bank transactions requires a
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stringent threshold to avoid frauds while mobile phone unlocking requires a liberal threshold to allow quick
access to users.

The ASI model is conventionally evaluated using performance metrics, such as accuracy, which measure
how frequently the model outputs the correct class. On the contrary, ASV systems are evaluated based on
the errors they make. Suppose there are N trials, i.e., pairs of enrollment and trial utterances in a data set
and each trial is either genuine (mated) or zmpostor (non-mated). Genuine, here referred as positive, trial
represents the case when the speaker is really who he/she claims to be, hence the enrollment and the trial
utterances belong to the same speaker. Contrary to that, in case of impostor or negative trial, the enrollment
and the trial utterances belong to different speakers. If the model outputs ‘positive’ for TP examples which
are truly positive, ‘positive’ for FP examples which are negative, ‘negative’ for FN examples which are positive,
and ‘negative’ for TN examples which are truly negative, then the accuracy is given by: %,
where TP + TN + FP + FN = N. It can be computed by simply counting the instances corresponding to
TP, FP, TN, and FN, but the efficacy of ASV authentication is dependent upon two types of errors which
are false acceptance rate (FAR), also known as type-I error and is given by pr_ipTN, and false rejection rate
(FRR), also known as type-II error and is given by % FAR and FRR are in turn dependent on the
selected decision threshold, 7.

Figure 2.13(a) shows the mated and non-mated score distributions. All biometric authentication systems
must choose a threshold 7 by observing these two distributions such that the values of FN and FP are
minimized. It would be ideal if there were no overlap between mated and non-mated score distributions,
but in practice, there is always some overlap due to the diversity of enrolled persons, imperfect scoring
mechanisms, oversimplified modeling assumptions and limited training data. Hence, there is always a
tradeoft between FAR and FRR as observed in Figure 2.13(b). Authentication systems may choose the
threshold based on the sensitivity of their applications, but to evaluate them a fixed point is often chosen
where the FAR is equal to the FRR. The error at this point is called the Equal Error Rate (EER). A lower
EER indicates a better ASV system.
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(a) Mated and non-mated score distributions (b) Error curves as functions of the threshold

Fig. 2.13 ASV Score distribution and threshold.

Implications for the assessment of privacy ASV and ASI systems are extensively used to design and
simulate privacy attackers for the evaluation of the techniques proposed in this thesis as described in the
next chapter. It is imperative to understand how to interpret the obtained results when the level of privacy
protection is measured under strong hostile conditions. This thesis endeavors to show that it is possible to
fine-tune the degree of hostility or the strength of the malicious entity who is trying to re-identify protected
speakers. Hence, the anonymization techniques are evaluated based on their resilience against such strong
criteria. Broadly speaking, anonymization does not imply that the features conveying speaker information
are completely deleted from the speech signal or that it is even possible to do so. Instead, it means that the
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confusion for the attacker has been significantly increased by transforming the features of a given speaker
such that they are indistinguishable from the other speakers. In that case, the degree of privacy is contingent
upon the speaker discrimination capacity possessed by the attacker after anonymization and the set of
enrollment speakers who are shortlisted as the possible targets. To that end, Section 3.1 gives a detailed
guideline for designing the best possible attackers so that the degree of protection is truly measured.

The EER is widely used to evaluate biometric authentication systems, and a higher EER may indicate
the inadequacy of the attacker who is trying to infer the true identity of the speaker. But some properties of
EER may have limiting implications for it to be used as a general measure of privacy protection and evaluate
the strength of a vast range of attackers. First, it assigns the same cost to false alarms (FP) and misses (FN)
which may not be an optimal assumption to model the attacker. The attacker may choose a more relaxed
setting to shortlist all possible speaker identities by lowering the threshold, which calls for a generalized
evaluation where all possible priors over error costs are considered. Second, it only considers a single point of
overlap between the mated and non-mated distributions, whereas it is possible that they are not monotonic
and overlap at several points. The scores at the points of overlap may be present on either side of the EER
and can be leveraged by the attacker to strengthen the attack. Finally, the EER indicates the overall efficacy
of the biometric authentication system in the presence of several enrolled speakers while the actual level of
protection for a particular speaker may slightly difter from the EER based on the indistinguishability of their
individual score distribution from the overall scores.

In this thesis, some of the abovementioned limitations are alleviated by reporting other suitable metrics
of privacy that are described and compared in the next chapter (Section 3.4). Later, some analysis is also
provided to measure the best and worst-case privacy protection using re-identification metrics and formal
methods such as differential privacy.

2.3 Techniques to transform speaker information

In this section, we review the fundamentals of the three most relevant techniques, i.e., adversarial learning,
speech transformation, and voice conversion, that are widely used by researchers to modify speaker informa-
tion in speech data. The remaining chapters of this thesis employ these techniques for their potential to
hide/remove speaker-related biometric information from speech.

2.3.1 Adversarial learning for speech

Domain adversarial training helps to adapt neural network classifiers to a new domain without requiring
labeled data in the new domain. The original paper [92] shows promising results on a handwritten digit
classification task where the features learned using domain adversarial training are distributed identically,
whether the image is grayscale or RGB (colored). It has been extensively applied to speech data since its
inception. The idea of adversarial training enables neural networks to learn intermediate features in the
form of hidden layers that are indiscriminate towards data belonging to similar classes but originating from
different domains. For instance, the intermediate features for a particular phoneme class learned using
domain adversarial training will be distributed almost identically, whether it is spoken in different ambient
noise or by different speakers. Domain adversarial training is implemented as a neural network architecture
with a so-called adversarial branch that predicts the domain, and a special layer just before this branch
called the gradient reversal layer which scales the gradients that are being backpropagated through this layer
using a negative scalar value. This layer ensures that the parameters of the preceding network are shifted in
such a way that they implicitly remove the domain information from the representation, thereby making
it invariant to irrelevant factors of variation that do not contribute towards the main task. This property
of domain adversarial training is quite appealing to the speech community because speech signals are very
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expressive and full of factors of variation such as speaker’s identity, channel information, emotions, language,
accents, etc., but generally, machine learning models are trained to classify or predict only a single attribute
from data, hence it is desirable to get rid of irrelevant attributes.
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Dbenc a0, Ly
Encoder Intermediate Primary task

input —— output
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Fig. 2.14 General architecture for domain adversarial training of neural networks. Black arrows indicate
forward propagation; purple, teal and red arrows indicate backpropagation of gradients for the primary task
classifier, the encoder and the adversarial branch, respectively. The red GRL block refers to the gradient
reversal layer with A as the gradient reversal coefficient.

Speech researchers have employed adversarial training not only for domain adaptation [297, 56], but for
enhancing speech quality [201, 178], training noise-robust ASR [260, 271], and learning representations
which are invariant towards speaker [5, 200, 299], language [327, 4] and accents [278]. Figure 2.14 shows
a general architecture for domain adversarial training which takes input speech features and transforms
them into an intermediate representation (B) using an encoder neural network with parameters fepc. The
intermediate representation is fed to the primary task classifier with parameters 6, which estimates the
desired output, such as the transcription, emotional valence, etc., and computes the loss £,,. In parallel, B is
also fed through the gradient reversal layer, which leaves it unchanged during the forward propagation and
passes it to the adversarial branch, also called the domain classifier with parameters 64, which predicts the
domain label and computes the adversarial loss £4. The parameters Ocnc, 8, and 04 are jointly estimated by
solving the following minimax optimization problem:

min max Lo (benc, Op, 0d)- (2.28)

enc ﬁp 9d

Here, £, is the overall loss given by: L,(0enc, 0p, 04) = Lp(Oenc, Op) — ALd(Benc, 04), and A is the gradient
reversal coefficient which decides the trade-oft between the primary and the adversarial objectives. A higher
A increases robustness of B towards the domain but may decrease its efficacy towards the primary task.
During the backward pass, the parameters of the primary task classifier and the domain classifier are
updated according to their respective losses £, and L, but the encoder’s parameters are updated with
respect to both losses as opposing goals. The goal of domain adversarial training is to make B invariant
towards the domain label, hence the encoder parameters must be shifted in the direction such that the new
B maximizes L4, while minimizing £, at the same time. The gradient descent update rules for each part of
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the network are as follows:

oL
0, < 0, — 7787”, (2.29)
p
oL
04« 04— nﬁj’ (2.30)
oL, . OLy
eenc — eenc -7 <89enc - )\aeenc> s (2.31)

where 1) is the learning rate hyperparameter.

In the context of this thesis, we will investigate whether speaker-related information can be removed
using domain adversarial training. Meng et al. [200] train an ASR acoustic model with an additional speaker
adversarial branch and show that while it improves the performance of ASR, the intermediate features
from the same phoneme belonging to different speakers are qualitatively more identically distributed after
using adversarial training. Adi et al. [S] observe that the accuracy of speaker classification performed using
the intermediate representation of an end-to-end ASR network is significantly reduced after training it
with speaker adversarial branch. Tu et al. [299] also show an increase in emotion recognition when the
classifier is trained with a speaker adversarial branch, and the effect of the speaker becomes negligible over
the performance of the network. These studies demonstrate the potential of domain adversarial training for
designing a privacy-preserving mechanism to identify and remove speaker-related information from speech.
Chapter 4 presents our investigation in this direction.

2.3.2 Speech transformation

Speech transformation, also called voice transformation [276], is a general modification of speech that aims
to shift the perceivable physical attributes of an utterance in a certain direction while leaving the linguistic
content unchanged. It is often used as a complementary step after speech synthesis to make the output
sound more natural through careful rule-based manipulations of the signal. Speech transformation systems
are widely used in speech toolkits due to their efficient real-time nature and general applicability. Some
of the interesting applications of speech transformation algorithms are emotion simulation in synthetic
speech [33] and conversion of speech to sound like songs [58].

Speech transformation algorithms ease the manipulation of prosodic features of speech, such as speaking
rate, loudness, pitch, stress pattern, and in effect the overall speaking style, which originate from the source
part of the vocal tract (i.e., lungs and vocal folds). Although the speaking style is an abstract concept, speech
transformation algorithms can be used to map the style of one speaker over the utterance of another speaker.
They are typically not designed to achieve a predefined target but a relative shift from the source instead, such
as a faster time-scale, a lower pitch, etc. Speech transformation algorithms are also designed to modify the
filter characteristics (recall the source-filter model described in Section 2.2.4), which describe the frequency
response of the vocal tract. The frequency response can be simply warped in a certain direction by applying,
x|, wherew € [0, 7] is the normalized
frequency, o € (—1, 1) is the warping factor, and z = €7*. It is applied to the spectrum with a predefined
domain over it [234] to quickly produce perceivably different voices. Figure 2.15 shows the response of

for example, a bilinear function, expressed as f(w, a) = | — jIn

the bilinear function for positive and negative values of . When v < 0, the lower frequency region is
compressed and the higher region is stretched, while the reverse happens when ae > 0.

Despite their simplicity, speech transformation algorithms are hard to design because they require
a clear understanding of the processes related to speech production and perception. Several systematic
studies [274, 81] have been conducted to find the acoustic correlates of phonetic processes. Researchers
have closely analyzed the source characteristics of speech and defined the parameters that can be modified to
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Fig. 2.15 Bilinear function warping the frequency w € [0, 7] using positive and negative values of & €
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perceive certain effects [71, 82, 80]. For example, Stylianou [276] mentions the case that, when someone
wants to increase the loudness in a given speech utterance, they must increase the energy of consonant
segments rather than vowels because consonants have a short duration yet carry most of the information
load in oral communication. This increase in stress also implies an increase in subglottal pressure, thereby an
increase in pitch and energy in high-frequency regions. Similarly, increasing the speaking rate also has an
effect on pitch. These examples illustrate that the parameters of speech cannot be modified in isolation, and
their phonetic and articulatory relationship must be known before implementation, otherwise, the resulting
voice loses naturalness.

One of the works that are closely related to this thesis is that of Matrouf et al. [195] who show that speech
transformation can be used to transform the voice of impostor speakers such that it closely mimics the mated
distribution of the speaker recognition system. The goal of this mechanism is similar to voice spoofing [325]
where an impostor is caused to be accepted as a legitimate target speaker by exploiting the vulnerabilities
of the speaker recognition system. Such a mechanism can also be used to fool the algorithms used by an
attacker to identify the true speaker from a data set by making the mated and non-mated distributions
indistinguishable from each other, that is not robustly achieved by the given mechanism in the case when the
attacker is aware of the transformation algorithm. Most of the proposed approaches in this thesis attempt to
do this in rigorous settings for achieving robust anonymization.

2.3.3 Voice conversion

Voice conversion (VC) [265] aims to convert the voice of a speaker to sound like another, while leaving
the linguistic content unchanged. VC has a more specific goal than speech transformation in terms of the
precision of the target voice achieved after conversion, thereby it also requires identification and modeling of
the exact characteristics that are particular to the source as well as target speaker. We have already described in
Section 2.2.5 the different factors which contribute towards the vocal identity of each speaker. They include
the overall spectral information, sometimes called #7mbre, and prosodic information, such as pitch, duration,
and intensity. VC attempts to learn a mapping from source to target speaker characteristics by modifying
these relevant factors. Traditional VC approaches use a vocoder at their core to analyze and synthesize the
voice with a feature conversion module to map the source to the target speaker.
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Fig. 2.16 General schema for traditional voice conversion with parallel data. Red arrows indicate training
flow, while green arrows show the flow during conversion.

Figure 2.16 shows a general schema for traditional VC where red arrows show the training process of the
speaker mapper. The orange blocks are parts of the vocoder (as described in Section 2.2.4) which provides
algorithms to extract features, such as pitch, spectrogram, and aperiodicity from speech and re-synthesize the
original signal, given these features. During the training phase, the parameters of the frame-wise mapping
function V" are learned to convert the source acoustic features into a given target speaker’s acoustic features.
To learn this mapping eftectively, traditional VC approaches require a training set that contains parallel data,
i.e., several different speakers uttering the same linguistic content. Parallel data reduces the complexity of
VC mapping by keeping the same linguistic content in the source and target utterances, but it raises the
issue of alignment because each speaker may have a different speaking rate. As an additional step during
training, the source and target features are aligned in time using dynamic time warping (DT'W) to deal with
varying speaking rates. The learned function V' is eventually used to transform the source features at test
time to a particular target speaker’s features frame-by-frame. A glaring limitation of this approach is that the
parameters of V' have to be learned separately for different source-target speaker pairs. And in order to scale
this system, new speakers must be recorded while they utter the same sentences which already exist in the
training data set.

Existing statistical models can be used to design the mapping function V/, such as joint modeling
of source and target using Gaussian mixture models [292] or exemplar dictionary-based source-target
mapping [326, 90, 324]. Of course, deep learning has also been employed extensively to build the mapping
function: feedforward networks [57], RNNs [209], and recently Transformer based models [125] have
been proposed. The traditionally used DTW has also been replaced by the neural network attention
mechanism [286] which takes the context into account and gives superior alignment between source and
target features. However, the breakthrough in VC research has been achieved by non-parallel techniques that
obviate the requirement for parallel data, such as CycleGAN-VC [145], which involves a generator G5y
which maps source features to target features and a discriminator D that classifies whether the generated
features belong to the target. G's_y7 and D7 are jointly trained to learn an efficient mapping function.
Since the source and target utterance may not contain the same linguistic content, another generator G7_, 5
and discriminator Dg are added to the architecture which learn the inverse mapping from target to source.
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During the training phase, the source features are converted to the target and then back to the source in a
cycle, and the converted features are verified at each step using their corresponding discriminator. All four
models are jointly trained in an end-to-end fashion using the cycle-consistency loss function so that the
linguistic content is preserved.

One of the limitations of CycleGAN-VC is that it only supports one pair of source-target speakers per
model. This limitation is alleviated using a simple modification in the architecture, where the generator
converts source features to target conditioned upon a speaker embedding provided at training and test time.
This architecture supports many-to-many voice conversion and is referred to as StarGAN-VC [144]. Another
class of non-parallel VC is based on the idea of disentanglement, which means that during training it learns to
decompose speech utterances such that the speaker and content information are perfectly separated from each
other. At test time, source speaker information can be replaced by the target while copying the source content,
and speech is re-synthesized using the new features to perform VC. Variational autoencoders [119, 121]
have been used to learn speaker-independent content features, which can generate voice converted speech
based on a target speaker one-hot vector. Several extensions to this approach have been proposed, where
speaker embeddings are also learned to have a continuous representation [120], and better disentanglement
is achieved using speaker adversarial training [126, 41]. Another interesting approach to disentangle speaker
identity from content is to leverage the fact that the speaker information stays constant throughout the
utterance, hence it can be removed from the content embeddings by using instance normalization which
averages out the global statistics [40].

Despite the progress made by non-parallel and disentanglement approaches, VC systems suffer from
a lack of training data and require careful tuning of parameters. Recently researchers have observed the
similarities between the neural architectures of TTS, ASR, and VC, which have enabled them to propose a
parameter sharing mechanism either through joint training of these systems or re-using certain components
which may be well optimized for their task due to the availability of large data sets. Zhang et al. [339] jointly
train TTS and VC systems in an encoder-decoder architecture by having two encoders, one for source text
and another one for source speech, which are merged into a single decoder that takes the speaker-independent
intermediate representation and produces speech in the voice of the target speaker. Zhang et al. [340] propose
to train a state-of-the-art T'T'S system and then transfer the decoder of the T'TS to the VC system while
supervising the encoder output of the VC system to be similar to the encoder output of the T'TS system
in order to maintain speaker independence. The similarities between the goals of TTS and VC, and the
fact that they produce speaker-independent features have allowed several such techniques to be proposed
recently [337, 124, 187]. Park et al. [323] propose Cotatron VC which leverages speaker-independent
linguistic features coming out of a pre-trained TTS system and targets the speaker’s identity to convert
the given content into the target speaker’s voice. This approach is similar to phonetic posteriorgram-based
techniques which we describe below.

Speaker-independent linguistic features can be produced not only using TTS, but also ASR. When
extracted from the output layer of an ASR system, they are referred to as phonetic posteriorgrams since
they are optimized to classify phonetic information. Phonetic posteriorgram features are similar to the BN
features (B) described in Section 2.2.3, except that phonetic posteriorgrams are obtained from the output
layer of the ASR network. ASR systems have matured quite a lot due to decades of research in this domain.
They are also trained on large data sets which are readily available for some popular languages. This makes
them desirable for the extraction of rich linguistic features that are also assumed to be speaker-independent.
One of the earliest approaches to use phonetic posteriorgrams for VC was proposed by Sun et al. [277], who
used them to generate target acoustic features, but a full VC model is required to be trained for different
target speakers. Tian et al. [291] extend [277] to propose a model averaging and adaptation technique which
reduces the data requirement for scaling the VC system to new target speakers. Phonetic posteriorgram-based
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VC approaches are gaining popularity [290, 344, 338], and in fact, we also use them for the approaches
proposed in this thesis.

2.4 Machine learning based anonymization methods

As described in Section 1.1, personal data such as name, address, gender, ethnicity, health conditions,
biometric markers, etc. are sensitive because firstly, they may reveal the true identity of a person that is
a direct attack on their privacy, and secondly some of these attributes may be embarrassing for them if
published. The goal of anonymization is to transform the personal data of individuals such that it can no
longer be linked with their true identity while preserving the utility of the data. In this section, we describe
some of the general approaches towards anonymization that have been proposed in the machine learning
community, not specifically for speech data.

The earliest ML-based anonymization methods were designed to be applied on large databases [296, 207,
59] that gather sensitive personally identifiable data from users, such as medical records, user surveys, travel
history, software usage, browser fingerprints, political opinions, sexual preferences, etc. Before publishing
such private information, the database curator must ensure that it is de-identified or pseudonymized, i.c.,
sensitive attributes (such as social security number, name, address, etc.) are replaced with a random place-
holder which can be reversed using a lookup table, or fully anonymized, which implies irreversible removal of
attributes. Although it may seem that the database is sanitized by the naive approach of removal of sensitive
attributes and can be safely released in public, in fact, the database can often be successfully de-anonymized
(i.c., the users can be re-identified) using a combination of attributes leading to unique identifiers and/or
auxiliary knowledge from public sources as shown in the case of sanitized movie reviews [210], social net-
works [15], computer networks [49] and DNA sequences [50]. The common attributes that are present in
both the sanitized database and the publicly available sources and are used to shortlist the potential identities
of anonymous persons are called quasi-identifiers. It has been shown that 87% of the population of the
USA can be uniquely identified using just three quasi-identifiers: zip code, gender, and date of birth [280].
This naive approach is clearly not sufficient to unlink users’ data from their identities, hence several formal
models of privacy, such as k-anonymity [250] and differential privacy [70], have been proposed.

k-Anonymity The intuition behind these methods is that the machine learning models do not need
precise information about each subject. Instead, they aim to infer some aggregate statistics about the
population in the database, so releasing the data in its original format is not required. In the re-identification
scenarios concerning movie reviews, health records, etc., the attacker would generally find a unique set of
quasi-identifiers for an individual, which is the motivation for imposing k-anonymity [250] over tabular
databases. It is defined as the property of the anonymized database such that there are at least & individuals
for every set of quasi-identifiers in it. This gives the user the ability to hide in a crowd and the attacker’s
chances are reduced to } to attribute a particular data point to the correct user. It is implemented using
two basic operations: suppression, that is to remove or replace quasi-identifier values with placeholders (e.g.,
the trailing digits of a zipcode can be replaced by the * symbol), and generalization, thatis to club together
values in a particular column using ranges (e.g., age > 30). The anonymity gets stronger as the value of k
increases, but of course, it implies a trade-off with the utility of the released data set.

There have been efforts to learn efficient machine learning models using a data set that has been
anonymized using k-anonymity, by searching for optimal hyperparameters [21], efficient clustering of
rows [180], and full-domain generalization [170]. Moreover, there are several extensions proposed to address
issues in k-anonymity, e.g., the lack of diversity in the anonymized data set is handled by I-diversity [189],
and the vulnerability posed by the distinct distribution of sensitive attributes is solved using t-closeness [176].
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Indeed, such modification of the database implies a significant reduction in utility, and yet there remain
several vulnerabilities in k-anonymity due to the lack of randomization in the aggregation and the query
mechanism. This is the motivation for the differential privacy (DP) [70] paradigm, which provides the
strongest privacy guarantees at present and is deployed at major corporations [47] including Apple, Google,
and Microsoft. It was also used to publish population data for the 2020 US census [2].

Differential Privacy In its simplest form, DP can be explained as a randomized response [316] when a
binary question is asked to the user with yes/no as the response. In this scenario, a coin is tossed each time
a response is to be recorded. If the coin says heads, then the true response is recorded, and if the coin says
tails, then another coin is tossed. Based on the outcome of the second coin, the response may be recorded
as yes if heads or no if tails. The randomness involved in this mechanism allows the users to have some
plausible deniability towards their response and hence protects their privacy to some extent. As the number
of participants increases, the aggregate result for the question becomes more accurate. At this point it is
to be observed that, while DP can be used to anonymize databases, more generally it is a property of the
algorithm which executes query functions over databases and generates noisy responses to preserve privacy.
This mechanism ensures that the output distribution of the DP algorithm is statistically indistinguishable,
no matter whether the data of a subject is present in the database or not. Hence, for example, the participants
of a DP-enabled survey can rest assured that their data does not make a significant difference in the aggregate
response of the survey, and can go on to safely participate in it.

DP [69] provides a rigorous probabilistic way to quantify the privacy leakage of an information release
process. DP also comes with strong mathematical properties and a powerful algorithmic framework [70].
For these reasons, DP and its variants have become the gold standard notion of privacy in machine learning
and many other scientific fields. Traditionally, DP is defined using the notion of “neighbouring” databases
which differ on at most one record. Let D be the universal set of databases, and d, d’ € D be two databases
with |d|; and |d’|; as their respective sizes, then the /1 distance between them is given by |d — d’|1, which
measures how many rows differ between d and d’. Now we can define the criteria of response queried from
these databases which will satisfy the DP guarantee.

Definition 1 (Differential privacy) Let A be a randomized algorithm which executes queries over any
arbitrary database belonging to D, and let € > 0. We say that A is e-differentially private (e-DP) if for any
d,d € Dsuchthat|d — d'|y = 1and any S C range(.A):

Pr[A(d) € S] < e“Pr[A(d') € 5],
where the probabilities are taken over the randomness of A.

DP essentially requires that the probability of any output does not vary “too much” (as captured by
€) when changing the input. The smaller ¢, the stronger the privacy guarantee, hence epsilon is called the
privacy budget or privacy leakage.

DP possesses a number of desirable properties. First, any function of an €-DP algorithm remains e-DP
(robustness to post-processing). Second, one can easily keep track of the privacy guarantees across multiple
analyses (composition). In particular, given K algorithms that satisfy e-DP, executing them on the same data
and releasing their combined outputs is K e-difterentially private.

In this thesis, we use a variant of traditional DP, called the local-DP model [62] or the fully distributed
model which is more suitable when there is no trusted third party to collect raw data. In this model, it is
assumed that the users’ private data is not aggregated in a central database; instead, each user is the sole
owner of their data and they can respond to questions in a differentially private manner. This nullifies the
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possibility of any data theft or malicious use by the database curator, hence it is considered as a stronger
privacy model. Local-DP can be defined over individual data points that may originate from features of raw
data or intermediate representations of a neural network.

P

Definition 2 (Local differential privacy) Let A be a randomized algorithm taking as input a data point
in some space X, and let € > 0. We say that A is e-local differentially private (e-LDP) if for any x,x’ € X
and any S C range(A):

Pr[A(z) € S] < e Pr[A(z') € 5],

where the probabilities are taken over the randomness of A.

It is to be noted that local DP is equivalent to standard DP for databases of size 1, and hence, x and x' are
always neighboring.

A standard way to design differentially private algorithms is based on output perturbation. A basic
approach is to rely on the Laplace mechanism, which consists in adding Laplace noise calibrated to the
{1-sensitivity of the (non-private) function one would like to compute on the data [69].

Definition 3 (Laplace mechanism) Ler f : X — RY and let the €1-sensitivity of f be defined as

Ai(f) = max |f(z) — ()]

r,x' €X

Letn = [m1, ..., nd) € R? be a vector where each ; ~ Lap(A1(f)/€) is drawn from the centered Laplace
distribution with scale A1 (f) /€. The algorithm A(-) = f(-) + n is e-local DP.

This approach can also be used to randomize data points directly (znput perturbation), which corresponds
to the case where X C R% and [ is the identity function. However, adding noise to raw data often destroys
utility. A better strategy is to perturb carefully designed feature representations of the data, as done in
existing work on image [169] and text [24, 188, 86]. Our proposed approach to add DP noise in speech
features is presented in Section 6.1.

Membership inference attacks [12] are a privacy threat related to trained classifier models where an
attacker can deduce if a given data point is present in the training set of the classifier. It has been shown [248]
that DP can provably bound the accuracy of such attacks and enhance the privacy of these models consider-
ably. Although DP provides strong mathematical guarantees, the addition of large random noise with the
assumption of worst-case adversaries significantly reduces the utility and increases the sample complexity of
the model [87, 63].

2.5 The speaker anonymization task

This thesis derives its relevance from Article 25 of the GDPR which mandates the data controller to
implement all possible technical and organisational measures to ensure the protection of personal data
following the principles of privacy by design and by default. More precisely, speech data is protected by
Article 9 of the GDPR which prohibits the processing of biometric personal data that reveals the gender,
racial or ethnic origin, or health indicators of the data subject. This restriction has a direct impact on the
potential scientific and commercial advancements, therefore it is relaxed by Recital 26 of the GDPR which
freely allows the processing of anonymous data that can no longer be used to identify the original data subject.
Article 4(5) of the GDPR mentions “pseudonymization” as a possible technical measure to achieve privacy
by design, which is the task of processing personal data such that it can no longer be attributed to the data
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subject without using additional information that must be secured separately to safeguard the identity of
the data subject. Such processing may prove to be risky if the so-called additional information is accessed by
a malicious entity, hence a stronger approach, namely anonymization, is explored in this thesis. Although
the GDPR does not explicitly mention anonymization, ISO/IEC 29100:2011 [131] defines it as the process
by which the personally identifiable information is z7reversably altered such that the original data subject
cannot be identified directly or indirectly, either by the data controller alone or in collaboration with any
other party.

As mentioned before, the goal of this thesis is to completely unlink a speaker’s identity from their speech
utterances while maintaining the usefulness of the signal. In a generalized sense, this task is perceived as
privacy-preserving data publishing [91] in the literature which envisages a similar vision of releasing useful
data sets in the public domain for scientific and commercial progress without compromising individuals’
privacy. Users are the default owners of their data, therefore publishers must anticipate potential hostile
activity against them using their data and take proactive measures to mitigate any such possibility. Fung
et al. [91] present a comprehensive survey of traditional privacy-preserving data publishing approaches
that are applicable to relational databases. They describe the actors involved in data publishing (user, data
publishers, and recipients), the types of attacks and the effectiveness of privacy models against each attack,
anonymization methods and their fundamental operations, and finally metrics to assess the performance of
privacy-preserving data publishing methods in terms of privacy and utility.

Due to legal and technological awareness in the society, privacy-preserving data publishing approaches
specific to speech data have gained prominence in the past decade and several different methodologies have
been proposed to achieve anonymization!! to some extent. Nautsch et al. [214] attempted to describe
the legal and technological advances with respect to privacy-preserving speech processing, but they only
mention the techniques related to cryptographic methods and their evaluation. The methods of speaker
anonymization that are most relevant to this thesis can be divided into five categories based on the type
of technology they use: noise addition, speech transformation, voice conversion, speech synthesis, and
adversarial learning.

Anonymization attempts using noise addition Ahmed et al. [6] present an end-to-end ASR method
that injects DP noise at various levels in the pipeline to protect the user’s identity and publish only the
anonymized transcription instead of the speech signal. Publishing the text content of spoken data in a privacy-
preserving manner is helpful to safeguard speakers’ identity, but it limits the usage of speech. Hashimoto
et al. [113] experiment with a different range of bandpass filtered noise to be added to speech signal to
degrade speaker recognition performance in terms of increase in EER and preserve intelligibility. Although
this method allows publication of speech data, it is difficult to manually calibrate the noise for unforeseen
conditions, e.g., different languages, ambient noise, etc.

Anonymization attempts using speech transformation Speech transformation is considered the most
convenient anonymization method since it does not require large data sets for training machine learning
models; instead, it can be performed using careful signal processing based manipulations of speech parameters.
Cohen-Hadria et al. [45] perform anonymization of voice recordings by using a low pass filter to remove
formants and inverting the MFCCs to obfuscate speaker information while preserving the acoustic scene.
Qian et al. [234] transform the spectrogram frequency scale of original speech by applying a composition
of two nonlinear functions with random parameters. The resilience of this technique is dependent on the
secrecy of these parameters. They also perform sensitive keyword substitution to completely sanitize the

11Legaﬂy speaking, the term “anonymization” refers to a method that fully achieves this goal. Following [294], we use it in a
broader sense to refer to a method that aims to achieve this goal, even when it has failed to do so.
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speech for publishing. Patino et al. [223] present the latest speech transformation method as a baseline for
the first Voice Privacy Challenge [293] where the pole angles of the linear prediction (LP) spectral envelope
are altered using McAdams coefficient (apr) [197]. Specifically, the filter coefficients for each frame are
derived using LP source-filter analysis, which are then used to extract the real- and the complex-valued pole
positions. Thereafter, the angle of the complex-valued poles is raised to the power of a pre-determined avy,
causing the associated formant spectrum to expand or contract. The new complex-valued pole positions
and the unchanged real-valued poles are then converted back to filter coefficients, and combined with the
residual source information to resynthesize an anonymized time-domain speech frame. Gupta et al. [105]
significantly improved this work by proposing the modification of both the pole angles as well as the pole
radii of the LP spectrum. Although the parameter manipulations performed by speech transformation
methods seem perceptually reasonable, they are easy to break using machine learning methods [273], hence
they provide weak protection against privacy attacks.

Anonymization attempts using VC  Voice conversion (VC) methods are the earliest and most obvious
choice for speaker anonymization since their goal is to transform the voice of a given speaker into that of
another speaker whose voice characteristics are known beforehand. Jin et al. [139] present the first known
approach towards speaker anonymization by transforming any given source speaker to a single target voice
present in the Festival speech synthesis system [28], and show that it performs well in terms of drop in the
speaker identification accuracy. Bahmaninezhad et al. [17] convert a given source speaker into the average
of all speakers of the same gender. Pobar and Ipsi¢ [228] pre-train a set of speaker transformations and
identify the speaker at test time to select one of the corresponding transformations. These methods are
hardly applicable in practice since they require the source speaker to be present in the training set of the
VC system and, in the context of anonymization, the amount of speech from the original speaker is often
limited to one utterance. To relax this constraint, Magarifios et al. [190] find the closest source speaker in the
training set and apply one of the corresponding transformations. Yoo et al. [329] presents a many-to-many
CycleGAN variational autoencoder-based VC method for speaker anonymization which takes a one-hot
vector for the target speaker present in the training set. They experiment with several distributions of training
speaker proportions as the target but yet do not allow external speaker identities to be used at run time.

Anonymization attempts using speech synthesis  Techniques based on speech synthesis have also been
proposed to relax the requirement of having source speakers in the training set of the anonymization system.
For instance, Justin et al. [142] transcribe speech into a diphone sequence and re-synthesize it using a single
target. These methods suffer from three limitations. First, they still result in a limited set of target speakers
or speaker transformations, which prevents the original speaker from choosing an arbitrary unseen speaker
as the target. Second, using a real speaker’s voice as the target raises ethical concerns. Third, the conversion
of speech to a sequence of discrete tokens as in [142] is error-prone and destroys all the paralinguistic and
extralinguistic attributes. This motivates the objective of converting the original speaker’s voice into an
arbitrary, imaginary pseudo-speaker’s voice without relying on a transcription step. Speaker embeddings such
as x-vectors [269] provide the continuous representation needed to define and generate such pseudo-speakers.
Fang et al. [79] address this objective using a speaker-independent speech synthesis system. They select
x-vectors within an external pool of speakers and average them to obtain a target psendo-speaker x-vector. This
x-vector, along with a representation of the original linguistic and intonation contents, is provided as input
to a neural source-filter (NSF) based speech synthesizer [312] to produce anonymized speech. Han etal. [110]
extend the framework presented in [79] to select a single target x-vector at random within a maximum
distance from the original x-vector that satisfies a privacy metric based on difterential privacy. Although these
techniques manage to alleviate the three limitations mentioned before, they use weak evaluation criteria with
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an assumption that the attacker does not know about the usage and the parameters of the anonymization
algorithm.

Anonymization attempts using adversarial learning Recently, there has been some research towards
speaker anonymization using adversarial training which implicitly models speaker information and removes
it from the intermediate representations of a neural network that is optimized for some utility task, thereby
learning privacy-preserving model parameters. One of the first approaches in this direction is investigated
as a part of this thesis which is described in detail in Chapter 4. Espinoza-Cuadros et al. [75] present an
autoencoder-based approach, which reconstructs the speaker representation by adversarially removing
source speaker information from it, and use the new representation as the target pseudo-speaker. In a similar
context, Champion et al. [36] examine the hypothesis that the linguistic features used for speech synthesis
contain speaker information and use speaker adversarial training similar to [272] to mask the identities.

2.6 Summary of techniques

In this section, we succinctly recall the relevance of the abovementioned techniques for this thesis and
mention how exactly they are reused or adapted in the following chapters.

We first delve into the details of speech generation using the vocal tract, which makes it clear that each
person has a personal physiology that reveals cues to substantiate his/her identity from the speech signal. The
specific configurations of articulators, that generate the phoneme sounds, also exhibit personally identifiable
characteristics. Although in this thesis we do not perform any phoneme-specific analysis with respect to
privacy, such phenomena are crucial to understand that the speaker’s identity is highly entangled with the
linguistic properties of sounds, and may possess identity markers in terms of nativeness or accent [53]. These
properties and identity markers are recognized by examining the speech signal in the time domain or the
frequency domain. The time-domain signal is a useful digital representation of sound and it exhibits several
interesting properties which enable us to define either the local units of speech, i.e., phonemes, or global
speaker-related characteristics like speaking rate [164]. It is noteworthy to mention that the time-domain
signal also contains the effect of ambient noise, the microphone quality, and the subtle variations in the
vocal tract even to produce the same linguistic content. Due to the dominant eftect of speaker characteristics
among these factors, it is certainly attainable to infer the speaker’s identity yet it is difficult to disentangle
these variations and capture parameters in the time-domain signal.

Evidently, it is much easier to analyze the speech signal after transforming it into the frequency domain.
The spectrogram and the features derived from the frequency domain representation, such as MFCCs, are
widely used to identify phonemes, speakers, emotions, etc. These features exhibit numerical patterns that
correlate with the perceptual properties of human speech, for example, the fundamental frequency correlates
with the pitch, the harmonic structure in the spectrum indicates voicing, and the position of the formant
peaks characterize a phoneme. The goal of this thesis is to efficiently identify features corresponding to
speaker information and manipulate them such that the speech signal is no longer attributable to the original
speaker. We mentioned previously that the speaker information is present throughout the signal as the source
characteristic, and shows distinctive cues in the spectral tilt, the nasalization patterns, and the speaking rate
of an utterance. Although a rule-based approach, using a combination of acoustic cues and spectral features,
can be devised to isolate the factors causing speaker distinction in a controlled setting, it is infeasible to model
unknown variations caused by the effect of ambient noise, emotional states, conversational settings, and
languages. Hence, strong statistical models, such as deep neural networks, are employed to project speaker or
phoneme-related information to a high-dimensional hidden space where discrimination and identification
are easier.
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TDNNs are well suited for modeling the temporal dependencies in a speech signal, hence, they are used
to design effective ASR (except for the end-to-end systems) and ASI models. ASR models are extensively used
for two main purposes in this thesis. First, they are used as a key building block of the anonymization pipeline
proposed in this thesis. And second, they are used to evaluate the private representations generated by the
proposed anonymization techniques in terms of intelligibility. ASI models are used for two main purposes:
1) to model speaker information and generate useful representations, such as the x-vectors, and 2) to test the
resilience of the anonymization techniques against re-identification attacks. Chapter 4 investigates whether
private representations can be generated by an ASR network when it is trained in a domain-adversarial
manner with an AST adversary. In addition, ASI evaluation metrics are adapted for measuring the degree of
privacy protection as explained in the next chapter.

Techniques that allow the manipulation of speaker-related properties of speech and the generation of a
new speech signal, such as speech synthesis, speech transformation, and voice conversion, are crucial for the
anonymization approaches proposed in this thesis. The remaining chapters, except Chapter 4, leverage these
techniques to replace the original speaker’s identity in the speech signal with a new identity by manipulating
either the inputs or the parameters of these techniques. Since they generate an intelligible speech signal,
they can be directly evaluated in terms of their utility for the task of anonymization. The speech data set
processed by these techniques can also be published and easily evaluated in terms of speaker re-identification
attacks. Finally, we employ differential privacy based anonymization techniques to remove residual speaker
information from the speech signal and provide formal guarantees of privacy protection.



Chapter 3

Privacy Evaluation using Informed
Attackers

Facts do not cease to exist because they are
ignored.

Aldous Huxley

In this chapter, we state the actors involved in the speaker anonymization process, and we define the
actions they can make via a threat model that connects them. This threat model is then used as a guide to
design and evaluate privacy protection schemes. Specifically, we propose the concept of malicious entities,
i.e., attackers who possess a certain degree of knowledge about the anonymization scheme, and use this
concept to rigorously evaluate the level of privacy protection achieved by the considered schemes. Further,
we provide a brief account of the performance metrics that are employed to evaluate these schemes in terms
of privacy and utility, followed by a detailed comparison of three privacy metrics to assess their ability to
express useful information and their vulnerabilities. Finally, we conduct a preliminary study using one
speech transformation and two voice conversion-based methods to establish the role of the actors in the
threat model and validate the claim that ‘knowledgable’ attackers measure the level of privacy protection
reliably.

In Section 3.1, we present the threat model, the actors and their goals, and discuss the notion of attackers’
knowledge. Section 3.2 and 3.3 describe the VC techniques and strategies behind the anonymization schemes
considered in this chapter. The performance metrics used to evaluate the level of privacy protection and
utility achieved are mentioned in Section 3.4. Section 3.5 describes the experimental setup including data
sets, VC algorithm settings and attacker designs. Different attackers are compared in Section 3.6, while
different privacy metrics are compared in Section 3.7. Finally, Section 3.8 summarizes the main findings of
this chapter and paves the road for the following chapters.

The investigations in this chapter are conducted in collaboration with Dr. Mohamed Maouche. The
attack model, the concept of attackers’ knowledge, the implementation of anonymization schemes, and
the experiments to compare the attackers were primarily contributed by the author of this thesis, while

the definition of privacy metrics and the experiments to compare them were largely contributed by Dr.
Maouche.
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3.1 Attack model and the notion of attackers’ knowledge

As explained in Section 1.1, speech data exhibits biometric characteristic of human beings which must be
protected to safeguard the identity of individuals. According to the ISO/IEC International Standard 24745
on biometric information protection [130], publicly available biometric references must be zrreversible and
unlinkable for tull privacy protection. Such protection must be resilient to re-identification attacks that may
be strengthened using auxiliary information about the data set or the privacy protection scheme.

Throughout this thesis, we consider the following threat model. Speakers process their voice through an
anonymization scheme. This anonymization step takes as input one or more private speech utterances along
with some configuration parameters, and outputs a new speech signal or some kind of derived representation.
The transformed utterances from one or more speakers form an anonymized public speech data set that is
processed by a third-party user for, e.g., ASR training/decoding or any other downstream task. Given a
public data set of anonymized speech (or speech representation in the form of feature vectors) contributed by
several speakers, an attacker attempts to find which utterances in this data set are spoken by a given speaker.
To do so, the attacker compares every utterance in the data set with a sample of speech from that speaker,
that was either recorded or found in some other data source. In addition, the attacker can leverage some
knowledge about the anonymization scheme as shown by the red arrow in Figure 3.1.

Private A Pu_b”% - ASR ASR Emotion
Original utterance Anonymization nonymized (trial) Training Testing analysis

utterance
ﬁ Downstream tasks

<@ |Attacker's knowledge

SPEAKER

Enroliment utterances
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Same / Different
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Fig. 3.1 Considered threat model. Speakers anonymize speech to conceal their identity before publication;
attackers use biometric technology and knowledge of the anonymization scheme to re-identify them; wsers
(e.g., speech technology companies) use the published data for downstream tasks such as ASR training.

Formally, an attacker has access to two sets of utterances: A (enrollment/found data) and B (trial/public
anonymized speech), but knows the corresponding speakers in A only. The attacker designs a linkage function
LF(a,b) that outputs a score forany a € Aand b € B. Typically, this score is a similarity score obtained
through a speaker verification system. The attacker then makes a decision whether a and b are mated (same
speaker) or non-mated (different speakers) based on this score. A good speaker anonymization scheme must
defeat such linkage attacks by concealing the speaker identity, while preserving the utility of speech for data
users as measured for instance by the perceived speech naturalness and intelligibility and/or the performance
of downstream tasks such as training an automatic speech recognition (ASR) system, thereby achieving a
suitable privacy/utility trade-off. Figure 3.1 shows the three actors involved in this model, namely the speaker,
the attacker and the user, along with their actions. The goals of the speaker and the user are intimately linked,
while the attacker operates independently.

Crucially, all past studies have assumed a weak attack scenario where the attacker is unaware that
anonymization has been applied to the public data [139, 142, 113, 234, 17, 79]. This raises the concern that
the privacy protection may entirely rely on the secrecy of the design and implementation of the anonymiza-
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tion scheme, a principle known as “security by obscurity” [202] that has long been rejected by the security
community. There is therefore a strong need to evaluate the robustness of the anonymization to the knowl-
edge that the adversary may have about the transformation. In practice, such knowledge may for instance be
acquired by inspecting the code embedded in the speaker’s device or in an open-source implementation.

As opposed to past studies, different linkage attacks are considered in this thesis depending on the
attacker’s knowledge of the anonymization scheme, as illustrated in Figure 3.2. At one end of the continuum,
an Ignorant attacker is unaware of the speech transformation being applied, while at the other end an
Informed attacker can leverage complete knowledge of the transformation algorithm and its parameters. In
between, a Lazy-Informed attacker and a Semi-Informed attacker know the voice transformation algorithm
but not its parameters and they exploit it to a different extent.

Ignorant Lazy-Informed Semi-Informed Informed
Unaware of Aware of Full exploitation Complete
anonymization anonymization but but with different knowledge and

partial exploitation parameters exploitation

Fig. 3.2 Increasing degree of attacker’s knowledge that determines the strength of the re-identification attack.
Intermediate points on the continuum can be simulated as attack scenarios.

We have implemented several attackers depending on the choice of the VC algorithm and the target
selection strategy as well as the extent of the attacker’s knowledge (Informed, Semi-Informed, Lagy-Informed
or Ignorant). This implementation is illustrated in Figure 3.3, where the first row indicates the baseline
case 1 that uses the untransformed trial and enrollment sets along with the ASV., model trained on the
original data.

2 Our Ignorant attacker is unaware of the VC step: he/she simply uses an i-vector+PLDA or x-
vector+PLDA ASV.y, model trained on the untransformed training set and applies it to the untrans-
formed enrollment set, while the trial set is anonymized.

3 Our Lagy-Informed attacker is aware of the anonymization scheme, i.e., the VC algorithm (see
Section 3.2) and the target selection strategy (see Section 3.3.1), but not the particular choices of
targets. He/she uses that knowledge to anonymize the enrollment set using a different choice of targets
than the trial set. However, due to computational constraints, he/she does not retrain the ASV.,
model on anonymized data, and still considers an ASV,,, model trained on the untransformed
training set for re-identification.

4 Our Semi-Informed attacker also knows the anonymization scheme but not the particular choices of
targets. He/she advances one step ahead of the Lazy-Informed attacker and applies this strategy to the
enrollment as well as the training sets by drawing random target speakers used by the VC method
(we assume that the values of VC parameters are known to both Lagy-Informed and Semi-Informed
attacker). As a result, the training and enrollment data are converted in a similar way as the trial
data, but the target speaker associated with every speaker in the enrollment set is typically different
from that which is associated with the same speaker in the converted trial set, except for the const
speaker selection strategy (see Section 3.3.1) which uses a single target speaker for the entire data set.
The training set is then used to train a new ASV2'1" model to match the testing conditions during
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the re-identification attack, i.e., both the x-vector/i-vector speaker representation extractor! and the
PLDA speaker similarity score model are re-trained.

S Finally, our Informed attacker has access to the actual VC models and target choices used to anonymize
the trial set, so he/she converts the training and enrollment sets accordingly, and retrains the speaker
verification model similar to the Semi-Informed attacker.

Trial set I Enrollment set
1 ASV
|
2 — Anon. — WP ——— ASVey
|
3 —> Anon. — * —> ASV ) «— ** <— Anon. «—
|
4 —> Anon. — w —— ASV" ——— *w <«— Anon. «—
|
5 — Anon. — w ——> ASVI ——— w <« Anon. «—

\4

EER, Cy,, CIIn, DS

Fig. 3.3 Privacy evaluation in (1) Original, (2) Ignorant, (3) Lazy-Informed, (4) Semi-Informed and (5)
Informed settings using ASV., models. The blue ASV 1 block indicates the model trained on original
speech, the red ASV2'" block is trained on anonymized speech but with different parameters than the trial
set. Although the ASVZ " model is always shown in red color, as per the explanation in Section 3.3.2, the
Semi-Informed ASVi " model difters from the model in the Znformed setting when the const strategy is

eval
used.

In this chapter, we conduct preliminary investigations to assess the strength of Ignorant, Semi-Informed,
and Informed attackers, and establish the validity of the proposed attack continuum. Chapter 5 additionally
considers the Lazy-Informed attacker for evaluating the anonymization schemes. Our experiments evaluate
three VC methods with different target speaker selection strategies in various attack scenarios to study
unlinkability in the spirit of the ISO/IEC 30136 standard [132]. In each scenario, we measure how well each
VC method protects the speaker identity against attackers that leverage state-of-the-art speaker verification
techniques based on i-vectors [55] or x-vectors [269] to design linkage attacks. The word error rate (WER)
achieved by a state-of-the-art end-to-end automatic speech recognizer [318] is also reported as measure of

"The extractor is a neural network in the case of x-vectors [269] and a joint factor analysis model in the case of i-vectors [S5].
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utility for the data user. While a formal listening test is beyond the scope of this thesis, a few samples of

converted speech are available for informal comparison.2

3.2 Voice conversion methods

The criteria for selecting the VC methods for the experiments performed in this thesis are that they must
be 1) non-parallel, i.e., do not require a parallel corpus of sentences uttered by both the source and target
speakers for training — this is important from both privacy and technical perspectives. The privacy risk arises
due to the scarcity of parallel corpora which limits the data publisher to choose among a few openly available
targets, thereby increasing the risk of an inversion attack. Furthermore, it requires the source speaker at test
time to be present in the parallel corpus, which limits the usage of such a system to a selected few speakers;
2) many-to-many, i.c., allow conversion between arbitrary sources and targets so that any speaker in a large
corpus can be selected as the target, thereby increasing the choices for anonymization targets ; 3) source- and
language-independent, i.c., do not require enrollment sentences for the source speaker and do not rely on
language-specific ASR or phoneme classification — this is important from a usability perspective as it frees
the speaker from the burden of enrolling and it is applicable to any language (including under-resourced
ones), and from a privacy perspective since enrollment translates into the storage of a speaker’s biometric
identity which poses even greater privacy threats.

The first criterion is a general requirement which all speech anonymization methods must satisfy. This
criterion and the second one are satisfied by the methods presented in the following chapters too. The third
criterion is quite strict: many VC methods, such as StarGAN-VC [144] or the ASR-based method in [79],
do not satisfy it. We found that the vocal tract length normalization (VTLN) based methods in [233, 279]
and the one-shot method in [40] satisfy all criteria. In this chapter, we use models trained over English
speech [220] but do not use any other linguistic resources such as transcriptions, hence in principle they
may be applicable to other languages as well. A general description of the three selected VC methods is
provided here and the details of their implementation are presented later in Section 3.5.2.

3.2.1 VoiceMask

VoiceMask is described in [233] as the frequency warping method based on the composition of a log-bilinear
function, expressed as

) (3.1)

and a quadratic function, given by

9w, B) =w+ B (: - (“’)2> - (32)

Here w € [0, 7] is the normalized frequency, & € [—1, 1] is the warping factor for the bilinear function,
and 8 > 0 is the warping factor for the quadratic function. Therefore, the warping function is of the
form g(f(w, ), B). The two parameters, & and (3, are chosen uniformly at random from a predefined
range which is found to produce intelligible speech while perceptually concealing the speaker identity.?
In the following, we apply this transform to the spectral envelope (see Section 2.2.1) rather than the pitch-

thtps ://github.com/brijmohan/adaptive_voice_conversion/tree/master/samples

3 Figure 9 in [233] shows the effect of v and 3 on the voice distortion.
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synchronous spectrum as in the original paper.* In addition, we apply logarithm Gaussian normalized
pitch transformation [182] so as to match the pitch statistics of a target speaker. Let pg. represent the pitch
sequence of the source speaker, figc and o be the mean and standard deviation of the source speaker, and
Hige and O be the mean and standard deviation of the target speaker. Then the transformed pitch sequence

can be obtained as

lo Psrc) — Hsr
log(ptgt) = M X Otgt + Utgt- (3.3)

Osrc

The authors claim that this transformation is difficult to inverse when the parameter values are unknown
because they are randomly selected from a large interval. However, VoiceMask uses the same parameter
values to warp the spectra at each time step of the utterance. Therefore, this approach is quite limited to
conceal the identity of the source speaker and to mimic the target speaker.

3.2.2 VTLN-based voice conversion

VTLN-based VC [279] represents each speaker by a set of centroid spectra { F1, . .., F i } extracted using
the CheapTrick [205] algorithm for K pseudo-phonetic classes. These classes are learned in an unsupervised
fashion by clustering all speech frames of all utterances from this speaker. For each class of the source speaker ,
the procedure finds the class of the target speaker k" and the warping coefficient 9) that minimize the distance

between the source centroid spectrum transformed using a spectral conversion function Fyy(Fs j, w) =

Fs (@9 (w)) and the target centroid spectrum Fy j:

9,k = argmin/ | Fer — Fo (7s,kaw)‘2 dw. (3.4)
9k w=0

All speech frames in that class are then warped using a power function [73]

w\ Y
Gow) = (2). (35)
T
Similarly to above, we apply this warping to the spectral envelope and also perform Gaussian normalized
pitch transformation (Eq. (3.3)) so as to match the pitch statistics of the target. Compared to VoiceMask,
this approach warps the frequency axis in different directions over time. The parameters of this method
include the number of classes K and the chosen target speaker.

Although this algorithm does not require parallel data, it necessitates the storage of a set of K centroid
spectra for each source or target speaker. Increasing the value of K might enhance the quality of the output
speech because distinct phonetic classes may obtain their own set of warping coefficients ¥ rather than
averaged coeflicients over similar classes. It might also have some effect on the strength of anonymization
due to an increase in the number of values of ¥ within an utterance, i.c., the frequency axis can be warped in
more directions than before. Within the scope of this chapter, we fix the value of K based on the author’s
recommendations [279] and do not investigate the effect of changing it.

3.2.3 Disentangled representation based voice conversion

The third approach is based on disentangled representation of speech as proposed in [40, 301]. The core
idea is that speaker information is statically present throughout the utterance but content information is
dynamic. This approach is based on a neural network transformation and uses a speaker encoder and a content

4Strictly speaking, VoiceMask is a voice transformation method rather than a VC method: pitch is converted from the source
speaker to a target speaker, but the spectral envelope is not related to a particular target speaker.
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encoder to separate the factors of variation corresponding to speaker and content information. The only
parameter of this method is the chosen target speaker.

3.3 Target selection strategies and exploitable parameters

In the following, we consider that the VC function and the sets of possible parameter values are known to
all actors. Three parameter selection (a.k.a. target selection) strategies are defined for the three VC methods
above, which can be seen as key ingredients of a “private-by-design” speech processing system. Thereafter
the knowledge that an attacker trying to compromise the system could have about the VC function and the
target selection strategy is described.

3.3.1 Target selection strategies

Three possible target selection strategies are considered which act as the core part of the defense against
re-identification attacks, hence they are also called privacy protection strategies. They are introduced in order
of increasing ramdomness. In the const strategy as shown in Figure 3.4(a), the VC function is constant across
all speakers and all utterances. This means choosing a unique target speaker and, in the case of VoiceMask,
fixed values for o and 3. In the perm strategy depicted in Figure 3.4(b), the conversion parameters are chosen
at random once by each speaker. In other words, when a speaker downloads the VC module on his/her
device, he/she selects a personal target speaker and, in the case of VoiceMask, personal random values for
aand 3. Finally, in the random strategy illustrated in Figure 3.4(c), each time a speaker applies VC to an
utterance, a random set of parameters is drawn, i.e., a random target speaker is selected and, in the case of
VoiceMask, random values are drawn for o and 3.

Trial Targets Enroll Trial Targets Enroll Trial Targets Enroll

spky's: SPk’ spk; spkye:] | spk) spk; spky’ spk spk;

Spkgts — spk2 <——spk, Spkay? spkj spky spky?” spkj '//ospk2
/ spk; \ : >< spk; : spk}
spks ¢ Pk spks ¢ Pk pk,, spkys Pk ~spk,,
(a) const (b) perm (c) random

Fig. 3.4 Three target selection strategies: const, perm and random. Trial utterances are taken from the public,
anonymized data set, while enrollment utterances are found data used by the attacker. Utterances are shown
by small green balls, and the arrows indicate the mapping between original and target speakers.

3.3.2 Exploitable parameters

As explained in Section 3.1, the effectiveness of anonymization is evaluated using three types of attackers
based on the extent of their knowledge about the VC function and its exploitable parameters. An Ignorant
attacker is not aware that VC has been applied at all. In contrast, an /nformed attacker knows the VC method
and its exact parameter values (i.e., the chosen target speaker and the values of o and 3). One may argue that
an Informed attacker is not very realistic (except for the const strategy), while an Jgnorant attacker is very weak.
Between these two extreme cases, the Semi-Informed attacker knows the chosen VC method (VoiceMask,
VTLN, or disentangled representation) and the target selection strategy (const, perm, or random), but not
the actual target (i.e., the actual target speaker or the value of o and [3). This is arguably more realistic since
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the VC algorithm and the target selection strategy may be open-source, while (except for the const strategy)
the target chosen by the speaker is much less easily accessible.

For the perm and random strategies, the advantage of an Informed attacker over a Semi-Informed
attacker only comes from anonymizing the enrollment data using the same targets as the trial set. Indeed, the
Informed attacker cannot anonymize the training set using the same (source,target) pairs as the enrollment
and trial sets because the source speakers are disjoint. Therefore, the two attackers essentially use the same
ASVI9" model. In the const case, the advantage comes not only from anonymizing the enrollment data
using the same (unique) target as the trial set, but also from re-training the model over the training set
that has been anonymized using the same target as well. Hence, the ASVZ'0" model for const +Informed is
distinct from const +Semi-Informed, but for other strategies they do not differ (except with different random
choices of target speakers).

3.4 Performance metrics

Historically, the usual metrics employed in the speaker verification community have been used to assess the
(in)ability of an attacker to recognize the speaker, which is considered as a proxy for the degree of privacy
protection. On the other hand, utility is considered a nebulous concept because it depends on the user,
who may want to use the anonymized speech for transcription, scientific analysis, or broadcast purposes.
Here, concrete privacy and utility metrics are presented which are used throughout this thesis to evaluate
the proposed speaker anonymization schemes.

3.4.1 Privacy measures

In the context of the attacker’s continuum, privacy may be measured as the deterioration in the attacker’s
ability to identify the original speaker from the new representation. If the original speaker is present in the
training set of the system, then ASI, i.e. closed-set identification, can be used over anonymized speech to
quantify the decrease in accuracy, precision, and recall for the speaker. If the speaker is not present in the
training set, then ASV, i.e. open-set authentication, is used instead and the gain in privacy is proportional to
the increase in the confusion of the system to identify the original speaker. The open-set evaluation is much
closer to the realistic scenario where an attacker might obtain a small amount of speech data and use it to
enroll the speaker under attack. Therefore, ASV systems are often used in this thesis to implement concrete
attacks.

The most widely used ASV metric is the equal errvor rate (EER): it considers an attacker that makes a
decision by comparing speaker similarity scores with a threshold and it assigns the same cost to false alarms
and misses [133]. The application-independent log-likelibood-ratio cost function ﬁ’;in generalizes the EER by
considering optimal thresholds over all possible priors and all possible error costs [32]. In the following, we
consider a third metric called /inkability which has recently emerged from the biometric template protection
community but has received little attention in the speech community so far [98]. This metric, denoted as
D3, estimates the distributions of scores for mated vs. non-mated trials and computes their overlap. These
metrics are formally defined below.

Equal Error Rate (EER) The EER is the classical metric used in speaker recognition. It assumes a
threshold-based decision on the score. If LF'(a, b) is greater than a certain threshold 7, the two utterances a
and b are considered to be mated. Two types of errors can be made: false alarms with rate Py, (7), and misses
with rate Ppiss(7). The EER is the error rate corresponding to the threshold 7 for which the two types of
errors are equally likely:

EER = Phiss(%) = Pra(7%). (3.6)
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Log-Likelihood-Ratio Cost Function Cy;, and Cfﬁin Chyy is also a common speaker recognition metric
[32]. It is application-independent in the sense that it pools across all possible costs for false alarm vs. miss
errors, and all possible priors for mated vs. non-mated trials. Let M (resp., M) be the set of mated (resp.,
non-mated) trials and | M| (resp., | M]) its cardinality. Denoting by llr(p) the log-likelihood ratio of mated
vs. non-mated hypotheses for trial p = (a, b), Cyyy is defined as

1 1 I 1 r
Cir = a3 [‘M Z log (1 +e ! (p)>+W Z log (1 + et (p))]. (3.7)
& peEM peM

Cl1r assesses the overall detection which includes both discrimination, i.e., the distinction between
speakers, and calibration, i.e., the selection of an optimal decision threshold. In practice, discrimination alone
is more relevant as a privacy metric. To measure it, a derived metric called Clrﬂin can be computed by optimal
calibration of the scores LF'(p) into log-likelihood ratios using 2 monotonic increasing transformation.

This transformation is found via the Pool Adjacent Violators algorithm (PAV), see [304] for details.

Linkability A linkability metric was proposed in [98] for biometric template protection systems. This
metric can be generalized for any two sets of items. Denoting by H (resp., H) the binary variable expressing
whether two random utterances a and b are mated (resp., non-mated), the local linkability metric for a score
s = LF(a,b)isdefinedas p(H | s) — p(H | s). When the local metric is negative, an attacker can deduce
with some confidence that the two utterances are from different speakers. The authors of [98] argued that
the local metric should estimate the strength of the link described by a score rather than measure how much
a score describes non-mated relationships. Therefore they proposed a clipped version of the difference:

Do, (s) = max(0,p(H | ) — p(H | 5)). (3.8)

The global linkability metric D® is the mean value of D, (s) over all mated scores:

D3P = /p(s | H) - D (s) ds.

In practice, D, (s) is rewritten as (2 - w - Ir(s)) /(1 + w - Ir(s)) — 1 where the likelihood ratio Ir(s)
is p(s | H)/p(s | H) and the prior probability ratio w is p(H)/p(H ), and p(s | H) and p(s | H) are

computed via one-dimensional histograms.

3.4.2 Utility measures

Generally, it is assumed that reasonably intelligible, natural-sounding, good quality audio is sufficient for any
kind of utility. Humans can be employed to listen to the transformed speech data and rate these attributes
on a perceptual scale, but this setup is costly and time-consuming. Instead, most speaker anonymization
studies including ours use an ASR system as the objective judge of these attributes. It is a good proxy for
measuring the utility since the given attributes highly correlate with ASR performance. ASR performance
is measured in terms of the WER. The WER is computed by first aligning the estimated word sequence
with the reference word sequence, and then counting the number of substitutions (5), deletions (D), and
insertions (1) required to convert the estimates to the references, where each reference utterance 4 is of length

LWV4) The WER for the whole data set is given by the following formula:

S+D+1

(3.9)
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3.4.3 Comparison of privacy metrics

In the later part of this chapter, experiments are performed to assess the suitability of the three metrics, EER,

min and D, for the evaluation of speaker anonymization. In addition to comparing the metrics in their
form and substance, simulated data is generated to exhibit their blindspots. Experiments are also conducted
on real speech data processed by the anonymization schemes considered in Section 3.3.1 against the three
different attackers defined in Section 3.3.2. Overall, the aim is to understand the complementary factors
underlying different metrics and ensure that the anonymization schemes being evaluated were not designed
to fool attackers that follow one specific speaker verification method but would fail with others.

Based on the definitions in Section 3.4.1, it is evident that the three metrics do not provide the same
information. Both the EER and HH;in measure the probability of error of an attacker that makes decisions
based on a threshold on the linkage function (one particular threshold for EER and all possible ones for

lrf;in). Linkability measures something different: it evaluates how different the distributions of mated vs.
non-mated scores are. There is no attacker making a decision and there is no threshold or, from another
perspective, the best possible oracle attacker (not necessarily threshold-based) is assumed. In addition, if we
consider how general are the metrics, on the one hand H“;i“ is a direct extension of the EER as it does not
focus on one single threshold. On the other hand, D" is evaluated over all the encountered mated scores.

In Section 3.7, we provide experimental examples that highlight the impact of these differences.

3.5 Experimental setup

In this section, we describe in detail the data sets, the parameters of the VC methods, and the models used to
evaluate privacy and utility.

3.,5.1 Data and evaluation setup

The majority of experiments in this thesis are performed on the openly available LibriSpeech corpus [220]
which is a 960-hour data set containing read English speech derived from a large collection of audiobooks in
the public domain.> The audiobooks are recorded by volunteers in rather clean ambient conditions using
their own microphone device, hence the recording conditions may differ from speaker to speaker. The audio
is sampled at 16 kHz and sufficient linguistic resources, such as the lexicon and the language models, are made
available for download which makes it suitable for training ASR models. The corpus is gender-balanced
in terms of the number of speakers and their individual duration as shown in Table 3.1, therefore it can
be well suited for training speaker identification models. The whole data set is divided into evaluation and
training subsets with further segregation of utterances incurring lower WER, designated as “clean”, from
the ones incurring higher WER, i.e., “other”. Careful selection has been done to maintain the duration of
individual utterances to about 10 s and to balance the data such that the per-speaker duration within the
subset is almost the same.

For the experiments in this chapter, the 460-hour clean training set (¢7ain-clean-100 + train-clean-360),
which contains 1,172 speakers, is used to train the disentanglement transform. Out of the test-clean set, an
enrollment set (438 utterances) and a #7zal set (1,496 utterances) are created with different utterances from
the same 29 speakers (13 male and 16 female, not in the training set) considered as source speakers. The
details of the trial set are shown in Table 3.2. The target speakers for all three VC methods are randomly
picked from the training and test-clean sets.

For each VC method and target selection strategy, all utterances in the trial set are mapped to possibly
different target speakers in the training or trial set. The converted trial set serves as the public anonymized

Shttps://librivox.org/
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Table 3.1 Subsets of the LibriSpeech data set along with their total duration in hours, duration per speaker
in minutes, and number of male and female speakers.

Subset Duration (h)  per speaker (min) Male speakers  Female speakers
dev-clean 5.4 8 20 20
Evaluation test-clean 5.4 8 20 20
dev-other 5.3 10 17 16
test-other 5.1 10 16 17
train-clean-100 100.6 25 126 125
Training train-clean-360 363.6 25 482 439
train-other-500 496.7 30 602 564

Table 3.2 Detailed description of the trial set for speaker verification experiments.

Male Female

Number of Speakers 13 16
Number of Mated trials 449 548
Number of Non-mated trials 9,457 11,196

data set that attackers want to de-anonymize by designing a linkage attack. To this end, attackers have access
to the enrollment set which serves as the found data used to model the speakers in the trial set.

The attackers also have access to the 460-hour training set to train state-of-the-art speaker verification
methods based on x-vectors [269] and i-vectors [55], which are stronger than the Gaussian mixture model-
universal background model (GMM-UBM) based method used in the seminal work of [139]. We adapt
the s7el6 Kaldi recipe for training x-vectors and i-vectors to LibriSpeech.® The recipe is customized to use a
smaller network architecture for x-vector computation than the original architecture presented in Table 2.1.
Specifically, compared to that architecture, the frame4, frame5 and segment7 layers are removed, thereby also
reducing the szats pooling layer to 5127 %1024 and the segment6 layer to 1024 x512. Here T  refers to the
utterance-level context. This reduced architecture performs slightly better on LibriSpeech than the original
one. We use the PLDA score given by Equation (2.26) to compute the similarity between speakers. The
PLDA model is again estimated over the x-vectors extracted from the 460-hour training set.

Finally, the utility of each VC method is evaluated in terms of the resulting ASRZ™" performance, that is
trained and tested on the converted data (Figure 3.5, case 3 ), and this WER is compared with the baseline
WER obtained on the clean speech using ASR.,; (Figure 3.5, case 1 ). A hybrid connectionist temporal
classification (CTC) and attention based encoder-decoder [318] is used to build ASR.,,y, that is trained on
the converted 460-hour training set using the standard recipe for LibriSpeech provided in ESPnet’. This
model is also used for the experiments in the next chapter.

3.5.2 Voice conversion settings

VoiceMask. DPitch, aperiodicity and spectral envelope are extracted using the pyworld vocoder®. Only the
random strategy is followed: other target selection strategies have not been applied because fixed values for
o and [ (whether speaker-dependent or not) are prone to inversion attacks. The value of « is uniformly

6ht‘tp5 ://github.com/brijmohan/kaldi/tree/master/egs/1librispeech_spkv/v2
7ht‘cps ://espnet.github.io/espnet/
shttps://gi thub.com/JeremyCCHsu/Python-Wrapper-for-World-Vocoder
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1 ASR.y; —> WER

2 ——> Anon. —> w —— > ASR,;) ——> WER
3 —> Anon. ——> w — > ASRIY" —— WER
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Fig. 3.5 Utility evaluation of 1 original speech data (OO)and 2 anonymized speech data (AO) using
the ASR .y, model that is trained over original speech. Case 3 indicates that the ASRZ’S" model used for

decoding anonymized speech is re-trained over anonymized speech data (AA). Similarly, in case 4 the
ASRZ9" model is used to decode original speech (OA). The yellow block indicates the application of the

eval
anonymization scheme.

sampled such that || € [0.08,0.10] then B in [—2, 2] such that 0.32 < disty, , < 0.40 wheredisty, , =
Jo [ fa,8(w) — wldw is the distortion strength of the warping function. Although our implementation
slightly difters from the original method as described in Section 3.2, we use the ranges for ov and 3 provided
by VoiceMask’s authors in [233] since they produce most intelligible output. A subset of 100 target speakers
is randomly selected and, for every utterance, pitch is transformed so as to match a random speaker within
that subset.

VTLN-based VC. Pitch, aperiodicity and spectral envelope are extracted using the pyworld vocoder. For
each speaker, speech frames are selected using energy-based voice activity detection (VAD) with a threshold
of 0.06, and their spectral envelope are clustered via k-means with K = 8. In strategy const, only one target
speaker is selected. In perm, a random subset of 100 target speakers is drawn and, for each source speaker, a
random target is selected within the subset. In 7zndom, a random subset of 100 target speakers is drawn and,
for each source utterance, a random target within the subset is selected.

Disentangled representation based VC. A publicly available implementation of this method is used.”
As per the authors’ suggestion in the preprocessing script, the disentanglement model (which includes a
speaker encoder, a content encoder, and a decoder) is trained over the t7ain-clean-100 subset of the LibriTTS
corpus (itself a subset of the 460-hour training set of LibriSpeech), with a batch size of 128 and a learning rate
0f 0.0005 for 500,000 iterations. All three target selection strategies are applied similarly to VTLN-based VC
except that only the source utterance and one random utterance from the target speaker are used as inputs
to the content and speaker encoders, respectively. Other utterances from the source and target speakers are
unused.

9https ://github.com/jjery2243542/adaptive_voice_conversion
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3.6 Experimental comparison with different attackers

The three different VC-based anonymization schemes described in Section 3.3.1 are evaluated against the
three attackers defined in Section 3.1. First and foremost, the ASR .y, and ASV .y, systems are trained and
applied to the original (untransformed) data for baseline performance. EERs are obtained over the trial set
described in Table 3.2 for i-vector and x-vector based verification, and WERs for ASR ¢, and ASRZ" over
the evaluation subsets of LibriSpeech mentioned in Table 3.1.

Tables 3.3 and 3.4 present the EER for x-vector and i-vector based speaker verification for the three
attackers and the various VC methods and target selection strategies. Interestingly, the /nformed attacker
achieves similar or even slightly lower EER than the baseline in most cases. This indicates that, when the
attacker has complete knowledge of the VC scheme and target speaker mapping, none of the VC methods
can protect the speaker identity. While an attacker with such complete knowledge is not very realistic in most
practical cases, our results show that speaker information has not been totally removed and is somehow still
present in the converted speech. They also indicate that privacy protection only relies on the randomization
introduced by the target selection strategies.

Table 3.3 EER (%) achieved using x-vector-PLDA based speaker verification.

VoiceMask VTLN-based VC Disentangl.-based VC
Attackers | / Strategies — random const  perm  random | const  perm  random
Informed 5.01 4.71 3.91 6.32 4.71 0.20 5.52
Semz'—[nfbrmed 12.84 23.37 6.32 13.64 43.03 5.42
Ignorant 28.69 24.27 30.99 2738 | 27.68 32.20 30.59
Baseline 4.31

Table 3.4 EER (%) achieved using i-vector-PLDA based speaker verification.

VoiceMask VTLN-based VC Disentangl.-based VC
Attackers | / Strategies —  random const  perm  random | const  perm  random
Informed 8.2 6.22 10.23 9.84 471  0.20 11.03
Semi-Informed 18.25 3149 1876 | 15.65 43.93 10.53
Ignorant 50.55 26.08 49.15 4915 | 49.95 4774  49.85
Baseline 4.61

For the more realistic Semi-Informed attacker, it is observed that strategy perm is quite effective in
protecting privacy and shows the highest gains in EER. This is because the (source, target) speaker pairs in
the enrollment set may not be the same as in the trial set, hence greater confusion is induced during inference.
It is also important to note that strategy 7andom is not much affected by the change of speaker mapping,
which is intuitive because in this case the utterances are already being mapped randomly to different speakers.
In such a case, Semi-Informed attacker is expected to perform as good as the Jnformed attacker as seen in the
results above, with an exception of i-vectors trained over utterances anonymized using VILN-based VC
scheme. While further investigation is required to understand this surprising result concerning i-vectors,
such investigation is beyond the focus of this thesis, which concentrates on x-vectors in the following due to
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their superior re-identification performance. Strategy const is also slightly affected by the change of mapping
because the target speakers used by the attacker for anonymizing the training and enrollment sets are not the
same as the target speakers used to anonymize the trial set, but the effect is not as significant as strategy perm.
A preliminary Lazy-Informed experiment was also performed with the VoiceMask technique and evaluated
using the baseline x-vector ASVy,; model. The obtained EER of 20.96% lies in-between the Informed
(5.01%) and the Ignorant (28.69%) attackers. This scenario is explored in more detail in Chapter 5.

Consistently with past results in the literature, the [grorant attacker performs worst in terms of EER.
This confirms that, when the attacker is oblivious to the privacy-preserving mechanism, we can protect
speaker identity completely. Figure 3.6 shows the distribution of i-vector PLDA scores for mated and
non-mated trials, i.e., the uncalibrated log-likelihood ratios between same-speaker and different-speaker
hypotheses. For full unlinkability, the distributions of mated and non-mated scores must be identical. We
observe that the overlap between the two distributions decreases as we move from the lgnorant to the
Informed attacker, hence increasing linkability.

- Non-mated trials - Mated trials

0.030

0.025

0.020

0.015

0.010

0.005

0.000

-60 -40 =20

Ignorant Semi-Informed Informed

Fig. 3.6 I-vector PLDA score distribution for trials conducted on VTLN (strategy random) converted data by
Ignorant, Semi-Informed, or Informed attackers. The orange distribution indicates non-mated scores, while
the blue distribution indicates mated scores. The crossing between the two curves indicates the threshold
for EER. More overlap means greater confusion, hence greater privacy protection.

Additional experiments were conducted to investigate the case when the attacker may not simply use the
same anonymization scheme as the speaker. Based on the observations in Tables 3.3 and 3.4, a comparative
study was conducted where a Semi-Informed attacker, trained using a particular target selection strategy,
may try to deduce the speaker’s identity from speech samples protected using all the other target selection
strategies. Also considering the fact that the /nformed and Semi-Informed attackers trained using the zandom
strategy performed consistently well, a natural question arises: how well do these attackers perform on
speech samples protected using the cost and perm strategies?

The results, as reported in Table 3.5, indicate that the perm strategy may not be the best for a speaker
because it is not resilient against an attacker trained using the 7andom strategy. Such an attacker performs
decently well against any strategy. It may be the case because having observed several different targets, the
system has learned to distinguish speaker’s information by ignoring the target selection and considering
other discriminatory features that are not removed by switching the target identity. Hence it is crucial to
discover and remove those factors that may be contributing towards the speaker’s identity for complete
anonymization.

Table 3.6 gives the WER obtained for each VC method, which is used as a proxy for the utility of the
converted speech. Note that there is no difference between converted data in different attack scenarios,
hence the WER does not depend on the attacker. VoiceMask and VILN-based VC achieve reasonable
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Table 3.5 EER (%) achieved by the i-vector based Semi-Informed attacker on speech samples protected with
VTLN-based VC, as a function of the target selection strategy employed by the speaker and by the attacker.
Bold face indicates the best attacker’s strategy against each protection strategy.

Protection strategy (trial)
Semi-Informed attacker
R const  perm random
(train + enroll)
const 18.25 26.18 25.18
perm 33.00 31.49 33.60
random 20.66 17.35 18.76

WER compared to the untransformed data, while the disentangled representation based VC produces
unreasonably high WER. Note that these WERs are achieved when ASR is trained solely using converted
data. In practice, many techniques can be used to optimize the WER, such as using converted data to
augment clean data as will be investigated in Section 5.5.

Table 3.6 WER (%) achieved using ASRZ" on speech samples protected with VoiceMask, VTLN-based or
disentanglement-based VC.

Baseline | VoiceMask VTLN-based VC Disentangl.-based VC
Subset | / Strat. — random const  perm  random | const perm  random
dev-clean 9.2 17.7 199 17.9 15.5 46.9 233 112.9
test-clean 9.4 18.1 19.8 18.4 15.9 415 237 115.1
dev-other 28.1 37.4 41.2 375 34.0 73.9 453 113.9
test-other 29.7 39.0 41.4 385 35.0 76.6 471 111.7

3.7 Experimental comparison of privacy metrics

In this section, first, the privacy metrics are compared in a simulated setting where a variety of data, repre-
senting different possible linkage scores and data points, is artificially generated to assess their response in
different situations. Thereafter, the metrics are compared in a real data setting where the scores are obtained
using an experimental setting similar to Section 3.6.

3.7.1 Exhibiting differences and blindspots through simulation

Two experiments are designed over simulated scores in order to exhibit the differences between the metrics.
The first experiment relies on discrete scores to highlight the lack of generality of the EER. The second
experiment relies on Gaussian distributed scores to exhibit the differences between CJIU™ and linkability. All
of the metrics are integrated in the VoicePrivacy Challenge 2020'° and in easy-to-use open-source toolkit"!

developed by Dr. Maouche.

Discrete Scores  Let us assume that there are 8 trials, i.e., pairs of utterances py, . . . , pg and that the score
for the i-th trial is given by the integer LF'(p;) = 4 as shown in the header of Table 3.7. The values of EER

IOhttps://www.\/o‘iceplr"ivacychal'Lenge.org/

11https://g‘itlab.'inr'ia.fr/magnet/anonym'izat'ionfmetr'ics
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and Clrf;m vary with the label (mated vs. non-mated) of each trial. In Table 3.7, three particular cases are
shown where only the labels of the last three trials (associated with scores 6, 7, and 8) change. It is observed
that this has an effect on C but not on the EER. This is because the EER searches for a single threshold
of the linkage function while CT™ averages over all possible thresholds that the attacker might choose.
Furthermore, it is also observed that the EER indicates a privacy of 25% that is half of the best achievable
privacy (50%), while CI'™ increases from half of the best achievable privacy (0.5 over 1) to higher values

(0.65).

Table 3.7 C'Hn;in and EER (%) with discrete scoresin {1, ..., 8}. H (resp. H) denote mated (resp. non-mated)
trials.

Score |1 2 3 4 S 6 7 8|Cpm EER
Casel | H H H H H H H H| 050 250
Case2|H H H H H H H H| 059 250
Case3|H H H H H H H H| 065 250

Gaussian Scores  Since D relies on density estimation, Gaussian distributed scores are generated to
compare D$Y® and CIim, Three different Gaussians are considered here: G1 ~ N'(1,01), G2 ~ N (2, 02)
and G3 ~ N (3, 03). Each Gaussian G is used to sample either mated or non-mated scores according to
akey k; € {H, H}. In total, four different cases are considered depending on the values of (k1, ko, k3):
Mated higher for (H, H, H) ot (H, H, H); Mated lower for (H, H, H) or (H, H, H ); Mated in-between
for (H, H, H); Non-mated in-between for (H, H, H). The three given distributions are sampled in order
to obtain 5, 000 mated and 5, 000 non-mated scores. Multiple standard deviations are chosen to obtain
different degrees of overlap between the distributions: (07, 02, 03) € {0.1,0.5,1,1.5}3.
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Fig. 3.7 Cﬁr;in vs. 1 — D on simulated Gaussian scores.

The results are presented in Fig. 3.7. CH" and D¥® are considered equivalent when CT™ is equal to
1 — D3® (diagonal line). The two metrics agree to a large extent only when the mated scores are higher.
When the non-mated scores are higher (mated lower), Cjj}'™ is always close to 1 while D?® varies depending
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on the overlap between the distributions. In the two remaining cases when the mated scores are surrounded
by the non-mated scores or vice-versa, CI" is lower-bounded by 0.6 and the two metrics do not agree on
the strength of anonymization. This is explained by the fact that threshold-based decision is meaningful
in the mated higher case and its performance is then strongly related to the overlap between distributions,

while it fails partially or totally in the three other cases.
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Fig. 3.8 Simulated ‘non-mated in-between’ data. Top: x-vectors visualized in 2D. Bottom: resulting score
distributions.

To illustrate why this an issue and how this may happen in practice, in Figure 3.8, (simulated) x-vectors
are drawn for multiple utterances of two speakers, which have all been anonymized by mapping them to
another (target) speaker’s voice. Each utterance of speaker A has been randomly mapped to the left or the
right cluster, while the utterances of speaker B have been mapped to the center cluster. The resulting score
distributions match the zon-mated in-between case above. As expected, the two metrics strongly disagree:
D® = 0.99 (low privacy) and H;}n = 0.81 (high privacy). While this situation is unlikely to occur with
unprocessed data (scores are then expected to match the mated higher case), it becomes likely once the
utterances have been anonymized and the chosen anonymization method in multimodal score distributions.

3.7.2 Evaluation on real anonymized speech

In this section, the three privacy metrics are compared under real data settings. The scores and data points
used for linkage attacks, along with the observations after the metric comparison are mentioned below.

Scores under consideration The linkage scores for this experiment are generated using the VC-based
anonymization schemes investigated in Section 3.6. Three target selection strategies, const, perm, and random
are used for VTLN- and disentanglement -based VC while only 7andom is used for VoiceMask. For each
of them, three attackers, namely Ignorant, Semi-Informed, and Informed attackers are considered. The
attacker performs linkage attacks by computing the x-vectors of a trial utterance and an enrollment utterance
and comparing them using one of three linkage functions: PLDA affinity, cosine distance, or Euclidean
distance. This, along with the baseline, results in a total of 63 combinations of anonymization schemes,
target selection strategies, attacker knowledge levels, and linkage functions.



66 Privacy Evaluation using Informed Attackers

Results  Figures 3.9 and 3.10 compare the resulting metrics, where each dot corresponds to one of the 63
combinations above. The comparison between the EER and Cjji*™ (Fig. 3.9) shows a clear relation between
the two metrics. In some cases the EER is stable and Cj™™ varies a little bit but not significantly so. Regarding

the comparison between D¥® and C}j;"", a clear difference can be observed between Fig. 3.10 on real data
and Fig. 3.7 on simulated Gaussian scores: on real data, the two metrics follow a clear relation.
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These results can be explained by the fact that, with few exceptions, the score distributions for the specific
target selection and attack strategies considered here fall into the mated higher case, as can be seen from
the colors associated with the dots. It is however likely that advanced target selection strategies aiming for
score distributions akin to Fig. 3.7 will be developed in the near future, as these would provide an advantage
against attackers making threshold-based decisions. For that reason, this study provides evidence that D3Y®
should be privileged as a privacy metric, since it provides very similar results to established metrics with
current target selection and attack strategies, while being more robust to advanced strategies that will likely
be developed soon.
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3.8 Summary

In this chapter, we investigated the use of VC methods to protect the privacy of speakers by concealing their
identity. Target speaker selection strategies and linkage attack scenarios based on the knowledge of attacker
were formally defined. The experimental results indicated that both aspects play an important role in the
strength of the protection. Simple methods such as VILN-based VC with an appropriate target selection
strategy can provide reasonable protection against linkage attacks with partial knowledge.

The characterization of strategies and attack scenarios in this chapter paves the way for designing better
anonymization schemes in the following chapters. Chapter 4 generalizes the idea of Informed attacker
to measure the amount of speaker-identifiable attributes in the intermediate representations of an ASR
network. To increase the naturalness of converted speech, intra-gender VC as well as the use of a supervised
phonetic classifier in VILN can be explored. Although the adversarial learning-based approach proposed
in Chapter 4 produces anonymous feature vectors instead of a speech signal as output, these vectors can
be used by speech synthesis-based methods to generate a speech signal as shown in Chapter 5. Chapter 5
explores a speech synthesis based approach for generating a private speech signal, which has a high-quality
and more natural output. Standard local and global unlinkability metrics [98] are used to precisely evaluate
the privacy protection in various scenarios. More generally, designing a privacy-preserving transformation
which induces a large overlap between mated and non-mated distributions even in the Znformed attack
scenario remains an open question which we will continue to address in the remaining chapters. In the
case of disentangled representations, this calls for avoiding any leakage of private attributes into the content
embeddings which can be achieved using the technique proposed in Chapter 4.

Furthermore, three metrics to assess the effectiveness of anonymization are compared: the EER, the
application-independent cost function CJ", and the linkability D$Y®. The EER and CI™ assume that the
attacker makes threshold-based decisions on the linkage score, while D3}® implicitly models a more powerful,
non-threshold-based oracle attacker. The comparison on real speech data processed via three anonymization
schemes with different target selection strategies and with nine attackers suggests that these metrics behave
similarly. Yet, experiments on simulated data highlight fundamental differences. Specifically, the EER may
yield a fixed value for situations involving different levels of privacy correctly captured by CIi®, and CJin
becomes less informative than D when the mated scores are lower or interleaved with non-mated scores.
While such situations were unlikely to occur in the field of speaker verification, which involves unprocessed
speech data, it is expected for them to become frequent in the field of anonymization when more advanced
target selection and attack strategies are built. For this reason, this study advocates for the use of D3Y° asa
robust privacy metric capable of handling both current approaches and future developments in this field.






Chapter 4

Adversarial Learning based
Anonymization

For self-realization, a rebel demands a strong
authority, a worthy opponent, God to his
Lucifer.

Mary McCarthy

In the previous chapter, we considered a threat model where an attacker was trying to re-identify speakers
in a publicly released, anonymized speech corpus. We defined a continuum of attackers in increasing order
of their knowledge about the anonymization scheme and found that the knowledgable attackers are more
successful in performing the re-identification attack. This chapter considers a slightly different threat model
than the one described in Section 3.1, where individuals use the speech-to-text service provided by digital
assistants [183, 151]. In this context, the speech signal is sent from the user’s device to a cloud-based service,
as shown in Figure 4.1, where ASR and natural language understanding are performed in order to address
the user request.! This chapter investigates if the personally identifiable information present in speech signals
is preserved in intermediate representations constructed by an ASR network, and to what extent can these

ISee C.gA, https://cloud.google.com/speech-to-text/

Attacker

Speech signal

(Request)
Utterance Digital J
Assistant B .
Action Text J \
(Response) - _ Speech-to-Text service .-
User TTTT ... provider .-

Fig. 4.1 Threat model related to speech-to-text provided by cloud-based services. The database stores
raw speech signal or features rich in speaker-related information, which can be used by attackers for re-
identification.
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representations be used as features to re-identify the speakers within and outside the training set, which
includes the users® of digital assistants.

The rest of the chapter is structured as follows. Section 4.1 gives a general idea of our approach where we
propose an alternative ASR architecture for digital assistants. In Section 4.2, the baseline ASR model and
our proposed adversarial model is described. Section 4.3 explains the experimental setup including the data
sets, the ASR network architecture details and the evaluation metrics. Section 4.4 presents the obtained
results and discusses their implications. Finally, Section 4.5 concludes the chapter and briefly discusses
future directions.

4.1 Alternative ASR architecture

An alternative software architecture is to pre-process voice data on the device to remove some personal
information before sending it to web services. Although this does not rule out all possible risks, a change
of representation of the voice signal can contribute to limiting unsolicited uses of data. In this chapter, we
investigate how much of a user’s identity is encoded in speech representations built for ASR. To this end,
closed- and open-set speaker recognition experiments are conducted. Recall that the closed-set experiment
refers to a classification setting where all test speakers are known at training time. In contrast, the gpen-
set experiment (a.k.a. speaker verification) aims to measure the capability of an attacker to discriminate
between speakers in a more realistic setting where the test speakers are not known beforehand. The attacker
is implemented with the state-of-the-art x-vector speaker recognition technique [269] as described in the
previous chapter.

The representations of speech considered in this chapter are obtained from by the encoder output
of end-to-end deep encoder-decoder architectures trained for ASR. Such architectures are natural in our
privacy-aware context, as they correspond to encoding speech on the user device and decoding it in the
cloud, also illustrated later in Figure 4.3. The baseline network [318] uses one encoder and two decoders:
one based on connectionist temporal classification (CTC) and the other on an attention mechanism, briefly
mentioned at the end of Section 2.2.3. Inspired by [85], the methods in this chapter propose to extend the
baseline network with a speaker-adversarial branch so as to learn representations that perform well in ASR
while hiding the speaker identity.

Several papers have recently proposed to use adversarial training for the goal of improving ASR per-
formance by making the learned representations invariant to various conditions. While general form of
acoustic variabilities have been studied [256], there is some work specifically on speaker invariance [298, 200].
Interestingly, there is no general consensus on whether it is more appropriate to use speaker classification in
an adversarial or a multi-task manner, despite the fact that these two strategies implement opposite means
(i.e., encouraging representations to be speaker-invariant or speaker-specific). This question was studied in
[5], in which the authors conclude that both approaches only provide minor improvements in terms of
ASR performance. Their speaker classification experiments also show that the baseline system already tends
to learn speaker-invariant features. However, they did not run speaker verification experiments and hence
did not assess the suitability of these features for the goal of anonymization.

In contrast to these studies which aim to increase ASR performance, the goal of this thesis is to assess
the potential benefit of adversarial training for concealing speaker identity in the context of privacy-friendly
ASR. This chapter describes the following contributions. First, CTC, attention and adversarial learning
are combined within an end-to-end ASR framework. Second, a rigorous protocol is designed to quantify
speaker identity in ASR representations through a series of closed-set classification and open-set verification

2Note that the users in this chapter are different from the ones defined in the threat model in Chapter 3, where the users were
the consumers of published speech corpora. While in this chapter, the users are the customers who own and use digital assistants.
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experiments. Third, as per the experiments on the Librispeech corpus [220], it is shown that this framework
dramatically reduces speaker classification accuracy, but does not increase speaker verification error. Several
possible reasons are suggested to explain this disparity.

4.2 Proposed model

This section starts by describing the ASR model used as a baseline, before introducing the proposed speaker-
adversarial network.

4.2.1 Baseline end-to-end ASR model

The end-to-end ASR framework presented in [319] is used as the baseline architecture which is also depicted
in Figure 2.8. It is composed of three sub-networks: an encoder which transforms the input sequence of
speech feature vectors into a new representation B, and two decoders that estimate the character sequence
from B. It is assumed that these three networks have already been trained using data previously collected by
the service provider (which may be public data, opt-in user data, etc). Then, in the deployment phase of
the system that is envisioned in this chapter, the encoder would run on the user device and the resulting
representation B would be sent to the cloud for decoding.

The first decoder is based on CTC and the second on an attention mechanism. As argued in [319],
attention works well in most cases because it does not assume conditional independence between the
output labels (unlike CTC). However, it is so flexible that it allows nonsequential alignments which are
undesirable in the case of ASR. Hence, CTC acts as a regularizer to prune such misaligned hypotheses. The
parameters of the encoder are denoted by Ocnc, and those of the CTC and attention decoders by 8. and
Batt, respectively. The model is trained in an end-to-end fashion by minimizing an objective function Lasr
which is a combination of the losses Lt and L1+ from both decoder branches:

min ﬁasr(eenm Hctm att) /Bﬁctc( encs ectc) + (1 - /B)L‘att<0en(:7 Hatt)a (4-1)

eencﬁctc 70att

with 5 € [0, 1] a trade-off parameter between the two decoders.

The form of the two losses Lt and Lty is formally described in Equations (2.20) and (2.21), respectively.
Let us briefly recall the notation to eventually describe the speaker-adversarial objective. Each sample in the
dataset is denoted as S; = (0;, Y}, z;), where O; = [01, ..., 07] is the sequence of T" acoustic feature
frames, Y; = [y1, ..., yc] is the sequence of C characters in the transcription, and z; is the speaker label.
In the case of CTC, several intermediate label sequences of length 1" are created by repeating characters

i)

and inserting a special blank label to mark character boundaries. Let {a1 ,oeo,a M} be the set of all such
) = [g1,...,r]. The CTC loss Letc(fenc, betc) is

intermediate label sequences or alignments, where a;
computed as

[fctc = - log P(Y‘Ou eenm ectc) (42)

where P(Y;|O;; Oonc, Octe) = Z =1 P(a }Ol, Benc, Octc). This sum is computed by assuming condi-
tional independence of observing a label ¥ over previously observed labels #1.;—1, hence

T

(ay) ‘OiQ Oenc; ectc) = H P(gt|oi; Oenc; Octe)- (43)
t=1
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The attention branch does not require an intermediate label representation and conditional independence
is not assumed, hence the loss is simply computed as

C
Eatt (een(:a eatt) = - Z log P(yc‘oza Yl:c—1; eenm eatt)- (4'4)

c=1

4.2.2 Speaker-adversarial model

In order to encourage the network to learn representations that are not only good at ASR but also hide speaker
identity, we propose to extend the above architecture with what we call a speaker-adversarial branch. This
branch models an adversary which attempts to infer the speaker identity from the encoded representation
B. We denote by 0 the parameters of the speaker-adversarial branch. Given the encoder parameters ey,
the goal of the adversary is to find 6 that minimizes the loss

Espk(eency espk) = - log P(Zz‘ou eenca Hspk)' (45)
Our new model is then trained in an end-to-end manner by optimizing the following min-max objective:

min max ﬁasr(eenm gctm Hatt) - Aﬁspk(eenc, 95pk>7 (4-6)

gencﬁctc ,eatt espk

where A > 0 is a trade-off parameter between the ASR objective and the speaker-adversarial objective. The
baseline network can be recovered by setting A = 0. Note that the max part of the objective corresponds
to the adversary, which controls only the speaker-adversarial parameters fgp. The goal of the speaker-
adversarial branch is to act as a “good adversary” and produce useful gradients to remove the speaker identity
information from the encoded representation B. In practice, we use a gradient reversal layer [92] between
the encoder and the speaker-adversarial branch so that the whole network can be trained end-to-end via
backpropagation. Figure 4.2, which is adapted from Figure 2.14, illustrates the full architecture.

In the following, the representation computed by the encoder for a given value of \ is denoted B . If
the encoder succeeds to produce private representations B, i.e., intermediate features that are devoid of
personally identifiable attributes, then the encoder and decoder can be separately deployed on the device
and in the cloud, respectively, as shown in Figure 4.3. This ensures that no personal information leaves the
device, and only private attributes sufficient to decode the text content are transmitted to the central servers
in the cloud. Consequently, even if the attacker gains access to the central server due to cybersecurity issues,
he/she cannot link the hacked data to the original speakers, thereby protecting the anonymity of individuals
using digital assistants.

The current implementation of our approach trains the whole model in an end-to-end fashion on the
same machine causing the encoder and decoder to be tightly coupled with each other. If there is a change in
either of their parameters, the other one must be re-trained. This limitation could be alleviated by using split
learning [104] or federated learning [30] to train the model, where different parts of the ASR network can
be trained on different devices using data distributed across several machines. However, such experiments
are beyond the scope of this thesis.

4.3 Experimental setup

In this section, we describe the setup for experimental evaluation of the approach proposed in Section 4.2.2
in terms of privacy protection and utility. We first describe the different data sets used for training the
ASR, the adversarial branch and the speaker recognition models then the architecture of the end-to-end
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Fig. 4.2 Architecture of the proposed model. The speaker-adversarial branch is shown as a red box. The teal
arrow going from GRL to encoder indicates gradient reversal. When the model is deployed, the encoder
could reside at the client side, while the decoder can be hosted by cloud services.
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Fig. 4.3 Threat model adapted from Fig. 4.1 to reflect our proposed architecture, where the encoder resides
locally in the digital assistant while the decoder is deployed on the cloud. The database stores private
representations devoid of speaker-related information, hence cannot be used for re-identification

ASR network. Thereafter, we mention the training details and finally, the metrics to evaluate the privacy
protection in closed- and open-set conditions are described along with the metrics for utility measurement.

4.3.1 Data sets

We use the Librispeech corpus, described in Table 4.1 and summarized in Figure 4.4 for all the experiments
in this chapter. Different subsets are used for ASR training, adversarial training, and speaker verification. For
the sake of clarity we refer to them as data-full which is used to train the ASR model and evaluate the utility,
data-adv to fine-tune the ASR model, train the adversarial branch and evaluate the privacy in closed-set
conditions, and data-spkv to train the speaker verification models for measuring the privacy in open-set
conditions. The metrics for closed- and open-set conditions are defined in Section 4.3.4. The data-full
set is almost the original Librispeech corpus (see Table 3.1), including z7a:in-960 for training, dev-clean and
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Fig. 4.4 Data set division as per Table 4.1. Each box represents a data set, and a box within it represents a
subset of this data. Subsets of same color indicates that the exact same set of speakers is shared by them, and
a different color indicates a disjoint set of speakers. Of course, a subset shares some of the speakers from the
superset data enclosing it, but they are represented by two different colors because they are composed of
non-equal sets of speakers.

Table 4.1 Splits of Librispeech used in our experiments.

dataset data split #utts  duration (h)
train-960 281,231 960.98
test-clean 2,620 5.40
data-full dev-clean 2,703 5.39
test-other 2,939 5.34
dev-other 2,864 5.12
train-adv 27,535 97.05
data-adv dev-adv 502 1.77
test-adv 502 1.77

train-spkv 373,985 1,388.79

train-plda 422,491 1,443.96
test-clean-enroll 438 0.75
test-clean-trial 1496 3.60

data-spkv

dev-other for validation, and test-clean and test-other for test, except that utterances with more than 3,000
frames or more than 400 characters have been removed from #72:n-9260 for faster training.

The data-adv setis a 100 h subset of z72:n-960, which is obtained by removing long utterances from the
original Librispeech #72in-100 set similarly to above. Itis split into three subsets in order to perform closed-set
speaker identification experiments, since the speakers in the original train/dev/test splits are disjoint, i.c.,
comprise different set of speakers. Closed-set identification is a speaker classification task, therefore requires
train/dev/test splits to contain utterances spoken by a common set of speakers. There are 251 speakers in
data-adv: we assign 2 utterances per speaker to each of test-adv and dev-adv. The remaining utterances are
used for training and referred to as train-adv.

For speaker verification with x-vectors [269], we use data-spkv, which is again derived from data-full.
The train-9260 subset was augmented using room impulse responses, isotropic and point-source noises [157]
as well as music and speech [268] as per the standard srel6 recipe for training x-vectors [269] from the Kaldi
toolkit [230], which we adapted to Librispeech. This increased the amount of data by a factor of 4. A subset



4.3 Experimental setup 75

of the augmented data containing 373,985 utterances was used to train the x-vector representation and
another subset containing 422,491 utterances to train the probabilistic linear discriminant analysis (PLDA)
backend. These subsets are referred to as t7ain-spkv and train-plda, respectively. For evaluation, we built
an enrollment set (test-clean-enroll) and a trial set (test-clean-trial) from the test-clean data. Out of the 40
original speakers, 29 speakers were selected from fest-clean based on sufficient data availability. For each
speaker, we selected a 1 min subset after speech activity detection? for enrollment and used the rest for trials.
The same evaluation protocol was used in Chapter 3, hence the details of the trials are given in Table 3.2.

4.3.2 Network architecture

For all experiments, we use the ESPnet [318] toolkit which implements the hybrid CTC/attention architec-
ture [319]. The input features are 80-dimensional mel-scale filterbank coefficients with pitch and energy
features, totalling 84 features per time frame. The encoder is composed of a VGG-like CNN layer followed by
S BLSTM layers with 1,024 units. The VGG layer contains 4 convolutional layers followed by max pooling.
The feature maps used in the convolution layers are of dimensions (1 x 64), (64 x 64), (64 x 128) and
(128 x 128). The attention-based decoder consists of location-aware attention [39] with 10 convolutional
channels of size 100 each followed by 2 LSTM layers with 1,024 units. The CTC loss is computed over
several possible label sequences using dynamic programming. In all experiments, the trade-oft parameter
B between the two decoder losses is set to 0.5. We train a single-layer recurrent neural network language
model (RNNLM) with 1,024 hidden units over the #747n-960 transcriptions and use it to rescore the ASR
hypotheses. The resulting WER is very close to the state of the art [333] when trained on tr47n-960. Finally,
we implemented the speaker-adversarial branch via a 3 bidirectional LSTM layers with 512 units followed
by a softmax layer with 251 outputs corresponding to the 251 speakers in data-adv. The adversarial loss
Lpy is summed across all vectors in the sequence. The speaker label z; is duplicated to match the length
of the sequence, which is smaller than 7" due to the subsampling performed within the encoder. Due to
this subsampling as well as to the use of bidirectional LSTM layers within the encoder and the speaker-
adversarial branch, the frame-level adversarial loss approximates well a utterance-level speaker loss that
would be computed from a fixed-sized utterance-level representation, while being easier to train.

4.3.3 Training

In all experiments, we start by pre-training the ASR branch for 10 epochs over data-full and then the
speaker-adversarial branch for 15 epochs on data-adv in order to get a strong adversary on the pre-trained
encoded representations. Then, to reduce the computational cost all networks are fine-tuned on data-adv
by running 15 epochs of adversarial training. Due to this, the WER (which corresponds to simple ASR
training when A = 0) is comparable to that typically achieved by end-to-end methods when trained on the
train-100 subset of Librispeech rather than the full z72:n-960 set. Finally, freezing the resulting encoder, we
further fine-tune the speaker-adversarial branch only for 5 epochs to make sure that the reported speaker
classification accuracy (ACC) reflects the performance of a well-trained adversary.

The encoder network contains 133.5 M parameters. To encode a 10 s audio file, it performs 1.1 x 10'2
arithmetic operations which can be executed in-parallel on a 40 core CPU in 17.6 s and on a single Tesla
P100 GPU in 149 ms.

3Speech or voice activity detection algorithms predict whether a given time frame has speech or non-speech content [285].
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4.3.4 Evaluation metrics

For all tested systems, we measure ASR ., performance in terms of the WER and we assess the amount of
information about speaker identity in the encoded speech representation in terms of both ACC and ASV ey,
EER. The WER is reported on the test-clean set. The ACC measures how well speakers can be discriminated
in a closed-set setting, i.e., speakers are known at training time. The evaluation is done over the test-adv set
using the same classifier network as the speaker-adversarial branch of the proposed model (see Section 4.2.2)
after fine-tuning it for 5 epochs as mentioned in Section 4.3.3. As opposed to the ACC, the EER measures
how well the representations hide the speaker identity for unknown speakers, in an open-set scenario. It
reflects the process of confirming whether a person is actually who the attacker thinks he/she might be. It
evaluated over the trial set (see Table 3.2) using x-vector-PLDA. The open-set evaluation is similar to the
Informed attacker setting introduced in Section 3.1 because the ASV models are trained using the private
representations (see Fig. 4.3) proposed in this chapter.

The ACC and the EER will be computed for the following representations: the baseline filterbank
features (i.e., the input O; in Fig. 4.2), the representations encoded by the network trained for ASR only
(corresponding to By) as well as those obtained with the speaker-adversarial approach (corresponding to
B, for some values of A > 0). The baseline measurements are obtained using the ASR .y, and the ASV .y,

systems, while ASRZ'5" and ASVZ " systems were used to measure the performance of B representations.

4.4 Results and discussion

We train our speaker-adversarial network for A € {0, 0.5, 2.0}, leading to three encoded representations
B\ Recall that A = 0 corresponds to the baseline ASR system as it ignores the speaker-adversarial branch.
Table 4.2 summarizes the results.

Table 4.2 ASR and speaker recognition results with different representations. WER (%) is reported on the
test-clean set, ACC (%) on the test-adv set and EER (%) on test-clean-trial. The pooled scores represent the
EER obtained when the male and female trials are mixed.

Filterbank By Bos Bapo

WER - 10.9 12.5 12.5

ACC 931 46.3 6.4 2.5
EER Pooled 5.72 23.07 2197 19.56
EER Male 3.34 19.38 18.26 16.26

EER Female 7.48 26.46  24.4S 22.45

The first column presents the ACC and EER obtained with the input filerbank features, which are
consistent with the numbers reported in the literature. As expected, speaker identification and verification
can be addressed to very high accuracy on those features. Using the encoded representation By trained for
ASR only already provides a significant privacy gain: the ACC is divided by 2 and the EER is multiplied
by 4, which suggests that a reasonable amount of speaker information is removed during ASR training.
Nevertheless, By still contains some speaker identity information.

More interestingly, our results clearly show that adversarial training drastically reduces the performance in
speaker identification but not in verification, which is conducted in an /nformed setting, i.e., the attacker has
complete knowledge of the anonymization scheme and exploits it to train superior models. On the contrary,
and counterintuitive to the speaker-invariance claims by several previous studies [298, 200, 299, 175, 328],
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we observe that the verification performance actually improves after adversarial training, which implies
that discrimination between the speakers became easier for an attacker. This exhibits a possible limitation
in the generalization of adversarial training to unseen speakers and hence establishes the need for further
investigation. The reason for the disparity between classification and verification performance might be that
the speaker-adversarial branch does not inherently perform verification and hence is not optimized for that
task. It might also be attributed to the representation capacity of that branch, to the number of speakers
presented during adversarial training, and/or to the exact range of A needed for generalizable anonymization.
These factors of variation open several venues for future experiments.

We also notice that the WER stays reasonably low and stabilizes to 12.5% after increasing A from 0.5 to
2. In particular, for A = 2 the WER is just 1.6% absolute larger than the baseline (A = 0).

We evaluate whether utterances from the same speaker stay in the same neighborhood or are scattered in
the representation space. We compute t-SNE embeddings on the x-vectors extracted from 20 utterances
uttered by 10 speakers (5 male, 5 female), shown in Figure 4.5. When using filterbanks, we can observe well-
clustered utterances. The clusters break down when training the x-vectors on Bg. For the x-vectors trained
on By 5 and Bo g, the clusters start to re-emerge. The silhouette scores [244] for x-vectors extracted from
filterbank, Bo, Bg 5 and By ¢ representations (0.14, —0.17, —0.05 and —0.09 respectively) are consistent
with the observed EER values.
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Fig. 4.5 Visualization of the x-vectors extracted from 20 utterances uttered by 10 speakers by means of t-SNE
(perplexity equals to 30). Males are represented by circles and females by triang]es.

4.5 Summary

We investigated the presence of speaker information in the intermediate representations of an end-to-end
ASR network. The main conclusion of this investigation is that a significant amount of speaker information
is present in such representations that can be used to re-identify speakers. We then propose a solution to
remove the speaker-related features to produce private representations. Specifically, we proposed to combine
CTC and attention losses with a speaker-adversarial loss within an end-to-end framework with the goal
of learning privacy-preserving representations for ASR. Such representations could be safely transmitted
to cloud services for decoding. We investigate the level of speaker anonymization achieved by adversarial
training through closed-set speaker classification and open-set speaker verification metrics. Adversarial
training appears to dramatically reduce the closed-set classification accuracy, seemingly indicating a high-
level of anonymization. However, this observation does not match with the open-set verification results
conducted in an Informed setting, which correspond to a strict but real scenario of a strong adversary
trying to confirm the identity of a suspected speaker. Hence we conclude that adversarial training does not
immediately generalize to produce anonymous representations in speech. We hypothesize that this disparity
might be attributed to the representation capacity of the adversarial branch, the size of the training set, the
formulation of the adversarial loss, and/or the value of the trade-off parameter with the ASR loss.
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Although, in Chapter 5 for the sake of simplicity we will assume that the ASR bottleneck representations
contain only linguistic features and use the untransformed representations to generate anonymized audio,
in Chapter 6 we will challenge this assumption based on the findings of this chapter. It remains to be seen
how well the representations generated by an adversarial network can perform in terms of privacy when
they are used to generate an intelligible speech signal. As future work, we also plan to modify the speaker
adversarial branch to inherently optimize for verification instead of classification and ascertain the impact of
these experimental choices over different datasets, including for languages not seen in training.



Chapter 5

X-vector based Anonymization

The measure of intelligence is the ability to
change.

Albert Einstein

As of now, we have introduced the idea of anonymization schemes that allow speakers to publish
their voice data privately. We have also explained how these schemes can be reliably evaluated by simulating
different attack conditions. In Chapter 3, the proposed methods produce intelligible speech signals as output,
while the methods in Chapter 4 estimate private neural representations that can be directly transmitted to
cloud-based services for ASR decoding. Recall that the goal of this thesis is to also preserve the utility of
speech data, hence we excluded the solution of transcribing the speech and then using the output text to
synthesize a waveform due the destruction of utility as explained in Section 2.2.4. It is preferred to have a
waveform as the output due to the following three reasons: firstly, waveforms are easy to validate in terms of
intelligibility and naturalness; secondly, due to their wide usability as published speech corpora; and thirdly,
for ASR training, where the collected anonymized data must be transcribed by human annotators who listen
to it. Hence, this chapter introduces an anonymization pipeline that replaces the speaker’s identity in an
utterance with another identity and then uses speech synthesis to generate an anonymized utterance. This
pipeline was initially proposed as the primary baseline for the first VoicePrivacy challenge as described later.

This chapter is organized as follows. Section 5.1 mentions the limitations of classical voice conversion
methods, and presents a contrasting approach where a flexible VC method can be built using speech synthesis
tools. Section 5.2 gives an overview of the first VoicePrivacy challenge: the task definition, the data sets,
the evaluation metrics, the baseline systems, and the preliminary results which lay the foundation for our
upcoming contributions. In Section 5.3, we extend the primary baseline proposed in the VoicePrivacy
challenge using four design choices to select the target speaker for anonymization. We empirically verify the
resilience of these design choices from the perspectives of the actors involved in the anonymization process,
along with the effect of pitch modification on privacy and utility. Section 5.4 further explores the privacy
protection provided by the best anonymization scheme in the presence of thousands of potential speakers
for re-identification, followed by the worst-case analysis which determines the empirical lower bound of such
protection. Finally, in Section 5.5, we investigate a data augmentation based approach to generalize the good
performance of ASR trained on anonymized corpora over original speech utterances, thereby enhancing
the usability of anonymized speech. Section 5.6 summarizes the findings of this chapter and opens up the
directions for the next chapter.
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The research presented in Section 5.2 is a collaborative effort by the organisers of the first VoicePrivacy
challenge who are listed on its website.! The author contributed towards the implementation of the primary
baseline for the challenge. The investigations in and after Section 5.3 are essentially contributed by the
author of this thesis. Nathalie Vauquier contributed towards the experiments performed in Section 5.5.

5.1 X-vector based voice conversion

Voice conversion methods are a crucial component for designing speaker anonymization schemes as discussed
in Chapter 3. We briefly reviewed the different types of VC methods in Section 2.3.3 and then proposed the
criteria to choose a method that is most suitable for the task of anonymization, i.e., non-parallel, many-to-
many, and source/language independent. Classical VC methods such as the VTLN-based and disentangled
representation based methods in Chapter 3 have addressed the “many-to-many” criterion by requiring all
possible target speakers to be present in the training set, and allowing the anonymization scheme to choose
one of them during deployment. In other words, the pool of target speakers is fixed and cannot be expanded
without re-training. This severely restricts the capacity of anonymization schemes.

Indeed, anonymization schemes derive their strength from the amount of speaker variability that can
be induced in the output speech. A large pool of speakers that could be flexibly expanded would allow an
arbitrary unseen speaker to be selected as the target or even several targets to be mixed to forge an imaginary
sample in speaker space, i.e., a psendo-speaker.

We briefly discussed in Section 2.5 how Fang et al. [79] relaxed this limitation by introducing a VC
framework based on speech synthesis that does not require the source and target speakers to be present
in its training set. Figure 5.1 shows a schematic diagram of this approach. The core idea is to extract the
sequences of intonation and linguistic features of the source utterance along with a single x-vector for the
whole utterance, to replace that x-vector by another randomly chosen vector, and to synthesize the resulting

speech.
..
Intonation feature | | Pitch sequence p
extractor
_, Linguistic feature | Bottleneck features B @speech N w
extractor synthesis
source utterance Target utterance
x-vector x-vector v [2] x_vector
extractor replacement | Target x-vector
*

A%

{Eool of x-vectorq

Fig. 5.1 Speech synthesis based VC framework conditioned upon a continuous speaker representation that
can be replaced by unseen targets.

Every block in the given architecture is built independently using different data sets. The detailed
specification of each block in this diagram is mentioned later in Table 5.6 when this architecture is used as
the bedrock for the anonymization schemes. For the moment, we consider it as a framework for performing
VC. Within the scope of this chapter except for Section 5.3.5, it is assumed that all the source speaker-related
information is concentrated in the x-vector (V) extracted from the utterance, and replacing it with the target
speaker’s x-vector (v*) is sufficient to remove all the identity markers of the source speaker.” In block [2],

1https://www.vo-icepr‘ivacychallenge.org/
2This assumption is not completely true as there may be residual speaker information in other features as well. We investigate
the validity of this assumption in Chapter 6.
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the new target speaker x-vector v* is selected from an external pool of speakers for identity replacement. It is
crucial to note that the external pool can be expanded by simply adding more x-vectors into it, given that the
x-vectors are extracted using the extractor in block[1]. This property allows the flexible-pool VC algorithm to
scale up to several hundred thousand target speakers easily and independently without requiring to re-train
any of its other components. The original pitch sequence p that represents the intonation information,
the original BN features B representing the linguistic information, and the new x-vector v* are passed to
block[3], i.e., the speech synthesis block which generates the target waveform. The speech synthesis block is
described in detail in Section 2.2.4.

5.2 The first VoicePrivacy challenge

The first VoicePrivacy challenge was launched in February 2020 to introduce the objectives of the VoicePri-
vacy initiative [294] to the general public. It aims to promote the development of privacy preservation tools
for speech technology by gathering a new community to define the tasks of interest and the evaluation
methodology, and benchmarking solutions through a series of challenges. Specifically, the goals of the first
challenge match the central goals of this thesis as described in Section 1.2, i.e., to develop anonymization
solutions that suppress personally identifiable information contained within speech signals, and at the same
time, preserve linguistic content and speech quality/naturalness. In this section, we briefly describe the
task, the data sets used for training and testing, the evaluation metrics, the proposed baseline systems, and
the obtained results. We limit our description to the selected parts of the challenge that are relevant to the
contributions made in this thesis.

5.2.1 Anonymization task

The threat model depicted in Figure 3.1 and the actors introduced in Section 3.1, i.e., the speakers, the users,
and the attackers, directly inspired the formulation of the VoicePrivacy initiative. Privacy preservation is
formulated as a game between speakers who publish some data and attackers who access this data or data
derived from it and wish to infer information about the speakers. To protect their privacy, the speakers
publish data that contain as little personal information as possible while allowing one or more downstream
goals to be achieved. To infer personal information, the attackers may use additional prior knowledge.

Focusing on speech data, a given privacy preservation scenario is specified by: (i) the nature of the data:
waveform, features, etc., (i) the information seen as personal: speaker identity, traits, spoken contents,
etc., (iii) the downstream goal(s): human communication, automated processing, model training, etc., (iv)
the data accessed by the attackers: one or more utterances, publicly-available data or model, etc., (v) the
attackers’ prior knowledge: previously published data, privacy preservation method applied, etc. Different
specifications lead to different privacy preservation methods from the speakers’ point of view and different
attacks from the attackers’ point of view.

In the context of the VoicePrivacy 2020 challenge, the following scenario is considered where each
speaker passes his/her utterances through an anonymization system to hide his/her identity. The resulting
anonymized utterances are referred to as #7za/ data. They sound as if they had been uttered by another
speaker called psendo-speaker, which may be an artificial voice not corresponding to any real speaker. The
task of challenge participants is to design this anonymization system. In order to allow all downstream
goals to be achieved, this system should: (a) output a speech waveform, (b) hide speaker identity as much as
possible, (c) distort other speech characteristics as little as possible, (d) ensure that all trial utterances from a
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given speaker appear to be uttered by the same pseudo-speaker, while trial utterances from different speakers
appear to be uttered by different pseudo-speakers.’

Attack models and evaluation  The attack model and evaluation metrics for the challenge are also directly
inspired from the ones described in Section 3.1 and 3.4, respectively. The attackers have access to: (a) one or
more anonymized trial utterances, (b) one or more original or anonymized enrollment utterances for each
speaker, (c) sometimes, the knowledge of the anonymization scheme applied by the speaker. The protection
of personal information is assessed via privacy metrics, including objective speaker verifiability and subjective
speaker verifiability. These metrics assume different attack models.

For instance, the objective speaker verifiability metrics assume that the attackers have access to a single
anonymized trial utterance, several enrollment utterances, and a publicly available training corpus. Three
sets of privacy metrics (see Section 5.2.3) are used for evaluating the degree of privacy protection against
three attackers, i.e., [gnorant, Lazy-Informed and Semi-Informed. In the Lazy-Informed and Semi-Informed
case, it is assumed that the trial and enrollment utterances of a given speaker have been anonymized using
the same scheme, but the corresponding pseudo-speakers are different.* By contrast, the subjective speaker
verifiability metric assumes that the attackers have access to a single anonymized trial utterance and a single
original enrollment utterance.

In the following, we focus on evaluation using objective metrics. Also, for the sake of conciseness,
the results are averaged over male and female speakers. Readers are referred to [295] for subjective and
gender-dependent objective evaluation results.

5.2.2 Data sets

Several publicly available corpora are used for the training, development and evaluation of speaker anonymiza-
tion systems. The primary anonymization system is adapted from the flexible-pool VC system introduced in
Section 5.1, which consists of several blocks trained on different data sets. We first describe the data sets in
this section and then the exact architecture of the anonymization scheme in Section 5.2.4. Note that the
speakers in the training, development and evaluation sets are disjoint.

Training set  The training set comprises the 2,800 h VoxCeleb-1,2 speaker verification corpus [208, 44],
and 600 h subsets of the LibriSpeech [220] and LibriTTS [335] corpora, which were initially designed for
ASR and speech synthesis, respectively. The selected subsets are detailed in Table 5.1.

Table 5.1 Statistics of the training data sets.

Subset Size (h) Fljl:ll:ll:)er 1(\)/[2?5631;‘21;1 Number of Utterances
VoxCeleb-1,2 279 | 2,912 4451 7,363 1,281,762
LibriSpeech train-clean-100 100 125 126 251 28,539
LibriSpeech train-other-500 497 564 602 1,166 148,688
LibriTTS train-clean-100 54 123 124 247 33,236
LibriTTS train-other-500 310 560 600 1,160 205,044

3This is akin to “pseudonymization”, which replaces each speaker’s identifiers by a unique key. This term is not used here,
p Y 1% p Y q Y-

since it often refers to the distinct case when the identifiers are tabular data and the data controller stores the correspondence table

linking speakers and keys.

4Of course, the speakers in the training set are disjoint from the enrollment set.
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Development set  The development set involves LibriSpeech dev-clean data set, which is split into trial
and enrollment subsets. The speakers in the enrollment set are a subset of those in the trial set.

Table 5.2 Statistics of the development data sets.

Subset Female Male Total
Speakers in enrollment 15 14 29

q Speakers in trials 20 20 40
LibriSpeech dev-clean Enrollment utterances 167 176 343
Trial utterances 1,018 960 1,978

Evaluation set Similarly, the evaluation set comprises LibriSpeech test-clean which is the same as the
speaker verification trial set used in the previous chapters (also described in Table 3.2).

Table 5.3 Statistics of the evaluation data sets.

Subset Female Male Total
Speakers in enrollment 16 13 29

. Speakers in trials 20 20 40
LibriSpeech test-clean Enrollment utterances 254 184 438
Trial utterances 734 762 1,496

5.2.3 Objective metrics

Following the attack models in Section 5.2.1, objective metrics are used to assess anonymization performance
in terms of speaker verifiability. We also propose objective utility metrics to assess whether the requirements
in Section 5.2.1 are fulfilled. To do so an ASV system (ASV.,) is trained to assess speaker verifiability and
an ASR system (ASR.y,) is trained to assess ASR decoding error. Both systems are trained on LibriSpeech
train-clean-360 (Table 5.4) using Kaldi [230].

Table 5.4 Statistics of the training data set for the ASV y, and ASR., evaluation systems.

. ‘ Number of Speakers ‘
Subset Size (h) ‘ Female Male Total ‘ Number of Utterances
LibriSpeech train-clean-360 363.6 ‘ 439 482 921 ‘ 104,014

The ASV.y, system for speaker verifiability evaluation relies on the x-vector / PLDA [269] setup
described in Section 2.2.5 and used in the previous chapters. Four privacy metrics that are also described in
Section 3.4.1 are computed, i.c., the EER, the log-likelihood ratio costs Cj, and C’Hn;in, and the linkability
D¥?. As shown in Fig. 3.3, these metrics are computed for four scenarios:

1 Original: The speaker does not perform any anonymization. The attacker uses original speech for
enrollment and an ASV .y, system trained on original speech. This offers the lowest possible privacy
protection.
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2 Ignorant: The speaker anonymizes his/her speech, unbeknownst to the attacker who still uses original
speech for enrollment and an ASV.,| system trained on original speech.

3 Lazy-Informed: The speaker anonymizes his/her speech. The attacker anonymizes the enrollment
data using the same anonymization scheme as the speaker. However, he/she is not aware of the exact
v — v* mapping from the source speaker to the pseudo-speaker. Hence, different pseudo-speakers
are assigned to the trial and enrollment utterances of a given speaker.

4 Semi-Informed The speaker anonymizes his/her speech. The attacker anonymizes the enrollment data
using the same scheme as the speaker. However, he/she is also not aware of the exact v — v* mapping
from the source speaker to the pseudo-speaker. Hence, different pseudo-speakers are assigned to
the trial and enrollment utterances of a given speaker. In addition, he/she anonymizes the training
data set for the ASV.y, system and re-trains it to get ASVi". This scenario is the one in which the

speaker is most “vulnerable” despite anonymization, hence we consider it as the most trustworthy
assessment of privacy.’

The number of mated and non-mated trials is given in Table 5.5.6

Table 5.5 Number of speaker verification trials for objective evaluation of speaker verifiability.

Subset Trials Female Male  Total

Devel . LibriSpeech  Mated 704 644 1,348

SVEOPMENt  Jev-clean Non-mated 14,566 12,796 27,362

, LibriSpeech  Mated 548 449 997
Evaluation

test-clean Non-mated 11,196 9,457 20,653

The ASR decoding error is computed using ASR.y, that is based on the state-of-the-art Kaldi recipe for
LibriSpeech involving a TDNN-F acoustic model (see Sec. 2.2.3) and a trigram language model. As shown
in Fig. 3.5, case 1 original and case 2 anonymized trial data are decoded using the provided pretrained
ASR,1 model and the corresponding WERs are calculated.

5.2.4 Anonymization baselines

Two different baseline systems have been developed for the challenge: (1) anonymization using x-vectors and
neural waveform models, and (2) anonymization using McAdams coefficient.”

Baseline-1: Anonymization using x-vectors and neural waveform models  The primary baseline (B1)
system for the VoicePrivacy 2020 challenge depicted in Figure 5.2 is based on the flexible-pool VC method
described in Section 5.1. The anonymization is performed in three steps as indicated by the three blocks, i.c.,
Step 1] extraction of x-vector Ve, pitch (p) and bottleneck (B) features; Step[2] x-vector anonymization
(v = v*); Step|3 |speech synthesis (SS) from the anonymized x-vector v*, and the original p and B features.

>The Informed scenario described in Section 3.1 where the attacker is aware of the exact v +— v* mapping is not part of our
study, since it falls into a security problem rather than just a privacy problem.

°As classically assumed in the speaker verification literature, the two speakers in each trial have the same original gender. In
practice though, the gender of the original speaker may be unknown to the attacker. Hence, the resulting privacy can be seen as
worst-case from the speaker’s point of view and best-case from the attacker’s point of view.

7Both baseline systems are available online: https://github.com/Voice-Privacy-Challenge/Voice-Privacy-Challenge-2020
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Fig. 5.2 Anonymization framework for the Baseline-1 system adapted from Figure 5.1.

The summary of each block in Figure 5.2 is provided in Table 5.6. In Step 1], to extract BN features B,
an ASR acoustic model (AM) is trained (#1 in Table 5.6). It is assumed that these BN features represent the
linguistic content of the speech signal. The ASR AM has a TDNN-F model architecture that is described
in Section 2.2.3, and is trained using the Kaldi toolkit [230]. To encode speaker information, an x-vector
extractor with a TDNN model topology (#2 in Table 5.6) is also trained using Kaldi. In this step, p is
estimated using the YAAPT pitch extractor as explained in Section 2.2.1.

Table 5.6 Baseline-1 system: model architectures, objective functions, output features, and training corpora.
Superscript numbers represent feature dimensions.

# Model Description Output features Training data set
TDNN-F
] 40 _ . 100 i
Inpuc: MFCC, +Ivectors BN?2%6 features Librispeech
17 TDNN-F hidden layers .
1 ASRAM . extracted from train-clean-100
Output: 6,032 tied states he final hidden I in-oth
LE-MMI (Eq. (2.17)) the final hidden layer  train-other-500
and CE criteria (Eq. (2.18))
TDNN
X-vector Inpu: MFCC™ speaker
2 7 hidden layers + 1 stats pooling layer p 512 VoxCeleb 1, 2
extractor . X-Vectors
Output: 7,232 speaker ids
CE criterion
Autoregressive (AR) network
Speech Input: p*+ BN?%4 x-vectors®!? LibriTTS
3 synthesis  FF*2+BLSTM + AR + LSTM *2 Melfilterbanks™ - '
AM + highway-postnet
MSE criterion
NSE h-smc-N?F in [313] “ LibiTTS
4 model Input: p* + Mel-fbanks™ + x-vectors speech waveform train-clean-100
STFT criterion (Eq. (2.24))
5 Pool of speaker x-vectors LibriTTS

train-other-S00
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In Step (2], fora given source speaker, a new anonymized x-vector v* is computed by aweraging8 a set of
candidate x-vectors from the speaker pool whose similarity to the x-vector of the source speaker is within
a given range. The cosine distance or, optionally, the PLDA distance is used as a similarity measure The
candidate x-vectors for averaging are chosen in two steps. First, for a given x-vector v,? the N,, farthest
candidates in the speaker pool (#5 in Table 5.6) are selected. Second, a smaller subset of N}, x-vector
candidates from this set are chosen randomlylo. The x-vectors for the speaker pool are extracted from a
disjoint data set (Lzbri TTS-train-other-500).

In Step[3], two modules are used to generate the speech waveform: a speech synthesis AM! that generates
Mel-filterbank features given the pitch sequence p, the anonymized x-vector v*, and the BN features B; and a
NSF waveform model [313] that produces a speech waveform given p, v*, and the generated Mel-filterbanks.
These two models are described in detail in Section 2.2.4. Both models (#3 and #4 in Table 5.6) are trained
on the same corpus (Lzbri TTS-train-clean-100).

Baseline-2: Anonymization using McAdams coefficient A secondary, alternative baseline (B2) is
proposed based on speech transformation which, in contrast to the primary baseline, does not require any
training data. It employs the McAdams coeflicient [197] to achieve anonymisation by shifting the pole
positions derived from linear predictive coding (LPC) analysis of speech signals. A brief explanation of this
method is given in Section 2.5. Readers are referred to [223] for more details.

5.2.5 Results

Table 5.7 reports the values of objective speaker verifiability metrics obtained before/after anonymization
with Baseline-1. The EER, fﬁin and DP® metrics behave similarly, while interpretation of Cyy, is more
challenging due to non-calibration.!* We hence focus on the EER below. On both the development and
test sets, anonymization of the trial data greatly increases the EER. This shows that the anonymization
baseline effectively increases the users’ privacy. The EER estimated in the [gnorant setting (49 to 53%),
which is comparable to or above the chance value (50%), suggests that full anonymization has been achieved.
However, the Lazy-Informed scenario results in a much lower EER (34 to 35%), which suggests that p and
BN features retain some information about the original speaker. If the attackers have access to anonymized
enrollment data, they will be able to re-identify users almost half of the time. Stricter evaluation in the
Semi-Informed setting further reduces the EER (11 to 13%) to a closer value to the baseline and confirms the
threat that the attacker can achieve significant performance gain by re-training the re-identification system
with the anonymized training set.

Figure 5.3 shows a comparison between the EERs obtained when anonymization is performed using
Baseline-1 and Baseline-2. It is clearly observed that for all the cases (gnorant, Lazy-Informed, and Semi-
Informed) case, Baseline-1 outperforms the privacy protection provided by Baseline-2.

$There is no guarantee that averaging produces a valid x-vector, but all our experiments show that the synthesized anonymized
speech is of good quality.

“Following [79], we use raw x-vectors to represent speaker identity instead of x-vectors compressed and rotated by linear dis-
criminant analysis (LDA), as classically done in the context of ASV. Unless the projected dimension is carefully chosen after several
experiments, the impact of the LDA transformation on speaker-specific information cannot be ascertained. Hence we defer exper-
iments with LDA-transformed x-vectors to a future study.

7 the baseline, the following parameter values are used: N, = 200 and N/, = 100; and PLDA was used as the distance
between x-vectors.

"This acoustic model is distinct from the ASR acoustic model which, given an input sequence of acoustic features, extracts
BN features and/or estimates the corresponding triphone posterior probabilities.

21 particular, Cir > 1 is not a problem, since we care more about discrimination metrics than score calibration metrics in
the first edition.
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Table 5.7 Speaker verifiability achieved by the pretrained ASV ., model in the original, Ignorant and Lazy-

Informed scenarios, and the ASV2'3" model in the Semi-Informed case. Baseline-1 is used for anonymization.

The numbers indicate the average of the results obtained over male and female trials.

Development Test
Attacker . oys . oys
EER (%) Cp*" Cur D2 EER (%) Cp" Cye D&
original 4.95 0.16 28.55 0.88 4.38 0.11 21.04 0.92
Ignorant 53.95 0.99 156.55 0.09 49.69 0.99 159.24 0.07
Lazy-Informed 35.47 0.88 20.53 0.23 34.43 0.87 2510 0.24
Semi-Informed 13.17  0.40 5.25  0.68 11.46 0.35 4.05 0.69
Baseline-1 Baseline-2
original I4'4 I4'4
Ignorant 49.7 22.0

Lazy-Informed -34'4 .11.8
Semi-Informed .11-5 I4.8
0 20

40 60 O 20 40 60
Test EER (%) Test EER (%)

Fig. 5.3 Objective evaluation of privacy protection provided by the two baseline systems in the first VoicePri-
vacy challenge. Higher EER indicates better protection.

Table 5.8 reports the WER achieved before/after anonymization with Baseline-1 and Baseline-2. While
the absolute WER of data sets anonymized using Baseline-1 stays below 7%, i.e., around 60% relative increase,
the WER reported using Baseline-2 shows an absolute increase of 4-5%, i.e., a relative increase of more than
100%. Hence, the results achieved by Baseline-2 are inferior, both in terms of privacy as well as utility, and
are detailed in [295].

Table 5.8 ASR decoding error achieved by the pretrained ASR.y,; model. Baseline-2 is used for anonymiza-
tion.

Scheme Anonymization Dev. WER (%) Test WER (%)

No Anon. original 3.83 4.15
Baseline-1 anonymized 6.39 6.73
Baseline-2  anonymized 8.77 8.88

5.3 Design choices in x-vector space

This section focuses on the explanation of the core anonymization logic implemented in the Baseline-1
algorithm, and further extends the flexibility of pseudo-speaker selection. More specifically, it aims to answer
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the following questions from the speaker’s and user’s perspectives: Q1: How to optimally choose and assign
the target pseudo-speaker? Q2: How well is utility preserved? Q3: How much residual speaker information
remains? Furthermore, the attacker must address the following questions: Q4: Can privacy protection be
defeated using some knowledge of the anonymization scheme? QS: How does the number of possible speakers
affect the re-identification performance?

To answer these questions, we extend the target pseudo-speaker generation strategy of Baseline-1 into a
whole family of strategies based on four design choices. Our experiments suggest an optimal combination of
design choices to balance privacy and utility (answering Q1). We train and/or evaluate ASR ¢, and ASRZ79"
models on original and anonymized speech to assess these two forms of utility (answering Q2). We show
that some speaker information remains in the pitch sequence and apply pitch transformation to remove it
(answering Q3). We conduct these experiments for three types of attackers, i.e., Ignorant, Lazy-Informed and
Semi-Informed, where stronger attackers have more knowledge about the anonymization scheme (answering
Q4). Finally, we conduct additional experiments with more than 20,000 possible speakers (answering QS5).

5.3.1 Anonymization framework

In the following, we use the anonymization system shown in Fig. 5.4, thatis a variant of Baseline-1 described in
Section 5.2.4. Similar to Baseline-1, this system represents speaker identity, linguistic content and intonation
using x-vectors (v), BN features (B) and pitch sequence (p), respectively. There are two major differences
as compared to Baseline-1. First, in Step [2], the mapping v — v* is not simply the average of the N,
candidate x-vectors in the external pool which are farthest from v. Instead, it is dictated by the four design
choices illustrated in Figure 5.5, namely the choice of the distance metric between x-vectors, the region of
x-vector space where the candidates are selected, their gender, and the assignment of the resulting target
x-vector to one or all utterances of the original speaker. Second, there is a new optional Step |3 | for pitch
transformation which receives the pseudo-speaker target pitch statistics from the anonymization module
and transforms the original pitch p to p*. Refer to Table 5.6 for details on the feature dimensions and the
architectures of the models in Steps[1] and [4].
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; conversion | !
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' Mel- v
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stats. A .
|nput speech L T v* v AnOnyleed
- speech
PEEEET v » Anonymization P
extractor

Pool of x-vectors

Fig. 5.4 New architecture of the anonymization system adapted from the one introduced in Section 5.2.4.

5.3.2 Proposed design choices

We now present the four design choices illustrated in Figure 5.5.
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Fig. 5.5 Zoomed-in view of the x-vector anonymization step in Fig. 5.4 showing the design choices for the
generation of the target x-vector.

5.3.2.1 Distance metric

To design advanced candidate selection strategies, the speaker must first choose a distance metric which
dictates the properties of the x-vector space. We compare two such metrics.
The first one is the cosine distance, which was used by [79]. For a pair of x-vectors v; and v, it is defined

as
A\ Vj

cos(Vi, V) [[vil[2][ ;]2

(5.1)

The second metric is based on PLDA [129], that is the log-likelihood ratio of the two hypotheses that
v; and v belong to the same speaker () vs. different speakers (Hq). Previous studies [150] have shown
that PLDA yields state-of-the-art performance as the similarity metric between x-vectors in the context
of ASV. This is attributed to its formulation which estimates the factorized within-speaker and between-
speaker variability in speaker space, making it a superior metric even for short utterances [249]. The exact
formulation of PLDA is given in Equation (2.26), where the parameters p, R, V and D are trained on
x-vectors extracted using the x-vector extractor in Step [1] from the VoxCeleb-1,2 data set that is used to train
that extractor itself (see Table 5.1 for details on this data set). Hence, the log-likelihood ratio score

p(Vi, Vj |HS)

p(vi, vj|Ha) G2)

IpLpa(Vi, vj) = log
can be computed in closed form [242]. We propose to use —Iprpa as the “distance” between a pair of
X-Vectors.

5.3.2.2 Proximity

We propose three alternative criteria resulting in five different “proximity” choices to restrict the region of
x-vector space from which candidate x-vectors are selected.

Random The simplest candidate x-vector selection strategy is to select N}, x-vectors uniformly at random
from the pool. Note that this strategy does not allow us to choose particular regions of interest in the x-vector
space.

Far/near Alternatively, the chosen distance metric can be used to find candidate x-vectors which resemble
most (near) or least (far) the original speaker v. In essence, we rank all the x-vectors in the pool in increasing
order of their distance from v and select either the top Ny, (zear) or the bottom Ny, (far). To introduce
some randomness, N,, < N, x-vectors are selected out of these N, uniformly at random.
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Dense/sparse  Another alternative is to identify clusters of x-vectors in the pool and rank them based on
their cardinality. We construct these clusters using the Affinity Propagation [68] algorithm (see detailed
procedure in Section 5.3.3.2). We filter out the cluster which is closest to the source speaker, then randomly
select one cluster among those with most (dense) or least (sparse) members.!> We then randomly select half
of the members of that cluster.

In all five cases, the selected candidate x-vectors are averaged to obtain the target (pseudo-speaker)
x-vector v,

5.3.2.3 Gender selection

In practice, instead of applying one of these five proximity choices to the entire speaker pool, we apply it to a
gender-dependent pool which consists of either all males or all females of the original pool. We propose
three possible gender selection choices: same where all speakers in the pool have the same gender as the
original speaker; opposite where they all have the opposite gender; and random where either of the two
gender-dependent pools is selected at random. This allows us to avoid averaging candidate x-vectors from
both genders with each other, and to assess the impact of gender selection on privacy and utility.

5.3.2.4 Assignment

The generation of the anonymized waveform is conditioned upon the x-vector sequence, whose length is
equal to the number of frames in the original utterance. All the x-vectors in this sequence are identical to
each other to indicate a single pseudo-speaker (v*) throughout the utterance. In theory, these x-vectors
should also be identical across all utterances spoken by this pseudo-speaker but, according to [236], x-vectors
also contain channel, duration, and phonetic information, in addition to speaker and gender. Hence, the
x-vectors computed for different utterances exhibit some variations due to utterance-specific properties.
To assess the effect of these variations on privacy and utility, we propose two assignment strategies for the
target x-vector: speaker-level (perm) or utterance-level (rand). In the former case, we average the utterance-
level x-vectors of all utterances of the original speaker into a single speaker-level x-vector v, we generate a
corresponding target x-vector v*, and we use it to anonymize all utterances of that speaker. In the latter
case, we consider the utterance-level x-vector v, for a given utterance u of the original speaker, we generate a
corresponding target x-vector v, (using the same distance metric, proximity, and gender across all utterances),
and we use it to anonymize that utterance only.

5.3.3 Experimental setup

Along with the privacy evaluation using Ignorant, Lazy-Informed and Semi-Informed attackers that is
relevant from the speakers’ and attackers’ perspective, the utility of ASR training is also evaluated which is
relevant from the users’ perspective.

5.3.3.1 Data

The experiments in Section 5.3.4 follow the VoicePrivacy Challenge setup. The training data sets for the
components of the anonymization system, i.e., the ASR AM, the x-vector extractor, and the speech synthesis
AM and NSF model are described in Table 5.6. The train-other-S00 subset of LibriTTS is used as the external
pool of speakers for x-vector anonymization. The development and test sets are built from the dev-clean and

BNote that the terms sparse and dense do not directly reflect the density of x-vectors, since they do not take the diameter of the
clusters into account. However, we find that this relation holds in practice.
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test-clean subsets of LibriSpeech, respectively as described in Table 5.5. Each of these two sets consists of #7zal
utterances from 40 speakers and enrollment utterances from a subset of 29 speakers (see Section 5.3.3.3).

5.3.3.2 Algorithm settings

The dense and sparse anonymization choices are implemented as follows. We use Affinity Propagation
[68] to cluster the speakers in the external pool. This non-parametric clustering method determines the
number of clusters automatically through a message passing protocol. Two parameters govern the final
number of clusters: preference assigns prior weights to samples which may be likely candidates for centroids,
and damping factor is a floating-point multiplier to the responsibility and availability messages. In our
experiments, equal preference is assigned to each sample and the damping factor is set to 0.5. Out of 1,160
speakers in the pool, 80 clusters are found, including 46 male and 34 female. The number of speakers per
cluster ranges from 6 to 36. Candidate x-vector selection is achieved by picking either the 10 clusters with
least members (sparse) or the 10 clusters with most members (deznse). The remaining clusters are ignored.
During anonymization, one of the 10 clusters is selected at random and 50% of its members are averaged to
produce the target x-vector v*.

5.3.3.3 Privacy evaluation

To assess the strength of anonymization against attackers with increasing knowledge, we perform the
evaluation in four scenarios identical to the ones presented in Section 5.2.3, i.e., Original, [gnorant, Lazy-
Informed and Semi-Informed.

In Section 5.3.4, privacy is assessed in terms of the linkability DP® [98,193] achieved by an x-vector-
PLDA ASV system trained on the train-clean-360 subset of LibriSpeech (anonymized ASVZI" in the
Semi-Informed scenario, original ASV ., otherwise). Recall that this metric computes the overlap between
the distributions of PLDA scores of same-speaker and different-speaker trials as described in Section 3.4.1.
It behaves similarly to the EER and CII" [32], but it does not rely on any restrictive assumption (e.g.,
threshold-based decision) which makes it a more trustworthy metric [193]. For the sake of reproducibility,
we use the same set of trials as in Table 5.5. Lower linkability means higher privacy.

In Section 5.4, we also evaluate the average 7ank of the true speaker and the top-k precision achieved for
closed-set ASI. Instead of training speaker classification systems on subsets of Common Voice, which would
overfit the speakers therein, we compute the PLDA scores between each trial utterance and all enrollment
utterances (one per speaker, including the true speaker) using the same x-vector and PLDA models as in
Section 5.3.4 and sort them in decreasing order. The higher the rank and the lower the top-k precision, the
higher the privacy.

5.3.3.4 Utility evaluation

In Section 5.3.4.1, we evaluate the utility for ASR decoding in terms of the WER achieved by an ASR ¢y, sys-
tem trained on the original z7ain-clean-360 subset of LibriSpeech and applied to the original and anonymized
utterances (case 1 and 2 in Fig. 3.5). In Section 5.3.4.2, we evaluate the utility both for ASR decoding
and training in terms of the WER achieved by an ASR system trained either on the original (ASRey,1) or

anon
eval

the anonymized train-clean-360 data set (ASR2'") and used to decode either anonymized (case 3 ) or

original (case 4 ) speech. For more details on the ASR system architecture, see Section 5.2.3. A lower WER
indicates higher utility.
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5.3.4 Results and discussion

The design choices introduced in Section 5.3.2 resultin 54 combinations, including 48 choices corresponding
to 2 distances X 4 proximities (excluding random) X 3 gender selections X 2 assignments, plus 6 choices
for random proximity corresponding to 3 gender selections X 2 assignments. To assess the impact of these
choices, our experiments are organized according to the three actors in our threat model. First, the speaker
finds the two most promising combinations of design choices on the development set in terms of privacy
in the Ignorant and Lazy-Informed scenarios and utility for ASR decoding. This is motivated by the high
computational cost of anonymizing the z7ain-clean-360 subset of LibriSpeech and retraining ASV and
ASR systems on it, which prevents the evaluation of privacy in the Semi-Informed scenario and utility for
ASR training for all 54 combinations. Second, the user assesses the utility of these two combinations for
both ASR training and decoding. Third, the attacker quantifies the resulting privacy in the Semi-Informed
scenario, which leads us to identify the best combination among them. Finally, we show how the proposed
pitch transformation further improves privacy in this scenario with some loss of utility.

5.3.4.1 Speaker’s perspective

We first evaluate the design choices from the speaker’s perspective in terms of privacy in the [gnorant and
Lazy-Informed scenarios and utility for ASR decoding on the development set. The results are displayed in
the form of swarm plots, i.., scatter plots where each dot represents the privacy or utility value associated
with one combination of design choices. In order to avoid overlapping dots with similar values, the dots are
spread horizontally.

Distance Figure 5.6 evaluates the effect of the chosen distance metric on privacy. We observe that both
cosine distance and PLDA result in similarly low linkability in the Ignorant case but PLDA marginally
outperforms cosine distance (i.e., it results in a lower linkability) in the Lazy-Informed case. Since both
distance measures perform similarly in terms of utility (see Fig. 5.11(a)), PLDA has an advantage. Therefore
we consider only PLDA as the distance metric in the following experiments.

lgnorant Lazy-Informed
0.30 J 22
[ ]
gt 0.25 °
n [}
Q
'4?0.20
_ ° o
§ 0.15 g .:.:-
c 08 o
30.10 s S
(]
0.05 ) )
cosine PLDA cosine PLDA

Fig. 5.6 Privacy against [gnorant and Lazy-Informed attackers depending on the distance choice. Each swarm
plot shows the 24 linkability values on the development set resulting from all combinations of proximity
(excluding random), gender selection, and assignment choices.

Proximity Next, we assess the five choices of target proximity described in Section 5.3.2.2, namely random,
near, far, sparse and dense. The distance metric is fixed to PLDA and the values of IV, and N, are fixed to
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200 and 100, respectively.14 We discover the clusters in x-vector space and select pseudo-speakers from sparse
and dense clusters using the procedure described in Section 5.3.3.2.

We observe in Fig. 5.7 that, although selecting candidate x-vectors fzr from the original speaker achieves
the lowest linkability in the Jgnorant case together with the random strategy, it is largely outperformed in
the Lazy-Informed case by selection from sparse or dense clusters and by the random strategy. This shows
that clustering based pseudo-speaker mapping results in more robust anonymization as compared to simple
distance-based mapping.
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Fig. 5.7 Privacy against Ignorant and Lazy-Informed attackers depending on the proximity choice. Distance
is fixed to PLDA. Each swarm plot shows the 6 linkability values on the development set resulting from all
combinations of gender selection and assignment choices.

Compared to the sparse selection strategy, the dense strategy provides comparable privacy protection in
the Lazy-Informed case, but much higher utility (see Fig. 5.11(b)). This can be attributed to the fact that
speakers in sparse clusters stand out more from the crowd than those in dense clusters, therefore they are
more likely to suffer from poor ASR performance.

Finally, 7andom target selection yields similar privacy protection in the Lazy-Informed case and slightly
better utility as compared to dense. Hence we consider the 7andom and dense strategies to be the best choices
for proximity.

Gender selection We now investigate the gender selection strategy described in Section 5.3.2.3. The
distance is fixed to PLDA and proximity to dense or random. As per the results shown in Fig. 5.8 it is hard to
find the best choice for gender selection in terms of privacy since the linkability is not consistently lower for
any specific choice.

In order to make a suitable choice, we introduce the additional requirement that the chosen anonymiza-
tion scheme obfuscates the original speaker’s gender. The different anonymization schemes can be visually
compared in Fig. 5.9. Same gender selection (Fig. 5.9 (b)) causes male and female clusters to move apart. A
similar result is observed with opposite gender selection (not shown in the figure). On the contrary, random
gender-selection (Fig. 5.9(c) and 5.9(d)) results in a non-separable boundary between genders.

Furthermore, we conduct gender identification experiments over the original and anonymized x-vectors
shown in Fig. 5.9 to measure the degree of gender obfuscation caused by same vs. random gender selection.

YWe noticed a sharp decline in utility for smaller values of Ny,.



%4 X-vector based Anonymization

Ignorant Lazy-Informed

0.16 J 4 .
0 [
24 0.14 o
Q %
_é‘ 0.12 LI L ° e
2 0.10 ¢
Aé °
= [}
= 0.08 g R

0.06 8

Same  Oppo. Random Same  Oppo. Random

Fig. 5.8 Privacy against Ignorant and Lazy-Informed attackers depending on the gender selection choice.
Distance is fixed to PLDA and proximity to dense or random. Each swarm plot shows the 4 linkability values
on the development set resulting from the assignment choice and the 2 proximity choices.
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Fig. 5.9 t-SNE visualization of speaker-level x-vectors from the LibriSpeech #7a:n-clean-360 data set trans-
formed using different proximity (random or dense) and gender selection (same or random, in parentheses)
choices. Gaussian pitch normalization (see Section 5.3.5) has been used in all the three cases.

We employ the k-nearest neighbour algorithm with S-fold cross-validation to predict the gender of speakers
in the LibriSpeech train-clean-360 data set which contains 921 speakers. The mean cross-validation accuracy
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for each data set reported in Table 5.9 corroborates the visual observations above. Therefore we consider the
random strategy to be the best choice for gender selection.

Table 5.9 Gender identification accuracy over original and anonymized x-vectors extracted from LibriSpeech
train-clean-360.

Anonymization scheme Mean cross-validation accuracy (%)

Original 98.58
Random (same) 100.00
Random (random) 70.46
Dense (random) 53.31

Assignment  Finally the design choice of assignment is examined from the speaker’s perspective as de-
scribed in Section 5.3.2.4. The distance is fixed to PLDA, proximity to dense and gender selection to
random. The results reported in Fig. 5.10 show that utterance-level pseudo-speaker assignment results in
lower linkability as compared to speaker-level assignment.

lgnorant Lazy-Informed
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Q
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=
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Speaker Utterance Speaker Utterance

Fig. 5.10 Privacy against [gnorant and Lazy-Informed attackers depending on the assignment choice. Distance
is fixed to PLDA, proximity to dense or random, and gender selection to random. Each swarm plot shows
the 2 linkability values on the development set resulting from the 2 proximity choices.

The WER resulting from utterance-level assignment is higher than from speaker-level assignment (see
Fig. 5.11(d)). However, in order to conform with the four requirements of the anonymization task mentioned
in Section 3.2 of the VoicePrivacy Challenge evaluation plan [293], we propose to use speaker-level assignment.
This ensures that all utterances from a given original speaker appear to be uttered by the same pseudo-speaker.

Based on these indications, the speaker may choose specific parameters according to their application
needs. For the sake of further experimentation, we choose distance as PLDA, proximity as random or
dense, gender selection as random and assignment as speaker-level to be the best combinations of design
choices based on our observations.

5.3.4.2 User’s perspective

We now present some complementary results from user’s perspective where we measure the feasibility of
using the anonymized speech corpus in downstream tasks such as ASR training. Recall that in our threat
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Fig. 5.1 Utility of anonymized speech in terms of WER compared to the original (baseline) speech depend-
ing on the different design choices. Each swarm plot shows the WER values on the development set for
each gender and for a given design choice. The remaining design choices are fixed in the same way as in
Figs. 5.6,5.7,5.8 and 5.10.

model, the user is an actor who consumes the anonymized speech corpus for some specific application.
The primary concern of any user is the quality of speech in terms of naturalness and intelligibility and its
usefulness in downstream tasks. We specifically exhibit the quality of anonymized speech in terms of its
viability to train a good ASR.y, model. In Section 5.3.5 we will investigate how naturalness and intelligibility
can be increased using pitch interpolation techniques.

Figure 5.12 shows the results of the two anonymization methods. The four bars in each plot represent
the four decoding scenarios mentioned in Figure 3.5: O-O indicates original (non-anonymized) speech being
decoded by the ASR.,, model trained on non-anonymized speech (case 1 ), A-O indicates anonymized
speech being decoded by the same ASR ., model (case 2 ), O-A indicates original speech being decoded

by the ASRZG" model re-trained on anonymized speech (case 4 ), and A-A indicates anonymized speech

being decoded by the same ASRZ}" model (case 3 ).
We observe that the A-A (red) bar is almost always equal to the O-O (blue) bar. This indicates that the
two proximity choices produce viable speech corpora for training the ASR model with a WER as low as

the baseline. The middle two bars indicate a mismatch between training and decoding data. The WER
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Fig. 5.12 Performance of ASR'1" models re-trained on anonymized speech obtained using random or dense

proximity. Distance is fixed to PLDA, gender selection to random, and assignment to speaker-level.

degradation is much higher when original speech is decoded using the re-trained model (case 4 , O-A) than

when anonymized samples are decoded using the original model (case 2 , A-O). Such asymmetry indicates
a “loss of generalization” when ASR is trained using anonymized speech, due to the unintentional exclusion
of certain factors of variability of the original speech.

In conclusion, we have shown that the anonymized speech data is suitable for training a viable ASR
acoustic model with very little loss of generalization, provided that decoding is also conducted on anonymized
data. This requirement is not a problem for offline ASR decoding (e.g., for movie subtitling), but it becomes a
challenge for online ASR decoding (e.g., in voice assistants), due to the computational cost of the the current
anonymization pipeline and the fact that it processes entire utterances in batch mode. In order to overcome
that challenge, we explore a way to improve the ASR performance when decoding on non-anonymized data
in Section 5.5.
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5.3.4.3 Attacker’s perspective

The primary objective of the attacker is to deduce the original speaker’s identity from the anonymized speech,
i.e. to achieve high linkability while conducting speaker authentication trials.
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Fig. 5.13 Performance of ASVZl3" models re-trained on anonymized speech obtained using random or dense
proximity. Distance is fixed to PLDA, gender selection to 7andom, and assignment to speaker-level. BL =

Original (baseline), Ign = Ignorant, Lazy-1 = Lazy-Informed and Semi-1 = Semi-Informed attacker.

The results for the two proximity choices and the four attack scenarios are shown in Fig. 5.13. We observe
that the linkability increases gradually as we move from the Ignorant to the Semi-Informed attacker. It goes
up to 0.44 for random, but stays below 0.22 for dense even in the strongest scenario. This indicates the
robustness of dense proximity over zandom. Therefore, we ultimately recommend the following combination
of choices to the speaker: PLDA distance, dense proximity, random gender-selection, and speaker-level
assignment. We recall that the latter choice is a requirement set by the VoicePrivacy challenge task. Whenever
speaker-level assignment is not required, we recommend wtterance-level assignment for higher privacy.

Our experiments exhibited the robustness of the selected design choices against an attacker who has
complete knowledge of the anonymization scheme and its parameters and only lacks the knowledge of exact
pseudo-speaker targets. As opposed to signal processing based methods, such as Baseline-2, which provide
no protection against a strong attacker, the design choices selected for the x-vector based method are capable
of cutting the attackers’ linkability down to half, or even a quarter of the baseline value.

5.3.5 Pitch conversion

Until now, we have assumed that among the three sets of features extracted by the anonymization framework,
namely the BN features B, the original x-vector v, and the pitch contour p, only the original x-vector v is
transformed into the target pseudo-speaker v* while the other two are left unchanged. Yet, the intonation
features of an utterance contribute towards the speaker’s identity and the presence of the original p might
reveal some information about the speaker [83]. Also, keeping the pitch sequence p unchanged while
possibly changing the gender of the x-vector results in inconsistent features which may affect the naturalness
of the synthesized speech. Hence, we employ pitch conversion to better conceal the identity as well as to
enhance the naturalness of the output speech.
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We use logarithm Gaussian pitch normalization [182], where the original non-zero®® values of p are
linearly interpolated to the target p in the logarithmic domain using the mean and standard deviation of
the original speaker’s and the pseudo-speaker’s pitch sequences as already described in Equation (3.3). The
term Pygt in the given equation is used as the converted pitch, p*. The statistics for the pseudo-speaker
are computed by aggregating the pitch sequences of all the utterances of all the target speakers composing
the pseudo-speaker, i.e., p,s. These statistics are stored during the x-vector anonymization (block |2]in
Figure 5.4) and passed to the pitch conversion module (block [3]) during speech synthesis. A similar method
is also employed by Champion et al. [37] in the same setting to study the effect of pitch conversion on privacy
and utility for different genders.

Additionally, we propose two more methods, i.e., percentile and minmax based pitch conversion. The
percentile pitch conversion is based on mapping the specific percentile of the original pitch distribution to

sorted
ps
sequence of all the utterances of all the speakers that compose the pseudo-speaker v*, sorted in ascending

order. Given p32"*

the source utterance can be converted into percentile values p[7] using

the corresponding percentile of the target pitch distribution. Let p be the aggregated, non-zero pitch

, the pitch conversion is achieved as follows. First, the non-zero pitch values p[i] from

rank of p[l] in psorted

length(psorted)

oli] = x 100, (5.3)

where p represents the sequence of non-zero pitch values, and p[] is the percentile of p[i] in the sorted

pitch sequence of the source utterance, p**"**d. Then, the converted pitch values p*[i] corresponding to
sorted,

each p[i] are selected from pj;

erngth(p::”e% x olil H | 5.4

LU 100

Such a mapping between the two pitch sequences can be considered an instance of one-dimensional optimal
transport between the two distributions [308].

Finally, we describe the minmax pitch conversion as the linear scaling of source pitch based on the range
of target pitch values. The source pitch values are first transformed into the [0, 1] range, i.e., the minimum
and maximum source pitch values would be 0 and 1, respectively. Thereafter, each of these values are scaled
to match the target pitch range depending on the minimum and maximum value of the pseudo-speaker
pitch sequence. The resulting pitch values can be simply computed as

max(p,s) — min(p,.)
max(p) — min(p)

p'[i] = (p[f] — min(p)) x + min(p,). (5.5)
Note that the percentile and minmax pitch conversion are performed on raw pitch values in Hz.

The advantage of percentile or minmax based conversion is that all the resulting values come from the
set of valid pitch values, while in case of Gaussian normalization, the computed pitch might not be within
the valid range of pitch values. To the best of our knowledge, percentile-based pitch conversion is a novel
approach which has not been previously reported in the literature.

It is observed in Fig. 5.14(a) that Gaussian normalization and to a lesser extent minmax scaling of pitch
significantly increase the WER (thereby causing aloss of intelligibility), while percentile-based transformation
maintains the original WER. Figure 5.14(b) shows that all the three methods substantially reduce the

5 The zeros correspond to the unvoiced/silence regions in speech. We assume that the removal of zeros does not affect privacy,
since these values are equal to zero for all speakers and therefore do not convey identity information.
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linkability, especially in the Semi-Informed case. This implies that pitch conversion removes some of the
residual speaker information in the anonymized speech, thereby improving privacy protection. Again, the
percentile based method performs better than Gaussian and minmax pitch conversion over the development
set, while the minmax method outperforms the others on the test set. Due to better performance in terms of
the WER, percentile-based pitch conversion can be proposed as a suitable method for privacy protection. It
is also worth mentioning that the naturalness of cross-gender voice conversion noticeably improves after
percentile-based pitch conversion, according to informal listening. A preliminary investigation reveals that
the some loss of intelligibility is attributable to the Gaussian interpolation technique which introduces some
illegal values in the transformed pitch sequence that do not belong within the range of pitch expected by the
speech synthesis module. This is remedied by choosing percentile based mapping between the source and
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target sequence which ensures that only valid pitch values are selected as the new values. We do not further
explore this direction in this thesis and use Gaussian normalization for pitch conversion in the next chapter.

5.4 Large-scale speaker study

In this section we analyze the attacker’s performance as a function of the number of speakers in the enrollment
set, i.e., the number of speakers by which the trial utterance to be re-identified could possibly have been
uttered. This number depends on the attacker’s prior knowledge since a smaller number of speakers reflects
the ability of the attacker to narrow down the search to a smaller number of suspects using contextual
information.'® Our main goal is to study whether the speaker’s identity can be hidden in the crowd or can
still be revealed to some extent by ASV or ASI within a large enrollment speaker population.

To do so, we employ Mozilla’s Common Voice data set because of its large number of speakers. The
data set is described in Table 5.10, and to the best of our knowledge this is the first time it is used for ASV
and privacy related experiments. We increase the enrollment speaker population exponentially and measure
the attacker’s performance at each step.

Previous research by Sholokhov et al. [262, 261] studies a similar phenomenon from a voice spoofing
perspective where an attacker desires to be accepted through an ASV authentication system by finding the
“closest impostor” who would be accounted as a false alarm. The attacker has access to a speech sample of a
target speaker and the scoring mechanism of the ASV system. They show that the chance of acceptance of
the impostor may reach up to 50% in the worst case as the population approaches 10° impostors. Another
similar problem is posed by the Multi-target speaker detection challenge [263] where membership (TOP-S)
and identification (TOP-1) of a speaker must be assessed from a large set of blacklisted speakers. They show
that the performance in both cases gradually degrades as the number of speakers in the blacklist increases. In
the following, we do not consider only the “closest impostor” like [261], and test the overall linkability of
speakers as the potential non-mated trials increase multifold.

5.4.1 Data

In this section, we employ the same trained models and the same external pool of speakers as described
in Section 5.3.3, but we build multiple test sets from the Mozilla Common Voice [10] English corpus,
in order to study the attacker’s success against anonymization with a larger number of possible speakers.
This corpus contains more than 52,000 speakers, out of which we select up to 24,610 male speakers using
gender identification (see Section A.1). The details of Common Voice enrollment and trial sets are given in
Table 5.10.

Table 5.10 Statistics for the Mozilla Common Voice enrollment and trial sets.

Subset #
Number of speakers 24,610
CV-enroll Number of utterances 320,085
Number of speakers 20
CVetrial Number of utterances 4,696
Ha Number of mated trials 4,696

Number of non-mated trials 115,563,864

16 Attacker may obtain this contextual information by inspecting the metadata/statistics of the public, anonymized data set, or
by simply listening to individual utterances.
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Remark 5.1 We notice that the WER obtained over the Common Voice trial set (see Table 5.10) using the
ASR,,,; model trained on the original LibriSpeech train-clean-360 data set increases from the baseline 4.71%
(0-0) t0 12.64% (A-O) after anonymization. This looks reasonable given that ASR,,,; is trained on the
original LibriSpeech training set.

5.4.2 Privacy evaluation metrics

To assess the performance of a re-identification attack, we first report the results in terms of binary decision
metrics namely, EER and linkability as reported in the previous sections. Thereafter we perform closet-set
AST and report performance in terms of the 7ank and fop-k membership metrics. We compute the PLDA
similarity score for a particular speaker with all the speakers in the selected population (which always contains
the true speaker) and sort it in descending order. Ideally the true speaker must rank first but if anonymization
is successful his/her rank will increase. The rank and top-k metrics help us assess the relative difficulty of
ASIin the presence of a large number of speakers. Since adding more speakers to the population is expected
to increase the rank of the true speaker, we also report the normalized rank, that is the absolute rank divided
by the number of speakers in the population.

We also plot the chance-level rank that is the expected rank of the true speaker when the attacker is selecting
it at random among all the speakers. This rank can be computed as follows. Let R € {1, ..., Ngpk } be the
set of all possible ranks for a given speaker that can be obtained with probability P(R). Then the expected
rank is equal to:

Ngpk
E(R)=> R-P(R). (5.6)
R=1

To obtain the chance-level rank, we set P(R) = Nl - Hence the chance-level rank is given by
sp

1 Nepk
E(R) = > R
spk R=1
_ 1 Nspk(NSpk +1)
Nepx 2
. Nspk +1
=—0

(5.7)

When the rank is normalized, we divide the chance-level rank by Ny to obtain the normalized chance-level
rank

Ny +1
sp
—— =~ 0.5. .8
2Nspk (5:8)

5.4.3 Experimental setup

As mentioned before, we select 24,610 speakers (see Table 5.10) as the total population possessed by the
attacker from the set of male speakers whose total duration is more than 10 s after removing silent frames
using voice activity detection (VAD). The maximum duration for each speaker in the population is limited
to 2 min. Only those utterances whose Signal-to-Noise ratio (SNR) is greater than 75 dB are selected.
We compute the SNR using the WADA-SNR [152] algorithm."” Out of these, 20 speakers whose total
duration is greater than 5 min are selected for testing, which represents the publicly released data subjected

17https:/ /gist.github.com/johnmeade/d8d2c67b87cda95cd253£55¢21387¢75
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to re-identification attack. We manually listened to each speaker in the test set to confirm that it is a distinct
male speaker. After computing PLDA scores between the enrollment speaker population and the test
speakers, we get 4,696 mated scores and 115,563,864 non-mated scores.

Initially we select the subset of scores which are computed only among the 20 speakers in the test set.
Thereafter we double the number of other speakers in the population at each step, i.., the total number of
speakers increases from 20 to 20,500, and include the scores corresponding to these speakers. The newly
added speakers are randomly sampled 5 times from the entire enrollment speaker population to avoid any
bias.

5.4.4 Average-case analysis

Let us first discuss the ASV measures as shown in Fig. 5.15. We notice in Fig. 5.15(a) that the baseline EER
starts with a value of 7% and slightly increases to 12% as the number of speakers increases. The three attackers
perform much more poorly. The EER achieved by the Ignorant and Lazy-Informed attackers starts from
37% and quickly increases to reach 50% when the number of speakers exceeds 660. The EER curve for
the Semi-Informed attacker follows a similar shape, although it remains below those of the [grorant and
Lazy-Informed attackers. Linkability follows a similar trend except that the Semi-Informed attacker displays
the lowest value at all steps.
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Fig. 5.15 Open-set ASV performance of different attackers in terms of EER and linkability as a function of
the number of speakers in the population.

Figure 5.16 shows the un-normalized and normalized rank of the true speaker obtained by different
attackers before and after anonymization. In Fig. 5.16(a), we notice a steep rise in the value of absolute
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rank, i.e. a decline in the ASI performance, for original as well as anonymized data. However the baseline
performance is well below the chance-level rank even with thousands of speakers in the enrollment set,
which indicates the distinctive characteristics of speakers in the population. All the attackers start with
better performance than chance-level but soon converge very close to the chance-level rank as the number of
speakers increases. We also plot the normalized rank and the normalized chance-level rank in Fig. 5.16(b).
We observe that this plot resembles the EER performance depicted in Fig. 5.15(a). The ASI performance
obtained by the lgnorant and Lazy-Informed attackers quickly degrades and converges to a value worse than
the normalized chance-level rank, while the Semzi-Informed attacker maintains a consistent performance,
which is slightly better than chance-level.
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Fig. 5.16 Closed-set ASI performance in terms of un-normalized and normalized rank obtained by different
attackers as a function of the number of speakers in the population.

We further study the top-k precision obtained by different attackers and compare it to the baseline
performance. We obtain the precision for four different values of k, i.e., 1, 10, 20 and 50. We focus mainly
on k = 20 because we assume that an attacker will realistically look at the top-20 results when he/she wants
to shortlist the probable speaker identities. We observe in Fig. 5.17 that the precision drops much faster after
anonymization as compared to the baseline, i.e., hiding the identity of an anonymized speaker in a crowd
of n speakers is equivalent to hiding the original speaker in a crowd of N speakers, where N increases at a
much faster rate than n. Note that the “crowd” here refers to the enrollment speaker data set possessed by
the attacker.
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Fig. 5.17 Top-k precision of ASI for different attackers as a function of the number of speakers in the popula-
tion, for k = 1, k = 10, k = 20, and k = 50. The numbers of speakers needed before anonymization (N
on the blue curve) and after anonymization (n on the red curve) to achieve an equivalent drop in precision
are highlighted in the top-20 precision curve.

We notice that without anonymization the speakers can be uniquely identified, i.c., as rank 1 with 40%
accuracy among 20,000 speakers (Figure 5.17(b)), whereas there is a negligible chance of being recognized
uniquely after anonymization. The chance of being recognized improves with and without anonymization
as we increase the sphere of shortlisted speakers (k). For & = 10 (Figure 5.17(c)), the protection provided by
700 enrollment speakers in original case is similar to the protection provided by just 20 enrollment speakers
after anonymization. Concretely, we can infer from Fig. 5.17(a) that while the attacker’s ability to re-identify
the speaker naturally reduces with the number of candidate speakers, the best instance of our anonymization
scheme with 50 candidates speakers guarantees the same anonymization level as raw speech with 20,000
speakers.

5.4.5 Worst-case analysis

In the previous section, especially in Figure 5.16(b) we observed the normalized rank of original and
anonymized utterance averaged over all trial speakers. A lower normalized rank increases the average risk of
re-identification. Yet, some speakers may be easier to re-identify than others. To ensure optimal protection,
speaker and data publishers would be interested in answering the following questions related to the worst
case: What is the distribution of normalized ranks after anonymization as compared to the original speech?
To answer the questions above, we analyze the results in terms of the normalized rank U™°"*" of the worst-
performing utterance in the data set, the normalized rank S™°"*" of all utterances from the worst-performing
speaker averaged over these utterances, and the normalized rank UZ°"*" of the single worst-performing
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utterance from each speaker averaged over all speakers. We only consider the ranks obtained using the
original speech (baseline) and the Semi-Informed attacker here.

First, we plot the distribution of normalized ranks of all the trials in the baseline case in Figure 5.18,
where each subplot represents the number of speakers in the enrollment set. As expected, a majority of
utterances exhibit a normalized rank very close to zero and hence are extremely vulnerable to re-identification
attacks even in the presence of thousands of enrollment speakers. The values of U™, S¥°', and U™,
represented by the red, green and black dashed lines, respectively, are all close to zero. In fact, they overlap
each other. The goal of anonymization is to increase these values.
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Fig. 5.18 Distribution density of the normalized rank in the baseline case as a function of the number of
enrollment speakers. The dashed vertical lines show the values of U™™" (red), S™°™ (green), U™ (black).

Figure 5.19 shows the normalized rank distribution in the Semi-Informed setting. Although several
utterances still tend to exhibit low ranks, the utterance density becomes more evenly distributed over the
[0, 1] range, thereby protecting most utterances from re-identification attacks. Moreover, U™°"" is much



5.5 Usability of anonymized speech data 107

worse than S™°*" and Ug°™, indicating that not all utterances of a single speaker are vulnerable. The gap
between S™°* and UgZ°™" indicates that a majority of speakers have their worst-performing utterances better
protected than the overall worst-performing utterance and the worst-performing speaker. The normalized
rank of the worst performing utterance, the worst performing speaker, and the single worst-performing
utterances from all the speakers is described in Appendix A.2.
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Fig. 5.19 Distribution density of the normalized rank in the Semi-Informed case as a function of the number
of enrollment speakers. The dashed vertical lines show the values of U™ (red), S¥°** (green), Uge™

(black).

5.5 Usability of anonymized speech data

From the users’ perspective, the usability of anonymized speech is often measured in terms of the performance
of models trained on it. These models must predict various attributes, such as verbal content, emotions,
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etc., in the speech signal with similar accuracy as models trained on original speech. Section 5.3.4.2 presents
one such use-case where the ASR models trained solely on anonymized speech are compared to the models
trained on original speech. Although the “A-A” bars in Figure 5.12 show that the ASRZ}" model decodes
anonymized speech almost as accurately as the ASR.,, model decodes original speech, the “O-A” bars
indicate that the ASRZI'}" model doesn’t generalize well to original speech. In this section, we conduct
experiments to find whether this generalization loss can be recovered by augmenting the anonymized corpus
with a certain amount or publicly available original speech.

Experimental setup We use different proportions of the original t7ain-clean-360 corpus, as described in
Table 5.4, to augment the anonymized version of this data set. The design choices selected for anonymizing
this data set are: {PLDA distance, dense proximity, random gender-selection, and speaker-level assignment}.
For every experiment, utterances composing p. € {0, 10, 20, 50, 100} % of the total duration of the data
set, i.e., 360 hours are randomly sampled from the original data set. The remaining duration is covered
by the utterances from the anonymized corpus. Five mixed speech corpora are created, corresponding to
Pe = 10%, pe = 20%, pe = 2 x 10% where 10% of clean data is randomly sampled and then duplicated to
occupy 20% of the duration, p. = 50%, and p. = 5 x 10% where 10% of clean data is randomly sampled
and then duplicated five times to occupy 50% of the duration. The ASR models trained over these five mixed
corpora are compared with the models trained solely over original speech (p. = 100%) and anonymized
speech (p. = 0%). They are compared and evaluated in terms of the WER obtained over original as well as
anonymized versions of the dev-clean and test-clean data sets described in Table 3.1.

Results Figure 5.20 shows the performance of the seven different ASRZY"
cerned with the first row of this figure since it shows the performance over original speech. The most
interesting observation is the setting with p. = 10%, which validates the hypothesis that just 10% of original
data is enough for the model to generalize well to original speech. A huge relative WER improvement of
51% is observed over the model trained with p. = 0% on both the development and test sets, although this
model still performs 25% worse than the baseline WER relatively.

models. We are mostly con-
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Fig. 5.20 Performance of the seven different ASRZ
inal data (p.). The first and second rows indicate the performance of these models over the original and
anonymized data, respectively. The text at the center of the bars specifies the decoding setting as described in
Section 5.3.4.2.

models trained using different proportions of orig-
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Duplicating data (p. = 2 x 10% and p. = 5 x 10%) does not translate into a significant performance
gain, but increasing the proportion of unique data brings the performance of the models much closer to the
baseline performance. The model trained with p. = 20% performs only 16% (development) and 19% (test)
worse relatively to the baseline WER, while the gap further reduces to 4% for development and 5% for test
when p. = 50%.

5.6 Summary

We introduced four design choices for x-vector based speaker anonymization. The effect of each design
choice was studied with respect to privacy and utility metrics of the anonymized speech and the optimal
combination of choices was recommended. Experiments showed that the anonymized speech corpus is
suitable to train a viable ASR model and that a reasonable amount of privacy protection is achieved even if a
Semi-Informed attacker attempts to re-train the ASV model with an anonymized speech corpus.

We further investigated pitch conversion to remove the residual speaker information present in the
pitch sequence of the anonymized speech and to enhance the naturalness of the synthesized voice. While
the linkability of the output anonymized speech is significantly reduced as compared to no conversion, a
noticeable rise in the WER is observed after pitch conversion. Nonetheless, this is a promising direction for
future research which needs further exploration for a pitch conversion method that preserves privacy without
degrading the utility. The newly proposed percentile-based pitch transformation method outperforms the
conventional Gaussian normalization method and the newly explored minmax scaling in terms of privacy as
well as utility.

We assessed the robustness of the proposed anonymization scheme as a function of the number of
enrollment speakers. We conducted closed-set ASI by incrementally adding thousands of speakers in the
population and observed that the rank of the true speaker quickly increases and converges close to chance-level
performance after anonymization. Another interesting observation can be made using top-k membership
analysis: the loss of precision before anonymization that is seen after adding thousands of speakers in the
enrollment set is equivalent to adding only a couple of speakers after anonymization. Specifically, the best
combination of design choices offers the same level of protection against re-identification attacks among 50
speakers as original speech among 20,000 speakers.

We performed the worst-case privacy protection assessment of the proposed anonymization scheme and
conclude that a majority of utterances are well protected after anonymization, raising the lower bound of
privacy significantly. Finally, we conducted a usability study which shows that ASR models trained over
anonymized speech can generalize well to original speech if the anonymized training set is augmented with a
small amount of original speech.

A fundamental assumption made in this chapter was that, out of the three features extracted from the
speech signal, i.e., pitch, BN features, and x-vector, speaker-related information concentrates in the x-vector
and replacing it with a new pseudo-speaker will delete most identity markers of the speaker in the synthesized
speech. Our results on pitch conversion (Section 5.3.5) suggest that it is not the case. We further challenge
this assumption in Chapter 6, and propose techniques to remove the residual speakers’ identity from the
pitch and BN features.






Chapter 6

Removing Residual Speaker Information
— Towards Provable Guarantees

There is nothing like looking, if you want to
find something.

JR.R. Tolkien

In the previous chapter, we introduced the x-vector based anonymization scheme which was used as the
primary baseline for the first VoicePrivacy challenge. Recall that this scheme seeks to separate the speaker
identity information from the intonation and linguistic content so as to generate speech where only the
identity information has been removed. It relies on the extraction of three types of features from a speech
recording: (i) an x-vector which encodes the characteristics of the speaker’s voice, (ii) a sequence of BN
features that captures fine-grained linguistic information, and (iii) a sequence of pitch features which conveys
the intonation [106]. Speaker anonymization is then realized by re-synthesizing speech from the BN and
pitch features of the original speech recording and a replaced speaker embedding corresponding to another
(real or pseudo) speaker. This approach is considered as the baseline anonymization scheme in this chapter.
While this general approach has been quite successful and achieves good practical performance as seen in the
previous chapter, the disentanglement of the speaker information is not perfect: intonation and linguistic
features are known to contain residual identity information [79] which can propagate to the anonymized
speech and be used by an adversary to re-identify speakers (see Section 6.2). Furthermore, the effectiveness
of anonymization is evaluated only empirically: even if the evaluation is performed using state-of-the-art
automatic speaker identification (ASI) or ASV techniques and takes into account some auxiliary information
that the adversary may have (attacker’s knowledge as defined in Section 3.1), there is no provable guarantee
that the resulting speech cannot be de-anonymized using better attacks.

In this chapter, we remove speaker information from pitch and BN features by designing feature
extractors that satisfy differential privacy (DP) using careful addition of noise in intermediate layers. We
plug these extractors in the baseline anonymization pipeline and generate, for the first time, differentially
private utterances with a provable upper bound on the speaker information they contain. Plugging our
private feature extractors into the full speaker anonymization pipeline, we directly obtain a DP version of
the x-vector based speaker anonymization scheme, whose speaker information is analytically bounded by
the DP parameter €.

We evaluate empirically the privacy and utility resulting from our DP anonymization scheme on the
LibriSpeech data set. Experimental results show that the generated utterances are intelligible while protected
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against strong attackers who have significant knowledge of the anonymization process. In order to interpret
the effect of our analytical e-DP guarantee [138, 136, 212], we conduct a two-step evaluation of practical
privacy and utility. First, we evaluate empirically the amount of speaker information retained in pitch and BN
features by training an ASI model directly on pitch and BN features. We compare the standard (non-private)
features used in the previous chapter to the features output by our proposed DP feature extractors. Second,
plugging our feature extractors into the best anonymization scheme proposed in Chapter 5, we show that
we can generate speech utterances which empirically preserve better the privacy of speakers (in line with our
analytical privacy guarantees) at only a small cost in utility. Practical privacy is measured by the equal error
rate (EER) and linkability (D%®) achieved by a state-of-the-art ASV system, while utility is measured by the
word error rate (WER) of an ASR system trained and tested on anonymized speech. Low WER/D?%Y® and
high EER indicate that the speech generated with our DP approach can be shared, stored, annotated and
used to train ASR models, while protecting the speaker identity in voice-based services.

In summary, the contributions made in this chapter advance the state-of-the-art in speaker anonymiza-
tion as follows:

* We empirically show that the standard BN and pitch features contain a lot of speaker information,
obtaining 97% and 37% recognition accuracy on a data set of 921 speakers when training ASI models
directly on these features. We analytically introduce DP-pitch and DP-BN feature extractors that
remove speaker information with analytical privacy guarantees and preserve the intonation and
linguistic information of BN and pitch features. For instance, our DP extractors with a privacy
guarantee of € = 1 reduce the accuracy of ASI models on BN and pitch to 14% and 5%, respectively.

* We show that our DP-BN features can be shared instead of raw utterances for both training and
inference of ASR models with reasonable effect on the WER. On LibriSpeech, our DP-BN extractor
with € = 1 achieves 6% WER, compared to the 4% WER of the original BN features.

* We synthesize speech with an analytical privacy guarantee from our DP-pitch, DP-BN and replaced
x-vector using the speaker anonymization pipeline proposed in Chapter 5, studying the effect of each
component. We show that the privacy is protected even against a strong Semi-Informed attacker,
while utility remains high (and can even slightly improve). Using the LibriSpeech data set, our DP
speech can achieve an EER and a WER of 48.9 and 5.6%, respectively, whereas the anonymization
scheme without the DP components achieves an EER and a WER of respectively 47.1 and 6.8%,
without any provable privacy guarantee.

This chapter is organized as follows. In Section 6.1, we provide an overview of our method, followed by
the detailed presentation of our DP-pitch and DP-BN extractors. In Section 6.2, we evaluate the privacy
and utility of our approach compared to the baseline speaker anonymization scheme. We summarize the
findings in Section 6.3.

The techniques proposed in this chapter are a collaborative effort, where the approach for DP-pitch was
formulated by Dr. Ali Shahin Shamsabadi!, and the DP-BN approach was essentially contributed by the
author of this thesis.

6.1 Proposed approach

In this chapter, we propose to use ideas from differential privacy (DP) [69], a rigorous mathematical
framework to quantify the information leakage of algorithms, to design more robust speaker anonymization

1ht‘cps://al'ishah'in.g'ithub."io/
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schemes. Refer to Section 2.4 for a detailed account of DP. Following the pipeline of baseline anonymization
scheme described above, we introduce DP-pitch and DP-BN feature extractors that can bound the speaker
identity of the intonation and linguistic attributes used to re-synthetize speech. Instead of adding noise
directly to the original features (which would destroy the linguistic and intonation content that we wish
to preserve), we propose to train machine learning models that extract such features in a DP fashion while
maximizing their utility. For pitch, we introduce an autoencoder network that includes a Laplace noise layer
between the encoder and the decoder and learns to reconstruct its input pitch at the output. We use a new
reconstruction loss function that maximizes the correlation between the input and reconstructed pitch,
so as to preserve the global pitch dynamics which conveys intonation (e.g., pitch increases when asking a
question) while perturbing its local variations which are more specific to each speaker [3, 226, 54, 194].
Regarding the BN features, we train an ASR acoustic model with a Laplace noise layer placed after the
intermediate layer that corresponds to the BN features. In this way, our DP-BN features are trained to
retain as much as possible the phonetic information needed to decode the linguistic content while the noise
helps to remove the residual speaker information. In addition to DP-pitch and DP-BN, we choose a public
x-vector randomly and independently of the input utterance so that it does not contain any information
about the original speaker, following a modified version of the ‘dense’ strategy proposed in Section 5.3.2.2.2

6.11 Overview

Our speaker anonymization approach is depicted in Figure 6.1. DP-pitch and DP-BN features are first
extracted from the input speech. These features, along with a target speaker embedding (x-vector) that
corresponds to a different (pseudo) speaker, are then used to re-synthesize speech using acoustic and neural
source filter (NSF) synthesis models. Note that the x-vector is chosen independently of the input utter-
ance.? Therefore, information about the input speaker can only leak through pitch and BN features. Our
contribution is to design pitch and BN feature extractors that satisfy DP so as to provably upper bound
the amount of residual speaker information embedded in these features while preserving intonation and
linguistic content. By the post-processing property of DP, we guarantee that our end-to-end pipeline (from
the input speech to the anonymized speech) also satisfies DP.

Our DP-pitch extractor consists of a conventional pitch estimator (here, YAAPT, as explained in
Section 2.2.1) followed by an autoencoder network with a Laplace noise layer trained to reconstruct the
global pitch dynamics using a customized loss function. Our DP-BN extractor is an ASR acoustic model,
also with a Laplace noise layer, trained on speech utterances to estimate the corresponding word sequence.
We use a public set of annotated speech utterances to train both extractors prior to deployment.

We emphasize that our extractors are quite generic. They may be used in variants of the same speaker
anonymization pipeline [196, 37,300, 75]. They can also be used independently: for instance, our DP-BN
features are sufficient to decode the linguistic content at inference time, as we will show in our experiments.

In the rest of this section, we introduce some useful notations, and describe our DP-pitch and BN
feature extractors in detail.

Notations Recall that we assumed s to be a speech utterance comprising 7" time frames. The value of T’
depends on the duration of the utterance and the chosen frame rate (typically, 10 ms). The pitch sequence

2To select the pseudo-speaker based on the distance from the source speaker violates DP, since the source information is being
used to generate pseudo-speaker. Similarly, for same or opposite gender-selection, we are bound to use the source information.
This selection may also have an impact on the utility, hence deznse proximity with random gender-selection is preferred, but the
closest cluster to source is not filtered out.

>This scheme, i.e., dense proximity, random gender-selection and speaker-level assignment was shown to give best performance
in Chapter 5. Alternatively, one could select a target x-vector close to the x-vector of the original speaker in a differentially private
way, as proposed in [110]. However, we observed no clear gain in utility.
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Fig. 6.1 Overview of our proposed DP speaker anonymization scheme. Our main contributions are the
DP-pitch and DP-BN feature extractors (shown as blocks 1 and 2), which make the full pipeline DP.

computed from s is a non-negative 1-dimensional sequence of length 7', which we denote by a vector
pPE< Rz. The BN features extracted from s are an M -dimensional sequence of length 7" that we denote by
amatrix B = [by,...,br]" € RT*M where each b; € RM. Throughout this section, we assume that
we have access to a public dataset X = {(s;, W;)}2¥; of N annotated speech utterances to train our DP
feature extractors. For a given utterance index i € {1,..., N}, s; denotes the speech waveform and W;
denotes the corresponding ground truth text transcription.

6.1.2 Differentially-private pitch extractor

As mentioned earlier, the global dynamics of the pitch sequence p for an utterance s conveys intonation,
while its local variations are more specific to each speaker [3, 226, 54, 194]. We aim to learn a DP autoencoder
A which takes as input a raw pitch sequence p computed by a conventional pitch estimator and outputs a
perturbed pitch sequence p°* of the same length in which the identity information has been removed while
most of the intonation is preserved. An obvious approach to obtain a DP autoencoder is to rely on output
perturbation, i.c., to add Laplace noise directly to the raw pitch p. However, aside from the difficulty of
bounding the ¢1-sensitivity of pitch sequences in a tight manner, this baseline strategy would largely destroy
the time correlations that are indicative of intonation elements that we wish to preserve.

Instead, we propose to use a deep convolutional autoencoder with a noise layer. Below, we describe the
architecture of our autoencoder, explain how it is trained, and finally how it can be deployed to anonymize
pitch sequences. The block diagram of our proposed DP-pitch extractor is shown in Figure 6.2.

Autoencoder architecture We propose to define A = D o N, o € asa fully convolutional autoencoder
composed of an encoder &, a noise layer AV, and a decoder D. This architecture is inspired by [257]. The
benefit of using only convolutional layers is two-fold. First, a fully convolutional architecture enables
us to deal with variable-length input and output sequences as the shape and size of the weights of each
convolutional layer (kernel) are not affected by the size of the input and output of that layer. Second,
convolutional layers are suitable to capture time dependencies in pitch sequences.

The encoder £ maps an input pitch sequence p € R” to a latent representation h € [0, 1]¢*T:

h =£(p) (6.1)

through 3 convolutional layers (each with C' channels) with sigmoid activation functions.
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Fig. 6.2 Proposed DP-pitch extractor. The convolutional autoencoder with a noise layer is trained using
public pitch sequences and subsequently used to generate perturbed pitch sequences from private pitch
sequences in a differentially private fashion. Black arrows show paths that are common to both training and
deployment, while green and red arrows apply only to training or deployment, respectively.

In order for the autoencoder A to satisfy e-local DP for a given € > 0, the encoder is followed by a
noise layer V,, which adds centered Laplace noise to each entry of the latent representation h to generate a
perturbed latent representation h*® € R€*T:

h* = A, (h) = h + Lap(A1(E) /e), (6.2)

where A1(€) = maxyp, o [|E(p) — £(P’)| is the £1-sensitivity of €. While tightly bounding the sensitivity
of neural networks can be challenging in general [221], here the use of the sigmoid activation allows us to

easily bound A (€) since each entry of h belongs to [0, 1]:
A(E)=CxTx1=CK. (6.3)

This bound is tight enough in practice for the Laplace noise injected to the features not to be detrimental to
utility, as long as the value of € remains reasonable (away from zero).

Finally, the decoder D takes as input the perturbed latent representation h*®, deterministically clips each
of its entries back to [0, 1] (which we found to help training to converge), and decodes it into a perturbed
pitch sequence p** = D(h"") through 3 convolutional layers (two C-channel layers with sigmoid activation
followed by one layer with linear activation).

Training phase We train our autoencoder on a set of raw pitch sequences {p; € R7*}¥ | computed
from the speech waveforms s; in the public data set X" using for instance the YAAPT estimator. The pitch
sequences are pre-processed as follows. First, zero values are removed. Indeed, these values indicate silence
or unvoiced phonemes and must be kept fixed to zero so that silence remains silence, and every unvoiced
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Fig. 6.3 Visualization of the original (non-private) pitch sequence (——) and noisy reconstructed pitch
sequences obtained with our approach for € = 10 (——)and € = 1 (—). In general, our approach
preserves the dynamics of the original pitch sequence thanks to our correlation-based loss function.

phoneme remains the same unvoiced phoneme.* This operation was also performed and explained in
Section 5.14. It also makes it possible to account for variation of pitch across successive voiced phonemes.
Table 6.1 shows statistics on the length of pitch sequences and the proportion of zero values in a data set
used in our evaluation, and Figure 6.3 shows an example of raw pitch sequence. After removing zeros, since
pitch differs in range across speakers, each sequence is normalized to zero mean and unit variance.

Table 6.1 YAAPT pitch statistics on the dev-clean subset of LibriSpeech [220].

Min Max Avg Std

LengthTi 147 3261 743 493
Non-Zeros 24% 76% 53% 8%

To preserve the intonation in the reconstructed pitch, we propose to train the autoencoder by minimizing
the following loss function:

N
'cpitch = 1 - Z CO""(pia pgp)) (64)
=1

where corr (-, -) is the Pearson correlation coefficient. The justification for this choice of loss is that maximiz-
ing correlations between the original and reconstructed noisy pitch will make reconstruction errors in the
local variations of the pitch (which can be speaker-specific) less costly than in the global dynamics of the
sequence (which convey intonation). We refer to Figure 6.3 for an illustration.

Deployment phase For any private utterance s, similarly to the training phase, we compute the pitch
sequence P, remove the zeros, normalize it, and push it to the autoencoder to obtain a perturbed pitch
sequence p**. We normalize the perturbed sequence using Equation (3.3) to match the mean fi¢g; and
variance 0, of the pitch of a target (pseudo) speaker, where fitg and o are computed over a public set of
utterances from the target speaker. In the context of the full speaker anonymization pipeline of Figure 6.1,
this normalization (which we call pizch conversion) makes the mean and variance of the perturbed pitch
consistent with the choice of the target x-vector. Finally, we add the zero values back in their original positions
in the sequence.

“For instance, replacing the zero pitch on phoneme /p/ by a nonzero pitch would transform itinto a /b/.
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Privacy guarantees By the Laplace mechanism (Definition 3), NV, o & satisfies €-DP, and so does the
autoencoder A = D o N, o & by the post-processing property of DP.

6.1.3 Differentially-private BN extractor

We now turn to the BN features, which are phonetic features that should be sufficient to decode the linguistic
information. BN features are typically obtained as an intermediate layer of an ASR acoustic model. However,
traditional BN features also contain residual speaker information. We propose to address this issue by adding
a noise layer, similarly to the approach used for pitch.

ASR model architecture We adapt the widely used ASR acoustic model architecture and sequence-
discriminative training criterion described as the “Conventional approach” in Section 2.2.3. For clarity, we
split the ASR acoustic model M = T o N o B into three sequential parts: a BN extractor 53, followed by
a noise layer N/, and finally a triphone classifier T (see Figure 6.4). The BN extractor B takes as input a
sequence of acoustic features O € RT*A extracted from a speech utterance s with 7" frames and outputs a
sequence of BN features B = [by, ..., by]T € RT*M;

B = B(O). (6.5)

The acoustic features O are the concatenation of 40-dimensional MFCCs and 100-dimensional i-vectors
[251] which help the acoustic model adapt to difterent speakers. Therefore, the per-frame dimensionality
of these features is A = 140. The BN extractor B is composed of 17 TDNN-F layers, which perform one-

dimensional convolution operations to learn the temporal context present in the acoustic feature sequence

' H
: s
Public data set |,
' :
| : | DP-BN extractor

Public utterance |~Private utterance-

¢ Centered
: Laplacian
MFCC MFCC distribution

[P P RPN S
O O ASR model Noise

\ BN lr- lr- Triphone

extractor normalizer normalizer classifier

A 4
DP-BN B?®

Fig. 6.4 Proposed DP-BN extractor. The ASR acoustic model with a noise layer is trained on public
utterances and subsequently used to generate perturbed BN features from private utterances in a DP fashion.
Black arrows show paths that are common to both training and deployment, while green and red arrows
apply only to training or deployment, respectively.
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We now describe our noise layer NBg, which we use to hide speaker information and achieve DP. Each
frame-level BN feature vector by is M -dimensional with M = 256. Due to this high dimensionality, we
propose to enforce e-DP at the frame level rather than at the utterance level (we will experimentally show
that frame-level DP is sufficient). Note also that each frame-level BN feature vector by is not normalized.
Therefore, our noise layer Nz first normalizes each by to have unit £;-norm and then adds Laplace noise to

their entries to generate a sequence of perturbed BN features B® = [b%, ..., b%]T € RT*M;
No(b1)
B” = Np(B) = : , (6.6)
Niy(br)

where N(b) = ﬁ + Lap(2/€). The scale of the centered Laplace noise comes from the fact that
the /1-sensitivity of the normalized frame-level BN features is bounded by 2. Thereafter, B*" is further
¢1-normalized to obtain B®.

Finally, the triphone classifier 7 takes the sequence of perturbed BN features B as input and outputs
the corresponding triphone log-posterior probabilities { P(Sk|B)}Y_; which represent the phonetic
content of s. We refer to Section 2.2.3 for details on the architecture of 7.

Training phase Our ASR acoustic model M is trained on acoustic features { O; } Y ; extracted from the
utterances {s; }2¥ | in the public annotated data set X to output the corresponding transcriptions {W; }¥_,.
To preserve the linguistic content, we minimize a cost function Lasg = Lmmr + 0.1 - Lo composed of
two terms defined in Equations (2.17) and (2.18). The only difference for training with the noise layer is
that the term P(O;|S;) in the numerator and denominator of Ly is now conditioned upon the DP-BN
features B, i.e., P(0;]S;) o< [T/, P(Si¢|BYF)/P(S; ). Similarly, the computation of the Lcg term is
modified as:

N T
£CE = — Z Z log P(Siyt|B72P). (67)
i=1 t=1
As mentioned previously, the noise layer N’ normalizes the feature vectors b to have unit /1-norm
before and after the application of noise. The gradients backpropagating from this layer are derived in
Appendix B.1.

Deployment phase For any private utterance x with acoustic features O, we can use the trained ASR
model to generate a sequence of perturbed BN features B = Nz o B(O).

Privacy guarantees By the Laplace mechanism, the frame-level mechanism N satisfies e-DP. Note that
this frame-level guarantee can be converted into an utterance-level guarantee using the composition property
of DP: the BN extractor N'p o BB satisfies T'e-DP for utterances of length T'.

6.2 Empirical validation

Our DP-pitch and BN extractors aim to remove the residual identity information from the intonation and
linguistic attributes of an utterance, which are then used in our DP speaker anonymization pipeline of
Figure 6.1 to output utterances with rich intonation and linguistic attributes. Therefore, our experiments
consider the following major dimensions:



6.2 Empirical validation 119

1. How much identity information is retained within the original pitch, BN features and anonymized
utterances?

2. How well does DP bound the information about the identity within pitch, BN features and utter-
ances?

3. How does DP affect the utility of utterances and BN features for training and deployment of ASR
models?

6.2.1 Experimental setup

Data set  Following the framework introduced in the previous chapter, we use different subsets of the
LibriSpeech corpus (Ref. Table 3.1) for training our DP extractors, the attack and evaluation models. The
details of subsets used to train different modules of the framework are mentioned in Table 5.6. We mention
the data sets to train the new DP extractors in the next paragraph.

Implementation details Al feature sequences have a frame rate of 10 ms. For pitch estimation, we use
YAAPT? as explained in Section 2.2. We implement our proposed DP-pitch autoencoder in PyTorch and
train it on train-clean-100, using a mini-batch size of 1 due to the variable sequence length. We use the Adam
optimizer [153] with a learning rate of 1073, a weight decay of 107°,and a dropout value of 1073, similarly
to [257]. We implement our proposed DP-BN extractor using the Kaldi toolkit [230] and train it on the
combination of train-clean-100 and train-clean-500 as the ASR model in Table 5.6.

Privacy metrics In addition to providing an analytically provable privacy guarantee in the form of e-DP,
we empirically measure privacy to interpret the value of € [138, 136, 212] in two different ways.

First, the practical privacy achieved by the DP-pitch and BN extractors is measured by the classification
accuracy (ACC) of a closed-set ASI system, i.e., the proportion of utterances which are assigned to the
correct speaker, which varies between 0% (best) and 100% (worst). The ASI system follows the classical
TDNN speaker classification architecture® in Kaldi [269] except that, instead of MFCCs as inputs, it is
trained on pitch or BN features, before and after applying DP, extracted from the train-clean-360 data set.
This data set contains 921 speakers and it is divided into train/valid/test splits such that 80% utterances of
each speaker are used for training, 10% for validation and 10% for testing. In the case of pitch, silent regions
are removed using energy-based voice activity detection before training the ASI. We train the ASI system
over the training split with 15 epochs using a mini-batch size of 64. The validation set is used for monitoring
the generalization performance and early stopping in case of convergence. We report the ACC metric over
the test split.

Second, the practical privacy achieved by the whole DP anonymization pipeline is measured by the
EER and D¥® achieved by an ASV system. These metrics are explained in detail in Section 3.4.1. We recall
(see Section 2.2.5 for details) that ASV computes the PLDA log-likelihood ratio score given the x-vectors
of trial and enrollment utterances, and decides whether they are from the same speaker by comparing it
with a threshold. The EER is equal to the false acceptance rate and the false rejection rate at the threshold
for which these two rates are equal [26], and it varies between 0% (worst) and 50% (best). The linkability
measures the amount of overlap between the distributions of same-speaker (mated) and different-speaker
(non-mated) scores. It varies between 0 (best) and 1 (worst). The ASV system, i.e., both the x-vector extractor
(a TDNN with MFCCs as inputs) and PLDA, follows the classical ASV setup in Kaldi [230]. It was

Sh‘ctp ://bjbschmitt.github.io/AMFM_decompy/pYAAPT.html
®The network architecture is presented in Table 2.1.
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previously established in Chapter 3 that the speaker’s identity can be revealed after anonymization if the
attacker has knowledge about the anonymization scheme (Semi-Informed setting). Indeed, it allows the
attacker to generate a large set of anonymized utterances to train a speaker recognition system which tries to
discriminate between speakers even after anonymization. In order to evaluate privacy in this challenging
context, we train the ASV system (both x-vector extractor and PLDA) over the train-clean-360 data set
anonymized using either DP-pitch or DP-BN features. We anonymize the training set using exactly the same
method and parameters as used for the evaluation set. In total, we train 8 different ASV systems for the
different values of € (4 for DP-pitch and 4 for DP-BN features). We compute PLDA scores (Eq. (2.26))
using x-vectors extracted with these models and report EER and D"

Utility measures We quantify the preservation of linguistic content in utterances by the word error rate
(WER) of an ASR system, i.e., the percentage of word substitutions, deletions, and insertions compared to
the number of words in the ground truth transcriptions.

To train the evaluation ASR, we adapt the Kaldi recipe used for training an ASR system over the
LibriSpeech data set. The training procedure and architecture of the ASR system is similar to the one
described in Section 6.1.3, except that we do not use any noise layer after the BN extractor: the BN features
are directly fed to the triphone classifier to compute the loss £asr . We train 4 different ASR systems over the
train-clean-360 data set anonymized using DP-BN features with difterent values of €. The TDNN acoustic
model of each ASR system was trained for 4 epochs. We do not re-train the ASR system specifically for
DP-pitch as we observed that the effect on the utility of the ASR system is minor. During decoding, we use
a large trigram language model P (W) available at the openslr website.”

Methods under comparison We compare the practical privacy and utility of our proposed DP speaker
anonymization approach against the anonymized utterances output by the anonymization scheme® in-
troduced in Chapter 5, which is referred to as the “baseline” in the following. Recall that this baseline
anonymization scheme follows the same pipeline as in Figure 6.1 but uses regular (non-DP) pitch and BN
extractors.

Table 6.2 Different instantiations of anonymization scheme and our DP extractors. Anon: Anonymized;
PC: Pitch Conversion; DP: Differential Privacy.

Name Baseline  DP-pitch PC DP-BN
(Chapter 5)  extractor extractor
Anon v’ - - -
Anon+PC v’ - v’ -
Anon+DP-BN v’ - - v’
Anon+DP-Pitch v’ v’ v’ -
Anon+DP v’ v’ v’ v’

We consider different instantiations of our method and the baseline anonymization scheme (see Ta-
ble 6.2). To analyze the impact of each DP extractor separately and all of them together, we use, i) Anon+DP-BN,
a modification of the baseline anonymization scheme where the BN extractor is replaced by our DP-BN
extractor; ii) Anon+DP-Pitch, a modification of the baseline anonymization scheme where the pitch extractor

7ht‘tp://opens'Lr.org/ll/
8The design choices selected for the baseline scheme are {PLDA distance, dense proximity, random gender-selection, and
speaker-level assignment}.
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is replaced by our DP-pitch extractor followed by pitch conversion; and iii) Anon+pP, a modification of the
baseline anonymization scheme where both the BN and pitch extractors are replaced by our DP-BN and
DP-pitch extractors followed by pitch conversion to generate DP utterances. Note that we consider the
original baseline anonymization scheme Anon (without pitch conversion) as the baseline for Anon+bp-BN.
However, for comparison with Anon+DP-Pitch, we consider the baseline anonymization scheme with pitch
conversion Anon+PC, to be fair in terms of pitch conversion.

6.2.2 Results and discussion

Privacy and utility of bottleneck features and pitch Figure 6.5 shows the practical privacy of BN
features and pitch in terms of the classification accuracy (ACC) of an ASI system trained directly on them.
The results clearly demonstrate that both original BN features and original pitch retain a lot of speaker
information. BN features contain more identity information than pitch: for example, ASI can recognize
the identity of speakers from original BN features with 95% accuracy (recall that there are 900+ different
speakers). In contrast, the ACC of original pitch is 38%. The practical privacy of BN features and pitch
improves significantly when using our DP approach. For instance, DP-BN features with an analytical privacy
budget of € = 1 reduce ACC to around 14%. Figure 6.5 also confirms that a better analytical privacy bound
results in better practical privacy. For example, the ACC of DP-BN features with € = 100 is 40%), and
it decreases to 20% for € = 10. In order to study the impact of DP noise on the utility of BN features,
Figure 6.6 shows the utility achieved by the ASR model trained over train-clean-360 using original BN
features (¢ = oo0) and DP-BN features (¢ € {1,10,100}).

BN features Pitch
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Fig. 6.5 Practical privacy evaluation of original BN features (00) versus our proposed DP-BN features (left)
and original pitch versus our proposed DP-pitch (right) for different privacy budgets of € = 1, € = 10 and
€ = 100. Practical privacy is assessed in terms of the classification accuracy of an ASI system (ACC) trained
directly on BN features (left) and pitch (right) of the 921 speakers in the t7ain-clean-360 data set.

Strikingly, our DP-BN features have small effect on the WER of the ASR model (< 2% absolute
increase). Therefore, our DP-BN extractor outputs high-utility DP-BN features that contain enough
linguistic information to perform the transcription task, while bounding speaker information as shown
in Figure 6.5. We also show the correlation between DP-pitch and original pitch in Figure 6.6. The more
noise injected in the pitch, the less correlation with the original pitch. We hypothesize that intonation is
still preserved even with low correlation, which is confirmed by the negligible effect of DP-pitch on the
ASR performance and when listening to anonymized utterances. Nonetheless, further experimentation
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Fig. 6.6 Utility evaluation of original BN features (00) versus our proposed DP-BN features (left) and original
pitch versus our proposed DP-pitch (right) for different privacy budgets of € = 1, € = 10 and € = 100.
The utility of BN features is assessed by the WER of an ASR system trained using the corresponding BN
features. The utility of pitch is assessed by its correlation to the original pitch sequence.

is required to better quantify the amount of preserved intonation, for instance by training a network to
classify certain prosodic attributes from pitch.

Privacy and utility of utterances Next, we evaluate the benefit of our proposed DP-pitch and DP-BN
extractors when they are plugged in the baseline anonymization scheme. Figure 6.7 compares the practical
privacy and utility of Anon+bp-BN for different € against Anon. Recall that the ACC of Anon+Dp-BN is lower
than Anon. Similarly, decreasing € increases the EER and decreases the D3Y® of Anon+bp-BN. The WER of
Anon is 4.7%. However, noise introduced by DP to the BN features increases the WER of Anon+DP-BN to
5.6%, 6.1% and 6.4% for privacy budgets of 100, 10 and 1, respectively.

Figure 6.8 shows the practical privacy and utility of Anon+DP-Pitch for different € against Anon+pc.
Decreasing € in the DP-pitch extractor slightly improves the practical privacy of Anon+bP-Pitch in comparison
to Anon+PC. The utility of Anon+DP-Pitch is similar to Anon+pc. Although the EER and the WER show a
steady, monotonic rise as we decrease the € indicating the privacy-utility trade-off, an unexpected drop is
observed both in the value of D® and the WER for € = 0.1. The sudden drop indicates better privacy
protection as well as better utility which is welcoming, but the explanation for this drop is not straightforward
and needs further investigation because in our approach the DP noise is added to the intermediate layer of
the autoencoder network, and not directly to the pitch values.

Finally, Table 6.3 compares the practical privacy and utility of Anon+DP utterances with the baseline
Anon+PC anonymization scheme. The practical privacy of Anon+pc in terms of EER and DP® is 47% and 0.14.
All variants of Anon+DP increase the EER to close to its maximum possible value (50%) and achieve lower
D?® in the order of 0.10 thanks to our DP-pitch and DP-BN extractors that analytically bound the speaker
information in the utterances. In addition to this, our Anon+DP yields highly intelligible speech: for some
parameters, our system even achieves a WER of 5.6%, that is slightly better than Anon+pc.
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Fig. 6.7 Practical privacy in terms of EER and D?Y®, and utility in terms of WER of Anon and Anon+Dp-BN
for different € of 100, 10 and 1. The ASR.y, system for each € is trained on the anonymized utterances
synthesized using the BN features of the same €.

6.3 Summary

In this chapter, we proposed a DP speaker anonymization approach which can be used to share speech
utterances for training or deployment of voice-based services while concealing the speaker’s identity. More
specifically, we revisited the disentanglement of speaker (x-vector), linguistic (BN features) and intonation
(pitch) information used in the speaker anonymization scheme described in Section 5.3 so as to analytically
bound the speaker information contained in pitch and BN features using DP. Plugging our proposed
DP-pitch and BN extractors in a full speaker anonymization pipeline, we showed that we can re-synthesize
utterances in a DP fashion. We also empirically showed that our analytical privacy guarantees translate into
clear gains in practical privacy guarantees against strong attackers using ASI and ASV approaches, with high
intelligibility.
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Fig. 6.8 Practical privacy in terms of EER and D?%Y®, and utility in terms of WER of Anon+pc and Anon+DP-
Pitch for different € of 100, 10, 1 and 0.1. The ASR, system for each € is trained on the anonymized
utterances synthesized using the BN features of the same €.

Table 6.3 Practical privacy and utility of our Anon+DP speech with different analytical privacy budgets against
the baseline with pitch conversion Anon+pc.

Privacy Utility

Method Analytical Practical Practical
BN Pitch EER (%) DS WER
Anon+PC 00 00 47.09 0.14 6.8%
Anon+DP 100 1.0 48.45 0.11 5.8%
Anon+DP 100 0.1 48.99 0.10 5.6%
Anon+DP 10 1.0 48.72 0.13 6.5%
Anon+DP 10 0.1 48.69 0.13 6.4%
Anon+DP 1 1.0 48.72 0.12 7.0%

Anon+DP 1 0.1 48.94 0.10 6.7%




Chapter 7

Conclusions and Perspectives

Arguing that you don’t care about the right to
privacy because you have nothing to hide is no
different than saying you don’t care about free
speech because you have nothing to say.

Edward Snowden

We conclude the thesis by first summarizing the crucial findings and global conclusions, followed by a
list of the short-term extensions and the long-term directions that will further strengthen privacy protection
and add value to the state-of-the-art anonymization approach. Finally, we present a larger vision for the
real-world deployment of the ideas presented in this thesis.

Global summary Recall the central question of this thesis that we asked in Section 1.2:

Houw to effectively remove the biometric identity of the speaker from any speech utterance, while
maintaining the usefulness of the signal?

To genuinely answer this question, in Chapter 3, we first defined a threat model where speakers want to
publish their data while protecting their biometric identity, users want to use this data to train machine
learning models or conduct research, and attackers want to re-identify the speakers from the published
corpus. Within this framework, we proposed a strict evaluation protocol using a continuum of attackers who
possess various degrees of knowledge about the anonymization scheme and conducted a comparative analysis
of privacy metrics that express difterent types of vulnerabilities in the anonymized data. A preliminary study
with three voice conversion-based anonymization methods revealed that, while the anonymized utterances
are somewhat protected against the Semi-Informed attackers, the privacy protection provided by established
approaches can be completely reversed by the /nformed attackers. We also found that the global linkability
measure can provide complementary information to the EER that is useful for determining the level of
protection reliably. At this point, it is important to note that if an attacker fails to reverse the effect of
anonymization this does not prove that the anonymization is universally superior. On the contrary, if an
attacker succeeds, this proves that the anonymization scheme is suboptimal. In practice, it is infeasible to
design all the possible attackers and test our approaches against them. Recall that the previous literature
considered only Ignorant attackers for evaluating their anonymization schemes, therefore we acknowledge
the Semi-Informed attacker as a step towards a more realistic adversary and provide empirical results against
it. This limitation was eventually lifted by the use of differentially private algorithms in Chapter 6 which
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provide a provable analytical lower bound on privacy, thereby corroborating the empirical evidence provided
by the attackers.

In Chapter 4, we considered a variant of the above threat model involving the users of digital assistants.
We investigated whether there is personally identifiable information in the intermediate representations of an
ASR network situated on the manufacturer’s cloud which can be used to re-identify the users. We found that
there is indeed a significant amount of speaker-related information in such representations, and proposed
an adversarial learning-based approach to remove it. Now, the ASR network can be split into a client-side
encoder producing private representations, that can then be sent to a server-side decoder for speech-to-text
operation. Although such a method would protect the users of digital assistants against re-identification
attacks, the approach has certain limitations due to the tight coupling of the encoder and the decoder that
are trained together. Moreover, this approach does not allow the publication of anonymized speech samples
that have wider usability.

Chapter 5 presented the x-vector based anonymization scheme which was used as the primary baseline
for the first VoicePrivacy challenge. It outputs anonymized speech signals which can be published to form
an anonymized public corpus. We investigated the design choices for random target selection to increase the
resilience of this approach against re-identification attacks and found the best anonymization scheme based
on the evaluation against the Semi-Informed attackers. We conducted a rigorous evaluation of this scheme in
the presence of thousands of speakers and found that, even in the worst case, the anonymization significantly
reduces the threat of re-identification as compared to the original speech. We also found that the anonymized
corpus is well suited to train a state-of-the-art ASR model when mixed with a small amount of original
speech. Although this anonymization scheme gave superior privacy protection than any of the existing
approaches, it was based on the assumption that all of the speaker-related information is concentrated only
in the x-vector features. We briefly investigated the validity of this assumption and studied the effect of pitch
conversion to remove source speaker identity information from the pitch sequence of the utterance. While
the Gaussian pitch normalization approach does enhance the privacy of anonymized speech, it occasionally
introduces illegal values in the transformed pitch sequence which leads to some loss of utility. Chapter 6
further challenged this “perfect disentanglement” assumption and investigated the pitch as well as the
bottleneck features that were used alongside the anonymized x-vector to generate the private speech. We
found a significant amount of speaker-related information in pitch as well as BN features, and proposed
differential privacy based approach to remove the residual identity markers from the anonymized speech.
This approach also allows us to provide analytical bounds and formal privacy guarantees for the proposed
anonymization schemes.

Extensions and open problems There is a lot of room for extending the techniques proposed in this
thesis. The most immediate extension is to use the adversarial learning based approach proposed in Chapter 4
to remove the speaker-related information from BN features and then plug these new representations either
in the “vanilla” x-vector based anonymization scheme (Chapter 5) or the DP version (Chapter 6). We
observed that adversarial learning with a single speaker-adversarial branch does not immediately generalize
to unseen speakers, hence we plan to use multiple speaker-adversarial branches or to subsume these branches
into a single one using Bayesian neural networks [122], such that the speaker-specific attributes could be
neutralized from the bottleneck representation. Another useful extension would be to provide a range of
user controls that can be used to easily manipulate the anonymization scheme. We attempted to do this by
proposing the four design choices in Chapter 5, but it would be interesting to explore more fine-grained
attributes, such as the random selection of the target speaker’s age group or the target emotion, the ability
to change the target speaker over time within each utterance, etc., and verify their potential to anonymize
effectively.
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The pitch conversion technique we used in this thesis also showed optimistic prospects to remove
residual speaker information from the intonation features with some loss of utility as explained before (see
Section 5.3.5). A constrained source to target pitch mapping approach is potentially beneficial for enhanced
protection as well as the naturalness of the output speech. Additionally, the randomness introduced in
the pitch sequence by DP noise addition also needs to be further examined so that the sudden decline in
linkability and WER noticed in Figure 6.8 can be explained. This might lead to a superior privacy protection
without compromising the utility of anonymized speech.

Another promising extension could be to formulate stronger attack scenarios to validate the resilience of
the state-of-the-art anonymization scheme. We emphasize the need for better attacker design as one of our
primary proposition for evaluation. Throughout the thesis, we generally consider that the Semi-Informed
attacker is the most realistic and the strongest adversary to perform re-identification, where the attacker
uses the same anonymization scheme as the speaker to anonymize the training set. Briefly, in Chapter 3 (sce
Table 3.5), we re-examined this consideration and asked the question: how well do the attackers using a given
set of anonymization design choices perform on speech samples protected using other design choices? Now
we ask the same question in the context of the x-vector based anonymization scheme. Previously, we had
observed in Figure 5.10 that the utterance-level assignment (see Section 5.3.2.4) of pseudo-speakers while
anonymizing a data set, gives better privacy protection than the speaker-level assignment under the Lazy-
Informed attack. Due to the constraint mentioned in Section 5.3.4.1, we did not consider the utterance-level
assignment for further experimentation. In the course of writing this thesis, we re-visited the utterance-level
assignment and trained Semi-Informed attackers using this scheme.

We observe that the utterance-level Semi-Informed attacker re-identifies speakers in the test set, that
is using the same anonymization scheme, with an EER of 13.89%. This is significantly better than the
speaker-level Semi-Informed attacker which obtains an EER of 41% over the test set anonymized using
speaker-level assignment. Furthermore, surprisingly the utterance-level attacker performs similarly over
the test set protected using the speaker-level assignment scheme, effectively reducing the best EER from
41% to just 14%, that is a 65% relative loss of privacy protection. We also observed that the EER values for
different random seeds in case of speaker-level assignment exhibit higher standard deviation than utterance-
level assignment. Nevertheless, this level of protection is substantially better than the previously proposed
anonymizations approaches, such as VoiceMask and VTLN-based VC, which provide almost no protection
against Semi-Informed attacks with an EER of 5-6% (see Table 3.3). Moving forward, this new attack
scenario reflects that the privacy protection against a single Semi-Informed attacker is not absolute and
a full-spectrum analysis is needed to reliably ascertain the strength of anonymization. Consequently, the
results obtained in this preliminary experiment reset the baseline for future investigations.

In the long term, it is also desirable to investigate the effect of anonymization over some of the strategic
attributes of speech that are of crucial importance to the prospective users of speaker anonymization. As
mentioned in Section 1.1, anonymization is essential for anybody using or building a voice interface, but
the widespread adoption of this technology requires that the strategic attributes are not distorted. For
customer care call-centers it may be the emotional content, for remote health monitoring it may be the
pathological conditions, and for educational applications, it may be the disfluencies. Due to such a wide
range of speech applications, it is an ongoing effort to investigate the distortion of these attributes and
improve the anonymization scheme for seamless usability. Another lesser investigated property of speaker
anonymization is its capacity to scale to multiple languages. Throughout the pipeline of the x-vector based
anonymization scheme, only the BN features are language-dependent because they are extracted from an
ASR network that s trained over English speech. The anonymization itself is evaluated over publicly available
English speech corpora, hence it remains to be seen how well it performs over other languages. The long-term
goal is to build a multilingual anonymization tool that can be easily scaled to new languages. For that, as a
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first step we plan to conduct experiments with BN features extracted from a multilingual ASR network, and
possibly also re-train the x-vector extractor over speakers from multiple languages to remove the language
bias in the speaker representation.

Beyond research  We envisage a larger vision for the research conducted in this thesis and would like to
make efforts for the real-world deployment of the speaker anonymization tool such that speech privacy
protection becomes accessible to everyone. The first step towards this goal is to prepare a full system of
anonymization that can be readily employed by the users. For instance, this thesis focuses only on the removal
of the biometric identity of speakers from speech, while several identity markers may also be present in the
textual content of the utterance, such as the speaker’s name, address, credit card information, etc., which
must be redacted out. This is achieved by aligning the textual content with speech using an ASR system
followed by an efficient named entity recognizer to identify sensitive patterns. Similar work was done by the
partners of the H2020 COMPRISE! project which partly funded this thesis. Again, the full system must be
highly optimized to provide anonymized utterances in real-time, otherwise the applicability of such a system
will be limited to offline operations. Finally, the author of this thesis is dedicated to packaging the software
tools developed in this thesis into a deployable form and provide them as a commercial service so that they
can be used by society at large and individuals can easily exercise their right to privacy.

1ht‘cps ://www.compriseh2020.eu/
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Appendix A

Supplementary Results for Large-scale
Speaker Study

A.1 Gender identification in Mozilla Common Voice

A large number of speakers in the Common Voice data set did not specify their gender, which is crucial
for conducting trials pertaining to the experiments described in Section 5.4. Before training a gender
identification method over the training set composed of speakers who specified their gender, we visualized
the x-vector space of the training set as presented in Fig. A.1. We notice that there is a significant overlap
between the male and female clusters which is uncommon in x-vector space as observed in other data sets.
After manually listening to some of the outlier audio samples we discovered that this overlap is due to a
large amount of children speakers and to gender mislabeling. Previous studies [225, 238] have shown that
identifying gender in the presence of children’s voices is especially challenging. We also observe that the

. * Female

40

—40 -20 0 20 40

Fig. A.1 t-SNE representation of speaker x-vectors in the Common Voice data set.

labelled part of the data set consists of a large number of male speakers (22.1%) and only a small amount of
female speakers (5.45%). This imbalance would result in huge bias against female speakers. For an unbiased
gender identification, we employ the technique suggested by Kanervisto et al. [146], where the x-vectors are
first projected into 1-D space using linear discriminant analysis (LDA) and then clustered using Gaussian
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mixture models (GMM). We obtain an F-1 score of 92% for female speakers and 91% for male speakers in the
test set. The speaker gender distribution before and after gender identification is presented in Fig. A.2.

Female
(Predicted)

Male

Female
Female
\/ Unspecified
ale
(Predicted)
(a) Before prediction (b) After prediction

Fig. A.2 Speaker gender distribution observed in the Common Voice data set. The exact number of speakers
for each gender are indicated in parentheses. Four speakers are discarded due to lack of data.

We notice that out of the 72.46% speakers with unspecified gender, 48.3% of the speakers are predicted
to be male and only 24.16% as female. Moreover, many children speakers are classified as female hence the
number of female speakers is further reduced. Since there is a large number of confirmed male speakers in
the overall data set, we choose to conduct the large-scale speaker study in Section 5.4 only with the male
speakers.

A.2 Worst-case analysis: extra results

In this appendix, we present some extra results for the worst-case analysis of the anonymization scheme
performed in Section 5.4.5. First, we analyze the normalized rank of the overall worst-performing utterance
in the CV-trial set (see Table 5.10) as shown in Figure A.3. As expected, the normalized rank for the worst-
performing utterance is always close to zero, i.e., the speakers of this utterance can be re-identified with
close to 100% accuracy in baseline and Semi-Informed case. There is a slight improvement in protection in
Ignorant and Lazy-Informed case, but it not significant with respect to privacy.

Next, we look at the worst-performing speaker who exhibits the lowest rank among the 20 trial speakers
considered for re-identification in the CV-trial set. The results are shown in Figure A.4. Again, without
anonymization the worst-performing speaker can be re-identified with 100% accuracy, but after anonymiza-
tion in the Semi-Informed case, which is the best case for the attacker, the normalized rank improves
significantly (= 0.1) as compared to the worst-performing utterance (= 0). Given the high standard devia-
tion observed in the figure, we can infer that different utterances of this speaker behave quite differently,
and several utterances of this speaker are so well protected as if the attacker is operating in Lazy-Informed
setting. Further investigation is needed to identify the properties of such utterances that make them resilient
to Semi-Informed attack in the worst case.

Finally, we analyze the single worst-performing utterance of each speaker in the CV-trial set. The results
are shown in Figure A.5 and there are two major observations. First, the overall performance in Sewni-
Informed case (> 0.1) is better than the worst-performing speaker and of course, better than the overall
worst-performing utterance, so a majority of utterances are quite well protected. The standard deviation is
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Fig. A.3 Normalized rank for the worst-performing utterance as a function of the enrollment speaker
population.
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Fig. A.4 Normalized rank of all the utterances from the worst-performing speaker as a function of the

enrollment speaker population. Whiskers indicate the standard deviation of the normalized rank for the
utterance of the worst-performing speaker.

again quite high, where some utterances are as worse as the baseline without anonymization, while some

are so well protected as if the attacker is operating in the [gnorant setting. Hence, anonymization works
extremely well for some speakers even in the worst-case.
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Fig. A.5 Normalized rank of the worst-performing utterance from each speaker in the trial set as a function

of the enrollment speaker population. Whiskers indicate the standard deviation of the normalized rank for
the worst-performing utterance of each speaker in the trial data set.



Appendix B

Difterentially Private ASR Acoustic
Modeling

B.l Gradients for the noise layer \/

As shown in Figure B.1, the noise layer A is composed of an ¢;-normalization step followed by a noise

addition step, and finally another ¢;-normalization step. Let b = [by, ..., by] be the inputand b =
||t];)||1 = [b1, ..., by the output of the first £1-normalization step, where ||b|l1 = > |bm|.
£1-normalization Noise addition {1 -normalization
step step step
b b b P
oL oL o . dL
db ob b b

N

Fig. B.1 Input, output and gradients that pass through the noise layer NV.

The gradient of the first £1-normalization step is computed as follows. The ¢1-normalization operation
can be written as:

_ b

b AT (B.1)

The individual components of the gradient % are written as:

oL oL Obyy,
3b, = 2= 3y O

OL Ob; oL Ob,,
_81%8@+T§8@7186i’ (B.2)

Now, we solve Equation (B.2) independently for m = ¢ and m # .
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Form = i:
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Equations (B.3) and (B.4) are combined to get the gradient
oL oL
= 3= B.S
Ob ob’ (B5)
where each element of the Jacobian matrix J is given by
1—|b;] e
Jo = L=, (B.6)
—% otherwise.

For implementation purposes we define a new variable £y, as

Kim = b % sign(b;). (B.7)
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Now we want to re-write J in terms of K, so we first derive .J;;. From Equation (B.6) we have

1 — |b;]
b1
1

= 1 —b; x sign(b;
|le1< gn(bi))

Jii =

= (1 — b; x sign(b;)) since  sign(b;) = sign(b;)

= 4 using Eq. (B.7). (B.8)

175'Lm i —

Kim 1
—m otherwise.
b+

The two cases can be combined in matrix form as

1

J:
[bll1

(I - K)a (B.l())

where I is the identity matrix, K = b ® sign(b), where sign(b) = [sign(b1), . ..,sign(bys)] and ®
represents the outer product of two vectors.
The noise addition step does not affect the gradient:

oL oL
o = oo (B.11)

Indeed, the noise is additive and independent of b. Similarly, for the last £1-normalization step, we have

P

b = ﬁ, and the gradients backpropagated from this layer can be derived similar to Equation (B.5), i.e.,

oL oL
=J"—=. B.12
P~ (B.12)

Now, J* is computed similar to Equation (B.10):

1

JDP - ||bDP”1( - DP)?

(B.13)
where K” = b* ® sign(b®).

B.2 Effect of noise layers on ASR bottleneck features

Chapter 6 investigates the presence of speaker-related information in the pitch and BN features extracted
from a speech signal. A technique inspired from differential privacy was formulated to remove the residual
information from the pitch and the BN features. In this section, we specifically focus on the BN features,
where a fixed amount of Laplace noise, depending on the chosen €, is added to these features to make them
€-DP. Before adding the noise, the sensitivity of the BN features is fixed by their £1-normalization as explained
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in Section B.1. In this section, we plot the distribution of individual BN features of the test enrollment data
(see Table 5.3), and the distribution of the resulting £1-norm.
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Fig. B.2 Distribution of component values and £1-norm of the original BN features.

. 1200
80 AN a
r 1000
\
60 \ 800
w \ o
5 3 600
§eo 8

400

N\ 200 /
e N /
\ y

0 _0.020 —0.015 —0.010 —0.005 0.000 0.005 0.010 0.015 0.020

(9.9980 0.99@7075990 0.9995 1.0000 1.0005 1.0dlb 1.0015 1.0020
Value

Value

(a) Entries of b*? (b) £1-norm of b**

Fig. B.3 Distribution of the BN features and the resulting £1-norm at the output of the noise layer, where
e=1.
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Fig. B.4 Distribution of the BN features and the resulting £1-norm at the output of the noise layer, where
e = 10.

Figure B.2 shows that the value of each original BN feature is bounded within [—5, 5]. The resulting
¢1-norm follows a bi-modal® distribution, with peaks around 100 and 200, and is unbounded. After the
two normalization steps as shown in Figures B.3, B.4 and B.5, the range of feature values becomes much
smaller, i.e., [—0.02,0.02], and the resulting £1-norm is normally distributed around 1.0 with a very small
variance. While this situation is appropriate for noise addition as the sensitivity of the normalized features

1exhibiting two peak values
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Fig. B.S Distribution of the BN features and the resulting £1-norm at the output of the noise layer, where
e = 100.

is bounded, it slightly reduces the expressivity of the ASR network parameters leading to a small loss of
generalization and utility, also observed by the increase in WER.
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Fig. B.6 Empirical cumulative distribution functions of the WER on x-axis and the corresponding proportion
of utterances on y-axis. The blue curve shows the baseline ASR performance. The numbers in brackets in
the legend indicate the overall WER (%) over the test data set.

Figure B.6 shows the WER distribution over all the trial utterances in the test data set (Ref. Table 5.3)
for speech utterances generated by different BN features. The blue curve (00-test) shows the baseline
performance over original speech which is indeed the best performing in terms of utility. The curve shows
that a majority of utterances exhibit very low values of WER, and the highest proportion among all the
other systems to have zero WER. The next best system, i.e., the orange curve (AA-Anon) shows the WER
over the utterances anonymized using the original BN features and the anonymization schemes proposed in
Section 5.3.2 The selected design choices are: {PLDA distance, dense proximity, random gender-selection,
and speaker-level assignment}. The prefix “Aa” indicates that the ASR model was trained and tested over
anonymized utterances which were anonymized using the same anonymization scheme. This, in practice, is
the best case decoding scenario for improving the WER over anonymized data.

The green (AA-eps100), red (AA-eps1e) and purple (AA-eps1) curves indicate the utility performance of
the speech generated using the noise layer \V' just after the original BN features. Although, the performance
degrades gradually as the value of € decreases, the WER is not unreasonably high even for € = 1. It can be

2This scheme is also mentioned in Table 6.2
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observed that a relatively higher number of utterances exhibit high WER after anonymization, which reaches

80% for some utterances. Further investigation is needed to identify the cause of such selective increase in
the WER.
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