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Les protocoles cryptographiques entourent notre vie : quand on retire de [’argent a
un guichet, ou qu’on fait un achat sur internet, ou encore quand on utilise son télé-
phone, les échanges de messages sont réglés par des protocoles cryptographiques
qui permettent de sécuriser les communications. Pour garantir la confidentialité de
la communication, il faut que les messages soient chiffrés grdace a une clé. En fai-
sant cela, on rend le message incompréhensible pour quiconque ne posséde pas la
clé. On pourrait penser que la fiabilité de ces protocoles soit facile a assurer. Ce
n’est pas le cas : de nouvelles attaques sont découvertes régulierement et parfois
sur des protocoles connus depuis des années. Par exemple le protocole de Needham-
Schroeder a clé publique [41], développé en 1978, a été attaqué que seulement en
1995, par Gavin Lowe [34] : on a attendu 17 ans avand de découvrir que ce pro-
tocole avait une faille. Un autre exemple est le protocole Transport Layer Security
(TLS) : il est le protocole le plus utilisé pour garantir la sécurité sur Internet. Mal-
gré son usage répandu, il est sujet a de nombreuses attaques importantes. Pour
augmenter la fiabilité de ces protocoles, on les vérifie formellement : on vérifie des
propriétés de sécurité en considérant les primitives cryptographiques comme des
boites noires.



Introduction

1.1 Protocoles Cryptographiques

1.1.1 Primitives Cryptographiques

Le but principal de la cryptographie est de protéger ou cacher un message, si bien
qu’il devient illisible a quiconque n’est pas autorisé a le lire. La conversion d’un
un message, appelé le message en clair, en un texte illisible, le texte chiffré, est
appelée chiffrement. L opération inverse qui permet de décoder du texte illisible est
le déchiffrement. Ces opérations utilisent une clé : il s’agit d’un secret (idéalement
connu seulement par I’émetteur et les destinataires) nécessaire pour chiffrer ou dé-
chiffrer le message. Pour un message initial m, on utilise la notation {ml}; pour le
chiffrement de m sous la clé k. On peut diviser le domaine de cryptographie en deux
grands secteurs : le chiffrement a clé symétrique et le chiffrement a clé publique.

Le chiffrement a clé symétrique prévoit que I’émetteur et le destinataire du message
partagent une clé secrete k : I’émetteur chiffre le message avec la clé secrete k et le
destinataire déchiffre avec la méme clé k. Idéalement, un troisieme agent ne devrait
pas réussir a déchiffrer le chiffré s’il ne connait pas la clé secréte partagée entre
I’émetteur et le destinataire. L’un des plus anciens systeémes de chiffrement a clé
symétrique est le chiffrement de César, décrit pour la premiere fois par 1’historien
roman Gaius Suetonius Tranquillus dans Vie des douze Césars, (De vita caesarum)
et utilisé par Jules César pour sa correspondance privée :

Exstant et ad Ciceronem, item ad familiares domesticis de rebus, in
quibus, si qua occultius perferenda erant, per notas scripsit, id est sic
structo litterarum ordine, ut nullum verbum effici posset; quae si qui
investigare et persequi velit; quartam elementorum litteram, id est D
pro A et perinde reliquas commutet.

On possede enfin [ses lettres] a Cicéron, et aussi a ses proches sur des
affaire domestiques, dans lesquelles, s’il voulait garder quelque chose
secret, il écrivait en chiffré, c’est-a-dire, en changeant 1’ordre des lettres
de I’alphabet, de telle sorte qu’aucun mot ne pouvait étre deviné. Si quel-
qu’un voulait les déchiffrer et les lire, il devait remplacer la quatrieme
lettre de I’alphabet, en d’autres termes un D par un A et ainsi de suite.

Comme Suetonius le dit, ce simple systeme de chiffrement consistait a décaler de
facon circulaire chaque lettre de quelques crans . La longueur du décalage est la clé
de chiffrement et aussi celle de déchiffrement. Par exemple, on peut chiffrer "Ave
Caesar" en "Ezi Geiwev" avec clé 4, c’est-a-dire en remplacant A — E, B — F,

10



1.1 Protocoles Cryptographiques

..., Z — D. Pour déchiffrer ce message, il faut inverser le décalage des lettres,
E —>AF — B,...,D — Z. De toute évidence, on peut facilement casser cet algo-
rithme en essayant toutes les clés possible, c’est-a-dire les 26 décalages possibles.
Une autre facon de casser cet algorithme et aussi d’autres bien plus compliqués est
d’effectuer une analyse statistique sur le chiffré. Par exemple, les analyses fréquen-
tielles étudient la fréquence d’apparition des lettres ou des groupes de lettres dans
un chiffré. Méme en utilisant des systemes de chiffrement plus compliqués, un in-
trus peut deviner la clé secrete : il peut essayer toutes les possibilités en effectuant
une attaque par force brute. C’est le cas du Data Encryption Standard (DES), publié
comme Federal Information Processing Standard par les Etats-Unis en 1977 : dans
les années 1990, pendant que cet systeme était largement utilisé, il fut montré que
cette méthode était vulnérable aux attaques par force brute a cause de la longueur
trop courte des clés.

Le désavantage principal du chiffrement a clé symétrique est la gestion des clés :
chaque paire d’agents doit partager et garder une clé secrete, par conséquent le
nombre de clés augmente quadratiquement par rapport au nombre d’agents. En
outre, quand deux agents veulent communiquer, il doivent avoir échangé la clé par-
tagée avant : cet échange peut €tre fait seulement si ils ont déja access a une chaine
sécurisée ou s’ils partagent déja une clé.

Le chiffrement a clé publique (aussi dit chiffrement asymétrique) prévoit que la clé
utilisée par le destinataire du message pour déchiffrer soit différente de celle utili-
sée par I’émetteur du message pour chiffrer. Cela signifie que chaque agent possede
une paire de clés : la clé privée est connue seulement par le propriétaire et est uti-
lisée pour déchiffrer et la clé publique est partagée avec quiconque veut chiffrer
des messages. Bien que diftférentes, les deux parties de cette paire de clés sont liées
mathématiquement : les systemes de chiffrement a clé publique sont en effet basés
sur des problemes mathématiques qui n’admettent pas de solution efficace, ce qui
veut dire que pour un agent il est facile de générer sa paire de clés et 1’utiliser pour
chiffrer et déchiffrer. Cependant, il est difficile pour un intrus de déterminer la clé
privée d’un agent a partir de sa clé publique. Par conséquent, on peut publier la clé
publique sans compromettre la sécurité, alors que la clé privée doit rester secrete.
En 1976, W. Diffie et M. Hellman [25] définirent la notion de chiffrement a clé pu-
blique, sans pourtant donner aucun systeme réel. Ce fut seulement en 1978 que le
premier systeme de chiffrement a clé publique fut presenté, quand R.L. Rivest, A.
Shamir and L. Adleman [47] inventerent RSA.

Contrairement aux systémes de chiffrement a clé symétrique, les systemes de chif-
frement a clé publique résolvent le probleme de la gestion des clés : le nombre de
clés nécessaires est linéaire dans le nombre d’agents et I’échange de clés n’est plus
nécessaire avant la communication.

11
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Une autre primitive cryptographique, appelée signature numérique, sert a démon-
trer I’authenticité d’un message numérique ou d’un document. Une signature valide
donne au destinataire raison pour croire que le message a été créé par un émetteur
connu et qu’il n’a pas été modifié pendant la communication. De cette facon I’émet-
teur ne peut pas nier avoir envoyé le message. Les signatures numériques utilisent
aussi deux clés : une clé publique de vérification et une clé privée de signature.
Un agent signe un document avec sa clé privée de signature et n’importe qui peut
vérifier le document avec la clé publique de vérification de 1’agent. Contrairement
au chiffrement a clé publique, les signatures numériques ne cachent pas le contenu
du document. Pourtant il est possible de combiner les deux primitives et obtenir un
document chiffré et signé.

1.1.2 Protocoles

Méme en supposant que les primitives cryptographiques soient parfaites, c’est-a-
dire, qu’il soit impossible de déchiffrer un message chiffré sans connaitre la clé cor-
respondante, on ne peut pas garantir I’absence d’attaques dans la communication.
Considérons, par exemple, le protocole suivant, une version simplifiée du protocole
de Needham-Schroeder a clé publique [41].

(1) A = B {(Na, Abpry
(2) B = A {(Na, Np)lpi,
(1) A = B {(Np)lpr,

Ce protocole décrit I’échange de messages entre deux participants, qu’on appel-
lera Alice et Bob. Chaque participant possede une paire de clés publique et privée,
(pka, sks) pour la paire d’ Alice et (pkg, skg) pour celle de Bob. D’abord Alice crée
aléatoirement un nombre a usage unique, dit nonce, Ny, elle le couple avec sa propre
identité A et chiffre la paire avec la clé publique de Bob, pkg. Alice envoie ensuite
le message 1 a Bob. Quand Bob recoit ce message, il déchiffre avec sa clé privée
skp et obtient N,. Ensuite, il crée aléatoirement un nonce Nj et envoie a Alice le
chiffrement avec pk, de la paire de N4 et Ng. Finalement, Alice recoit le message 2,
le déchiffre et renvoie Np chiffré avec pkz. Comme Bob est le seul a connaitre skg,
quand Alice recoit le message 2, elle est convaincue qu’elle communique avec lui,
parce que seul Bob peut déchiffrer le message 1 et obtenir N4. De la méme fagon,
a la fin du protocole Bob est convaincu de communiquer avec Alice. Cela signifie
que les deux participants sont authentifiés.

Cependant, cela est vrai seulement si Alice parle avec des participants honnétes.
En effet, on peut découvrir I’attaque suivante, décrite en 1995 par Gavin Lowe [34]
et illustré a la Figure 1.1. Cette attaque est dite attaque de I’homme du milieu et
suppose la présence d’un troisieéme participant malhonnéte, Charles, qui possede la

12
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(DU, AN, | NNAs ANy

\
W

DUV, N, j W N,

@{INBI}ka @{lNBI}pkB

h 4
h 4

Ficure 1.1 — Une attaque sur le protocole de Needham-Schroeder

paire de clés (pk., skc). Au début du protocole, Alice commence une session avec
Charles et envoie le message (1). Charles rechiffre ce message avec la clé publique
de Bob et envoie ensuite le message (2) 2 Bob. Quand Bob recoit le premier mes-
sage, il pense que I’émetteur est Alice, donc il répond avec le message (3), que
Charles transfere a Alice. Remarquez que Charles a ce moment ne peut pas obte-
nir Ny en déchiffrant le message (3), qui est destiné a Alice. Quand elle regoit le
message (4), Alice reconnait son nonce N,, donc elle pense que Charles a répondu
correctement. Ensuite elle renvoie Ny chiffré avec la clé publique de Charles, qui
finalement découvre N sans déchiffrer le message (2). Maintenant, Charles peut re-
chiffrer Ny avec la clé publique de Bob et terminer correctement la session avec Bob.
Dans [34], Lowe donne aussi une version correcte du protocole, qui est maintenant
connu comme le protocole de Needham-Schroeder-Lowe. La correction prévoit que
le deuxieme message du protocole soit modifié : Lowe ajoute 1’identité de Bob a la
paire chiffrée, c’est-a-dire qu’il remplace {(N4, Np)lpi, par {(Na, N, B)} i, -

1.1.3 Propriétés de Sécurité

Comme expliqué dans la section précédente, le protocole de Needham-Schroeder ne
garantit pas 1’ authentification des participants. L’authentification est une des pro-
priétés de sécurité qu’un protocole devrait garantir. Les plus importantes sont le
secret et I’authentification et seront traitées dans cette these.

Secret Le secret a comme but de prévenir la divulgation d’informations a des
agents non autorisés. Un protocole préserve le secret d’une donnée s seulement
si des agents non autorisés ne peuvent pas I’apprendre. Par exemple, dans le pro-
tocole de Needham-Schroeder, Charles apprend le nonce Ny sans étre autorisé a
déchiffrer le message {(Na, Np)lpk,. De ce fait, le secret de Np n’est pas garanti par

13
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le protocole. Dans cette these on utilisera la notion de secret suivante : un proto-
cole P garantit le secret du message M si P ne publie pas M, ni rien qui permettrait
de calculer M. Une notion plus forte de secret est liée au concept de indistingua-
bilité [2, 3] : le secret fort (strong secrecy en anglais) indique qu’un attaquant ne
peut pas détecter quand la valeur du secret change. Cela signifie que un message
s est secret si la session qui utilise s est indistinguable d’une session qui utilise un
message s” a la place de s.

Authentification De maniere informelle, I’authentification permet de vérifier
I’identité d’un individu, c’est-a-dire, de déterminer si un individu est en effet celui
qu’il prétend d’€tre. Le probleme de définir formellement une notion d’authentifica-
tion est que cette propriété dépend de 1’utilisation du protocole. Par exemple, pour
le protocole de Needham-Schroeder, on peut utiliser la propriété suivante : si Bob
termine le protocole apparemment avec Alice, alors Alice a commencé le protocole
apparemment avec Bob. Dans [35], G. Lowe donne plusieurs définitions formelles
de authentification. Dans cette these, la propriété d’authentification qu’on considere
est I’accord non injectif : si un participant B termine le protocole apparemment avec
A avec certains parametres, alors A a commencé le protocole apparemment avec B
avec les mémes parametres.

1.2 Vérification des Protocoles

Comme on a montré dans la Section 1.1.2, méme si les primitives cryptogra-
phiques sont correctes, des attaques sont encore possibles a cause des défauts dans la
conception des protocoles. La fiabilité des protocoles de sécurité peut étre augmen-
tée grace a une analyse formelle qui prouve les propriétés de sécurité souhaitées.
Pour effectuer cette vérification, on doit représenter les protocoles mathématique-
ment. Il y a deux modeles pour décrire les protocoles.

Modele calculatoire Dans le modele calculatoire, les messages envoyés sur le ré-
seau sont considérés comme des séquences binaires (bitstrings, en anglais).
Les primitives cryptographiques sont représentées par des algorithmes poly-
nomiaux sur ces séquences. Le comportement d’un adversaire est modélisé
comme une machine de Turing probabiliste. Ces modeles sont proches de la
réalité et offrent des garanties fortes sur la sécurité des protocoles cryptogra-
phiques. Cependant, les preuves sont d’habitude difficiles, sujettes aux erreurs
et jusqu’a il y a peu de temps encore elles étaient manuelles. Plusieurs outils
ont été développés pour obtenir des preuves de sécurité dans le modele calcu-
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latoire. CryptoVerif [14] produit des preuves par suites de jeux pour des proto-
coles écrits dans une algebre de processus. CertiCrypt [11] et EasyCrypt [10]
sont deux outils qui permettent de construire et vérifier des preuves crypto-
graphiques par suites de jeux. Leurs technologies sont différentes : CertiCrypt
repose sur I’assistant de preuve Coq, tandis que EasyCrypt utilise des solveurs
SMT et des Démonstrateurs automatiques de théoremes.

Modele symbolique Dans le modele symbolique, aussi appelé modele de Dolev-
Yao [26], les primitives cryptographiques sont représentées par des fonctions
et sont considérées comme des boites noires, les messages sont des termes
sur ces fonctions et I’adversaire peut utiliser seulement des primitives défi-
nies. Ce modele suppose une hypothese de chiffrement parfait : 1’adversaire
ne peut pas casser les primitives. Ce modele, méme s’il est moins réaliste, est
plus facile a automatiser, en calculant tous les messages (termes) que 1’adver-
saire peut déduire. Plusieurs techniques ont été congues pour la vérification
dans le modele symbolique. ProVerif [1, 16] établit des propriétés de sécu-
rité des protocoles pour un nombre de sessions non bornée ; pour cette raison
il peut ne pas se terminer. Cependant, quand une propriété ne peut pas étre
prouvée, ProVerif peut construire une description de 1’attaque. Scyther [23]
garantit la terminaison, mais il peut analyser seulement un nombre borné de
sessions quand un résultat ne peut pas €tre obtenu pour un nombre non borné.
AVISPA [5] fournit une interface commune pour plusieurs outils d’analyse et
aide a trouver des attaques sur les protocoles.

A cause des abstractions faites dans le modele symbolique, les garanties offertes
par la vérification d’une propriété de sécurité sont normalement plus faibles que les
garanties fournies par la vérification de la méme propriété dans le modele calcu-
latoire. D habitude une attaque dans le modele symbolique implique une attaque
dans le modele calculatoire, cependant la réciproque n’est pas vraie dans tous les
cas. Récemment, plusieurs travaux ont essayé de relier les deux modeles et prouver
que, sous des hypotheses supplémentaires, si un protocole est siir dans le modele
symbolique, alors il est sir aussi dans le modele calculatoire. Un premier résultat
qui traite de cette correction calculatoire (computational soundess, en anglais) a
été réalisé par Abady and Rogaway [4]. IIs ont montré que, si deux expressions
sont équivalentes dans le modele symbolique, elles sont aussi indistinguable dans le
modele calculatoire, quand la seule primitive utilisée est le chiffrement symétrique
et sous des restrictions supplémentaires (en particulier, ils consideérent seulement un
intrus passif, ¢’est-a-dire, un intrus qui peut seulement écouter le réseau, mais qui ne
peut pas modifier les messages). Ce premier résultat a suscité plusieurs extensions.
Le résultat de Micciancio et Warinschi [40] montre la correspondance entre états et
traces dans les deux modeles pour le chiffrement publique et en présence d’un ad-
versaire actif. Dans [21], Comon et Cortier ont montré un résultat qui lie I’équiva-
lence observationnelle dans le modele symbolique a I’indistinguabilité calculatoire
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en présence d’un adversaire actif, pour des protocoles qui utilisent le chiffrement
symétrique. Pour plus de détails sur d’autres résultats de correction calculatoire, on
renvoie le lecteur a [22].

1.3 Vérification des Protocoles avec Listes de Longueur Non
Bornée

La vérification formelle des protocoles de sécurité avec des structures de données de
taille fixée a été considérablement étudiée. Cependant, certains protocoles, comme
par exemple les protocoles XML pour les services web, utilisent des structures de
données plus compliquées, telles que des listes. La vérification des protocoles qui
manipulent ces structures de donnés a été moins étudiée et présente des difficultés
supplémentaires : ces structures complexes ajoutent une autre cause d’indécidabi-
lité. Par ailleurs, certains autres protocoles, dites protocoles de groupe, décrivent un
échange de messages entre un nombre non borné de participants, d’habitude pour
établir une clé secrete pour communiquer entre eux sur un réseau peu siir. La diffi-
culté liée a la vérification des protocoles de groupe vient du fait qu un protocole de
groupe peut effectuer un nombre arbitraire d’étapes, la taille du groupe n’étant pas
bornée. De plus, la forme des messages peut dépendre du nombre de participants.

1.3.1 Contexte

Protocoles de groupe La premicre approche considérée pour prouver des proto-
coles avec des structures de données récursives a été d’ utiliser des démonstrateurs
de théoremes : Paulson [44] et Bryans et al [19] étudient un protocole a authentifi-
cation récursive pour un nombre non borné de participants, en utilisant Isabell/HOL
pour [44], et les fonctions de rang et PVS pour [19]. Cependant, cette approche
nécessite un effort humain considérable. Meadows et al [38] ont utilisé I’analyseur
de protocoles NRL (NPA), fondé sur une combinaison entre le model checking et
les techniques de démonstration de théorémes, pour vérifier la suite de protocoles
Group Domain of Interpretation (GDOI). Comme NPA ne pouvait pas traiter les
structures de données infinies requises pour représenter les protocoles de groupe,
ils utilisent une seule clé a la place d’une hiérarchie de clés. Plusieurs problemes,
comme par exemple des attaques dues a des défauts de type, ont été découverts sur le
protocole et corrigés dans les versions suivantes de GDOI. La premiere vérification
du protocole A.GDH-2 en utilisant NPA [37] semble avoir ignoré des attaques [45],
bien que I’outil traite 1’élévation a une puissance de Diffie-Hellman [39].
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Steel et Bundy [49] ont utilis¢é CORAL, un outil pour trouver des contre-exemples
a des conjectures inductives fausses, pour représenter des protocoles pour 1’accord
et le management de clé en groupe, sans aucune restriction sur le scénario. Ils ont
découvert de nouvelles attaques contre plusieurs protocoles de groupe, mais ils ne
peuvent pas prouver qu’un protocole est correct.

Kremer, Mercier et Treinen [30] vérifient le secret pour des protocoles de groupe
avec €lévation a la puissance modulaire et XOR, pour un nombre de participants
quelconque et un nombre de sessions non borné, mais seulement pour un adversaire
passif.

Plusieurs travaux considérent un nombre non borné de sessions. Pereira et Quisqua-
ter [45] ont découvert plusieurs attaques sur la suite de protocoles CLIQUES [50],
qui étend la méthode pour la mise en accord de clé Diffie-Hellmann a des groupes
dynamiques (A-GDH). Ils ont converti le probleme de la vérification des proprié-
tés de sécurité en la résolution de systemes d’équations linéaires. Dans [46], ils ont
prouvé un premier résultat d’insécurité pour des protocoles d’authentification : il est
impossible de construire un protocole authentifié¢ de mis en accord de clé de groupe
correct en partant du protocole A-GDH. Truderung [51] a montré un résultat de dé-
cidabilité (en NEXPTIME) pour le secret dans des protocoles récursifs. Ce résultat
a été étendu a une classe de protocoles récursifs avec XOR [32] en 3-NEXPTIME.
Chridi et al [20] présentent une extension de I’approche basée sur les contraintes
dans la vérification symbolique de protocoles pour traiter une classe de protocoles
avec listes de longueur non bornée dans les messages. Ils ont prouvé que le pro-
bleme de I’insécurité pour ces protocoles est décidable pour un nombre borné de
sessions.

Protocoles XML Pour ce qui concerne la vérification de protocoles XML, Bhar-
gavan et al [13] ont développé I’outil TulaFale pour vérifier automatiquement des
propriétés d’authentification pour des protocoles SOAP. Ils ont proposé€ un nouveau
langage de spécification pour représenter des protocoles de sécurité basés sur SOAP
et leur propriétés, ainsi qu’une implémentation qui compiles TulaFale dans le pi cal-
cul appliqué et utilise ensuite ProVerif. Kleiner et Roscoe [48, 29] ont proposé une
méthode pour traduire des protocoles WS-Security dans des protocoles de crypto-
graphie standards, en préservant défauts et attaques. En particulier ils ont donné une
traduction dans la notation de Casper et ils ont analysé des protocoles avec FDR.
Backes et al [8] ont analysé la sécurité du Secure WS-ReliableMessaging Scenario,
un scénario pour services web qui combine des éléments de sécurité avec des traits
d’un autre standard sur la qualité de service, la messagerie fiable. Dans ce travail, ils
donnent deux types d’analyse : une analyse automatique basée sur des techniques
de vérification symbolique et une autre basée sur des hypotheses cryptographiques
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explicites sur les algorithmes de cryptographie utilisés. Toutes ces approches ont
peu ou pas du tout de support pour des listes de longueur non bornée. Par exemple,
TulaFale traite 1’appartenance a une liste pour des listes de longueur non bornée,
mais rien d’autre.

1.3.2 Contributions de Cette Thése

Dans cette these, nous proposons deux techniques différentes pour vérifier des pro-
tocoles de sécurité qui utilisent des listes de longueur non bornée. Les deux résultats
sont basés sur le vérificateur automatique ProVerif [1, 16].

La Figure 1.2 montre la structure de ProVerif. ProVerif est un vérificateur de pro-
tocoles automatique qui prend en entrée un protocole écrit dans une variante du pi
calcul appliqué [2], le traduit dans une représentation en clauses de Horn, et en-
fin utilise un algorithme de résolution pour déterminer si un fait est dérivable a
partir des clauses. On peut en déduire des propriétés de sécurité du protocole. Par
exemple, on peut utiliser un fait att(s) pour signifier que 1’attaquant peut avoir le
message M. Si att(M) n’est pas dérivable a partir de I’ensemble de clauses, alors s
est secret. Le but principal de cette approche est de prouver les propriétés de sécu-
rité des protocoles sans limiter le nombre de sessions du protocole. Comme d’autres
vérificateurs de protocoles, ProVerif peut analyser des protocoles avec listes si on
fixe les longueurs des listes a priori. Cependant, si le protocole est vérifié seulement
pour certaines longueurs, on pourrait avoir des attaques pour des longueurs diffé-
rentes. S’il y a une attaque contre un protocole, alors il existe une longueur telle
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que cette attaque apparait avec listes plus courtes que cette longueur, mais cette
longueur dépend du protocole et n’est pas facile a calculer. C’est pour cette raison
qu’on doit prouver les protocoles pour des listes de longueur quelconque.

Partie 1 : Listes homogeénes Pour la premiere technique, présentée dans la Partie 1
de cette these, on étend le langage des clauses de Horn en introduisant un nouveau
type de clauses, les clauses de Horn généralisées, pour pouvoir représenter des listes
de longueur quelconque. Ce résultat s’applique a des protocoles qui traitent tous les
éléments des listes de la méme facon. En raison de cette uniformité, on pourrait
penser intuitivement que le secret pour des listes de taille un implique le secret pour
des listes de taille quelconque. On montre que cette intuition n’est pas exactement
vraie : le secret pour des listes de taille un n’implique pas en général le secret pour
de liste de taille quelconque, comme expliqué dans la Section 5.3. Cependant on
montre que, pour une certaine classe de clauses de Horn, si le secret est prouvé par
notre technique pour des listes de longueur un, alors le secret est vrai aussi pour des
listes de longueur non bornée. Ce résultat dépend des abstraction correctes faites
par la traduction en clauses de Horn. En outre, on donne un algorithme d’approxi-
mation qui peut transformer des clauses de Horn généralisées dans des clauses qui
appartiennent a la classe qui valide notre résultat. Tout fait dérivable a partir des
clauses initiales est aussi dérivable a partir des clauses créées par I’algorithme d’ap-
proximation, donc on peut prouver le secret sur ces dernieres clauses, et conclure
le secret pour les clauses initiales. Par conséquent, ce résultat donne une méthode
facile pour obtenir une forte garantie de secret : on prouve avec ProVerif que att(s)
n’est pas dérivable a partir des clauses pour des listes de longueur un, et on peut
immédiatement conclure que le secret est valide aussi pour des listes de longueur
non bornée, pour un nombre non borné de sessions.

Partie 2 : Listes hétérogenes Dans la deuxieme partie de cette these, on étend a
nouveau le langage des clauses de Horn généralisées, pour pouvoir représenter des
listes de longueur quelconque dans des protocoles qui traitent des éléments diffé-
rents de facons différentes. On adapte 1’algorithme de résolution pour qu’il traite ces
nouvelles clauses, et on prouve la correction du nouvel algorithme. L’ algorithme ob-
tenu peut prouver des propriétés de secret et d’authentification. (Plus précisément,
la propriété d’authentification que I’on considere est I’accord non injectif [35] : si
un participant B termine le protocole apparemment avec A avec certains parametres,
alors A a commencé le protocole apparemment avec B avec les mémes parametres.)
Cet algorithme produit des approximations, donc il pourrait échouer a prouver une
propriété de sécurité qui en fait est vraie, et ne termine pas toujours. Cette non
terminaison est inévitable, parce que le probleme de vérifier des protocoles pour
un nombre non borné de sessions est indécidable. Pourtant, 1’algorithme se com-
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porte bien en pratique : on I’a implémenté et on I’a testé avec succes sur plusieurs
exemples de protocoles (voir Section 8.3). Enfin, on donne un langage d’entrée pour
protocoles plus commode : on étend le langage d’entrée de ProVerif pour modéliser
les protocoles avec des listes de longueur non bornée. On donne une sémantique
formelle au nouvel calcul de processus, et une traduction automatique en clauses
de Horn généralisées. On prouve que cette traduction est correcte. On peut appli-
quer I’algorithme de résolution aux clauses de Horn généralisées obtenues a partir
de cette traduction, pour prouver des propriétés de secret et d’authentification du
protocole initial.

Applications des Résultats Les deux techniques présentées dans cette these
peuvent étre utilisées pour vérifier les protocoles suivants :

e certains protocoles de groupe qui utilisent des listes non bornées, avec un
nombre non borné de participants. Dans la premicre partie de la theése, on
traite principalement des protocoles de groupe et on illustre le travail sur le
protocole d’ Asokan-Ginzboorg [6]. On prouve le secret de la clé de session
échangée dans ce protocole en vérifiant avec ProVerif la version du proto-
cole avec listes de longueur un et un groupe de taille un. Dans notre analyse,
on considere un attaquant externe : cela suffit pour cet exemple. (Notre outil
permet de modéliser des agents corrompus. On détaille ces points dans la Sec-
tion 4.2.2. On ne considere pas la corruption dynamique dans ce travail). La
vérification de protocoles de groupe est aussi une application de la deuxieme
technique présentée dans cette these.

e des protocoles XML pour les services web, puisqu’on peut modéliser les do-
cuments XML avec des listes imbriquées. Dans la deuxieme partie de la these,
on traite principalement ce type de protocoles. On illustre notre travail sur
I’extension de SOAP [18] aux signatures XML [9]. Les signatures XML per-
mettent de signer plusieurs parties d’un document XML, en ajoutant au do-
cument un élément SignedInfo qui peut étre modélisé comme une liste de ré-
férences aux parties signées du document. Une attaque bien connue [36] peut
se produire quand le document contient plusieurs éléments Body, et I’élément
Body signé n’est pas celui qui est utilisé ensuite. Notre outil trouve cette at-
taque, et prouve qu’une version corrigée est siire.

1.3.3 Apercu de la Thése

Le prochain chapitre est un rappel de la technique utilisée par ProVerif. Dans le
Chapitre 4, on définit formellement les clauses de Horn généralisées, et leur sé-
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mantique en en donnant la traduction en clauses de Horn. De plus, on introduit un
premier exemple pour motiver I’introduction de ce nouveau type de clauses. Dans
le Chapitre 5, on montre notre théoreme principal : pour une classe de clauses de
Horn généralisées, si att(s) n’est pas dérivable pour des listes de longueur un, alors
il n’est pas dérivable pour des listes de longueur quelconque. En outre, on donne un
algorithme d’approximation pour transformer les clauses de Horn généralisées dans
des clauses qui satisfont les hypotheses de notre théoreme.

Le Chapitre 6 ouvre la deuxieme partie de la these. On introduit un deuxieme
exemple et on motive 1’extension des clauses de Horn généralisées, qu’on utilisera
pour modéliser les protocoles qui traitent des éléments différents de facon diffé-
rentes. On définit formellement les nouvelles clauses de Horn généralisées, et leur
sémantique en en donnant la traduction en clauses de Horn. Dans le Chapitre 7, on
adapte les définitions de subsumption, résolution et unification aux clauses de Horn
généralisées et on prouve que les nouvelles notions sont correctes. Dans le Cha-
pitre 8, on adapte 1’algorithme de résolution et on prouve sa correction. Enfin, dans
le Chapitre 9, on définit le nouveau calcul de processus et sa sémantique. On donne
la traduction automatique d’un processus généralisé en clause de Horn généralisées
et on prouve que cette traduction est correcte.

Les résultats présentés dans la Partie 1 correspondent aux publications [42, 43] et
ceux des Chapitres 6, 7et 8 a [17].
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Our lives are surrounded by cryptographic protocols: when we withdraw some
money, or when we buy something on the internet, or again when use our mobile,
the exchange of messages follows a system of digital rules to secure the communi-
cation. In order to guarantee the confidentiality of the communication, messages
need to be encrypted with a key. In this way the messages become incomprehen-
sible to anyone that does not own the key. One may think that these protocols are
always reliable. However this is not the case: new attacks are found regularly, even
on protocols used for many years. For example, as we will see in Section 2.1.2,
the Needham-Schroeder public-key protocol, introduced in 1978 [41], has been at-
tacked only in 1995 by Gavin Lowe [34]: hence, people thought that the protocol
was correct, but in fact it had a flaw. Another example is the Transport Layer Se-
curity (TLS) protocol: it is the most widely used security protocol on the Internet.
Despite its widespread use, it is subjected to several significant attacks. To increase
the confidence in these protocols we need to perform a formal analysis: we can ver-
ify security properties by considering the cryptographic primitives as black boxes.
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2.1 Cryptographic Protocols

2.1.1 Cryptographic Primitives

The main goal of cryptography is to protect or hide a message, so that it becomes
unreadable to anyone except the sender and the intended receivers. The process of
converting an ordinary message, called the plaintext, into illegible text, the cipher-
text, is called encryption. The reverse operation that allows to decode unintelligible
text is called decryption. These operations rely on the presence of a key: this is a
secret (ideally known only by the sender and receivers) needed to encrypt or decrypt
the message. For an initial message m, we use the notation {m}, for the encryption
of m using the key k. We can divide the field of cryptography into two big areas of
study: symmetric-key encryption and public-key encryption.

In symmetric-key encryption the sender and the receiver of the message share a
secret key k: the sender encrypts his message using the secret key k and the reader
decrypts the cipher using the same key k. Ideally, a third party cannot decrypt the
cipher if he does not know the secret key shared between the sender and the receiver.
One of the oldest symmetric encryption scheme is the Caesar cipher, first described
by the Roman historian Gaius Suetonius Tranquillus in The Twelve Caesars, (De
vita caesarum) and used by Julius Caesar for his private letters:

Exstant et ad Ciceronem, item ad familiares domesticis de rebus, in
quibus, si qua occultius perferenda erant, per notas scripsit, id est sic
structo litterarum ordine, ut nullum verbum effici posset; quae si qui
investigare et persequi velit; quartam elementorum litteram, id est D
pro A et perinde reliquas commutet.

There are also [his letters] to Cicero, as well as to his intimates on
private affairs, in which, if he wanted to keep something secret, he wrote
it in cipher, that is, by changing the order of the letters of the alphabet,
so that no word could be made out. If one wished to seek out and read
them, he should substitute the fourth letter of the alphabet, that is D for
an A, and the same with the others.

As Suetonius tells us, this simple encryption scheme consisted of replacing each
letter in the text with a letter further along in the alphabet. The length of the shift is
the encryption and decryption key. For example, "Ave Caesar" would be encrypted
into "Ezi Geiwev" with key 4, thatis A — E, B — F, ..., Z — D. To decrypt
this message, it suffices to reverse the shift of letters, E - A,F — B,...,D — Z.
This algorithm is clearly easily breakable by testing allAnother way to break this
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and other more complicated schemes is to perform a statistical analysis on the ci-
phertext. For example, frequency analysis studies the frequency of letters or groups
of letters in a ciphertext. Even with more complicated schemes, an intruder might
guess the shared secret key by trying every possibility by performing a brute-force
attack. This is the case of the Data Encryption Standard (DES), published as an
official Federal Information Processing Standard for the United States in 1977: in
the late 1990s, while this encryption scheme was still used, this method was shown
to be vulnerable to brute force attack due to the relatively short length of the keys.

The main disadvantage of symmetric-key encryption is key management: each pair
of users has to share and store a secret key, hence the number of keys increases
quadratically with the number of users. Moreover, when two users want to commu-
nicate, they first have to exchange the shared key, which can only be done if they
have access to a secure channel or already share a key.

In public-key encryption (or asymmetric encryption) the key that the receiver uses
to decrypt the message is different from the one used by the sender to encrypt. This
means that each user possesses a pair of keys: the private key is only known by the
owner and used to decrypt ciphers and the public key is shared to anyone and used
to encrypt messages. Although different, the two parts of this key pair are mathe-
matically linked: public-key schemes are based on mathematical problems which
currently admit no efficient solution. This means that for a user it is computation-
ally easy to generate his pair of key and to use them for encryption and decryption.
However, it is hard (computationally difficult) for an intruder to determine the pri-
vate key of a user from its public key. Therefore, the public key can be published
without compromising security, while the private key must be kept secret. In 1976,
W. Diffie and M. Hellman [25] proposed guidelines for developing public-key cryp-
tosystems, without giving any practical scheme. It was only in 1978 that the first
public-key encryption scheme was presented, when R.L. Rivest, A. Shamir and L.
Adleman [47] invented RSA.

Differently from symmetric encryption schemes, public encryption schemes solve
the problem of key-management: the number of keys required is linear in the num-
ber of users and it is not required to securely exchange the keys before the commu-
nication.

Another cryptographic primitive, called digital signature, serves for demonstrating
the authenticity of a digital message or document. A valid signature gives a recipient
some reason to believe that the message was created by a known sender and was not
altered during the communication. In this way the sender cannot deny having sent
the message. Digital signatures also use two keys: a public verification key and
a private signature key. A participant signs a document using his secret signing
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Figure 2.1: An attack on Needham-Schroeder

key and anyone can verify the document using the public verification key of the
participant. Differently from public-key encryption, digital signatures do not hide
the content of the document. However it is possible to combine the two primitives
and obtain an encrypted signed document.

2.1.2 Protocols

Even assuming that the cryptographic primitives are perfect, that is, that it is im-
possible to decrypt an encrypted message without the corresponding key, we cannot
guarantee the absence of attacks on the communication. Consider, for example,
the following protocol, a simplified version of the Needham-Schroeder public-key
protocol [41].

(1A = B {(Na> Ak,

(2) B — A : {(Na, Np)byi,

(1A = B {(Np)bpi,

This protocol describes the exchange of messages between two participants, or
parties, that we will call Alice and Bob. Both participants own a pair of public
and private keys, (pka, ska) for Alice’s pair and (pkg, skg) for Bob’s. At first, Alice
randomly creates a fresh nonce N4, pairs it with her identity A, and encrypts the
pair under the public key of Bob, pkg. Alice then sends message 1 to Bob. When
Bob receives this message, he decrypts it using his secret key skp and obtains N,.
Then, he randomly creates a nonce Ny and sends to Alice the encryption under pk,
of the pair of N4 and Np. Finally, Alice receives message 2, decrypts it and sends
back Np encrypted under pkg. Since Bob is the only one to know skg, when Alice
receives message 2, she is sure that she is talking to him, because only Bob can
decrypt message 1 and obtain N4. Similarly at the end of the protocol, Bob is sure
that he is talking to Alice. This means that both the participants are authenticated.
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However, this is true only if Alice talks only to honest participants. In fact, we can
discover the following attack, described in 1995 by Gavin Lowe [34] and illustrated
in Figure 2.1. This type of attack is called man in the middle attack and supposes the
presence of a third dishonest participant, Charlie, whose pair of keys is (pk, sk¢).
At the beginning, Alice starts a session with Charlie and sends message (1). Charlie
re-encrypts message (1) under the public key of Bob and then sends message (2)
to Bob. When Bob receives the first message he thinks the sender is Alice, so he
replies with message (3), that Charlie forwards to Alice. Notice that Charlie at this
point cannot obtain Ny by decrypting message (3), that is intended for Alice. When
she receives message (4), Alice recognizes her nonce Ny, so she thinks that Charlie
replied correctly. She then sends back N encrypted under the public key of Charlie,
that finally discovers N without needing to decrypt message (2). Charlie can now
re-encrypt Np with the public key of Bob and end correctly the session with Bob.
In [34] Lowe also provides a fixed version of the protocol, that is now known as
the Needham-Schroeder-Lowe protocol. The fix involves the modification of the
second message of the protocol: he adds the identity of Bob to the encrypted pair,
that is, he replaces {(Na, Np)lpk, With {(N4, Ng, B)f i,

2.1.3 Security Properties

As illustrated in the previous section, the Needham-Schroeder protocol did not guar-
antee the authentication of the participants. Authentication is one of the security
properties that we may want a protocol to achieve. The most important ones are
secrecy and authentication and this thesis will focus on them.

Secrecy Secrecy refers to preventing the disclosure of information to unauthorized
users. A protocol preserves the secrecy of some secret s only if unauthorized users
cannot learn it. For example, in the Needham-Schroeder protocol, Charlie learns the
nonce Np without being authorized to decrypt the message {(Na, Np)},«,. Therefore
the secrecy of Np is not guaranteed by the protocol. In this thesis we will use the
following informal definition of secrecy: a protocol P preserves the secrecy of mes-
sage M if P never publishes M, or anything that would permit the computation
of M. A stronger notion of secrecy is related to the concept of indistinguishabil-
ity [2, 3]: strong secrecy means that an attacker cannot differentiate between the
different messages. This means that a message s is secret if the session that uses s
is indistinguishable from any other session using a message s’ instead of s.
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Authentication Informally authentication allows to determine whether an individ-
ual is, in fact, who he claims to be. The problem in defining a formal notion of
authentication is that this property depends upon the use to which the protocol is
put. For example, for the Needham-Schroeder protocol, we can use the following
property: if Bob ends the protocol apparently with Alice, then Alice started the pro-
tocol apparently with Bob. In [35], G. Lowe gives different formal definitions of
authentication. In this thesis, the authentication property that we consider is non-
injective agreement: if some participant B terminates the protocol apparently with A
with some parameters, then A started the protocol apparently with B with the same
parameters.

2.2 Verification of Protocols

As we have shown in Section 2.1.2, even though the cryptographic primitives are
correct, attacks are still possible due to flaws in the design of protocols. The con-
fidence in security protocols can be increased by a formal analysis that proves the
desired security properties. In order to do this verification, we need to represent
protocols mathematically. There are two models to describe protocols.

Computational model The computational model considers messages sent over the
network as bitstrings. Cryptographic primitives are represented by polynomial
algorithms on these bitstrings. The behavior of an adversary is modeled as a
polynomial probabilistic Turing machine. These models are close to reality
and offer strong guarantees on the security of cryptographic protocols. How-
ever the proofs are usually difficult, error prone and until recently were only
manual. Several tools have been developed to obtain proofs of security in
the computational model. CryptoVerif [14] generates proofs by sequences of
games for protocols written in a process calculus. CertiCrypt [11] and Easy-
Crypt [10] are both fully machine-checked frameworks for constructing and
verifying cryptographic proofs by sequences of games. They differ in their un-
derlying technologies: CertiCrypt relies on the Coq proof assistant, whereas
EasyCrypt uses SMT solvers and automated theorem provers.

Symbolic model In the symbolic model, known also as the Dolev-Yao model [26],
the cryptographic primitives are represented by functions and considered as
black boxes, the messages are terms on these functions and the adversary can
only compute using the defined primitives. This model assumes perfect cryp-
tography: an adversary cannot break the primitives itself. This model, even if
less realistic, is more suitable to automation, by computing all the messages
(terms) that the adversary can deduce. Several techniques have been designed
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for the verification in the symbolic model. ProVerif [1, 16] establishes secu-
rity properties of protocols for an unbounded number of sessions and thus may
not terminate. However when a property cannot be proved a description of the
attack may be constructed. Scyther [23] guarantees termination, but may only
analyze a bounded number of sessions when a result cannot be obtained in the
unbounded case. AVISPA [5] provides a common interface for a number of
analysis tools and helps finding attacks on protocols.

Because of the abstractions made in the symbolic model, the guarantees provided
by the verification of a security property are usually weaker than the guarantees
provided by the verification of the same property in the computational model. Nor-
mally an attack in the symbolic model implies an attack in the computational model,
however the contrary is not necessary true. Recently, several works have tried to link
the two models and prove that, under some conditions, if a protocol is secure in the
symbolic model, then it is also secure in the computational model. The first work
that investigates this computational soundness is by Abady and Rogaway [4]. They
show that, if two expressions are equivalent in the symbolic model, they are also in-
distinguishable in the computational one, when the only primitive used is symmetric
encryption and under some additional restrictions (in particular, they consider only
a passive intruder, that is, an intruder that can only listen to the network, but cannot
alter messages). This initial result has given rise to many extensions. The result of
Micciancio and Warinschi [40] shows the correspondence between states and traces
in the two models for public-key encryption and in the presence of an active adver-
sary. In [21] Comon and Cortier showed a computational soundness result that links
observational equivalence in the symbolic model to computational indistinguisha-
bility in presence of an active adversary, for protocols using symmetric encryption.
For more details on further results on computational soundness, we refer the reader
to [22].

2.3 Verification of Protocols with Lists of Unbounded Length

The formal verification of security protocols with fixed-size data structures has been
extensively studied. However, some protocols, for instance XML protocols for web
services, use more complex data structures, such as lists. The verification of pro-
tocols that manipulate such data structures has been less studied and presents addi-
tional difficulties: these complex data structures add another cause of undecidabil-
ity. Moreover, some other protocols, called group protocols, describe an exchange
of messages between an unbounded number of principals, usually establishing a
secure key for communicating between themselves over an insecure network. The
difficulty in verifying group protocols relates to the fact that a group protocol may
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perform an arbitrary number of steps, as the size of the group is a priori unbounded.
The form of messages may also depend on the number of participants.

2.3.1 Related Work

Group protocols The first approach considered for proving protocols with recur-
sive data structures was interactive theorem proving: Paulson [44] and Bryans et
al [19] study a recursive authentication protocol for an unbounded number of partic-
ipants, using Isabelle/HOL for [44], and rank functions and PVS for [19]. However,
this approach requires considerable human effort. Meadows et al [38] used the NRL
protocol analyzer (NPA), based on a combination of model checking and theorem-
proving techniques, to verify the Group Domain of Interpretation (GDOI) protocol
suite. NPA could not handle the infinite data structures required for modeling gen-
eral group protocols, so a single key was used instead of a key hierarchy. Several
problems including type flaw attacks were found in the protocol and fixed in later
versions of GDOI. The early verification of the A.GDH-2 protocol using NPA [37]
seems to have missed attacks [45], although the tool supports the Diffie-Hellman
exponentiation [39].

Steel and Bundy [49] have used CORAL, a tool for finding counterexamples to
incorrect inductive conjectures, to model protocols for group key agreement and
group key management, without any restrictions on the scenario. They have discov-
ered new attacks against several group protocols, but cannot prove that protocols
are correct.

Kremer, Mercier, and Treinen [30] verify secrecy for group protocols with modular
exponentiation and XOR, for any number of participants and an unbounded number
of sessions, but only for a passive adversary (eavesdropper).

Several works consider the case of a bounded number of sessions. Pereira and
Quisquater [45] discovered several attacks on the CLIQUES protocol suite [50],
which extends the Diffie-Hellman key agreement method to support dynamic group
operations (A-GDH). They converted the problem of the verification of security
properties to the resolution of linear equation systems. In [46], they proved a first
generic insecurity result for authentication protocols showing that it is impossible
to design a correct authenticated group key agreement protocol based on the A-
GDH protocol. Truderung [51] showed a decidability result (in NEXPTIME) for
secrecy in recursive protocols. This result was extended to a class of recursive
protocols with XOR [32] in 3-NEXPTIME. Chridi et al [20] present an extension
of the constraint-based approach in symbolic protocol verification to handle a class
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of protocols (Well-Tagged protocols with Autonomous keys) with unbounded lists
in messages. They prove that the insecurity problem for Well-Tagged protocols with
Autonomous keys is decidable for a bounded number of sessions.

XML Protocols Concerning verification of XML protocols, Bhargavan et al [13]
developed the TulaFale language to automatically verify authentication properties
of SOAP protocols. They proposed a new specification language for represent-
ing SOAP-based security protocols and their properties and an implementation that
compiles TulaFale into the applied pi calculus and then runs ProVerif. Kleiner and
Roscoe [48, 29] proposed a method for translating WS-Security protocols to tra-
ditional cryptographic protocols, preserving flaws and attacks. In particular they
gave a mapping to Casper notation ant then analyzed some protocols with FDR.
Backes et al [8] analyzed the security of the Secure WS-ReliableMessaging Sce-
nario, a web services scenario that combines security elements with features from
another quality-of-service standard, reliable messaging. In their work they pro-
vided two types of analysis: an automated analysis based on symbolic verification
techniques and an analysis based on explicit cryptographic assumptions underlying
cryptographic algorithms used. All these approaches have little or no support for
lists of unbounded length. For instance, TulaFale has support for list membership
with unbounded lists, but does not go further.

2.3.2 Contributions of This Thesis

In this thesis, we propose two different techniques for verifying security protocols
that manipulate lists of unbounded length. Both results are based on the automatic
verifier ProVerif [1, 16].

Figure 2.2 shows the structure of ProVerif. ProVerif is an automatic protocol verifier
that takes as input a protocol written in a variant of the applied pi calculus [2],
translates it into a representation in Horn clauses, and uses a resolution algorithm to
determine whether a fact is derivable from the clauses. One can then infer security
properties of the protocol. For instance, we use a fact att(M) to mean that the
attacker may have the message M. If att(s) is not derivable from the clauses, then s
is secret. The main goal of this approach is to prove security properties of protocols
without bounding the number of sessions of the protocol.

Like other protocol verifiers, ProVerif can analyze protocols with lists if we fix
the lengths of the lists a priori. However, if the protocol is verified only for some
lengths, attacks may exist for other lengths. If there is an attack against a protocol,
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Protocol: Properties to prove:
Pi calculus + cryptography secrecy, authentication,...

Automatic translator

N V]
AN

Horn clauses Derivability queries

Resolution with selection

N _V
N

The property is true Potential attack

Figure 2.2: ProVerif

then there is a bound such that this attack appears with lists shorter than the bound,
but this bound depends on the protocol and is not easy to compute. So our goal is
to prove the protocols for lists of any length.

Part 1: homogeneous lists For the first technique, that we present in Part 1 of this
thesis, we extend the language of Horn clauses, introducing a new kind of clauses,
generalized Horn clauses, to be able to represent lists of any length. This result
applies to protocols that manipulate list elements in a uniform way. Because of this
uniformity, one might intuitively think that secrecy for lists of length one implies
secrecy for lists of any length. We show that this intuition is not exactly true: in
general, secrecy for lists of length one does not imply secrecy for lists of any length,
as demonstrated in Section 5.3. However, we show that, for a certain class of Horn
clauses, if secrecy is proved by our Horn clause technique for lists of length one,
then secrecy also holds for lists of unbounded length. This result relies on the sound
abstractions made by the translation into Horn clauses. Additionally, we provide an
approximation algorithm that can transform generalized Horn clauses into clauses
of the class on which our result holds. All facts derivable from the initial clauses
are also derivable from the clauses generated by the approximation algorithm, so
that we can prove secrecy on the latter clauses, and conclude secrecy for the initial
clauses. This result therefore provides an easy way of obtaining a strong security
guarantee: we prove using ProVerif that att(s) is not derivable from the clauses for
lists of length one, and we can then immediately conclude that secrecy holds for
lists of unbounded length, with an unbounded number of sessions.
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Part 2: heterogeneous lists In the second part of the thesis, we further extend the
language of generalized Horn clauses, to be able to represent lists of any length in
protocols that manipulate different list elements in different ways. We adapt the
resolution algorithm to deal with these new clauses, and prove the soundness of
the new algorithm. The obtained algorithm can prove secrecy and authentication
properties. (More precisely, the authentication property that we consider is non-
injective agreement [35]: if some participant B terminates the protocol with some
parameters, then A started the protocol with the same parameters.) This algorithm
performs approximations, so it may fail to prove security properties that actually
hold, and it does not always terminate. This is unavoidable because the problem
of verifying protocols with an unbounded number of sessions is undecidable. How-
ever, the algorithm works well in practice: we have implemented it and successfully
tested it on several protocol examples (see Section 8.3). Finally, we provide a more
convenient input language for protocols: we extend the input language of ProVerif
to model protocols with lists of unbounded length. We give a formal semantics to
the new process calculus, and an automatic translation to generalized Horn clauses.
We prove that this translation is sound. One can apply the resolution algorithm
to the generalized Horn clauses obtained by our translation, to prove secrecy and
authentication properties of the initial protocol.

Applications of these results The two techniques presented in this thesis can be
used to verify the following protocols:

e some group protocols that manipulate unbounded lists, with an unbounded
number of participants. In the first part of the thesis, we focus mainly on group
protocols and illustrate our work on the Asokan-Ginzboorg protocol [6]. We
prove secrecy of the session key exchanged in this protocol by verifying with
ProVerif its version with lists of length one and the size of the group equal to
one. In our analysis, we only considered an external attacker: this is sufficient
for this example. (Our framework still allows one to model corrupted parties if
desired. We detail these points in Section 4.2.2. We do not consider dynamic
corruption in this work.) Verification of group protocols is also an application
to the second technique presented in this thesis.

e XML protocols such as web services, XML documents being modeled using
possibly nested lists. In the second part of the thesis, we focus mainly on
these protocols. We illustrate our work on the SOAP extension [18] to XML
signatures [9]. XML signatures allow one to sign several parts of an XML
document, recorded in a SignedInfo element, which can be modeled as a list
of references to the signed parts of the document. A known attack [36] may
occur when the document contains several Body elements, and the signed

33



Introduction

Body is not the one that is used for subsequent treatments. Our tool detects
this attack, and proves that a corrected version is secure.

2.3.3 Outline

The next chapter recalls the technique used by ProVerif. In Chapter 4, we formally
define generalized Horn clauses, and their semantics by giving their translation into
Horn clauses. Additionally, we introduce a first running example and motivate the
introduction of this new type of clauses. In Chapter 5, we show our main theorem:
for a class of generalized Horn clauses, if att(s) is not derivable for lists of length
one, then it is also not derivable for lists of any length. Moreover, we provide
an approximation algorithm for transforming generalized Horn clauses into clauses
that satisfy the hypothesis of our main theorem.

Chapter 6 opens the second part of the thesis. We introduce a second running ex-
ample and motivate the extension of generalized Horn clauses, that we will use to
model protocols that manipulate different list elements in different ways. We for-
mally define the new generalized Horn clauses, and their semantics by giving their
translation into Horn clauses. In Chapter 7, we adapt the definitions of subsump-
tion, resolution and unification to generalized Horn clauses and prove the soundness
of the new notions. In Chapter 8, we adapt the resolution algorithm and prove its
soundness. Finally, in Chapter 9, we define the new process calculus and its seman-
tics. We give the automatic translation of generalized processes into generalized
Horn clauses and prove that this translation is sound.

The results presented in Part 1 correspond to the publications [42, 43] and those in
Chapters 6, 7, and 8 to [17].
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In this chapter we recall the technique used by the automatic verifier ProVerif.
ProVerif takes as input a process written in a variant of the applied pi calculus [2].
It then translates the process into an abstract representation with Horn clauses. Fi-
nally it runs a resolution algorithm to determine whether a fact can be derived from
the set of Horn clauses and prove security properties on the initial process.

3.1 Process Calculus

3.1.1 Syntax and Semantics

The syntax of the process calculus used by ProVerif is defined in Figure 3.1. This
syntax assumes an infinite set of names a,b,c,k, s, to be used for representing
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M, N ::= terms
X, ¥,2 variable
a,b,c,k,s name
fMy,...,M,) constructor application
P Q= processes
out(M, N).P output
in(M, x).P input
0 nil
P|O parallel composition
P replication
(va)P restriction
let x = g(My,...,M,)in Pelse Q destructor application
let pat = M in P else Q pattern-matching
event(e(M)).P event

Figure 3.1: Syntax of the process calculus

atomic data items, such as keys or nonces, and an infinite set of variables x,y, z.
There is also a set of function symbols for constructors (f) and destructors (g), each
with an arity. Constructors build new terms of the form f(M,,..., M,). Therefore,
messages are represented by terms M, N, which can be a variable, a name, or a
constructor application f(M,,..., M,). Destructors manipulate terms in processes;
they are defined by rewrite rules as detailed below.

Protocols are represented by processes P, Q, of the following forms:

e The output process out(M, N).P outputs the message N on the channel M and
then executes P.

e The input process in(M, x).P inputs a message on the channel M and then
executes P with x bound to the input message.

e The nil process 0 does nothing.

e The process P | Q is the parallel composition of P and Q.

e The replication ! P represents an infinite number of copies of P in parallel.
e The restriction (va)P creates a new name a and then executes P.

e The destructor application let x = g(M,, ..., M,) in P else Q tries to evaluate
g(My, ..., M,); if this succeeds, then x is bound to the result and P is executed,
else Q is executed. More precisely, a destructor g is defined by a set def(g) of
rewrite rules of the form g(M,, ..., M,) - M where M, ..., M,, M are terms
without free names, and the variables of M also occur in My,..., M,. Then
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g(My, ..., M,)evaluates to M if and only if it reduces to M by a rewrite rule of
def(g). Using constructors and destructors, one can represent data structures
and cryptographic operations as follows.

— The constructor senc(M, N) builds the symmetric encryption of a mes-
sage M under the symmetric key N. The corresponding destructor sdec
is defined by the following rule:

sdec(senc(x,y),y) — x

sdec(senc(M), N) decrypts a message senc(M, N) with the symmetric key
N and returns the cleartext M.

— The constructor pk builds a new public key pk(M) from a secret key M.
The constructor penc(M, N) encrypts the message M with the public key
N. The corresponding destructor is defined by

pdec(penc(x, pk(y)),y) — x

pdec(penc(M, pk(N)), N) decrypts a message penc(M, pk(N)) with the se-
cret key N and returns the cleartext M.

— The constructor sign is such that sign(M, N) represents the signature of
M under the key N. We assume that the signature hides the message. It
has one corresponding destructor:

checksign(sign(x,y), pk(y), x) = x

Hence, checksign(sign(M, N), pk(N), M) checks if sign(M, N) is a correct
signature of message M under the secret key N; if yes, it returns the
message M; otherwise, it fails.

— A data constructor is a constructor f of arity n that comes with n associ-
ated destructors f;' (1 < i < n), defined by rewrite rules f'(f(xi,...,
X,)) = X;, so that the arguments of f can be recovered. Data constructors
are typically used to represent data structures.

e The pattern-matching let pat = M in P else Q matches M with the pattern
pat, and executes P when the matching succeeds and Q when it fails. The pat-
tern pat can be a variable x or a data constructor application f(pat,, ..., pat,).
Patterns pat are linear, that is, they never contain several occurrences of
the same variable. Pattern-matching can be encoded using destructor ap-
plication: letx = M in P else Q is an abbreviation for let x = id(M)in P
else Q, where the destructor id is defined by id(x) — x and let f(pat,,...,
pat,) = M in P else Q is an abbreviation for

letx; = f7'(M)in ... letx, = f,' (M) in

let pat, = x; in ... letpat, = x,in Pelse Q ... else O
else O ... else O
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where the variables xi, ..., x, are fresh and the variables of pat,, ..., pat, do
not occur in Q.

e ProVerif models authentication as correspondence assertions, such as “if event
e(x) has been executed, then event ¢’(x) has been executed”. The pro-
cess calculus provides an instruction for executing such events: the process
event(e(M)).P executes the event e(M), then executes P.

The conditional if M = N then P else Q can be encoded as the destructor applica-
tion let x = equal(M, N) in P else Q where x does not occur in P and the destructor
equal, defined by equal(x, x) — x, succeeds if and only if its two arguments are
equal. We often omit a trailing 0.

The name a is bound in P in the process (va)P. The variable x is bound in P in the
processes in(M, x).P and let x = g(M,,...,M,)in P else Q. The variables of pat
are bound in P in the process let pat = M in P else Q. A process is closed if it has
no free variables; it may have free names. We denote by fn(P) the free names of P.

The formal semantics of this calculus can be defined either by a structural equiv-
alence and a reduction relations, in the style of [2], or by a reduction relation on
semantic configurations, as in [15].

3.1.2 Example

In this chapter we introduce a running example to illustrate how ProVerif determines
secrecy and authentication properties. We use a simplified version of the Denning-
Sacco key distribution protocol [24] that we adapt in order to model both secrecy

and authentication:

(1) A — B : {(k, {kb sk )bpis
(2) B> A : {sk

This protocols involves two principals A and B. A owns a secret key sk, and a
corresponding public key pk,, and similarly sk and pkg are the secret and the public
key of B, respectively. The symmetric key k is created by A at the beginning of the
protocol. Then, A builds the pair of this key together with its signature with her
secret key sk and then encrypts the pair under the public key of B, pkz. When B
receives this message, he decrypts it and then sends a secret s encrypted under the
symmetric key k. To model authentication we use two events b (begin) and e (end).
The event b(pk) means that A starts a session with the owner of the public key pk;
the event e(pk) means that the owner B of the public key pkj ends the session with
A. Our goal is to show that if the owner of pk ends the session, then A really started
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the session with him and not with somebody else. In other words, we want to prove
that if e(x) has been executed, then b(x) has been executed.

We can represent this protocol as follows:

P = (vska)(vskp)let pky = pk(sky) in
let pkp = pk(skg) in out(c, pky).out(c, pkg).(P4 | Pg)
Py :=  (vk)event(b(pkg)).out(c, penc((k, sign(k, sks)), pkg)).in(c, x).
let z = sdec(x,k)in 0
Pg := in(c, x).let (y,z) = pdec(x, skg) in
let w = checksign(z, pka,y) in
out(c, senc(s, y)).event(e(pkg))

The protocols creates the secret keys sks and skg, computes the corresponding pub-
lic keys and publishes the public keys on the channel c. The process Py first creates
a new name k, for the symmetric key, and then executes an event b(pkg), meaning
that A starts the protocol with the owner of the public key pkg, B. Then he builds
his message and sends it on the public channel c.

The process Pp receives on channel ¢ the message x and then decrypts it with his
own secret key skp obtaining the pair (y, z). Then he checks whether z is the signa-
ture of y under the public key of A, pk,. Next, he encrypts the secret s with y and
sends it on the public channel c. Finally, he executes the event e(pkg), meaning that
B has ended the session with A.

This model corresponds to a very basic version of the protocol, in which A talks
only to B, and only one session runs. We can extend this processes to represent a
more general protocol P’ in which A and B run an unbounded number of sessions
and A can talk to any participant and she receive his public key in x,,, as illustrated
in Figure 3.2.

P’ :=  (vska)(vskp)let pka = pk(sks) in
let pkp = pk(skg) in out(c, pka).out(c, pkg).!P’,;|! P}p)

P, = in(c, Xpiy)-(vK)event(b(x,i, )).out(c, penc((k, sign(k, ska)), Xpiy))-iN(c, X).
let z = sdec(x, k) in 0

Py = in(c,x).let (y,z) = pdec(x, skp) in

let w = checksign(z, pka,y) in
out(c, senc(s, y)).event(e(pkp))

Figure 3.2: Denning-Sacco representation with the process calculus
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3.2 Horn Clauses

ProVerif translates a protocol written in the process calculus into a set of Horn
clauses. The syntax of these clauses is defined in Figure 3.3.

p = clause terms

X, Y, 2, V, W variable

a[Pl,---ypn] name

fp1y.ospn) constructor application
F = pred(pi,...,p1) facts
R:=F/AN---ANF,=>F Horn clause

Figure 3.3: Syntax of Horn clauses

The terms, named clause terms to distinguish them from the terms that occur in
processes, represent the messages that are exchanged between participants of the
protocol. A term p can be a variable x, a name a[p;, ..., p,], or a constructor ap-
plication f(py,..., p,). A variable can represent any term. In the process calulus,
a new name is created at each execution of the restriction (va). However, in the
clauses, instead of creating a fresh name at each run of the protocol, the created
names are considered as functions represented by the clause term a[py, ..., p,].
These functions take as arguments the messages previously received by the prin-
cipal that creates the name as well as session identifiers, which are variables that
take a different value at each run of the protocol, to distinguish names created in
different runs. When proving secrecy, we can omit the session identifiers (but they
are necessary for proving correspondences, as authentication). As shown in, e.g.,
[15], this representation of names is a sound approximation. When a name has no
arguments, we write a instead of a[ ].

A fact F = pred(py, ..., p;) can be of the following forms: message(p, p’) means
that the message p’ may appear on channel p; att(p) means that the attacker may
have the message p; m-event(p) represents that the event p must have been exe-
cuted; event(p) represents that the event p may have been executed.

A clause F; A --- A F, = F means that, if all facts F; are true, then the conclusion
F is also true. We use R for a clause, H for its hypothesis, and C for its conclusion.
The hypothesis of a clause is considered as a multiset of facts. A clause with no
hypothesis = F is written simply F.
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3.3 Translation from the Process Calculus to Horn Clauses

As explained in [15], ProVerif uses two sets of clauses: the clauses for the attacker
and the clauses for the protocol.

3.3.1 Clauses for the Attacker

Initially the attacker has all the names in a set S, hence the clauses att(a[ ]) for
each a € S. Moreover, the abilities of the attacker are represented by the following
clauses:

att(b[x]) (Rn)

for each constructor f of arity n, Rf)
att(x;) A -+ - Aatt(x,) = att(f(xy,...x,))

for each destructor g, for each rule g(My, ..., M,) — M in def(g), Rg)
att(My) A --- A att(M),)) = att(M)

message(x, y) A att(x) = att(y) (RD

att(x) A att(y) = message(x,y) (Rs)

Clause (Rn) represents the ability of the attacker to create fresh names: all fresh
names that the attacker may create are represented by the names b[x] for any x.
Clauses (Rf) and (Rg) mean that if the attacker has some terms, then he can apply
constructors and destructors to them. Clause (Rl) means that if the attacker has a
channel x then he can listen on it and clause (Rs) means that the attacker can send
messages in all the channels he has.

3.3.2 Clauses for the Protocol

The protocol is represented by a closed process Py. To compute the clauses, we first
rename the bound names of P so that they are pairwise distinct and distinct from
free names of Py. This renaming is important because bound names are also used
as function symbols in terms in the generated clauses. We say that the renamed
process, denoted Py, is a suitable renaming of Py.

Next, we instrument the process Pj by labeling each replication !P with a distinct
session identifier s, so that it becomes !*P, and labeling each restriction (va) with
the clause term that corresponds to the fresh name a, a[xy, ..., x,, s, ..., s,], where
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X1,...,X, are the variables that store the messages received in inputs above (va) in
P} and sy,...,s, are the session identifiers that label replications above (va) in
the instrumentation of P;. The instrumentation of processes is formally defined by
induction on the syntax of the processes, as follows.

Definition 1 (Instrumentation). Given a process P, a list of variables Vars =
X1, ..., Xy, and a list of session identifiers Sessld = s,,..., sy, we define the in-
strumented process as follows:

instr(in(M, x).P, Vars, Sessld) = in(M, x).instr(P, (Vars, x), Sessld),

instr(1P, Vars, Sessld) = "instr(P, Vars, (Sessld, s));

instr((va)P, Vars, Sessld) = (va : a[Vars, Sessld])instr(P, Vars, Sessld);

In all other cases, the same instrumentation is applied recursively on the sub-
processes. For instance, instr(P | Q, Vars, Sessld) = instr(P, Vars, Sessld) |
instr(Q, Vars, Sessld).

We let instr(P) = instr(P, (, D).

Then we compute the clauses as follows. Let p be a function that associates
a clause term with each name and variable. We extend p as a substitution by

p(f(My,...,M,)) = f(o(M,),...,p(M,)) if fis a constructor.

The translation [P]loH of an instrumented process P is a set of clauses, where
the environment p is a function defined as above and H is a sequence of facts
message(-, -) and m-event(-). The empty sequence is @) and the concatenation of
a fact F to the sequence H is denoted by H A F. The translation [P]loH is defined
as follows, and explained below.

e [[out(M, N).PllpH = [PllpH U {H = message(po(M), p(N))}.
o [iN(M, x).PIpH = [Pll(plx = x(H A message(p(M), x)).
o [0pH = 0.

e [P | QllpH = [PlpH U [QlpH.

o [1°PloH = [Pl(pls — sDH.

o [(va:dl[xy,..., x5 81,...,8DPlpH =
[Plola = a’lp(x1), ..., p(xn), p(s1), . . ., p(sp ) IDH.
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3.3 Translation from the Process Calculus to Horn Clauses

e [letx = g(My,...,M,)in Pelse QllpH = UlI[PI((cp)lx = o’'p'I)(cH) |
gpl,....p,) — p'isindef(g) and (o, 0”’) is a most general pair of substitu-
tions such that cp(M,) = o’'p},...,0p(M,) = o’ p,} U [Qllph.

o [[event(e(M)).PlloH = [[P]lo(H Am-event(e(o(M))))U{H = event(e(p(M)))}.

The translation of an output out(M, N).P adds a clause, meaning that the reception
of the messages in H can produce the output in question. The translation of an
input in(M, x).P is the translation of P with the concatenation of the input to H.
The translation of 0 is empty, as this process does nothing. The translation of the
parallel composition P | Q is the union of the translation of P and Q. The translation
of the replication adds the session identifier to p; as the clauses can be applied many
times, replication is otherwise ignored. The translation of a restriction (va)P is
the translation of P in which a is replaced with the corresponding clause term that
depends on previously received messages and on session identifiers of replications
above the restriction. The translation of a destructor application is the union of the
translation for the case where the destructor succeeds and that for the case where it
fails, so the translation does not have to determine whether the destructor succeeds
or not, but considers both possibilities. We consider that the else branch may always
be executed, which overapproximates the possible behaviors of the process. The
translation of an event adds the hypothesis m-event(e(o(M))) to H, meaning that P
can be executed only if the event has been executed first. Furthermore, it adds a
clause, meaning that the event is triggered when all conditions in H are true.

Let pg = {a — al]| a € fn(Py)}. The set of the clauses corresponding to the closed
process Py is defined as:

Rpy.s = [linstr(Py)llpod U {att(al 1) [ a € S} U {(Rn), (Rf), (Rg), (RD), (Rs)}

where P is a suitable renaming of Py and S is the set of names initially known by
the attacker.

3.3.3 Example

We first instrument the process P’ illustrated in Figure 3.2:
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P" := (vsky : ska)(vskp : skp)let pky = pk(sk,) in

let pkg = pk(skg) in out(c, pky).out(c, pkg).!*s P),; |2 Py)
P i=in(e, Xpiy ) (Vk 2 k[ Xpi,, sal)EVENY(D(X )14 )-

out(c, penc((k, sign(k, ska)), Xpi,))-in(c, x).

let z = sdec(x,k)in 0
Py = in(c, x).let (y,z) = pdec(x, skg) in

let w = checksign(z, pka,y) in

out(c, senc(s, y)).event(e(pkg))

Then, we give in Figure 3.4 the translation into Horn clauses of the process P”.

Clauses for the attacker

Destructors and constructors:

Names generation:
Clauses for the protocol
Initial knowledge:

Event b:

First message:

Second message:

Event e:

att(x) A att(y) = message(x, y)
message(x, y) A att(x) = att(y)

att(sk) = att(pk(sk))

att(m) A att(pk) = att(penc(m, pk))

att(penc(m, pk(sk))) A att(sk) = att(m)

att(m) A att(k) = att(senc(m, k))

att(senc(m, k)) A att(k) = att(m)

att(m) A att(sk) = att(sign(m, sk))

att(m) A att(sign(m, sk)) A Aatt(pk(sk)) = att(m)
att(b[x])

att(pk(sky)), att(pk(skg)), att(a)(a € S)
att(xpk,) = event(b(xpx,))
att(xpk,) A m-event(b(xyx,))
= att(penc((k[Xpky, sal, sign(k[xpky, sal, ska))s Xpiy))
att(penc((y, sign(y, ska)), pkp))
= att(senc(s,y))
att(penc((y, sign(y, ska)), pkp)) = event(e(pkp))

Figure 3.4: Denning-Sacco representation with Horn clauses

Notice that in this set of clauses, all occurrences of message(c, M) where ¢ € S are
replaced by att(M). The two facts are equivalent thanks to clauses (R1) and (Rs).
The attacker initially has the public keys of the protocol participants. He also has all
names «a in the set S, therefore we add att(a) to the clauses. The clause for event b
means that if the attacker has x,, then the event b(x,,) can be executed. The clause
for the first message means that if the attacker has x,, and the event b(x,,) has been
executed, then the attacker can get penc((k[X,x,, sal, sign(k[X,,, Sal, $ka)), Xpi,), be-
cause P’} sends this message after receiving x,;, and executing the event. The clause
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3.3 Translation from the Process Calculus to Horn Clauses

for the second message corresponds to the output in P and the last one to the event
ein P7.
B

From this set of Horn clauses, it is possible to derive the fact att(s). This means
that the attacker can get the secret s. In fact the attacker can create a fresh name
a and use it to compute pk(a), with the clause for constructing pk. Then, he ob-
tains att(penc((k[pk(a)l, sign(k[pk(a)l, ska)), pk(a)) with the clause for the first mes-
sage. Next, the attacker decrypts this message using the clause for the destructor
pdec. In this way, he obtains the pair (k[pk(a)], sign(k[pk(a)], sks)) and re-encrypts
this under pkg: penc((k[pk(a)l, sign(k[pk(a)l, ska)), pkg)). Using the clause for the
second message, he obtains senc(s, k[pk(a)]). On the other hand, from the pair
(k[pk(a)], sign(k[pk(a)], ska)), he gets k[pk(a)]; using the destructor sdec, he finally
obtains the secret s.

(Dpenc((kipk(a)], sign(klpk(a)]. ska)). pk(a)) @penc((kipk(a)). sign(klpk(a)). sky)). Pk(sky))

@senc(s, klpk(a)]) @senc(s, klpk(a)])

A~
A~

Figure 3.5: An attack on Denning-Sacco

This corresponds to the attack described in Figure 3.5. The attacker opens two
sessions, one between A and a corrupted participant C of secret key a and one
between C and B. The attacker gets the message (1), decrypts it, re-encrypts it with
the public key of B and sends message (2) to B. For B this message seems like the
first message of a session between him and A, so he replies with message (3), which
can be decrypted by the attacker since it obtains k from message (1). A possible fix
for this protocol is to add the encryption of the public key of B in the first message.
In this case, att(s) is not derivable from the clauses, preserving the secrecy of s.
Notice that this protocol has an attack also on authentication: at the end of the first
session B thinks to be talking to A, but is talking to C instead. In fact, from the set
of Horn clauses, it is possible to derive a clause that conclude event(e(pkg)), but that
does not have in the hypothesis m-event(b(pkg)).
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3.3.4 Determining Security Properties

The representation of protocols by Horn clauses is approximate, mainly because
Horn clauses that represent the protocol can be applied any number of times instead
of only once per session. However, it is sound: if the attacker knows p after the
events py, ..., p, have been executed, then att(p) is derivable from R, and the facts
m-event(p,), ..., m-event(p,). In particular, if att(p) is not derivable from R; and
any facts m-event(p’), then the protocol preserves the secrecy of p. If the event p
is executed after the events py,..., p,, then event(p) is derivable from R, and the
facts m-event(p), ..., m-event(p,). (This is proved by Theorem 1 in [15] when the
clauses are generated from a pi calculus model of the protocol.)

Next, we formally define when a given fact is derivable from a given set of clauses.
The hypothesis of a clause F,..., F, are considered as a multiset: the order of the
hypothesis is irrelevant, but the number of times an hypothesis occurs is important.
We use R for clauses, H for hypothesis, and C for conclusion.

Definition 2 (Subsumption). We say that Ry = H; = C, subsumes R, = H, = (>,
and we write Ry 3 R,, if and only if there exists a substitution o such that cC, = C,
and ocH, C H, (multiset inclusion).

We say that R; subsumes R, when R, can be obtained by adding hypotheses to a
particular instance of R;. In this case, all facts that can be derived by R, can also be
derived by Ry, so R, can be eliminated.

Figure 3.6: Derivation of F

Definition 3 (Derivability). Let F be a closed fact, that is, a fact without variable.
Let R be a set of clauses. F is derivable from R if and only if there exists a derivation
of F from R, that is, a finite tree defined as follows:
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1. Its nodes (except the root) are labeled by clauses R € R;
2. Its edges are labeled by closed facts;

3. If the tree contains a node labeled R with one incoming edge labeled by F
and n outgoing edges labeled by F\,...,F,,then RIF\ AN---ANF, = F,.

4. The root has one outgoing edge labeled by F. The unique son of the root is
named the subroot.

This definition is illustrated in Figure 3.6. In a derivation, if there is a node labeled
by R with one incoming edge labeled by F and n outgoing edges Fy,..., F, then
F( can be derived by F,..., F, by the clause R. Therefore there exists a derivation
of F from R if and only if F can be derived from clauses in R (in classical logic).

3.3.5 Soundness of the Clauses

By testing derivability of facts from the set of clauses, we can prove security prop-
erties of the process Py, as shown by the following two results. Let 7, be any set
of facts of the form m-event(p).

Theorem 1 (Secrecy). Let P, be a suitable renaming of Py. Let M be a term. Let
p be the clause term obtained by replacing names a with a[ | in M. If att(p) is not
derivable from Rp, s U Fe for any Fue, then Py preserves the secrecy of M from
adversaries with initial knowledge S .

Theorem 2 (Authentication). Let P| be a suitable renaming of Py. Suppose that, for
all F e, for all p, if event(e(p)) is derivable from Rp, s U Frne, then m-event(e’(p)) €
Fme- Then Py satisfies the correspondence “if e(x) has been executed, then €'(x) has
been executed” against adversaries with initial knowledge S .

3.4 Resolution Algorithm

ProVerif determines whether att(p) or event(p) is derivable from the clauses using
resolution with free selection [7]: it combines pairs of clauses by resolution; the
literals upon which we perform resolution are chosen by a selection function. We
recall this resolution algorithm below.

When the conclusion of a clause R unifies with a hypothesis of a clause R’, res-
olution creates a new clause that corresponds to applying R and R’ one after the
other.
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SATURATE(Rp) =
1. R « eLm(Ry).

2. Repeat until a fixpoint is reached
for each R € R such that sel(R) = 0,
for each R’ € R, for each F € sel(R’) such
that R op, R’ is defined,
R — eLM({R o, R’} U R).

3. Return {R € R|sel(R) = 0}.
Figure 3.7: ProVerif’s Algorithm

Definition 4 (Resolution). Let R and R’ be two clauses, R=H = Cand R’ = H =
C’'. Assume that there exists Fo € H' such that C and F are unifiable and o is their
most general unifier. In this case, we define Rop, R" = o(H U (H' \ {Fy})) = oC'.
The clause R op, R’ is the result of resolving R’ with R upon F,.

The facts upon which we resolve are selected through a selection function:

Definition 5 (Selection function). A selection function is a function from clauses to
sets of facts, such that sel(H = C) C H. If F € sel(R), we say that F is selected in
R. If sel(R) = 0, we say that no hypothesis is selected in R, or that the conclusion of
R is selected.

The algorithm is correct with any selection function that never selects facts of the
form m-event(p), but the choice of the selection function can change the behavior of
the algorithm. Facts att(x) where x is a variable can be unified with all facts att(M),
so we should avoid selecting att(x) to reduce the number of possible resolution
steps. Hence a good selection function satisfies the following formula:

{Fy} where Fy € H,
for all variables x, Fy # att(x), and
sellH= C) =
for all clause terms p, Fy # m-event(p)

(@  if there exists no such F

The resolution algorithm is shown in Figure 3.7. It transforms the initial set of
clauses into a new one that derives the same facts. The algorithm saTURATE(R,) has
3 steps:

e The first step inserts in R the clauses in R, after elimination of subsumed
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clauses by eLim: when R” 3 R and both R and R’ are in R, R is removed by
ELIM(R).

e The second step is a fixpoint iteration that adds the clauses created by res-
olution: if the conclusion of a clause R such that se/(R) = () unifies with
Fy € sel(R’), then the resolution R op, R’ is added to R. Then, subsumed
clauses are eliminated by ELIM.

e Finally, the algorithm returns the clauses in R with no selected hypothesis.

3.4.1 Soundness of the Resolution Algorithm

Let e be any set of facts of the form m-event(p).

Theorem 3 (Lemma 2 in [15]). Let F be a closed fact and Ry a set of clauses. F is
derivable from Ry U T if and only if it is derivable from sATURATE(Ry) U Fe.

To prove that a closed fact att(p) is not derivable from RyU% ., we use the following
result, where att’ is a new predicate:

Corollary 4. Let P| be a suitable renaming of Py. Let M be a term. Let p be the
clause term obtained by replacing names a with a[ ] in M. Let Ry = sATURATE(Rp; s ).
If saTuRATE(R U{att(p) = att’(p)}) contains no clause of the form H = att’(p’), then
att(p) is not derivable from Ry U Fye for any Fie. So, by Theorem 1, Py preserves
the secrecy of M from adversaries with initial knowledge S .

Indeed, if saturaTE(R; U {att(p) = att’(p)}) contains no clause of the form H =
att’(p’), then att’(p) is not derivable from saTURATE(R; U {att(p) = att’'(p)}) U F e, SO
by Theorem 3, att’(p) is not derivable from R; U {att(p) = att’(p)} U Fpne, S0 att(p)
is not derivable from R; U ¥,.. Similarly, we also have:

Corollary § (Corollary 2 in [15]). Let P be a suitable renaming of Py. Let M be
a term. Let p be the clause term obtained by replacing names a with a[ ] in M.
Let R, = SATURATE(RP{)’S ). Suppose that all clauses of SATURATE(R,) that conclude
event(e(p)) for some p are of the form m-event(e’(p’)) AN H = event(e(p’)) for some
H and p’. Then, for all ., for all p, if event(e(p)) is derivable from Ry U F ., then
m-event(e’ (p)) € Fme. So by Theorem 2, Py satisfies the correspondence “if e(x)
has been executed, then e'(x) has been executed” against adversaries with initial
knowledge S .
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This part of the thesis presents a first result, [42, 43], published at POST2012 and
in the Journal of Computer Security. This technique proves secrecy properties for
security protocols that manipulate lists of unbounded length and is based on the
Horn clause approach used in ProVerif. Like other protocol verifiers, ProVerif can
analyze protocols with lists if we fix the lengths of the lists a priori. However, if
the protocol is verified only for some lengths, attacks may exist for other values. To
reach this goal, we extend the language of Horn clauses, introducing a new kind of
clauses, generalized Horn clauses, to be able to represent lists of any length. We
consider a class of protocols that manipulate list elements in a uniform way.

In this chapter we define an abstract representation of protocols with lists by gen-
eralized Horn clauses. After introducing a running example and motivating the
choices made, we give the syntax and semantics of generalized Horn clauses. We
define a type system to guarantee that all variables use indices that vary in the ap-
propriate interval. We finally define a correspondence between generalized Horn
clauses and Horn Clauses, which formalizes the semantics of generalized Horn
clauses.
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4.1 Motivation

4.1.1 Running Example

As a running example, we use a version of the Asokan-Ginzboorg protocol [6] for
key agreement. Let the set of players be {a;,i = 1,...,L} for L > 1 and C be
the chair (or the leader). The protocol describes the establishment of a session key
between the chair and the other L participants.

(1) C — ALL : (C, {pk(d)} ,»)
(2) ai— C: (ai, (i, sobprabpw)
3) C—a;: {(s1,....850, )b,
4 a;i - C: (a;p{(si, h(sy, ..., 50, 5)hk),
for some i, where K = f(sy,...,5.,5")

At the beginning, the participants share the knowledge of a password pw and of
two L + 1-input hash functions f and h. (We consider the password pw as a strong
key and ignore dictionary attacks against it.) The chair owns a private key d, whose
corresponding public key is pk(d). First, the chair sends to all other participants his
identity paired with the public key pk(d) encrypted symmetrically with the password
pw. Each participant g; fori € {1, ..., L} decrypts {pk(d)}, and then creates a fresh
key r; and a fresh nonce s; which will be his contribution to the final session key.
Next, he encrypts with pk(d) and then with pw the pair (r;, s;) and sends the double
encryption {{(r;, s/} pk(a){,w paired with his identity. When C receives this message,
he decrypts it and assumes that it has been created by a,;. After receiving all L
messages, the chair creates his contribution s’ to the final key and sends to each
participant @; for i € {1,...,L} the list of all contributions encrypted with the key
r; that a; previously sent. If step 3 is completed successfully, each participant can
compute the session key K = f(sy,..., 5., s"). In the end, for key confirmation, the
chair randomly picks one of the other players and asks him for step 4: a; computes
the session key K as f(sy,...,s.,s") and uses it to encrypt a pair made up by his
contribution s; and the hash A(sy,..., s;, s’). He then sends this encryption paired
with his identity. The chair verifies this message by decrypting it.

4.1.2 Need for Generalizing Horn Clauses

We would like to model the example protocol of Section 4.1.1 by Horn clauses
and use ProVerif to verify it. Since we consider a parametric group size, we en-
counter several problems. First, we have to deal with lists whose length is not
fixed but is the size L of the group, such as sy, ..., s, in message 3 of the example.
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Next, we need conjunctions of L facts (and L is again unbounded) to represent that
some agents receive one message from each group member. For example, when
translating message 3 into Horn clauses, the chair expects messages 2 of the form
(ai, Ui, wb okl pw) from each a;. (The incoming values of 7;, s; are here variables
v;, w;: the chair, in fact, cannot verify them). Then the chair replies with message 3
{wi,...,wr, s, where s’ is a fresh name generated by C, modeled as a function
of the previously received messages s'[vy, wy, ..., v., w.]. The attacker can send the
incoming messages and intercept L’s reply, so we find the clause

att((a,, senc(penc((vi, wy), pk(d)), pw))) A -+ A
att((ag, senc(penc((vy, wy), pk(d)), pw)) = “.1)
att(senc((wy, ..., wr, S [vi,wi, ..., ve,wr]), vi).

where senc and penc are the functions for symmetric encryption and public encryp-
tion, respectively. We solve those two problems by adding two new constructs to
the syntax of Horn clauses: list(i < L, p;) for the list of elements p; with index i
in the set {1,...,L}, that is, list(i < L, p;) stands for (py,..., pr) (inspired by the
mpair construct of [20]) and A; ., ;< F for the conjunction of facts F' with in-
dices iy,...,iin{l,...,L}.

For instance, with these two new constructs, we can model clause (4.1) as:

/\ att((a;, senc(penc((v;, w;), pk(d)), pw))) =
st (4.2)

att(senc((list(j < L,w;), s'[list(j < L, (v;, w;)]), vi))

In conclusions, we do not use the construct A\; ., -, F but write F' directly, leav-
ing indices in F free; this has the desired meaning since free indices are universally
quantified, like other free variables of the clause.

4.2 Syntax and Semantics

This section formally defines the syntax and semantics of generalized Horn clauses.

The syntax of these new clauses is defined in Figure 4.1. The clause terms p®
that represent messages are enriched with several new constructs. The variables
may have indices x;, ;. The term for function application f (p?, - pIG) includes
not only constructor application but also names a[p{, ..., plG] where a is a name
without index. The indexed name a;[p?, ..., plG] represents a fresh name a indexed
by i in [1, L]. For instance, in the context of group protocols, it may represent a

name created by the group member number i, inside a group of size L. We added
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pC. st = clause terms
Xiy,..in variable (h > 0)
f@S,....p9) function application
ailp§,....pY] indexed names
list(i < L, p©) list constructor

FO = Nj<yoiper, at(p©) facts

RO :=F IG A A FnG = att(p%) generalized Horn clause

Figure 4.1: Syntax of generalized Horn clauses

a particular constructor list(i < L, p®) to represent lists of length L, where L is an
unknown bound.

In the Asokan-Ginzboorg protocol, we can write, for example, at message 3: senc((
list(j < L, sj), s"), r;) for senc((sy, ..., s, s"), r;). The last element s’ is not included
in the list list(j < L, 5;), to distinguish s’ that has just been created by the chair from
s; with i = 1,..., L that has just been received by him: sy,..., s, are treated in a
uniform way while s’ is treated differently.

We extend facts to model the possibility of having a conjunction of facts depend-
ing on indices, so that the syntax for facts becomes A; ., <, att(p®). For ex-
ample, intuitively, A, att(p®) represents att(p®{i — 1}) A --- A att(p®{i — L}),
where p®{i — i’} denotes p® in which i has been replaced with i’. The conjunction
Nii<t,....in<z, With 7 = 0 is omitted: the fact is then simply att(p©).

The generalized Horn clause F¢ A --- A F§ = att(p®) means that, if the facts F,
..., FS hold, then the fact att(p®) also holds. The conclusion of a clause does not
contain a conjunction A\; ., ;. <;,: We can simply leave the indices of att(p©) free
to mean that att(p®) can be concluded for any value of these indices.

4.2.1 Representation of the Protocol

The representation of the abilities of the attacker includes the clauses given in Sec-
tion 3.3.1. For our running example, att(a;) and att(C) represent that the attacker
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4.2 Syntax and Semantics

initially knows a; and C, and the clauses

att(a)

att(x) A att(y) = att(senc(x,y))
att(senc(x,y)) A att(y) = att(x)
att(x) = att(f(x))

att(x) = att(h(x))

att(x) A att(y) = att((x,y))
att((x,y)) = att(x)

att((x, y)) = att(y)

represent that the attacker can create fresh names, encrypt and decrypt messages,
apply hash functions, compose and decompose pairs.

In addition, we have clauses for list, which generalize clauses for pairs:

A att(x;) = att(list(j < L, x;)) (4.3)
i<L
att(list(j < L, x;)) = att(x;) (4.4)

Let us now give the clauses that represent the protocol itself. We suppose that each
principal always plays the same role in the protocol. The chair C sends the first
message (C, {e}} ,,,) and the attacker intercepts it, so we have the fact:

att((C, senc(pk(d), pw))).

Each agent a; with i = 1,...,L sends message 2 if he has received a correct mes-
sage 1. From the point of view of a;, messages 1 and 2 are:

(1) C = a;: (C{yb,w)
(2) a; = C : (a;, {{(r;, Si)|}y|}PW)

Each agent g; cannot verify the value of the public key pk(d) chosen by the chair, so
it becomes a variable y. After receiving a message of the form (C, {y} ), a; creates
two new names r; and s;, encoded as functions of the key y just received and then
replies with message 2. If the attacker sends the first message (C, {y},.) to a;, a;
replies with (a;, {{(7;, s)ly} ), and the attacker can intercept this reply, so we obtain
the clause:

att((C, senc(y, pw))) = att((a;, senc(penc((rilyl, si[y]), y), pw))) (4.5)
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Abstract Representation of Protocols with Lists

The chair sends message 3 after receiving a correct message 2 from each agent a;.
The messages 2 and 3 of the protocol as seen from the chair’s side are:

(2) a; = C : (a;, i, wdbpra b pw)
B3)C —a; {wi,....,wr, s,

The chair expects from each a; with i = 1,...,L a message of the form (a;, {{(v;,
Wilpkabpw). He creates the list of all the contributions adding his own contribution
s’, modeled as a function of the previously received messages s'[v{, Wy, ..., v, wr].
Then he sends this list to each a; encrypting it with v;, so we obtain the clause (4.2)
already given in Section 4.1.2:

/\ att((a;, senc(penc((vj, w;), pk(d)), pw))) =
J<L (4.6)

att(senc((list(j < L,w;), s'[list(j < L, (vj, w;)]1), vi)

Finally, one agent a; sends message 4 if he received correct messages 1 and 3. From
his point of view, messages 1, 3, and 4 of the protocol are:

(D C - a;: (C k)
3)C —a;:{(z1,---,2, Db,
D a; » C:(a;, {(siy hzy, - .., 20, 2D)k)s
for some i, where K = f(zy,...,21,2)

If a; has received a message 1 of the form (L, {y},,,) and a message 3 of the form
{z1s- -+ z0, 2, encoded as {(list(j < L,z;),2)bpy," then a; computes the session
key K = f((list(j < L,z;),z')) and one a; sends to the chair message 4: (a;, {(si[y],
h((list(j < L,z;),7')))}x). Hence the final clause is:

att((C, senc(y, pw))) A att(senc((list(j < L, z,), 7)), r:i[y])) =
att((a;, senc((s;[y], h((list(j < L,z;),2'))), K))) 4.7)
where K = f((list(j < L,z,),7'))

We want to prove the secrecy of the session key K. However, this key depends
on data received by protocol participants, so we cannot simply test the derivability
of att(K). We can use the following trick: to test the secrecy of the key K that

'In the protocol, the participant a; can check whether the component z; of the list is his own contribution
s;[], but cannot check the other components. Our representation of lists does not allow us to model such a test:
in fact, we cannot substitute a; directly because, in the construct for lists list(j < L, z;), all elements z; need to
have the same form. Moreover, we have built examples of protocols with such tests, for which our result does
not hold: intuitively, the test breaks the uniform treatment of the elements of lists, so proving secrecy by the
Horn clause technique for lists of length one does not imply secrecy for lists of unbounded length. We shall
prove secrecy without the test on z;; this implies a fortiori secrecy with this test, because the clause without test
subsumes the one with the test. In general, removing these tests may obviously lead to false attacks.
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4.2 Syntax and Semantics

participant a; has, we consider that a; sends the encryption {s/}x of a secret s
under K. If K is secret, the adversary will not be able to decrypt the message, so s/,
will remain secret. Therefore, we add the clause
att((C, senc(y, pw))) A att(senc((list(j < L, z;),7'), ri[y]) =
att(senc(s, , f((list(j < L,z;),7))))
to model the output of {s/}x, and we test the derivability of att(s)). We have also
used a similar clause to prove the secrecy of the key K that C has; in this case we

consider that chair sends the encryption {s/}x of a secret s/ under K, and the key K
that C has is secret if and only if s{’ is secret:

/\ att((a;, senc(penc((v;, w;), pk(d)), pw))) A
JsL
att((a;, senc((w;, h((list(j < L,w;), s'[list(j < L, (v;, w))])), (4.9)
F(ist(j < Lywy), s'[list(j < L, (v;, w))])))) =
att(senc(s¢, f((ist(j < L,w), s'[list(j < L, (vj, w;)]))))

(4.8)

4.2.2 On Corruption and Participants Playing Multiple Roles

In the previous model, we have no explicit model for corrupted participants. In the
particular case of the Asokan-Ginzboorg protocol, statically corrupted participants
come for free. Indeed, we are going to show the secrecy of the session keys only
for a session between honest participants, since for other sessions, the adversary
obviously obtains the session keys via the corrupted participants. Other sessions,
which involve a different group containing at least one corrupted participant, will
use a different password pw’. We can assume that the adversary has this password.
Hence, the adversary has all secrets needed to perform all actions of these sessions
(for both the honest and the corrupted participants), so we do not need to add Horn
clauses for them.

In the general case, however, a more complex model may be needed. For exam-
ple, a protocol may use a long-term secret key for each participant, which is used
both in sessions with only honest participants and in sessions with some corrupted
participants. In this case, we need to model sessions that mix honest and corrupted
participants. This can be done by modeling each honest participant so that it ac-
cepts to talk both to honest and dishonest participants, for instance by receiving the
identities of its interlocutors from the adversary as the first message of the session.
(This is a technique often used in ProVerif models of protocols.)

Furthermore, we can also model that a certain role is played by several participants
(possibly including corrupted participants), for instance as follows. We use a pred-
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i:[1,L]eTl x :[L,Li]x---x[1,L] €T
——— = (EnvInd = EnvV:
T (1, onvindex) Trx L LT x o x 1, L] v Yan
Trkx :[LLiIx--x[L,L]  Trip:[1,L]... ki [1,Ly]
= (Var)
r"le ,,,,, in
Crpl...TrpY
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Figure 4.2: Type system for generalized Horn clauses

icate id(idname, key,, . .., key,) to represent a participant of identity idname, that
uses long-term keys key,, ..., key, (these may include secret and public keys). We
define as many facts as needed for this predicate, which may include honest and
dishonest participants. For dishonest participants, we give the keys to the adver-
sary by adding the appropriate att facts. We can define infinite sets of participants
by including a variable in the terms that define the identities and keys. We define
the Horn clauses for the various roles by adding hypotheses id(x;4, k1, . . . , k,) to the
standard Horn clauses for these roles and using the variables x;4, k1, . . ., k, in place
of the respective keys of the considered role. This yields an economical model of
a role that can be played by any participant with an identity among those defined
by the predicate id. To fit our framework formally, since we use att as only pred-
icate, we can encode the facts id(py,..., p,) as att(fia(po, ..., pn)) Where fiq is a
private function, that is, the adversary does not have clauses to compute fiy nor to
decompose it.

4.2.3 Type System for the New Clauses

In this section, we define a simple type system for the generalized Horn clauses.
The goal of this type system is to guarantee that all variables use indices that vary
in the appropriate interval.

Definition 6. An index i is bound if:

e it appears as an index of a conjunction defining a fact, so, for instance, in the
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fact \i <p,...i<t, A(P©), i1, ..., iy are bound in att(p®) .

e it appears as an index for a list constructor, that is, in the clause term list(i <
L, p%), i is bound in p°.

Indices that are not bound are free.

For simplicity, we suppose that the bound indices of clauses have pairwise distinct
names, and names distinct from the names of free indices. This can easily be guar-
anteed by renaming the bound indices if needed. This renaming is not performed in
the examples given here, because it would use too many letters.

In the type system defined in Figure 4.2, the type environment I' is a list of type
declarations:

e i :[1,L] means that i is of type [1, L], that is, intuitively, the value of index i
can vary between 1 and the value of the bound L.

o x :[I,L;]x---x[1,L,] means that the variable x expects indices of types
[1,Li], ..., [1, L]

The type system defines the judgments:

e I' - i : [1,L], which means that i has type [1, L] in environment I, by rule
(EnvIndex);

o '+ x :[l,L;]x---x[1,L,], which means that x expects indices of types
[1,L4], ..., [1, L] according to environment I", by rule (EnvVar);

o '+ pY I'+ FO T + RY which mean that p®, F¢, RS, respectively, are well
typed in environment I'.

Most type rules are straightforward. For instance, the rule (Var) means that x;,_,
well typed when the types expected by x for its indices match the types of iy, ..., i.
The rule (Name) deserves an additional explanation: we have no information in I'
to set the type of the index of name a, and hence the index of a can have any type.
A priori, it is obviously expected that the index of a certain name a always has the
same type. However, the additional freedom given by the type rule will be useful:
the transformations of Section 5.4 can create clauses in which the same name a has
indices of different types. The formal meaning of such clauses can be defined by
assuming that the name a exists for indices up to the value of the largest bound.
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It is easy to verify that the clauses of Section 4.2.1 are well typed in our type system.
Clause (4.3) is well typed in the environment x_: [1, L], (4.4) in the environment
x_:[1,L],i : [1,L], and the other clauses in the environment in which all free
indices have type [1, L] and the variables expect indices of type [1, L].

4.2.4 Translation from Generalized Horn Clauses to Horn Clauses

A generalized Horn clause represents several Horn clauses: for each value of the
bounds L and of the free indices i that occur in a generalized Horn clause R¢, R¢
corresponds to a certain Horn clause. This section formally defines this correspon-
dence.

p = clause terms
Xi,...i variable
alpy, ..., pyl name
f@1,--..p0) constructor application
Pis--sPp) list
F = att(p) facts
R:=F/A...NF,=>F Horn clauses

Figure 4.3: Syntax of Horn clauses

The syntax of Horn clauses obtained by translation of generalized Horn clauses is
given in Figure 4.3. This syntax is similar to that of initial Horn clauses (Figure 3.3)
except that variables and names can now have indices 1z, which are integer values,
and that we include a term (p,, ..., p,) for representing lists (which will be gener-
ated by translation of list).

Definition 7. Given a generalized Horn clause R well typed in T, an environment
T for RS is a function that associates to each bound L a fixed positive integer LT and

to each free index i that appears in R®, an index i’ € {1,..., LT}, ifT +i:[1,L].
Given an environment 7 and values 11,...,1,, we write T[i; — 1;,...,i, — 1] for
the environment that associates to indices iy, ..., i, the values 1y, ..., 1, respectively

and that maps all other indices as in 7.

Given an environment 7', a generalized Horn clause R is translated into the standard
Horn clause R defined next. We denote respectively p©T, F6T, ... the translation
of pY, FC,... using the environment 7.

The translation of a clause term pY is defined as follows:
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4.2 Syntax and Semantics

o f(p§,....pH" = f(p§T, ... poT).

. alCr. b1 = aplp9T.... pOTL
o list(i < L, p&)T = (pCTtimll ’pGT[iHLT]>.

The translation of list is a list; we stress that this translation uses a list symbol (. . .)
different from the tuple symbol (...): list is the only construct that can introduce
the list symbol (.. .). This is important to make sure that confusions between tuples
that may occur in the protocol and /ist do not occur for particular list lengths. In the
implementation of the protocol, one must also make sure to use distinct encodings
for list and for tuples.

The translation of a fact F© = A; ., <, att(p®) is
FOT = att(p)) A ... A att(py)
where {p1,...,pi} = {p°T | T' = Tliy & 1y,..., 0, = 1;] where 7; € {1,...,LJT} for

all jin{l,...,h}},and (FC A--- AFO)T = FOT A+ AFOT.

Finally, we define the translation of the generalized Horn clause R® = HY = att(p®)
as R6T = HT = att(p©?).

For instance, the translation of the clause (4.6) in the environment 7 = {L +— 1,i —
1} is
att((ay, senc(penc((vi, wi), pk(d)), pw))) = att(senc(({w1), s'[{(vi, wi)]), v1))-

In the environment 7 = {L — 2,i +— 1}, it is

att((a,, senc(penc((vi, wy), pk(d)), pw))) A att((az, senc(penc((v2, o), pk(d)), pw)))
= att(senc(({wi, wa), 8" [{(vi, w1), (va, w2))]), v1)).

When RS is a set of generalized Horn clauses, we define R = {R°T | R ¢
RE. T is an environment for R®}. In terms of abstract interpretation, the sets of
generalized Horn clauses ordered by inclusion constitute the abstract domain, the
sets of Horn clauses ordered by inclusion the concrete domain, and R is the
concretization of R¢. The set R°” includes
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In this chapter, we define a mapping from lists of any length to lists of length one,
and show that derivability for lists of any length implies derivability for lists of
length one, for a particular class of Horn clauses. So, for protocols represented by
such clauses, if ProVerif proves secrecy for lists of length one, then the secrecy is
preseved for lists of any length. Additionally, we provide an approximation algo-
rithm for transforming generalized Horn clauses into clauses that falls in the class
above.

5.1 Main Result

As we explained in the previous chapter, given a generalized Horn clause R® we can
obtain several Horn clauses by giving a value to the bounds and the free indices that
occur in RY. In particular, there exists only one environment T for R® such that all
bounds are equal to 1. Hence by now we use R¢! for the only possible translation
of R® when all bounds are 1. We define R¢! = {R°! | R® € RS}.

Next, we define a translation from clauses in which bounds can have any value,
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following the syntax of Figure 4.3, to clauses in which the bounds are fixed to 1:

I(p) = L) L Py €1y, p, €L} ifp = f(py,....py)
lalp,,....p,1 1 py €1B)),....p, €1py)} ifp=alp,....p
{pIpelppu---Ulpy) ifp=(pp,....0n)

This translation maps all indices of variables and names to 1. The translation of a
list is a list with one element, containing the translation of any element of the initial
list. Several choices are possible for the translation of a list; I(p) returns the set of
all possible clause terms.

Given a fact F = att(p), its translation when the bounds are fixed to 1 is I(att(p)) =
{att(p) | p € I(p)}. Given a conjunction of facts Fy A --- A Fy, its translation when
the bounds are fixed to 1 isI(F; A --- A F) =1(F) U --- UI(Fy).

We say that a term or fact is /inear when it contains at most one occurrence of each
variable x_(with any indices, so it cannot contain x; and x; for instance). Finally,
we can state the main result of this first part of the thesis.

Theorem 6. Let RC be a set of generalized Horn clauses such that, for each clause
RS € RY, RO is well typed, that is, there exists T such that T + RC, with the following
conditions:

1. the free indices of R® have pairwise distinct types in T';

2. the conclusion of RC is linear and the bound indices in the conclusion of R®
have pairwise distinct bounds, and bounds different from the bounds of free
indices of R inT.

For all facts F, if F is derivable from RC”, then for all F € I(F), F is derivable from
RO,

If we shozv that, for some F € ]I(I?), F is not derivable from R®’, then using this
theorem, F is not derivable from R°7 .

Suppose that we want to show that s is secret in a protocol represented by the clauses
RC. It is sufficient to prove using ProVerif that the fact att(s) is not derivable from
RC!, that is, we prove secrecy when the bounds are all fixed to 1. In fact, by Theo-
rem 6, we can conclude that att(s) is not derivable from R”, so we obtain secrecy
for any bounds.
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Unfortunately, this theorem does not apply to all Horn clauses: Hypotheses 1 and 2
have to be satisfied. In terms of protocols, the condition that bound indices of the
conclusion must have different types means that each sent message does not contain
two lists of the same length. The free indices are typically indices inside a group
of protocol participants, and we generally have a single free index ranging in this
group; this index should have a bound different from the length of lists in sent
messages, that is, the number of members of the group should be different from the
length of lists in sent messages.

The clauses of our running example do not satisfy these hypotheses, as we consider
several lists of the same length as the number of group members. We shall see in
Section 5.4 how to transform the clauses so that they satisfy the required hypotheses.

5.2 Proof of Theorem 6

The proof of Theorem 6 proceeds by building a derivation of F from R/, from a
derivation of F from R®” , by induction on this derivation. Informally, the derivation
of F from RY' is obtained by applying I to the derivation of F from R¢”. If F is
derived by R°" = HST = €7, F is an instance of C¢” by a substitution o: F =
o COT; we show that any F € I(F) is an instance of C°’ by a substitution o~ obtained
from o (Lemma 7 and Corollary 8): F = ¢’C®’. Hence, in order to derive F using
R6! = HY' = CY!, we need to derive o’ HY! from R¢, knowing a derivation of
oHCT from R” . Informally, to show that this is possible, we prove that 0" H¢! C
I(cH°T) (Lemma 9 and Corollary 10) and conclude by induction. Next, we formally
detail this proof. The proofs of the lemmas are detailed in Appendix A.1.

First, we define how the substitution o (for bounds fixed to 1) is computed from o
(for any bounds): o’ € I (o), as defined next.

Definition 8. Given a clause R° (resp. a fact F, a clause term p®) well typed in
I, we define the set of types Types(I' + R9): [1,L] € Types(I' + RC) if and only if
i:[1,L] €T for some index i free in R, or L appears as bound in list(i < L, p°) or
in A\._i<p.. att(p©) in RC.

We define a function t, which associates to each type an index value. Given an
environment T, we say that T is consistent with T for T + R® when t is defined on
Types(I' + RO) and, for each type [1, L] € Types(I" + R®), we have:

o 1 <t([I,M]) <M"
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o i" =1([1,L)]) ifiis afree index of R and T + i : [1,L)].

We consider closed substitutions, that is, substitutions that map the variables in
their domain to closed clause terms, and are not defined on other variables. We
denote the domain of the substitution o by dom(c). We designate by f(R®), fu(p®)
the free variables of a clause, resp. clause term.

Given a closed substitution o, we define the domain of the translated substitutions
doml(o) ={x 1 |x___ €dom(o)}
——

.....

Given a closed substitution o such that dom(c) = fv(R°T) and a function T con-
sistent with T for T + RO, the translation Ir(0") of the substitution o is the set of
closed substitutions o’ such that:

e dom(o’) = doml(o),

................

.....

...............

for some iy, ... 0. If i isfreehin RO, then T v i; } [1,L;], so ijr = 7([1,L;]) =1,
since T is consistent with T for T + RC. If i; is bound in RC, then i; is bound by
list(i; < Lj, p©) or by A.i<Li. att(p?), so in R%Y, i; takes all values in 1,... ,LJT.,
hence i; takes in particular the value T([1, L;]) = 1. Therefore, x;, __;, € F(ROT).

----- Uy

Remark 2. For a given T, there does not always exist a T consistent with T for
[ + RC. Indeed, if T maps two free indices of RC of the same type to distinct values,
there exists no t consistent with T for T + RC.

Lemma 7. Let p© be a linear clause term, well typed in T, such that its free indices
have pairwise distinct types, its bound indices have pairwise distinct bounds, and
bounds distinct from the bounds of free indices. Let T be an environment for p°. Let
o be a closed substitution such that dom(c) = f(p®T). Then, for all p € I(op©T),

there exist T, consistent with T for T v p®, and o’ € Iy (o) such that o’ p°! = p.

Corollary 8. Let F© = att(p©) be a linear fact, well typed in T, such that its free in-
dices have pairwise distinct types, its bound indices have pairwise distinct bounds,
and bounds distinct from the bounds of free indices. Let T be an environment for
FC. Let o be a closed substitution such that dom(o) = fy(FCT). Then, for all
F € I(oF°T), there exist T, consistent with T for T + FC, and o’ € Ir.(0) such that
o' F¢! = F.
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Proof. Obvious by applying Lemma 7 to p°. i

Lemma 9. Let pC be a clause term, well typed in T. Let T be an environment for
pY and o be a closed substitution such that dom(c) = fw(p®T). Then, for all T
consistent with T for T + pC, for all o € Ir(0), we have o’ p©! € 1(op°T).

Corollary 10. Let F¢ = \; ;i <1, att(p®) be a fact, well typed in T. Let T be
an environment for FS and o be a closed substitution such that dom(o) = f(F6T).
Then, for all T consistent with T for T + FC, for all o € Iy (o), we have o’ F Gl ¢
I(cFOT).

Proof. The proof proceeds similarly to the case list of Lemma 9, by applying
Lemma 9 to p°. i

Lemma 11. Let p© = f(p%,...,p%) be a clause term well typed in T. Let o be
a closed substitution such that dom(c) = fv(p®T?). For all T consistent with T for
[+ pS, forall o € Iy (o), for each j = 1,...,h, the following holds:

where 7 is the restriction of T to Types(I' + p?).

Proof of Theorem 6. Suppose that F is derivable from R¢”, and consider a deriva-

tion of F from RY” . Let F € ]I(I_7). We prove, by induction on the derivation of F,
that F is derivable from R’.

F F
Owe O

(a) (b)

Figure 5.1: Base case of the proof

Base step: Let the derivation of F be as in Figure 5.1(a). By definition of a deriva-
tion, we have that R°T = HST = C°T 1 F, which means that there exists a substi-
tution o~ such that:

e oHST C (0: this means that H°T = (; then RS = C°.
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e 0C%" = F. By hypothesis, there exists I' such that I' RS, which means that
I + CC¢ too. Hence, by Corollary 8, for all F' € I(F), there exist T consistent
with T for ' + C¢ and o € Ir.(o) such that 0’ C%! = F.

Hence F can be derived from CY’, so F is derivable from R/, by the derivation of
Figure 5.1(b).

Inductive step: Let the derivation of F be as in Figure 5.2.

Figure 5.2: Derivation of F from R¢7

By definition of a derivation, we have that R6T 3 Fl A A fm = F, which means
that there exists a substitution o such that cC%” = F and cH°T C F; A--- A F,,,
and Fy, ..., F,, are derivable from R®” by subtrees of the derivation of F.

By hypothesis, we have that T + R®, so ' + C®. Let o¢c = ocor): we have that
0cC! = F,T + C° and hypotheses 1 and 2, so by Corollary 8, for each F € I(F),

there exist 7¢ consistent with 7 for I' + C% and o € Ir,.(o¢) such that o.C¢’ = F.

Now, we build a 7 that extends 7¢ to Types(I' - R°) and a 0~ € Ir (o) that extends
.. For each type [1, L] € Types(I + R°):

o if [1,L] € Types(I" + CY), then we define 7([1, L]) = 7¢[1, L]
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o if [1,L] ¢ Types(I' + C%) and there exists an index i free in R® such that
[ +i:[1,L], then we define 7([1,L]) = i’. (This is possible since the free
indices of R® have pairwise distinct types by hypothesis 1.)

e otherwise, we choose any value such that 1 < 7([1,L]) < L”.

Clearly, as 7¢ is consistent with 7 for I' + CY, also 7 is consistent with 7 for I' + RS,

Foreach x | ; € doml(o):
h
o if x | €dom(oy),thenwedefinec’x | | =o0px .
h h h
In this case, since o € Ir..(0¢), we obtain that o’x || = opx .1 €
S~—— S~

..........

([, L;]) = =([1,L;]) forall j=1,... A

e otherwise, wedefineo’x | _; € l(ox;, ;) where' +x :[1,Li]X---X[1, L]

,,,,,

I,
and7; = 7([1,L;]) foreach j=1,...,h.

,,,,,

Clearly, o’ € Ir.(0).

Now let H® = FY A - A FY. Foreachi = 1,...,k let T; = Typpeqripo) and

I,fv (F91) € Hr,Ti(O'fv(Ff_:r)) by a reasoning similar to Lemma 11. By Corollary 10,

we have that o/ F¢! € I(cF¢T). Let F; = ojF¢! = ¢o’F¢!. Therefore, we have
o’C' =FandcH' CF A~ ANF,s0oR°" JF A---ANF; = F.

ol=0

We have F; € I(cF¢T). Since oF%" C oHT C Fy A+ A F,,, we have F; € I(F,)
for some F? e {F,,...,F,}. Soforeachi=1,...,k, fj is derivable from R¢” by
subtrees of the initial derivation of F, hence by induction hypothesis, F; is derivable
from RC!. Therefore, F is derivable from R¢! by the derivation of Figure 5.3. O

5.3 Examples

In this section we illustrate with some examples why the hypotheses of Theorem 6
are necessary. In the first two examples, the theorem does not hold because some
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Figure 5.3: Derivation of F from R¢/

hypotheses are not satisfied. Consider the following protocol:

(A — B:{(a,a)l

(2) B— A: ({b, D)k, Isb )

) A - C:{(ar,aph ..., 1(ar, aph)

4) C - A:(fla1,d),..., flar,ay)),....{flar,a)), ..., f(aL,a})))

At the beginning, the participants A, B, C share a key k. A first sends to B a fresh
nonce a paired with itself and encrypted under k. When B receives it, he creates
a fresh nonce b, computes the hash f(a,b) and sends the pair ({(b, b)l, {5} riap))s
where s is some secret. A can then decrypt {(b, b)};, obtain b, compute f(a,b),
decrypt {s} ), and obtain s, but an adversary should be unable to compute s. In
the second part of the protocol (Messages 3 and 4), A sends to C a list of L fresh
pairs (a;, a;) encrypted with k and C replies with the matrix of the hashes f(a;, a;.).

Now, if an attacker sends ({(a, a)}«, {(b, b)}x) to C as Message 3, he obtains f(a, b)
by decomposition of the list ((f(a, a), f(a, b)),{f(b,a), f(b,b))) and can now de-
crypt {s} /.5 and obtain the secret s.

However, if we consider only lists of one element, there is no attack: the last mes-
sage consists of ({f(a, a’))) if Message 3 was {(a, a’)|}x, so the adversary would need
to have {(a, b)}; in order to obtain f(a, b).
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The generalized Horn clause for Message 4 is:
att(list(i’ < L, senc((x;,yr), k))) = att(list(i < L, list(j < L, f(x;,¥:))))

In this clause, the Hypothesis 2 of Theorem 6 is not satisfied, because the bound
indices i and j have the same bound L. If we translate this clause for lists of one
element, we obtain

att((senc((x1,y1), k))) = att({{f(x1,y1))))

and with this clause (and other clauses representing this protocol), att(s) is not deriv-
able because att(f(a, b)) is not derivable, while with lists of length two, as we pre-
viously showed, there is an attack: att(s) is derivable. This example confirms that
bound indices in the conclusion must have pairwise distinct bounds.

Similarly, we can define a group protocol between a participant B, a chair C, and L
group members A;:

(1) C — B: {(a,a)l,

(2) B— C: (b, by, Ish )

(3) C = A; : {(ar,aDby, - ... (ar, aph,)
4 A; - C:(flar,a),..., flar,a)))

In this case, the generalized Horn clause for Message 4 is:
att(list(i" < L, senc((xy, yr), p))) = att(list(j < L, f(x;,:)))

where again the Hypothesis 2 of Theorem 6 is not satisfied: the bound index j has
the same bound L as the free index i, because they index the same variable x . As
above, att(s) is derivable from the clauses for lists of length 2 but not for lists of
length one. There are similar examples regarding Hypothesis 1, for instance with
the clause

att(list(i’ < L, senc((xy,yr), p))) = att(f(x;,y;))

in which the free indices i and j have the same type [1, L], but it is more difficult to
find a concrete protocol that would generate such a clause.

Next, we consider a different kind of example: for the following protocol, the set of
Horn clauses satisfies the hypothesis of Theorem 6, so we can apply the theorem.
However, the protocol preserves secrecy for lists of length one but not for lists of
unbounded length. This illustrates that the approximations made in the translation
to Horn clauses are key for our theorem to hold: att(s) is derivable from the clauses,
even for lists of length one. Let A and B be the two participants of the protocol that
share a key k. Let & be a hash function.

(1) A — B : el (b1, b2), {shninw, .00 12,00
2)B—>A:{x,...,x1)
(3)A — B:{(h(xy,e),...,h(x,e))
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A chooses a fresh key e and two random nonces by, b,, and sends to B the message
lebe, (b1, b2), AShnnep, ).nvr.e)) Where s is a secret. B obtains e by decryption, computes
the key h(h(by, e), h(b,, e)), and obtains s by decrypting with this key. Later, B sends
a list (x;,...,x.) and A returns the list containing for each component its hash
with e. Clearly, if we consider this protocol for lists of length L > 2, there is an
attack: the attacker can send to A the list (b1, b,, . ..) and he obtains at Message 3 the
list (h(by,e), h(by,e),h(...,e)). He can then compute the hash h(h(by, e), h(b,,e))
and decrypt {shunup,.e)np,.0) to obtain the secret s. However, if we translate this
protocol to lists of length one, we do not find the attack: the attacker can only
ask for (h(by, e)) or (h(b,,e)), but cannot obtain both. For this point to hold, it is
important that the participants do not repeat the Messages 2-3 more than once for
each session.

ProVerif finds an attack against this protocol (which is a false attack for lists of
length one): the abstraction done with the representation by Horn clauses in fact
allows the participants to repeat their messages more than once. The translation of
the protocol into clauses for lists of length one contains:

A sends the first message:

att((senc(e, k), (b1, b,), senc(s, h(h(by, e), h(b,, €))))) (5.1)
A receives Message 2 and sends Message 3:
att({x)) = att({h(x, e))) (5.2)

plus clauses for tuples, encryption, and the hash function A, where (-) is a unary
function such that att({x)) = att(x) and att(x) = att({x)). Now, if we query for
the secrecy of s, ProVerif will find the attack: att(s) is derivable from these clauses.
Indeed, we get b; and b, from (5.1), then obtain h(by, e) and h(b,, e) by two applica-
tions of (5.2) (note that we apply this clause twice for the same e, while the corre-
sponding action can in fact be applied only once in the protocol itself), then compute
h(h(by, e), h(b,, e)), and finally obtain s by decrypting senc(s, h(h(by, ), h(b;, €))).

5.4 An Approximation Algorithm

In Section 4.2.1, we gave the representation of the Asokan-Ginzboorg protocol with
generalized Horn clauses. However, some of them do not satisfy the hypotheses of
Theorem 6. For example, the clause (4.7) does not have a linear conclusion and the
same bound appears twice in the conclusion.
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5.4.1 Approximation Algorithm

Here we give an algorithm for transforming generalized Horn clauses into clauses
that satisfy the hypothesis of Theorem 6. We suppose that the initial set of clauses
RC satisfies:

Hypothesis 1. For each clause RS € R, RS is well-typed, that is, there exists T
such that T + RS, and each variable has indices of pairwise distinct types, that is, if
I'ex [1,Li]x...,X[1,L], then Ly, ..., L, are pairwise distinct.

This hypothesis on the initial clauses is often satisfied in practice. In particular, it
is satisfied by our running example, and it should generally be satisfied by group
protocols. Indeed, the variables typically have only one index (the number of the
group member).

Given a clause RC well typed in T, the approximation algorithm performs the fol-
lowing three steps, until it reaches a fixpoint:

1. Suppose R6 = HS = att(p®), where H® contains a free index i such that
[+ i:[1,L] and p® contains a bound index j with bound L, or R® contains
two free indices i, jsuch that '+ : [1,L]and '+ j: [1,L].

The algorithm chooses a fresh variable y = px for each variable x that
occurs in R with index i, and replaces all occurrences of variables x that
have index i with px_(the indices remain the same).

The obtained clause can then be typed in an environment I equal to I" except
that I + i : [1, L’] for some fresh bound L’ and that I + y : [1,L] X --- X
(LLL)ify =px,TFx :[1,L]X---%X[1,L;], and for each k = 1,..., A,
L, =Liif L # Land L; = L' if L; = L. The indices i and j then have different
types in the obtained clause.

2. Suppose R® = H A HY = att(p®), where p© contains a clause term list(i <
L, p¥) as well as a clause term list(j < L, p$) or a free index j such that
[k j:[1,L], HS contains all hypotheses of R in which the bound L appears
or a free index of type [1, L] appears, and HS contains the other hypotheses of
RC.

The algorithm chooses a fresh bound L’ and replaces R® with
HS NHC A HY = att(p’©)

where:
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e p is a substitution that replaces each variable x_of H¥ and p{ such that
I'rx :[1,L1] x---x[1,L,] and L; = L for some k € {1,...,h} with
a fresh variable y (the indices remain the same); the obtained clause
will be typed in an environment I"” obtained from I' by adding I'" + y
(1,L]x---x[1,L;] where, foreachk =1,...,h, L, = Ly if L; # L and
L,=LifL =L

e H/ is obtained from pH¥ by replacing the bound L with L’;

e p'“ is obtained from p© by replacing list(i < L, p¥) with list(i < L', p©),
where p/© is p¢ in which all occurrences of variables x_that have index
i have been replaced with px .

3. Suppose R® = H® AHY = att(p®) where p contains at least two occurrences
of a variable x , Hf contains all hypotheses of R® in which x appears, and
H2G contains the other hypotheses of RC.

The algorithm chooses a fresh variable y and replaces R® with
HY AHC AHS = att(p'©)

where H{G is obtained from Hf by replacing each occurrence of x with y_
(the indices remain the same), and p’® is obtained from p® by replacing one
occurrence of x withy .

Step 1 is applied first, until it cannot be applied. Then step 2 is applied, until there
are no list constructors that match the condition. Step 2 may already rename some
variables that occur more than once in the conclusion of the clause. Then, when
a fixpoint is reached with step 2, we start applying step 3, until no variable occurs
more than once in the conclusion. Step 1 ensures that free indices have pairwise
distinct types and that free indices of the hypothesis have types distinct from those
of bound indices in the conclusion. Step 2 ensures that the bound indices in the
conclusion have pairwise distinct bounds and bounds distinct from the bounds of
free indices in the conclusion. Step 3 ensures that the conclusion is linear.

This algorithm is similar to the algorithm that transforms any Horn clauses into
Horn clauses of the class H [28]. Both algorithms ensure the linearity of the con-
clusion in the same way (step 3). Step 2 uses an idea similar to step 3 to guarantee
that the types of the indices are distinct.

We illustrate this algorithm our running example in Section 5.4.2. The next theorem
shows its correctness.

Theorem 12. Let RC be a set of clauses that satisfies Hypothesis 1. The approx-
imation algorithm terminates on RC and the final set of clauses R'C satisfies the
hypothesis of Theorem 6. Moreover, for any fact F, if F is derivable from R°”, then
F is also derivable from R'¢7.
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Proof. First, if a generalized Horn clause R is well typed in T, then there exists I
such that the clause R’ obtained by the approximation algorithm is well typed in
I"". Let us construct such a I".

e If RS is transformed by step 1, then I" is equal to I' except that the type of
i is replaced with i : [1,L’], and for each variable x that occurs in RS with
index i such thatI' + x : [I,L;] X --- X [I,L,Jandy = px,weaddy :
[1,L{]x---x[1,L,]toI", where foreach k = 1,...,h, L, = L; if L; # L and
L, =Lif L, = L.

We show that I” + R’® by induction on the derivation of I' + RC. In particular,
we show that, if p’® is obtained from p® by replacing occurrences of variables
x_ that have index i with px , I'; + pC, and I'} is constructed from I'y as I
from I above, then I, - p’®. The only interesting case is the one of variables
with index i: I'y + x;,__,;, has been obtained by type rule (Var) soI'y + x :
[L,Li]x---x[1,L,), Ty i [1, L] forallk € {1,...,h},i;=i,and L, = L
for some [ € {1,...,h}. We have L, # L for all k # [ by Hypothesis 1. Hence,
ey o [1L,LY)X---x[1,L;] where foreachk = 1,...,h, L = Ly if L # L

.....

type rule (Var).

e If RY is transformed by step 2, then I” = ', T, where I'”” is defined as follows.
For each variable x_€ fy(HY) U fu(p¥) such that T+ x_: [1,Ly]X--- X [1, L]
with L = L for some k € {1,...,h}andpx =y ,weaddy :[l,Lj]x---X
[1,L;] to I'”, where for each k = 1,...,h, L; = Ly if Ly # Land L = Lif
Lk =L

Again, we show that I” + R’® by induction on the derivation of I' + RC.

e If RS is transformed by step 3, thenI” =T,y : [1,L;] X --- X [1, L,], where
I'ex [LLi]x---Xx[1,L].

Again, we show that I” + R’® by induction on the derivation of " + RC.

Let us show that the algorithm terminates. With step 1, we strictly decrease the
number of pairs of indices (i, j) such that i is free in the hypothesis, I' + i : [1, L],
and j is bound in the conclusion with bound N, or i and j are both free in R® with
I'ri:[1I,L]and T + j: [1,L], sostep 1 terminates. Next, with step 2, we strictly
decrease the number of pairs of indices (i, j) such that the conclusion of the clause
contains both a clause term /list(i < L, p?) and a clause term list(j < L, pZG) ora
free index j such that I' + j : [1, L] with bound L, so step 2 terminates. Finally,
with step 3, we strictly decrease the number of occurrences of variables that occur
more than once in the conclusion, so step 3 terminates. Moreover, since steps 2
and 3 do not create new indices of an already existing type, they do not create

new opportunities of applying step 1. Since step 3 does not modify the indices of
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the variables, it does not create any list constructor that satisfies the condition for
applying step 2. Hence, when step 3 terminates, the algorithm terminates.

The final set of clauses R’C satisfies the hypothesis of Theorem 6: for each clause
R'G € R, R is well typed in some I” by the first point shown above, the free
indices of R'® have pairwise distinct types in I'" (otherwise, we could apply step 1),
the conclusion of each clause R’C is linear (otherwise, we could apply step 3) and the
bound indices in the conclusion have pairwise distinct bounds, and bounds different
from the bounds of free indices in the judgment I + R’® (otherwise, we could apply
step 1 or step 2).

Finally, let us show that, if a fact F is derivable from R®”, then F is also derivable
from R’¢”. We show that, for each transformation step of R® into R, if a fact F is
derivable from Fi,..., F; using R = H® = CY, that is, there exist T and o such
that cH®T C {Fy,...,F)} (set inclusion) and 0C¢T = F, then F is also derivable
from Fy,..., F;using R'C.

e If R is transformed into R’C by step 1, we let 7" = T[L’ — LT] and o” be the
extension of o with o”’y;, 3, = ox;, 5 forall7,...,7, whenpx =y .

..........

Then o’R’°" = oR°”, so F is also derivable from F, ..., F, using R’C.

o If R° = HY A HY = att(p©) is transformed into R® = H® A H° A HY =

att(p’®) by step 2, we let T’ = T[L' — L'] and o” be the extension of o with
o'yi,..;, = ox;,_; foralli,...,7, whenpx =y . Then o”R°" = oRT up to
copies of hypotheses, since o’ H°" = ¢HST and ¢’ p’°"" = op“T. Therefore,

F is also derivable from Fi, ..., F; using R’C.

e If RC is transformed into R’C by step 3, we let " = T and ¢ be the extension

of o with o’y;, . = ox;, - foralli,...,7,. Then c’R'’T = oR°T up to
1oy 11 eeolfy h

copies of hypotheses, so F is also derivable from F1, ..., F; using R’°. O

5.4.2 Running Example

We apply the approximation algorithm to our running example.

For instance, let us transform the clause (4.7):
att((C, senc(y, pw))) A att(senc((list(j < L, z;),2'), rily]))
= att((a;, senc((silyl, i((list(j < L, z)), ), f((list(j < L, zj),2)))))

First, as there are two list constructors with the same bound L in the conclusion, we
apply step 2 of the algorithm: we rename the bound and variables of one of the two
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occurrences of list(j < L, z;) in the conclusion, so we obtain:

att((C, senc(y, pw))) A
att(senc((list(j < L, z;),2), r:[y])) A att(senc((list(j < L', x;),2'), ri[y]))
= att((a;, senc((s;[y], i((list(j < L, z)), 7)), f((ist(j < L', x7),2)))))

Next, as variable 7 appears twice in the conclusion, we apply step 3 and obtain:

att((C, senc(y, pw))) A

att(senc((list(j < L,z;),2), ri[yD) A att(senc((list(j < L', x;),2"), r;[y])) A

att(senc((list(j < L, z;), x"), r;[y])) A att(senc((list(j < L, x;), x), r;[y]))

= att((a;, senc((si[yl, h((list(j < L, z;),2))), f(Uist(j < L, x;), x')))))
Finally, this clause satisfies the hypothesis of Theorem 6. All clauses R listed in
Section 4.2.1, which represent our running example, are transformed in a similar

way, yielding clauses R’C. The clause (4.5) is transformed by giving distinct names
to the three occurrences of y in the conclusion by step 3, yielding the clause:

(5.3)

att((C, senc(y, pw))) A att((C, senc(x, pw))) A att((C, senc(z, pw)))
= att((a;, senc(penc((ri[yl, si[x]), z), pw)))

The clause (4.6) is transformed by applying step 2 twice so that the two lists and the
free index i of the conclusion have different bounds:

\ att(aj, senc(penc((v;, w;), pk(d)), pw))) A
J<L
/\ att((a), senc(penc((x;, y,), pk(d)), pw)) A
j<r
J\ att((aj, senc(penc((zj, 1)), pk(d)), pw))
j<L”
= att(senc((list(j < L",t)), s'[list(j < L', (x;, ), vi))
As we want to prove the secrecy of the session key K, we need to transform also the

clause (4.9), by applying step 2 so that the two lists of the conclusion have different
bounds:

/\ att((a;, senc(penc((vj, w;), pk(d)), pw))) A

J<L

att((a;, senc((w;, h((list(j < L,w), s'[list(j < L, v;, w;)))]))),
F(list(j < L,w;), s'[list(j < L, (v;, w;))])))) A

/\ att((a;, senc(penc((x;,y;), pk(d)), pw))) A

<

att((a;, senc((y;, h((list(j < L', y)), s'[list(j < L', (x;, y;))D)),
flist(j < L',y)), s'[list(j < L', (xj,y,))D))))

= att(senc(s¢, f((list(j < L,w)), s'[list(j < L', (x;,y)])))
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The other clauses are left unchanged since they already satisfy the hypothesis of
Theorem 6.

We can now translate these clauses into Horn clauses with lists of length one, ob-
taining the set R’6’. For example, clause (5.3) can be translated into:

att((C, senc(y, pw))) A

att(senc(({z1),2'), r1yD) A att(senc(({x1), '), ri[yD) A

att(senc(((z1)), x'), rilyD) A att(senc(({x1), x'), r1[y1)
= att((ar, senc((s1[y], h(({z1),2))), f(({x1), X))

The other clauses are translated in a similar way. We have then shown that att(s/))
and att(s{) are not derivable from R'6! using the automatic verifier ProVerif with
the input file given at the page http://prosecco.gforge.inria. fr/personal/
mpaiola/publications/files/Thesis/AsokanGinzboorg. By Theorem 6,
we conclude that att(s},) (resp. att(s/)) is not derivable from R'ST | so by Theo-
rem 12, att(s))) (resp. att(sZ)) is not derivable from RET . Therefore, the Asokan-
Ginzboorg protocol preserves the secrecy of s, (resp. s/), that is, it preserves the
secrecy of the key K that a@; has (resp. that the chair C has).
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The result presented in Part 1, is limited to secrecy and to a restricted class of proto-
cols. In fact with that result we can only handle protocols that treat all elements of
lists uniformly. When the reduction we propose does not apply, we need a different
approach. In this second part of the thesis, we provide a practical algorithm that
can prove both secrecy and authentication properties of protocols that manipulate
different list elements in different ways. To reach this goal, we extend the automatic
verifier ProVerif to handle protocols with lists of unbounded lengths. In this chapter,
we first introduce a new running example, a version of the SOAP extension to XML
signatures and then motivate this work. We illustrate the need of a further extension
of generalized Horn clauses, give the new syntax and semantics and define a type
system for these clauses. Finally we define the correspondence between this new
version of generalized Horn clauses and Horn Causes.
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6.1 Motivation

6.1.1 Running Example

As arunning example, we consider a simple protocol based on the SOAP extension
to XML signatures [18]. SOAP envelopes are XML documents with a mandatory
Body together with an optional Header. The Body may contain a request, response
or a fault message. The Header contains information about the message: in partic-
ular, the SOAP header can carry a digital signature, as follows:

<Envelope>
<Header>
<Signature>
<SignedInfo>
<Reference URI="#theBody">
<DigestValue> hash of the body </DigestValue>
</Reference>
<Reference URI="#x1">
<DigestValue> hash of the content of x;
</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>
signature of SignedInfo with key sk¢
</SignatureValue>
</Signature>
</Header>
<Body ld="#theBody"> request </Body>
</Envelope>

The Signature header contains two components. The first component is a SignedInfo ele-
ment: it contains a list of references to the elements of the message that are signed. Each
reference is designated by its identifier and carries a DigestValue, a hash of the corre-
sponding content. This hash may be computed with the hash function SHA-1. The second
component of the Signature header is the signature of the SignedInfo element with a secret
key skc.

We consider a simple protocol in which a client C sends such a document to a server S.
The server processes the document and checks the signature before authorizing the request
given in the Body: if the Signedinfo contains a Reference to an element with tag Body,
then he will authorize the request. This protocol should guarantee that the server authorizes
only requests signed by legitimate clients.
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However, as shown in [36], this protocol is subject to a wrapping attack: an attacker can
intercept an envelope and create a new document wrapping the Body in the Header and
adding a new body with a different id and a new request. The server will verify the signature
and authorize the fake request of the attacker. This is possible because the server does not
check that the signed Body is the one he authorizes.

6.1.2 Need for a New Version of Generalized Horn Clauses

In order to model this protocol, we suppose that the XML parser parses the SOAP envelope
as a pair. The first component is a list of triplets (tag, id, corresponding content) and the
second component is the content of the body (that is, the request). The list in the first
component is useful to retrieve the content of an element from its id by looking up the
list. The content of the Signature header is modeled as a pair (Signedinfo, SignatureValue).
SignedInfo is a list of pairs containing an id and the hash of the corresponding content.
SignatureValue is the signature of SignedInfo with a secret key skc.

A given XML document can then be represented using lists of fixed length (and other stan-
dard functions). As in the previous part of the thesis, we denote by (py,..., py) a list of
fixed length /; such lists are modeled as a family of constructors, one for each length.

However, the receiver of a SOAP envelope accepts messages containing any number of
headers. Moreover, the SignedInfo element may contain references to any number of ele-
ments of the document. Hence, we use the construct list(i < L, p;) introduced in Section

4.2: (list(i < L,(tag;,id;, cont;)), r), where tag;, id;, and cont; are variables representing
tags, identifiers, and contents respectively and r is the variable for the request.

The server has to check the signature, before authorizing the request r. He has to verify
that the list contains a tag fag; equal to Signature and that cont; contains a correct signa-
ture. These checks can be represented by equations: fag; = Signature, cont; = (sinfo,
sign(sinfo, skc)), sinfo = list(k < L', (idg), shal(contg)))), where the function ¢ is a map-
ping from the index k of each element in the sinfo list to its index ¢(k) in the list that rep-
resents the whole message. Additionally, one of the signed elements must have tag Body,
that is, ¢(m) = d, tag; = Body. In the list list(i < L, (tag;, id;, cont;)) all elements tag;, id;,
and cont; need to have the same form, therefore we cannot replace directly the variables
with the values given by the equations. So, we keep the equations in the clause for future
use. Since the equations give different forms to different elements of a list, they allow us to
handle protocols that treat elements of list non-uniformly.

After modeling the clauses, we need to perform resolution. Let [1,L] = {1,...,L} and
suppose that we resolve Ry = /g1 att(shal(conty;))) = event(e(r)) with the clause
R = att(x) = att(shal(x)), that is, we use R; to derive one hypothesis of R, say the one
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of index i = ki € [1,L]. So we unify att(shal(x)) with att(shal(contgx,))), yielding the
equality x = contg,). The obtained clause would then be:

att(xy) A /\ att(shal(conty;))) A {x1 = contgy,)} = event(e(r))
ie[1,LIN{k1}

The variable x is renamed into x; to distinguish it from the variable x in R;. The obtained
clause can then again be resolved with R for some i = k, € [1, L] \ {k1}, yielding

att(xy) A att(xy) A /\ att(shal(conty))) A
ie[1,LIN{k1 k)

{x1 = conty,), X2 = contyi,)} = event(e(r))

which can again be resolved with Ry, and so on. Since L is not bounded, such resolution
steps yield an infinite loop. To avoid this loop, we define a resolution step that simultane-
ously resolves R with several instances of R’ for i in any non-empty subset / C [1,L]. We
name such a step hyperresolution by analogy with the hyperresolution rule that allows one
to resolve one clause with several clauses [27]. To perform hyperresolution, we first trans-
form R, into a clause R} corresponding to the combination of several instances of Ry, one
for each i € I. This step is named immersion and yields R} = A att(x;) = att(shal(x;)).
We can then perform hyperresolution with R, and obtain:

/\ att(x;) A /\ att(shal(conty;y)) A { /\ Xj = conty;)} = event(e(r)).

iel ie[1,LINI iel

When I = [1, L], the second hypothesis is removed and the substitution of conty; for x; is
performed for all i, so we obtain

A att(conty(;y) = event(e(r)).
i€[1,L]

When I # [1, L], to have a more symmetric notation and to simplify the language of sets
used in conjunctions, we introduce a symbol I’ for [1, L] \ I, and keep the constraint that
IwI' =[1,L): I and I’ are disjoint and their union is [1, L]. The clause is then denoted by

Iwl =[1,L], /\ att(conty;)) A /\ att(shal(conty;))) = event(e(r))

iel iel’

where I and I’ represent non-empty subsets of [1, L].

6.2 Syntax

This section formally defines the syntax and semantics of the extension of generalized Horn
clauses, which were motivated informally previously.

86



6.2 Syntax

A1y .5 tn)
pG’p/G —
Xig,eoth
feS, ... p%)

Ly,..Lpy .G G
a, Y Py

list(i < M, p©)

Jx[1,L]
C = N\ay,.ines

FO = Cpred(p?, .. .,plG)

E:=CpY=pC
E' :=Cu=V(

Eu={E,....E. E], ..

IT:=hw---wl,=J
Cts :={Iy,...,1,}

index term
index variable
function application

clause terms
variable (h > 0)
function application
indexed names
list constructor

set computation
set symbol
singleton
product

conjunction

fact

equation over terms
equation over indices
set of equations
constraint over sets

set of constraints

RO = Cts, F? A--ANFONE= pred(plG, .. .,plG) generalized Horn clause

Figure 6.1: Syntax of generalized Horn clauses

The syntax of these new clauses is defined in Figure 6.1. The syntax of clause terms p®
is adapted with the introduction of the new indices ¢. The variables may have indices
Xi,,...,- We consider tuples (py, ..., plG) and lists of fixed length (pIG, e p[G> as particular
constructors. We suppose that the implementation of the protocol uses distinct encodings
for tuples and for lists, so that they cannot be confused with each other. The clause term
afl"jjj;;fh[p?, ..., pY] represents a fresh name a indexed by ¢; in [1,L;], ..., ¢, in [1, Ly].
Differently from Section 4.2, we consider names without indices a as indexed names with
h = 0. Finally, as in the syntax introduced in Part 1, we find the constructor list(i < L, p®)

to represent lists of length L, where L is an unknown bound.

Facts depending on indices become A, i\es pred(pf, . pf). The set J can be a product
of a set symbol I or a singleton {()} and of different sets [1, L], depending on different
bounds L. The symbol [1, L] represents the set {1,...,L}. The symbol [1, L] allows us to
keep the information that an index ranges over the full set of indices of bound L, while other
set symbols [ represent an unknown, non-empty set of indices. We write [1, L] instead of

{O} x [1, L]. The conjunction C = A, . iyes With J = {(} and & = 0 is omitted: the fact

,,,,,
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Cpred(p$,...,pY) is then simply pred(p§, ..., p¥).

In the generalized Horn clause Cts, FIG A--- A FnG ANE > pred(plc, ... ,pIG), there are two
new members: a set of constraints Cts and a set of equations & The first one is a set
of constraints on sets used in conjunctions: the constraint /; W ... W [, = J means that
Iy, ..., I are pairwise disjoint and their union is J. The second one is a set of equations
that represent the substitutions that cannot be done because the equations hold for some but
not all values of the indices. These equations can be equations over clause terms £ and
equations over indices E’. The clause Cts, F? A AFSANE = pred(p?, .. ,pf) means
that, if the constraints in Cts are satisfied, and the facts F 1G, .o F ,? and the equations in &
hold, then the fact pred(p(f, R plG) also holds. The conclusion of a clause does not contain
a conjunction C: we can simply leave the indices of pred(pf, . pf) free to mean that
pred(p?, cees plG) can be concluded for any value of these indices.

The clauses are required to satisfy the following invariants:

I. Inaconjunction A, )es» the indices iy, ..., i, are pairwise distinct.

.....

2. Each set symbol / occurs at most once in each constraint in Cts.
3. Each set symbol [ occurs in at most one left-hand side of a constraint in Cts.

4. If a set symbol I occurs in a conjunction or in the right-hand side of a constraint in
Cts, then it occurs in exactly one left-hand side of a constraint in Cfs.

We use HC for hypothesis and C¢ for conclusions. When Cts or & are empty, we omit them
in the clause.

6.3 Representation of the Protocol

The representation of the abilities of the attacker includes the clauses given in Section 3.3.1.
For our running example, att(pk(skc)), att(Signature), att(Body) represent that the attacker
initially knows the public key pk(skc¢) and the constants Signature and Body, and the
clauses

att(b[x])

att(x) A att(y) = att(sign(x,y))
att(x) = att(pk(x))

att(x) = att(shal(x))

att(x) A att(y) = att((x, y))

att((x, y)) = att(x)
att((x, y)) = att(y)
att(x) = att({x))
att({x)) = att(x)
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represent that the attacker can create fresh names, sign messages, create its own public
keys, apply hash functions, compose and decompose pairs and lists of length one. We have
similar clauses for triples and lists of length two. (These arities are the only ones used in
our example.)

Additionally, as in the the other part of the thesis, we have clauses for list:

A att(x;) = att(list(j < M, x;)) 6.1)
i€[1,M]
att(list(j < M, x;)) = att(x;) (6.2)

Let us now give clauses that represent the protocol itself. To model the authentication,
we use two events b and e. The event b(r) means that the client sends the request r; the
event e(r) means that the server authorizes the request . Our goal is to prove that, if e(r)
is executed, then b(r) has been executed. We suppose that the only element signed by the
client is the Body. Hence the document can be represented as follows: ({(Signature, ids,
({(idb, shal(Req))), sign(({(idb, shal(Req))), skc)))), (Body, idb, Req)), Req), where ids is
the identifier of the Signature and idb the one of the Body. The client executes the event
b(Req), then sends the SOAP envelope on the network and the attacker intercepts it, so we
have the clause:

m-event(b(Req)) = att(({(Signature, ids, ({(idb, shal(Req))),

6.3
sign(({(idb, shal(Req))), skc)))), (Body, idb, Req)), Req)). (63

The server expects a document (list(i < L, (tag;, id;, cont;)), r); he checks the signature, and
if the check succeeds, he executes the event e(r):

att((list(i < L, (tag;, id;, cont;)), r)) A

{tag; = Signature, cont; = (sinfo, sign(sinfo, skc)),

sinfo = list(k < L', (id gk, shal(contyyy))), (6.4)
¢(m) = d, tag; = Body} =

event(e(r))

This clause uses the equations explained in Section 6.1.2.
As already mentioned in Section 6.1.1, this protocol has a wrapping attack. The corrected
version of this protocol additionally requires that the signed body is the one that the server

authorizes. This additional check can be modeled by adding the equation cont; = r in the
clause (6.4).
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6.4 Type System

In this section, we define a simple type system for the new version of generalized Horn
clauses.

Definition 9. An index i is bound if:

e it appears as an index of a conjunction defining a fact, so, for instance, in the fact
N, ih)ejpred(plc, - ,plG), i1,...,1i are bound in pred(p?, .. ,pf).

.....

e it appears as an index for a list constructor, that is, in the clause term list(i < L, p©),

i is bound in pO.

We identity facts, equations, and clauses up to renaming of bound indices. For simplicity,
we suppose that the bound indices of clauses have been renamed so that they have pairwise
distinct names, and names distinct from the names of free indices. The set of free indices
of a fact FO, of a clause R®, or of an hypothesis H® is denoted by fi(F%), fi(R®), fi(H®)
respectively.

In the type system, the type environment I" is a list of type declarations:

i : [1, L] means that i is of type [1, L], that is, intuitively, the value of index i can vary
between 1 and the value of the bound L;

¢:[1,L1]x---x[1,L,] — [1, L] means that the function ¢ expects as input & indices
of types [1,L;], for j = 1,...,h and computes an index of type [1, L];

x_ :[1,L1] x -+ x[1,L,] means that the variable x expects indices of types [1, L1],
oo [ Lals

I:[1,L1]x---x[1,L,] means that the elements of set / are tuples of / indices, each
of type [1,L;] for j=1,...,hA.

The type rules are given in Figure 6.2. The type system defines the judgments:

e '+ ¢ :[1,L], which means that ¢ has type [1, L] in the type environment I', by rules
(EnvIndex) and (Index);

o '+ J:[1,L1]x---x[1,Ly], which means that the elements of set J are tuples of
h indices, each of type [1,L;] for j = 1,...,h in the type environment I, by rules
(EmptySet), (EnvSet), and (Set);
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i [1,L] el
l[,i(EnVIndex)
I'ri:[1,L]
¢:[1,L1]x---x[1,L] > [1,L] €T Fro [1L,L]. .. TRy [1, L]
(Index)
'k ¢@,...,u): [1,L]
I:[1,L{]x---x[1,L]eT
'k : () (EmptySet EnvSet
(0} : O (EmptySet) LT L Esen
e J:[1,Li]x---x[1, L]
(Set)
e Jx[1,L]:[1,L{]x---x[1,Ly] x[1,L]
x (1,11 x---x[1,Ly] €T Fro o [1L,L]. .. TRy [1, L]
= (Var)
't X,
Trpl...T+p¢ Ci-M.L1F pC
L P (Fun) ! ,[ ‘ 1Fp (List)
T+ fpS,....p0) [ list(i < L, p%)
Fpl . TepS  Try:[L,L...Try:[1,L]
L h LG . : (Name)
Iﬂ|_aL|, .... Z/, [pl""vph]
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' J:[1,Li]x---x[1,L] I,i: [I,Ll],...,ih:[l,Lh]kplG
G G (Fact)
Ut Ady,.inespred(py,....p;7)
Ciyv: [L L. [0, Lad + p©
. fo P 'G
UCrJ [, L] X X1, Ly 1",116- [l,l;é],---,lh C[L Lyl r p (TermEq)
rl—/\(i| ..... ih)EJp il)
Lo [L,Li],...,0p: [1, Lyl F e [1,L]
' J:[1,L{]x---x[1,Lz] 1",11:[1,.L1],,...,zh:[1,Lh]|—L 21, L] (IndEq)
UF Agipes t =t
eI [1, L] X+ X [1, Lg]
Ll [1, L] x---x[1, L] e J:[1,Li]x--x[1,L] (SetConstr)

rrhiw---wl=J

VIeCts,T+1T Van,FI—FJG VismTrE; Vj<m'TrE] I'+FC
Tk Cis,F$A---NF{ AEL,....En,E},... E, } = FC

m

(Clause)

Figure 6.2: Type system for generalized Horn clauses
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e I'rpo. T+FC,T+ETTrE, T+ I,TFRC which mean that p°, F¢, E, E’, I, RC,
respectively, are well-typed in the type environment I'.

Most type rules are straightforward. For instance, the rule (Var) means that x;,_;, is well-
typed when the types expected by x for its indices match the types of iy, ..., ;. In the rule
(Name), the type of the indices ¢1, ..., of aﬁ{jjj;’l
We suppose that all clauses are well-typed, and we consider that each clause R® comes with
its type environment I" such that I" + RC. It is easy to verify that the clauses of Section 6.3 are
well-typed. Clause (6.1) is well-typed in the environment x : [1, L], (6.2) in the environ-
ment x_: [1,L],i: [1,L], and Clause (6.4) in the following environment tag : [1,L],id_:
[1,L],cont_: [1,L],sinfo :[],r_:[Lj:I[l,L],¢:[1,L'] — [1,L],m:[1,L'],d :[1,L].
The notation x_: [ ] means that the variable x has no index.

6.5 From Generalized Horn Clauses to Horn Clauses

A generalized Horn clause represents several Horn clauses: for each value of the bounds L,
set symbols I, functions ¢, and free indices i that occur in a generalized Horn clause R®, R®
corresponds to a certain Horn clause. This section formally defines this correspondence.

Definition 10. Given a well-typed generalized Horn clause T v RC, an environment T for
' + RY is a function that associates:

e to each bound L that appears in RC or T an integer LT ;
e to each index i such that i : [1,L] €T, an index i’ €{1,...,LT};

e fo each index function ¢ such that ¢ : [1,L1] X --- X [1,Ly] — [1,L] € I, a function
¢ AL LTy x--ox {1, LTy > {1, LT,

o to each set symbol I such that T : [1,L{]1 % --- X [1,Ly] € T, a set I" such that
OcI”c{l,....LTyx---x{1,....L};

We define similarly environments for I + pG, '+ FS,T+ETFHE T+1.

Given an environment 7" and values vq,...,v,, we write T[i; — vi,...,i, — v,] for the
environment that associates to indices iy, ..., i, the values vy, ..., vy respectively and that
maps all other values like 7.
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Given an environment 7 for I' + RC, the generalized Horn clause RC is translated into

the standard Horn clause R defined as follows. We denote respectively p®7, ET, ... the
translation of pG, E, ... using the environment 7.
The translation of an index term ¢ such that ' + ¢ : [1,L] is an integer « € {1,...,LT}

defined as follows:

T ir ife=1i
L =
¢T(L1T,...,L£) ift =¢(y,...,tp)

The translation of a clause term p© is defined as follows:

T
(xl.] ,,,,, Lh) = xLT LZ;

F@5, . oD = ST, 8T

T T
Li,.Lnp G GiT _ L'wly o GT GT
(el V2 ol =a; s e

1

GyT = (pOTli=1 GT[n—>LT]>

listi<L,p ., p

The translation of list(i < L, p©) is a list of length L.

The translation of a set computation J is a set of tuples defined by:

I ifJ=1
J" =110} if J = {0}
JTx{1,...,LTy ifJ=J x][l1,L]

In this definition, the cross product X decomposes tuples before building the whole tuple,
sothat J'T x {1,..., LT} ={(v1,...,vp, W) | (1, ..covp) € T v e {1, .. LT

Given a conjunction C = A, .
ments 7€ = {T[ij = vi,...,in = vl | (v1,...,vp) € JT}: these environments map the
indices iy, ...,i, of the conjunction to all their possible values in J7 and map all other
values like 7'.

ines and an environment 7', we define the set of environ-

The translation of a fact F = C pred(p?, s pf) is
Cpred(pf,....pP) = Fin---AFy

wggre {Fi,....Fe} = {pred(p§",....pT) | T € T} and (F¢ A+ - AFST = FST Ao A
FOT,

The translation of a set of equations & is the set &' obtained by translating the equations
E, E’ as follows:
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T true ifforall 7’ € 7€, [T = /T
o Ce=t) =

false otherwise.
° (CpG - p/G)T — {pGT’ — p/GT' I T € TC}.

o IfVE' €&, E'T = true, then ET = UEes ET: otherwise, ET is undefined.

The equations over indices can be evaluated to frue or false knowing the environment 7.
The equations over generalized clause terms are translated into equations over clause terms.
A set of equations & is translated into a set of equations over clause terms if all equations
over indices are true. Otherwise, the translation of & is undefined.

Given a set of constraints Cts and an environment 7', we say that T satisfies Cts when, for
all equations I} W-- - W I, = J in Cts, we have that I]T W InT1 = JT that is, IIT, e, IZ are
pairwise disjoint and their union is J7 .

Given a set of equations {p; = p},..., p, = p,} over standard clause terms, we define as
usual its most general unifier Mmcu ({p1 = p,..., ps = py}) as the most general substitution
o such that op; = op] foralli € {1,...,n}, dom(c) U fu(im(c)) C fv(p1, pls-- s Pn> P
and dom(o) N fv(im(o)) = 0, where fi(p) designates the (free) variables of p, dom(o) is the
domain of o: dom(o) = {x | ox # x}, and im(o) is the image of o: im(o) = {ox | ox # x}.
We denote by {x; — pi,...,x, — p,} the substitution that maps x; to p; foralli =1,...,n.

Finally, we define the translation of the generalized Horn clause R® = Cts, HC A & =
pred(pIG, s pf) as follows. If T does not satisfy Cts, &' is undefined, or the unification of
ET fails, then R6T is undefined. Otherwise,

RCT = meu (ENHOT = mcu (8T)pred(p?T, .. ,plGT).

When RY is a set of well-typed generalized Horn clauses (i.e., a set of pairs of a type
environment I' and a clause R such that T + R®), we define R7 = {RCT [T+ R e RO, T
is an environment for I' - RS and R°7 is defined}. In terms of abstract interpretation, the sets
of generalized Horn clauses ordered by inclusion constitute the abstract domain, the sets of
Horn clauses ordered by inclusion the concrete domain, and RC” is the concretization of
RO,

Example 1. Given the clause

RO ={r'wI” =[1,L]}, N\ au@}) A [\ atdist(j < L', x ) A\ i = ¢(0)} = au(aly,)

el iel” iel”

and the type environment I = {I’ : [1,L],1” : [1,L],x_ : [1,L] x [1,L],¢ : [1,L] —
[1,L],k : [1,L]}, if we consider the environment T' = {L — 4,I' = {1,3},I"” — {2},k —
4,6 = {1 > 3,2 > 2,3 > 4.4 — 1}}, the constraint ' w """ = (1,..., LT} is
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not satisfied ({1,3} w {2} # {1,2,3,4}), so RCT" is not defined. For T = {L —» 4,I' —
{(L3LI" > 2,4,k 4,05 {1l > 3,2 2,3 4,4 1}}, RCT" is also undefined,
because when translating the equation, we find that 4 = ¢(4) is false. ForT = {L — 4,I'
{1,3,41,1" > 2Lk > 4,0 > {1 > 3,2 > 2,3 > 4,4  1}}, the translated clause is
defined:

RET = att(a]) A att(a3) A att(a}) A att({x2,1, X2, X2.3, X2.4)) = att(a?)
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In this chapter, we adapt the notions of subsumption and resolution to generalized Horn

clauses. In Section 7.1, we define adapted notions of substitutions, then define subsumption

and prove its soundness. We then provide an adapted algorithm that computes the substitu-

tions for the subsumption test. In Section 7.2, we give a formal definition of hypterresolution

and then prove its soundness. Finally, in Section 7.3, we provide several additional transfor-

mations in order to simplify clauses and prove their soundness. All these operations will be

used in the next chapter to build a new resolution algorithm for generalized Horn clauses.
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7.1 Subsumption

To adapt the subsumption test to generalized Horn clauses, we first define adapted notions
of substitutions, then define subsumption and prove its soundness.

Definition 11 (Substitutions). We denote by p a substitution that maps:

e bounds to bounds p(L) = L’;
e index variables to index terms: p(i) = (;
o set symbols to set symbols: p(I) = I';

e function symbols ¢ to function symbols: p(¢) = ¢’.

.....

fip®) it .. in).

As usual, substitutions are extended from variables to index terms, clause terms, facts,
equations, constraints, and clauses as homomorphisms: for instance, p(¢(i1,...,t%)) =
(@) (p(1),...,p(w)). However, since the grammar of generalized Horn clauses is richer
than usual, we need to notice two points:

e Substitutions avoid the capture of bound indices: if i ¢ dom(p) and i ¢ fi(im(p)),
plist(i < L, pG)) = list(i < p(L), p(pG)), which can be guaranteed by renaming i if
necessary. We have similar formulas for indices bound by conjunctions as well as for

substitutions o©.

e The substitutions o

.....

...............

ppG where p = {i; > t1,..., 05 B ).

G

Given a substitution ¥, we say that " + 0 when, for each mapping x;, ., = p® € 0%, we

have x :[1,L1]x---X[1,Ly] €T forsomeLs,...,LyandI,i; : [1,L1],...,i5 2 [1,Lp] F pG.

G

Given an environment T for ' + 0%, we define the translation of a substitution o as the

GA\T[i1—V1,...InPV,
X1, vhH(p)[ 7]

forallvi € {1,....L]},...,vp € {l,...,L]}, where T + x_: [1,Li] X --- X [1,L].
We need a notion of subsumption between type environments, which is intuitively pI'; C I'.
However, we cannot use exactly pI'; C I'; because p maps indices to index terms and not to

indices, so we define I'y <, I'> by:
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e foreachi:[1,L] €eI';, wehavel, + pi:[1,pL];

e foreach ¢ : [1,L{]x---X[1,Ly] — [1,L] € T';, wehave pg : [1,pL;]%x---X[1,pL;] —
[1,pL] € T2;

e foreach /:[1,L;]x---x[1,L,] €'y, wehave pl : [1,pL] X --- X [1,pLy] € I'y;
o foreachx :[1,L;]x---x[1,Ly] €I'y,wehave x :[l,pL] X - X[1,pLy] € I'5.

Definition 12 (Subsumption). Given two well-typed generalized Horn clauses, T'y + Rlc and
[, v RS, with Rf = Ctsq, H1G ANE = Cf and Rg = Ctsy, HZG ANE = CY, we say that
I'i+ Rf subsumes I' + Rg, and we write I'1 + R? a7, - RY, if there exist substitutions p
and o© such that O'GpC? = Cg, O'GleG c Hg (multiset inclusion), 0%p&E; C &, (modulo
commutativity of =), pCtsy € Ctsp (modulo associativity and commutativity of W), and
I < I.

This definition is similar to subsumption for standard clauses but uses the richer substitu-
tions introduced above.

Example 2. The clause

RS = (1wl =[1,L]}, /\ att(sign(x;, sk ) AL\ ym = ch) = att(y)

iel mely

typed by the type environment I'y = {I : [1,L],1; : [1,L],x_: [1,L],¢ : [1,L] — [1,L'],
v.[1,L],1: [1, L]}, subsumes the clause
4 ’ . L/ .
RS ={I'w I} = [1, L1}, /\ att(sign((Tst bt ) sk 000 AN 20 = ch'} = att(zyq)-

jer nel|

typed by the environment I'y = {I’ : [1,L1],Ii (L LLw [, L] - [L,L1],e: [1,L] —
(1, L)k [1, Lyl z_: [1, Ly L k< [0, Ly ]}

Withp = {L = L,L’ = L,1 = I',]y = I{,¢ = ¢,1 = y(k)} and renaming the bound
indices i into j and m into n, we obtain:

4 4 ] L, .
RS ={I'w I =[1,L]}, /\ att(sign(xj, SK i, ))) A {/\ Yn = CH'} = attQyy)

jer nel]
and conclude that R? subsumes Rg using the substitution

G

o = {xi o (1))

Ly ) .
i Sy Vi > 7

The following theorem shows the soundness of subsumption for generalized Horn clauses.
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Theorem 13 (Subsumption). Let I'; F RIG and T’y + Rg be two well-typed clauses. If
v Rf il Rg then, for all environments T, for I, + Rg such that RS™ is defined,
there exists an environment Ty for 'y + Rf such that R?Tl is defined and RlG 'a RgTz.

As for standard clauses, our resolution algorithm for generalized Horn clauses will elimi-
nate subsumed clauses. This theorem shows that, if Rg is eliminated in the algorithm for
generalized Horn clauses because it is subsumed by R”, then all corresponding clauses RS
would be eliminated in the algorithm for standard clauses: RgTz is subsumed by some R?T' .
The subsumption test is approximate, because clauses that have the same meaning may
sometimes be written in different forms. For instance, one can compose two functions ¢ and
¥, always writing ¢(¥/(i, j)) instead of a single function ¥ (i, j). These two formulas yield the
same translation into standard Horn clauses, but are considered different by the subsumption
test. However, this approximation does not contradict the soundness of subsumption.

7.1.1 Proof of Theorem 13

We generalize the notion of environment as follows. An environment 7 is a partial function
that associates:

to bounds L, integers LT,

to set symbols /, non-empty sets I7 of tuples of integers;

T.
s

to indices i, integer indices i

to index functions ¢, partial functions ¢ from tuples of integers to integers.

Obviously, an environment for I' + RY is also an environment as defined above. The no-
tations ¢, pGT, FGT .. can be used with any environment 7', but obviously they are not
defined when T does not define the elements required to compute them.

To prove the theorem, we need to state several lemmas. The proofs of these lemmas are
detailed in Appendix A.2.1.

Lemma 14. Given a substitution p and an environment T, let T’ be defined by LT = (pL)T,
i’ = ()T, 7" = (pp)T, and I = (pD)T. Then

° (pL)T =0 for all index terms t;

o (o =JT forall sets J;
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7.1 Subsumption

o (op" = pST’ for all clause terms p®;
o (0FNT = FOT' for all facts FO;

o (0E)T = E” for all equations E;

o (0ENT = E'" for all equations E';

o (&) =& for all sets of equations E;

o T satisfies pI if and only if T’ satisfies I, for all constraints 1.

In all equalities above, the left-hand side is defined if and only if the right-hand side is
defined.

Lemma 15. Given a substitution 0 and an environment T, we have

o (09pHT = T pOT for all clause terms p©;
o (0CFOT = 0CTFCT for all facts FC;
o (09E)T = 09TET for all equations E;

o (098 = aOTET for all sets of equations E.

In all equalities above, the left-hand side is defined if and only if the right-hand side is
defined.

Lemma 16. Let &1 and &, be two sets of equations and o€ a substitution such that 0 &, C
&y (modulo commutativity of =). Then, for all environments T such that MGu (82T ) is defined,
we have that MGuU (SIT) is defined and

MGU (8; )O'GT MGU (81T) = MGU (8;)0'GT.

Proof of Theorem 13. Let R? = Ctsq, H? ANE = Cf and Rg = Ctsy, HZG ANE = Cg
be two clauses, well-typed in the type environments I'; and I"; respectively, such that I'; +
Rlc Il F Rg. There exist p and o such that:

O'GpCf = Cg,

a'GpH? c HZG (multiset inclusion),

oY%p&E; € &, (modulo commutativity of =),

pCtsy € Ctsp (modulo associativity and commutativity of W),
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L] rl Sp rz.

Let T, be an environment for I, + Rg such that RgTz is defined. We have to prove that there
exists an environment 7 forI'; + R? such that R} T is defined and R?Tl | RSTZ. We define

Ti by L™ = (o)™, i" = (pi)"2, ¢™1 = (p¢)"2, and I"" = (pD)"2.

Let us prove that T is an environment for I'y F R?. For all bounds L that occur in R?,
since chpC? = Cg, O'GpHIG - H2G , and 0%p&; C &,, we have that pL occurs in RS, so
(pL)™ is defined since T is an environment for I'; + RS. Hence, L'" is defined. The other
properties needed to show that 7 is an environment for I'y + R? come from I'y <, I'; and
T> is an environment for I, + Rg. For each bound L that occurs in '}, pL occurs in I, so
(pL)"? is defined, hence LT is defined. For eachi : [1,L] € T'y, we have I'; + pi : [1, pL],
so (i)™ € {1,...,(pL)™}, hence i’ € {1,...,L™}. We show similar properties for set
symbols I and for index functions ¢.

Since T3 satisfies Ctsy, it satisfies pCtsy, so by Lemma 14, T satisfies Cts;. By Lemma 16,
since MGU (SZTZ) is defined, Mcu ((0E1)™?) is defined, that is, by Lemma 14, mGu (SIT‘) is
defined. Hence RIGTl is defined.

To show that R?T‘ 3 RgTz, we prove:

O"MGU (81T‘ YH ?Tl C MGU (<‘32T2 )HZG 2 (multiset inclusion)

O"MGU (<81T‘)C1GTl = MGU (8§Z)Cg T2

where o = MGU (8;2)0'GT2. We have

omau (E]HH™ = meu (E12)0 2 mau ((061))(pHE) " by Lemma 14

= MGU (852)0'(”2 (pH?)T2 by Lemma 16

= MGU (8;2)(0'GpH1G)T2 by Lemma 15

C MGU (S;Z)HgT2 since O'GleG c Hg

Similarly,

omau (E]NCET! = mou (E1)0 2 mou ((p81) ) (pCT)H™ by Lemma 14

= mou (E])a 2 (pCF)" by Lemma 16

= MGU (("”)gz)((J'(;/oCIG)T2 by Lemma 15

= MGU (8;2)C5T2 since O'Gpch = CZG

i
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7.1 Subsumption

7.1.2 Subsumption Algorithm

Because of the presence of indices, the algorithm for computing the substitutions p and o®
required in Definition 12 is more complex than for standard clauses. It uses the functions
defined in Figures 7.1 and 7.2. These functions use partly defined values of p and oC.
At the beginning of the subsumption algorithm, p and o® are not defined at all, and they
get progressively defined as the algorithm runs. In these functions, an assignment such as
p(i) <« ¢ means that, if p(i) is not defined yet, we set p(i) to ¢’; if p(i) is defined and equal
to ¢/, we do nothing; if p(i) is defined and different from ¢/, we fail.

The functions of Figure 7.1 work as follows. Comppinn(¢, ¢/, I', I"") updates p such that pt = ¢/
and p satisfies the two following conditions:

e foreachie fi(v),if '+i:[1,L]thenI” + pi: [1,pLl];

e for each ¢ that appears in ¢, if ' - ¢ : [1,L1] X --- X [1,Ly] — [1,L] then T + p¢ :
[1,pL1] X ---x[1,pLy] — [1,pL].

Cowmppser(J, J',T', 1) updates p such that pJ = J’ and for each set / that appears in J, if I -
I:[1, L)% x[1,Ly] thenT” + pl : [1,pL1] X ---X[1,pLy]. CoMPpsUBSIND(t, ', i1, ..., iy,
/,...,0/,T,T”) updates p such that i{i; = pi/,....i — pi} = . Comppsuss(p®, p®,
ST /AT .,L;:,F, ') updates p such that pG{i; — pv s i B pL;l'} = p'C. Ifitis
impossible to extend p to satisfy the desired equality, these functions fail.

In Figure 7.2, SUBS(FG,Fg,F, I'”) updates p and oS such that O’GpF? = Fg. If F? =
Nar..oimes Pred(pS, ..., p¥) and F§ = A, ey pred(pi©, ..., p/©), then the algorithm
calls the function Comppser on J and J’ to update p such that pJ = J’. Then, after renam-
ing the two tuples of indices ii,...,i, and ji,..., j, into fresh symbols ji,..., j, it calls
TerMSUBS on pg{il = Jl,.ein & il p}{G{jl = Jl,...,jn > ju}) foreachk = 1,...,L
TermSuBs(p®, p’¢,T,T”) updates p and o such that cCpp® = p’®. When p© is a vari-

...............
.....

.....

by calling CoMPUTESUBS. ComputeSuBs(pC, i1, ...,int1, ..., I,T7) returns p’® and up-
dates p such that fi(p’®) C {iy,...,ip} and p’li; = pt1,...,in = pu} = p©. CompuTE-
Suss first replaces all index terms p(¢,,) with i, in pG, when p(t,) is defined. (Note that
{o(tm) V> in | m € {1,...,h},p(y,) is defined} is not a substitution since it replaces terms
p(t,) and not variables.) If the obtained result p’C is such that fi(p’®) C {iy,..., i}, then
the required constraint is satisfied and we return p’®. Otherwise, we try to extend p in such
a way that the constraint is satisfied. If p(s,,) is already defined for all m € {1, ..., A}, this
is not possible. (Extending p will not change the value of p’®{i; — pti,...,in — pup).)
So we fail. Otherwise, we choose an index term 7 in p’C such that fi(i) ¢ {iy,...,i,} and
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Componp(e, ¢/, I, T7):

letI'-¢:[1,L]and I + ¢/ : [1, L]

(L) « L’

case ¢, of

LU:p() « U

o, .. .,Lh),w(L’l, .. .,L;l):
for each k = 1,..., h, ComppIND(tg, L/’{, I,17)
pP) — ¥

other cases: fail

Cowmppser(J, J', T, T7):
let Uk J:[1, L)% X [1,Lp]and T + J" : [1, L] X - X [1, L} ]
case J,J' of
LI
foreachk =1,...,h,p(L;) « L,’(
o)y < TI
{0},{0}: return
Jy x [1, Ly, Jy X [1, L ]:
p(Ly) < L,
ComprpseT(J1, Ji, I,I7)
other cases: fail

CoMPpSUBSIND(t, U/, i1, . .., i, L’l’, e, L;l’, I,I7):
case (,¢ of
Ik, COMPpIND(L;(’, 0T
1,1 return
| s ,,...,L,)Z
P ) ¢(L1 k

for each j = 1,...,k, CoMPpSUBSIND(¢;, L;,il, S TN 4 I B

h
other cases: fail

COMPpSUBS(pG, PO, i, 0y L;l’, I,I7):
case p@, p’C of
Xigyeilis xt’l

------

/.T.I)

for each j = 1,...,k, ComPpSUBSIND(¢}, L;,il,...,ih,ti’,...,Lh

VN O N (A A
for each j=1,...,k, COMPpSUBS(p?, p;.G, it ), 0 DY)

Ly,...L, Ly,...L .
atll,...,tnn[p]G""’ka]’alfll n[pllG’.“’plch].

..... A

foreach j=1,...,n, COMPpSUBSIND(Lj,L;., oo t)s.0, I,T7)

foreach j=1,...k, COMPpSUBS(p?, p;.G, iseesinsty s 0, 0T
list(i < L, p$), list(j < L, p'©) :

let jbe a fresh symbol; p(j) <« j

Comppsuss(pS{i - J}, p/CLj — T,

il,...,ih,t’l’,...,LZ,F,(F’,]: [1,L])

other cases: fail

Figure 7.1: Functions that compute p
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COMPUTESUBS(pG, Moo osdigllyeeytp, 1T
while true do
'S — pSlpty) - im |me(l,..., h}, pty) is defined}
if fi(p’®) C {iy,...,iy) then
return p’C
if for allm € {1, ..., h}, p(4,y) is defined then
fail
choose
an index term 7 in p’C such that fi(?) € {i1, ..., in)
and m € {1, ..., h} such that p(¢,,) is not defined
CoMPPIND (L, Uiy — (L) |
m’ €{l,...,h},p(ty) is defined}, I',T”)

TERMSUBS(pG, p’G,F, I)
case p@, p’C of

.....

.....

,,,,, i & COMPUTESUBs(p’G, Hyoesipylly sty I,T)
NV N (A A
foreach j=1,... k, TERMSUBS(p?, p;.G,F, I)

Ly,..., L L,..L, G1.
atll,...,t,,n[p?’""ka]’atfll n[P’lG,---,P,'C ]

foreach j=1,...,n,p(L;) < L’I.

’
..... A

foreach j=1,...,n, COMP,OIND(.L s L;.)

foreach j=1,...,k, TERMSUBS(p?, p}G, r,1)
list(i < L, p§), list(j < L', p/0) :

p(L) < L’

let jbe a fresh symbol; p(j) « j

TermSus(p§{i = Ji, pi°{j = 1, (0, 7 [, LD, (T, ] = [1,L])
other cases: fail

Suss(F¢, FS,I,T") {
let F? = Aa... ih)e]pred(p?, .. .,plG).

if F$ = A\(j,..iner PredpC, ..., p/°) then
let U J:[1, L] % x[1,Lp]and " + J" . [1, L] X -+ - X [1,L]]
Comppser(J, J',T,T7)
foreachk=1,...,h,
let ji be a fresh symbol; p(ji) < Ji
foreachk=1,...,1,
TERMSUBS(pg{il = Jl e in P Jn)s
Pl Jiae o jn o i)
@7 L L Tt O LD (O s TG LD, i 1L L D)
else fail

Figure 7.2: Suss algorithm
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m € {1,...,h} such that p(¢,,) is not defined, and try to extend p such that p(¢,,) = Wiy —
o) | m' € {1,...,h}, p(t,y) is defined} by calling Comppinp. If this succeeds, we retry:
the initial replacement of p(t,,,) with i,,, will then additionally replace 7 with i,,. In case the
subsumption algorithm subsequently fails, we backtrack on the choice on 7 and m.

It is easy to define functions similar to Suss for equations. A function updates p and 0°¢
such that c%p(C plG = pg) = (C p’]G = p’ZG) by calling TERMSuUBS to relate plG and pQG,
as well as p§ and p/C. In case the subsumption algorithm subsequently fails and pS is a
variable, we commute the first equation and try to update p and o such that c®p(C pg =
p?) = (C p’lG = p’ZG). (Because of the simplifications made in the unification algorithm,
the clause terms pf and p'lG are always variables.) Another function updates p such that
p(Cu = 1) = (C'(| = 1)) by calling Compom to relate ¢; and ¢}, as well as ¢ and ¢. In
case the subsumption algorithm subsequently fails, we also commute the first equation.

For testing subsumption between clauses R? and Rg, we can then proceed as in the sub-
sumption algorithm for standard clauses. We call Suss(CY, Cg, I',I’) where C IG is the con-
clusion of RIG and Cg; the conclusion of Rg. For each hypothesis F' ]G in RIG, we choose a
hypothesis F$' in RS not used yet (since we prove multiset inclusion), and call Suss(F{', Y,
I,T”). For each equation E| in RY, we choose an equation E» in Rg and relate it to £. For
each constraint /; W--- W [, = Jin R]G, we choose a constraint [{ W --- & [, = J’ in Rg and
relate it to the former constraint by calling Comppset(J, J'); for the p(I;) that are defined, we
check that each p(I}) is equal to a distinct I7,; for the p(I;) that are not defined, we choose
an I}, not mapped yet, and define p(Ix) < I;,. We backtrack on all these choices in case of
subsequent failure of the subsumption algorithm.

7.2 Resolution and Hyperresolution

As introduced in Section 6.1.2, resolution becomes hyperresolution for generalized clauses.
We first give the formal definition of hyperresolution, then explain it.

Definition 13 (Hyperresolution). Let RIG = Ctsy, H? ANE = CIG and Rg = Cts», Fg /\Hg A
& = Cg; be two clauses. We rename R? and Rg so that they do not use common names for
bounds M, variables x, indices i, functions on indices ¢, and set symbols I.

I v J o [1,L1] X--- x[1,Ly]. The immersion ofR? into (i1,...,i) € J is the clause
imm(R?, (i1,...,ip) € J) obtained by replacing:

1. allfreeindicesi ofR]G with ¢'(iy, . .., i), where a new function symbol ¢’ is associated
to each free index i of RY;
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2. all index terms ¢(tq, ..., u) with ¢’ (i1, ..., i, L1, ..., L), where a new function symbol
¢’ is associated to each function symbol ¢ in RS,

.....

.....

I\t 1o JOSIXILL XL

.....

Ay i1 JOEI XL, XX L where a new set symbol I’ is associated to each set
symbol I in RS;

6. all constraints Iy & --- W I, = [1,L]] X --- X [1,L;] in Ctsy with I} & --- W [} =
JX[1, L] x - x[1,L;] and all constraints L W -+ & I, = [ X [1,L{] X - X [1, ;]
in Ctsy with If' & - & I = I' X [1, L] x -+~ x [1, L{].

Let imm(Rf,(il,...,ih) e J) = Ctsy, Hf ANEF = predl(plG’l,...p?’l). If pred, = pred,
(hence l = I'), we define:

G Full pG G G
R; OF% R = Cts; U Ctsy, H] AN Hy A

G . . G G . G G
({ /\ PLI :pl,Z""’ /\ pl,l =pl’2}U8‘]U82)=> C2
(i]...,ih)EJ (i]...,ih)EJ

Let I and I be fresh set symbols. Let imm(RIG,(il, ...,ip) € I'Y = Ctsyp, HIG, ANEY =
predl(p?l, .. .pfl). If pred, = pred, (hence | = I'), we define:

RY oV RS = Cisp U Cisy Ul w1 = ]},
0

(HIC,; A /\ predz(plGl, . ,pfz) A Hg)/\

(i1 5eeesin)EL”

(i1 yeensin)EL’ (i15esin)EL

Second case: F§ = predy(p{,,...,pJ,) and C{ = pred,(p{,,...py ) (ordinary resolu-
tion). If pred, = pred, (hence l = I’), we define RIG ol;%“Rg = Cts1UCtsy, HIG/\HZG/\({pIG’1 =

pY,.... ,pZG1 = ple} UE U&) = CS. RS ol;acrt R is undefined.
? ’ ’ 0

.....

..yip) = CC(iy, ..., i), which represents the combination of a distinct instance of RC
for each (i1,...,i,) € J, as outlined in Section 6.1.2. To represent distinct instances of
RO, the free indices i, variables x, and functions ¢ use (iy,...,i,) as additional indices
or arguments. Sets / should also become functions of the indices (iy, ..., i,); however, to
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simplify the syntax of generalized Horn clauses, we avoid sets that depend on indices: when
G G . . .
/\(]1 JOEIX[1,M 1x-X[1,M]] pred(pl ye e ’pl ) eH . instead of ertlng

.....

pred(p?, N 9y
seeesi)ET (1o JOEI (A1) X [T, M ] X([1,M]]
we write /\(i],...,ih,jl,...,jk)elfx[l,M.]x~--x[1,M,]Pr€d(Plc, ces Py G) where the symbol I’ stands for
the set of tuples {(i1,...,n, j1r---s jk=1) | G1s---5in) € L (J1s-- ., ji—1) € I(i1,...,ip)}. This
leads to point 5 of the definition of immersion, and the corresponding transformation of
constraints in point 6. This transformation introduces a minor approximation, since the
obtained clause does not keep the information on how the set I’ is built.

In order to resolve RG Ctsy, FG/\HG/\82 = CG with RG upon FG Ny in)ed predz(p?l,

.. plz), we perform the resolution on any non-empty subset I’ of J. We distinguish two

cases: either I’ is the full set J, and we produce the full hyperresolution RIG ol;‘gl Rg, or I’
0

is a strict subset of J, and we produce the partial hyperresolution RG oPaFt RG. In the latter

case, using the set I such that I’w1” = J, R can also be written RS = Ctsz ureI’ = Jj,
/\(i] ..... inel’ predZ(p?,za s pfz) A /\(i1 ..... in)el” predZ(pl,z’ o 'pl,2) A HQG A 82 = Cg; We can
then perform resolution upon Fy} = A, _iper Predo(py,, - .. piy) for the full set I. We use
the immersion to compute a clause Rg that corresponds to instances of R]G for all (iy,...,
in) € I, and then perform a fairly standard resolution step: we require that the conclusion
of RG equals the hypothesis F// G of RG and generate the combined clause. (The unification
of the conclusion of RG with the hypothes1s Fy G of RG is delayed until the simplification of
clauses, described in Sectlon 7.3.)

When i = 0and J = {0}, F§ = predz(pﬁz, . pfz) and J is a singleton, so RY o?‘:‘g}” RS does
not exist, and we perform an ordinary resolution step. (Immersion is not necessary.)

Theorem 17 (Resolution). Let I'y + Rf and 'y + Rg be two well-typed clauses, such that
= Ctso, F, G A HG ANE = CG We have I'pyyp + RG F“H RG and Tpgt F RIG O?E‘G“ Rg for
0

some type environments U'ryy and U'py (When these clauses are defined).

Let T; be an environment for T'; + RIG such that R?T" is defined, fori = 1,2. Let Fy €
MGU (8;2)F(?T2 be a fact in the hypothesis of RgTz that comes from the translation of F g .
Suppose that RGTl and RgTz can be resolved upon Fy into the clause R. Then R is equal to
(Rf ofull RG)T or (RG Rg)T up to renaming of variables, for some environment T for

0
G Full pG G Pt G
[ran + R oF“G Ry (resp. Fpan FRY o 0" RY).
0

Example 3. Let us consider the followzng two clauses:

RY = att(x) = att(shal(x)) (7.1)
R2G = /\ att(shal(conty;))) A att(sign(list(i < L, shal(conty;))), sSkc)) = event(e(r))
ie[1,L]
(7.2)
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To compute the partial hyperresolution of (7.2) with (7.1) for a set I, we compute the im-
mersion of (7.1) into i € I: we add to x the index i and we add a conjunction )\ in the
hypothesis (replacing the omitted empty conjunction )\ () ):

/\ att(x) = att(shal (x;)) (7.3)
i€l
Partial hyperresolution yields

RY ofm RS = (1w 1 =1, LI}, /\ att(x) A /\ att(shal(conty)) A
i€l iel’
att(sign(list(i < L, shal(conty;y)), SKc)) A { /\ shal(x;) = shal(conty))} = event(e(r))
i€l

(7.4)

This clause will be further simplified by the transformations given in Section 7.3.

7.2.1 Proof of Theorem 17

To prove the theorem, we need to state a couple of lemmas. The proofs of these lemmas are
detailed in Appendix A.2.2. We use the following standard result.

Lemma 18. Suppose that pf [reee pfl and &1 contain no variable common with plGl, ey pfz
and &;. Let & = {C pﬁl = pﬁz, e C‘pf1 = pfz} U&ELU&E;. Let T be an environment such
that

T

0 = MGU {MGU (SlT)pred(plG’]T', - pfl ar

") = MGu ((‘Jg)pred(pl,2 pf}zT) | T” € TC).
is defined. Then mcu (ET) = omcu (81T)MGU (82T ).

Lemma 19. Given a well-typed generalized Horn clause T'y + R?, a set J, and a type
environment I'y such that T, + J : [1,L1] X --- X [1, Ly], there exists a type environment I'
such that T v imm(RC, (i1, ..., i) € J).

.....

Let us first show that RY og‘gl R§ and RS ogacrt RS are well-typed.
0 0

e First consider the clause R¢ = R? ol;‘gle. Let R? = imm(RIG, (i1,...,0p) € J) = Ctsy,
0

H? ANE; = pred, (P?,l, . ‘plG/’l) and & = {\(, _.ines PIGJ = P?z, e NGirinyed Pfl =
p%IUES U & We have

RE = Cts; U Ctsy, HS NHS NE = CS
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Suppose that I, + J : [1,L1] X --- X [1,Lg]. Let I'; be the type environment defined
in the proof of Lemma 19, such that I'; + RS;. We define the type environment
I'ean = Ty N {ip ¢ [1,Lq),...,0 ¢ [1,Ly]}) U Tp. This type environment is well
defined, since I'; and I'; give the same type to their common element, the set symbol
Iy that occurs in J in case J = Iy X [1, Lgs1] X -+ X [1, Ly].

We have I’y F RY. Indeed, we have for all k = 1,...,, Ty F pk? and I'p, i :
(1, Lil, ... in (L Lal F S, s0 Drans iy [1, L), ..y 2 [1, Lyl + pi$ and T, iy
[LLiL, .. in s [LLp] F pi§ s 50 Tran b Agyines P& = pi§ by (PatEq). Each other
constraint, fact, or equation in R® comes either from RS or from RY, so it is well-
typed in either I'y or I';, and does not contain iy, ..., i, as free indices, so it is also
well-typed in I'gyy.

o Next, consider R% = RY o7 RY. Let R = imm(R(, (i1,...,ip) € I') = Ctsp, H] A
0

ple} U &p UE,. We have

RC = Ctsp U Ctsy U W I = J}, HY, A
/\ predz(pﬁz, .. .pfz) A Hg NE= Cg

(i1 5emsin)EL”

Suppose that I + J 2 [1, L] X --- X [1,Ly]. Let I, = I, I” = [1,L1] X - X [1, Ly],
I” : [1,L1] x--- x[1,Ly]. Let I'y be the type environment defined in the proof of
Lemma 19, such that 'y + Rg. We define the type environment I'pyy = (I'p \ {ij :
[1,L{],...,in . [1,Ly]H) U F’z. This type environment is well defined since 'y and F’2
give the same type to their common element I’, and I'p, + RC as in the previous case.

.....

JT2 such that Fy = mcu (agz)predz(pﬁgz[lle1 ..... lh!—Wh], ) ”’pszz[zn—m ..... lh!—Wh])' Since R?Tl

and RgTz can be resolved upon F into the clause R, Fy unifies with the conclusion of RIGT1 ,
so pred, = pred,. We have two cases:

e Case J2 = {(vi,...,vp)}. Let R® = RY ol;‘g] R$. We show that there exists an

0
RST is equal to R up to renaming.

environment 7 for Ipyy F RC such that
Let R = imm(R{,(ir,...,ip) € J) = Cts),H] A E; = pred,(p{,,...py ) and

E={ NG ...ines P?,l = Pﬁz, oo Nirined Pfl = P,Cfg} U&; U &Ey. We have
RC = Cts; U Ctsy, Hf AHY AE = CS

We define the environment 7 for Iy F RC as the extension of 75 such that

— LT = L™ for all bounds L that occur in I'; + RY;

T _ T _ .
- l1 —vl,...,zh =V,
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- ¢’T(v1, ce, V) = , where ¢’ in RG 1s associated to the free index i in R?,
by Item 1 of the deﬁmtlon of immersion (¢’7 can take any value on arguments
different from v1, ..., vy);

T
- ¢’T(v1,...,vh,v'],...,v,’<) = ¢>T1(v'],...,v,’<) forall (v,...,v)) € {l,...,L""} X

~x{l,...,L;""}, where Ty + ¢ : [1,L}]x -~ X [1,L;] > [1,L'] and ¢’ in RY
is associated to ¢ in R? by Item 2 of the definition of immersion;

= I'" ={(v,...,vp)} x I, where I in R? is associated to / in RIG by Item 5 of
the definition of immersion.
Then R?Tl = R?T where =% stands for equality modulo renaming of variables.

SoR =R o, R§™ = RGT op, RGT is defined, with

RGT = MGU(SJ)HGT = MGU(SJ)pl’edl(pl 15 pl, Ty

RgT = Fo AMmGu (&, )H2GT = MGU (&, )CZGT.

So MGuU (ST)predl(pl .. pl,T) and Fy = MGuU (ST)predz(plz,. .p%Y) unify, let o
be their most general unifier. We have

R = omGu (8§)HJGT A OMGU (8§)HZGT = OMGU (8§)C26T

Since JT = {(v1,...,vp)}, for C = /\(l1 ..... iness T =A{Tliy > vi,...,i5 = Vh]} {T},
so o = MGU ({MGU (ST)predl(p11 T) = MGU (cST)prealz(p1 5 pl2 YIT e
T¢})). By Lemma 18, mcu (87) = omcu (8§)MGU (&]). The environment 7 satisfies
Cts1, so by construction of T and Cts;, T satisfies Cts;. Moreover, T, satisfies Cts»,
so T satisfies Cts,. Hence, T satisfies Cts; U Cts,. So, translating RC, we obtain:

R6T = mcu (ST)(HfT A HgT) = MGU (ST)CZGT
= OMGU (8§)MGU (85 )(HJGT A H2G Ty = omau (8§)MGU (85 )Cg T
= OMGU (85)H?T A OMGU (8§)HZGT = OMGU (Sg)Cch
=*R.

e Case JI2 # {(vi,...,vp)}. Let R® = R? OIP%“ Rg. We show that there exists an
environment T for I'py - RC such that R67 is equal to R up to renaming.
Let RS = imm(RS, (i1,...,ip) € I') = Ctsp,HG A Ep — predl(p?’l,...pl({l) and
E={\,...iper Pil = P?,z, coos Niriper Pfl = sz} U &Ep U&E;. We have

S = Cisp UCts U{I' W I” = J}, HS A
predz(ple, .. ,pfz) A HZG NE = CZG

We also define the environment 7 for I'pye F RS as in the previous case, with in
addition I'" = {(v1,...,vy)} and I”7 = J™> \ {(v1,...,vp)}. Then RS = RGT.
SoR = R op, R™ = RGT op RS is defined, with RG = mcu (8 HHST =
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meu (E])pred, (pST) and RGT = Fy A mou @D\, e predy(pys- ... pG) A
G\T T\~GT

HY)" = mau (E;)C5".

So MGu (8£)pred1(p1G’IT, e pﬁf) and Fy = MGU (8§)pred2(plG’g, cees psz

be their most general unifier. We have
R =% omGu (8;)( /\ predZ(pﬁz, e ,pfz) A Hg)T
(i1 5eesip)El”
A OMGU (8; )HIG/T = OMGU (8; )CgT

) unify, let o

By Lemma 18, mcu (") = omeu (&],)MGu (E}). The environment T satisfies Ctsp U
plGZ) A HY, we obtain:
R = wu (ENYHGT A H ) = wou (ENCST
= omau (ED)meu (EDYHET AHy') = omau (E)mau (E1)CST
= OMGU (SIT, )HIC,;T A OMGU (8; )E(Z;T = OMGU (8; )CZG T

=*R.

Second case: Fg = predz(p?:z, e ,pf2) and Cf = predl(pﬁl, .. 'qu,l)' Since RIGT1 and
RgTZ can be resolved upon Fj into the clause R, F( unifies with the conclusion of RfT' , SO
pred, = pred, and [ = I'. The clauses R? and Rg resolve into the clause RY = R? OIF%U Rg:

RC = Cts; U Ctsy, HO NHS ANE = C§

where & = {plG’1 = p?z,...,pfl = pfz} U&E U&,.

It is easy to see that RC is well-typed in type environment I' = I'; U I';. The environment
T = T, UT, is an environment for I' - R®. Let us show that R6T is equal to R up to

renaming.

The clause R = R?T‘ °F, R2GT2 = RfT oF, RgT is defined, where Fy = MGuU (82T )predz(plc’g,
.. ,psz), RST = wmeu(E)HIT = wmau (8{)pred1(pf{, ... ,pflT), and RST = Fy A
MG (ENHST = meu (E5)CST .

GT GT
L,

So Fy = MGuU (SZT)predz(pl,z, .- P[5 ) and MGU (81T)pred1(plG’lT, e ,pr

1
general unifier . By Lemma 18, mcu (&M = omacu (81T)MGU (Sg ) The environment T

satisfies Cts; and Ctss, so the translation of R is
ROT = mou (ENHST A HST) = mau (EN)CST
= OMGU (SIT)MGU (SZT)(H?T A HZGT) = OMGU (81T)MGU (Sg)CgT
= o(MGU (81T)H ?T A MGU (8; )Hg Ty = omau (8; )C ZGT

=R

) unify with most
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7.3 Simplification of Clauses

7.3 Simplification of Clauses

We use several additional transformations in order to simplify clauses. Some of these trans-
formations are easily adapted from similar transformations already used in ProVerif. We
prove the soundness of these transformations in Section 7.3.8.

7.3.1 Unification

Let us first define when two clause terms may unify. This notion is used in Item 17 below.
We say that p© and p’® may unify when one the following cases holds:

o p¢=fpS,....0p%). p'C = fP°.....p)°), and pf and p;.G may unify for all j < h;

G

L , , .
G _ Li..L VPl piC), and p;; and ij may unify

, L
® D :atl ..... " [p?,...,th],pG:aL;
for all j < h;

.....

o PV =listi <L, pf), p'C =listi’ <L, p’IG), and pIG and p’IG may unify;

o pC =list(i <L, p?), pl= (p’lG, e p;lG), and plG and p;.G may unify for all j < & (or
the symmetric case obtained by swapping p® and p’©).

In all other cases, we say that p© and p’C cannot unify.

Instead of performing unification as part of resolution, we simplify equations a posteri-
ori. To eliminate clauses in which the facts do not unify and to simplify the remaining
clauses, we use the following algorithm, inspired by the algorithm of [33]. In a clause
RC = Cts,H° A & = (O, if some equation in & matches the following cases, the corre-
sponding transformations are applied:

1. Cf(pf,...,ka) = f(p’lG,...,p,’cG): replace the equation with Cp? = p’lG, e,

G - G

Cp/ =p. -
LioLnp G Gy - LisLie G 1G1. : : G -
2. Cay "y P01 = a [p}7,-...p; 1 replace the equation with C py =
p’lG, e, Cp,? = p,’(G, Cy = L'l, .., Cy = L;l and replace every occurrence of L;. in

the clause with L; foreach j =1,...,hA.
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.....

L, p©): this equation can be handled in two ways.

The preferred solution is to instantiate L into the integer A, and apply unification
again on the obtained clause(s). This solution is applied when the clause contains no
function ¢ with a result of type [1, L], no set symbol / with a type that contains [1, L],
and no name with an index of type [1,L]. (Otherwise, the instantiated clause may
not fit in our language of clauses.) The instantiation function J takes as argument a
mapping T from indices of type [1, L] to integers in {1,. .., h}. We generates clauses
37,(RC) for all mappings Ty from the free indices of type [1, L] of RY to integers in
{1,..., h}. The instantiation function is defined by induction on the syntax, as follows:

e We define 37(i) = i’ if i is of type [1, L], and 37(i) = i otherwise.

e Functions over indices ¢ with k arguments of type [1, L] are mapped to /* func-

tions ¢_vi_..._v; with (vi,...,») € {1,...,h%; thus, S,y tpsrr)) =
¢_vi_... i1}, .., ST(L]’(,)) where (1, . . ., (g4 consists of k indices iy, . .., i
of type [1, L] such that ilT = vy for all [ < k, and k" indices ¢}, ..., L;c, of other
types. (When k' = 0, ¢_v_..._vi is in fact a free index rather than a function,
since it has no argument.)

e Variables x with k indices of type [1, L] are mapped to ¥ variables x_vi_..._w
with (vi,...,v) € {1,..., h}; thus, ST(Xpp) = X_VI_ - VRT3, )
where 1, ..., {+x consists of k indices iy, ..., i of type [1, L] such that ilT =
for all [ < k, and K’ indices (], ... ,L;{, of other types.

o We define 37(list(i < L, p%)) = (Ir1ims11(P9), - - -, Ir1ism ().
e We define

SrC \ predf,.pn =\ predSr (0, LS (pH AL A

(i1 yeomripst? V€T (0] eesipy JES
G G
N pred@e, (D). ....3r ()
n 14
(13 ..... l'k,)ef’
where iy, ..., ix+x consists of k indices of type [1, L] and &’ indices i'l, e, il'c, of

other types, J’ is obtained from J by removing the factors [1, L], T{,..., Tl’l , are
the extensions of 7' that map the k indices of type [1, L] among i1, ..., irix tO
integers in {1,..., h}.

e The case of equations is handled similarly to the case of facts. In case we
instantiate A, .est = ¢, andcand are of type [1, L], we obtain equations
v =" where v and V' are integers in {1, ..., h}. When there is such an equation
v =V with v # v/, we remove the clause. We remove the equations v = v.

o In all other cases, the instantiation is just applied recursively to the subelements.
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Example 4. Let us consider the following clause:
RS = /\ att(senc(sg(, j), yi)) A att(ar) A att(az) A att(az) A
(@@, )DelL,LIX[1,L"]
{list(i < L,y;) = {a1,a,a3)} = att(sgomk))
We first instantiate L to 3, since the list list(i < L,y;) must have length 3 for the

unification to succeed. Then we generate the clauses I1,(R°) for all mapping T
from m to {1,2,3}, that is {m +— 1},{m — 2},{m — 3} and obtain the following

clauses:
Smon(R) = J\ att(senc(se 1 y)) A /\  att(senc(s ajy2)) A
JelL] Jel,r]
att(senc(sg_3(j), y3)) A att(ay) A att(az) A att(az) A

Jel1,L']
{1, 2,33) = (a1, az,a3)} = att(sy_1(k))
Sy (RE) = /\ att(senc(sg_1(j)»y1)) A /\ att(senc(sg _2(j),y2)) A

JEILL] JEILL]
/\ att(senc(sy 35, y3) A att(ar) A att(a) A att(az) A
JElL,L']
{1, y2,¥3) = (a1, a2,a3)} = att(sy k)
~ Gy _
Sime3)(R7) = /\ att(senc(sg_1(j> Y1) A /\ att(senc(sg_a(j, y2)) A
JElLL] JE[LL']
/\ att(senc(sg_3(j),y3)) A att(ay) A att(az) A att(az) A
JelL,L']
{1, y2,y3) = (a1, a2,a3)} = att(ss_3))
When the instantiation described above cannot be applied, we replace the equation
with

and add the constraint /; .. . Wi, = JX][1, L], where xis a fresh variable and /1, .. ., I,
are fresh set symbols. Intuitively, the variable x;, _;,; contains the i-th element of the
list. This solution introduces an approximation: we remember that the elements of
the list are plG, e pf but we forget their order and their number of repetitions.

Example 5. Let us consider the following clause:

RS = /\ att(senc(si, yo(i)) A att(ar) A att(aa) A att(az) A
i€[1,L]

{list(i < L,y;) = (a1, a2, a3)} = att(sy)

115



New Definitions for Generalized Horn Clauses

= o

In this case we cannot apply the instantiation described above because the result type
of ¢ is [1, L] and the name s has an index of type [1,L]. Hence we create a fresh
variable x; and three fresh symbols 11, I, I3 and then replace the equation with

/\ Xiiyi,/\ xiial,/\ Xiiaz,/\ Xi = a3
i€[1,L] i€l i€l i€ly

and finally we add the constraint Iy W I & I3 = [1, L] to the set of constraints.

Cf(pf,...pkc) = g(p’lc,...,p,’,?) where f # g: delete the clause. This case also
applies to a_ or list instead of f and/or g.
Cxy .4 = X, delete the equation.

Cpl = X1, Where pC is not variable: replace the equation withCx,, ., = pC.

8. Cxyy,.py = pG where pG # X, and x,, _, occurs in pG: delete the clause.

10.

11.

12.

13.

14.

C ¢ = u: delete the equation.

~ /G G . .
NGy oin)el Ly X[, L] Xi1vsyy = P’ and p’™ does not contain x,,,._ ., {it = (,...,
. ’ ’ ’. . ’ . ’ ’ ’
in =} for any Uoensly: replace x,,,.,, {i1 = (..., i & Lh} (for any ¢}, cesly)

with p’C{i; — {}s...,in > 1} everywhere else in the clause. (The condition “p’G

4

does not contain x,,._ ., {i1 = ¢},.... i ¢} forany ¢}, ..., ¢ serves to avoid loops
in which we would infinitely replace x with p’®.)

- 'G G 3 : ’

Ny oieomeIXLL (1L Xerey = P'C and p’© does not contain x,, ., {ixs1 = 1],
. ’ ’ 7. . ) . 4 . ’

oo lken P ) for any Uonnnly: replace x;, ., i1 = i},....0h & Do lksl P Uy

ik+n P 4} (for any ¢, ..., ¢) with pSlii - N /TSl A A

under a conjunction A i
bt

YeIx[1,Li1x-x[1,L,,] €verywhere else in the clause.
i = tort = i, where i does not occur in ¢: replace i with ¢ everywhere else in the

clause, and delete the equation.

NGyl Llx-x(1.] £ = 000 Ny il Lylx-x(1.L,) ¢ = ¢ replace {ip - 1y,
ip ) (forany ¢y, ..., 1) with fi; & ¢q, ..., i, — ;) everywhere else in the clause.
This replacement is performed only when one of the following two conditions holds:

o [/ = ¢(L’1,...,L;l/), ¢ does not occur in ¢, L’l, el L;l,, all indices iy, ..., i, that
occur in ¢ also occur in ¢/, and this replacement removes all other occurrences
of ¢. In this situation, we also remove the equation. Indeed, it is very likely that
we can find a function ¢ that satisfies the equation. In case we cannot find one,
the transformation introduces an approximation, but remains sound.

e |¢| < || (that is, ¢ has fewer symbols than ¢"). In this case, we reduce the size of
the indices, thus simplifying the clause.

- ’ ! . . 1(:
A1 esiiameIXLL I ALL] L = 000 NGy i erxitLyx. (1L, £ = ¢ replace d{ip =
i/l,---,ih = i;{,ik_,.] = L, dken o) (for any ¢, ..., ) with l{ip — ill""’
. v . . ;
N TN N Y tp} under a conjunction /\(i’l,~~-,i;+h,)Elx[l,Ll]Xm[l,Lw] ev-
erywhere else in the clause. This replacement is performed under the same conditions

as the previous one.
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17.

Cxi..i, = pCorCpl = Xiy.... ih,ﬁ(pG) C iy, in}, and x does not occur anywhere
else in RO (in particular, x does not occur in p®): delete the equation.
- Ifin A, ipes X, some indices iy, ..., i, do not occur in X, where X = pred(plG, e,

pf), pY = p’C, or¢ = !/, then we remove the unused indices from the conjunction.
More precisely:

o If J =[1,L{]%X---X[1, L], then we remove the indices iy (k € {1,..., h}) that do
not occur in X from the conjunction and we remove the corresponding factors
[1, L] from J.

o If J =1I'X[1,L1]%---X[1, L], then we remove the indices iy (k € {{+1,...,h)})
that do not occur in X from the conjunction and remove the corresponding fac-
tors [1, L] from J. Moreover, if ij,...,i{; do not occur in X, then we remove
the indices i, .. ., i; from the conjunction and remove the corresponding factor
I’ from J.

Let sel® be a generalized selection function, that is a function from generalized Horn
clauses to sets of facts, such that selG(Cts, HC A& = C%) c HC. (We will give
the formal definition of it in Section 8.1). Suppose that the following conditions
conjunction may be reordered); sel°(RY) = 0; if C¢ = att(p), then x does not occur
in pG; and & contains equations Ci Xy ..y, = ka fork = 1,...,K, where pg and
pg cannot unify for all k£ # k" and, for each index i bound by Cy, there exists [ < h
such that ¢,y = i. Then we replace the fact A\, i )e(1.0,1x--x[1.L,] att(x;,....i,) With the
conjunction of the facts Cy, att(ka) fork=1,...,K.

Intuitively, the hypothesis of the clause contains att(x;, ;) for all if,...,i,, so in

particular, Cy att(x,, ....,.,) for all k, that is, Cy att(ka) for all &, given the equations &.

Formally, for this transformation to be sound, the translation of the obtained general-
ized Horn clause must subsume the translation of the initial generalized Horn clause.
Since the translation of initial clause contains one fact att(x;, ;) for each value
of i1,..., i, the transformation must not introduce several hypotheses att(x,, ., ) =
att(p®) for indices 1, . . ., 1, that have the same value. (Recall that hypotheses form a
multiset, and that the definition of subsumption uses multiset inclusion.) The hypoth-
esis that p¢ and p/ do not unify for k # k’ guarantees that distinct facts Cy att(p{’)
and Cy att(pg) correspond to different indices of x. (We could also use other cri-
teria to obtain this information, for example by relying on constraints on sets. The
current criterion is sufficient in our examples.) The hypothesis that for each index
i bound by Cy, there exists [ < & such that ¢; = i guarantees that a single fact

.....

Ofil,...,ih.

When there are occurrences of x in addition to the K equations of & above, this trans-
formation may introduce an approximation, since we may forget that the attacker
must have x;,
formation only when there is little chance of obtaining a proof without it, which is

i, for some values of ij,...,i,. That is why we perform this trans-
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checked by the hypothesis that sel°(R%) = 0 and, if CC = att(p®), then x does not oc-
cur in p©. Indeed, when sel®(R%) = 0, we will further resolve upon some hypothesis
of the clause, and the clause is not included in the final result of the resolution algo-
rithm. When selG(RG) = ( and the conclusion C® = art(p®) contains x, the clause is
included in the final result of the resolution algorithm, but it does not prevent proving
secrecy or authentication; furthermore, the value of x may be instantiated by future
resolution. On the other hand, when selG(RG) = () and the conclusion is not of the
form C¢ = att(p®) where x occurs in p©, the clause is present in final result of the
resolution algorithm, and either it may prevent proving secrecy or authentication, or
x will stay uninstantiated in it. In this case, the transformation improves precision by
allowing us to take into account the information on x that we have in the equations.

Example 6. Consider the following clause:

RO={hwh=[LLIXILLY,  /\  atpa [\ atb)a
@ DElLLIX[1,L7] JElL.L]

(N xij=senc(aiby, [\ xij=(ai b)) = att(a;)

(. peh (S

Clearly senc(a;,bj) and (a;,bj) cannot unify. We can then apply this last trans-
Jformation and replace the fact )\ jier1,1x1,11 @tt(xi,j) with the conjunction of facts
N jer, att(senc(ai, b)) A N\ jer, att((ai, bj)) and obtain the following clause:

RO ={hwh=[1,L1x[1,L), )\ att(senca;,b;) A
(i, )el

/\ att@,ba /\ attb)) A

()l JE[LL']

(/\ xij=senc(aibp, [\ xij=(ab}= at(a)

(i.peh (i.)eh

The unification algorithm is not complete, in that for some complex equations, it may be
unable to use the equations to simplify the clause or to remove it, even though that would be
sound. This limitation may be lead to false attacks. In practice, the algorithm is still precise
enough to be able the prove all desired properties of our case studies (Section 8.3).

Example 7. Applying these transformations, the clause (7.4) becomes

R ol RS = (1w 1 =[1, L1}, /\ att(contyq) A

i€l
/\ att(shal(conty)) A (7.5)
iel’

att(sign(list(i < L, shal(conty;)), sSkc)) = event(e(r))

Indeed, the equation \;c;shal(x;) = shal(conty) first becomes )\;c; x; = conty, then
contyy is substituted for x;, and the equation is removed.
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7.3.2 Merging of Sets

When a clause uses two disjoint sets 7 and I’ in the same facts and equations (up to re-
naming), we merge these two sets into a single set I”’. This transformation is key to obtain
termination of the algorithm: when a clause RC is obtained by partial hyperresolution of
two clauses RS and RS, it can be resolved again with R{ into R, and so on, which would
yield an infinite loop. However, by merging sets in R’®, we can build a clause that is sub-
sumed by R, and so removed, which stops the loop. We illustrate this point on an example.
The clause (7.5) can be resolved again by partial hyperresolution with the clause (7.2). We
obtain:

Hwl'=[1,L,L Wl =TI}, /\ att(conty(p) A
iel

/\ att(conty;)) A

i€l

A att(shal(contyg)) A

ie]{

att(sign(list(i < L, shal(conty;))), SKc)) = event(e(r))

which could be resolved again with (7.2). However, after replacing the two constraints with
JACNIRC] Ii = [1, L], we merge [ and /| together into the set /,:

{Lwl =[1,L]}, /\ att(contyp)) A

i€l
A att(shal(contyg)) A
ieI{

att(sign(list(i < L, shal(conty;)), skc)) = event(e(r))

This clause will be removed by the algorithm of Section 8.1, because it is subsumed by (7.5),
so the loop is avoided.

The merging of sets is not always able to avoid loops that come from partial hyperresolution,
in particular when a fresh bound L is created at each partial hyperresolution step. This
limitation is the main new cause of non-termination, but its impact is limited in practice
since the selection function is tuned to avoid partial hyperresolution when possible.

Next we formalize this transformation in details. If a clause contains constraints I; & --- &
I, = I and I{ CRERNC I,’l, =Jwithl = I,’c, and / does not occur elsewhere, then we replace
these constraints with [[ W --- W[} WL W-- WO WU =]

If a clause R®, well-typed in T, contains a constraint I; - - -wI, = J, we try to merge any pair
of sets among /1, ..., I, say I} and I,. We let S| be the smallest set of set symbols such that
S| contains /;, and if RC contains a constraint Ny---wl = I'X[1, L]X---X[1,L,] with I" €
S, then S also contains 7/, . . ., I;l. We define S similarly with I, instead of /. We split the
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New Definitions for Generalized Horn Clauses

set of constraints of R” into the following components: the constraint I; & - - - & I, = J, the
constraints Cts that contain a set symbol in S| in their right-hand side, the constraints Cts,
that contain a set symbol in S, in their right-hand side, and the remaining constraints Cts.
(Because of Invariant 3 of Section 6.2, S| and S, are disjoint, and Cts; and Cts, are disjoint.)
Similarly, we split the hypotheses of RC into the hypotheses H' IG that contain a set symbol in
S 1, the hypotheses HzG that contain a set symbol in S5, and the remaining hypotheses HC.
We split similarly the equations of RCinto 8,8, 8 Now RC ={[}w--- W[, = J}U Cts) U
Ctsy U Cts, HIG A H2G AHC A(E UE UE) = CY. Suppose that there exists a renaming
«a such that aly = I, aCts; = Ctsy, a/Hf = Hg, and &, = &,, where a can rename
variables, functions ¢, set symbols /, and bounds L, and equality is modulo renaming of
bound names and modulo commutativity of = in equations. Moreover, we suppose that the
elements in the image of a do not occur in Ctsy, HIG, &1. We suppose that the elements
in the domain or image of « do not occur in Cts, H®, & C®. We suppose that the domain
of a does not contain bounds L that occur in lists, such as list(i < L, pG), or in intervals
[1,L] in Ctsy, Ctsy or in indices of conjunctions in HE, H2G , 81, E. We also suppose
that, if @ renames x and x is used under a conjunction A, i i\ ioerx(i,Li]x-x[1,L,]» then
x has iy,. .., as first indices (x;,, ;. ..), and similarly for ax. Similarly, if @ renames ¢
and ¢ is used under a conjunction A\, i i iserx(l,Li]x-x[1,L,]» then ¢ has iy,... i as
first arguments (¢(iy, ..., ,...)), and similarly for a¢. Then we replace RS with R'C =
{hwhw---wl =J}U Crs; UCts, HY A H° A (& UE) = C, where I} now stands for
the union 11 W I».

In case i = 2, the constraint [} W I3 W --- W [ = Jis just I} = J, so we replace I; with J in

the obtained clause, and delete the constraint.

7.3.3 Decomposition of Tuples

For tuples, ProVerif generates the following two clauses:

att(xy) A --- Aatt(x,) = att((x, ..., x,))
att((xy, ..., x,)) = att(x;)

Hence, att((py, ..., pn)) is derivable if and only if Vi € {1,...,n}, att(p;) is derivable, so
Catt((py1, ..., pn)) can be replaced with the conjunction Catt(p;) A --- A Catt(p,,). If this
replacement is done in the conclusion of a clause H = att(f(p1, ..., pn)), then n clauses are
created: H = att(p;) foreachi e {1,...,n}.

The same decomposition also applies to lists of fixed length. We extend the decomposition

.....

hypotheses of clauses, and att(/ist(i < L, p®)) with att(p®) in conclusions (i becomes a free
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index). In fact, the attacker has the list list#(i < L, p©) if and only if it has all components of
the list, that is, A (. att(p©).

7.3.4 Secrecy Assumptions

The user can give to ProVerif the information that some clause term p remains secret; then,
ProVerif removes all clauses that have att(p) in their hypotheses, since att(p) should not be
derivable. In the end, ProVerif verifies that att(p) indeed is not derivable, so that the user
cannot obtain proofs of insecure protocols by giving incorrect secrecy assumptions.

7.3.5 Elimination of Tautologies

In ProVerif, when a clause is a tautology, that is the conclusion is already in the hypotheses,
we remove that clause. We extend the elimination of tautologies to the new facts: we

remove a clause when the conclusion is pred(plc, cees plG) and the hypotheses contain a fact

G G G _ G G _ G
NGrsoosinell,Lix-x[1,L,) Pred(py”, . .., pi”) such that py" = ppi”,...,p/ = pp,” for some
mapping p from the indices iy, ..., i; to index terms.

7.3.6 Elimination of Duplicate Hypotheses

When a fact occurs several times in the hypotheses of a clause modulo renaming of bound
indices, the duplicates of the fact are removed, so that only one occurrence remains.

7.3.7 Elimination of Hypotheses att(x)

In ProVerif, when a clause contains in the hypotheses a fact att(x), where x is a variable
that does not occur anywhere else in the clause, then the hypothesis att(x) is removed. We
extend this transformation to generalized Horn clauses as follows: when a clause contains

..........
.....

.....
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New Definitions for Generalized Horn Clauses

7.3.8 Soundess of the Transformations

This section shows the soundness of the new simplifications presented in Sections 7.3.1
and 7.3.2. Let ssmp(I" F RY) be the set of well-typed generalized Horn clauses obtained by
simplifying RC as described in Sections 7.3.1 and 7.3.2. This function is naturally extended
to sets of clauses. The following theorem shows the soundness of simp.

Theorem 20. Let T’ v RC be a well-typed generalized Horn clause. For all environments
T for T + RC, if RCT jg defined, then there exist a clause I + R'6 e stme(T" + RY) and an
environment T’ for I + R'C such that R’6T" 3 ROT.

Theorem 20 is an immediate consequence of the two following lemmas. The proofs of these
lemmas are detailed in Appendix A.2.3.

Lemma 21. Let T + RC = Cts, HS A & = CY be a well-typed generalized Horn clause.
For all environments T for T v RO, if R°T is defined, then there exist a clause I" + R'C =
Cts',H'® A E = C’C obtained after applying one step of the unification algorithm and an
environment T’ for T” + R'C such that RS 3 ROT.

Lemma 22. Let T + RC = Cts, H° A & = CC be a well-typed generalized Horn clause.
For all environments T for T v RC, if R6T is defined, then there exist a clause T + R'C =
Cts’, H'C A & = C’C obtained after applying the merging of sets and an environment T’
for T v RS such that R’ST" =* ROT, where = stands for equality modulo renaming of
variables.
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CHAPTER 8

Extension of the Resolution Algo-
rithm

Contents
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In this chapter, we use the new definitions of subsumption, hyperresolution and simplifi-
cation algorithm to build a new resolution algorithm for generalized Horn clauses. First,
we adapt the notion of selection function to generalized Horn clauses and we give the se-
lection function we choose. Then, we illustrate the new resolution algorithm and prove its
correctness. Finally we apply this result to our running example.

8.1 The New Algorithm

The resolution algorithm for generalized Horn clauses simulates the one for standard Horn
clauses. We need to define a generalized selection function selC.

Definition 14 (Generalized selection function). A generalized selection function is a func-
tion from generalized Horn clauses to sets of facts, such that sel(Cts, H A& = C%) ¢ HO.
If FO € 5elS(RO), we say that FO is selected in RC. If sel°(R®) = 0, we say that no hypoth-
esis is selected in RO, or that the conclusion of RC is selected.

Similarly to the case of standard Horn clauses, a good generalized selection function does

,,,,,

att(p®) without conjunction than for facts with conjunction, so we select a fact without
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Extension of the Resolution Algorithm

SATURATEG(Rg) =
1. RO « ELIMG(SIMP(Rg)).

2. Repeat until a fixpoint is reached:
for each T + RC € RS such that sel®(RC) = 0,
foreachI”” + R'C € RO, for each F g € sel’(R'9),
RS — eLm® (stvp({Tpupy + RC o};‘gl RO,

0
Tpart F RY P4 R'OY) U RY).
0

3. Return {T' + R® € RY | sel®(R®) = 0).
Figure 8.1: New Resolution Algorithm

conjunction when possible. Hence, we use the following selection function:

selG(Cts, HANE = CG) =

{att(p®)}  if att(p®) € HC for some non-variable p°©
0 if the first case does not apply and
CY = att(p®) for some non-variable p©
{Catt(p®)} if the previous cases do not apply and
Catt(p®) € HC for some non-variable p©

0 otherwise

The resolution algorithm is shown in Figure 8.1. It mimics the algorithm of Figure 3.7:
SATURATEG(Roc) first inserts in RC the clauses in ROG after elimination of subsumed clauses
by eLiM®: when I + R’C subsumes ' + R® and both T' + RC and I + R’ are in R®, T + RC
is removed by ELim®(RY). Next, the resolution algorithm performs hyperresolution until a
fixpoint is reached. Finally, it returns the clauses in R® with no selected hypothesis.

8.2 Soundness of the Resolution Algorithm

Next, we show the soundness of our algorithm. Let ¥, be any set of facts of the form
m-event(p).

Theorem 23. Let F be a well-typed closed fact and ROG a set of well-typed generalized Horn
clauses. If F is derivable from RgT U Fme, then F is derivable from

(SATURATEG(Roc))T U Fme-
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8.2 Soundness of the Resolution Algorithm

Its proof is adapted from the proof of saTurATE (Theorem 3) and uses the soundness theorems
for resolution, simplification, and subsumption. We detail the proof of Theorem 23 below.

Proof of Theorem 23. Let 7%? be the value of RC after the first two steps of SATURATEG(Rg),
so that
SATURATEG(Rg) ={l'+RC e Rlc | sel®(R%) = 0).

For each R € 7€1GT, there exist I' + RC € RIG and an environment 7 for I’ + RY such that
R = R°T. We choose one such T and RY for each R, and define the selection function by

sel(R) = mau (E7)(sel® (RO)T

where R = Cts, H° A & = CC.

We show that:

1. ForallR € ROGT, R is subsumed by a clause in RIGT;

2. Let R,.R € R?T. Assume that sel(R) = () and there exists Fy € sel(R") such that
R o, R’ is defined. In this case, R of, R’ is subsumed by a clause in RS”".

To prove the first property, we show that, at each step during sarurare®, for all R € RS”, R
is subsumed by a clause in R¢7 .

We first show that, if R is subsumed by a clause in R”, then R is subsumed by a clause
in (L@ (RO))7 . Suppose that R is subsumed by a clause R’ in RET . So there exist I +
R'° € RS and an environment 7’ for I" + R'C such that R°"" = R’. If I + RV is
eliminated by ELim®(R®), then there exists a well-typed clause I' - R® € eLiv®(RY) such
that I + RG 2 I + R’C. By Theorem 13, there exists an environment T for I + RY such
that R°T 3 R’6T" = R” O R, and R°T € (eim®(RY))”. Hence R is subsumed by a clause in
(ELIMC (RO)) .

ForallR € ROGT, by Theorem 20, R is subsumed by a clause in SIMP(ﬁro)T, so R is subsumed
by a clause in RE”, for R® = eLimC (stvp(RS)).

Suppose that for all R € ROGT, R is subsumed by a clause in R¢”. Then, a fortiori, R
is subsumed by a clause in ({R® o?‘gl R'9,RE oMt R'9) U R%)”, so by Theorem 20, R is

0 0
subsumed by a clause in (stmp({RC ol;uG" R'® RS o];‘g‘ R'®} UR)T, so R is subsumed by a

0 0
clause in (ELMC (sMp({RC ovalg?l R'¢,RC o%ﬁ R'C}U RO .
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Extension of the Resolution Algorithm

So we have the invariant that, at each step during sATURATEC, for all R € RgT, R is subsumed
by a clause in R®” . Therefore, the first property holds.

To prove the second property, we rely on the fact that the fixpoint is reached at the end of
saTURATEC. Suppose that R, R’ € RIGT, sel(R) = 0, and F € sel(R’) is such that R op, R’
is defined. Then there exist I' v RC € Rf and an environment 7 for I' + RC such that
R = RCT and sel°(R®) = 0, by definition of sel. Similarly, there exist I” + R'C € R]G and
an environment 7’ for I’ + R’C such that R = R’ and Fy € mcu (&7 )(sel’(R'E)T,
where R’ = Cts’, H® A & = C’°. Hence, there exists F g € sel(R'C) such that Fyy €
MGU (S’T')FgT'.

By Theorem 17, there exists an environment 7' for I'gy + RC oIF‘_"Gll R’G or T'pyy + RC O?‘Gr‘R’G
0 0

such that (R¢ OIFF ull R"GYT1 or (RC OE?GIT R'6)T1 is equal to R of, R’ up to renaming of variables.
0 0

That is, we have a clause I'; + RY, equal to gy RC ol;‘é;” R'G or I'pay + RC o?"gt R’Y, such
0 0

that R?Tl =% R o, R’. By Theorem 20, there exist a clause F’l [ R’lG e ssmp(I'y + RlG) and
. GT| . o .
an environment 7' for I'} + RQG such that R; g R?Tl. Since the fixpoint is reached in

saTURATEC, the clauses in stmp({Tpyy F RC ol; ull R’G Tpyy + RC O?‘Grt R’G}) are subsumed (as
0 0

generalized Horn clauses) by clauses in RIG. Hence, the clause I'] + R’IG is subsumed by a
clause in RIG, so there exists a clause I'; + Rg € Rf such that I, + Rg | 1"’1 F R’IG. By

. . GT!
Theorem 13, there exists an environment 75 for I, + Rg such that RgTz 3 R,1 '3 R?T‘ =
Rop, R'. Hence, R of, R’ is subsumed by a clause in R” , namely RS

5 °. This concludes
the proof of the second property.

Therefore, we have proved that R?T satisfies the properties of Lemma 5 of [16]. Following
the proof of Lemma 1 in [16], we can show that, if F is derivable from RgT U Fme, then F
is derivable from Ry U F e, Where Ry = {R € RfT | sel(R) = 0}. (The proof of [16] does not
consider m-event facts. It can easily be extended to such facts. A proof with m-event facts
can also be found in the long version of [15] available at http://arxiv.org/pdf/0802.
3444v1.pdf; however, the latter proof is more complicated because it considers additional
simplifications.) If R € R,, then there exist " + RC € R? and an environment 7 for I' + R®
such that R = R°T and sel°(R°) = 0. SoT' + RC € (T + RY € RO | s5el°(RC) = 0} =
saTURATEC (R(), s0 R € (saturate®(R$))” . Therefore, Ry C (saturate®(RS))”, hence F is
derivable from (SATURATEG(Rg))T U Fme- O

To prove that a closed fact att(pGT) is not derivable from RIGT U Fme, we use the following
result, where att’ is a new predicate:

Corollary 24. If SATURATEG(Rf U {att(p®) = att’(p©)}) contains no clause of the form
[+ Cts, HS A E = att’(p'©), then, for all environments T, att(p®T) is not derivable from
RCT U Fine.
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This corollary is proved like Corollary 4, and makes it possible to prove that the protocol
preserves the secrecy of p¢7, for lists of any length.

Corollary 25. Suppose that all clauses of SATURATEG(RIG) that conclude event(e(p©)) for
event(e(pp’G)) for some T, Cts, iy,...,ip Li,...,Lp, HS, &, p’G, and some substitution p
that maps indices iy,...,i, to index terms. Then, for all Fpe, for all p, if event(e(p)) is
derivable from RIGT U Fme, then m-event(e’(p)) € Fe.

This corollary makes it possible to prove that the protocol satisfies the correspondence “if
e(x) has been executed, then ¢’(x) has been executed”.

8.3 Experimental Results

Our algorithm cannot prove authentication for our running example. Indeed, the result of

G

SATURATE” contains a clause of the form

att(r) A m-event(b(Req)) A & = event(e(r))

where r does not occur in . This clause does not satisfy Corollary 25: the event e(r) may
be executed for any r that the adversary has, even though only b(Req) has been executed.
This clause corresponds to the wrapping attack described in Section 6.1.1.

In contrast, our algorithm proves authentication for the corrected version of our running
example. The only clause in the result of saTUrRATEC that concludes event(e(p®)) is of the
form

m-event(e(Req)) A & = event(e(Req))

Hence, using Corollary 25, we can conclude that, if event e(r) has been executed, then
event b(r) has been executed as well. (In our case, the only possible value of r is the request
Req of the client.) Notice that an approach similar to [42] for authentication cannot be
applied: when translating the list in clause (6.4) to a list of length one there would not be
any wrapping attack possible.

In addition to this protocol, we tested our tool on the XML protocols studied in [12]: pass-
word digest, password-based signature, X.509 signature, and firewall-based authentication.
These are web services security protocols, whose goal is to authenticate a client to a web
service. The first two protocols depend on password-based authentication: a password is
shared between the user and the server. In the first protocol, a digest of the password, a
nonce, and a timestamp is sent by the client to the server. In the second protocol, the client
signs its request using a signature key generated from the password. The X.509 signature
protocol uses public-key signatures based on X.509 certificates. Finally, the firewall-based
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Extension of the Resolution Algorithm

authentication protocol uses a SOAP-level firewall in addition to the server and the client.
The client uses a password-based signature; the firewall verifies this signature, and when
this authentication succeeds, adds a new firewall header, signed using its X.509 certifi-
cate, indicating that it has authenticated the client. For all these protocols, we automatically
proved the authentication property proved manually in [12].

Finally, we also modeled the Asokan-Ginzboorg group protocol, introduced in Part 1, and
proved the secrecy of the session key. For all these examples, our tool terminates in less
than 0.5 s on a MacBook Air 1.4 Ghz. The input files for all these case studies can be
found at http://prosecco.gforge.inria. fr/personal/mpaiola/publications/
Thesis.html.
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To complete our automatic verifier for lists of unbounded length, we still need to adapt
the process calculus introduced in Section 3.1 to model protocols with lists of unbounded
length. In this chapter, we present an extension of the process calculus, give its translation

into generalized Horn clauses and prove its soundness.

9.1 Need for a New Process Calculus

In this chapter, we use as a running example the correct version of the protocol introduced
in Section 6.1.1. As in Section 6.1.2, we represent an XML message as a pair, containing
first component a list of triplets (tag, identifier, corresponding content) and as a second
component the content of the body. We would like to model this running example with the
process calculus introduced in Section 3.1. However since the length of the header and the
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length of the list of references of the signature can be different from a document to another,
we encounter several problems.

First, since the receiver of the SOAP envelope accepts messages containing any number of
headers, we need lists of variable length in order to model the expected message. We solve
this problem by adding a new construct to the syntax of terms: list(i < L, M;) for the list of
elements M; with index i in the set {1, ..., L}.

Suppose now to have the following process let list(i < L,y;) = xin P else 0: we would
like to bind y; (i < L) to the element of the list x, without knowing the length of the list
in advance. To do this, we introduce a new construct choose L in P that chooses non-
deterministically a bound L and then executes P.

Hence the beginning of the process Pgs, that describes the receiver of the SOAP envelope,
will be:

Ps := in(c, x).choose L in
let (list(j < L, (tag;, id}, contj)),w) = xin

Next, the server has to check the signature, before authorizing the request he receives. He
has to verify that the list contains a tag tag, equal to Signature and that cont; contains
a correct signature. In other words, the server has to choose a k and test whether fag, is
equal to Signature and cont; contains a correct signature. We introduce a new process
choose k < Lin P that chooses non-deterministically an index k € {1,...,L} and then
executes P. This construct allows us to handle protocols that treat elements of lists non-
uniformly: we can in fact perform a look-up in a list.

Hence, we can represent the beginning of the check of the signature as:

choose k < Lin
if tag, = Signature then
let (sinfo, sinfosign) = conty in

We will give the final representation of this protocol with the new process calculus in Sec-
tion 9.3.3.

Suppose now, that we want to model the Asokan-Ginzboorg protocol, introduced in Sec-
tion 4.1.1, with the process calculus. Since we have L participants we would like to describe
each participant with a process A; and replicate A; L times. Moreover we may need to create
L identifiers a;, each for one participant A;. We solve these two issues by introducing two

130



9.2 Reminder

new constructs: I1;<; P and (for all i < L, va;)P. The first represents L copies of P running
in parallel; the second creates L names ay, ..., ar and then executes P.

Finally, suppose to apply a destructor g(r;, s;) to each element y; of a list list(i < L,y;). Since
L is not fixed we cannot model this destructor application as let y; = g(r1, s;)in ...lety, =
glrr,sp)in Pelse Q... else Q. Hence we introduce a new destructor application let for all
it <Lp,....ipn < Lp,xj,.i, = 8Mj,...,M,)in P else Q: it tries to evaluate g(M, ..., M,)
foreach iy € {1,...,L1},...,in € {1,..., Ly}; if this succeeds, then x;, _; is bound to the
result and P is executed, else Q is executed. This construct allows us to perform a map on

.....

the list: the destructor g is in fact applied to all the elements of the list.

9.2 Reminder

9.2.1 Adding the Internal Choice

Before giving the syntax of the new process calculus for list of unbounded length, we need
to extend the process calculus introduced in Section 3.1 with an internal choice operator
P + Q. This process behaves either as P or as Q, non-deterministically. It will be helpful
for defining the extension to lists. The semantics of the internal choice is defined by adding
the following rules to the semantics of [15].

E,PU{P+Q}—> E,PU{P} (Red Choice 1)
E,PU{P+Q}—> E,PU{Q} (Red Choice 2)

We weaken the definition of suitable renaming, given at the beginning of Section 3.3.2: in
fact, in the process P + Q the bound names in P need not be distinct from those in Q. Using
the same symbols for both names in P and Q does not cause problems because P and Q
cannot be both executed.

The translation of the process [P + QJpH is defined as follows:

[P + QlpH = [PlpH U [Q]lpH.

The translation of the choice P + Q is the union of the translation of P and Q, since P + Q
behaves either as P or as Q.

We have easily extended the proofs of the results of [15] to the internal choice. The defini-
tion of Label in Appendix A is extended by Label(P + Q) = max(Label(P), Label(Q)). Then
Lemma 5 holds even if bound names are not renamed to be distinct in P and Q inside the

131



Representation of protocols with a process calculus

process P + Q. The type system of Figure 7 is extended with a rule for the internal choice:

E+P ErQ
ErP+Q

In the proof of Theorem 1, the typability of the adversary and of P;, follow immediately by
induction as well as subject reduction.

Notice that it is also possible to encode P + Q as (va)(a{a) | a(x).P | a(x).Q) where a and
x do not occur in P and Q. This encoding leads to more complex clauses so we preferred
defining P + Q as a new construct.

9.2.2 Restriction of Generalized Horn Clauses

The syntax of generalized Horn clauses that we use in this chapter is presented in Figure 9.1.
These clauses are simplified with respect to Chapter 6: in that chapter, we considered con-
junctions over arbitrary subsets of [1,L;] X --- X [1, L;] and equations on indices. These
two features appear during the resolution algorithm on generalized Horn clauses, but are
not needed in the initial clauses, so we omit them here.

L= index terms
i index variable
iy stn) function application
pl o= clause terms
Xiyotn variable (h > 0)
f@§.....p9) function application
ai i pl,. ., pll indexed names
list(i < L, p%) list constructor
C = /\(il,...ih)e[l,Ll]><---><[1,L/,] Conjunctions
FC =Cpred(p§,...,p%) facts
E:=CpY=pC equations
&Eu=1{E,....E;} set of equations

RO ::= FlG A A FnG NE= pred(pf, . ,pZG) generalized Horn clauses

Figure 9.1: Syntax of generalized Horn clauses
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9.3 Generalized Process Calculus

9.3 Generalized Process Calculus

This section formally defines the syntax and the semantics of the new process calculus that
we introduce to represent protocols with lists of unbounded length. We will refer to this

new process calculus as generalized process calculus.

9.3.1 Syntax

L=
i
CRNTY)

MY NGO ::=

fMS, ... M%)
a

a,

list(i < L, M%)

pat® =
.le ~~~~~ in

f(pat9, ... ,patnG)
list(i < L, pat©)

PG, Q0 =
out(M¢, N%).PS
in(M°, x).PC
0
Pe 1 Q¢
1PC
;< PO
(va)PG
(foralli < L, va;)P°

letforall iy < Ly,...,i, < Ly, pat® = MY in PY else Q°

event(e(M©)).P°
choose L in P¢
choose k < Lin P¢

choose ¢ : [1,L{] x---x[1,L;] = [1,L']in P¢

index terms
index variable
function application

terms
variable (h > 0)
function application
name
indexed name
list constructor

patterns
variable
data constructor
list pattern

processes
output
input
nil
parallel composition
replication
indexed replication
restriction
restriction

...,M%)in PC else Q°

destructor application
pattern matching
event

bound choice

index choice

function choice

Figure 9.2: Syntax of the generalized process calculus
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The syntax of the generalized process calculus is described in Figure 9.2. Terms are en-
riched with several new constructs. Variables may have indices x,, ., and so do names q,.
We use the construct list(i < L, M©) to represent lists of variable length L. Lists of fixed
length are represented by a data constructor (MY, ..., MS) for each length n.

We use i to represent a tuple of indices iy, ..., i, and we use the notation x; for x;,,.._;, and
list(i < L, MO) for list(iy < Ly, list(i» < Lo, ..., list(iy, < Ly, M©)...)).

Processes are also enriched with new constructs:

The indexed replication IT;<; P represents L copies of PC in parallel. It may represent
L participants of a group protocol, where L is not fixed.

The restriction (for all i < L, va;)PY creates L names aj, . . ., az, and then executes PC.
The names ay, ..., a; may for instance be a secret key for each member of a group of
L participants.

The destructor application let forall iy < Ly,...,i < Lp, X,
in P else QO tries to evaluate g(MY, ..., M%) for each i € {1,...,Ly},...,i, € {1,
Q¢ is executed. In this chapter, we suppose that each destructor has a single rewrite
rule.

The pattern matching letforalli; < Li,...,i, < Ly,pat® = MC in P° else Q¢
matches M© with the pattern pat© for each iy € {1,...,L},...,i, € {1,...,L;} and
executes PC when the matching succeeds, Q° otherwise. The pattern par® can be a
variable x;, _; , a data constructor application f (patG, e, pat}?), or a list of variable
length list(i < L,pat®); the latter pattern is essential to be able to decompose lists
without fixing their length, since we do not have destructors to perform this decom-
position. When a variable occurs in the pattern pat® in the process let for all ij <
Li,....ip < Ly, listGiwsr < Lipy1, ... list(iy < Ly, pat®)...) = M in P9 else QC,

its indices must be iy, ..., i;. Patterns are linear.

e The bound choice choose L in PY chooses non-deterministically a bound L and then
executes PC. For example, in the process choose L in let list(i < L,y;) = xin P¢
else 0, the non-deterministic choice of the bound L allows us to bind y; (i < L) to the
elements of the list x, without knowing the length of the list in advance.

e The index choice choose k < Lin PY chooses non-deterministically an index k €
{1,...,L} and then executes P°. In particular, this construct allows us to perform a
lookup in a list. For example, let list(i < L,x;) = zinchoose k < Linif f(x;) =
M then PC else 0 looks for an element x; of the list z such that f(x;) = MC.

e The function choice choose ¢ : [1,L;]x --- x [1,L,] — [1,L’]in P° chooses non-
deterministically an index function ¢ : {1,...,Li}x---x{l,..., Ly} = {1,...,L} and
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then executes PC. For instance, this construct allows us to verify that the elements of
a list are a subset of the elements of another list, by non-deterministically choosing
the mapping between the indices of the two lists, as we do in Section 9.3.3.

We will use the notation for all i < L instead of for all iy < Ly,...,ip < Ly, and simply
omit “for all ” when & = 0. As for the process calculus of Section 3.1, we can encode the
process if for all iy < Ly, ..., i, < Ly, M® = NO then PC else QU in the generalized process

calculus as let x = equal(list(?ﬁ Z, MO), listGS Z, N9))in PY else Q°, where x does not
occur in PY. The “else” branches can be omitted when they are “else 0.

9.3.2 Type System

In this section we define a simple type system for the generalized process calculus, to guar-
antee that the indices of all variables vary in the appropriate interval. In the type system
defined in Figure 9.3, the type environment I" is a list of type declarations:

i : [1, L] means that i is of type [1, L], that is, intuitively, the value of index i can vary
between 1 and the value of the bound L;

¢:[1,L1]x---x[1,L,] — [1, L] means that the function ¢ expects as input £ indices
of types [1,L;], for j =1,...,h and computes an index of type [1, L];

x_ :[1,L] x---x[1,L,] means that the variable x expects indices of types [1, L;],
..., 11, Ly]; we write x_: [ ] when x expects no index (that is, & = 0);

a_: [1, L] means that the name a expects an index of type [1,L], and a_: [ ] means
that the name a expects no index.

The type rules are given in Figure 6.2. The type system defines the following judgments:

e '+ :[1, L], which means that ¢ has type [1, L] in the type environment I';

e '+ MY T+ P which mean that MC, PO, respectively, are well-typed in the type
environment I'.

o iy : [1,L],...,i5 : [1,Ly] + pat® ~» T, which means that the pattern pat® has free
indices iy, ..., i, of types [1, Ly],...,[1, L,] respectively, and binds the variables in I".

Most type rules are straightforward. For instance, the rule (Var) means that x;,_;, is well-
typed when the types expected by x for its indices match the types of ij,...,i,. The
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it[l,L]eT
I'ri:[1,L]
¢ [L,L1]x---x[1,Lp] = [1,L] €T Ik o [LL].. . TR [1, Ly
'k @Ce,...,0)  [1,L]
x [, LiIx---x[1,Ly] €T Ik o[, L]... TR o [1, L]

= (Var)
F"xu ..... th
TrMY...TrMS
Tk f(M,...,M7)

a :[1el a :[1,L]eTl I're:[1,L] T,i:[1,L]+ MC
I'ta I'ka, [+ list(i < L, MY)
r-M¢ TrN¢ T+PC
I' + out(MSG, NG).PG
reM% T,x :[]+PC
I'+in(MY, x).PG

FrPY  TrQ° I+ po
T'+0 Q —
L'+ PC|QC [+ 1PG
Ti:[1,L]+ PC Ta :[]1+PC Ta :[1,L]+P°
I+ < PG I+ (va)PC I'+ (foralli < L, va;)PC

,i;: [1,Li],....0,: [1,L,] F MG
b Ladseees i L Ll = My Cx i [1,Li]x - x[1,Ly] - PS

T,ip: [1,Ly],....ip: [1, L] + MS '+ Q¢

.....

il : [1aL1]9 cees i/’l[laL/’l] = Xi iy M (x_ : [19L1] XX [I’Lh]) (Patvar)

.....

forall j <n,wehaveiy :[1,L{],...,i5: [1, L] I—pat]G T

i (L Ly, in (L Ll F fpat9, ... patS) ~ Ty, ....T,

(PatData)

iy (L Ly, .. dn s [, L0 : [1, L] F pat® ~» T
i1 [, Ly1,....05: [1, L) ¥ list(i < L,pat®) ~» T

(PatList)

i [, L0, ..., 0 : [, Lyl F pat® ~> T I, + PC
T,i;: [1,L1],....0,: [1,L,] F MC I+ Q¢
letforall iy < Li,...,i, < Ly, pat® = M in PY else Q°

'+ MC '+ PC T+ PC
I' + event(e(M©)).PG I' + choose L in PG
[k:[1,L]+ PC I,¢:[1,Li]1x---x[1,L,] = [1,L] + PS
I' + choose k < Lin P¢ I'+choose ¢ : [1,Ly]x---x[1,L,] — [1,L]in P¢

Figure 9.3: Type system for the generalized process calculus
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rules (PatVar), (PatData), and (PatList) deal with the patterns x;, _;,, f (pat9, ..., patnG), and

list(i < L, pat®), respectively. They build the type environment that gives types to the vari-
ables bound in the pattern.

Notice that the type system for generalized Horn clauses and the one for the generalized
process calculus are different. In particular, in type environments for processes we find
type declarations for names, since it is expected that the index of a certain name a always
has the same type. However, in type environments for generalized Horn clauses we have
no information on the type of the indices of a name a. As explained in Section 4.2.3, in
generalized Horn clauses we allow the same name a to have indices of different types: the
name a exists for indices up to the value of the largest bound.

We have notions of bound indices i, functions ¢, variables x, names a, and bounds L. For
example, the index k is bound in PY in the process choose k < Lin PC. In the pattern
matching letforall iy < Ly,...,i; < Lh,patG = M in P¢ else Q°, the indices i1, ..., iy
are bound in pat® = MY, but not in PY or QY. The bound L is bound in PY in the process
choose L in P®. A closed process has no free bounds, indices, functions, and variables. It
may have free names.

We suppose that all processes are well-typed. A closed process POG is well-typed as follows:
[o+ PO where Tg = {a_:[]]a € fm(P%)).

9.3.3 Example

The representation of our running example in our process calculus is given in Figure 9.4.
As in Chapter 6, we represent an XML message as a pair, containing as first component a
list of triplets (tag, identifier, corresponding content) and as second component the content
of the body. The client process P first executes an event b(Req), meaning that he starts
the protocol with a request Req. Then he builds his message and sends it on the public
channel c. We suppose that the only element signed by the client is the Body. Since the
receiver of the SOAP envelope accepts messages containing any number of headers, we
need lists of variable length in order to model the expected message. This is why we model
a generic XML message as (list(j < L, (tag s id;, cont;)), w), where tag s id;, and cont; are
variables representing tags, identifiers, and contents respectively and w is the variable for
the body. Therefore, the server process Ps receives on channel ¢ the document x consisting
of list(j < L, (tag , id}, cont)) together with the body w. Then he looks for an element with
tag tag, = Signature and tries to match the corresponding content conty, to (sinfo, sinfosign),
where sinfosign is the signature of sinfo under the secret key sk¢. He checks that sinfo is
a list of references to elements of the message list(I < L', (idg), shal(contg)))), and that
in this list, there is an element with tag fag, = Body and with content contyq) equal to
the content of the body w. When all checks succeed, he authorizes the request w, which is
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Pc := event(b(Req)).out(c, ({(Signature, ids, ({(idb, shal(Req))),
sign(({(idb, shal(Req))), skc)))), (Body, idb, Req)), Req)))

Pg := in(c, x).choose L in

let (list(j < L, (tag;, id;, contj)),w) = xin

choose k < Lin

if tag, = Signature then

let (sinfo, sinfosign) = conty in

let z = checksign(sinfosign, pk, sinfo) in

choose L’ inchoose ¢ : [1,L'] — [1,L]in

if sinfo = list(l < L', (idgq), shal(contyy))) then

choosed < L’in

if tag ;) = Body then if contyg) = w then event(e(w))
P = (vske)let pk- = pk(skc) in out(c, pkc).(!Pc |!Ps)

Figure 9.4: Representation of our running example

modeled by the event e(w). Our goal is to show that, if the server authorizes a request w,
then the client has sent this request, that is, if event e(w) is executed, then event b(w) has
been executed.

9.3.4 Semantics

We define the semantics of a generalized process by translating it into a corresponding
standard process. To define this translation, we need an environment that gives a value to
each free bound, index, and index function of the process.

Definition 15. Given a generalized process T + PS, an environment T for T v PC is a
function that associates:

e to each bound L free in P° or that appears in T an integer LT ;
e 10 each index i such thati: [1,L) € T, an index i’ €{1,...,LT};

e fo each index function ¢ such that ¢ : [1,L1] X --- X [1,Ly] — [1,L] € I, a function
¢ AL LTy x-ox {1, LY > {1, LT

In order to abbreviate notations, we write:

o T[i — V]instead of T[iy = vi,...,ix — vul;

e T[ir> 1]instead of T[i1 — 1,...,i, > 1];
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°
E

— LT] instead of T[i; — L . L;f];

v<L"instead of Vj € {I,....h},v; € {1,...,LT};

e i: Linstead of iy : [1,L(1,...,ix: [1,Ly];
e x :Linsteadof x :[1,L;]x---X[1,Ly];

o Asginstead of A iyerlLi]xx[1,Ly]-

Given an environment 7 for I' + PC, the generalized process PC is translated into the
standard process P¢T defined as follows. The translation (7 of an index term ¢ is defined
exactly as in Section 6.5. The translation MS” of a term MY is defined as follows:

G G\T GT GT
FMY, . M) = fyt M)
a =a
a, =ar
list(i < L, MC)T = (MCTl=1 pgGTlimLTy
The translation of list(i < L, M©) is a list of length LT Patterns patG are translated exactly

in the same way as terms MC.

Finally the translation of a generalized process is defined as follows and explained below.

e (out(M%,N%).P%)T = out(MT, NOT).PCT .

o (in(MC®,x).PS)T =in(MCT, x).POT,

e 07 =0.

o (PO | Q0T = pOT | Q6T

o (1POYT = 1pCT

° (HKLPG)T pGTlim1] | pGTlimL]

e (va)PHT = (va)P°T,

o ((foralli < L,va)PO)T = (vat')...(vat;)POT.

o (letforalli < Lx; = gM%,...MS)in PC else Q%) = letEyin ... let E;in PT
else 0 ... else Q7. where (Ey,...E}} = (x] = gM{T,... . MJT) | T" = Tli

v, v < LY.

e (letforalli < L,pat® = MSin PSelse Q°)T = letE;in ... letE; in PT else

o7 ... else QT, where {E|,...E}} = {pat®T = MCT" | T’ = T[i » 7,7 < LT}.
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e (event(e(M©)).PS)T = event(e(MCT)).PCT.
e (choose L in PO = pOTIL=1] ooy pGTILonl 4 o
e (choose k < Lin PO) = pOTlk=11 4 ... 4 pGTIk-LT]

e (choose ¢ : [1,L{] x --- x [1,L;] — [1,L']in PO)T = pOTle=dil 4 ... 4 pOTIo—di
where {¢1,.... ¢ ={p | ¢ {1,.... LT} x---x{l,...,L[} > {1,...,LT}}.

In most cases, a construct of the generalized process calculus is translated into the corre-
sponding construct of the standard process calculus. The translation of (for all i < L, va;)P®
creates LT names and then executes P°T. The translation of the process leti < L, X =
g(MG, .. ,M,?) in P¢ else Q° computes g(MG, e, M}?) and stores it in x;, for all values
of the indices i . We define the translation of the pattern matching similarly. The choice
processes are translated into a non-deterministic choice between all the values that L, i, or
¢ can assume. The translation of the process choose L in PY is an infinite process: this
translation cannot be handled by ProVerif and our work solves this problem. When P¢ is a
closed process, it can be translated in the empty environment, which we denote by TY.

9.4 Translation into Generalized Horn Clauses

As for the standard process calculus, we define the translation of the generalized process
calculus into generalized Horn clauses, by giving the clauses for the attacker and those for
the protocol.

Clauses for the Attacker. The clauses for the attacker are the same as in ProVerif, that is,
the clauses att(a[ ]) for each a € § and the clauses (Rn), (Rf), (Rg), (RI), (Rs), except that
the following two clauses for lists are added:

A att(x;) = att(list(j < M, x,)) (Rf-list)
i€[1,M]
att(list(j < M, x;)) = att(x;) (Rg-list)

and the clauses (Rf) and (Rg) for lists of fixed length (- - - ) are removed. (The two clauses
above are sufficient for all lists.)

Clauses for the Protocol. The protocol is represented by a closed process Pg. To compute
the clauses, we assume that the bound names in POG have been renamed so that they are
pairwise distinct and distinct from free names of Pg.
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Next, we instrument the process POG by labeling each replication !P® with a distinct session

identifier s, so that it becomes !*PC, and labeling each restriction (for all i < L, va;) with the
LLi,...Ly
bl oo

X1,...,X, are the variables that store the messages received in inputs above (foralli <

L,va;) in Pg, s1,..., 8y are the session identifiers that label replications above (for all i <

clause term that corresponds to the fresh name a;, a [x1,..., %, S1,..., 8], Where

L, va;) in the instrumentation of POG and iy,...,i, and Ly,..., Ly are the indices that label
indexed replications above (foralli < L,va;) in P06. The construct (va) is instrumented
in the same way, so that it becomes (va : aﬁ".’_':";.th [x1,..., % S51,...,57]). We denote the
instrumentation of POG by instr® (Poc).

The instrumentation of processes is formally defined by induction on the syntax of the
processes, as follows.

Definition 16. Given a generalized process PC, a list of variables Vars = xi,..., X, a
list of session identifiers Sessld = si,...,s,y, and a list of indices i < L, we define the
instrumented generalized process as follows:

e instr’(in(MC, x).PC, Vars, SessId,?S Z) =
in(MC, x).instr® (PC, (Vars, x), Sessld, i < L);

° instrG(!PG, Vars, Sessld,?g Z) = !SinstrG(PG, Vars, (Sessld, s),?s Z);

° instrG(HisLPG, Vars, SessId,TS Z) =
;< instr® (P9, Vars, Sessld, (i,i < L, L));

e instr((foralli <L, Va,-)fG, Vars, SessId,TS Z) =
(foralli < L,va; : a,L_ﬁL[Vars, Sessld))instr® (P, Vars, SessId,?S Z);
i,i

° instrG((vq)PG, Vars, Sessld,?ﬁ Z) =
(va : ak[Vars, SessId])instrG(PG, Vars, Sessld, i < L),
l

o In all other cases, the same instrumentation is applied recursively on the subpro-
cesses. For instance, instrG(PG | QY, Vars, Sessld,i < L) = instrG(PG, Vars, Sessld, i <
L) | instr%(QC, Vars, Sessld, i < L).

We let instr® (P9) = instr®(P%, 0,0,0 < 0).

The translation [PC]p® HCET of a well-typed instrumented process I'p + PC is a set of
clauses, where the environment pC is a mapping that associates each name and variable, pos-
sibly with indices, to a clause term, HCisa sequence of facts message(-, -) and m-event(-),
& is a set of equations, and I is a type environment for generalized Horn clauses such that:

e '+ HEY;
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e ['+&;

e I'p,T + p©: for each mapping X5 e pYin pb, if Tp + x LthenT,i : L+
pC, for each mapping a — pC in pC, then T + p©, for each mapping a; — p©, if
Tp+a :[l,L]thenT,i: [I,L] + p, and for each declaration i : [1,L] € Tp
(resp. ¢ : [1,L1] X --- x[1,Ly] — [1,L] € I'p) we have i : [1,L] € T (resp.
¢ [1,L1]x---x[1,L,] - [1,L] € T).

The mapping p® is then extended into a substitution that maps terms M to clause terms

pP = pY(MO), by replacing each name and variable with the corresponding clause term, as

follows:

p%(xp) = pC{ii} if p% () = p©
pC(F M, ... M) = (M), ....p¢(MT))
p%(a) = pCiu/itif p%(a;) = p©
pClist(i < L, MO)) = list(i < L, pS (M©)) if i ¢ fi(im(p©))

The side condition i ¢ fi(im(p)) in the last formula can be guaranteed by renaming i if
needed; it avoids the capture of bound indices.

Tout(MY, NO).POTpC HOET =
[PCTpCHCET U{T + HE A & = message(p® (M), pb(NO))}.

o [in(M%, x).PCNp°HOET =
[PCT(%[x = x])(HC A message(p® (M), x))ET, x_: [).

o [0]p°HOET = 0.

o [PY| Q°TpCHCETL = [PCNp HCET U [QCTpC HOET.
o [ PCTpCHCET = [PCN(pC[s > s)HHCET.

o <, P°TpCHOET = [PCNp°HOET, i : [1,L]).

o [(va : a?[xl,...,xn,sl,...,s,,f])PG]]pGHGSF = [PS1C%[a aiZ[pG(xl),
e 09X, pC(s1)s .., pC (s ) DHCET.

o [(foralli < L,va;:a=[x1,..., %0 51,..., sy )PCIpCHOED =
1,1

PN la; = @z 1p (). .. p% ). p%(s1), . p (s )T DHOET,
o [letforalli < L,x = g(MS,...MS)in P else Q°TpCHOET =
[Q°Tp° HOET U [P N x> p“DHO(E U ENT,
where p’®, &', and I’ are defined as follows. Let g(p1, ..., pn) — p be the rewrite rule
in def(g). The rewrite rule g(p’IG, ..., P9 — p'Yis obtained from g(p1, ..., pn) = p
by replacing all variables y of this rule with fresh variables with indices i: yT’ Then
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= {/\TSZPQG = pG(M?)’ e YSZPZG = p%(MY)} and T” is T extended with x_: L
and y’ : L for each variable yli in p’IG R p,’f ’ p’G.

e [letforalli < L par® = MC%in PC else QNp°HOET = [Q°Np°HEET U [PY]
(pG[xlf, = x; | x; occurs in pat®)HC(E U {/\TSZpatG = pC(MODI, where I is
I" extended for the variables in pat©: ifi: L pat® ~» T, thenT” =T, T.
Tevent(e(M©)).PCTp® HCET = [PCTp¢(HC A m-event(e(p®(M))ET U (T + HO A
& = event(e(p®(MO)))}.

[choose L in PCTpC HOET = [PCp° HOET.

[choose k < Lin PSNpCHOET = [PCp HOET, k : [1, L)).

[choose ¢ : [1,L1] % ---x[1,L,] = [1,L]in PCIp°HOET =
[PCIpCHOET, ¢ : [1,L1] % -+~ x[1,L,] = [1,L]).

In most cases, the translation is similar to the one of the standard process calculus. The
translation of the process (foralli < L,va; : a_L;L[xl,...,xn,sl,...,sn/])PG extends pG
to the name a; for all possible values of i € {1, ” ., L}. The translation of the destructor
application let for alli <L, X = g(MY, ... M%) in PY else QU is the union of the clauses for
the case where the destructor succeeds and for the case where it fails. In particular, when the

destructor succeeds, instead of performing unification, we add the equations p(Ml.G) = p;G

for everypivs L to & and extend pY to the variable x-. We define the translation of the pattern
matching similarly. Finally, the type environment I" is extended with the chosen index or
function in the choice processes and in the indexed replication; this is sufficient since the
chosen bound, index, or function can take any value in the generalized Horn clauses.

Summary. Letpg = {a — a[] | a € fn(Poc)}. The set of generalized Horn clauses
corresponding to the closed process PY, well-typed in Ty = {a_: []| a € fn(P®)}, is defined
as:

R ¢ = linsu®(PG)llpo00T U fatt(al 1) | a € S)
U {(Rn), (Rf), (Rg), (RD), (Rs), (Rf-list), (Rg-list) }

where S is the set of names initially known by the attacker.

For example, by translating the process Ps of our running example, we obtain the following
clause:

message(c, x) A {s = pk(skc), pke = s, (list(j < L, (tag . id , cont ), w) = x,
tag, = Signature, conty, = (sinfo, sinfosign), sinfosign = sign(v,y),

sinfo = v, pkc = pk(y), sinfo = list(l < L', (id g, shal (conty))),

tag yq) = Body, contya) = w} = event(e(w))
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which means that the server process Ps executes event e(w) when it has received a message
x that satisfies all the checks. This clause will be simplified by the simplification algorithm
presented in Chapter 8.

9.5 Soundness of the Generalized Horn Clauses

In this section, we relate the generalized Horn clauses generated from a closed well-typed
generalized process ['p F Pg, to the Horn clauses generated from POGTO, to show that our
generated Horn clauses are correct. We assume that the bound names in POG have been
renamed so that they are pairwise distinct and distinct from free names of Pg.

The bound names in POGT° need not be pairwise distinct, so we first need to rename them,
before generating the Horn clauses. Hence, we define a function Tren that combines the
translation P¢7 with that renaming of bound names.

Definition 17. Given a well- typed generalized process T v PC, an environment T for T
PC, and a list of indices i < L, let Tren be defined by:

e Tren(I;<,PC,T,i < L) = Tren(PC,T[i — 1],(i,i) < (L,L)) | --- | Tren(PC, T[i
LT],@i,i) < (L, L));

o Tren((va)PS, T,i < I) = (vaL )Tren(P%, T, < D){aL /a);
l

o Tren((foralli < L,va)P®,T,i < L) = (va Ly (aLT.LT )Tren(PC,T,i < L)
{a LT L’

L'’
7 /al""’aLTIT Jagr);

e In all other cases, Tren(PG,T; < Z) is defined like peT except that it recur-
sively calls Tren(P’S,T,i < L) instead of P'°T on the subprocesses. For in-
stance, Tren(choose k < Lin PG, T,i < L) = Tren(P°, Tk — 11,i < L)+ --- +
Tren(PC, Tk — LT1,i < L).

POT as desired. It is

The next lemma shows that Tren(PC, T,7 < Z) renames the names of
proved in Appendix A.2.4.

Lemma 26. Tren(P%, Ty, 0 < 0) is a suitable renaming of PGTO

The following theorem shows the soundness of our generalized Horn clauses. Its main idea
is summarized in Figure 9.5. We prove it in Section 9.6.

Theorem 27. Let I'y + POG be a closed well-typed generalized process, and S be a set of
names. Let P = Tren(PS, To, 0 < 0). We have Rfj;fs 3 Rpé,g
e

144



9.6 Proof of Theorem 27

{ Gen. Process Calculus } [-pCHEET {Gen. Horn clauses}

PG RG
T T
~ N2
Applied Pi W f Horn clauses
P ] [leH 7|

Figure 9.5: Basic idea of Theorem 27

Furthermore, if R; 3 R, and a fact F is derivable from R, then it is also derivable from R,.
So, by Theorems 1, 2, and 27 and Lemma 26, we obtain the following results.

Corollary 28 (Secrecy). Let MC be a term. Let p© be the clause term obtained by replacing
names a with al | and names a; with a;[ ] in M. If for all environments T, att(pGT) is not
derivable from Rgg(]t ¢ U Fme for any Fue, then for all environments T, PgTo preserves the

secrecy of MCT from adversaries with initial knowledge S .

Corollary 29 (Authentication). Suppose that, for all Fre, for all p, if event(e(p)) is deriv-
able from Rg;r S U Fe, then m-event(e’(p)) € Fme. Then PgTO satisfies the correspondence
<,

“if e(x) has been executed, then ¢'(x) has been executed” against adversaries with initial
knowledge S .

The hypotheses of these two corollaries are precisely those that can be proved using the
resolution algorithm we proposed in Chapter 8, as shown by Corollaries 24 and 25. So by
combining Corollaries 28 and 29 with Corollaries 24 and 25, we can prove secrecy and
authentication for protocols that use lists of any length.

For example, after translating our running example into generalized Horn clauses, we can
run the tool described in Chapter 8 and obtain that the hypothesis of Corollary 29 holds for
events e and b. Therefore, by Corollary 29, the process of Section 9.3.3 satisfies the desired
correspondence: if e(x) is executed, then b(x) has been executed.

9.6 Proof of Theorem 27

Theorem 27 comes from the combination of two different results. The first result (Lemma 30)
shows that the translation from generalized processes to processes commutes with the in-
strumentation (provided the translation is suitably renamed using Tren). The second result
(Lemma 31) shows the soundness of the translation from instrumented processes to gener-
alized Horn clauses. The proofs of these lemmas are detailed in Appendix A.2.5.
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Before stating the first result, we define the translation P¢7 on instrumented processes. It is

defined similarly to the translation on non-instrumented processes; the cases that differ are
as follows:

® (!SPG)T — !SPGT

L L’
bt ((Va . a”;’[xlw"’xn, s]w""sn,])PG)T = (Va : a/';T [x19"'7x}’l7 S]v"'asﬂl])PGT
. LL . JLTIT
e ((foralli < L,va; : a'l_7 [X1sen s Xy S1see ey SwDPOT = (vay : 0’17 [x1,..., X S1,
L’T,ZT ’
e Swl) .. (vag, :a’LT?T X1y e ey Xns S1s. .y SwPOT

We write P =, Q when the process P is equal to Q up to renaming of bound names: in
an instrumented process (va : a’[x1,. .., Xn, S1, ..., Sy ])P, the name a can be renamed, but
the function symbol @’ remains unchanged. This is why we may end up with instrumented
processes in which the name « is different from the function symbol a’.

Lemma 30. Given a well-typed generalized process Ty + PS, we have:

(instrG(PoG))T(J =, instr(Tren(PS, Ty, 0 < 0)).

We write T’ext T to mean that 7’ is an extension of the environment 7. Given a type
environment I'p for processes and a type environment I" for generalized Horn clauses, we
define {x; —» p°} = {x5 — pCTli=" |5 < Tywhen x : LeT, {a - pC)T = {a— poT},
and {a; — p°}T = {a, — p®Tl=Y | v < Ly whena :[1,L] € I'p. We extend this definition
naturally to p¢7 .

Lemma 31. Let T'p + PC be a well-typed instrumented generalized process, p° a function
that associates a clause term with each name and variable, possibly with indices, HSY a
sequence of facts, & a set of equations, and 1 is an environment for generalized Horn clauses
such that:

e '+ HS;
e ['+E;

o I'p, T+ pY.

Then
[P meu (EM)pmau ENHOTY E (] (P HOED)
T’extT

and the clauses in the right hand side are well-typed.
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From the previous results, we easily obtain Theorem 27.

Proof of Theorem 27. By Lemma 31, ([P Tipo0000)” = Uz (IP%Tpo®0T0)" 2 [P 1000,
where PlG = instrG(Pg). By Lemma 30, instr(P) = instr(Tren(P%, Ty, 0 < 0)) =,
instrG(Pg)T0 = P?TO, so we have ([[instrG(Pg)]]pOM)Fo)T | [[instr(Pé)]]po(Z) since the trans-
lation to Horn clauses [[-] is invariant by renaming of bound names.

Moreover, for each clause R in {att(a[]) | a € S} U {(Rn), (Rf), (Rg), (R]), (Rs)} except the
clauses (Rf) and (Rg) for lists of fixed length, R is also a generalized Horn clause and we
have {R}” = {R}. The clauses (Rf) for lists of fixed length are in {RC}” = {att(x)) A --- A
att(x,) = att({xi, ..., x,)) | n € N}, where R® = (Rf-list). The clauses (Rg) for lists of fixed
length are in {RC}7 = {att({x], ..., x,)) = att(x,) | n € N, v < n} where R® = (Rg-list).

So we obtain Rg;rs IRps- o
f
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Conclusions

This thesis provides contributions to the field of automatic verification of security protocols.
In particular it focuses on finding automatic techniques for verifying secrecy and authenti-
cation properties for protocols that manipulate lists of unbounded lengths.

In the first part of the thesis we have proposed a technique for verifying security properties
for protocols that manipulate lists elements in a uniform way. We have proposed a new type
of clauses, generalized Horn clauses, useful to represent protocols that manipulate lists of
unbounded length, as well as group protocols with an unbounded number of participants.
We have shown that, for a subclass of generalized Horn clauses, if secrecy is proved by the
Horn clause technique for lists of length one, then we have secrecy for lists of any length.
We have also provided an approximation algorithm that transforms a set of generalized
Horn clauses for satisfying the hypothesis of our main theorem. Using these results, one
can prove secrecy for lists of any length for some group protocols, as we did for the Asokan-
Ginzboorg protocol.

The main limitation of this approach is that all elements of lists must be treated uniformly.
By relaxing the condition on a uniform treatment of lists, we have developed a second
technique, illustrated in Part 2 of this thesis. In order to support equality tests on certain
components of lists, we have further extended generalized Horn clauses. We have adapted
the definitions previously introduced for Horn clauses to these new clauses. We have thus
obtained a new algorithm for verifying secrecy and authentication properties for protocols
with lists, which we have proved correct and implemented. We have successfully tested our
tool on several XML protocols.

Since manually modeling protocols with generalized Horn clauses is delicate and error-
prone, we provided a more convenient input language for protocols. More precisely, we
have proposed a new process calculus, useful to represent protocols that manipulate lists
of unbounded length. We have defined its semantics and provided an automatic translation
from this calculus into generalized Horn clauses. We have proved that this translation is
sound. One can represent a protocol as a process from the generalized process calculus,
translate the process into generalized Horn clauses and finally run the resolution algorithm
on the set of clauses. In this way, we obtain an automatic technique for proving secrecy and
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authentication properties of protocols that manipulate unbounded lists, for an unbounded
number of sessions, represented in a process calculus.

These two techniques are a first step for proving protocols with lists of unbounded length
for an unbounded number of sessions and any number of protocol participants. However
there are still a few limitations. At first, we do not support cryptographic primitives such as
Diffie-Hellman key agreements that are modeled using equational theories. This is why we
could not apply our approaches to more examples on group protocols. We plan to overcome
these limitations in the future. Indeed, some group protocols (e.g. A.GDH-2) use the Diffie-
Hellman key agreement, which we cannot handle yet. We believe that it could be handled
by combining our first result with [31]. Moreover it could also be interesting to adapt the
second result of this thesis to analyze protocols with algebraic properties.

Concerning the technique proposed in Part 2, since one of the major applications is SOAP
envelope, it would be useful to develop a specification language for representing protocols
with XML messages. In particular, we would consider the style of the tool TulaFale [13]
and adapt it with for unbounded lists.

Finally, it would be interesting to apply our verifier to protocols for electronic voting. How-
ever, this application has to face also other limitations of ProVerif, as for example that it
cannot prove equivalences under homomorphic encryption and that it is not possible to rep-
resent mix nets.
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Appendix

A.1 Proofs of Part 1

A.1.1 Proof of Lemma 7
Proof. By induction on the clause term p©.

e p¥ = x;,.;: inthis case, T = T'[i] & Iy,...,i5 = 1u]. As p© is well typed and
the only possibility for typing I' + x;, ;. is applying the type rule (Var), for each j =
I,...,hwehaveI' +i; : [1, L;] for some L;. We can then define 7 by 7([1, L;]) = 1},
since the types of the free indices iy, ..., i, are pairwise distinct. Therefore, we have
that

Ire(0) = Uperow, pix 1.0 »p=Hx .0 = p)Ip e I(op®T)).
~ ~——

Hence, for all p € I(o-p®©T), there exists o € Ir -(0) such that o’ pel=0'x1._1 =p.

® PG = f(P?, cees pg): in this case
op" = (f(pf..... PPN = flopST.. L opiT).

As p© is well typed in T and the only possibility for typing I' + f(p$,...,p%) is
applying the type rule (Fun), we have I + plG, AU B pf. Now, for all p € I(op®T) =
I(f(op§T,...,opPT)), there exist p; € H(apr) for j = 1,...,h, such that p =
f(p1,...,pr). By induction, for all p; € H((rp]GT), there exist 7; consistent with 7'
forT' + p? and o';. € ]Ir’Tj(O'va(quT)) such that O';p?l = pj. We can define 7 = Ujt;:
in fact, 71,..., 7, have the same value over types of free indices (because they are
consistent with the same T') and are disjoint over types of bound indices (because
the bound indices have pairwise distinct bounds, and distinct from the bounds of
free indices). Since pG is linear, a"l, e o-}l have disjoint domain, so we can define

o =uU j(r;.. Hence, 7 is consistent with T for I" + pG, o’ € Ir+(0), and o’ pGl =
o (fPS. ... PN = f(pr.....pw) = P

e pC=apf,...,pd]. Similar to the previous case.
o pU = list(i < M, p’®): in this case

opCT = olist(i < M, p'S)T = 0_<p/GT[i»—>1]"”’p/GT[iHMT]>

1GT[ir1] /GT[ir—)MT]>

=(op .,Op

For all p € I(op°T) = I(op'©Tli=l o p/OTlimM 1Yy there exist k € {1,..., M7}
and p; € I(op’CTli=Ky such that p = (pi). As p© is well typed in T and the only
possibility for typing T' + list(i < M, p’®) is applying the type rule (List), we have
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Ii:[1,M]¢+ p’G. Hence, by induction, for each p; € I[((fp’GT[i'_’k]), there exist 7
consistent with 77 = T[i — k] for I" =T, i : [1,M] + p’® and 07, € I 1, (o) such that
ol = pr.
We show that 74 is consistent with 7 for I' + p®. Notice that 7 is defined on
Types(I” + p’®) and that this is equal to Types(' + p®). As 7y is consistent with
T’ for I + p’C, for each type [1, L] € Types(I” + p'®) = Types(T + p©), we have:

- 1<n(LL)<L” =LT.

— 7" = 1([1, L)) if jis a free index of p’® and T + j : [1,L]. As T’ = T[i — k]
and the free indices of p’C are the free indices of p® plus i, we have that ;7 =
T1([1, L]) if j is a free index of pG andI'+ j: [1,L].

Notice that Ir -(0") = I 1, (o), as the variables typed in I" and I have the same type
in both the type environments.

Hence we can choose 7 = 74 and 0’ = o7, so that 7 is consistent with T for I" + pC,
o’ €lIr.(0), and o' p@l = o list(i < M, PO = (pr) = p. O

A.1.2 Proof of Lemma 11

/

Proof. Leto”, =
roof. Le o O-IJ‘V(P_,G’)

First, we have a’om(O'}) = doml(cj). As 0';. is the restriction of o € Ir (o), by definition

,,,,,,,,,,,,,,,

.....

i = 0x;,.5. Moreover, 7;([1,L]) = 7([1,L]). Hence, for each x_; €

..........

1
forall k = 1,...,/. Hence, by definition of ]I]“,Tj(O' i), we have 0';. € Ir,Tj((T 7). O
A.1.3 Proof of Lemma9
Proof. By induction on the clause term p©.

o p” =X, inthiscase, T = T'[i} = 11,...,i, > 1p]. As pG is well typed the only
possibility for typing I' + x;, . ;, is applying the type rule (Var), foreach j=1,...,h
we have I' + i; : [1,L;] for some L;. For each 7 consistent with T for I' + pC, for
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each j = 1,...,h, we have 7([1,L;]) = 7;. Hence, for each ¢’ € Ir (o), we have

o' pl =o'x 1 1 €lox,. ;) =Lop®h).

.....

PG = f(p?, N pg): in this case
ap? = o(fpf..... PN = flopT, ... apih).

As p© is well typed in T and the only possibility for typing I' + f(p$,...,p%) is
applying the type rule (Fun), we have I + p?, R B pg. For all 7 consistent with
T forT + pG, for all 0’ € Ir.(0), foreach j = 1,...,h, by Lemma 11, we have that

U&v(;;/@’) € ]IF,Tj(0-|ﬂ(pJGT))7 where 7; = TiTypes(Trp9)- By induction, foreach j =1,...,h,
. s . . G ’
since 7; is consistent with T for I' + P and T %) € ]Ir,Tj(a'ijgr)), we have

’ Gl GT r Gl _ ’ GT ’ GT
G-V'v(p_‘f’)pj € I[((Tng;r)pj ). Therefore, o’ p~* = f(a'v_v(p?l)p1 ""’O-lfv(p,‘jf)ph ) €

H(f<0'|fv(plGT)P?T, cees U'V'v(pr)P;C,;T)) = ]I(O'PGT)-
pC = ai[p?, . ,pg]. Similar to the previous case.
pC = list(i < L, p’®): in this case

1GTlir>1] /GT[i|—>LT]>

O'pGT ={(op L, Op

As pY is well typed in T and the only possibility for typing I' r list(i < L, p’®) is
applying the type rule (List), we have I',i : [1,L] + p’®. Let 7 be consistent with
T forI" + pG: we have 7([1,L]) = 1, for some 7 € {1,...,L"}, and 7 is consistent
with 77 = T[i ~ 1] for I,i : [1,L] + p’®. Hence, for each ¢’ € Ir-(o), we have
o’ € Ir (o yor))- Therefore, by induction, we have ¢” p'¢l e Wop©T), from
which follows that o p¢! = (o7 p’®!) € I(op©T). O
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A.2 Proofs of Part 2

A.2.1 Proofs of Section 7.1.1

Proof of Lemma 14. This result is easily proved by induction over the syntax of ¢, J, p©,
FO E,E, &, T. O

Proof of Lemma 15. This result is proved by induction over the syntax of p®, FO, E, &.
The only interesting case is the clause term p% = x;,

..........

.....
.....

..........

.....

Proof of Lemma 16. Since 8; is defined and o9&, C &), (0¢8;)T is also defined and
(8T c &F. By Lemma 15, we have 078! = (6°8)" c &I Since mu (EY) unifies
&L, it also unifies o7 E! and, as mou (EN)(TED) = (mou (ED)oT)ET, Mau (E])oT
unifies 81T. Then mGu (SIT) is defined and there exists o such that:

MGU (82T Yoo o’ MGu (81T)
o’ MGU (SIT) MGU (81T)

= MGU (82T )chT MGU (SIT)

since MGU (SIT) is idempotent. (The variables in its image do not occur in its domain, by our
definition of most general unifiers.) O

A.2.2 Proofs of Section 7.2.1
A.2.2.1 Proof of Lemma 18

We use the following standard result.
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Lemma 32. Let &1, &; be two sets of equations over standard clause terms. Then mcu (81U
&E») is defined if and only if Mmcu (MGU (E,)E1)MGU (&) is defined, and mcu (E; U &) =
MGU (MGU (E7)E1)MGU (E).

We can extend the following result for clause terms plG and pg to the corresponding facts
pred( plG) and pred(pg) and obtain Lemma 18:

Lemma 33. Suppose that pf and &, contain no variable common with pg and &;. Let
E={C pf = pg} U&E; U&Ey. Let T be an environment such that

0 = MGU {MGU (SIT)pIGT, = MGU (ag)szT’ | T" € TC).

is defined. Then mau (") = omau (8] )mau (E)).

Proof. We have
mGu (ET) = meu ({p?T' = pgT, | T € T} U 81T U Sg).
By Lemma 32,

Meu (& U E)) = Meu (mau (&) & mau (E])

= MGU (SIT)MGU (Sg )
since & and &) have no common variables. Again by Lemma 32,
meu (pST" = p§T 1 1" e TCy U ET L ET)
= mau (Mau (EF U ENpYT" = pST" | T” € TChmau (8T U &)
= mau (Mau (ENmau (EN(pFT" = pST" | T” € TChmau (E7 mau (E])

= MGU ({MGU (81T)pr, = MGU (8; )pgT/ | T € TC})MGU (SIT)MGU (8; )

since p?T’ has no common variables with 8; and pgT’ has no common variables with SIT.
So mMau (8T) = omGu (81T )MGU (8; ). m|

A.2.2.2 Proof of Lemma 19
Proof. We build the type environment I" as follows:

o forall j<h,i;j:[1,L;]€T;

e since [, +J:[1,L{] x---X[1, L] has been derived by rules (EmptySet), (EnvSet),
and (Set), J is either [1,L;] X --- X [1,Ly] or I X [1,Lgy1] X --- X [1,Ly] with I :
[1,L1] X -+ X [1, L] € T'5. In the latter case, we include I : [1,L;] X --- X [1, L] in
I',sothatinallcases '+ J : [1,L1] X --- X [1, Ly];
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o ifi:[1,L] eIy, then¢’ : [1,L1]x---%x[1,L;] — [1,L] € T, where ¢’ is the function
symbol associated to the free index i of Rf by Item 1 of the definition of immersion;

o ifg:[1,L7]x - x[1,L;] = [1,L] € T, then ¢’ : [1, L] x--- X [1, L] X [1, L] X
~- X [1,L;] = [1,L] € T, where ¢’ is the function symbol associated to ¢ by Item 2
of the definition of immersion;

o ifx :[1,Li]X---x[1,L;] €Ty, thenx_: [1,Li]X---X[1, Ly]X[1, L]x---X[1,L;] € T

o if [:[1,LY]x---x[1,L}/ ] €Ty, thenl”: [1, Ly]x---x[1, Lp]x[1, LY]X---X[1, L} ] €
I, where I’ is the set symbol associated to / by Item 5 of the definition of immersion.

To show that T + imm(RS, (i1, .. ., i) € J), we build the derivation of I" + imm(RY, (i1, ... ., i)
€ J) from the derivation of I'; + R? by induction. Let F’l be an extension of I'; with bound
indices: F’l =TIy, i’1 : [l,L’l’], e, i; : [l,L;’], and I[” be the corresponding extension of I
" =T,i  [LLY),....0 L L]

o If ") +¢: [1,L], then I + ¢/ : [1, L], where ¢ is transformed into ¢" by Items 1 and 2
of the definition of immersion, by induction on the derivation of F’l Fo:[1,L].

’

If Iy + ¢ : [1,L] is derived by (EnvIndex) and ¢ is a free index, then ¢« = 7, // =
¢'(i1,...,ip), and we derive I' + ¢/ : [1,L] from i; : [1,L;] € T for all j < h and
¢ :[1,L1]x---x[1,Ly] — [1,L] € I by (Envindex) and (Index).

If I + ¢ : [1, L] is derived by (EnvIndex) and ¢ is a bound index, then ¢ = i;. for some
j<L{ = i}, i;. : [1,L;.'] € I'} (with L;.’ = L), i} : [1,L;.’] el”,sol” v+ : [1,L] by
(EnvIndex).

If 'y ¢ : [1,L] is derived by (Index), then ¢ = ¢(ty,...,4), ' = ¢'(>1,..., 10,
L’l, .. .,L;(), with 'y ¢ : [I,L;] for all j < k. By induction hypothesis, I + L; : [l,L;.]
forall j < k. We derive I' + ' : [1,L] from i; : [1,L;] € T for all j < h and
¢ [, Li]x - x [1, L] x [1,L7] X --- X [1,L;] — [1,L] € T by (EnvIndex) and
(Index).

o IfT" HJ [1,L;]x-~-><[1,L,’c],thenF FJ [1,L1]><---x[l,Lh]x[l,L’l]x---x[l,L,’(],
where J’ is transformed into J”” by immersion:

—ifJ = (L] % x [1, L], then J” = J X [1,L}]x -+~ x [1, 7 ];
—ifJ = Ix[1, L, 1% - x[L, L], then J” = I’ < [1,L], ] x -+ x [, L}], where

I’ is the set symbol associated to I by Item 5 of the definition of immersion.

This result is proved by induction on the derivation of I'y + J : [1, L] X - - - X [1, L} ].
Ty v J 1, L] X --- X [1, L;] is derived by (EmptySet), then J* = {()} and J”" = J;
we use the property I' + J : [1, L] X --- X [1, Ly]. Otherwise, we apply the same type
rule, (EnvSet) or (Set), in both derivations.
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e In all other cases, we show that, if 1"’1 F pG (resp. I'y + FC. T, +E T, +E T+ 1T,
[; F RY), thenT” pG (resp. I' + FC,T+E,T+E T+ I,TFR), by induction on
the initial derivation, using the same type rule in both derivations.

A.2.3 Proof of Section 7.3.8
A.2.3.1 Proof of Lemma 21

To prove Lemma 21 we first need to prove the following result.

Lemma 34. Let T + RC and T + R'C be two well-typed generalized Horn clauses such that
RG = Cts, H NE = CY and R'® = Cts, H® A& = CC. Let T be an environment for
I + RS and for T v R'C. Suppose that mcu (ET) = mcu (E'T). If R°T is defined, then R'°T is
defined and R°T = R'°T,

Proof. Since RCT is defined, T satisfies Cts and mcu (&7) = mcu (E'T) is defined, so R'¢T =
Mau (ETYHT = meu (ET)COT = meu (EN)HCT = mcu (8T)CCT = ROT, O

Proof of Lemma 21. The proof proceeds by cases on the step applied by the unification
algorithm. The cases are numbered as in the definition of the unification algorithm in Sec-
tion 7.3.1.

1. The clause R’C differs from RC only by the set of equations: & = &; U {C p? = p’lG,
...,Cpg = p,’(G} where & = & U {Cf(pf,...,pkc) = f(p’lG,...,p;cG }. We choose
T’ = T as environment for I' + R’C. If RT is defined, then & is defined and &7 is
defined too. We have that:

g =&MutrST, .. pfT"y = fpCT L pCTY T € TC)

T _ oT \( GT" _ /GT" GT” _ /GT”
g =& upST =pleT, . pdT = plfT T e TC)
&" and &7 have the same solutions: o f(p§T", ..., piT") = o f(p/T", ..., pET") if

and only if forall j=1,...,k, 0'p§.;T” _ o-p;-GT”. We apply Lemma 34 and conclude.

2. This case is similar to case 1, except that the algorithm adds to & the equation C¢; =

) and replaces L, with Lj, forevery j = 1,..., h. Since RCT is defined, mcu (E7) is de-
. . LT, LT LT,

fined and for all 7”7 € T¢, & contains the equation a S L T =a L
G e I 0 e 4,

SO LJT. = L;.T and LJT. = L;.T , foreach j =1,...,h. Therefore, (Ct; = L})T = true, for

each j=1,...,h. LetI” be the type environment obtained from I" by replacing every
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occurrence of L} with Ly, ..., L; with L. Let T” be the environment obtained from
T by removing {L;. - L;.T | j =1,...,h}: T’ is an environment for I + R’®. For

every j = 1,...,h, we can replace L;. with L; without changing the translation since
T T

. N S L . .
LJT = L;.T. Then, we proceed as in case 1, using a ), %, as function symbol instead
L e A
of f.
3. Since RYT is defined, we have LT = L'T; otherwise, the translated lists would

have different lengths and mcu (E”) would not be defined. We have & = & U
L', p'%)}. Let I be the type environment obtained from I by replacing every oc-
currence of L’ with L. Let T’ be the environment obtained from 7 by removing
(L’ — L'T}: T’ is an environment for I + R’®. We can replace L’ with L without
changing the translation since L” = L'T. Since R°7 is defined,

e " T " i T
8T — 8{' U {<pGT [u—>1]’ . '7pGT [imL ]> — <plGT [t'—)l],' B 7plGT [imL ]> I
T” =Tliy > viy..oyin vul, (v1,...vp) € JT}
e e T i Uari T
— 81T U {<pGT [n—»l]’ . “’pGT [imL ]> — <p/GT [u—>1]’“ ) ,p/GT [iL ]> |
T” =Tliy & Vi, in = vl (1, ...vp) € JT)
T =&MU = pOT" | T" = Tliy = vi,..., i v vii > V],

Wiy ovpv) € JT x{1,..., LY.

Since (...) is a function of arity LT, we conclude as in case 1.

4. Let us first consider the case in which we instantiate L to the integer 4. Let T be any
environment such that R¢7 is defined. Then mcu (E7) is defined; since & contains the
equation A\, ey list(i < L, p©) = (p¥,..., p%), this implies that LT = h.

.....

Let T be the mapping from free indices of RC of type [1, L] to integers in {1,...,h}
defined by i’ = iT.

Let 7' be the environment equal to 7 for all bounds except L, for all
set symbols, and for all indices that are not of type [I1,L], and such that
d_vi_.. '_VI/CT/(V;C+1’ e v;ﬁk,) = ¢T(v1,..., visr), Where ¢ takes as argument k in-
dices of type [1, L] and k’ indices not of type [1, L], v’l, e, v;( are the elements of
Vi,..., Vi that correspond to the indices of type [1, L], and v;( L are the
elements of vy, ..., v that correspond to the other indices.

/
Vi

Let a be the renaming of variables that maps x, ., to

x_v’l_.. where x is a variable that has k indices of type [1,L]

/
Vi ,
(Vg pesVipr)

and k’ indices not of type [1,L], v},...,v; are the elements of vi,..., v that
correspond to the indices of type [1, L], and v}{ TR are the elements of vy,

..., Vk+re that correspond to the other indices.

’
> Virwr

Then we can show that (37,(R%))”" = aRCT. The proof proceeds by induction on the
syntax of clauses.
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e For all index terms ¢, for all environments 7 for ¢ such that LT = h, we can
define Ty and T’ as above and show that (37,(:))"" = «T. (For integers v, we
define v' = v.)

e For all clause terms p, for all environments 7 for p© such that LT = h, we can

define Ty and 7" as above and show that (37, (pG))T/ =ap°T.

It follows that (37,(R%))T" 2 ROT.

Let us now consider the case in which the instantiation cannot be applied. Let T be
any environment such that R¢7 is defined. Then mcu () is defined; since & contains
the equation A\, ;. ey list(i < L, p®) = (p$, ..., p%), this implies that L” = h. Let
usdefine 77 = T[I; — JT x{1},...,I, = J' x {h}]. The environment 7" satisfies the
constraint [} ... WI, = Jx[1, L], so it satisfies Cts’ = CtsU{[1 ©... W[, = JX[1, L]}

.....

(p?, . ,pg))T, we have meu (E7)list(i < L, pG)T” = MGU (ST)(P?, . ,pg)T” for all

T” =T[ij = Vi,...,ip > vl With (vi, ..., vp) € JT, that is, mcu (ET)pCT"li=v] =
” GTlij-vi,..., i vy
mGu (EN)pST" for all v € (1,...,LT). Let oy = {xy,._y,0 > py Vil
Wiy, v) € (J X [1,LDT}). Then mcu (E7)o, unifies the equations
G
{ Xil o i i J 2D
(i1 semmripy D)ETX[1,L]
. G
xil ..... Iyt st = pl ’
(i1yees ih/,i)Ell
. G\T'
-xil ..... Iyl ph }
(i1 yeensipy JHEIL

so it unifies the equations &7, since Mcu (&) unifies the other equations of &7,
which are also in & and do not contain x. Therefore, Mmou (&'7") is more general than
MGU (E7)o,, that is, there exists a substitution o such that mcu (E0)o, = omau (E'T).
Hence

omau (&Y = mou (ETo T = mau (ET)CCT

omau (ETHHCT = meu (&N HOT = meu (ENHHCT

since C’6 = €% and H'® = HS, C° and HE do not contain I, . .., I, so C6T = cCT’
and H6T = HST', and x does not occur in HS nor in C% so o,C°T = C°T and
oHST = HOT . Therefore, R’°T" 1 RCT

. Wehave 8= 8, U{C f(p¢,....p0) = gp.....p;)} and f # g. Since no substitu-
tion can make terms with different root function symbols equal, the unification of &"

fails and RS is not defined, so the lemma holds.

.....

,,,,,

is defined and &7 is defined too. Hence,

g=gTu!”  =xI" | 1"eTC



A.2 Proofs of Part 2

10.

Mau (ET) and mcu (E'T) have the same solutions: all substitutions are solutions of

xI" . =xI" .. We can then apply Lemma 34 and conclude.

.....

.....

Then, if & is defined, we have:
g=&lup =xI" 1T eTC)
gl=eluxl”  =pT" | T eTC)

Mau (ET) and Mcu (') have the same solutions, so the result follows by Lemma 34.

We have

------------

~~~~~~

defined and R°7 is not defined either, so the lemma holds.

The clause R’C differs from RC only by the set of equations: & = & U {Ct = 1}. We
choose T’ = T as an environment for I' + R’C. If R is defined, then &7 is defined
and &7 is defined too. Moreover &' = &7. Hence, we can apply Lemma 34 and
conclude.

.....

else in the clause and obtain: R’® = Cts, H'® A (§y U &) - C’C. Clearly, T’ = T is
an environment for I' + R’C. We have

i . .
85 = {x = Pl T =Tliy V- vi, ..., i vl
i

Vyeesv) €40, LT X x L, LT

Let o0p = MmGu(&)). For all (vi,...,vp) € {1,....LT} x --- x {1,...L]}, we
have ToXr” = oop’®T”, where T” = T[iy — vi,...,in — vy]. When
Xy 11 L’l,...,ih - L;Z} occurs under a conjunction C in R, we have for
all 77 e TC, (7", ....qT") e {1,..., LTy x -« x {1,...LT}, so oo(x,,,. {11
Gooosin = gD = (i o L. Lin o g DT Hence, 0gH'CT = ogHOT,
0'08;T = O'OSIT, and ooC’°T = 0oC°T. Now, we have that:
MGU (8'1T U 85 YH'’T = mcu (Mcu (Sg )8'1T)MGU (85 YH'T by Lemma 32
T

= MGU (& YooH'¢T

= MGU (0'081T)0'0HGT

= MGU (MGU (85 )81T IMGU (85 YH or

= MGU (8]T U Sg )HGT by Lemma 32

In the same way, we can prove that Mcu (&, U eHCT = mou (8] U ENHCET and
then conclude.
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11.

12.

13.

14.

15.

16.

Similar to the previous case.

We have that: & = 8§ U{i =1} = §U&. To obtain R’?, we replace i with ¢ everywhere
else in the clause, and obtain: R’C = Cts, H'C A (Ey U 8’1) — CC. Clearly, T’ = T is

an environment for I' - R, If R°T is defined, then &] is defined, so i" = (. Hence
RIGT — RGT.

We have that: & = &1 U {Aq, ipelt.pexio)t = '} = & U &. To obtain
RS, we replace ({iy +— «},...,i5 = ¢} with ofiy = o},...,ip > (¢} everywhere
else in the clause, and obtain: R'C = Cts, H® A (& U 8’1) - (9. Clearly,
T’ = T is an environment for T + R’C. If R6T is defined, then Sg is defined, so

When {i; — L’l, R L;l} occurs under a conjunction C in R, we have for all
T"” € TC, (L,IT”,..-,L;,lT”) € {19’L’{} XX {I’LZL SO (L’{il — L,l’---9ih —
DT = Wiy > . Lip e g DT Hence R'OT = ROT.

In case we remove the equation A, ije(liix-x(1.,t = ¢} -.,1,), the clause
R’C differs from RS only by the set of equations: & = & U{Ct = ¢(iq,...,1,)}. We
choose 77 = T as an environment for I' r R’C. If R is defined, then ET is defined
and &7 is defined too. Clearly, Mcu (ET) = mcu (&'7): we can apply Lemma 34 and
conclude.

Similar to the previous case.

We have that R’ differs from RC only by the set of equations: & = & U {Cx;,._;, =
p’¢}. We choose T’ = T as an environment for I' - R’C. If R®T is defined, then & is
defined and &7 is defined too. We have that:

8T — 8’T U {xiT, iT/ — p/GT’ | T/ e TC}

’’’’’’’

------

nor in CY, we have that:

mau (ENHCT = meu (ETHCT = meu (ET)H'CT

Mau (ENCYT = meu (ET)COT = meu (ET)CCT
so R’6T = ROT,

When there are unused indices in a conjunction, the translation generates several
copies of the same fact or equation under that conjunction, one for each value of
the unused indices. Removing the unused indices from the conjunction just removes
these duplicate facts or equations. It does not change the value of mcu (E7), but may
remove duplicates from H°T. Therefore, R°¢T 1 R°T .
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17. We have
HS = H§ U { /\ att(x;,....i,)}
(i1 ,eeeslp)E[1,L1 1X--X[1,Ly]
HC =HS U{Cratt(p) 1 k=1,...,K}

&= 8 2{Ck Xy iy = pk | k= l, ...,K}
We choose 7”7 = T as an environment for I' + R’C. Therefore

mau (ENHCT = meu (ST)HGT
{att(eu (EN)xy, v | 1, ov) € [LLTT -+ x [1, L] 1}
vau (&1 HH'CT
= mau (ENHST U fatttveu (ENHpPT) | T € TC k= 1,...,K)
= mou (ENHST U {att(mcu (aT)xliu ) | T" €T k=1,...,K}

~~~~~~

since MGu (E”) is a unifier for the equations xz» v = pCT" for T € TC,
k120 k,h

k =1,...,K. In order to show that R’°”" 3 RGT we notice that mcu (&'7)C’¢T" =
Mcu (ENCCT, since & = &, C'° = C% and T/ = T, and we show that
MGu (ETHYHST ¢ meu (ET)HCT (multiset inclusion). The latter inclusion holds as
soon as the multiset {(Lk,l,.. N h) | 7" € TC k = 1,...,K} does not contain du-
plicate elements. This multiset is equal to the multlset union [1 U ... U Ig where
L=yl )1 T €T fork = 1,...,K

Suppose that Ik Contains a duplicate element. Thus, there exist T{" # T}’ in TC such

T// TII . . .
that (Lk e h) = (1,* Ll .,Lkzh). For each index i bound by Cy, there exists [ < h
T T

such that ¢, = i. Therefore, i't = i'2. T{" and T} are two extensions of T with
values of indices bound by Cj and nothing else, so 7}" = T)'. Contradiction. Hence
fork=1,...,K, I} does not contain duplicate elements.

Suppose that I; and Iy contain a common element Thus, there exist | € TCk and

, C, T// T/ _
T} € T* such that (Lkl,..., kh) (Lk,l,..., 5 h) Hence mcu (&7 )xrﬂ =

Lkl """ b

MGU(EM)x 7y 17, 50 MGU (ST)pk I Z mou (ST)pk, 2| Contradiction since pY and

’

pg cannot unify. Therefore, I; and I;; contain no common element.

Hence I;U. . .Ul does not contain duplicate elements, which concludes the proof. O

A.2.3.2 Proof of Lemma 22
Proof. The merging of sets actually consists of three transformations:

1. When RC contains constraints I; & --- & [, = I and Ii W I;l, =Jwith [ = I]’(, and
I does not occur elsewhere, we replace these constraints with I] & --- W [} | & [} W
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---L+JIhL+JI]’€Jr1 Lﬂ---wl;l, =J. SinceRGTisdeﬁned,wehavellTL+J---L+JI; = IT and
Mool =J" sol"w---wl” wllw---wll Wil w...w [T = JT Hence

k+1
R’ST is also defined and R’¢T" = ROT .

2. When RC contains the constraint I, = J, we replace I; with J in the obtained clause,
and delete the constraint. Since R°7 is defined, we have I lT =JT so replacing I, with
J does not change the translation, and R’6” = RO

3. Finally, consider the actual merging of I; and I, when R® contains a constraint /; &
--- W [, = J. Clearly, for the obtained clause RS, we have I' + R°. Let T be an
environment for I' - RC such that R®T is defined. Let us construct the environment 7’
for I v R’ such that R’67" = ROT . We define T’ exactly as T for the functions ¢, sets
1, and bounds L not renamed by «, and for free indices. For I € §, we define / =
I"U(al)”. When a bound L is renamed by a, we define L™ = max(L", (@L)"). When
a variable renamed by @ occurs under a conjunction A\, i i isers(1Ly]x-x[1,L,] 1N
HY or &y, itis of the form x;, ..., so that x;r v is used only for (if,....i{) € I"
in RCT. Moreover, I € S, and an easy induction shows that for all 7 € S, I C

IT, SO X;T T is used only for (ilT, cees i,{) € IIT in ROT. Similarly, in Hg and &;,

(ax)l.lr ..... i is used only for (ilT, cees i,{) € IZT. Moreover, IIT and 12T are disjoint by the

constraint /1 W --- W [, = J, so we can replace ax with x without introducing a clash

of variables in R®T. Similarly, when ¢ is renamed by «, ¢ and a¢ are also used on
disjoint sets of arguments (¢ is used with its first k£ arguments in / lT and a¢ is used
with its first k arguments in 12T ), so we can define ¢”” as ¢! when its first k arguments
are in I and as (a¢)” when its first k arguments are in /7, and ¢  can take any value
on the rest of its domain. (The domain of ¢’ may be larger than the domain of ¢’
since the translation of renamed bounds may be larger. The values of ¢! outside
the domain of ¢’ are in fact not used. Since the bounds L are larger than L' and
(aL)”, the result of ¢’  remains in the interval corresponding to its type.) We can

then replace a¢ with ¢. Then, it is easy to check that R67" = RGT .

It is then easy to see that the lemma holds for any composition of these three transforma-
tions. m]
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A.2.4 Proofs of Section 9.5

Lemma 26 is an immediate consequence of the following lemma.

Lemma 35. Let T + PC be a well-typed generalized process, such that the bound names of
PC are pairwise distinct and distinct from free names of P¢. Given an environment T for
'+ P° and a list of indices i < L, we have:

Tren(P°,T,i < L) =, P°T .

Furthermore, we have the following two properties:

PI1. The bound names in Tren(P°, T,i < Z) are pairwise distinct and distinct from free
names, except that in processes P+ Q, the bound names in P need not be distinct from
those in Q.

P2. All bound names in Tren(PS,T,i < L) are of the form aZTT when they come from
...

yeee

Proof. The property Tren(PC, T,i < L) =, P is proved by an easy induction on the
syntax of PY.

Properties P1 and P2 are proved by simultaneous induction on the syntax of PC.

e Case IT;<; PU: foreach v < LT, by induction hypothesis, the bound names in Tren(P¢,
T — v], (7, i) < (Z, L)) are pairwise distinct (except that in processes P + Q, the
bound names in P need not be distinct from those in Q) and distinct from free names.

Furthermore, they are of the form afLTT’LT

il v,...

* when they come from (for all i/ < L’,va;) in P®, so P2 holds.

** when they come from (va) in P¢ and of

LTIT LT,

the form a
Ty,..

Vi _ .
Hence the names Tren(P°, T[i — v],(i,i) < (L, L)) are distinct from the names in

Tren(PC, T[i — V'], (i, i) < (L, L)) when v # 1, so P1 holds.

e Case (forall i < L, va;)P®: by induction hypothesis, the bound names in Tren(PC, T,7
<L)are pairwise distinct (except that in processes P + O, the bound names in P need
not be distinct from those in Q) and distinct from free names. Furthermore, they are
of the form a’.;_‘TT"“ when they come from (va’) in P° and of the form a’f;T’LT"" when
they come from (for all i < L, va;) in PY. The new bound names af;T’LT forv < LT are
of the required form, so P2 holds. They are distinct from the free names and from the
bound names of Tren(P¢, T,i < Z), since the bound names in (for all i < L, va;)P°
are pairwise distinct and distinct from free names, so they do not use the same symbol

a. So P1 holds.
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e The case (va)PC is similar to the previous one. All other cases follow easily using the
induction hypothesis. We use the property that the bound names of P® are pairwise
distinct and distinct from free names of P¢. In the cases “choose”, we also use that
in processes P + Q, the bound names in P need not be distinct from those in Q, so the
induction hypothesis already guarantees that names are distinct when desired. ]

A.2.5 Proofs of Section 9.6
A.2.5.1 Proof of Lemma 30

Lemma 30 comes immediately from the following lemma applied to instr® (Pg) = instr%(PY,
0,0,0 <0).

Lemma 36. Given a well-typed generalized process T' + P°, an environment T for T + PS,
a list of variables Vars = xi,...Xx,, a list of session identifiers Sessld = sy,..., sy, and a
list of indices i < L, we have:

(instrG(PG, Vars, Sessld,?ﬁ Z))T =, instr(Tren(PG, T,Ts Z), Vars, Sessld) .

Proof of Lemma 36. This proof is done by structural induction on the process P®. We detail
here the most interesting cases.

e Case in(MC, x).PC:
(instr® (in(MC, x).P%, Vars, Sessld, i < L))"
= (in(MC, x).instr® (PC, (Vars, x), Sessld, i < L))"
in(M°T, x).(instr® (P9, (Vars, x), Sessld, i < L))"

« IN(MOT, x).instr(Tren(P%, T, i < L), (Vars, x), SessId)
by induction hypothesis

=, instr(in(M°7, x).Tren(PC, T,i< Z), Vars, Sessld)
=, instr(Tren(in(MC, x).P%, T, i < L), Vars, Sessld)

e Case !PY:
(instt®(\PC, Vars, Sessld, i < L))"
= (instt%(PY, Vars, (Sessld, 5),i < L))"
18(instr% (PY, Vars, (Sessld, 5),i < L))"
@ !Sinstr(Tren(PG, T,?S Z), Vars, (Sessld, s)) by induction hypothesis
=, instr(!Tren(PG, T,?S Z), Vars, Sessld)
=, instr(Tren(!PG, T,?S Z), Vars, Sessld)
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e Case H,'SLPG:
(instrG(HigLPG, Vars, SessId,TS Z))T
= (HisLinstrG(PG, Vars, Sessld, (7, i) < (Z, L)’
= (instt% (P9, Vars, Sessld, (i,i) < (L, L))" | ... |
(instt®(PC, Vars, Sessld, (i, i) < (L, L)) =]
For each v < LT, we have by induction hypothesis:
instr®(P, Vars, Sessld, (i, i) < (L, L))" =,
instr(Tren(P%, T[i — v1, (i, i) < (L, L)), Vars, SessId).
Hence:
(instrG(HiSLPG, Vars, Sessld, i < Z))T
=, instr(Tren(PG, Tli— 1], (7, )< (Z, L)), Vars, Sessld) | - - - |
instr(Tren(PG, Tli— L], (7, i) < (Z, L)), Vars, Sessld)
=, instr(Tren(PC, T[i — 1), (i) < (L, L)) | - - |
Tren(PG, Tli— L], (7, i) < (Z, L)), Vars, Sessld)
=, instr(Tren(I1;<; P, T,i < L), Vars, Sessld)
e Case (foralli < L, va;)P°:
(instrG((for alli< L, vai)PG, Vars, Sessld,?ﬁ Z))T
= ((foralli < L,va; : aiLT’,Z[Vars, Sessld])
instrG(PG Vars, Sessld, i< Z))T
= (vay : a - [Vars Sessld]) ... (varr :aii:%:[Vars, Sessld])
(1nstrG(PG, Vars, Sessld,l < L))T
Moreover, by induction hypothesis, (instr®(PC, Vars, Sessld, i < L))T =, instr(Tren(PC,
T,i < L), Vars,Sessld). Therefore,
(instrG((for alli<L. va;)PY, Vars, Sessld, i < L))"
=, (vay : a - [Vars Sessld]) ... (varr :aZZTZTT[Vars, Sessld])
instlr(Tren(PG T,i< L) Vars, Sessld)
=, (vaL~LT [Vars Sessld]) .. (VaL L' : LTET[Vars, Sessld])

(1nstr(Tren(PG 7.7 <L), Vars, Sessld){ /al,...,afif Jagr))
Ki

by renaming bound names

=, insr(va ) L val A Tren(PO, 7T < DS far, . oals Jag),

i
Vars, Sessld)

=, instr(Tren((for all i < L,va;)P°, T, i < L), Vars, Sessld)
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e The case (va)PC can be handled similarly to the previous case. All other cases follow
easily from the induction hypothesis. O

A.2.5.2 Proof of Lemma 31

Lemma 37. Let P be an instrumented process, p a function that associates a clause term
with each name and variable, and H a sequence of facts. Given a substitution o over the
variables in p, we have that:

[Pl(op)(cH) E [PlpH .

Proof of Lemma 37. The proof of this lemma is done by structural induction on the process
P. We detail here the most interesting cases.

e Case M(x).P:
[M(x).Pll(cp)(cH)
= [PI((cp)lx = x])(cH A message(op(M), X))
= [P(c’ (plx > x]))(o”'(H A message(p(M), x)))
where we define the substitution o = o[x > x]
C [PI(o[x — x])(H A message(o(M), x)) by induction hypothesis
C [M(x).PlpH

e Caselet x = g(My,...,M,)in Pelse Q:
[let x = g(My, ..., M,) in P else Qll(cp)(cH)
= [Ql(cp)(cH) U U{[[P]](O'W'P[X - o p'DooH) | gpy,....py) = P
is in def(g) and (o1, o)) is a most general pair of substitutions
such that ojop(M;) = o} pj,foreachi = 1,...n}

By induction hypothesis, we have [Qll(cp)(cH) E [QllpH. Let g(p},....p,) — P’
be a rule in def(g), and (0'1,(7’1) be a most general pair of substitutions such that

orop(M;) = o|p;, foreachi = 1,...n. Let oy = 010 and 0, = o}. For each i =
1,...,n, wehave op(M;) = o, p;. Let (073, 0;) be a most general pair of substitutions
such that for each i = 1,...,n: o3p(M;) = op;. As (02,0%) is such a pair (but
maybe not a most general one), there exists a substitution o4 such that o = 0403

and 0, = 0407, Hence we have that
[Pl(o10plx = o p'D(o1oH)
= [Pl(c403plx = o403 p )0 4030H)
= [Pl(ca(o3plx = op' D)o s(o30H))
C [Pl(o3plx = oip' D(o30H)
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by induction hypothesis. Therefore,
[let x = g(My, ..., M,)in P else Ql(cp)(cH)
C [QlpH U | TP 3plx = o4p Do H) | (Pl ) = 1

is in def(g) and (03, 0;) is a most general pair of substitutions
such that o3p(M;) = oy p;,foreachi=1,...n}
C [llet x = g(My,...,M,) in P else QJpH.

o The other cases are straightforward using the induction hypothesis. O

Lemma 38. We have

[letEjin ... letE;inPelse Q ... else QllpH
C [QllpH U [PI(Mcu (E)(p[x1 = pi,...,x1 = p])(Mcu (E)H)

where
o foreachi <1 E;is x; = g(M;1,...,Mip);
e foreachi <1, x; does not occurin Q norin My jforallk =1,...,land j=1,...,n;

e foreachi<|, gi(pgl, . ,pgnl_) - plfo is the rewriting rule of g; and p; 1, ..., Pin;: D;

are obtained by renaming p?l, cees p?n_, pgo with fresh variables;

o S={pMyj)=prjlk=1,....land j=1,...,n}.

When the equations in & cannot be unified, Mcu (&) is not defined, and the second component
of the union is omitted.

Proof. The proof is done by induction on /.

e Basecase: [ = 1.
[let Ey in P else QllpH = [QllpH U [Pl(cplx = op|1)(cH)

where o is a most general substitution such that op(M; ;) = op;; for each j =
1,...,n;, assuming that o exists. (Finding such a o is equivalent to finding a most

general pair of substitutions (o', ”’) such that o”p(M; ;) = o” p(l) ;i we can define o

by ox = 0”’a"'x where a is the renaming of p?j into p; ; and x is a fresh variable
introduced by this renaming, and ox = ¢”’x otherwise.) Hence o = mGu (&) where

E={p(M;)=p1,;|j=1,...,n} and we can conclude that
[let E; in P else QlpH = [QllpH U [Pll(Mcu (E)(plx1 = pi1)(Mcu (E)H)

When Mcu (E) is not defined, that is, o does not exist, the second component of the
union is omitted.
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o Inductive step. We have

[letEjinlet Eyin ... letE;in Pelse Q ... else Q else QllpH
=[[QlpH U [lletEyin ... let E;in Pelse Q ... else Olp1H;
where p1 = Mcu (E1)(p[x1 = p}1), Hi = Mcu (E1)H, and
&1 ={pM;) = p1,j| j=1,...,n1}, by the base case
C [QlleH U [Q]lp1H1 U
[PI(meu (E2)(p1lx2 = p3, ..., x1 = pD)(M6u (E2)H1)
where & = {pi(Myj) = prj | k = 2,...,land j = 1,...,n}, by induction hy-

pothesis, assuming that mGu (&;) and Mcu (&;) are defined. We have [Q]lo1H; =

[ON(MGu (E1)p)(Macu (E1)H) since x; does not occur in Q, so [Qflp1 H; C [QlloH by
Lemma 37.

Let 8’2 = {pMyj) = prj | k =2,...,1and j = 1,...,m}. The variables of py ;
(k > 2) are fresh, so they are untouched by mcu (&1), so we have &; = mcu (E))E)
and & =& V&), s0

MGU (E2)MGU (E1) = M6U (MGU (E1)E5)MGU (E1) = Mcu (E1 U &) = Mcu (E)

by Lemma 32. Moreover, the variables of p’z, e p; are fresh, so they are untouched
by mcu (&;). Hence

MGU (E)(o1[x2 B ), X = pil)
MGU (E)MGU (E1)(p[x1 - pl, X2 = ph,...,x1 = pil)

= McU (E)(plx1 = pls...,x1 - pl)

and MGu (E)H| = MGU (E)Mau (E1)H = mcu (E)H. Therefore,

[letEjinletEyin ... let E;in Pelse Q... else Q else QlpH
C [QllpH U [Pl(mcu (E)(plx1 + pi,...,x = piD))(meu (E)H)

As before, when MGu () is not defined, that is, MGu (E;)MGuU (E1) is not defined, the
second component of the union is omitted. O

From this lemma, we obtain the following result for the special case of the decomposition
of data constructors.

Corollary 39. Let f be a data constructor of arity n and fl_l, ..., [V be its associated
destructors.

Mletx; = f7'(M)in ... letx, = £, '(M)in Pelse Q ... else QllpH
C [QlpH U [PTI(MGu (E)(plx1 > vi, ..., X, B vu]))(MGU (E)H)

where x1, ..., X, do not occurin Q norin M, and & = {f(vi,...,v,) = p(M)}. When mcu (E)
is not defined, the second component of the union is omitted.
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Proof. By Lemma 38, we obtain

[letx; = ;7' (M)in ... letx, = £, '(M)in Pelse Q ... else QllpH
C [QllpH U [PT(Mcu (E')(plx1 = Vi1, ..., X, = veu]))M6U (E)H)
where & = {p(M) = f(vi1,...,vin) | kK =1,...,n} and the variables v j (k = 1,...,n, j =
1,...,n) are fresh. We have mcu (&")vi,; = mcu (E')vy jforall k, k', j,soforall j=1,...,n,

we can rename the variables vy ; for all k into the same variable v;. After this renaming, we
obtain the announced result. O

Lemma 40. Suppose that the variables of pat(,...,pat, are pairwise distinct and fresh
(that is, they do not occur in p, H, My, ..., M,, and Q).

[let pat; = My in ... letpat, = M, in Pelse Q ... else QlpH
E [QlpH U [[PII(MGu (E)(plx — x| x occurs in pat,, ..., pat,]))(Mcu (E)H)

where & = {pat; = p(M;) |i=1,...,n}

Proof. The proof is done by induction on the total size of the patterns paty, ..., pat,.

e Case 1: there is a single pattern pat = x.

[let x = M in P else QlloH
= [llet x = id(M) in P else QlpH
= [QlleH U [PI(Mcu ({p(M) = y}(p[x = y])(Mcu ({p(M) = yHH)

where y is a fresh variable and the rewrite rule for destructor
id is renamed into id(y) — y (see the base case of Lemma 38).

C [QllpH U [PT(mMcu ({p(M) = xH(plx = x]))(mcu ({p(M) = x})H)
by renaming x into y since x and y do not occur in p, p(M),
and H.

e Case 2: there is a single pattern pat = f(pat,, ..., pat,).

[let f(pat,,...,pat,) = M in P else QljpH
=[letx; = f;'(M)in ... letx, = £, '(M)in
let pat; = x1in ... letpat, = x,in Pelse O ... else O
else Q ... else QlpH
where x1, ..., x, are fresh variables
E [QlpH U [llet pat; = x;1in ... letpat, = x,in Pelse O ... else O]
(Mcu (E)(plx1 - vi,...,x, = v ])) (MU (E)H)
where & = {f(v1,...,vy) = p(M)}, by Corollary 39
C [QllpH U [Q]lp"H" U
[PI(Mcu (E")(p’[x — x| x occurs in paty, ..., pat,]))(Mcu (E)H")
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where o = MGU (E)(p[x] = Vi,..., X, > vu]), H = Mcu(E)H, and & = {pat; =
p'(x1),...,pat, = p’(x,)}, by induction hypothesis (since the total size of pat,, . .., pat,
is less than the size of f(pat,,...,pat,)).

As xi,...,x, do not appear in Q, [Qllp’H’ = [Qll(Mcu (E)p)(Mcu (E)H) T [QllpH,
by Lemma 37.

We have & = {pat; = mcu(E)v; | i = 1,...,n} = Mmcu(E)pat; = vi | i =1,...,n},
so by Lemma 32, mcu (&' )Mcu (E) = Mcu({f(vi,...,vy) = p(M)} U {pat; = v; |
i=1,...,n) = mcu({f(pat,,...,pat,) = p(M)} U {pat; = v; | i = 1,...,n}). Let
&" =A{f(pat,,...,pat,) = p(M)}. Then we have mcu (E")Mcu (E) = (Mcu (E"))[v; —
MGU (E”)pat;]. Therefore we obtain that:

[let f(pat,,...,pat,) = M in P else QllpH C [QlloH
U [PI(mGu (E"”)(p[x + x | x occurs in pat, . . ., pat,]))(mcu (E")H)

since the variables vy, ..., v, do not occur in p and H, and the variables xi, ..., x, can
be removed from the environment since they do not occur in P.

Case 3: there are several patterns.

[let pat; = My in ... letpat, = M, in Pelse Q ... else QllpH
C [QlpH U [[let pat, = My in ... let pat, = M, in Pelse QO ... else O]
(MGu (E1)(p[x = x | x occurs in pat,]))(Mcu (E1)H)
where & = {pat, = p(M1)}, by induction hypothesis applied to pat,
C [QlpH VU [Qlp"H" U
[PI(Mcu (E2)(p’[x +— x| x occurs in pat,, . . ., pat,]))(Mcu (E)H")

where p’ = Mcu (E;)(p[x — x | x occurs in pat,]), H' = mcu (E1)H, and &, = {pat; =
p'(M;)|i=2,...,n}, by induction hypothesis applied to pat,, ..., pat,.

Since the variables of pat; do not occur in the process Q, we have [Qllp’H’
[ON(MGu (E1)p)(mMcu (E1)H) E [QllpH by Lemma 37.

Let 8; ={pat; = p(My) | i = 2,...,n} and & = {pat; = p(M;) | i = 1,...,n}.
Since the variables of pat; for i > 2 do not occur in &;, we have mcu (E)M6U (E1) =
MGu (MU (E1)E)Mau (&) = meu (& U &) = macu (E) by Lemma 32. So
MGU (&)(0'[x — x | x occurs in pat,, . .., pat,])
= MGU (Ex)MaU (&1 )(p[x — x| x occurs in pat, ..., pat,])
= MGU (E)(p[x — x| x occurs in pat,, ..., pat,])

and Mcu (E,)H’ = mau (E;)Mau (E1)H = mcu (E)H. Therefore,

[let pat, = My in ... let pat, = M, in Pelse Q ... else QlloH C [QlloH
U [[PII(mGu (E)(plx — x| x occurs in pat, . .., pat,]))(Mcu (E)H)
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Lemma 41. Let Tp + M be a well-typed pattern, p© a function that associates a clause
term with each name and variable, possibly with indices, and I" an environment for gener-
alized Horn clauses such that Tp,T v pC. ThenT + p¢(M©)

Proof. We detail here the three interesting cases.

e Case MC = x Since I'p types x;, we have two judgments x_: LeTpandTp+7: L.
From the definition of I'p, T + p©, if {x; = p“} € p%, thenT,i : L + p®. Moreover, as
Ip+7:L, wehave ' -7 : L. Hence p¢(M©) = p®{t/i} and T + p®(M©).

e Case MY = a. From the definition of I' + pY, if {a — pC®} € pC, then T + p¥ =
p%(MY).

e Case MY = q,. Since I'p types a,, we have two judgmentsa_: [1,L] e I'pand I'p
i:[1,L]. From the definition of I'p,I" + pG, if {a; — pG} EpG, thenI,i:[1,L]+ pG.

Moreover, as I'p + i : [1,L], we have I' + i : [1,L]. Hence pG(MG) = pG{L/i} and
I+ pS(MPO).

Proof of Lemma 31. The proof is done by structural induction on the process P¢. Let p =
MGU (ST)pGT and H = mcu (ET)HCT, and let us show that

[P°"lpH £ | ) (Pl HOEDT .
T’extT

e Case out(M®, N©).P©:

[(out(M®, N%).PY pH
= [out(M°T, NT).PST pH
= [P°T1pH U {(mcu (ET)HOT
= message(MGu (EN)pCT (MCT), mau (ET)p°T (NCT))}
= [P°TTpH U (T + H® A & = message(p®(M©), p¢ (N )T
C U (IPCTpCHCED U

T’extT

|J dr+ HE A & = message(p®(M©), pC (NN
T’extT
by induction hypothesis and using that 7 is an extension of itself

c | (outtm®, NO).PC1pC HOED)"
T'extT
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e Case in(M%, x).PC:

[Gn(MC, x).PS) 1pH = [in(M°T, x).P°TpH
= [P (p[x — x])(H A message(o(M°T), x))

The right-hand side of the theorem develops in

|J @inmC, )P HOED = (] (P9TpSHTE )
T’extT T’extT

where p? = pG[x - x], H? = H9 A message(pG(MG),x), andI'y =T, x :[]. We
show that p[x — x] = MGuU (ST)pIGT:

MGU (ST)p?T = MGU (ST)pGT [x — x] = p[x — x]
and H A message(p(M°T), x) = mou (ET)H(T:
MU (ENHT = mou (ET)(HE A message(p®(MY), x))T
= MGU (ST)H GT A mGu (ST)(message(pGT(M GT), X)

= H A message(mcu (ET)pT (MCT), x)
= H A message(p(MCT), x)

LetI", the environment that types PO, I, =Tp,x_: []. Before applying the induction
hypothesis we need to show that I'},, T pIG and I'y + HIG (clearly, I'1 + &). Since
[p,T + pC% we have I',, T + pC. For the new map [x — x] € p¥ we have that
x :[]€Tpand Iy + x. Hence I}, Ty I—p?.

Since ' + HY, we have I'; + H®. From Lemma 41 we have that T’ + p¢(M®), as
Ip,T'+ p®and T'p + MC. Finally T'; + x. Hence I'; + message(o®(M©), x), and thus
I'+H ? Therefore, we can apply the induction hypothesis and conclude.

e Case 0: [07])pH = 0 = Upere 7 (1010 HEED)T .
e Case PY | Q%:
1P | Q9 TpH = [IPY" | Q" llpH = [P°" pH U [Q°" ToH
c | @rueulen’ v | o1 uoen)”

T’extT T’extT
c [ @10 1CHEn)"”
T’extT

e Case !PC:
[ PO ok = [ PYT oH = [P (pls = s))H
c ) @PCueCLs - shHOED

T’extT

c | J @ PoneCHCEry”
T'extT
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e Case Il P:
(i< PY pH = [PETE=1 | POTE=L
= [POTl= o U - U [POTI=L ol

By induction hypothesis, [P°TU="oH € Uz ex 1isn (TP T HEET, i : [1, L1)T
foreach v € {1,...,LT}. Therefore

[P ToHE | ) (WP HOEW, i 2 [1, L) U+ U
T’ext T[ir1]

) @PenlHCEw i i, Ly
T’ext T[i—LT]

C U (PP HCET, i - [1, L))"

T’extT
c | W< PIp HOED)”
T’extT
since T'[i — v] is an extension of 7 for each v € {1,...,LT}.
e Case (foralli < L,va; : a.L.’,L[x],...,x,,, STy vy Sy DPC:
IR

[((foralli < L,va; : al_LTiL[xl, s Xy ST e ey sn/])PG)T]]pH

LT
= [[(va, va (X1, . s X Stae ey Sl ..

L LTIT GT
(vayr : a5 [X1,. s Xn, St S )P ToH

= [P°"Tp1H
where

1), 0, (1) o))

p1 =play = a5

LTIt
agr = a = e, - pGa), p(s1), - p(sp)l] -
The right-hand side of the theorem develops in

|J (doralli< L,va; a1, s DPOIP HOEDT
T’extT ’
= | @wppiHOED)”
T’extT

where pf = p%lai = @ [p(n), .. p% (i), p%(s1), . p% (511 We show that
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p1 = U (E7)pST

p1 =play — a = [p(X1) s P(Xn), p(81), o p(se)], e

ar ajijﬁ FICONRNCANE NI )]

= mcu (ET)
0% lar - @ 1T ). o ). p T (1), ()
s e a;;ﬁ % ), 0T o), 07T (1), - 0% (s)TD)
= meu (E7)p%"

Let I',, the environment that types PO, I, = T'p,a_ : [1,L]. Before applying the
induction hypothesis we need to show that I'},,T" + ,olG. Since T'p, T + p%, we have

I',,T + pC. For the new map [a; agz[pG(xl),..., %), p%(s1), ..., p%(su)]] €
p§ we have thata_: [1,L] € T, and T + agz[pG(xl), e Pl ), P (1), .., P8 (sr)
by Lemma 41. Hence I',,I" + p?.

We can then apply the induction hypothesis and conclude.

Case (va)PY: this case is similar to the previous one.

Case letforalli < L,x- = g(MS,..., M%) in PC else Q°: let g(p1, ..., ps) — p’ be
the rewrite rule for the destructor g. We suppose that the tuples of indices v < LT are
indexed by 1,...,[, thatis, we define {vy,..., v} = {1 LT} We let T’ T[z = Vil
for k = 1,...,l.
[(etforalli < L x-=gM?,..., M%) in PY else 09 1pH
=[letE,in ... let E;in P97 else QT ... else Q“TpH
where Ey is x.t = g(M\ ..., My ) fork=1,...,1
1

C [Q%TTpH U [PCT T(mau (&1 )(plxs, = pls.. ., x5+ piD)(Mou (E1)H)

by Lemma 38, where pi1,..., Pins p'k are the patterns py,..., py, p’ renamed with
distinct fresh variables for each k = 1,...,/ and & = {p(MGT") = prj | k=
1,...,land j = 1,...,n}, assuming that MmGu (&) exists. (When MGU (&1) does not

exist, the second component of the union is omitted, and the rest of the proof can
easily be adapted.) The right-hand side of the theorem develops in

U (Tt for all i < L, x; = g(MY, ..., M%) in P° else Q°Tp HOE)!"

T’extT
| @eC1eCHen)” v ) PN x> pODHOE L ENT)
T’extT T’extT
where & and I are defined as follows. The rewrite rule g(p'G e Dy Gy - p'@

obtained from g(p,... -, pn) — p’ by replacing all variables y of thlS rule with fresh

variables with indices i: 2. Then &' is the set of equations { A7 ¢ = pG(MG)
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Nz ¢ = pC(ME)} and I is T extended with x_: L and y’ : L for each variable ).
- - 1
in p’lG, L.pll, pC.

We analyze now the relation between mMcu (&) and &7. We have
g’ = {PGT(M]GTG_M) = p;GTﬁHﬂ |vV<L'and j=1,...n}.

Given the construction of py j, p;, p}G, p’, there is a renaming a such that, for all

/GT,, . ’
k=1,...,1, we have apy; = p; “foreach j=1,...,nand ap] = p'¢Tc. Hence we

have
mau (ENET = {mcu (ST)pGT(MJ.GT[iHﬂ) = MGU (ST)p}GT[iHﬂ
|v<L'and j=1,...n)
= {p(MjGT[THﬂ) = p}GTﬁHﬂ |v<LTand j=1,...n
/GT[T»—W]
J
so they are not touched by mcu (&)

since the variables of p are fresh,
= (oM = apjlk=1.....0and j=1....n)
= CZ81

So, by Lemma 32,
MGU (a&))Mau (ET) = meu (Mu (ENE T mau (ET) = mau (EU EHT)
Hence

MGU (&) (plxy, = apl, ..., x5 = ap)l)
= mau (@&1)Mau (EN (T [x7 > p TN x> p/OTli=LTy)

=mau (EUEN (x> pODT

Similarly, mcu (@&1)H = mau (a&1)Mcu (ET)HCT = mcu (EU &)T)HOT .

Let I'), the environment that types PG by the typing rules we have that I, =Tp,x :
L. Before applying induction we need to show that I',,I” + pG[x7 — p’0] and
I + EU E'. At first, notice that pﬁG, e, p;G, p’G are obtained from py, ..., p,, p’ by
replacing all variables y with fresh variables with indices y§ and that I” types each

variable y* with type L. Hence all variables in p’IG, ..., pY, p'C are typed by T”.

We have that I',,I” + pG because I extends I', I}, extends I'p, and I'p,T" pG by

hypothesis. Since x_: L € [, and I",i : L'+ p’® (all variables in p’® are typed by I”),

we have I, T” + pG[xlr - p'C].

For each equation A7 p;.G = pG(M]G), j=1,...n we have that:
-T,i: L+ pG(Mf): this comes from Lemma 41 applied to ij: L+ Mf and

(Fp,7: Z), I' + p© and from the fact that I” extends I
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-I)i:L+ p}G: all variables in p;.G are typed in I,
This means that each equation in & is well typed in I'"”; moreover I’ + & because I/
extends I' and I' - & by hypothesis. Thus " - EU &'.
We can then apply the induction hypothesis, which yields

[P°T (MU (@&)(plxy, = apl,..., x5 = ap)])meu (aS1)H)
c | P16t - pODHOE L ET)
T extT
and [Q°" pH € Uz r(1Q° 10 HEED)T .

Moreover,

[P°T Ti(Mau (E1)(plxg, = Pl .., x5 = pD)Macu (E1)H)
C [P°T l(mau (@&1)(plx5, = ap), ..., x5 & ap)))Meu (@&)H)

1
(These two sets of clauses are in fact equal up to renaming of variables, by construc-
tion.)

Hence we can conclude that:

[(etforalli < L,x-= gM7,...,MS)in P¢ else Q)" TjpH C

U (Mt for all i < L, x; = g(MC,...., M%) in P° else Q°Tp° HOE)!"
T’extT

Case letforalli < L,pat® = MS in PC else QF: as in the previous case, we sup-
pose that the tuples of indices v < LT are indexed by 1,...,I, that is, we define
L. =1L LT

[(let for all i < L, pat® = M in P° else Q%) pH
=[let E;in ... let E;in P97 else Q°T ... else Q“TpH

where E; is the equation pat@T 1=Vl = pgOTl=vil,

C [QllpH U [Pp"H’

by Lemma 40, where &, = {patGT” = p(MGT”) | T = T[?l—> Vv < ZT}, o =
MU (E1)(p[x - x | x occurs in patSTli=" 5 < TT1) and H' = mou (E1)H, assuming
that MGuU (&) exists. (When Mcu (E;) does not exist, the second component of the
union is omitted, and the rest of the proof can easily be adapted.)

The right-hand side of the theorem develops in:

|J etforalli < Z, pat® = M% in P9 else Q° 1" HOED)"
T’extT
= | @wonHlen’ u
T’extT
[PT( [x; = x5 | x5 oceurs in par®NHE(E L )T

184



A.2 Proofs of Part 2

where & = A7_7 =pat® = p%(M®) and T” is T extended for the variables occurring
in pat®. More precisely, if the typing rule for the process let for alli < L, pat® =
MCin P¢ else Q° has ij : [1,Li],...,i : [1,L;] v pat® ~> T as a premise, then
I" =T,T”. Hence &7 = {par®” = pGT(MGT”) | T” = T[i — v],¥v < LT}. Hence
we have that:
mau (ENET = {mcu (("JT)patGT[”_)j = MGU (ST)pGT(MGT[”_ﬂ) Vv < LT}
— {patGT[u—)ﬂ — p(MGT[u—»ﬂ) | WS LT}

By Lemma 32,

MGU (E)MGu (ET) = mau (Mcu (ENE M (ET) = mau (EU &)T)

SO
0 =wma6u (E1)(p[x — x| x occurs in patGT“'—’”‘J v <L)
= mGu (E1)Mau (EN) (T [x = x | x occurs in patGT[“_’V’] v <L)
=McuU ((E U 8’)T)(pG[x;, > x5 | x; occurs in pat®T
Similarly,

H’ = wmacu (E)H = mau (E))Mmeu (ENHCT = meu (EU E)HHCT .

Let I", the environment that types PC: by the typing rules we have that [, =Tp,I7%,
where i : L + pat® ~» ;. Before applying induction we need to show that I, I +
pClx; = x5 | x5 oceurs in pat“l and T F EU &

We have that I',,T” + oY because I' extends T, I, extends Fp, and Tp, T + p% by
hypothesis. Clearly x_: L € I} (that is x_ :Lel ) andI",i: L+ x: (all variables in
patS are typed by I") then I, T” + p© [x; = x; | X7 occurs in pat®].

For the equation /77 pat® = p®(M°) we have that:

~I)i:L¥v pG(MG) this comes from Lemma 41 applied to [p,i: L+ MS and
(Fp, L) I' + p© and from the fact that I” extends I’

— I",i: L+ pat©: all variables in par’® are typed in .

This means that the equation in & is well typed in I'”; moreover I’ + & because I
extends I" and I' + & by hypothesis. ThusI” F EU &'.

We can then apply the induction hypothesis:

[P°T1p’'H © U [[P]](pG[xlf, > x5 | x5 occurs in pat®HC(E U N
T’extT

and [Q°T NpH T Urzren 7 ([Q° 10 HCED)!' . Therefore we can conclude.
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e Case choose L in PC:

[(choose L in PS) pH
= [POTILSN .y pOTILS] o o
— [[PGT[LI—)I]]]pH U---U [[PGT[LI—)n]]]pH U---

c|J @rfulHlen” u-u o | aPCeCHOEN U
T’ext T[L—1] T’ext T[L—n]

C U ([choose L in PCTp¢ HOED)™
T'extT

e Case choose k < L in P¢:

[(choose k < Lin P9 pH
_ [[PGT[kHl] by PGT[kHLT]]]pH
_ [[PGT[kHl]]]pH U---U [[PGT[kHLT]]]pH
U (IPCTeC HOET, k : [1, L) U--- U

T ext T[k—1]

U @pnelHOEw kL L)
T’ext T[k—LT]

U (Ichoose k < Lin PCNp°HOED)
T’extT

M

M

e Case choose ¢ : L; X --- X L, — L’ in PY: this case is similar to previous one. O

186



Résumé

Dans cette these, nous proposons deux techniques différentes pour la vérification de protocoles de sécurité qui
utilisent des listes de taille arbitraire.

Dans la premiere partie de la thése, nous présentons une technique simple pour vérifier le secret pour des
protocoles qui traitent tous les éléments des listes de facon uniforme, pour un nombre non borné de sessions.
Plus précisément, cette technique est fondée sur 1’approche a base de clauses de Horn utilisée par le vérificateur
automatique ProVerif. Nous montrons que si un protocole est prouvé slir par notre technique avec des listes de
longueur un, alors il est siir pour des listes de longueur arbitraire. Curieusement, ce théoréme repose sur des
approximations faites par notre technique de vérification : en général, le secret pour des listes de longueur un
n’implique pas le secret pour des listes de taille arbitraire.

La deuxieme technique présentée dans cette these permet de prouver automatiquement des propriétés de secret
et d’authentification pour des protocoles qui traitent des éléments différents de fagon différente. Ce résultat est
obtenu en étendant I’approche par clauses de Horn utilisée par ProVerif. Nous étendons la syntaxe des clauses
de Horn pour représenter des listes de taille arbitraire. Nous adaptons 1’algorithme de résolution pour qu’il traite
la nouvelle classe de clauses de Horn et nous prouvons la correction de cet algorithme. Nous avons implémenté
notre algorithme et nous I’avons testé avec succes sur plusieurs protocoles, en particulier sur des protocoles
pour les services web. Finalement, nous présentons une extension du langage d’entrée de ProVerif, une variante
du pi calcul appliqué, pour modéliser les protocoles avec des listes de longueur non bornée, nous en donnons
la sémantique et une traduction automatique en clauses de Horn.

Abstract

In this thesis, we propose two different techniques for verifying security protocols that manipulate lists of
unbounded length.

In the first part of the thesis, we present a simple technique for proving secrecy properties for protocols that
manipulate list elements in a uniform way, for an unbounded number of sessions. More specifically, this
technique relies on the Horn clause approach used in the automatic verifier ProVerif: we show that if a protocol
is proven secure by our technique with lists of length one, then it is secure for lists of unbounded length.
Interestingly, this theorem relies on approximations made by our verification technique: in general, secrecy for
lists of length one does not imply secrecy for lists of unbounded length.

The second technique presented in this thesis automatically proves secrecy and authentication properties for
security protocols that manipulate different list elements in different ways. This result is achieved by extending
the Horn clause approach of the automatic protocol verifier ProVerif. We extend the Horn clauses to be able to
represent lists of unbounded length. We adapt the resolution algorithm to handle the new class of Horn clauses,
and prove the soundness of this new algorithm. We have implemented our algorithm and successfully tested
it on several protocol examples, including XML protocols coming from web services. Finally, we present an
extension of the input language of ProVerif, a variant of the applied pi calculus, to model protocols with lists of
unbounded length, give its formal semantics, and translate it automatically to Horn clauses.



