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Abstract: Norway has used e-voting in its last political election in September 2011, with more
than 25 000 voters using the e-voting option. The underlying protocol is a new protocol designed by
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service, and an auditor). Of course, trusting the correctness and security of e-voting protocols is
crucial in that context. Formal definitions of properties such as privacy, coercion-resistance or
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Analyse formelle du protocole de vote
électronique Norvégien

Résumé : En Septembre 2011, la Norvége a mis en place le vote élec-
tronique lors de ses élections politiques, avec plus de 25 000 votants qui ont
effectivement utilisé cette option. Le protocole sous-jacent, créé par la com-
pagnie ERGOgroup, met en jeu plusieurs acteurs (une urne mais également un
générateur de regu, un déchiffreur et un auditeur). Pouvoir faire confiance en
I'exactitude et la sécurité des protocoles de votes électroniques est bien entendu
crucial dans ce contexte. En se basant sur des propriétés d’équivalence, des
définitions formelles de la confidentialité, de la résistance a la coercition ou de
la vérifiabilité on été récemment proposées.

Dans ce rapport, nous proposons une analyse formelle du protocole utilisé en
Norvége dans le but de démontrer la propriété de confidentialité en considérant
plusieurs scénarios de corruption. Une partie de cette étude a été menée avec
l'utilisation de 'outil ProVerif, sur un modéle simplifié.

Mots-clés : confidentialité, méthodes formelles, vote électronique
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1 Introduction

Electronic voting protocols promise a convenient, efficient and reliable way for
collecting and tallying the votes, avoiding for example usual human errors when
counting. It is used or have been used for political elections in several countries
like e.g. USA, Estonia, Swiss and recently Norway, at least in trials. However,
the recent history has shown that these systems are highly vulnerable to attacks.
For example, the Diebold machines as well as the electronic machines used in
India have been attacked [12| 20]. Consequently, the use of electronic voting
raises many ethical and political issues. For example, the German Federal Con-
stitutional Court decided on 3 March 2009 that electronic voting used for the
last 10 years was unconstitutional [I].

There is therefore a pressing need for a rigorous analysis of the security of e-
voting protocols. A first step towards the security analysis of e-voting protocols
consists in precisely defining security w.r.t. e-voting. Ryan et al. have proposed
formal definitions for several key properties such as privacy, receipt-freeness,
coercion resistance, or verifiability [11, [I6] in terms of equivalence-based prop-
erties. It is however difficult to formally analyse e-voting protocols for two main
reasons. First there are very few tools that can check equivalence properties:
ProVerif [0} [7] is probably the only one but it does not really work in the context
of e-voting (because it tries to show a stronger notion of equivalence, which is not
fulfilled when checking for ballot secrecy). Moreover, the cryptographic prim-
itives used in e-voting are rather complex and non standard and are typically
not supported by existing tools.

In this paper, we study the protocol used in last September for political
elections in Norway [2]. E-voting was proposed as trials in several municipalities
and more than 25 000 voters did use e-voting to actually cast their vote. The
protocol is publicly available [14] and can be seen as a variant of the Helios
protocol [4] with additional components: a Receipt Generator and an Auditor
which aim at watching the Bulletin Box recording the votes. The resulting
protocol is therefore complex, e.g. using El Gamal encryption in a non standard
way. In [14], Gjosteen describes the protocol and discusses its security. To our
knowledge, there does not exist any security proof, even for the crucial property
of vote privacy.

Our contribution. We conduct a formal analysis of the Norwegian protocol
w.r.t. privacy. Our first contribution is the proposition of a formal model of
the protocol in applied-pi calculus [3]. One particularity of the protocol is to
distribute public keys pk(a;), pk(az), and pk(as) for the three authorities, such
that the corresponding private keys a1, as, and ag verify the relation a; + as =
as, allowing one component (here the Bulletin Box) to re-encrypt messages.
The protocol also makes use of signature, of zero-knowledge proofs, of blinding
functions and coding functions. We have therefore proposed a new equational
theory reflecting the unusual behavior of the primitives.

Our second contribution is a formal security proof of privacy, in the presence
of arbitrarily many dishonest voters. Given the complexity of the equational
theory (with e.g. four associative and commutative symbols), the resulting
processes can clearly not be analyzed with existing tools, even ProVerif. We
therefore proved privacy (expressed as an equivalence property) by hand. The
proof happens to be quite technical. Its first step is rather standard and consists
in guessing a relation such that the two initial processes and all their possible
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4 Cortier & Wiedling

evolutions are in relation. The second step is more involved: it requires to prove
equivalent an infinite number of frames, the frames representing all possible
attacker knowledge. Indeed, unlike most previously analyzed protocols, the
Norwegian protocol emits receipts for the voters, potentially providing extra
information to the attacker. Proving static equivalence is also made difficult
due to our equational theory (e.g. four associative and commutative symbols).

Our third contribution is an analysis of the protocol for further corruption
scenarios, using the ProVerif tool in a simplified model (therefore possibly losing
attacks). In conclusion, we did not find any attack, except when the bulletin
box and the receipt generator or the decryption service alone are corrupted.
These attacks are probably not surprising but they were never made explicit in
the documentation we found.

Related Work. [I4] provides a discussion on the security of the Norwegian
protocol but no security proof. We do not know any other study related to
this protocol. Several other e-voting protocols have been studying using formal
methods. The FOO [13], Okamoto [I9] and Lee et al. [17] voting protocols have
been analysed in [I1]. Similarly, Helios has been recently proved secure both
in a formal [I0] and a computational [5] model. However, all these protocols
were significantly simpler to analyse. Indeed, the voters (and thus the dishonest
voters) had very few interactions with the other components, sending only their
ballots. In contrast, in the Norwegian protocol, both the Receipt Generator and
the Bulletin Box send receipts to the voters, that depend in the casted ballot.
Therefore, the knowledge of the attacker increases at each step.

We informally describe the protocol in Section [2] The applied-pi calculus is
briefly defined in Section 3] We then provide a formal modeling of the protocol
in Section [4] and formally state and prove the privacy properties satisfied by
the protocol in Section [5] The results obtained with ProVerif are described in
Section [f] Concluding remarks can be found in Section [7] All the proofs are
provided in Appendix.

2 Norwegian E-Voting Protocol

Norwegian protocol features several players including four players represent-
ing the electronic poll’s infrastructure : a ballot box (B), a receipt generator
(R), a decryption service (D) and an auditor (A). Each voter (V) can log in
using a computer (P) in order to submit his vote. Channels between computers
(voters) and the ballot box are considered as authenticated channel, channels
between infrastructure’s player are untappable channels and channel between
voters and receipt generator is a unidirectional out-of-band channel. (Example
of SMS is given in [I4].) The protocol can be divided in three phases : the

Inria
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Figure 1: Submission of one vote.

setting phase, the submission phase, where voters submit their votes, and the
counting phase, where ballots are counted and auditor verifies the correctness
of the election.

2.1 Setting phase

Before the election, private keys a1, ae, and as (such that a; + as = ag) are
distributed over, respectively D, B, and R, while the corresponding public keys
are made publicly available. The receipt generator R is assumed to have a
signing key idrp which corresponding verification key is distributed to P. The
voters are also assume to each have a signing key idy which corresponding
verification key is distributed to B. The bulletin board B is provided with a
table V +— sy with a blinding factor sy for each voter V. The receipt generator
R is given a table V — dy with a permutation function dy for each voter V.
Finally, each voter V is assumed to received by post a table where, for each
voting option o corresponds a precomputed receipt code dy (f(0)*V).

2.2 Submission phase

The submission phase is depicted in Figure We detail below the expected
behavior of each participant.

Voter (V). Each voter tells his computer what voting option o to submit and
allows it to sign the corresponding ballot on his behalf. Then, he has to wait for
an acceptance message coming from the computer and a receipt 7 sent by the
receipt generator through the out-of-band channel. Using the receipt, he verifies
that the correct vote was submitted, that is, he checks that # = dy (f(0)®*V) by
verifying that the receipt code 7 indeed appears in the line associated to o.

Computer (P). Voter’s computer encrypts voter’s ballot using the public
key w1 using standard El Gamal encryption. The resulting ballot is (¢", y" f(0))
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6 Cortier & Wiedling

where f is some encoding function for voting options. P also proves that the
created ciphertext correspond to the correct vote, by computing a standard
signature proof of knowledge pfk. How pfk is computed exactly can be found
in [I4]. P also signs the ballot with idy and sends it to the ballot box. It then
waits for a confirmation siz coming from the latter, which is a hash of the initial
encrypted ballot, signed by the receipt generator. After checking this signature,
the computer notifies the voter that his vote has been taken into account.

Bulletin Box (B). Receiving an encrypted and signed ballot b from a com-
puter, the ballot box checks first the correctness of signatures and proofs before
re-encrypting with as and blinding with sy the original encrypted ballot, also
generating a proof pfk’, showing that its computation is correct. B then sends
the new modified ballot b’ to the receipt generator. Once the ballot box receives
a message sir from the receipt generator, it simply checks that the receipt gen-
erator’s signature is valid, and sends it to the computer.

Receipt generator (R). When receiving an encrypted ballot b = (b, &, w, p)
from the ballot box, the receipt generator first checks signature and proofs (from
the computer and the ballot box). If the checks are successful, it generates:

e a receipt code 7 = dy (wE*?) sent by out-of-band channel directly to the
voter. Intuitively, the receipt generator decrypts the (blinded) ballot,
applying the permutation function dy associated to the voter. This gives
assurance to the voter that the correct vote was submitted to the bulletin
board.

e a signature on a hash of the original encrypted ballot for the ballot box.
Once transmitted by the bulletin board, it allows the computer to inform
the voter that his vote has been accepted.

2.3 Counting phase

Once the ballot box is closed, the counting phase begins (Figure . The bal-
lot box selects the encrypted votes x1,..., 2z, which need to be decrypted (if
a voter is re-voting, all the submitted ballots are in the memory of the ballot
box and only the last ballot should be sent) and sends them to the decryption
service. The whole content of the ballot box b1,...,b, (n > k) is revealed
to the auditor, including previous votes from re-voting voters. The receipt
generator sends to the auditor the list of hashes of ballots it has seen during
the submission phase. The decryption service decrypts the incoming cipher-
texts x1,...,x received from the ballot box and mix the results before out-
putting them dec(z4(1), ap)y ..., dec(xg(k), a1) where o denotes the permutation
obtained by shuffling the votes. It also provides the auditor with a proof pfk
showing that the input ciphertexts and the outcoming decryption indeed match.
Using the ballot box content and the list of hashes from the receipt generator,
the auditor verifies that no ballots have been inserted or lost and computes his
own list of encrypted ballots which should be counted. He compares this list
with the one received from the decryption service and verifies the proof given
by the latter.

Inria
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Figure 2: Counting phase.

3 Applied Pi Calculus

We use the framework of the applied-pi calculus [3] for formally describing the
Norwegian protocol. To help with readability, the definitions of the applied-pi
calculus are briefly recalled here.

3.1 Terms

As usual, messages are represented by terms build upon an infinite set of names
N (used to name communication channels or atomic data), a set of variables
X and a signature ¥ consisting of a finite set of function symbols which will
be used to represent cryptographic primitives. A function symbol f is assumed
to be given with its arity ar(f). Then the set of terms T(%, X, N) is formally
defined by the grammar

t,tl,tg, e a=
T rekX
n neN
Ftr, ) feSn=ar(f)
We write {M1/,,,...,Mn /. } for the substitution that replaces the variables z;

with the terms M;. No refers to the result of applying substitution o to the free
variables of term N. A term is called ground when it does not contain variables.

In order to represent the properties of the primitives, the signature X is
equipped with an equational theory E that is a set of equations which hold on
terms built from the signature. We denote =g the smallest equivalence relation
induced by F, closed under application of function symbols, substitution of
terms for variables and bijective renaming of names. We write M =g N when
the equation M = N is in the theory E.

Example 3.1. A standard signature for representing encryption is ¥ = {dec, penc}
where penc represents encryption while dec is decryption. Then the property of
decryption is modeled by the theory Fe,, defined by the equation
dec(penc(z,r, pk(k)), k) = x.

RR n° 7781



8 Cortier & Wiedling

PQ,R:= (plain) processes
0 null process
PlQ parallel composition
P replication
vn.P name restriction
if ¢ then P else Q conditional
u(x).P message input
u(M).P message output

A, B,C = extended processes
P plain process
A|B parallel composition
vn.A name restriction
vz.A variable restriction
{M/,} active substitution

Figure 3: Syntax for processes

3.2 Processes

Processes and extended processes are defined in Figure 3] The process 0 repre-
sents the null process that does nothing. P | @ denotes the parallel composition
of P with @ while !P denotes the unbounded replication of P (i.e. the un-
bounded parallel composition of P with itself). vn.P creates a fresh name n
and the behaves like P. if ¢ then P else (Q behaves like P if ¢ holds and like
Q otherwise. u(z).P inputs some message in the variable z on channel v and
then behaves like P while w(M).P outputs M on channel v and then behaves
like P. We write v @ for the (possibly empty) series of pairwise-distinct binders
vuy.- - .vuy,. The active substitution {M/,} can replace the variable x for the
term M in every process it comes into contact with and this behaviour can be
controlled by restriction, in particular, the process va ({M/;} | P) corresponds
exactly to let « = M in P. As in [I0], we slightly extend the applied-pi calculus
by letting conditional branches now depend on formulae ¢, ::= M = N | M #
N|é A, If M and N are ground, we define [M = NJ| to be true if M =g N
and false otherwise. The semantics of [ ] is then extended to formulae in the
standard way.

The scope of names and variables are delimited by binders u(z) and v (u).
Sets of bound names, bound variables, free names and free variables are respec-
tively written bn(A), bv(A4), fn(A4) and fv(A). Occasionally, we write fn(M)
(respectively fv(M)) for the set of names (respectively variables) which appear
in term M. An extended process is closed if all its variables are either bound
or defined by an active substitution.

An context C[_] is an extended process with a hole instead of an extended
process. We obtain C[A] as the result of filling C[_|’s hole with the extended
process A. An evaluation context is a context whose hole is not in the scope
of a replication, a conditional, an input or an output. A context C[ ] closes A
when C[A4] is closed.

A frame is an extended process built up from the null process 0 and active
substitutions composed by parallel composition and restriction. The domain of
a frame ¢, denoted dom(¢p) is the set of variables for which ¢ contains an active

Inria
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PAR-0 A = A|O
PAR-A Al (B|C) = (A|B)|C
PARr-C A|B = BJ|A
REPL P = P|IP
NEw-0 vn0 = 0

NEw-C vurwA = vwruA
NEw-PAR  A|vu.B = vu.(A]|B)

where u ¢ fv(A) U n(A)

ALIAS ve M/} = 0
SUBST {M/}|A = {M/} ]| A{M/;}
REWRITE M/} = {(N/a

where M =g N
Figure 4: Structural equivalence.

substitution {M/;} such that z is not under restriction. Every extended process
A can be mapped to a frame p(A) by replacing every plain process in A with 0.

3.3 Operational semantics

The operational semantics of processes in the applied pi calculus is defined by
three relations : structural equivalence (=), internal reduction (—) and labelled
reduction (). These relations are satisfying the rules in Figure |5 and are
defined such that :

Structural equivalence is defined in Figure [d] It is closed by a-conversion of
both bound names and bound variables, and closed under application of eval-
uation contexts. The internal reductions and labelled reductions are defined
in Figure They are closed under structural equivalence and application of
evaluation contexts. Internal reductions represent evaluation of condition and
internal communication between processes. Labelled reductions represent com-
munications with the environment.

3.4 Equivalences

Privacy properties are often stated as equivalence relations [I1]. Intuitively, if a
protocol preserves ballot secrecy, an attacker should not be able to distinguish
between a scenario where a voter votes 0 from a scenario where the voter votes 1.
Static equivalence formally expresses indistinguishability of sequences of terms.

Definition 1 (Static equivalence). Two closed frames ¢ and ¥ are statically
equivalent, denoted ¢ =4 v, if dom(p) = dom(y)) and there exists a set of
names . and substitutions o, 7 such that ¢ = vn.c and ¥ = vn.7 and for all
terms M, N such that n N (fn(M) U fn(N)) = 0, we have Mo =g No holds if
and only if MT =g N7 holds. Two closed extended processes A, B are statically
equivalent, written A =5 B, if their frames are statically equivalent; that is,

@(A) =s o(B).

Example 3.2. Consider the signature and equational theory Eenc defined in Fx-
ample. Let o1 = vk.oy and oo = v k.o where oq = {Penc(sl’”’pk(k))/gc17 pk(k)/wz},

RR n° 7781



10 Cortier & Wiedling

(ComM) ¢(z).P|c(x).Q = P|Q
(THEN) if ¢ then P else Q — P if [¢] = true
(ELSE)  if ¢ then P else Q — @ otherwise

(IN) c(z).P ﬂ) P{M/,}
(OuT-ATOM) s “w, p

c(u) ,
(OPEN-ATOM) A—— A . >u £ec

]ju.A rvu.c{u A/
(SCOPE) AL A u does not occur in «

vud S vu Al
(PAR) A=A bv(a)niv(B) =bn(e) Nfn(B) =0

A|B= A'| B
(STRUCT) A=B BSB  B=A

AS A

where « is a label of the form ¢(M), ¢{u), or vu.c(u) such that w is either a
channel name or a variable of base type.

Figure 5: Semantics for processes

oy = {penc(szmapk(R)) /o pk(K) /Y and sy, so, k are names. We have that
V1 #s p2. Indeed, we penc(s1,r1,22)01 =g 101 but penc(s1,r1,x2)02 #E T102
However, we have that vk,ri.01 =g Vk,r3.09.

Observational equivalence is the active counterpart of static equivalence,
where the attacker can actively interact with the processes. The definition of
observational equivalence requires to reason about all contexts (i.e. all adver-
saries), which renders the proofs difficult. Since observational equivalence has
been shown to coincide [3] [I8] with labelled bisimilarity, we adopt the later in
this paper.

Definition 2 (Labelled bisimilarity). Labelled bisimilarity (=) is the largest
symmetric relation R on closed extended processes such that ARB implies:

1. A~ B;
2. if A— A’, then B —* B’ and A’RB’ for some B’;

3. if A S A such that fo(a) € dom(A) and bn(a) N fa(B) = 0, then
B —»* %% B and A'RB' for some B'.

Examples of labelled bisimilar processes will be provided in Section [f]

Inria
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4 Modelling the protocol in applied-pi calculus

We now provide a formal specification of the protocol, using the framework of
the applied-pi calculus, defined in the previous section. The first step consists
in modeling the cryptographic primitives used by the protocol.

4.1 Equational theory

We adopt the following signature to capture the cryptographic primitives used
by the protocol.

Ysign = {OKk, fst, hash, p, pk, s, snd, vk, blind, d, dec, +, , 0, ¢, pair,
renc, sign, unblind, checkpfk,, checkpfk,, checksign, penc, pfk,, pfk, }

with function Ok is a constant ; fst, hash, p, pk, s, snd, vk are unary functions ;
blind, d, dec, +, *, o, o, pair, renc, sign, unblind are binary functions ; checkpfk,,
checkpfky, checksign, penc are ternary functions and pfk;, pfky are quaternary
functions.

The term pk(K') denotes the public key corresponding to the secret key K in
asymmetric encryption. Terms s(I), p(I), and vk(I) are respectively the blinding
factor, the parameter and the verification key associated to a secret id I. The
specific coding function used by the receipt generator for a voter with secret id
I, applied to a message M is represented by d(p(I), M). It corresponds to the
function dy(M) explained in Section The term blind(M, N) the message
M blinded by N. Unblinded such a blinded term P, using the same blinding
factor N is denoted by unblind(P, N). The term penc(M, N, P) refers to the
encryption of plaintext M using random nonce N and public key P. The term
M o N denotes the homomorphic combination of ciphertexts M and M’ and
the corresponding operation on plaintexts is written P<¢ @ and R*.S on nonces.
The decryption of ciphertext C' using secret key K is denoted dec(C, K). The
term renc(M, K) is the re-encryption of the ciphertext M using a secret key K
and leads to another ciphertext of the same plaintext with the same nonce but
a different public key. The operation between secret keys is denoted by K + L.
The term sign(M, N) refers to the signature of the message M using secret id
N. The term pfk, (M, N, P, Q) represents a proof of knowledge that proves that
Q is a ciphertext on the plaintext P using nonce N. The term pfky (M, N, P, Q)
denotes another proof of knowledge proving that @ is either a re-encryption or
a masking of a term P using a secret key or nonce N. We introduce tuples using
pairings and, for convenience, pair(Mj, pair(. .., pair(M,,_1, My))) is abbreviated
as (M, ..., M,) and fst(snd’ ' (M)) is denoted II; with i € N.

The properties of the primitives are then modelled by equipping the sig-
nature with an equational theory E that asserts functions +, %, o and ¢ are
commutative and associative, and includes the equations defined in Figure [6]
The three first equations are quite standard. Equation allows to decrypt a
blinded ciphertext in order to get the corresponding blinded plaintext. Equa-
tion models the homomorphic combination of ciphertexts. Equation @
represents the re-encryption of a ciphertext. The operation of unblinding is de-
scribed through Equation . Equations , @D and allows respectively
the verification of signatures and proofs of knowledge for pfk; and pfk, proofs.

RR n° 7781



12 Cortier & Wiedling

fst(pair(z,y)) =« (1)

snd(pair(z,y)) =y (2)

dec(penc(piains Trand; PK(Tsk)); Tsk) = Tplain (3)
dec(blind(penc(zpiqain; Trand, Pk(Zsk)); Totind), Tsk) = blind(Zpigin, Toring) (4)

penc(xpla Trand, xpub) © penc(yph Yrand, xpub)
pPenc(Tp; © Ypl,Trand * Yrand, Tpub) (5)

renc(penc(Zplain, Trand; PK(Tsk)), Ysk) =
Penc(Tpiain,Trand; PK(Tsk + Ysk))  (6)
unblind(blind(@piqin; Totind)s Toiind) = l‘plam (7)

checksign(zpiain, VK(Zia), Sign (Tplain, Tid)) = (8)
checkpfk; (vk(ziq), ball, pfky (zid; Zrand, Tplain, ball)) = Ok
where ball = penc(zpigin, Trand, Tpub) (9)
checkpfky (Vk(ziq), ball, pfky (zid; Tok, Tpiain, ball)) = Ok
where ball = renc(2piqin, Tor) or ball = blind(2pigin, Tor) (10)

Figure 6: Equations for encryption, blinding, signature amd proof of knowledge.

4.2 Norwegian protocol process specification

The description of the processes representing the actors of the protocol makes
use of auxiliary checks that are defined in Figure [7] For simplicity, we did not
model re-voting.

The voting process V represents both the voter and his computer. It is
parametrized by a free variable x,. representing voter’s vote and free names
Cauth, Cry Which denote the channel shared with the voter and, respectively, the
ballot box and the receipt generator. g; is a variable representing the public key
of the election, id is the secret id of the voter and idpg is a variable representing
the verification key of the receipt generator. Note that messages sent over cqyth
and cgry are also sent on the public channel ¢, to the adversary, to simulate
authenticated but not confidential channels.

op(id;, x) = (111 (2), I2(2), I13(2)) =
Achecksign((I1; (z), 1> (2)), Vk(id) II5(x)) = Ok
A checkpfky (vk(id;), T (z), 3 (z)) = OK]

¢s(idpRa z, y) = [CheCkSign(zv idpRa y) = Ok]

¢v(idpRaidi7$a Y, v, Z) = [checksign(gc, deRvy) = Ok A d(p(ldz)7 bImd(v,s(zdz))) =z

(Vk =1..3, zF =TI (I;(2)), Vk =4..7, o¥ Hk 2(x))

¢F(del7 ) [(xil’mzzax ) Hl( ) ( ( ) m ) w'rwxz?) Z
A checksign((z}, Z) idp;, ) = O A checkpfk, (zdpz, r},z?) = Ok
A checkpfks (idp;, v, 22) = Ok A checkpfk, (idp;, 28, 27) = OK]

Figure 7: Auxiliary checks performed by the participants to the protocol.
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A formal analysis of the Norwegian e-voting protocol 13

V(Cautiu Cout, CRV; 91, Zd; Z'dan xvote) =vt.
let e = penc(zyote,t,91) In
let p = pfk, (id, t, Tyote, €) in
let si = sign((e, p),id) in
Cout((€,p, 51)) -

Cautn((e,p, s1)) . % encrypted ballot sent to B

crv(2) - Cautn(y) -

Cout(T) - Cout(y) -

let hv = hash((vk(id), e, p, si)) in % recomputes what should
be sent by R

if ¢, (idpr,id, h,, Tyote,y) then oy, (Ok) % checks validity

Process B,, corresponds to the ballot box, ready to listen to n voters. The
ballots are coming from authenticated channels ¢y, ..., ¢, and the ballot box can
send messages to the receipt generator, the decryption service and the auditor
through secure channels cgr, cgp and cg4. The parameters of the ballot box
are keys : g1, g3 (public) and as (secret); public ids of voters idpy, . .., idp, (i.e.
verification keys) and corresponding blinding factors s1,...,s,. (Step c(sy1) is
a technical synchronisation, it does not appear in the real specification.)

Bn(CBRa CBD, 91,02, 33, 7:dpR7 C1, idplv S1y-++5Cn,y derm Sn) =
cee . Ci(.fr,i) .
if ¢p(idp;, z;) then % checks validity of ballot

let e; = renc(Il;(z;),as) in

let pfk; = pfky(idpi, as, 111 (z;), e;) in

let b; = blind(e;, s;) in

let pfki’ = pfky(idp;, $i, €, b;) In % computes re-encrypted masked
ballot and corresponding proofs.

cBr{(zi, i, pfkE, by, pfEY)).cBR(yi). % message sent to R

let hbl = haSh((Vk(Zdl),Hl(.TZ),HQ(.Tl),Hg(.’ﬁl))) in

if ¢s(idpr, hb;,y;) then % checks validity of confirmation

cilyi) - ci(sy;) ... % transmit confirmation to the voter

cep(Ili(x1)) . ... .eep{I1(x,)) . % output encrypted votes to the
Decryption Service

cal{x1) . ... .CBA(Tn) % output the content to the Auditor

Receipt generator’s process is denoted by R,. It deals with the ballot box
and the auditor through secure channels cgr and cgra and directly with voters

through out-of-band channels cgy,, ..., cry,. It is parametrized with keys: gi,
g2 (public) and a3 (secret); the public ids of voters and corresponding receipt
coding functions parametrized by pri,...,pr,.
Rn(CBR7 91,92,0a3, idRa CRV idplaprh «++yCRV,,, dennp/rn) -

.. CBR(xi) .

let ¥ =TI, (TT; (2;)), k= 1..3 in

let xf =1 _o(z;), k=4..Tin

if ¢ (idp;, z;) then % checks ballot box’s computations
let hbr; = hash((idp;, z}, 2%, 23)) in

let hbpr; = hash((idp;, z},x?)) in
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14 Cortier & Wiedling

let ; = d(pr;, dec(x?,a3)) in % computes the receipt code for V
let sig; = sign(hbr;,idg) in % computes confirmation for B
Crv,(ri) - CBR(SIGi) - --.
Crv. (rn) - CBR(SiGn) - ...
Cra{(idpy, hbpry, hory)) . ... . Cra{(idpy, hbpry, hbry,))

% output content to the Auditor

The decryption service is represented by process D,,. Communicating se-
curely with the ballot box and the auditor through channels cgp and cpa4, it
also outputs results through public channel ¢,,;. In order to decrypt ballots, it
needs to know the secret key a;. We model two processes, one including a swap
between the two first votes, to model the shuffling which is necessary to ensure
ballot secrecy.

DTL(CBD7 CDA, Cout» al) =
CBD(xl) e CBD(xn) .
cpathash((z1,...,2y))) . cpa(z) . % creating hash of ciphertexts and
waiting for auditor’s approval
let decy, = dec(zg,a1), k=1.nin % decryption of ciphertexts
Cout{dect) . ... . Cour(decy) % publication of results

En (CBD7 CDA, Cout, al) =

CBD(.’L‘1> e . CBD<xn) .

cpathash((z1,...,2,))) . cpalx) .

let decy = dec(zg,aq1) in % the swap between the two first
let decy = dec(z1,a;1) in votes is modelled here

let decy, = dec(zy,a1), k=3..n in

Cout{dect) . ... . Cour(decy)

Finally, the auditor process, AD,,, communicates with the other infrastruc-
ture players using secure channels cga, cgra and cpa4. It knows public ids of
voters.

ADn(CBAa CRA,CDA, idpla cee 7den) =
cpa(ha) - % input of contents of B, R and D
cBA(xl) e . CBA(:L‘TL) . CRA(hl) e CRA(hl) .
let thLz = hash((Hl(xZ),Hg(xz),Hg(xz))) in
let hbpaz = hash((H1 (331),H2(5L‘L))) in
let ha = hash((II1(z1), ..., (z,))) in
if pa(x1,h1,idp1, ..., Tn, hn, idpy, by hg) then ¢pa(Ok) else 0
% checks and approval sent to D.

where ¢, (21, hy,idpy, ..., T, by, idpy, by hg) = (I (), o (2;), 3(2;)) =
Ay (hi), o (h;), 3(h)) = hi A Tla(h;) = hbp; ATl3(h;) = hb; A hq
A checksign((I1;1 (z;), 2 (x;)), idp;, Hs(x;)) = OK]

The interaction of all the players is simply modelled by considering all the
processes in parallel, with the correct instantiation and restriction of the pa-
rameters. In what follows, the restricted name a1, as, az model secret keys
used in the protocol and public keys pk(ai), pk(az) and pk(as) are added in
the process frame. The restricted name c1, ca and cgry,, cry, model authentic
channels between honest voters and, respectively, the ballot box and the receipt
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A formal analysis of the Norwegian e-voting protocol 15

generator. The restricted name idy, ids, idg represent secret ids of honest voters
and receipt generator, the corresponding public id’s are added in the process’s
frame.

Then the setting of the authorities is modelled by A, [ | where n is the
number of voters and the hole is the voter place. A, [ ] is the analogue of
A, [_] with the Decryption service swapping the two first votes (its use will be
clearer in the next section, when defining vote privacy).

n = (a1,as,idy,idy, idR, c1, 2, CRV, , CRVs, CBR, CBD> CBA, CRA; CDA)
r = {pk(al)/gn pk(aZ)/gw pk(ag)/gw Vk(idl)/idm yee aVk(idn) /idpm Vk(idR)/idPR}
] =vn .(let a3 =ay +agin L|Bn{s(id1)/sl, oo slidn) /s, }
|Rn{p(idl)/pr1 )T 7p(idn) /prn}an|ADn|FD
A [ ] =vi (et az=ar +ayin [_|B, {50/, ... st/ 4
|Rn{p(ldl)/m1 y T ap(ld") /p?"n}|Dn‘ADn|F])

An [

The frame T' represents the initial knowledge of the attacker: it has access
to the public keys of the authorities and the verification keys of the voters.
Moreover, since only the two first voters are assumed to be honest, only their
two secret ids are restricted (in 7). The attacker has therefore access to the
secret ids of all the other voters. Parameters of subprocesses are left implicit
except for sq,...,s, for the ballot box and pry, ..., pr, for the receipt generator
which are respectively replaced by s(id1),...,s(id,), the blinding factors, and
p(idy),...,p(id,), used to distinguish the coding dunction associated to a voter.

5 Formal analysis of ballot secrecy

Our analysis shows that the Norwegian e-voting protocol preserves ballot se-
crecy, even when all but two voters are corrupted, provided that the other
components are honest. We also identified several cases of corruption that are
subject to attacks. Though not surprising, these cases were not previously men-
tioned in the literature.

5.1 Ballot secrecy with corrupted voters

Ballot secrecy has been formalized in terms of equivalence by Delaune, Kremer,
and Ryan in [I1I]. A protocol with voting process V' (v,id) and authority pro-
cess A preserves ballot secrecy if an attacker cannot distinguish when votes are
swapped, i.e. it cannot distinguish when a voter a; votes v; and as votes v
from the case where a; votes vo and ay votes v1. This is formally specified by:

vir (A [ VL [0, [y [ VA" 2% [y}) movnc (A LV 0y |V 0,2 /y})

We are able to show that the Norwegian protocol preserves ballot secrecy,
even all but two voters are corrupted.
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16 Cortier & Wiedling

Theorem 3. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy with the auditing process, even with
n — 2 voters are corrupted, provided that the other components are honest.

AnlV™ [ eauns ™ [erv 2o TV eouns™? [ crv }7]
~1 Z’ﬂ [V{Cl /Cauth7CRV1 /CRV }T‘V{CQ /Caum’CRVz /CRV }U]

wher@ g = {Ul/aﬁuota} and T = {v2/1'vote}'

We can also show ballot secrecy, without an auditor. This means that the
auditor does not contribute to ballot secrecy in case the administrative compo-
nents are honest (which was expected). Formally, we define A’ [ ] and A, [ |’
to be the analog of A,,[ ] and A,, [ ], removing the auditor.

Theorem 4. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy without the auditing process, even
with n — 2 voters are corrupted, provided that the other components are honest.

AL VA s ™ [ env Y0 I VA s ™2 ey 7]
~ Ay, [V{cl /Cauth,7CRV1 /CRV }T‘V{Q [ canns" 2 /CRV }U]

where o = {vl/xvote} and T = {v2/11)0t5}'

The proof of Theorems [3] and 4] works in two main steps. First we guess
a relation R such that for any two processes P,Q in relation (PRQ) any
move of P can be matched by a move of @ such that the resulting processes
remain in relation. This amounts to characterize all possible successors of
AulVA ey e 10 | VA s ey b a0 A [V /0 ey b7
V{2/coumsEY2 [cny to]. We show in particular that whenever the attacker sends
a term NN that is accepted by the ballot box for a voter with secret id id, then
N is necessarily an id - wvalid ballot for the following definition.

Definition 5. Let id € {idy,...,id,}. A term N is said to be a id - valid ballot
if ¢p(id, N) = true, equivalently :

N = (N17N27N3)
checksign((N1, N2),vk(id), N3) =g Ok
checkpfk, (vk(id), N1, N3) =g Ok

The second and most involved step of the proof consists in showing that the
sequences of messages observed by the attacker remain in static equivalence.
This requires to prove an infinite number of static equivalences. Let us introduce
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A formal analysis of the Norwegian e-voting protocol 17

some notations.
Osup = {740 /g HEPC /g, HEPCD o LRI Ly JH{P [ P [,
{{vk(idi)/idm} i = 1“n}|{{d(p(idiLdec(blind(renc(l‘[l(a:,i),ag),s(idi)),ag))/yi}|
{sign(hash((vk(id,;),zi)),idR)/Zv}| i= 1..71}

EL = {Ul /I'%)ote ’1}2 /a:gote}
ZR = {U2 /I'})ote ’Ul /xf)ote}
0, = {dec(l’h(m),m)/msultl,dec(l'h(:cz),al) /result2 ,dec(Hl(wi),al) /resulti i = 3n}
gct _ {dec(H1(m2),a1)/msultl,dec(Hl(m),m) /result2 ’dec(Hl(xi),m) /resulti i = 3“,”1}

where ball; and bally are the terms sent by the two honest voters.

The frame 0, represents the messages sent over the (public) network during
the submission phase. 3 represents the scenario where voter 1 votes v; and
voter 2 votes vo while ¥, represents the opposite scenario. theta.; and 8.
represent the results published by the decryption service.

All voters with secret id id; with ¢ > 3 are corrupted. Therefore, the at-
tacker can submit any deducible term as a ballot, that is any term that can be
represented by N; with fv(N;) C dom(0)\{y;, z;};>: (i.e. a recipe that can only
re-use previously received messages). We are able to show that whenever the
message submitted by the attacker is accepted by the ballot box, then N;0;% is
necessarily an id;-valid ballots for ¥ € {¥1,Xg}.

A key result of our proof is that the final frames are in static equivalence,
for any behavior of the corrupted users (reflected in the Nj;).

Proposition 6. Let N;6;% be id;-valid ballots for X € {¥;,Xr} and i €
{3,...,n}, we have: 3

Vﬁ.(@subwct)O’NEL g Vﬁ.(esubwct)O’NER.
where o = {0 /o, ball2 /o Nif 1 G e{3,.. ,n}}

5.2 Attacks

Our two previous results of ballot secrecy hold provided all the administrative
components (bulletin box, receipt generator, decryption service, and auditor)
behave honestly. However, in order to enforce the level of trust, the voting
system should remain secure even if some administrative components are cor-
rupted. We describe below two cases of corruption where ballot secrecy is no
longer guaranteed.

Dishonest decryption service. The decryption service is a very sensitive
component since it has access to the decryption key a; of the public key used for
the election. Therefore, a corrupted decryption service can very easily decrypt
all encrypted ballots and thus learns the votes as soon as he has access to the
communication between the voters and the bulletin box (these communications
being conducted on the public Internet network). Even if we did not find any
explicit mention of this, we believe that the designers of the protocol implicitly
assume that a corrupted decryption would not be able to control (some of) the
communication over the Internet. However, a corrupted decryption service can
learn the votes even without access to Internet. Indeed, the ballots are sent by
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18 Cortier & Wiedling

the bulletin box in the same order they arrived to the bulletin box. Assume for
example that the decryption service knows that Alice has voted first (or last). It
can then very easily learns her vote when decrypting the first ballot it receives.
More generally, provided the decryption service has access to some information
on the order of the votes, it then gains some knowledge on the votes.

Dishonest bulletin box and receipt generator. Clearly, if the bulletin
box and the receipt generator collude, they can compute a; = a3z — as and
they can then decrypt all incoming encrypted ballots. More interestingly, a
corrupted receipt generator does not need the full cooperation of the bulletin
box for breaking ballot secrecy. Indeed, assume that the receipt generator has
access, for some voter V', to the blinding factor sy used by the bulletin to blind
the ballot. Recall that the receipt generator retrieves f(0)*v when generating
the receipt codes (by computing w# ). Therefore, the receipt generator can
compute f(0')*v for any possible voting option o’. Comparing with the obtained
values with f(0)°v it would easily deduce the chosen option o. Of course, the
more blinding factors the receipt generator can get, the more voters it can
attack. Therefore, the security of the protocol strongly relies on the security of
the blinding factors which generation and distribution are left unspecified in the
documentation. The bulletin box can also perform a similar attack, provided
it can learn some coding function dy and additionally, provided that it has
access to the SMS sent by the receipt generator, which is probably a too strong
corruption scenario.

6 Further corruption cases using ProVerif

In order to study further corruption cases, we have used ProVerif, the only
tool that can analyse equivalence properties in the context of security protocols.
Of course, we needed to simplify the equational theory since ProVerif does
not handle associative and commutative (AC) symbols and our theory needs
four of them. So we have considered the theory E’ defined by the equations
of Figure @, except equation that represents homomorphic combination of
ciphertexts and we have replaced AC symbols + and * by free function symbols
f and g. Using this simplified theory, it is clear that we can miss some attacks,
but testing corruption assumptions is still relevant even if the attacker is a bit
weaker than in our first study.

As ProVerif is designed to prove equivalences between processes that differ
only by terms, we need to use another tool, ProSwapper [15], to model the
shuffle done by the decryption service. More precisely, we actually used their
algorithm to compute directly a shuffle in our ProVerif specification.

The results are displayed in Table [I] and 2] and have been obtained with
a standard (old) 1apt0;ﬂ In these tables, v' indicates that ballot secrecy is
satisfied, x shows that there is an attack, and - indicates that ProVerif was not
able to conclude. No indication of times means that we do not proceed to a test
in ProVerif but, as we already knew that there was an attack. In particular, all
the attacks described in Section [5.2) are displayed in the tables.

Our case study with ProVerif indicates that ballot secrecy is still preserved
even when the Receipt Generator is corrupted (as well as several voters), at

12.00 Ghz processor with 2 GB of RAM Memory

Inria



A formal analysis of the Norwegian e-voting protocol 19

Table 1: Results and computation times for the protocol without auditor.

Corr. Voters
Corr. Players 0 1 2 o 10

v v v v v

None 04" | 09" | 24" | 16.1" | 20°59"

Ballot Box (B)

>1h
. v v v v v
Receipt Generator (R) 11" | 24" | 57" | 115" | 39°30"
Decryption Service (D) 02,, %
X X
B+ R 0.3"
X

D+B, D+R, D+R+B

Table 2: Results and computation times for the protocol with auditor.

Corr. Voters
Corr. Players 0 1 2 3 4

v v v v v

None 0.6" | 18" | 41" | 27.7" | 111"

Ballot Box (B)

>1h

) v v 7 7 7
Receipt Generator (R) 11" | 1.9" | 59" | 29.1" | 10°33"

) 7 7 v v 7
Auditor (A) 04" | 1.9" | 26" | 58" | 12.1"

v 7 v v v
R+ A 06" | 1.9" | 55" | 145" | 34.4"

BIR B RIA D X

D + any other combination

least in the simplified theory. Unfortunately, ProVerif was not able to conclude
in the case the Ballot Box is corrupted.

7 Discussion

We have proposed the first formal proof that the e-voting protocol recently used
in Norway indeed satisfies ballot secrecy, even when all but two voters are cor-
rupted and even without the auditor. As expected, ballot secrecy is no longer
guaranteed if both the bulletin box and the receipt generator are corrupted.
Slightly more surprisingly, the protocol is not secure either if the decryption
service is corrupted, as discussed in Section More cases of corruption need
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to be studied, in particular when the bulletin board alone is corrupted, we leave
this as future work. In addition, it remains to study other security properties
such as coercion-resistance or verifiability. Instead of doing additional (long and
technical) proofs, a further step consists in developing a procedure for automat-
ically checking for equivalences. Of course, this is a difficult problem. A first
decision procedure has been proposed in [9] but is limited to subterm convergent
theories. An implementation has recently been proposed [8] but it does not sup-
port such a complex equational theory. An alternative step would be to develop
a sound procedure that over-approximate the relation, losing completeness in
the spirit of ProVerif [6] but tailored to privacy properties.

We would like to emphasize that the security proofs have been conducted in
a symbolic thus abstract model. This provides a first level of certification, ruling
out “logical” attacks. However, a full computational proof should be developed,
identifying in particular the security assumptions.

It is also important to note that the security of the protocol strongly relies
on the way initial secrets are pre-distributed. For example, three private de-
cryption keys a1, as, as (such that a; +as = as) need to be securely distributed
among (respectively) the bulletin board, the receipt generator and the decryp-
tor. Also, a table (id, s(id)) containing the blinding factor for each voter needs
to be securely distributed to bulletin board and a table (id,d;q) containing a
permutation for each voter needs to be securely distributed to the receipt gen-
erator. Moreover, anyone with access with both the codes mailed to the voters
and to the SMS emitted by the receipt generator would immediately learn the
values of all the votes. We did not find in the documentation how and by who
all these secret values were distributed. It should certainly be clarified as it
could be a weak point of the system.
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A Proof of Static equivalence

A.1 Definitions and notations

Definition 7. Let N3,..., N, be free terms. We use the following notations,
forneN,ie{1,2} andje{l,...,n} :

€; - penc( vote7tlﬂ pk(a’l)) psz = pfk (Zd tl?xvotm e’b)
sig; = sign((e;, pfk;), id;) ball; = (ei, pfk;, sigi)

hv; = hash((vk(id;), e;, pfk;, sigi)) s = s(id;)

e} = renc(Il; (z;), a2) pﬂc; = pfky(idpj, az, 1 (z;), €})
e/ = blind(e}, s;) pfk;/ = pfky(idp;, 55, €}, €])
ball; (xjﬂ jvpfky g pf ”) hbbj = haSh((idij m]))

prj = plid;) rj  =d(prj,dec(Ils(p;), as))

hbr; = hash((idp;, 11 (p;), 2 (p;), H3(p;))) siij = sign(hbr;, idg)
hbp’l"j = hash((idpj, Hl( ) ( ))) decj = dec(dj, al)
o ={"/aad R Sy §

Yo =", a2, Br =" a,0" e,

vote vote

R _ {dec(l‘ll(zl),al)/Tegult1 }|{deC(H1($2)’al)/Tesult2}
B _ {dec(l‘[l(a:z),a1)/rmult1 }|{deC(H1(w1)7a1)/msult2}
0

(P, BT S 1, R g 100, 000,
{137y} = T ieion 3 = 5.
{{d(p(zd i) dec(bllnd(renc(Hl (z4),a2),s(id;)),as) / }|

{ﬁgn(hash((vk(zd i),24)) zdR)/ 1}‘ i =1. TL},

Some notation around 6 (Note that 7 = 6?) :

T =P [ PR /g, PR g HIEREDD figp  F PN

vote /pfk) }Hsgn ((eq,pfk;),id;) / ig: }| i =1 2}‘
{{vk(zdi)/ide 7 = 17’},}|{{d p(id;),dec(blind(renc(I1y (z; ),az)ys(ldi))va:i))/yiﬂ
{sign(hash((vk(idi),a:,-)),idR)/Zi}| = 1= 3n},

vote

{pfk 1 (idi,ri

o a a vk(i enc(z?°%,r; a
§ ={P 1>/g1}|{Pk 2/g2}\{Pk< 24O g P R |

{Phaidirowi™® {eanleonfhidid) /o Y i = 1,2}

{{Vk(id”/idm}l i=1.n},

91 — 961 U {d(p(idl),dec(blind(renc(l’[l(ml),ag),s(idl)),%))/yl}
U {sign(hash((vk(id1),ml)),idR)/Zl}
0, = 0, U {d(p(idi),dec(blind(renc(nl(xi),az),s(idi)),as))/yi}

U {sign(hash((vk(idi),wi)),idR) /z' }

ages _ 0 U {dec(Hl(mg),al)/result3}
pres = gres, U {decMi@.a) /0 for i = d..n.
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Given N3, ..., Ny such that N;0;% is an id;-valid ballots for ¥ € {1, X} and
1 €{3,...,k}, we define :

= {ballotry , ballotay  Nifo 15 €{3,..., k}}

(o
g :UN

=3 =

A.2 Proving static equivalence

Our aim is to prove this proposition :

Proposition 6. Let N;0;% be id;-valid ballots for ¥ € {3r,Xr} and i €
{3,...,n}, we have: B

V’fl.(@sub‘act)O'NEL g Vﬁ-(osubwa)UNER-
’LUh6T6 O—N = {ba”l/mu balb/fzv Nj/$j| ] € {35 e an}}

Since one can see that, with notations defined above, 04|10+ = 0|R and
Osub|0ct = 0| R, we will prove this proposition which is equivalent :

Proposition 8. Let N;0;% be id;-valid ballots for ¥ € {¥1,Xr} and i €
{3,...,n}, we have :

V(0| R)o 531 ~ vit.(0|R)o g .

Let us introduce useful lemmas in order to do the proof of the proposition

B

Lemma 9. Let ¢ = vi.f and ¢/ = vi.f0' be frames such that § = 6" U {M?/
with free M. Then :

PEL s 9X R < ¢'SL ~; ¢'Tg.

Proof. = Let N, P be terms such that (fn(N)Uf(P))Nn =0 and fv(N)U
fv(P) € dom(0’). Suppose that NO'Y;, =g P'Y;,. We also have N0X,, =p
POY 1, and, since ¢X1, =, ¢X R, then N0 =g P0¥ . As fv(N)Ufv(P) €
dom(6’), we finally have N¢'S g =g P0'Yg.

<= Let N, P be terms such that (fn(N)Um(P))Nn =0 and v(N)UIv(P) €
dom(#). Suppose that N0 =g PO% ;. There are two cases :

— Ify ¢ ftv(IN)Ufv(P) then we have N0’ =g P0'Y}. Since ¢'Y, =~
¢/ER, then N@IER =E P@/ER and, ﬁnally, NQER =E P@ER

— If y € tv(IV) U fv(P) then, suppose, w.l.o.g. that y € fv(IV), then
Jp such that N|, = y and we have N[M],0' = N6. Thus, we have
: NHZL =FE N[M]pQ/EL =E PQ/EL =E PGZL (y ¢ fV(P) other-
wise we substitute all y by M in P as done in N.) Using the fact
that ¢S =, ¢'Yg, we have N[M],0'Yr =g P¢'Sr and, finally,
NOY R =g PO%p.

O
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Lemma 10. Let ¢ = vn.Os. Then, we have :
G205 5L N 205 TR,

Proof. Note that the adversary can arbitrarily combine ciphertexts from the
frame with ciphertexts in the frame or freshly constructed ciphertexts, thus we
enrich the frame ¢V with any such combination of ciphertexts. Formally, for
any oy, az € N and free terms K, P, R, we define Cy, o, k,p,r as follows :

penc(P o7 .zt R+2_| r, pk(af/(al’a2) + K))

with ¢’(a,b) = 0 if a = b =0 and §’(a,b) = 1 otherwise, a? = ¢, the null term,
and ai = a;. We define the extended frame ¢, below.

pe =vi.(03{Core2 PR [ g | 01,00 € N and terms K, P, R such that
(fn(K)Ufn(P)Ufn(R))N# =0, fv(K, P,R) C dom(¢.).})

Note that ¢ is infinite. Using Lemmald] it is sufficient to show ¢.X1, ~; ¢.Zg.
We introduce the following two claims.

Claim 1. Let M be a term such that fu(M) C dom(¢.) = 0 and fn(M)N7 =
0. If Mp.X — U for some X € {X1,XRr}, then there exists N such that
U=ac No.Z and M¢.%' — Np.X' for any ¥’ € {XL,Zr}.

Claim 2. Let M, N be two terms such that (fu(M)U fu(N)) C dom(¢p.) =
and fn(M,N)Nn = 0. If Mp.X =ac NoX for some ¥ € {X1,2R}, then
M(be —AC N¢e~

The above claims allow the construction of our proof. Let M, N be two terms
such that fn(M,N)Nn#na = 0, fv(M,N) C dom(¢.) and M¢.Xr =g Np.IL.
Thus (M¢. X l=ac (N2 ). Applying repeatedly Claim 1, we deduce that
there exists M’ such that (M¢.Xr ) \=ac M'¢.2r and Mo .Xgr —* M'¢p.2g.
Similarly, there exists N’ such that (N¢.X1)d=ac N'¢.2 and Np X —*
N'¢.Xr. From M'¢p. X1, =ac N'¢.Xr and Claim 2, we deduce M'¢, =ac
N'¢p.. Therefore, M'¢.%r =ac N'¢p.Xr and thus M¢.Xr =g Nop.XRr.

Proof of Claim 1 : This result is proved by inspection of the rewrite rules.
More precisely, assume that M¢.> — U for some ¥ € {¥1,Yr}. It means
that there exists a rewriting rule I — r € Rp and a position p such that
M¢eX|, =ac 10 for some 6. p cannot occur below M since ¢.X is in normal
form. If M|, = 10" for some ¢ then we conclude that we can rewrite M as
expected. The only interesting case is thus when M|, is not an instance of [
but M¢.X|, is. By inspection of the rules, | — r can only correspond to one
of the five equations , , , @ and . The case of equations or
is ruled out by the fact that a; is not deducible from ¢.¥. This is the same
for the case of equation since id; are not deducible from ¢.X. If the rule
is corresponding to , then it must be the case that M|, = z oy with z,y
variables of dom(¢.). By construction of ¢., we have that (z o y)p. — 2o,
(applying the rule corresponding to Equation ), thus the result. The last
case is when the rule is corresponding to Equation @ This must be the case
that M|, = renc(z, K') with € dom(¢) and K a term such that fn(K)Nn =0
and fv(K) C dom(¢.). By construction of ¢., we have that renc(z, K) — yo.
and we have the result.

Proof of Claim 2 : Assume by contradiction that there exist M, N two
terms such that M¢.X =40 N¢.X for some ¥ € {3.,Xr} and M. #ac
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N¢.. Consider M, N two minimal terms that satisfy this property. By case
inspection, it must be the case that M and N are both variables. Thus, we have
TP =ac Yo2 and xoe #ac yde with z,y € dom(¢.) and = # y. Then, we
have head(xz¢.X) € {blind, penc, pfky,sign}. But, by construction of ¢., X does
not change the randomness used in penc or in pfk; and the secret ids in blind
or sign, thus, randomness or id uniquely determine the variable, which implies
x =y, contradiction. O

Lemma 11. We have :
e vn.O¥ a; + U, fori=1,3 and any term U.
e v.0F r;xU, fori=1,2 and any term U.
o vi.0 ¥ id;, fori=1,2.
o vn.0 ¥ p(id;), fori=1,2.

Proof. We define four properties :

1. Let N be a deducible term such that 3 p such that N|, = a; + U for
i € {1,2,3} and any term U. There are two cases :

o U=c¢c(a;+€=a;) and p = p'.2 such that N|, = f(N',a;) with
f € {dec, renc}.

e p=p'.1.g such that N|, =a¢c pk(a; +U’) for some U’ and V ¢’ < g,
head(N|p.1.q) = +.

2. Let N be a deducible term such that 3 p such that N|, = r; « U for
i € {1,2} and any term U. There are two cases :

e p = p'.2.q such that N|, =ac penc(Pi,r; * U, K;) and V ¢ < g,
head(N|p/_2.q/) = *.

e p = p'.2.q such that N|, =ac pfk,(Pi,7; * U, Py, P5) and V ¢’ < g,

head(N |y 2.q/) = *.

3. Let N be a deducible term such that 3 p such that N|, = id, for ¢ € {1,2}.
There are four cases :
e p=p'.1and N|, = vk(id;).
e p=yp'.1and N|,y = p(id;).
e p=yp'.1and N|, =s(id;).
e p=p'.1and N|, = pfk,(id;, P1, P>, P3).
e p=p'.2and N|, =sign(N’,id;).

4. Let N be a deducible term such that 3 p such that N|, = p(id;) for
i € {1,2}. Then, p =p’.1 and N|, = d(p(id;), M).

We can see that these properties imply the undeducibility of a; + U, r; * U,
id; and p(id;). Let us prove these properties by induction on the number of
steps needed to deduce .
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Base Case : All terms in the frame 6 verify these properties.

Induction Hypothesis : Let My,..., M, be terms in normal form, de-
ducible in ¢ — 1 steps verifying the properties. We are going to prove that
f(Mq, ..., M) also verifies them. There are two main cases :

o If f(My,..., M) is in normal form, then it is obvious that the result is
true.

e If it is not in normal form, then, since M1, ..., M} are in normal form, the
reduction occurs in head.

— If the applied rule is different from , and @, then the result
is a subterm of M,..., M} and it is verifying the properties, using
the induction hypothesis.

— If the rule is applied, then dec(M;, Ms) — blind(T},T2) with
Ty and T3 subterms of M;, Ms and are verifying the property by
induction hypothesis. Then, blind(T},T5) verify the properties.

— If the rule (5] is applied, then o(M;, Ms) — penc(Ty 0Ty, Ry * Ry, P)
with 77, Ty, Ry, Ro, P subterms of My, Ms. The result may be
not in normal form if head(Ty) = head(T:) = penc and if encryp-
tions use the same key, then the rule is applied again. It can
be applied several time, but the reduction will stop since M; and
Ms are terms with fixed length. Then the result will be of the form
penc(...penc(T] oTy, R} * Ry, P’) ..., Ry * Ry, P) where all terms are
subterms of M7 and Ms. Then, each penc, in normal form, will ver-
ify the properties. Thus, the result, in normal form, is verifying the
properties too.

— Finally, if the rule (6) is applied, then renc(My, M) — penc(T, R,
pk(P1+P,)) with T, R, P; and P, subterms of M and Ms. Thanks to
the induction hypothesis, we can see that the the result is satisfying
the property. Indeed, whatever the case where a; is a subterm of P;
or Py, 3 P’ such that P, + P =sc a; + P'.

O
Note. If, VU, r; *U and a; + U are not deducible, then using U = € such that
r;*U =r; or a; + U = a;, we have that r; and a; are not deducible too.
Lemma 12. Let ¢ = vn.f, and N a minimal recipe of (N$)| such that N =

f(N1,...,Ng) with f € {dec,fst,snd, unblind}. Then :

(No)= F((N1oN, ..., (Ned))
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Proof. Let us prove this by induction on the depth of V.

Base Case : N = f(Ny,...,Ng) with Ny, ..., Nj variables or names.

o If f € {fst,snd}, since # = € dom(¢) such that head(zp) = pair, we
conclude immediately.

o If f = dec and N = dec(Ny, Na), then Ny € {ej,e2} but if there is a
reduction, it means that we have Ny¢ = a; which is impossible as a; is
not deducible by Lemma

e If f = unblind and N = unblind(Ny, Ny), then Ny € {y;1,y2} since y; which
are reducing are removing from the frame. But if there is a reduction, it
means that we have No¢ = id; which is impossible as id; are not deducible

by Lemma

Induction Hypothesis : We suppose that V term M with a depth > 1
satisfies the property. Let N = f(NNy,..., Ng) of a depth equal to n+ 1 with N;
of depths < n. If f((N1d)l,...,(Ngp)l is in normal form, we conclude easily.
Suppose that f((N1o), ..., (Ny¢)l is not in normal form.

o If f € {fst,snd} and N = f(N;). The case where N7 is a variable is
excluded. Then N7 = g(N{, ..., N}) with g € {dec, fst, pair, snd, unblind}.

— If g € {dec, fst, snd, unblind}, using the induction hypothesis, we have
(N1g)=g((N{@N, - .., (N o)) and, thus, (No)= f((N1)]).

— If g = pair we have a contradiction with the minimality of V.

o If f = dec and N = dec(Ny, N3). The case where N; is a variable is ex-
cluded. Then Ny = g(N{, ..., N}) with g € {dec, fst, penc, renc, snd, unblind,
o}.

— If g € {dec,fst,snd, unblind}, we conclude thanks to the induction
hypothesis.

— If g = penc, there is a contradiction with the minimality of N.

— Finally, the case when g € {renc,o}. We can have a finite (since
depths are finite) sequence of renc(o(renc(o(...)))) or o(renc(o(...))).
But if there is a reduction with the dec function, then we must have
N1¢ =F penc(Wl,Wg,pk(Wg)) with W3 =FE Ng(b. N[OI‘BOVE)I‘7 N2
is deducible, then pk(WW3) is also deducible and can not contain a;.
Since there is no variable in the frame referring to such a key, it
must come from one (or two in the case of a sequence finishing by
o) penc(Py, P», pk(Ps)) subterm of N, a contradiction with the min-
imality of V.

e If f = unblind and N = unblind(N7, N2). The case where N7 is a variable is
excluded. Then Ny = g(N7y,...,N}) with g € {blind, dec, fst, snd, unblind}.

— If g € {dec,fst,snd, unblind}, we conclude thanks to the induction
hypothesis.

— If g = blind, there is a contradiction with the minimality of V.
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Definition 13. Let |.| be a measure of the length of a term M such that :
e |u| =1 for u a constant,
o |f(ur,....un)| = || for all f € {+,%,0,0}.
o |f(ur,...,un)| =145 |u;| otherwise.

We define another measure L which is defined as L(M) = (#(M), |M|) with
#(M) the number of symbols o under renc or penc symbols.

Lemma 14. Let k > 3, N0 _ 10 =1, be an idy-valid ballot. We suppose that
05— 1cr~ I~y 0 1O’~ 1%k, Then we have, for ¥ € {¥1,XRr} :

e Npby 105 'S =g (M, N, P)0y_10% 'S with free M, N, P.
(4 N@k_lai{lZ =E pfkl(idk,Nl,N2,N3)9k_101k\7_12 with free Nl, NQ, N3.

o M0O_ 1c7~ Iy =g penc(Na, N1,U )0, 10’~ ~1S with free U or U = pk(a; +
U’) with free U' and a; € {a1,a2,a3}.

Proof. Let k € {3,...,n}. Let Nj such that Nj0_ 1a~ Iy, is a idg-valid
ballot. Let N} minimal in size - according to the measure of length L defined
in Definition [I3] - such that :

Nka 10‘~ ZL =F Nkﬂk 10’~ 1ZL (*)

Using Deﬁnition we have N,g@k_la%_lEL = (N1, No, N3).

o Let suppose that N/ is a variable. Since # z € dom(6x_1) such that
0 _ 10 =1 33, is a idg-valid ballot, there is a contradiction.

e Thus, N, = f(P1,...,Py) with f € {dec,fst, pair, snd, unblind} since only
equations , , and can lead to (N1, Na, N3).

— If f € {dec, fst,snd, unblind}, using Lemma we have a contradic-
tion with the fact that head(N/ 60— 10 1) = pair.

— If f = pair, then N, = (M, N, P), with some free M, N, P. Thus we
have :

NiOp 1058 =5 (M, N, P)0y_10% 'S = Nibp 10l 'Sy

Since (Ny =g (M, N, P))0,_ 10’2 's2; and ¢p_ 10~ Iy, ~, b 10k 1
YR, we have (N =g (M, N, P))9k7101kv ¥ k. Thus, for ¥ € {EL,ER},
we have :

Nkok—lo']kv_lz =g (M, N, P)ek—lgf\flz.
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Moreover, Deﬁnitiongives us now that Nek_la%_lZL =g pfky (idg, P, Pa,

Py).

k

—1
N

e N cannot be a variable since there isno « € dom(6y_1) such that 20,10
ZL = pﬂ(l(ldk7 131,})27 P3)

o Thus, N = f(Ny,...,Np) with f € {dec, fst, pfk;, snd, unblind} since only
equations , , and @ can lead to pfky (idy, P, P2, Ps).

— If f € {dec,fst, snd, unblind}, using Lemma we have a contradic-
tion with the fact that head(NGk,lajkqflEL) = pfky.

— If f = pfky, then N = pfk,(id3, N1, N2, N3), with some free Ny, No,
Ng. Since (N =E pfkl(idg,Nl,N2,N3))9;€_1a§7_12L and ¢k_10']k\~[_12L
s ¢k,10']k\~;123, we have (N =F pfkl(idg,Nl,Ng,Ng))Hk,laf\{IER.
Thus, for ¥ € {X1,Xr}, we have :

Nﬂk_la%_lil =g pfkl(ldg, Nl, N27 N3)9k_10'%_12.

Finally, Definition 5| gives us that M0k_1afv_1EL =g penc(NQGk_lajkv_lEL,
Nlﬁk_lafv_lEL,U) for some term U.

o If M is a variable, then M € {ej,es}. In that case, we would have
Nlek_laf\?_l ¥, =g r1 (or rg) with free Ny which would mean that r;
(or 12) is deducible which is in contradiction with Lemma

o Thus, M = f(Ni,...,N,) with f € {dec,fst, penc, renc,snd, unblind, o}
since only equations to and to @ can lead to penc(Py, P2, Ps).

— If f € {dec,fst, snd, unblind}, using Lemma we have a contradic-
tion with the fact that head(MGk_laj%_lEL) = penc.

— If f = rencie. M = renc(My, Ms). The case where M; is a vari-
able is excluded thanks to the fact that r; is not deducible. Then
M, = g(Mj,...,M}) with g € {dec, fst, penc, renc, unblind, o} since
head (M 651 0%_121;) = penc.

x If g € {dec, fst, snd, unblind}, using Lemma we have a contra-

diction with the fact that head(Mlék,laf{ Y1) = penc.

x If ¢ = renc and M; = renc(Mj, M}), we have a contradiction
with the minimality of M since renc(M;, M} + Ms) is a smaller
recipe than renc(renc(Mj, M}), Ms).

x If g = o and My = M{oM)}, we also have a contradiction with the
minimality of M since renc(M;, Ms) o renc(M}, Ms) is a smaller
recipe according to the Definition [L3]| of the measure L.

x If g = penc and M; = penc(M;, M5, M}). We have two cases :

Inria



A formal analysis of the Norwegian e-voting protocol 31

- If M} is a variable, then M} € {g1, g2, g3} and we have M =
renc(penc(Mj, M}, g;), M) with free M{, M} and Ms. In
that case, we have :

M0k_101k\’7_1ZL =g renc(penc(Mj, M}, g;), M2)0— 1crk’~_1ZL (1)

=g penc(Mj, M5, pk(a; + Ms3))0;— 10 S 30
Thanks to the fact that ¢ _ 1O'~ Y~y e 10’~ Iy and
(1), we also have that :

M6, 1a~ Yr =g renc(penc(M, M3, g;), Mg)@k_lo]’i{lZR
—p penc(M{, My, pk(a; + Ma))010% 'Sg

Then, we have, for ¥ € {X.,Xg} :
MOy _10% 'S =g penc(M;, Ms, pk(a; + Ms))0y 105 'S,

Moreover, since M6y, _ 1a~ Iy, =g penc(N29;C 1a~ ZL,Nl
Op10% 'L, U) wehavethatMthk 10~ 'S =g Nofp 10!
Y and M29k 10’~ 'y, —E N16y_ 1a~ Iy, Using the fact
that ¢ _ 10 Iy Qr— 10 ER,these equalities hold with
YR. Flnally, we have, for & 6 {¥1,2Rr}:

M6, 1cr~ Iy =g penc(Na, N1, pk(a; + Mg))@k_lof\?—lﬂ

- If My = h(M{,..., M) with h € {dec, fst, pk, snd, unblind},
we can conclude easily with a contradiction when h # pk ac-
cording to Lemmal[I2] If h = pk then we have a contradiction
with the minimality of M since penc(M7, M5, pk(M{' 4+ Ms))
is smaller than renc(penc(M7', MY, pk(M%)), Ma).

— If f = penc i.e. M = penc(M;, My, M3) with free My, My, Mz, we
immediately conclude that, for 3 € {¥, 2R} :

M@k 10'~ E =FE penc(Ml,Mg,Mg)Hk 1O'~ 12.

Usmgthefactthat M6y _ 10’~ —1y —p Noby_ 10’~ ~15 and Moy, 1ak !
Y =5 N.i0,_ 1a~ '), we have, with free M3 and ¥ € {X7, %R} :

MOy, 10% 'S =g penc(Na, N1, Mz )0y, 107 '3,

—If f =oie. M = M;oM;. The case where M; or M; is a
variable is excluded thanks to the fact that 7; is not deducible.
Then My = hy(Mj,... M’) and My = ho(M{,... M”) with h; €
{dec, fst, penc, renc, unblind, o} since head(M;0)_ 10~ ') = penc
fori=1,2.

x If 3 4 such that h; € {dec, fst,snd, unblind}, we have a contradic-
tion using Lemma
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« If hy,ha = penc, we have My = penc(M;, M}, K) and My =

penc(M{’, Mé’,K’) with K and K’ such that K6 _ 1a~ 'y =
K'0,_ 10 e 1 which is in contradiction with the minimality of
M since penc(M1 o M{', M}« M}, K) is a smaller recipe than
penc(My, M3, K) o penc(M{', M3, K').

If hy € {renc,o} and ho € {penc,renc,o}. If hy = renc and M; =
renc(M], M), we can apply the same discussion on h; we did on
f when f = renc in a previous case. According to this, the only
possible case is when M| = penc(M;, M4, M}). If g1 = o and
My = M o M}, we have an iteration of the current subcase. But
these iterations must stop since M is not of an unlimited length
and, thanks to the contradiction of minimality in some cases, the
remaining global case is when M = o renc(P;, Q;) o M’ with
M’ anull term or penc(Mj, M5, M}) and P; = penc(M;i, M&, Mi)
with MZ variable, using the discussion on renc case.

Suppose that M’ = penc(M], M5, M}), then M}0)_ 10~ Iy is
deducible. In order for M to be reduced, we must have the same
keys in both M’ and o?_jrenc(P;, Q;). But since M is a vari-
able, M € {g1, 92,93}, the resulting key of re-encryption is not
deducible, according to Lemma Indeed, the resulting key is
like pk(aiay + agas + azasz + U) with some integers a; and a
deducible term U (we using the notation that a; + a; = 2a;) and
since there are no variable leading to such a key, we must have
M = pk(aiay + asas + aszasz + U) which is not possible. Then,
we must have M’ = e.

Thus, we have M = of'_renc(P;, Q;) with P; = penc(Mj, M3, Mj)
and M variable. Suppose that 3 1 < 4,5 < n such that M} #
M3, let us take, for example, Mi = g; and M3 = go. Then, we
should have a1 + ¢; = a2 4+ ¢; which implies that ¢; = a1 + z; et
then that as + U is deducible which is in contradiction with
[[1 Moreover, in order to have a reduction, all Q; must be
equal. Then we take, the minimal one, ); and, we have :
M = o jrenc(penc(M}, M4, x),Q1) with = € {g1, 92,93} and
free MY, M3, Q1.

Then, We have :
M0y, 10’ 15 = o' renc(penc(M;, M, ),Qi)ﬁk_la%_lEL (t1)
—p penc(o_; M}, «7_ Mj, pk(a; + Q1))0x—10% 'S
Thanks to the fact that d)k_laN Iy a, ¢k_10’;\7—123 and (1),
we also have that :
M6y, 10 15 p= o' renc(penc(Mj, M3, x), Qi)Hk,laf\{lER
—p penclely Mj, «7 Mj, pk(a; + Q1)) 105 'S
Then, we have, for ¥ € {£1,Xg} :

Mﬁk_la]’“{lE =g penc(Mj, M}, pk(a; + Mé))@k_la%_lE.

Moreover, since M0, _ 10~ 'S =g penc(Nyb)— 10’~ ', Ni6j_q
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k_lﬂL,U) we have that M0 _ 10 1%, =g Nobjp_ 10% Iy,

and M29k 1 UN v —E N16y_ 10’~ '¥ . Using the fact that
O 1cr~ D) - O 1UN ER, these equalities hold with Xg.
Flnally, we have, for ¥ € {31, Xr}:

MOy 0% 'S =g penc(Na, N1, pk(a; + M3))0x 107 ',

O

Lemma 15. Let ¢ and ps be two frames such that 1 =4 p2. Let a a name
such that a € bn(p1) N bn(ps) and p(a) is not deducible. Let U; = d(p(a),U/")
in normal form for i = 1,2 such that U; does not appear in @;. Then, we have,
for x & dom(p1) U dom(pa) :

w1 U {Ul/z Rs P2 U{Uz/z}'

Proof. Let ny be a fresh name and 6 : U; — ny the function which replace any
occurrence of Uy by ni. Let us prove that :

p1 UL o} ms v (1 U{™ /o)),

Let ) = o1 U {Ul/m} and ¢} = v.ni(e1 U{"/, }) Let M and N terms
such that (M = N)¢!. Then, we have, with ¢} = vi.cf, (Mc{)[n, — Ui] =g
(No?)[n1 + Uy] since the equationnal theory is stable by names substitutions.
Now, since ny ¢ fn(M) U fn(N), we have M (o7 [n1 — U1]) =g N(o{[n1 — Ui])
but of'[ny — Uy] = of with ¢} = vim.c]. So we have (M = N)y} too.

Now let M and N terms such that (M = N)¢}. Then we have :
(Mai )L =ac (Noy)l
Thus,
(Mol)l 6 =ac (N}l 6
Claim 1: IfU — V then U§ — V4.

Proof. (Claim 1) Let U be a term. Since U — V, there exists a rule | — 7,
a substitution ¢ and a position p such that U, = 16 and V = U[r],. Then
V p' such that Ul|, = Uj, we have that p’ cannot be a suffix of p, since Uy
is in normal form. Let U’ = U[X],, then U§ = U’6[(10)d],. Since ! does not
contain d, we have that U’5[i64], = U’S[i(00)]. Using the rewriting rule, we
have U’'0[1(00)] — U’d[r(09)],. Finally, U'6[r(06)], = (U'[r0],)0 = V6, that is
Us — V. O

Let us prove that (Mo})] 6 =g (Moid)]. If Mo} is in normal form,
we have that (Mo1d)l=g (Mo})l 6. If it is not, then, it exists Wq,..., W,
such that W, = Moi, W,, = (Mo})| and W; — W;44 for i = 1.n — 1.
Using Claim 1, we have that W;6 — W; 14 for i = 1..n — 1 and then that
((Mo))o)=ac (Mo})| 6. Thus, using the same argument for Noj, we have :

Moy§ =g No'jo
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Since a, which is a restricted name, M and N cannot contain a. Moreover,
p(a) is not deducible, thus we cannot have the case where M = d(z,y) with
xzo16 = p(a). Then, we have :

M(010) = N(079)
Since U; does not appear in ¢;, we have :
Moy =g Not

And we have (M = N)¢/, which proves the static equivalence above. Then,
using the same development on ¢y we have, for i = 1,2 and two fresh names

o iUV o} g vimilipr UL 2)).

Since 1 ~ a2, we have that v.ng (o1 U{"/,}) =~ v.na(w2 U{™/,}) and using
what we just proved, we get :

w1 U {Ul/x} s w2 U {Uz/x}~
O

Lemma 16. Let o1 and @o be two frames such that o1 =4 py. Let a a name
such that a € bn(p1) N bn(pz) and is not deducible. Let U; = sign(U/,a) in
normal form for i = 1,2 and U; do not appear in @;. Then, we have, for
x & dom(p1) U dom(ps) :

p1U{" /o) s 02 U{"2 /)

Proof. Let ny be a fresh name and 6 : U] — ny the function which replace any
occurrence of U{ by n;. Let us prove that :

o1 U{" /o) mg v (o1 U (7009 /).

Let ¢} = o1 U{Y1/,} and ¢} = v.ng (o U{¥8"("1:4) / 1), Let M and N terms
such that (M = N)y{. Then, we have, with ¢! = vi.cf, (Moy)[sign(ni,a) —
U1] =g (No{)[sign(n1,a) — Us] since the equationnal theory is stable by names
substitutions. Now, since n; ¢ fn(M) U fn(N), we have M (o [sign(n1,a) —
Ui]) =g N(o{[sign(n1,a) — Ui]) but of[sign(ny,a) — U] = of with ¢} =
vm.oy. So we have (M = N)¢} too.

Now let M and N terms such that (M = N)¢). Then we have :
(Mo})l =ac (Nop)l
(Moi)l 6 =ac (Noy)l o
Claim 2: I[fU — V then U§ — V4.

Proof. (Claim 2) Let U be a term. Since U — V', Jarule! — r, a substitution
¢ and a position p such that Ul|, = 10 and V = U[r6],. Then, V p’ such that
Ul, = Uz, we have that p’ cannot be a suffix of p, since U; is in normal form.
Let U' = U[X],, then U§ = U’4[166],. Using the equational theory, the only
interesting case is when [§ — r0 is equation checksign(M, vk(id), sign(M, id)) =
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Ok where M = Uj and id = a. Then, we can easily see that (06 — r60
since 106 = checksign(n, a,sign(ny,a)) and 76 = r65. In other cases, we have
100 — rf) since modification implies by § do not interfere. Thus, we have
U'5[106] — U'0[r(89)]p. Finally, U'S[réd], = (U'[r6],)é = V6, that is U§ —
V. O

Let us prove that (Mo})] 6 =g (Mojd)]). If Moj is in normal form,
we have that (Mo{d)l=g (Mo})l 6. If it is not, then, it exists Wy,..., W,
such that W, = Moy, W,, = (Mo})) and W; — W,;44 for i = 1.n — 1.
Using Claim 2, we have that W;0 — W; 14 for i = 1..n — 1 and then that
((Mo})o)=ac (Mo?)| 6. Thus, using the same argument for Noj, we have :

Ma}§ =g No'jo

Since a, which is a restricted name, M and N cannot contain a. Then, we have

M(016) =g N(c}0)
Since U; does not appear in ¢;, we have :
Ma',ll =E NO”II

And we have (M = N)¢/, which proves the static equivalence above. Then,
using the same development on ¢, we have, for i = 1,2 and two fresh names
ny, Ng ]

i U {Ul/w} ~s vni(p; U {Slgn(m’a)/x})-
Since 1 ~ @a, we have that v.ny (o U{5E"("1:0) / 1)~ vy (paU{sEN(M2:0) / 1)
and using what we just proved, we get :

¥1 U{Ul/r s ‘P2U{U2/z}'
O

Lemma 17. Let ¢ and 1 be frames such that ¢ U{'/,} ~g p U{* /o } for some
terms t and t'. Then :

SUL ULy}~ v UL [ U /)

Proof. Let p U {'/s} U{'/y} = ¢, v U{"/o} U{"/}} = 0", 6 U {"/s} = ¢
and ¢ U{"/,} = +¢'. Let M, N be terms such that (M = N)¢". If y ¢
fv(M)Ufv(N) then since ¢ ~, ', the fact that (M = N)v" is straightforward.
Ify e tv(M)Ufv(N), let § : y — x, we have : (Pd)¢' = P¢” and (Pd)y' = Py”
for all term P. Thus :

M(i)” =g N¢Il

(Md)¢' =g (N6)¢'

Since ¢’ ~, ¢’ and ((Md) = (NJ))¢', we have :

(Mé)Y =g (NO)Y'
Mw// —5 N¢”
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Lemma 18. Let @1 and po be two frames such that 1 =5 2. Let a a name
such that a € bn(p1) N dn(p2) and is not deducible. Let U; = dec(Ul,a) in
normal form for ¢ = 1,2 and U; do not appear in @;. Then, we have, for

x ¢ dom(p1) U dom(ps) :
w1 U {Ul/w s p2 U {UZ/w}“

Proof. Let n; be a fresh name and § : U; — ny the function which replace any
occurrence of Uy by ni. Let us prove that :

w1y {Ul/m} ~s v (pr U™ /2 }).

Let ) = o1 U{Y1/,} and ¢} = v.ni(p; U{™/,}). Let M and N terms
such that (M = N)¢Y. Then, we have, with ¢{ = vin.oy, (Mo{)n1 — U1] =g
(No{)[n1 — Ui] since the equationnal theory is stable by names substitutions.
Now, since ny ¢ fn(M) U fn(N), we have M (o [ny — Ui)) =g N(o{[n1 — Ui))
but of[n1 — U] = o} with @] = vm.o}. So we have (M = N)¢| too.

Now let M and N terms such that (M = N)¢}. Then we have :
(Mol =ac (Nop)l
Thus,
(Moy)l 6 =ac (Nop)l o
Claim 3: If U — V then U§ — V.

Proof. (Claim 3) Let U be a term. Since U — V, there exists a rule | — 7,
a substitution § and a position p such that U|, = 10 and V' = U[rf],. Then
V p’ such that U|, = Uy, we have that p’ cannot be a suffix of p, since U;
is in normal form. Let U’ = U[X],, then Ud§ = U’6[(10)d],. Since [ does not
contain dec, we have that U'd[166], = U’S[1(86)]. Using the rewriting rule, we
have U'0[1(06)] — U’d[r(09)],. Finally, U'6[r(09)], = (U’'[r6],)6 = V4, that is
Us — V. O

Let us prove that (Mol § =g (Mo6)|. If Mo} is in normal form, we have
that (Mo1d)d=g (Mo1)) 4. If it is not, then, it exists Uy, ..., U, such that
Uy = Moy, U, = (Moc})] and U; — U4 for i = 1..n — 1. Using Claim 1, we
have that U;6 — U419 for i = 1.n—1 and then that ((Mo})d)=ac (Moq)l 0.
Thus, using the same argument for Noj, we have :

Ma}§ =g No'id

Since a, which is a restricted name, M and N cannot contain a. Then, we have

M(016) =g N(010)
Since U; does not appear in ¢;, we have :

"o_ "
MO'l =FE NO'l
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And we have (M = N)¢Y, which proves the static equivalence above. Then,
using the same development on ¢ we have, for ¢ = 1,2 and two fresh names
ny, ng

@i U{Y o} s vni(pi U™ /2 })-

Since ¢1 &4 2, we have that v.ng (o1 U{"/,}) =5 v.n2(p2U{"/,}) and using
what we just proved, we get :

p1 U {Ul/r} s P2 U{U2/z}'
O]

Lemma 19. Let Niei_laj\;lﬂ be id;-valid ballots for ¥ € {X1,Xg} and i =
3.n. Let ¢]¢% =vn.0] . We have :

res ~ res _ _ res _ ~ res _
VO NEL R O OFgUR = O OREL R O O/ LR-

Proof. As a first remark : for i = 3..n, since Niei,la;’glz is a id;-valid ballot,
then we know that, using Lemma [14] :

(] N,»H,LUNE =F (Wz; Xi7 Zl)enUNE with free Wi, Wi, Zi and X € {EL, ZR}

o Wib,o5% =g penc(W], W/ U;)0,0 5% with ¥ € {¥,XRr}, free W/, W/
and free U; or U; = pk(a; + U/) with free U] and a; € {a1,a2,a3}.

Then, we have two cases :
o U;f,05% =g pk(ai). Then, we have :
result;0]°° 0 3 =g dec(penc(W;0[% 0 53, W, 0] 0 52, pk(a1)), a1)
=FE W{GZE‘SIUNZ.

Then, we have result;0;*°0cjzX =g W0 052 where W is free. Let
’ . .
¢ =005 and § = 0" U (MO ) s, } = 070 5. Using Lemma @ since
PCLOREL R 919 0 /LR, We conclude.

o Ub,oyY #k pk(ar). Then, result;0]*c 3% =g dec(penc(W,, W/, U;)07
0;12, a1). Then, we have two cases. The first one when 3 j such that
result ;07 05X =g result;0]*°cg. In that case, we use Lemma to
conclude. The second one when the first case do not happen is solved
using directly Lemma [18]since a; is restricted and not deducible.

O

Lemma 20. Let N;0;03% be id;-valid ballots for ¥ € {¥1,YXr} and i = 3..n.

resultiocgX;, =g vi =g resultiogXp
resultoo X =g v2 =g resulta20zXR.

Proof. Obvious. O
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Now let us return to Proposition [§] and start to prove it.

Proposition 8. Let N;0;% be id;-valid ballots for ¥ € {¥1,Xr} and i €
{3,...,n}, we have :

V’fl.(0|R)O'NEL g V’fl.(ﬂﬁ)o’NzR.

Proof. The proposition will be proved using two consecutive induction.

First, let us show that : for any i > 2, let ¢; = vn.0; then d),»a%[ZL g
(bio'ijR-
Base Case : Using Lemma we show that QSQO'IQVEL R (i)gJ%ER.

Induction step : Assume now that ¢z‘0§\~,ZL R qbiajvER and let us show
that ¢i+10'j§-:_12L R ¢i+1‘7§\:}_12R-

Using Lemmawith U, = (ylﬂiojvEL)L: d(Pfidi)7 Uj)and Uy = (yiﬁ?—U{iVER)i
= d(p(id;),U}), we prove that 6; U {V1/,.}o'T'S, =~ 6; U {U2/yi_}oj\3[F YR
Then, using this new equivalence and Lemma with U; = (zﬂiaglEL)iz
sign(U], idp) and Up = (50,0531 )| = sign(U3, idp), we have now that ¢; 10"
Y =~ ¢i+10g12R~

Thus, we deduct :

¢nUNEL s anUNZR
and we can note ¢,, = ¢5°°.

Now let us show that : for any i > 2, ¢;*° = vn.0°° then ¢;* 0¥ ~;
Qﬁ;ﬂestzR.

Base Case : Using the fact that ¢,, = ¢5°°, the base case is proved by the
first induction.

Induction step : Assume now that ¢;**ogX; ~, ¢[*0zXr and let us
show that ¢ oYL ~s 107 ER.

Using Lemma [I9] we can prove the induction step adding each result one by
one and, finally, we have :

QoYL Rs ¢pogXRr With ¢ = vi.0.
Now using Lemmas [J] and [20] we prove the final static equivalence :

¢1 = vi.(0|R)o g 3L ~, ¢2 = vit.(0|R)o g Sp.

From Proposition 8] we can enunciate a corollary.

Corollary 21. Fori=20...n, j =3...n, and Ni0p> be idy-valid ballots for
Y e{3L,Xr} and k =3...n, we have :

vib;0 5L ~s vi0;0 G ER

o4 / ~ >4 / ~
vi.0io gL = vin0;o 5 YR
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B Proof of Theorem 4]

Let us remind the Theorem we need to prove.

Theorem 4. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy without the auditing process, even
with n — 2 voters are corrupted, provided that the other components are honest.

AL VA ™ L env Y T VA ouns™2 [ eny 37]
~ A, [V{CI/ca,uth ;o /CRV }T|V{02 /Cauth,7CRV2 /CRV }J]

where 0 = {v1/g, .} and T ={v2/5 . 1.

Let us introduce the relation we will use to prove labeled bisimilarity.

B.1 Partial evolutions of protocol specification

First, we will introduce partial evolutions of the protocol process specification
and remind some notations used. Note that correct modeling of sub-processes
have not been depicted but one can see that describing partial evolutions of
sub-processes can be seen as a modeling description. Then, as an example, B,,,
the ballot box correspond to Bf,, in that case, without auditor. It avoids a
annoying and non-useful applied-pi description, since it is easy to remove all
lines dealing with an auditor’s stuff, as the full description was depicted in the
article.

Definition 22. Notations and partial evolutions for honest voters. (i € {1,2})

Vil = Cour(bally). V2 ei = penc(ziye, ti, Pk(a1))

V2 = gi(bally).V; pfk; = pfky (idi, t;, atwte, €i)

V3 = cry,(rec;). V4 sig; = sign((e;, pfk;), id;)

V4 = c¢;(con;). VP ball; = (e, pfk;, sigi)

V5 = Cour(con;).VE hv; = hash((vk(id;), e;, pfk;, sig;))

V6 = Cout(rec). VT
V7 = if ¢, (idpg,id;, hv;, coni,x’z‘-"’te,reci) then Vi8 else 0
VS = 5(OK)

Definition 23. Notations and partial evolutions for the ballot box. (i € {1,...,n})

Bil)n = cl(xl)BQT} e, =renc(Il;(x;),s(id;))

i =if qﬁb(idp“xz) then B;? else 0 pfk: = pfky(id;, az, Iy (z4), €h)
Bil,'f =t¢pr(ball}).B el =blind(e}, s(id;))
Bz2,n = cBRr(%i). B pfk” = pfky (id;, s(id; )a €. €;)
Bin =if qﬁs(zdpp“hbbl,qz) then B371 else 0 ball, = (x;, ek, pfkl, e, pfkl)
Bfg =Ci@).B}? hbb; = hash((vk(id;), z;))
Bf’,f = Ci(syi)-Bil-i-l,n
B?L%) - Cn(syn)'Bil,n

B4 = CBD<H1(SU1' >'B;L+l7n
B’?L,n = CBD<H1('T7L)>

Definition 24. Notations et and partial evolutions for the receipt generator.

Ge{l,...,n})
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R;, = cer(pi)-R},

R%n if qﬁr(zdp“pz) then Rin else 0

R}, =crv,(ri).R}, ri  =d(p(id;), dec(Ils(p;), a3))

R}, =tBr(sigl >-Rl+1,n hbr; = hash((idp;, 111 (p: ), 2 (p:), 3 (p:)))
Ri,n: cBr(sigh) sight = sign(hbr;,idR)

Definition 25. Notations and partial evolutions for the decryption service, we
distinguish two cases : one without a swap (D) and one with swap (D).(i €

{1,...,n})

deci = dec(di, al) Ellm = CBD(dj).Eil_,'_Ln

—=1 -2

n,n CBD(dn)'Dl

=2 2
Dil,n = CBD(dZ)'Dz'l+1 n Dl,n Cout <d662>'D2,n

=2 —=2
‘D'}L,’n: cBD(dn).Din Dy, = Cout(decy). D3,

1’2,77, = Cout <deci>'D22+1 n bzz,n = Cout <decl>'ﬁf+l,n

D?L,n: Cout <decn> Ei,n = Cout <decn>

Definition 26. Partial evolutions of global process representing the enrichment
of the frame as the process advances.

= (a1,az,idy,idz,idg, c1,¢2,CRVy, CRV, 5 CBR, CBD) _

T = {pk(al)/gﬂpk(ag) /_,,Q,P"@S) /gsvvk(zdl) Jidpys -+ - 7vk(zdn) /idpn,Vk(ZdR) Jidpr
Ao =uvn |1—‘}

Ar=v ﬁ t1). [Pt /p, HT]

Ay = v(n,ty, @), [ {2 /o, H{P /2, YT

i
I
T

(
(
(7 tl,xl,pn [ 20 HE P20y
Ax = vty pysreen). [0 o L0 Loy AP, HET e, HIT]
As = (it @1, pryrees, qn). [ o HE [ P/ HE™ e )
{5197 /4, I |
Ag = vty psreet, qr con). | {00 /o LU o HEPO T reen

{5998 [} con, T |

Az = A [_[{" [y, }]
Ag = A7 [_[{*™ /)]

Ag = v(n,t1, @1, p1,rec, qu, cony, ta). [ [{{P [y, }i = 1,2} {0 /5, }|
’ - R
{2 o HH  rees {9 /q1}|{‘“/com}|{Tecl/y1}|{m"1/z1}|r}
Aqg = v(i, t1, 1, p1,mect, qu, cong, ta, xa). [ [{{P /o, {4 [0, }i = 1, 2}

) . R
{9 /L YT oo, HE9 /ql}I{‘h/wm}I{’““l/yl}l{“m/m}lf]
All :V(’FL’t17{L'17p177’eCl7q1,00n17t27m27p2)' |:_|{

i = 172}|{“/recl}l{SigF/ql}|{‘“/con1}\{”"Cl/yl}\{w"l/zl}\r}
A1z =v(R, t1, 21, p1,7eCt, q1, cony, ta, T2, p2, reca). [ |{ ; }
{0l [ {7 e, Y =1, 2}|{Sig§/q1}|{q1/com}|{Tecl/y1}|{c°"1/z1}lr}
Az = v(f, t1,21,p1,7€C1, q1, CONY, o, To, P2, T€C2, @2). [ _

{0l 7 e YT /g 1Y = 172}|{‘“/com}|{m1/y1}I{“’”l/zl}ﬂ

3
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A1y = v(i,ty, 1, p1,meCt, @1, cony, ta, Ta, P2, T€C2, G2, cong). [ [{{? /3, }|

{09t /o MO S {7 e HE9E /g YO fcony Y = 1,2}
{reer fy L™ /20 HT
Ars =Ars [_{7°/y,}]

Forie{3,...,n} :

mi = {(pr, qi)|k € {3,...,i —1}} o
A= { i i I/P7 {ri/reci} {Slgi /q7} {q1/00n1}|{req/y1|
{conl/zl}}li = 172}

Ay = AL Lo N fp T L AR L AT Lo HY Lo
ke{3,...,i—1}}

A} = v(n,my). [_|A|AIT]
AP = A7 [N}

AL = v ). [ 1O o HAAT
A= LI ) | .
A7 = ol gsn). | o Oy M Y AATT]

A9 = vl ). |V Lo Y Y g A 2 A IAIF}

Forie{l,...,n} :

di= {dyke{l,....i—1}}

Q= {{TEw) /g, }lk €{L,...,i—1}}
A= V(5,010 (A1 |AIT]
A/I = n [_Hdecl/resultl }]

A;I = Agl—l [,Hdeci/resulti}]

Z/I = é:% [_ |{{dec2 /result1 }]
Ay = Ay [ {5 resutr,}]
A = A [_ |{deci /resultq: }]

B.2 Relation

Now we can define the relation.

Definition 27. Given integer n > 2, V3 < j < n, let M; and N; terms
such that N;0;_ 101\7 'S is an idj-valid ballot, and such that fu(M;) U fo(N;) C
dom(A3) and (fn(M;)U fn(Nj)) N bn(Al) = (. We consider the smallest relation
R which is closed under structuml equwalence and includes the following pairs
of extended processes :

Ao VIV BLIRL D] ~r Ao [VEVHBLIRL D] (1)
Ay [VEIVRIBL IR DL o ~r Ay [VEIVR|BLIRL, D, | 7 2)
Ay [VEVABELRL DY, o ~r Ay [VEVABLLRL, DL 7 (3)
Ao [VRIVHBEAIRL, DY, o ~r As [VEVABI2IRL, Dy, 7 @)
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A3 Vl |V2 |Bln‘R ‘Dln ~R

A3 ‘/i3|v2|B n‘Ril)) D ,n:l

q

~R
Ay ‘/14|V2 |Bln‘R n‘D ,n]a ~R

A V14|V2 |B n‘RQ n‘D ,n]JN

A

‘RZn‘D n]a ~R

)

[
[
[
[
As [V V2| BY,
[
[
[
[

Ag [VP V3 |BY | Ry | D1 ) 0 ~m
Az V16|V2 |B ‘RQn‘D ,n]U ~R
As V17|V2|B ‘RQn‘D 0 ~R

0 ~R

n]
As [VP|Vy | BYa| Ryl D1y ] 0
Ag [Vy | B3 | R, ,,| D1 n]
Ag [V5'| By | Ry | D1,
Ao [V5'| B3 p| R3 D1,
Ao [‘/23|B%;T2L|R%,n|D%
A [V3)|BS | RS .| D1,
An [V3'1B3 | RS .| Dy
A [V3 |B§}n|R§,n|D%
Asg [V |B§,n|R§,n|D
Auz [V3'| B3| R, | D1
A [‘/25|BS;TQL|R:%,,¢L|D%
Ass [V2| B3| Ry, | DY
Ay [V | B2 Ry | D
Az |

V3 |B3 3 Ry | D1,

(i€{3,....n}, Rt , =0)
Aj [Bi IR} ,|D1 ] S ~%
A} [BinA™ /2 YR |D1 ] B~
A7 [BYR; D1, S0 ~x
A} [B},|R},|ID1,,] L~

As [VPV3 B2 |R? Dy, | v
As [VPV3 B3 |3 Dy, | v
A [V (B2 |RY ID; | 7
As [ViV3BE |RY Dy, | 7
As [VHVZ | BEAIRY Dy 7
%iu%w%mhwmr
A7 [VOIVZ|BE2IR, D) | 7

71 7
As _V17|V21 ‘B%;Z ‘R%n ‘Dl,n_ T

- 17
AS _‘/18|‘/21‘B:13;721‘R;,n‘D1,n_ T

—1
AS |:Vv21 |B%,n|Ré,n|D1,n] T

[ —1
A9 ‘/22|B% n|R% 7L|‘D1 n] ER

AIO ‘/2‘B2n‘R2n‘Dl n ER

Ao [Vz ‘BQ;n‘RQ,n‘Dl,n} Xr

. ]
An st\Bgn\R2 D1 | Er

1
All ‘/Q‘BZn‘RZn‘Dl,n ER

—1
A12 |:VY2 ‘B2,n‘R2,n‘Dl,n:| ZR

- 1 7
A13 V24‘B§,n‘R§,n‘D1,n YR

- 1
Aiz _V24‘B§;71L‘Ré,n‘Dl,n_ Xr

—1
Ag [‘/25\35’;3\35,71\1)1,4 Yr

Ass |VE|BS2IRS, Dy, | S
[VZ |B2 n|R3 n|D1 n] ER

A3 [V3\B32IRS DL, | T

- 1T
Al Bil,n|Ri1,n‘D1,n ER

—=1
Ril,n‘Dl,n:| ER

—1 7
|D1 )1 |

AL [BLHM )

A? Bl2|R Yr

A3 2 |R2, D] | =n

,n
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A3 [B2,|R, DY, S ~r AY[B2IRS, (D), | Sk (31)
AL [B2|RE D) B0~ A 'Bm\mel mpr (32)
A2 (B2, IRY D) S ~r A2 (B IR D), Sh (33)
A7 [331 RijynlDi 0] B ~r A7 :331 i+1,n] 14 R (34)
A [BEAIRY 1, D) B ~r AS [ BE2IRY Dy Sn (35)
(i€ {l,...,n}.j€{3,...,n})
A [BLIDL) S~ A;[BLLID,, Sn (36)
Ay [D2,] 50 ~r Ay [DL] S (37)
AY[D3,]%0 ~r A Dy, Th (38)
AP 5~ T [PR] -
A0S~ A, (0] 2R (40)

(ie{3,...,n})
AL M e,

RLIDL) S0 ~r AL/} RL DL Se (1)

B.3 Useful lemmas

Let us introduce useful lemmas which will be used to prove that the constructed
relation satisfies the property of Definition [2]

Definition 5. Letid € {idy,...,id,}. A term N is said to be a id - valid ballot
if pu(id, N) = true, equivalently :

N = (N17N25N3)
checksign((N1, N2),vk(id), N3) =g Ok
checkpfk, (vk(id), N1, N2) =g Ok

Lemma 28. Let N be a id-valid ballot, thus N = (N1, No, N3). Let

Nrene = renC(Nla a2)7 Nolind = blmd( rencs S (Zd));
Nhash - haSh((Vk(id)aN1;N27N3))> N/ (NerencaprkaNblinmN‘gﬂc)
N;fk = pfk2 (dea az, N17 Nrenc)7 Nzﬂg = pka (de7 (ld) rencs Nblznd)

Rszgn = Sign(Nhasfu 'LdR)

Then we have ¢b(ldp7 N) =FE ¢r(ldp7 N/) =FE gbs(idpR,Nhasha Rsign) =g true
with idp = vk(id).

Proof. Let N be a id-valid ballot. By definition, we have that ¢, (id, N) = true.
According to the definition of N’, we have that N’ = (N7, N}, N4, Nj, N{) with
N{ = N = (Ny, N3, N3). Moreover, we know that checkpfk, (idp, N1, N2) =g
checksign((N1, Na),idp, N3) =g Ok since ¢p(idp, N) = true. In addition, we
have :
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checkpfk, (idp, N5, N}) =g checkpfky (vk(id), Tenc,N;fk)

=E CheCkpka (Vk(ld), renC(va a2)7 pfk2 (dea az, va renC(Nh (7,2)))
=g Ok

and

checkpfk, (idp, N}, Ni) =g checkpfky (vk(id), Npiind, Nﬁﬂc)

=F checkpfk2 (Vk(ld) Nblznda pfk2 (Vk(ld), S(id), Nrenca Nblind))
where Npjing = blind(Nyene, s(id))
=g Ok.

Then, we have ¢,(idp, N') = true. Finally, we have :

CheCkSign(Nhash; idpRz Rsign) =FE CheCkSign(Nhash7 idpR7 Sign(Nhasfu ZdR))
=g Ok

which prove that ¢s(idpr, Nhash, Rsign) = true. O

Lemma 29. Let N be a term such that, for some Nypgng -

N = (N1, N2, N3)

N; = penc(v, Nyand, pk(ai))
No = pfky (id, Nyand, v, N1)
N3 = sign((Ny, Na), id).

Let Rycc = dec(Npiind, a3), with Npiind, Rsign and Npqesn the same as in Lemma
128. Then, N is a id-valid ballot and we have :

(bv(idpRv Zda Nhash7 Rsig'ru v, Nrec) = true.

Proof. Let N be this term. Then, IV clearly satisfies Definition |5} and :

unblind(dec(Npiind, as),s(id)) =g unblind(dec(blind(Nycne, s(id)), as), s(id))
= unblind(dec(blind(renc(N, as),s(id)), as), s(id))
= unblind(dec(blind(renc(penc(v, Nyand, pk(a1)), az),s(id)), as),s(id))

Qé unblind(dec(blind(penc(v, Nyand, pk(ai + az2)),s(id)), as), s(id))
= unblind(dec(blind(penc(v, Nyqna, pk(as)), s(id)), as),s(id))

unblind(blind(v, s(id)), s(id)
(), v

Moreover :

CheCkSign(Nhashy idpR7 Rsign) =E CheCkSign(Nhash7 idpRa Sign(Nhas}u ZdR))
=g Ok

which prove that ¢, (idpr,id, Nyash, Rsign, Vs Nrec) = true. O
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B.4 Proof for the relation

Let us prove that R satisfies the three properties of Definition 2]

INTERNAL REDUCTIONS : We must show for all extended processes A and
B, where A R B, that if A — A’ for some A’, then B — B’ and A’ R B’
for some B’. We observe that if A R B by (1), (10), (11), (14), (23), (24), (27),

(31),

(34), (35) or (37) to (40) then there is no extended process A’ such that

A — A’. We proceed by case analysis on the remaining cases.

(2)

We have
A=A [V2VHBL,|RL,|D},] o and B = A, {VfWJ\Bin\R}’n@in} T.
If A— A’, then it must be the case that

A= Ay [er(bally) V2| V) e1(21).B1 LRy, | Dy ] o

and
A= Ay [VP V3 | Byl Ry | D1 0

It follows from

B = Ay [er(bally). Vi |Vy ea (1) BEL R, IDL | 7

that B — B’ where
B = 4, [VI[V3BLIR (D, |

Since
A" = Ay [VP V3 |Bl IRy ,|D1 ] 0 R B,

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= A3 [VPIVH|BELR DY) o and B = 4s [VPV3BLAIRY, D),
If A— A’, then it must be the case that

A=A, [V13|V21|if ¢p(idpy, 1) then Bllfl else 0|Rin|D%,n] 0.

Since x refers to bally, it follows from Lemma [29 applied to ball;o that it
is a ¢dq-valid ballot and from Lemmathat bp(idpy, x1){*" /, Yo = true
and

A= A3 [VP|V3|Bia| RY | D1 ) o

It follows from

B = Ag VIV ]if éy(idpy, 1) then BLZ else O|R}, D, ] 7

and from Lemma [29| and Lemma [28] applied to ball; T, since ¢y, (idp1,x1)
{balll/w1 }7 = true, that B — B’ where

7 71
B' = A3 [VPV3|BL2IR Dy,
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Since

A" = A [VPVR | Bl By oDy ) 0 R B

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= 45 [VPV} BI2IRL,IDL ) o and B = A3 [VP|V3|BL2|RL (D) ] .
If A— A’, then it must be the case that

A= Ap [VP|V [ear(bally) . B |cpr(p1)-RE ,|D1 ] o

and
A= A3 [V13|‘/21|B%n|R%,n|D},n] g.

It follows from
B = Ay ViV, Emmiballs)-BY lenn(p)-B Dy, | 7
that B — B’ where
B = Ay [VPIV3|B2,|RS,IDy ] 7

Since
A/ - AS [‘/3.3|‘/Y21‘Blz,n‘R%,n|D},7l] o R BI’

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= Ay [VPVH|BE B2 ,|D} ] o and B = Aq [VP(V3 B2, |R3,,|D; ]
If A— A’, then it must be the case that

A= A3 [VP V3| BE, lif ¢ (idpy,p1) then R}, else O|Df ] o

and it follows from Lemma [28] since ball;o is verifying Lemma [29] that
o (idp1, p1){** /., P/, Yo = true, thus

A/ = A3 [V13|‘/21|B%,n|Ri’,n|D},n] g.
It follows from

B = Ay V|V |B2,[if ¢r(idp1,p1) then RS, else 0Dy, | 7

and Lemma [28] and Lemma [29| applied to ball; 7 that ¢, (idpy,p1){*" /4, ,
ba”l/pl}r = true thus B — B’ where

B = 4 [ViV} BB, [D) |
Since

A= A3 [VPV3 |BY IR DY, ] o R OB

1,n

we derive A’ R B’ by the closure of R under structural equivalence.
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(6) We have

RR n°

A= A3 [V13|‘/21|B%,n|Ri’,n|D},n] oand B = A3 V13|V21‘B%,n‘R?,nlb},n:|
If A— A’, then it must be the case that
A = Ay [epy, (rec)) Vi V3 | BY ,[erv, (1) R | D1 ) o

and
A= Ay [VIHV5|BE IR, ID: L) o

It follows from
B = Ay [env, (ree). ViV | B, lemv: (m) R, Dy | 7
that B — B’ where
B = Ad[Vi|V3|B2,|RY, D) ] 7

. Since
A/ = A4 [‘/&4|‘/21|Bl2,n|Rlll,n|D%,n] oR BI

, we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= Ay [VAVHIBE,IRL,IDY,] o and B = Ay [VHV} B2 IR}, (D]
If A— A’, then it must be the case that

A= Ay [ViVy lepr(ar)-BY [cBr(sigl') Ry D1 ] o

and
A= A5 [V14“/v21|Bin|R§,n|D%,n] g.

It follows from
B = As [VAIV; ennlar). B o [e5m(sigf) Ry u[Di )
that B — B’ where
B = A5 [V{|V3|B} ,|RS,.IDy ] 7

Since
Al = A5 [V14|‘/21|Bin|R%,n|D},n] ocR B/’

we derive A’ R B’ by the closure of R under structural equivalence.

We have

—1
A= A5 [VAV2(BY,|RL, D}, ] o and B = A; [ViViH|BS IR}y ,

7781
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If A— A’, then it must be the case that
A = Ay [VHVS|if ¢s(idpr, q1) then BY:) else 0|R; ,|D; ] o

n

and it follows from Lemma and Lemma applied to ballyo that
¢S(idpR7 Q1) {ba”l/m 7ba”/1 /;01 7Sig{? /tn}a = true and

A" = A5 [V V3| Bl Ry, | D1 ) 0
It follows from

B=As {\/14|V21|if ¢s(idpr, q1) then Bf’,ll else O\R%)n\ﬁi)n} T

and from Lemma/|28|and Lemma [29|applied to ball; T that ¢s(idpr, 1) {1 /4, ,

b“”’l/pl,“gﬁ /g }7 = true and B — B’ where
B' = A3 |VAV3|BLL RS (D),

Since
A = As [V14|V21\Bi°’;711\R%’n|Din] o R B,

we derive A’ R B’ by the closure of R under structural equivalence.
We have
A= A5 [VIV] |BELIRL,IDL ) o and B = As [VAV2|BELRS (D))
If A— A’, then it must be the case that
A= A5 [er(con) VP Vo [er(a). B | Ra | D1 ] 0

and
A= Ag [VPIVRBY2IR DY ] o

It follows from
B = As [e1(cony). V7|V ei(ar) BE2|RS D o 7
that B — B’ where
B = A [VPV} [BI2IR} D) ] 7

Since

A = Ag [VP|V3|B} 2R, ,IDY ] 0 R B,

we derive A’ R B’ by the closure of R under structural equivalence.

‘We have

—1
A= Ag [V{'|V3 |BYR| Ry | Dy ) 0 and B = Ag v17|V21|B?;Z|R5,n|D1,n} T.
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If A— A’, then it must be the case that
A= Ag [if ¢y (idpg, idy, hvy, cony, 2V, recy) then Vl8 else 0|V21|Bi)”',21|R§’n|Din} o

and it follows from Lemmaapplied to ballyo that ¢, (idpg, idy, hvy, cony,

- R
qu;ote7 recl){ba”l/ml 7ba”/1 /puszgl [a" [recrs™ /con, o = true and
A= As [VPIV5 | BY3 | Ry | D1 ] 0
It follows from

B = Ag {if oy (idpg, idy, hvy, cony, 2V, recy ) then Vl8 else 0\1@1|B?;2|R%7n|ﬁin] T

and the Lemma|29|applied to ball; T that ¢, (idpg, idy, hvy, cony, Y% recy)
{b‘”ll/zl,ba”'l /pl,Sigf% Ja1s™" [recis™ [eony }T = true and B — B’ where

!/ il
B' = A [VEV;|B32|RY . D)

Since
A= Ag [VP|V5 |BY 2| Ry | D1 ] 0 R B,

we derive A’ R B’ by the closure of R under structural equivalence.

(13) We have
A= As VIV | B IRy D1y o and B = As [VEVR B | R | Dy o] 7
If A— A’, then it must be the case that
A= A [e1(0K) V3 e1(s11). B3 | Ry | D1 ] 0

and
A" = Ag [Va'| By | Ry | D1 ] 0

It follows from
B = As [e1(OK|V3 ex (s91) B3 | R, D) | 7
that B — B’ where
B' = A5 [V} B}, |R,[D, ] 7

Since
A/ = A8 [Vv21|B217n|Ré7n|Din] o R B/’

we derive A’ R B’ by the closure of R under structural equivalence.

(15) We have

—=1
A= A9 [‘/QQIB%,nIR%JJD%,n] ZL and B = Ag [VQQ‘B%,n‘R%,n‘Dl,n} ZR'
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If A— A’, then it must be the case that
A = A [ez(bally). V5 |ca(x2). By p| Ry | D1 ] Si
and
A= Alo [Vv23|321,71L|R%,n|Din} Yr.
It follows from
_ — 3 1.1 pl Pl
B = Ag [ea(bally) V' es(w2)-BEAIRS 1| D) | T
that B — B’ where
B' = 4y [‘/23\321;31\35,71@1,4 YR
Since
A= Ayo [V2|Byn| Ry 0| D1 B0 R B
, we derive A’ R B’ by the closure of R under structural equivalence.
(16) We have
A= A [V3|BELRS,IDL,) S and B = Av V3 |BYAIRY, DL, | S
If A— A’, then it must be the case that
A = Ay [V3lif ¢ (idpa, x2) then By} else 0|R;,,|Di ] Sr.
Since x5 refers to balls, it follows from Lemma 29| applied to ballyX;, that
it is a 2dy-valid ballot and from Lemmathat b (idpa, 2) {2/, }5 1 =
true and
A= Alo [‘/25|321,72L|R%,7L|Din} Y.
It follows from
B = Ay [VSif du(idps, v2) then By else 0|R} D, ] Sn
and from Lemma and Lemma applied to balloX g, since @ (idps, x2)
{ballz / A¥p = true, that B — B’ where
B' = o [V§1By2IRY4ID) ] Tr.
Since
A= Ao [V By IRy D1, ] B2 R B
we derive A’ R B’ by the closure of R under structural equivalence.
(17) We have

—1
A= Ay [V3|By 2| RS, D1, ] S and B = Ay V3B |RY Dy, | Sk
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(18)

(19)

If A— A’, then it must be the case that
A= AlO [‘/23|CBR<I)CL”/2>.B%)”|CBR(p2).R§)n|Din] ZL

and
A= A11 [‘/723‘B%,n‘R§,n|D%,n] Xr.

It follows from
B = Ay [V lemribally) B3 |enn(p2) 13,,|D1.. | Sn
that B — B’ where
B = A {‘/23|B§n|R§n|ﬁin:| XR.

Since
A= Ay [V5|B3,|R;,|ID1 | 5L R B,

we derive A’ R B’ by the closure of R under structural equivalence.
We have
. —1
A=An [%dlB%,ang,rJDin] Yrpand B=An ‘/23|B§,n|R§,n|D1,n:| XR.
If A— A’, then it must be the case that

A = Ay [V3| B3, |if ¢r(idps, p2) then RS, else 0|Dy ] S

and it follows from Lemma since ballyX, is verifying Lemma [29] that
ér(idp2, p2) (P2 /,, P2 /Yo = true, thus

A= All [‘/ZS‘Bg,n‘Rg,nu)%,n] XL
It follows from

B = Ay [V3B3,lif 6u(idpz, p2) then RY, else 0D, | S

and Lemma[28|and Lemma [29|applied to ballyX g that ¢, (idps, p2){P*2 /4.,
bally | A3 g = true thus B — B’ where

’ —1
B = All |:Vv23|B§7n|Rg7n|Dl7n:| ZL'

Since
A" = Ay [V5|B3 RS ,|D1,] 5L R B,

we derive A’ R B’ by the closure of R under structural equivalence.

We have

—1
A= A [V}IB3, R, IDL,] Sr and B= Ay, [V31B3, B3, D1, S
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(20)

(21)

If A— A’, then it must be the case that
A= A11 [CRV2 (TGCQ).V24‘B§’n‘CRV2 <r2>Ré21,n|D%,n] EL

and
A= Aio [‘/24|B§,H|R3,n|D%,n} Y.

It follows from
B=Ay, [CRVZ (7“602)-‘/24|B§,n|m<r2>-R§7n|ﬁi"} Xr
that B — B’ where
B = Ay [‘/24‘35,71‘Rg,n‘ﬁ},n] 2R

Since

A" = A [V3B3,| RS, |D1 ] B R B,
we derive A’ R B’ by the closure of R under structural equivalence.
We have
A= Ava [V4IB3,RS,IDL,) S and B = Avg V3B, RS, IDL, | S
If A— A’, then it must be the case that
A= Ay [Vi'|epr(q2)-BS ,[eBr(si95") - R | D1 ] S

and
A'= A3 [V3'|B3,|RS D1, S

It follows from
B = A |Vylenn(a2). B3 o [TBR si95) B | D3 0 | S
that B — B’ where
B = Ay |[V4|B3 IR} ,|Dy | .

Since
A= A13 |:Vv24|B§,n|R§,n|Din} YL R Blv

we derive A’ R B’ by the closure of R under structural equivalence.
We have

A= Ay [VABE,RS,[DY,] 51 and B = Ay V24|B§’,H|R§,n|5in} Sk
If A— A’, then it must be the case that

A=A [V24|if os(idpr, q2) then BS;; else O|R§7n|Din} >
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and it follows from Lemma and Lemma applied to ballyX;, that
¢s(idpr, Q2){ba”2 /Izvba”; /p273ig2 /4 Y21 = true and

A= Ayg [V5'|BS RS DY L] S
It follows from

B = Ay [V3Iif ¢u(idpr, g2) then By, else 0|R} Dy ] Sn

and Lemmg and Lemma [29|applied to ballyX g that ¢s(idpr, g2){%*2 /,,,
ba”z/pmsigz /g2 }XR = true and B — B’ where

’ il
B' = Aus |V |B3AIRY, D), | .

Since
A" = Ayg [V5'|BS RS D1, B0 R B,

we derive A’ R B’ by the closure of R under structural equivalence.
(22) We have
A= Ays [V3 B3| R3 | D1 ] Bp and B = Ay [‘/24|B§’,'71L|R§,n|ﬁin] LR
If A— A’, then it must be the case that
A = Az [ez(con). V3 [ez2(g2)- By B3 | D1 ] B

and
A= A14 [V25‘B§,721‘R.'}>,nID%,n] Xr.

It follows from
B=A; [CQ(COTLQ).‘/QE)|672<q2>'B§;72L|Ré,n|bi,n:| YR
that B — B’ where
B = Ay [V3IB32IRL, DL, | S

Since
A= Ang [%S‘Bg,z‘Ré,n‘Din] YL R B/’

we derive A’ R B’ by the closure of R under structural equivalence.
(25) We have
A= AL[V]|BE2IRS, DY) Sp and B = A} V]| B32|RY, D) ] S
If A— A’, then it must be the case that

A = A§ [if ¢, (idpr, idz, hva, cong, x5°°, recs) then V3 else O|BS;§|R§,H|D%W] 3L
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(26)

and it follows from Lemma applied to balloXp, that ¢, (idpg,ids, hvs, cong,
xIQJOteu recQ){ba”?/mwball/z /p27sig§ /CIQ 7T2 /7“602 7q2 /COTLZ}EL = true and

A'= Ay [V3|B37 | Ry | D1 ] B
It follows from

B=Al [if oy (idpr, ids, v, cons, 3, recy) then V3 else O|B§;3|R§7n|ﬁin} Sk

and the Lemma applied to balloX g that ¢, (idpg, ids, hva, cong, T4 recs)
{ballz /95271’“”/2 /pz,Si-‘?? [a2s"% [recs s [cons t 2o = true and B — B’ where

B' = A} [V§|B32IR D), T
Since
A" = A3 [V3'|B3 2| R; ,|D1 ] 1 R B,

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= AL [VIBE2IRY,ID},] £p and B = A} [VE|B32|RY,, D) ] .
If A— A’, then it must be the case that
A= Ay [@2(0k)|e2(sy2).Bs | R3 | D1 ] 22

and
A’ = A} [B;,|R;3,|D} ) T

It follows from
B = Aj [c3(Ok) ez (sy2)-Bs | B3 | D1 | B
that B — B’ where
B = A} [B}, R, ID),| Sh

Since

A'= A3 (B3 |R3,| D1 ] B R B,

we derive A’ R B’ by the closure of R under structural equivalence.

‘We have

i,n

A= AL [BL /o) RLIDL,) B0 and B = AL [BLHM /0 )RLID) | Tr

for some i € {3,...,n}, N3,...,N;_1 such that Nkek_la%_lEL are idg-
valid ballots for k =3...7 — 1, and a term M, such that

fv(M)u () f(N;) € dom(A}) and (fn(M;)u | fu(N;))nbn(A}) = 0.
3<y<i—1 3<j<i—1
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If A— A’, then it must be the case that

A= A} [if ¢p(idpi, :){™ /5, } then P else O|R},|D;,] %

with P = B};2. We also have

B = AL [if o(idpi, 2){ /..} then P clse 0|R},[D | S

We proceed by case analysis on the structure of A’:

If A= A? [P|R},|Di,,] Sr, then M;f; 10% 'Sy, , which is equal to
z;¥p in the A} context must have passed qS , is a id;-valid ballot.
From Corollary . since we deduce that z;%p, in the A} context,

is also a valid ballot and then B — B’ = A? | B} Q\Ri7n|D1’n Yr.

Since A" = A} [B}2|R},|Di,| XL R B', we derive A’ R B’ by the
closure of R under structural equivalence.

If A" = A} [0{™ /,, }|R],|Di,,] S, then x;% 1, in the A} context,
must not have passed ¢édi, then x;¥ 7 is not id;-valid ballot. From
Corollary 2T} we deduce that z;Xp is not a valid ballot either and
then B — B' = Al [O{Mi Jas R},n@in} Sp. Since A’ = A![0
{Mi /o 3R}, DL, ] X1 R B/, we derive A’ R B’ by the closure of R
under structural equivalence.

(29) We have

A= A2 [BL2|RL,D},] Sy and B = A2 [BL2RL, D), | Sr

for some i € {3,...,n}, Ns,..., N; such that N6 _ 10 =1y, are idg-valid
ballots for k =3...4, and such that

U fv(N;) C dom(A;) and U fn(N;)) Nbn(A}) = 0.

3<i<i 3<5<i

If A— A’, then it must be the case that

and

A= A? [Biz,n‘RiQ,n|D%,n] X

It follows from

B = A% [epr(ball)). B, ler(pi)-R2,| D1 | T

that B — B’ where

RR n° 7781
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Since
A'= A} B}, |R?

,n

\Din} Y., R B,

7,

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= A} [B2,|R,IDL,] S and B =AY B2, IR, Dy, | Tr

for some i € {3,...,n}, N3,..., N; such that N6 10 =13, are idg-valid
ballots for £k = 3...4, and such that

U fv(N;) € dom(A}) and U fn(N;)) Nbn(A}) = 0.
3<5<4 3<5<4

If A— A’, then it must be the case that
A= A? [Bin\if o (idp;, p;) then Rin else O|D%7n] ¥

and it follows from Lemma since N;0;_ 10 ~13 is a id-valid ballot,
that ¢, (idp;, pi){*®i /.., *%Wi [, 151 = true, thus

A= A B R, D)
It follows from

B = A} B, if ¢u(idpi,pi) then R}, clse 0|D, | T

and from Lemma [28] that belidp, pi) (P /4, 0%/, Y5k = true since
N;0;_4 aﬁv_lER is a id;-valid ballot. Thus B — B’ where

B' = 4} [B2,R}, D) ] .

Since
A= A3 [B?,nIR?,n\Din} Y., R B,

we derive A’ R B’ by the closure of R under structural equivalence.
We have
A= AY[B2,|RL, D}, ] Sy and B= A% B, |R!, (D, | Sr

for some i € {3,...,n}, N3,..., N; such that Ny60j_ 10 1%, are idg-valid
ballots for £k = 3...¢, and such that

U fv(N;) € dom(A}) and U fn(N;)) Nbn(A}) = 0.
3<5<4 3<5<4

If A— A’, then it must be the case that

A= A} [epr(qi)-B},leBr(sigl) R}y, ,|D1 ] 5L
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and
A'= A} [B} IR 1 ,D1 ] Se.

It follows from
B=A} [CBR(Qi).B{'O’,n|m<5i9iR>~Ril+l,n|5i"} o
that B — B’ where
B = A7 [B?,n|R3+1vn|5i”] i

Since
A= AD [an\RilHMD})n] Y, R B,

we derive A’ R B’ by the closure of R under structural equivalence.

We have
: —1
A= A7 (B} IR, DL, S0 and B= A7 [BYRL, D) | S

for some i € {3,...,n}, N3, ..., N; such that Nka_lofV_lZL are idg-valid
ballots for k = 3...4, and such that

U fv(N;) C dom(A}) and U fn(N;)) Nbn(A}) = 0.
3<5<i 3<j<i
If A— A’, then it must be the case that
A = A} [if ¢s(idpr, q;) then BY,) else O|R},, ,|D},] SL
and it follows from Lemma % since Niﬂi_laj\;lil 1 is a id;-valid ballot,
that ¢s(idpr, ¢;){* /,, bl /,, 5195 /. ) = true, thus
A/ = A? [BEJHR}—&—LTLLD%JL] EL'

It follows from

i,m

B= A} [if ¢s(idpr, q;) then B3l else O|Rll+17n|5in} Yr

and from Lemma [2§] that ¢s(idpr, ¢;){**!i /., bl p 59 [ AR = true
since Niﬁi_lcr%f_lE R 1s a id;-valid ballot. Thus B — B’ where

i,n

5 — A |:B:-3"1|R%+17n‘ﬁi,nj| Yg.

Since
A'= A} [BY|Rl,, ,D1 | 5 R B,

,

we derive A’ R B’ by the closure of R under structural equivalence.
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(36) We have

A=A, [BE,DL,] 5, and B = Al [Bf,n@},n} Sh

for some Nj,..., N, such that Nkﬂk,laf\{lEL are idg-valid ballots for
k =3...n, and such that

UJ fv(V;) S dom(A}) and | ] fu(N;) nbn(4;) =0.

3<j<n 3<j<n
If A— A’, then it must be the case that
A= A} [egp (i (2:))- By nlenp(di)-Diyy ] B

and
A= A;+1 [B;l+1,n|Di1+1,n] YL

It follows from

- —1
B = 4] |:CBD<H1(xi)>'B?+l7n|CBD(di)'Di+l,n:| Yr

that B — B’ where
/ —1
B = A;+1 [B?+1,n|Di+1,n} YR.

Since
A= A;+1 [B;l+1,n|Dil+1,n] LR B,

we derive A’ R B’ by the closure of R under structural equivalence.

LABELLED REDUCTIONS : We must show for all extended processes A and

B, where A R B, that if A =+ A’ for some A’, then B —*—5—* B’ and
A’ R B’ for some B’. We observe that if A R B by an other relation than (1),
(10), (11), (14), (23), (24), (27), (31), (34), (35) or (37) to (40) then there is no
extended process A’ such that A =+ A’. We proceed by case analysis on the
remaining cases.

(1) We have

—1
A= Ao [VI|VH|BL,IRL,IDL,] and B = Ao [VIV2IBL,IRLID,,|

If A -2 A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A= AO [Vt1~%<balll>'vlz|‘/21|B11,n|R%,n|D%,n]

and
A=A [‘/12|V21|B%,n|Rin‘Din} g

where o = vby.Coyz(b1) and by ¢ dom(Ap). It follows from

B = Ag vt Gour(bally) V2V, |BL,|RL Dy
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that B —= B’ where
—1
B'= A1 V2V |BY IR ID) ] 7

We have
Ay [V12|‘/21|B%,n|Ri,n|D%n] oR Blv

and derive A’ R B’ by the closure of R under structural equivalence.

(10) We have

1,n

A= Ag [VPV3 | BE2IRS,IDL ] 0 and B = Ag |VPV2|BY2|R) . |D) | 7

If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A= Ag [Cour(rees) VP V3 | B IR, | D1 ] 0

and
A= A7 [VPIVR |BY ARy DY) o

where o = vy1.Cour(y1) and y; ¢ dom(Ag). It follows from
B = Ag [Gout (recy). VOV | BE2|R) . D), | 7

that B —= B’ where
B = A, [V16|V21|B3.2|R%7”|ﬁiv”} T

1,n

We have
A7 VPV |BY2|R; | Dy ] 0 R B,

and derive A’ R B’ by the closure of R under structural equivalence.

(11) We have

P —1
A= A7 [VEIVH|BY2IR DY) o and B = A7 [VEIV; | B32|R) Dy, 7

1n

If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A = Az [Cour(cona) V' V5 |BY 2 IR, ,|D1 ] 0

and
A= Ag [V |V5 |BY 2| Ry | Dt ) o

where o = v21.Cou(21) and z; ¢ dom(A7). It follows from
B = Ar [Ggur(com). VY|V | BE2|RY .| D) | 7
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that B — B’ where
B' = As [V{|V}|BE2IRS.ID) | 7
We have
AS [‘/17|V21‘Bf,72L‘R%,n‘Din] oR B/7
and derive A’ R B’ by the closure of R under structural equivalence.
(14) We have
A= AS [‘/21|821,n|R%,n|Din] oand B = AS |:‘/21|B21,n|R%,n|bini| T
If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that
A = Ag [vtaCoui(bally) .V | By | Ry | D1 ] o
and
A= A9 [‘/22|B%n|R%,n|D},n] XL
where o = vby.Cour(ba) and by ¢ dom(Ag). It follows from
B = Ag vt Gour(balla) V3| BY | R}, D1 | 7
that B — B’ where
—1
B'= Ay [V2IB},|R} D), | S
We have
A9 [‘/22|B21,n|R%,n|Di,n] XL R Bl?
and derive A’ R B’ by the closure of R under structural equivalence.
(23) We have

. —1
A= Auy [VRIB32IRE 1ID1 ) B and B = Aw [VIB32|RS 1D, | Tr

If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A= A14 [@<r662>‘/26|B§),721|R;>,n|D%,n} XL

and
A = A15 [‘/26|B§,31|R113,n|D%,n] 2L

where a = vys.Cour(()y2) and yo ¢ dom(A14). It follows from

. —=1
B= A14 |:Cout<7qec2>"/26|Bg,.721|R§,n|D1,n:| ER
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(24)

(27)

that B —= B’ where
B'= Aus |VE|B32IRS D) | T

We have
Ass [V2'|B32|R; | DY L] S R B,

and derive A’ R B’ by the closure of R under structural equivalence.

We have
—1
A=A [V26|B§772L‘R515,n‘D%,n] Y and B = A5 |:‘/26|BS,.72L|R%),7L|D1,7L 2R

If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A = Ay [Cour(cona).Vy | By 2| RS | DY ] S

and
A= A} [VJ|BS2|RS DY ] S

where o = v25.Cou1(22) and zo ¢ dom(A;5). It follows from
B = Aus [Goui{conz). Vi | B3 2| RS D) | Sr

that B —%» B’ where

B = A} |VJ|B32IR} D ] T
We have

A3 [V5|BS 2Ry | D1 X0 R B

and derive A’ R B’ by the closure of R under structural equivalence.

We have
A= AL [BLIR,IDL,] S0 and B = AL [BLIRL (D] Sa

for some i € {3,...,n}, Ns,...,N;_; such that Nkek,la]k\flEL are idy-
valid ballots for k =3...7 — 1 and

J () Cdom(A})and | fu(N;) nbn(A}) =0.

3<j<i—1 3<j<i—1

If A -2 A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = ), then it
must be the case that

A= A [ei(xi).Bi R}, IDY ] S0

n

and
A= AL [BLH ) RLIDL,] 5,
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(31)

(34)

where a = ¢;(M;) for some term M; such that fn(a) Nbn(A}) = 0. Tt
follows from .
B = A} [ei(w:).BLRL,ID, | T

that B = B’ where
. —1
= A} [BL o R D

We have
Al [31.1 JV[i/ v

Rzl,n‘Din} XL R B/a

and derive A’ R B’ by the closure of R under structural equivalence.

We have
A= A [B,|R:, D}, ] S and B= A7 B2, RS, [D, | Tr
for some i € {3,...,n}, N3,..., N; such that Nk9k_1a]k\,_1ZL are idg-valid
ballots for k =3...7 and
U fv(N;) € dom(A}) and U fn(N;) Nbn(A}) = 0.

3<5<i 3<5<e

If A% A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = ), then it
must be the case that

A= A? [B’?,7L|CR‘/7‘, <7ﬂ1>Rin‘D%,n] XL

and
A= A[B?IRLIDY, ]S,

where a = vy;.Cry; (y;) and y; ¢ dom(A3). It follows from
B = A7 B Jervi(ri)-Ru[Dy | Sn
that B -+ B’ where
B'= A} [B2,|R}, Dy, | =

‘We have
A} [BZ,|R},|D}, ]S R B,

and derive A’ R B’ by the closure of R under structural equivalence.

We have
A= A7 [BERL DL, By and B = A7 [BEYRL Dy, | Sr

for some ¢ € {3,...,n}, Ns3,..., N; such that Nkﬁk,laﬁleL are idy-valid
ballots for k =3...7 and

U fv(N;) C dom(A;}) and U fn(N;) Nbn(A}) = 0.

3<5<4 3<5<4
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(35)

If A% A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = ), then it
must be the case that

A= A} [6{qi)- B2 IR 1 ol D) T

and
AT = A6 [BB 2|R1+1 n|D%,n] ZL

where a = v2;.¢;(2;) and z; ¢ dom(A?). It follows from
B = A7 [eila:) B Ry ol D) | B
that B -+ B’ where
= A8 [BI2|RY D) | 2x

We have
A6 [B32|R1+1 n|Din] EL R Bl’

1,

and derive A’ R B’ by the closure of R under structural equivalence.

We have
A= AG [BS 2|]%z—i-1 n‘D%,n:I ZL and B = A? |:B |R1+1 n|D1,n] ZR
for some i € {3,...,n}, N3, ..., N; such that Nkﬁk_laﬁ,—lZL are idg-valid
ballots for k =3...7 and
U fv(N;) € dom(A}) and U fn(N;) Nbn(A}) = 0.

3<i<i 3<5<i

If A5 A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = @, then there
are two cases :

—If3<i<n.
A [ei(syi)-Biyan Risanl D1 o] i

and
A A11+1 [ i+1, n‘RH—l nlD%,n] ZL

where a = ¢;(W;) for some term W; such that fn(a) N bn(AY) = 0.
It follows from

—1
B = A6 [Cz(syl) Bil+1,n|R%+1,n‘D17"} 2R
that B -2 B’ where
1
B' = Ajy, [BZH nl Ris "‘DL"} >

We have
A1+1 [BilJrl n|R1+1 n|D%,n] EL R Bl?

and derive A’ R B’ by the closure of R under structural equivalence.
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—Ifi =n AS [cn(syn).Bin|D%’n] Y and A’ = A [BfﬂDin] ¥
where a = ¢, (W,,) for some term W,, such that fn(a) Nbn(A%) = 0.
It follows from B = A% [cn(syn)Bi‘Mﬁin} Y g that B - B’ where
B = A {Bin@i)n} p. We have A [B{,|D1,]%; R B, and de-
rive A’ R B’ by the closure of R under structural equivalence.
(37) We have
A=A, [D2]S, and B= A, {bin} Sk
for some Nj,..., N, such that Nkﬂk_lo'fv_lZL are idg-valid ballots for
k =3...n, and such that
U () C dom(A}) and | ] (N;) nbn(A)) = 0.
3<j<n 3<ji<n
If A% A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = ), then it
must be the case that
A=A, [@(deq).Dg’n] 3L
and
A'= AV [D3,] 5L
where o = v resulty.Coue(result,) and result; ¢ dom(A; ;). It follows
from .
B=A,,, [@(decﬁ.DZn} S
that B — B’ where s
B =4 [DM} Sk
We have
Al[D3,]%L R B,
and derive A’ R B’ by the closure of R under structural equivalence.
(38) We have

A=AY[D3,] YL and B = A [ﬁ;n} PP

for some Ng,..., N, such that th‘)k_laf\?—lZL are idg-valid ballots for
k =3...n, and such that

U fv(N;) C dom(A}) and U fn(N;) Nbu(A;) = 0.
3<j<n 3<j<n

If A% A’ such that fv(a) C dom(A) and bn(a) Nbn(B) = @, then it
must be the case that

A=AY [@<d662>.D§’n} >
and

A=Ay [D3,] 5L
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where o = v results.Coye(results) and results ¢ dom(AY). It follows from
— =2
B= A/ll [Out[cout]decl.D&n} YR
that B -+ B’ where s
B =4, {DM} Sk
We have
Ay [D3,]EL R B,

and derive A’ R B’ by the closure of R under structural equivalence.

(39) We have
A=A [D2,] %, and B= 4], [Efvn] Sk
for some Ns,..., N, such that Nkek,laf\{lEL are idg-valid ballots for
k =3...n, and such that

U fv(N;) C dom(AL) and U fn(N;) Nbn(A}) = 0.

3<j<n 3<j<n

If A% A’ such that fv(a) € dom(A) and bn(a) Nbn(B) = 0, then there

are two cases :

—If3<i<n.
Al [@(decﬁ.Dﬁ_Ln] ¥ and A" = AY [D%_H)n] ¥

where o = v result; . Cou (result;) and result; ¢ dom(AY ). It follows
from . )
B = Zi—l {@<deci>'ﬁi+l,n:| ER

that B — B’ where
B =4/ [bf +1,n} Sk
We have
Al [D}1,]SL R B,
and derive A’ R B’ by the closure of R under structural equivalence.
—Ifi=n.
A" [Cout{decy,)] X and A" = A [0] 21,

where a = v result,, Cout(resulty,) and result, ¢ dom(A!_,
lows from

). It fol-

B=A,_, [Cout(decy)) T

that B = B’ where

B/ =A [0] ER.
We have

A"[0]S, R B,

and derive A’ R B’ by the closure of R under structural equivalence.
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B.5 Proving the Theorem

As R is verifying the three properties of Definition 2] we have to show that
for all extended processes A and B, where ARB, that A ~; B. Using Lemma
|§|, it is suﬂ‘icient to prove that A [0]XL =, Z;i [0] Xk for any N; such that
Nibi_10° 'S} are id;-valid ballots. As A” [0] 27, is mapped in 7.(|R)o 5 X1, and

Z [0] X is mapped in 71.(f|R)o 5 Xk, we conclude using Proposition I
]

C Proof of Theorem [3

Let us remind the Theorem we need to prove.

Theorem 3. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy with the auditing process, even with
n — 2 voters are corrupted, provided that the other components are honest.

AnVL s Jenv YO IV s [eny }7]
~ A VA o™ ey YTIV? / couns™2 [ eny YOI

where o = {Ul/xvote} and T = {Uz/zuotﬁ}'

Let us introduce the relation we will use to prove labeled bisimilarity.

C.1 Partial evolutions of protocol specification

First, we will introduce partial evolutions of the protocol process specification
and remind some notations used. One can note that the notations are the same
as those we used in the previous section when proving Theorem [ since we
redefine them here, there are no possible confusion.

Definition 30. Notations and partial evolutions for honest voters. (i € {1,2})

Vi= cout<ball> ei = penc(zy o, ti, pk(ar))

‘/2- = cl<ball > psz - pfk (Zd tl"rvotw 61')

V3 = cry, (recl) V4 sig; = sign((eq, pfk;),id;)

Vi4 = ¢;(con;). V" ball; = (eq, pfk;, sigi)

V5 = Cou(con;). Vf hv; = hash((vk(id;), e;, pfk;, sig;))

VS = Coui(rec;). V"
V' = if ¢, (idpg, id;, hv;, con;, x¥° rec;) then VE else 0
V® =c;(Ok)

Definition 31. Notations and partial evolutions for the ballot box. (i € {1,...,n})

B}, =ci(z:).B}y el =renc(Ily(x;),s(id;))

Bl =if ¢y(idp;, x ) then Bj;? else 0 pfk = pfky(id;, az, i (z;), €})

B} =cpr(ball] > Z e/ = blind(e},s(id;))

an =cpr(q).B PﬂfN = pfky(id;, s(id;), e}, €;)

B}, =if qbs(zdpR,hbb,,qi) then B! else 0 balll = (i, ¢}, pfk}, e/, pfkY)
= l0)B12 hbb; = hash((vk(id:), z;))

3.1
5%

Bi,ﬁ - Ci(syi) Bz+1,n
731% = Cn(syn)~Bin
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B;l,n = @ﬂ_[l(xi»-B?-H n
Bzin :@<mi>'Bi5+1,n

Definition 32. Notations et and partial evolutions for the receipt generator.

Gell,....n})

Ril,n = CBR(pi)‘Riz,n

an = CRV; Ti>'R;1n T3 = d(p(idi)vdec(nfi(pi)aa?)))

Rfil,n - CBR<Sigﬁ>'Rzl+l,n hbrl = haSh((deuHl(pl)?HQ(pl)vnfi(pl)))
wa: m@sig,}f)ﬂ? n sight = sign(hbr;,idg)

R?’n Cra((idp;, hbprz, hbr;)). RZ+1 n

Rfm cpr((idp;, hbpr;, hbr;))

Definition 33. Notations and partial evolutions for the decryption service, we
distinguish two cases : one without a swap (D) and one with swap (D).(i €

{1,...,n})

dec; = dec(d;, aq1) 537n = CBD(dj).E:J'_l n
bi,n = CBD(dn>~51
L. =cpp(d;).D mn D:  =cpalhash((dy,...,dy))).Ds

Dy, .= cpp(dn).D D, =cpa(h).Dy,
D? = f(hash((dl, ... dy))).D2 D), = out(decs). Dy,
D% =cpa(h).D ﬁg’n = cout<decl>.ﬁg’n
Df’,n = @(deci)Df’H’n Ein = @(decﬁ.ﬁfﬂ}n
D} = Cout(decy) D, ,, = Cout(decy)

Definition 34. Partial evolutions for the auditor. (j € {1,...,n})

ADl = CDA(hd) AD%’n
AD?-’n: CBA(baj).ADJ2+17n
ADTQL)n— CBA (ban).AD? n
AD?n_ CRA(]’LCL]) AD]+1 n
AD; = cra(hay).AD?

AD} = if ¢a(bay, hay,idpy, ..., bay, hay,,idp,, h, hq) then AD3 else 0
AD} = 253(0K)

Definition 35. Partial evolutions of global process representing the enrichment
of the frame as the process advances.

n= (a1,a2,idy,ids,idR, c1,C2, CRV,, CRVys CBR, CBD)

D= ({Pkle)/ pkaz) /  pklas) j vkGidy) jo, o vkGdn) g VkGdr) fo0 )
n

AO = vn. [ |F]

Ay = v t). [_|{P )y, }IT)
Ap = V(ﬁ" t1,$1). [_|{ba”1/b1}|{ba”1/1‘1}|F]
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Ag = vty p). [0 [ (N a HEPO YT
Ag = w(iiytrm,pyyrecy). | {0 o, {0 /o, LR fp YT /e, T
A5 = wiiistr @, pyreet an). [0 o ML Lo U fp T e, )
{5197 /4, I |
Ag = v(ii,tr, 21, prrees, quycon). | {0 /o JE Lo LU fp HE e,

{5395/, HA® fomy }IT |

A7z = A [_{" /. }]

As = A7 [_{*™ /. }]

Ag = v(n,t1, @1, p1,rec, qu, cony, ta). [ [{{P [y, }i = 1,23 [{"* /5, }|
{b“llll/pl}l{”/recl}\{Sig{z/ql}l{ql/com}l{recl/y1}|{w"1/zl}|r]

Ao = v(R, t1, 21, p1,Tect, g1, conq, ta, T2). [_|{{ba”i/bi}\{ba”i/xi}ﬁ =1,2}
{balln /pl}l{”/recl}\{”g{i/ql}l{’“/com}|{ml/y1}|{w"1/zl}|r}

Ay =v(n,t1,x1,p1,7€CT, 1, CONY,L Lo, T2, P2). [ [{{Pai /y, } {0/ Y {09 ) )

i = 1,2H{7 frec, {91 /g H{® /conl}\{ml/yl}\{c""l/zl}\r}
Airs =v(n, t1, 21, p1,7€C1, @1, CONY, to, Ta, P2, TEC). [_|{{b“”i/bi}|{ba”i/wi}|
L 7 e Y = L2309 o HZ2 Y 1 T
Arz = v(i, t1, 1, p1,meCt, q1, cong, by, Ta, pa, reca, g2). [ [{{"* /o, H{PM /2, }]
0 0 e U 1Y = 121 Feom 22y JEE™ /)T

Ag = v(R, ty, @1, p1, rect, g1, cony, ta, Ta, P2, rEC2, G2, CON2). |:_|{{balli/bi}‘

50 3O 1 e V0 A o i = 1,2
{7y Y™ /50 T
Ais =Au [_I{7?/y, 1]

Forie{3,..., n} :

s = {(pw, @)k € {3,...,0— 1) y
A= L0 P L 17 e HEP L HA om, HEE
{eoms [, i = 1,2}

As = A Lo L Lo T L AR L AT Lo HY Lo
ke{s,..., i—1}}

A} = v(n,m;). [ |AA[T]

AF = Ap [ {M/a )]

A4 = . [ O AT

Af = AP/ y ]

AT = vl i) | Lo O M Lo AAIT]
). |2 O S O Ly e IASAT]

di = {dplk€{1,...,i—1}}
0, = {{Hl(mk)/dkﬂke{l 77777 i—1}}
AT = (7, Mg, di)- [ Q%] An g [A]T]
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ba; = {bay|k € {1,...,i—1}}

0, = {({Me)/, Mee{l,...,i—1}}

A? = V(ﬁa anrlvdnJrl? ha, b~al) [,|9i|{haSh((dl’m’d"))/hd}‘
Ont1|An1|AT]

ha; = {haglk € {1,...,i —1}}

A= (0 e (113}

A? = v(n, mn+17dn+1,hd,ban+17hal) [ 1A Op gy [{rash (o)) /) 3Oy 4|

Apia[AIT]

A" = v(n, mn+17dn+1»hdaban+1vhan+lv h). [ O /1A +110041]
{Posh((darodn)) [ 3 Q1 [ Ay | AIT]

A/1/ =A [_Hdecl /resultl }]

A;/ = Agl—l [_ Hdeci/resulti}]

A;: = é;/ [_ |{{decz /resultl }]
A/Q = [ |{{dec1 /resultg }]
A =

—//

' - Az 1 [ Hdeci/resulti}]

C.2 Relation

Now we can define the relation.

Definition 36. Given integer n > 2, V3 < j < n, let Mj and N; terms
such that N;jb;_107% ~'% is an id;-valid ballot, and such that fu(M. )va( ;) C
dom(Aj) and (fn(M;)U fu(N;))N bn(Al) = (. We consider the smallest relation
R which is closed under structuml equwalence and includes the following pairs
of extended processes :

Ao (W V3B IR, IDYJADY ~r Ao [ViIVZ B, R Dy, AD! | (1)
Ay [VRIV3|BL R, IDY JADY o ~r Ay [VEIVBL,IRE, (D), 14D 7 (2)
Az [VRVHBEARL, DY JADY 0 ~r As [VEVR|BELIRY (D) ,|ADY] 7 (3)
Az [VRVHBY2IRL, D} |ADY 0 ~r As [VPIV|BL2|R) (D) ,|AD| 7 (4)
A3 [VRIV3 B |3 1D} | AD 0~ A3 [VPV3|B?,|R3 Dy ,|AD"| 7 (5)
As [VRVHB2 RS ,ID} | ADY 0 ~r As [VEVR|B?,|RS,[D; | ADY| 7 (6)
A [VAVRB3,, 1 IADY o ~r A4 [V B, IRL, (D, |ADY| 7 (7)
As [VAV(B} IR}, D}, |ADY] 0 ~r As [ViV3|BE,|RY,.[D; ,|ADY] 7 (8)
As [VAVABY LIRS D}, |ADY] 0 ~r As [ViVi|BYL|RY,.[D; ,|ADY] 7 (9)
As [VPIV3|BE2|RY 1D} |AD 0~ Aq [VPIV3|BE2|RY, Dy ,|ADY | 7

(10)
Ar [VOVABI2| R}, DL, |ADY 0 ~r A- [VEVR|BI2|RL, D) ,|AD!] 7
(11)
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As [VI|V3 |BY 7| Ry | D1 | AD ] 0 ~m

3.2
1,n

A8 [V18|‘/21|B |R%,n|D},n|AD1] 0 ~MR

As [V3'|B; | Ry 0| Dy | AD | 0 ~7
Ag [V5|By | R} ,| D1 ,|AD'] S1, ~x

Avo [V5'|Byn| Ry | Dt | ADY] S5~
Ao [V3'|B32| RS ,|D} L |AD'| £ ~x
Ay [V3|B3,|R; ,|Di ,|AD'] S~
An [V2|B3 ,|RS ,|D1 ,|AD'] B ~g
Ay [V3'|B3 ,|R; .| Dy ,|AD'| £~
Ay [V5'|B3 | R} ,| D1 ,|ADY] S, ~g
Auz [V B3a| Ry | D1, [ADY] B~
Ayy [V3'|BS2| R} ,IDY L |AD' Sp ~g

Ass [V B3 0| B3 | D1 | ADY] S~

VIV |BE2IRS,, Dy, AD! | 7
' | (12
VAV |BE2IRS, Dy, AD! | 7
' (13)
VB3 IR, ID) |AD 7 (14)

As

As
Aq |VZIB} .| B3,,IDy | AD! | o (15)
Ao V3| ByA IR} ,[Dy | |AD SR
(16)
—1
Avo [V3'1B32IRY Dy, | 1AD' SR
(17)
—1
Ay |V3|B3 .| RS |D) ,|AD*| g
(18)
YR
(19)
YR
(20)
YR
(21)
g | V3| BEAIRS ID) | ADY| g
(22)
A [Vi1B32IRY Dy 4| AD!| Sh
(23)
—1
Ass [VEIB32IRY Dy, AD!| S
(24)

_ . i,
AU Vv23|B§,n|R§,n|Dl,n|AD1

_ . -
A1z ‘/24|B§n|Rg,n|Dl,n|AD1

_ —1 -
A13 ‘/24|BS,71|R%),77/|D1,71|AD1

—=1
A3 [VIIB32IRS ,|D} | AD' S0 ~r A} VS BE2IRS ID) | AD! | S (25)

(i €{3,....,n}, Ry, =R,)

AL Bl {2}

Rzl,n|D},n|AD1:| YL ~Rr

A} [B?,|R2,|D} ,|AD'] Bp, ~p

Al [BLIRL, Dy, |AD! | 2 (27)
I ) —1

AL [BLH [ Y R, ID) 4| AD!| Sr

(28)

A2 [BI2IRLID, ,|AD' R (29)

A7 BB, [D | AD | 2 (30)
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A} [B2,|RS, D} JADY S~ AY B2, IR, D), IAD! | Sh (31)

AL[B2,IR, DY JADY S~ AL (B2, IR, DL, IADY S0 (32)

]
]
AP [B?|RL, D), |ADY] ), ~g A5: \Rz+1n|Din|AD1} Sk (33)
A2 [BEARL | DL AD' S0~k A7 [BELRL,LID) L, IADY Sh (34)
A7 ]

[BB 2|R1+1 n|D%n|AD1

1,

[ 1
i gAY BE2IRY Dy, ADY Sk (35)

Ge{l,....,n},jef3,...,n})

AT [BLIRS IDL|ADY Sy~ AT [BL,IRE D, ADY | Sh (36)
Al [BY, IR ,IDYADY S~ AL, (BB, DYADY Sr  (37)
AS[B? R}, |D2AD2,] Sp ~vi A3 Bin|R?7n|ﬁg|ADin} Sk (38)
A9 [R,|D3ADE, ] 2~ A7 [RD,D5lADE, | £r (39)
AZH [D2\AD } L™~R A?1+1 [EE\AD%} YR (40)
A%, [DADY S, ~r A%, [DE\AD;*} Sk (41)
A'[D?,] S0 ~r A'[Dy,| S (42)
A{[D3,] 51 ~r AY [53 n} Sk (43)
Al D215 ~r Z;/_l {D] n} Yr (44)
AL ~r A, [0] Bk (45)

(ie{3,....n})
AL o YR DYE ] S o AL [ YR DL, Br (46)

C.3 Proof for the relation

The proof is quite the same as the one without auditor since most of equiv-
alences are identical except that we add a auditor part in parallel, or rename
some partial states of processes. There modified cases are equivalences (37)
to (41) which are basically representing the auditor’s behaviour and can only
evolve with internal reduction.

INTERNAL REDUCTIONS : We must show for all extended processes A and

B, where A R B, that if A — A’ for some A’, then B — B’ and A’ R B’ for
some B’.

(37) We have

A= AT, [BLIR,|DIADY 5y, and B = AL, [B,|RS,|D;AD| S
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for some Ng,..., N, such that Nkﬁk_la%_lEL are idg-valid ballots for
k =3...n, and such that

U fv(N;) C dom(A;,) and U fn(N;) Nbn(A}) = 0.

3<j<n 3<j<n
If A— A’, then it must be the case that
A= A] , [B} IR} [epalhash((dy,. .. dyn))).D3lcpa(ha).-ADT ] S1

and
A= A3 (B, R |D3IAD? ] 51

It follows from
B= ALy, [BYIRE Jepathash((dr,. ... da)) Dalepa(ha)-AD3 | S
that B — B’ where
B' = 43 B, IR}, D5|AD} | S
Since
A'= A% B} IR}, |D3|AD? ] S R B,

we derive A’ R B’ by the closure of R under structural equivalence.

We have
A= A3 [B},|R},|D3|AD2,| Sy and B = A} | BY, RS, ID3|ADE, | Sr
for some Nj,..., N, such that Nkﬂk,lof\{lZL are idg-valid ballots for
k =3...n, and such that
U () C dom(A}) and | ] (N;) nbn(A)) = 0.

3<j<n 3<j<n

‘We have two cases :

e If1<i<n.
Alg [CBA<xi>'Bl5+l7n|Ri)7n|Dg|CBA(bai)'ADi2+17n] ZL

and
A/ = A?—i—l [B?+17n|R?7n|D§|AD12+17n] EL‘

It follows from
B = A% [e5a(wi). Bl o B ,[Dalepa(ba) ADE,, | Sr
that B - B’ where
B'= A%, [B B IDSIADE,, ] Sk,

We have
Als-‘rl [B15+1,n|R?,n|D§|AD12+1,n:| ZL R B/7

and derive A’ R B’ by the closure of R under structural equivalence.
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If i =n.
A?L [@<xn> ‘R?,n‘DacBA(ba’n)ADin] EL

and
A'= A} (R}, |D5|AD} ] L.

It follows from
_ A8 [— 5 1792 3
B = A3 [e5a()| R}, Dalena(ban).ADY .| Sn
that B -~ B’ where
2
B = A? [Rin|D2\AD‘;’,n} Sk.

We have
Agl) [ i),n|D§|ADf,n] YL R B/a

and derive A’ R B’ by the closure of R under structural equivalence.

(39) We have

A= A0 (R, |D31ADY, ) 51 and B = A3 R, [DADY, ] 51

for some Ng,..., N, such that Nkek_lof\?_lEL are idg-valid ballots for
k =3...n, and such that

U (&) C dom(A}) and | ] f(N;) nbn(A}) = 0.

3<j<n 3<j<n

We have two cases :

RR n° 7781

If1<i<n.
A? [era((idp;, hbprs, hbr;)). R}, | D3lcra(ha;).AD} ] S1

and
A= A9+1 [R?+1,n\D§|ADi3+1,n] XL

It follows from
B = A° [z ((idps, hbpr, hbn—)>.R§’+Ln@§|CRA(hai).ADf’Hyn} S
that B - B’ where
2
B' = A?+1 |:st+1,n‘D2|ADi3+1,ni| YR.

We have
A7 I:R?+1,n|D§|AD?+1,n} YL R B,

and derive A’ R B’ by the closure of R under structural equivalence.
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o If i =n.
A?L [m«ldp'ru hbp?‘n’ han)> |D§ |CRA (han)ADﬂ EL

and
A'=A), | [D3|ADY] 5y

It follows from
B = A3 [ema((idpn, hbpra, hbra)) | Dylena(ha,).ADY| Sp
that B =+ B’ where
B =A%, {ﬁgmpﬂ Sh.

We have
A) . [D3|ADY] £, R B,

and derive A’ R B’ by the closure of R under structural equivalence.

(40) We have

A= A%, [DAD!] %y, and B = A%, [ﬁj\ADﬂ Sk

for some Nj,..., N, such that Nkﬁk_la%_lEL are idg-valid ballots for
k =3...n, and such that

UJ fv(V;) S dom(A}) and | ] fu(N;) Nbn(4}) =0.
3<j<n 3<j<n
If A— A’, then it must be the case that
A= A?ﬁl [D§|if ¢a(bai, hay,idps, ..., bay, hay,idp,, h, hy) then P else 0} XL

with P = ADj3. Since Miﬁi_langL , which is equal to ;% in the A}
context, is a id;-valid ballot for ¢ € {1,...,n}, using it is obvious that
the ¢, is passed. (The auditor is just creating what the receipt generator
did, since these two ones are not cheating, it must be correct.) Then

A'=AY | [D3|AD;3] Sy
It follows from

B =A%, | D3lif ¢a(bar, hay,idpy, ... ban, hay, idpy, h, ha) then P else 0] X

and the fact that Miﬁi_lajvflE g are also id;-valid ballots that B — B’
where

B =A%, [bﬁmpg] Sk

Since

A'=A% | [D3|AD;| Y R B,

we derive A’ R B’ by the closure of R under structural equivalence.
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(41) We have
—2
A= A%, [DADY] %), and B = A2, [D2|AD§] Sk

for some Ns,...,N, such that Nkek,laf\{lEL are idg-valid ballots for
k =3...n, and such that

U fv(V;) S dom(A}) and ] fu(N;) nbn(4}) = 0.
3<j<n 3<j<n
If A— A’, then it must be the case that
A= Aj4 [epa(h).D?Jepa(Ok)] B

and

A=A [D},] L.
It follows from

-3
B = A3 [epa(h). D} ,[e54(0K).ADY, | Tr

that B — B’ where ) .

B =4 [Elm} Sr.
Since

A'=A'[D},]SL R B,

we derive A’ R B’ by the closure of R under structural equivalence.

C.4 Proving the Theorem

As R is verifying the three properties of Definition [2] we have to show that
for all extended processes A and B, where ARB, that A ~; B. Using Lemma
—!

@ it is sufficient to prove that A7 [0]X ~, A, [0]Xg for any N; such that
Niﬂi,laglE are id;-valid ballots. As A [0] X, is mapped in 7n.(0|R)o 331, and

ZZ [0] X r is mapped in 71.(|R)o 3R, we conclude using Proposition
|
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