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Some Results on Kloosterman Sums and their
Minimal Polynomials

Faruk Gologlu, Gary McGuire, and Richard Moloney

School of Mathematical Sciences
University College Dublin
Ireland

Abstract. This paper introduces two new results on Kloosterman sums
and their minimal polynomials. We characterise ternary Kloosterman
sums modulo 27. We also prove a congruence concerning the minimal
polynomial over Q of a Kloosterman sum. This paper also serves as a sur-
vey of our recent results on binary Kloosterman sums modulo 16, 32, 64
and 128 with Petr Lisonék.

1 Introduction

Throughout the paper let p be a prime, n > 1 an integer, ¢ = p™ and ( a
primitive p*™ root of unity. We let IF, denote the finite field with ¢ elements, and
let Tr denote the absolute trace function Tr : F, — F,,

n—1

Tr(a):a+ap+ap2+~~+ap

The Kloosterman sum of a € F, is defined to be

Kyl = 3 ¢t

z€F,

where we interpret 0~ as 0. We remark that some authors do not include 0 in
the definition of Kloosterman sum.

Kloosterman sums are Walsh transform values of the inverse function over Fy,
therefore have a cryptographic significance as the inverse function is used in AES
(the Advanced Encryption Standard) and Walsh transform values of a function is
related to linear cryptanalysis. Exponential sums and in particular Kloosterman
sums have coding theoretical and combinatorial significance. Kloosterman and
Melas codes, bent functions are the best known examples (see [10] for an excellent
survey).

Kloosterman sums are real numbers. Binary and ternary Kloosterman sums are
always integers. If p > 3 there are Kloosterman sums that are not integers. An
interesting problem is to find the ‘smallest’ ring to which all the Kloosterman
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sums over F, belong. The Lachaud-Wolfmann result [13] does that for the binary
case and states that Kloosterman sums satisfy

72n/2+1 S Ic2n (a) S 2n/2+1,

and take every value which is congruent to 0 modulo 4 in that range. Hence, all
binary Kloosterman sums are precisely the integers in 47 within the Weil bound.
For the ternary case, Kloosterman sums satisfy (see Katz and Livné [11])

—2\/37 < K3n (a) < 2\/37

and take every value which is congruent to 0 modulo 3 in that range. For p > 3
a similar congruence result is unknown.

A related question is the existence of a Kloosterman zero, i.e., an element a € Fy
(non-zero elements of F,) such that K4(a) = 0. The results of Lachaud and
Wolfmann [13] (resp. Katz and Livne [11]) guarantees the existence of binary
(resp. ternary) Kloosterman zeroes. Kononen, Rinta-aho and Vaadn&nen have
proved recently [12] that if p > 3 then no Kloosterman zero exists. Kloosterman
zeroes for the binary and ternary case are linked to existence of bent functions
2, 8].

Characterising Kloosterman zeroes seems to be difficult. Lisonék and Moisio
showed that other than p =2, n =4 and a = 1 if a belongs to a proper subfield
of F, then ICy(a) cannot be zero. Another way of approaching this problem is
to give congruences of Kloosterman sum modulo some integers. This was done
for binary Kloosterman sums for moduli 3,8,24 in [17,9,1,3,15]. In the next
section we survey our recent results for moduli 16, 32,64, 128 with Petr Lisonék.
For the ternary case, Lisonék proved a result for divisibility by 9 in [14]. We have
recently given a complete modulo 9 characterisation [7] (we should note here this
result was implicit in [17]). In this paper we give a modulo 27 characterisation.
For p > 3, since Kloosterman sums are not necessarily integers, we resort to
the analysis of the minimal polynomial of Kloosterman sums over Q. What we
prove in Section 3 can be seen as a generalisation of our ternary result of [7] to
arbitrary p.

In Section 2 we give a brief survey on binary Kloosterman sums modulo some
powers of 2. The characterisations use help from some functions from finite fields.
Proofs of the results of Section 2 can be found in [4]. In Section 3 we give our first
new and unpublished result on the minimal polynomial of p-ary Kloosterman
sums. Our second new result is in Section 4. We give a characterisation of ternary
Kloosterman sums modulo 27 using trace-like functions on finite fields. Our proof
methods use algebraic number theory: Stickelberger’s theorem and Gross-Koblitz
formula and Fourier analysis (see [6]).
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2 Binary Kloosterman sums

In this section let p = 2 and ¢ = 2". Furthermore let a € F,, and consider the
characteristic polynomial of a;

n—1

; I -
H(x—az):m"—i—élac” Ly ez 24 4é,.
i=0

Each of the €; is in Fy, €, is the trace of a and é5 is sometimes called the subtrace
(or quadratic trace). For i > n, set &; = 0.

Let e; € {0,1} denote €; viewed as an integer.

Note that the only reason we restrict the integers e; to the set {0,1} is so that
we can identify e? with e;, allowing us to eliminate exponents and reduce the
length of certain expressions in e;.

For any positive integer j, let wt2(j) denote the binary weight of j, i.e.,
wha(j) = > _Jji
i

where }, 7;2% is the binary expansion of j. With this notation, we can write &;

for0<i<nas
€; = Z a’.

wto(j)=1

2.1 Survey of results on Kloosterman sums modulo powers of
2
Using this notation we rephrase the known results.

The first result is usually attributed to Helleseth and Zinoviev [9], but it also
appears in an earlier paper by van der Geer and van der Vlugt [17].

Theorem 1 Let g > 8. For a € Iy,

Kq(a) =4e;  (mod 8).

This gives a condition for divisibility by 8.

Corollary 2 Let ¢ > 8 and let a € F,. Then Kq(a) =0 (mod 8) if and only if
e = 0.

The following theorem is in [5].

Theorem 3 Let ¢ > 16. For a € Iy,

Kq(a) = 12e1 +8e2  (mod 16).
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Again, this gives a divisibility condition.

Corollary 4 [5] Let ¢ > 16 and let a € Fy. Then K,(a) = 0 (mod 16) if and
only if e1 =0 and e3 = 0.

Note that this mod 16 divisibility criterion was stated earlier in a different but
equivalent form in [14].

Now we give a congruence for Kloosterman sums mod 32, and then a necessary
and sufficient condition for divisibility mod 32:

Theorem 5 [{] Let ¢ > 32 and let a € Fy. Let eq,...,eg be the coefficients of
the characteristic polynomial of a viewed as integers as described above. Then

Kq(a) = 28e1 + 8eg + 16(e1e2 +e1e3 +€e4) (mod 32).

Corollary 6 [{] Letq > 32 and let a € F,. Let &1,...,&4 € Fy be the coefficients
of the characteristic polynomial of a. Then Kq(a) =0 (mod 32) if and only if

e1 =0, eg =0, and eq = 0.

Next, a mod 64 congruence and characterisation:

Theorem 7 [{] Let ¢ > 64 and let a € Fy. Let eq,...,eg be the coefficients of
the characteristic polynomial of a viewed as integers as described above. Then

Kq(a) =28e1 + 40es+
16(e1e2 + eres +eq)+
32(e1eq + e1e5 + e1e6 + e1e7 + eaes + eaeq+
eses + ezes + e1ege3 + e1eseq +eg)  (mod 64).

Corollary 8 [4] Let ¢ > 64 and leta € Fy. Let ey, ..., eés € Fy be the coefficients
of the characteristic polynomial of a. Then K4(a) = 0 (mod 64) if and only if
the conditions of Corollary 6 are satisfied, and furthermore,

€g — €3€5.

Finally we have a mod 128 congruence and characterisation:

Theorem 9 [{] Let ¢ > 128 and let a € F,. Let eq,...,e16 € {0,1} be the
coefficients of the characteristic polynomial of a viewed as integers as described
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above. Then

Kq(a) =92e1 + 40es + 16(er1e2 + eq) + 80eres + 32(e1ezez + erer + eaeg + eg)+

96(e1eaeq + €164 + €165 + €166 + e2e3 + eaeq + eze5)+

64(e1ezezeq + e1egeszes + e1ezes + erezes + er1ezerg + erezerr + ejezery + erezer+
erezeql +ereqeq + erjeqer + ereqeg + ereqeqg + er1esey + ereseg + erjeges+
eireg + e1e9 + e1e1p +€1€11 + e1e12 +e1e13 + ejeiy + ejei5 + ezezes + exezes+
€2e3€g + e2e4€5 + €2€e4€6 + €2€e4€s + €2e5e7 + eger + ezeg + exe1g + e2e12 + e€ze14+
eseqes + ezeqep + e3eq + ezer + ezejp + ese13 + €3 + esep + egeg+
ese12 + eseg + ese11 + egerg + ereg + e16)  (mod 128).

Corollary 10 [4] Let ¢ > 128 and let a € Fy. Let é1,...,816 € Fy be the
coefficients of the characteristic polynomial of a. Then Ky(a) = 0 (mod 128) if
and only if the conditions of Corollary 8 are satisfied, and furthermore,

e16 =e3 + es(er +e1o + e13) + es(es + €e11)+
ese10 + ereg  (mod 2).

3 Minimal polynomials of p-ary Kloosterman sums

As we mentioned before when p > 3 the Kloosterman sum is not necessar-
illy an integer. In this section, we give a result previously unpublished which
proves a congruence for the minimal polynomial of p-ary Kloosterman sums
over Q.

In this section we let p be an odd prime. Obviously K, (a) is an algebraic integer
lying in the cyclotomic field Q(¢). It is well known that

Gal(Q(¢)/Q) = {¢ = (" | i € (2/pL)*},

and it is easy to show (see [12]) that the Galois automorphism ¢ — (* has the
effect Ky(a) — K4(i%a), for any integer i. If we let

it follows that ¢, (z) (which has degree (p—1)/2) is the characteristic polynomial
of K4(a) over Q. If mg(z) is the minimal polynomial of £y (a) over Q, then

co(x) = mg(x)

for some e, dividing ”2;1. Most of the time, it is true that e, = 1. For example,

Wan [18] showed that
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Theorem 11 [18] Let a € F,. If Tr(a) # 0, the minimal polynomial of Ky(a)

p—1
has degree 5~

Moisio [16] considered the reduction of the minimal polynomial m,(z) modulo
p. He showed that all coefficients, apart from the leading coefficient, are divisible

by p.

In this section, our new result concerns the reduction of the minimal polynomial
mg(z) modulo p?.

Theorem 12 Let p be an odd prime, and let (5> be the Legendre symbol. Then

ﬁKq(iQG) =p (ﬂp@)) (mod p?).

As a consequence, the constant term of the characteristic polynomial, which
is

is always congruent to either 0 or 4p mod p?.

Thus if Tr(a) # 0, the minimal polynomial m(z) of ICy(a) is precisely the char-
acteristic polynomial ¢(z). In this case (and in the case that deg(m(z)) = 25+
where Tr(a) = 0) Theorem 12 gives a statement about the constant term of
m(x) mod p?.

If Tr(a) = 0 and deg(m(z)) < %, then the result in Theorem 12 is already
known. In this case, our result gives us no extra information about the constant
term of the minimal polynomial.

4 Ternary Kloosterman sums modulo 27

In the case that p = 3, Theorem 12 becomes the following theorem.

Theorem 13 Let n > 1. For a € F3n,

0 (mod 9) if Tr(a)
Ksn(a) =< 3 (mod 9) if Tr(a)
6 (mod 9) if Tr(a)

0,
L,
2

This is precisely the modulo 9 characterisation of the ternary Kloosterman sum
which we previously proved in [7].

The second previously unpublished result of this paper is to extend this result
to a modulo 27 characterisation of ternary Kloosterman sums.
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4.1 Trace and similar objects

Consider again the trace function Tr : F, — F,,

Tr(c) =c+cP +c + -+

We wish to generalise this definition to a larger class of finite field sums, which
includes the usual trace function as a special case.

Definition 14 Let p be a prime, let n > 1 be an integer and let ¢ = p™. For
any S C Z/(q — 1)Z satisfying SP = S where SP := {sP | s € S}, we define the
function 7¢ : Fg — F), by

Ts(c) = Z .

ses

Remark 15 For the set W = {p' | i € {0,...,n — 1}}, 7w is the usual trace
function.

Other than the set W, for the case p = 3, we will be particularly concerned with
the following sets:

X :={re{0,...,q—2}|r =3+ 37}, (i,j not necessarily distinct)
Y i={re{0,...,q—2}r =3"+3 +3"4,jk distinct},
Z:={ref0,....,q—2}r =2-3"+3,i # j}.

4.2 Result modulo 27

We use Gross-Koblitz formula and Fourier analysis (cf. [5]) to evalulate Gauss
sums modulo 27 which gives us the following result.

Theorem 16 Let n > 3, and let ¢ = 3™. Let Tr, 7x and Ty be as defined in
Section 4.1. Then

0 (mod 27) if Tr(a) =0 and 7y (a) +27x(a) =0
3 (mod 27) if Tr(a) =1 and 7y (a) =
6 (mod 27) if Tr(a) =2 and 1y(a) +7x(a) =
9 (mod 27) if Tr(a) =0 and 71y (a) +27x(a) =
Kq(a) =1 12 (mod 27) if Tr(a) =1 and 7v(a) =
15 (mod 27) if Tr(a) =2 and 7y (a) +7x(a) =
18 (mod 27) if Tr(a) =0 and 7y (a) +27x(a) =
21 (mod 27) if Tr(a) =1 and 7y (a) =
24  (mod 27) if Tr(a) =2 and 71y(a) +7x(a) =

We remark that a characterisation like in Theorem 16 of Kloosterman sums
modulo p? for p > 3 does not seem to be straightforward. The estimates given
by the Gross-Koblitz formula are weaker.
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