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Abstract. CCZ- and EA-equivalence, which are originally defined for
vectorial Boolean functions, are extended to mappings between finite
abelian groups G and H. We obtain an extension theorem for CCZ-
equivalent but not EA-equivalent mappings. Recent results in [1] are
improved and generalized.
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1 Introduction

In [6], Carlet, Charpin and Zinoviev introduced an equivalence relation, as a gen-
eralization of the extended affine equivalence, on the set of vectorial Boolean func-
tions used as S-boxes in cryptosystems. Later, in [2] this equivalence is named af-
ter these three authors, and abbreviated to CCZ-equivalence. In [2], Budaghyan,
Carlet and Pott proved that CCZ-equivalence is strictly more general than EA-
equivalence , by exhibiting APN functions which are CCZ-equivalent to the APN
function F (x) = x3 on F2n , but which are provably EA-inequivalent to it and
(for n odd) to its inverse (for APN functions, see the recent survey [5]). In [1]
and [3], Budaghyan, Carlet and Helleseth further proved:

Result 1 Let p be a prime and n be a positive integer. Two functions from Fpn

to F2 are CCZ-equivalent if and only if they are EA-equivalent;

Result 2 Let p be a prime, and

C =

{

6, p = 2;
3, otherwise.

Let n ≥ C and k > 1 be the smallest divisor of n. Then for any m ≥ k, the
CCZ-equivalence of functions from Fpn to Fpm , is strictly more general than their
EA-equivalence.
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In this paper, we generalize CCZ-and EA-equivalence to the mappings be-
tween finite abelian groups G and H, and consider whether CCZ-equivalence
coincide with EA-equivalence for given G and H. Our results cover Result 1,
and improve Result 2: we do not need the smallest divisor condition. This paper
shows that the problems about the connection between CCZ and EA equivalence
of functions f : G → H are related to the automorphisms of G × H and have
nothing to do with the finite field or vector space structure of Fn

p . The purpose
of this presentation is to show how to extend the CCZ and EA concept to finite
abelian groups.

Let f be a mapping from G to H, we call the set Gf = {(x, f(x))|x ∈ G} ⊆
G×H the graph of f . We can generalize CCZ- and EA-equivalence to mappings
between groups.

Definition 1. Let f and g be two mappings from G to H, where G and H
are abelian groups. Then f and g are called CCZ-equivalent, if there exists ϕ ∈
Aut(G×H) and c ∈ G×H, such that

ϕ(Gf ) = Gg + c.

Furthermore, f and g are called extended affine equivalent, which is abbreviated
to EA-equivalent, if ϕ fixes {(0, y)|y ∈ H}, i.e., there exist ϕ1 ∈ Aut(G), ϕ2 ∈
Aut(H), c1 ∈ G, c2 ∈ H and ψ ∈ Hom(G,H), such that

g(x) = ϕ2(f(ϕ1(x) + c1)) + ψ(x) + c2.

If we take G and H to be linear spaces over F2, then it is easy to see that
the definition of CCZ-equivalence (EA-equivalence) above coincides with the
original one defined between vectorial Boolean functions. For any automorphism
ϕ ∈ Aut(G×H), if ϕ(Gf ) is the graph of some mapping from G to H, then we
call ϕ a CCZ-transformation of f , and we define CCZ(f) = {g | ϕ(Gf ) = Gg},
namely the mappings from G to H obtained by CCZ-transformations of f on
Gf . Furthermore, if ϕ fix {(0, y)|y ∈ H}, then we call ϕ an extended affine
transformation (EA-transformation) of f , and we define EA(f) = {g | ϕ(Gf ) =
Gg, ϕ(0, H) = (0, H)}. It is pointed out that CCZ equivalence preserves linear
and differential properties of functions for the case of abelian groups as well, see
Remark 1 of [2], and [7], [10].

Obviously, for any mapping f between two finite abelian groups G and H,
CCZ(f) ⊇ EA(f). However, for some cases, they are the same. For example,

– f(x) = ψ(x) + a, where ψ ∈ Hom(G,H) and a ∈ H;
– f is a planar function over a finite field with odd characteristic, see [9];
– As a generalization of the previous example, let f : Fpn → Fpm , and all its

derivatives are surjective, see [4].

Therefore, it is natural to ask, for given abelian groups G and H, whether
there is a mapping f : G → H, such that CCZ(f) 6= EA(f). Obviously when
gcd(|G|, |H|) = 1, any ϕ ∈ Aut(G×H) always fixes H, hence CCZ-equivalence
coincides with EA-equivalence. Result 1 is another example. On the other hand,
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we expected that for most pairs of abelian groups (G,H) with gcd(|G|, |H|) 6= 1,
there always exists mappings f, g : G→ H, such that f and g are CCZ-equivalent
but not EA-equivalent, for example:

– f, g : Z/4Z → Z/4Z defined by

f =

(

0 1 2 3
0 0 1 1

)

, g =

(

0 1 2 3
0 1 0 1

)

;

– Let n be an integer strictly greater than 8, and let mappings f and g be
defined from Z/nZ to itself as follows:

f :

(

0 1 2 3 4 · · · n− 2 n− 1
2 0 1 −3 0 · · · 0 0

)

,

g :

(

0 1 2 3 4 · · · n− 2 n− 1
−3 0 2 1 0 · · · 0 0

)

.

It is just elementary calculation to prove that the two examples above are CCZ
but not EA-equivalent. Furthermore, for n = 6, 8, similar pairs of (f, g) can also
be found. Moreover, for n = 3, 5, 7, we used MAGMA for an exhaustive search,
and it showed that for any mapping f : Z/nZ → Z/nZ, we have CCZ(f) =
EA(f).

The organization of this paper is as follows: In next section, we show how
to “extend” mappings f, g : G → H which are CCZ-equivalent but not EA-
equivalent to mappings f ′, g′ : G × K → H × L. As a corollary, Result 2 is
improved. In section 3, we consider H = Z/2Z. Finally, we give the conclusions.

2 Extension Theorem

Our goal of this section is to prove the Extension Theorem as follows:

Theorem 1. Let G, H, G′ and H ′ be finite abelian groups, and G′ = G ×
K, H ′ = H × L. Assume that f, g : G → H are CCZ-equivalent, but not
EA-equivalent. Then there exist mappings f ′, g′ : G′ → H ′, which are CCZ-
equivalent, but not EA-equivalent.

The following two lemmas are about how to get CCZ-equivalent but EA-
inequivalent mappings from G to H, by using some known mappings defined on
two subgroups of G and H.

Lemma 1. Let H, G and K be finite abelian groups, and G′ = G×K. Assume
that mappings f, g : G→ H are CCZ-equivalent, but not EA-equivalent.

Then the mappings f̄ , ḡ : G′ → H, which are defined as

f̄(x, y) = f(x),

ḡ(x, y) = g(x)

for any (x, y) ∈ G×K, are CCZ-equivalent, but not EA-equivalent.
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Proof. First, let us assume that G can not be expressed as a nontrivial direct
product M × N , such that, for u ∈ M,v ∈ N , f(u, v) and g(u, v) are EA-
equivalent to some functions f ′ and g′ respectively, which only depend on u.
Otherwise, when the above f ′ and g′ exist, then we can consider the extension
of f ′, g′ : M → H to M × (N ×K) → H directly.

By the definition of CCZ-equivalence, there are some ψ ∈ Aut(G ×H) and
c ∈ G×H, such that

ψ(Gf ) = Gg + c.

Since there always exists some ψ̄ ∈ Aut(G′×H), such that ψ̄|G×H = ψ, we have

ψ̄(Gf̄ ) = Gḡ + c.

which means f̄ is CCZ-equivalent to ḡ.
Without loss of generality, we assume that f(0) = g(0) = 0. Assume that

f̄ and ḡ are EA-equivalent, then there exist ϕ̄1 ∈ Aut(G′), ϕ2 ∈ Aut(H), ψ̄1 ∈
Hom(G,H), ψ̄2 ∈ Hom(K,H), ā ∈ G′ and b ∈ H, such that

g(x) = ḡ(x, y) = ϕ2 ◦ f̄(ϕ̄1(x, y) + ā) + ψ̄1(x) + ψ̄2(y) + b, (1)

for any (x, y) ∈ G′. Denote ϕ̄1(x, y) as (ϕ̄
(1)
1 (x, y), ϕ̄

(2)
1 (x, y)), for any different

y1, y2 ∈ K, by (1) we have

f(ϕ̄
(1)
1 (x, y1) + a) − f(ϕ̄

(1)
1 (x, y2) + a) = ϕ−1

2 ◦ ψ̄2(y2 − y1) , (2)

where a is the G-component of ā ∈ G×K.

Furthermore, denote ϕ̄
(1)
1 (x, y) = ν(x) + ω(y), where ν ∈ Hom(G,G) and

ω ∈ Hom(K,G). According to the definition of f̄ , we have

f̄(ϕ̄
(1)
1 (x, y), ϕ̄

(2)
1 (x, y)) = f(ϕ̄

(1)
1 (x, y)) = f(ν(x) + ω(y)) .

Therefore, when y1 = y, y2 = 0, (2) becomes

f(ν(x) + ω(y) + a) = f(ν(x) + a) + L(y), (3)

where L = −ϕ−1
2 ◦ ψ̄2 ∈ Hom(K,H). Here ν can not be invertible, otherwise

let y = 0 in (1), we have that f is EA-equivalent to g, which contradicts the
assumption. Thus Im(ν) and Im(ω) contain subgroups M and {0} 6= N ∈ G
respectively, such that G = M ×N . By (3), f can be considered as

f(u+ a1, v + a2) = f(u+ a1, a2) + L′(v),

where L′ ∈ Hom(N,H) and a = (a1, a2) ∈ M × N (L′ is well-defined, since
the value of L(y) does not depend on y, but on ω(y).) Therefore, f is EA-
equivalent to f ′(u+ a1, v+ a2) := f(u+ a1, a2), whose value only depends on u.
Simultaneously, since g(x) = ϕ2 ◦f(ν(x)+a)+ ψ̄1(x)+b, g is also EA-equivalent
to some function g′(u, v) which only depends on the value of u. Hence, f and g
contradict our assumption at the beginning of the proof. ⊓⊔
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As a generalization of Proposition 2 for the binary fields case in [1], one can
prove similar to [1]:

Lemma 2. Let H, G and L be finite abelian groups, and H ′ = H × L. If
mappings f, g : G → H are CCZ-equivalent, but not EA-equivalent, then the
mappings f̄ , ḡ : G→ H ′, which are defined as,

f̄(x) = (f(x), 0),

ḡ(x) = (g(x), 0),

for any x ∈ G, are CCZ-equivalent, but not EA-equivalent.

By Lemma 1 and Lemma 2, we can easily prove Theorem 1. Furthermore,
we can improve Result 2 as follows:

Corollary 1. There exists mapping f : Fpn → Fpm , such that CCZ(f) 6= EA(f),
in the following cases:

– p = 2, min{n,m} ≥ 4 or n ≥ 6 together with m ≥ 2;
– p = 3, n ≥ 4 and m > 1 or n = m = 3;
– p = 5, 7, n ≥ 2, m ≥ 1;
– p > 7, n and m ≥ 1.

For p = 2, we use the mappings f : F2n → F2m with CCZ(f) 6= EA(f),
constructed in [1] when n = m = 4 or n = 6 together with m = 2, as a “start
point” to do extension. Then the result follows.

For p = 3, we do not find any start point better than Result 2. But we do
not need the “smallest divisor of n” anymore by Theorem 1

For p = 5, 7, we can construct some mapping from (Z/pZ)2 to Z/pZ, which
will appear in the full version of this paper. Then by Theorem 1, the result
follows.

For p > 7, the statement holds by Theorem 1 and the example listed at the
end of Section 1 .

3 The case H = Z/2Z

It is well known that a finite abelian group is isomorphic to a product of cyclic
groups by the fundamental theorem of finitely generated abelian groups. About
the automorphism groups of finite abelian groups, the first complete character-
ization is contained in [11]. For an accessible and modern treatment, see [8] by
Hillar and Rhea.

Let Hp =
∏n

i=1 Z/peiZ, where p is a prime, 1 ≤ e1 ≤ · · · ≤ en. Let πi : Z →
Z/peiZ be the standard quotient mapping πi(h) = h̄, and π : Zn → Hp be the
homomorphism given by

π(h1, . . . , hn) = (π1(h1), . . . , πn(hn)) = (h̄1, . . . , h̄n)

For convenience, sometimes we also use column vectors to express the element
in Hp, especially when we interpret a homomorphism by a matrix as follows:
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Lemma 3. [8] Let the set Rp be defined as

Rp = {(aij) ∈ Zn×n : pei−ej divides aij for all i, j satisfying 1 ≤ j ≤ i ≤ n}.

Then, the map ψ : Rp → End(Hp) given by

ψ(A)(h̄1, . . . , h̄n)T = π(A(h1, . . . , hn)T )

is a surjective ring homomorphism. Furthermore, an endomorphism M = ψ(A)
is an automorphism if and only if (A mod p) ∈ GLn(Fp)

The lemma above shows that there is a close connection between linear map-
pings and automorphisms of abelian p-groups. Since it seems more common to
use column vectors, when linear mappings are expressed by matrices, we decided
to use “column notation” in this section.

As we mentioned in the introduction, Budaghyan and Carlet recently proved
that for n-variable Boolean functions, CCZ-equivalence coincides with EA-equivalence
[1]. In this section, we will generalize this result to mappings from finite abelian
groups to Z/2Z, using another proof method.

Theorem 2. Let G be a finite abelian group, then there do not exist mappings
f, g : G→ Z/2Z, such that f and g are CCZ-equivalent, but not EA-equivalent.
In other words, for the mappings from G to Z/2Z, CCZ-equivalence coincides
with EA-equivalence.

Proof. Let f be a mapping from G to Z/2Z. For any CCZ-transformation of
f , if we can prove that it can be expressed by the composition of several EA-
transformations, then we prove the claim in the theorem.

Let µ be a CCZ-transformation of f , which can be expressed as

µ

(

x
y

)

=

(

ϕ1(x) + ψ1(y)
ϕ2(x) + ψ2(y)

)

,

where ϕ1 ∈ Hom(G,G), ϕ2 ∈ Hom(G,Z/2Z), ψ1 ∈ Hom(Z/2Z, G), and ψ2 ∈
Hom(Z/2Z,Z/2Z).

Next, we consider two cases depending on the invertibility of ϕ1:
Case 1. If ϕ1 is invertible, i.e. then we can define ν ∈ Aut(G × Z/2Z) as

ν(x, y)T = (ϕ−1
1 (x), y − ϕ2 ◦ ϕ

−1
1 (x))T . Then we have,

ν ◦ µ

(

x
y

)

=

(

x+ ϕ−1
1 ◦ ψ1(y)

ψ2(y) − ϕ2 ◦ ϕ
−1
1 ◦ ψ1(y)

)

.

Since ν ◦µ is an automorphism, ψ2 −ϕ2 ◦ϕ
−1
1 ◦ψ1 is the identity automorphism

of Z/2Z. Denoting ϕ−1
1 ◦ ψ1 by ψ, we have

ν ◦ µ

(

x
f(x)

)

=

(

x+ ψ(f(x))
f(x)

)

.

If ψ is the zero homomorphism, then we have

µ(x, f(x))T = ν−1(x, f(x))T ,
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which means that µ (the CCZ-transformation of f), can be achieved by an EA-
transformation of f , since ν−1 is also an EA-transformation.

If ψ is not the zero homomorphism, then we denote a = ψ(1), and obviously,
ord(a) = 2. For any s ∈ G, if f(s) = 1 and s + a = t, then f(t) = 1, otherwise,
x + ψ(f(x)) will not be a permutation of G (consider the value of x + ψ(f(x))
for x = s and x = s+ a). Furthermore, t+ a = s, since ord(a) = 2. That means,
by adding ψ ◦ f(x), we just permute the elements {s ∈ G|f(s) = 1} in G, and
the graph is still that of f . Therefore, we have

ν ◦ µ(Gf ) = Gf ,

which means again that µ can be achieved by an EA-transformation of f , since
ν−1 is also an EA-transformation.

Case 2. If ϕ1 /∈ Aut(G), i.e. ϕ1 is not invertible, then we have Im(ψ1) ∼= Z/2Z
and G ∼= Im(ϕ1) × Im(ψ1), since Z/2Z does not have a nontrivial subgroup.

First we assume that |G| is a power of 2, and G ∼=
∏n

i=1(Z/2
eiZ), 1 = e1 ≤

e2 ≤ · · · ≤ en. By Lemma 3 and choosing proper “basis” of G, µ corresponds to
an (n+ 1) × (n+ 1) matrix M ∈ R2, such that (M mod 2) ∈ GLn+1(F2), and

M =















t1 t2 t3 · · · tn+1

1 0 0 · · · 0
s2 m21 m22 · · · m2n

...
...

... · · ·
...

sn mn1 mn2 · · · mnn















,

which acts on Z/2Z ×
∏n

i=1(Z/2
eiZ) ∼= Z/2Z ×G. As M is in R2, which can be

naturally considered as an (n+ 1)× (n+ 1) matrix over Z/2enZ, we can do the
elementary linear operations as those for the matrix over a field. Fix the first
row of M , after a series of elementary row operations without interchanging of
row i and row j, with ei 6= ej , we can get















t1 t2 t3 · · · tn+1

1 0 0 · · · 0
0 a2 1
...

...
. . .

0 an 1















,

where ai = 2ei−1 or 0 mod 2ei , for 2 ≤ i ≤ n. Finally, subtracting the rows
2, . . . , n+ 1 from the first row, we get

N =















0 1 0 · · · 0
1 0 0 · · · 0
0 a2 1
...

...
. . .

0 an 1















,
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since (M mod 2) is invertible. Moreover, it is easy to see that all these linear
operations from M to N can also be expressed as a matrix A, which corresponds
to an automorphism of Z/2Z × G, denoted by α. Furthermore, α is an EA-
transformation, because all the elementary row operations we have applied above
correspond to EA-transformations.

Let x = (x1, x2, · · · , xn) ∈
∏n

i=1(Z/2
eiZ), then we have

A ·M

(

f(x)
x

)

=















x1

f(x)
x2 + a2x1

...
xn + anx1















,

which means that for fixed x′i = xi + aix1 with 2 ≤ i ≤ n, there must be
f(x) = x1 or x1 + 1 to ensure that α ◦ µ is a CCZ-transformation. Notice that
if f(x) = x1, then

A ·M(1, 1, x2, · · · , xn)T = (1, 1, x′2, · · · , x
′

n)T

A ·M(0, 0, x2, · · · , xn)T = (0, 0, x′2, · · · , x
′

n)T

If f(x) = x1 + 1, then

A ·M(0, 1, x2, · · · , xn)T = (1, 0, x′2, · · · , x
′

n)T

A ·M(1, 0, x2, · · · , xn)T = (0, 1, x′2, · · · , x
′

n)T

Thus it is not difficult to see that A ·M(f(x), x)T is just the graph of (f(x), x′)T

with x′ = (x1, x
′

2, · · · , x
′

n), which means that α ◦ µ is an EA-transformation of
f . Since α is also an EA-transformation, we have CCZ(f) = EA(f).

Now, let G ∼= K ×
∏n

i=1(Z/2
eiZ) with |K| odd, and we denote the elements

of G by (k, l), where k ∈ K and l ∈
∏n

i=1(Z/2
eiZ). Since |K| is odd, we can

write µ as
µ(k, l, f(k, l))T = (µ1(k), µ2(l, f(k, l)))T .

Let EA-transformation τ = (µ−1
1 , id), then τ◦µ(k, l, f(k, l))T = (k, µ2(l, f(k, l)))T .

In the proof when G is a 2−group, we see that the EA-transformation α and x′

only depend on µ2. Therefore, we can also find some α ∈ Aut(
∏n

i=1(Z/2
eiZ))

here, such that

(id, α) ◦ τ ◦ µ(k, l, f(k, l))T = (k, l′, f(k, l))T ,

which means that (id, α) ◦ τ ◦ µ is an EA-transformation of f , hence CCZ(f) =
EA(f). ⊓⊔

4 Conclusions

In Theorem 1, we need the condition that the extension of G (or H) is splitting.
Naturally, one question is: whether these splitting conditions are really needed?
Namely,
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Question 1. Let G, H, G′ and H ′ be finite abelian groups, and H ≤ H ′, G ≤ G′.
Assume that f, g : G→ H are CCZ-equivalent, but not EA-equivalent. Is it true
that we can always find mappings f ′, g′ : G′ → H ′, which are CCZ-equivalent,
but not EA-equivalent?

One difficulty to extend the proof of Theorem 1 is: ifG′ orH ′ is not a splitting
extension of G or H respectively, then it is possible that some automorphism ϕ of
G×H is not induced, i.e. ϕ 6= ψ|G×H , for any ψ ∈ Aut(G′×H ′). Therefore, it is
difficult to construct f ′, g′ from f, g, such that f ′ and g′ are also CCZ-equivalent.

Let G andH be finite abelian groups, and gcd(|G|, |H|) > 1. For any mapping
f : G→ H, if G or H satisfies the following conditions, then CCZ(f) = EA(f):

1. G = Z/2Z,Z/3Z or (Z/2Z)2;
2. H = Z/2Z;
3. H = (Z/2Z)n × L with |L| odd, when G = Z/4Z.

The proof is not difficult. For all the mappings f : Z/3Z → H, we can
assume that f(0) = 0 without loss of generality (otherwise we can use EA-
transformation to subtract f(x) by f(0)). Furthermore any CCZ-transformation
can only permute 1 and −1 in Z/3, which can be also achieved by the unique
non-identity automorphism of Z/3Z. Therefore, for any mapping here, CCZ-
equivalence always coincides with EA-equivalence. It is the same for any f :
Z/2Z → H.

For G = (Z/2Z)2, any f : G→ H can be written as





0 1 0 1
0 0 1 1
0 h1 h2 h3



 ,

by assuming that f(0) = 0 as in case 1. For any CCZ-transformation, there are
corresponding ψ ∈ Hom(H,G) and ϕ ∈ Hom(G,G), such that

ν := ((0, 0), ψ(h1), ψ(h2), ψ(h3)) + ((0, 0), ϕ(1, 0), ϕ(0, 1), ϕ(1, 1))

which contains all the elements of G as its entries. However, there always exists
γ ∈ Aut(G), such that

((0, 0), γ(1, 0), γ(0, 1), γ(1, 1)) = ν,

since there are totally 3! = 6 possible ν, and |Aut(G)| also equals 6.
Case 2 is just Theorem 2.
For any mapping f from G = Z/4Z to H = (Z/2Z)n × L with 2 ∤ |L| and

f(0) = 0, we should first notice that the CCZ-transformation of a given mapping
f on it, could only permute 1 and 3 in G. However, Aut(G) also permute them
in this way. Therefore CCZ(f) = EA(f).

In fact, this list is not complete. For example, we can use computer to show
that CCZ(f) = EA(f) for any f : Z/5Z → Z/5Z. However, we expect that there
are only finite pairs of (G,H) except for these three cases. This expectation is
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based on experience working with CCZ and EA equivalence problems, and it is
not based on computational data. An asymptotic version of this question can be
written as:

Question 2. Let G and H be finite abelian groups, and gcd(|G|, |H|) > 1. Is
there an integer B, such that when max{|G|, |H|} ≥ B, there always exist CCZ-
equivalent but EA-inequivalent mappings f, g from G to H, except for the 3
cases mentioned above.
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