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Abstract. Differential privacy is a notion of privacy that has become
very popular in the database community. Roughly, the idea is that a ran-
domized query mechanism provides sufficient privacy protection if the
ratio between the probabilities that two adjacent datasets give the same
answer is bound by e€. In the field of information flow there is a similar
concern for controlling information leakage, i.e. limiting the possibility of
inferring the secret information from the observables. In recent years, re-
searchers have proposed to quantify the leakage in terms of min-entropy
leakage, a concept strictly related to the Bayes risk. In this paper, we
show how to model the query system in terms of an information-theoretic
channel, and we compare the notion of differential privacy with that of
min-entropy leakage. We show that differential privacy implies a bound
on the min-entropy leakage, but not vice-versa. Furthermore, we show
that our bound is tight. Then, we consider the utility of the random-
ization mechanism, which represents how close the randomized answers
are to the real ones, in average. We show that the notion of differential
privacy implies a bound on utility, also tight, and we propose a method
that under certain conditions builds an optimal randomization mecha-
nism, i.e. a mechanism which provides the best utility while guaranteeing
e-differential privacy.

1 Introduction

The area of statistical databases has been one of the first communities to consider
the issues related to the protection of information. Already some decades ago,
Dalenius [12] proposed a famous “ad omnia” privacy desideratum: nothing about
an individual should be learnable from the database that could not be learned
without access to the database.

1.1 Differential privacy

Dalenius’ property is too strong to be useful in practice: it has been shown
by Dwork [13] that no useful database can provide it. In replacement, Dwork
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has proposed the notion of differential privacy, which has had an extraordinary
impact in the community. Intuitively, such notion is based on the idea that the
presence or the absence of an individual in the database, or its particular value,
should not change in a significant way the probability of obtaining a certain
answer for a given query [13-16].

Dwork has also studied sufficient conditions for a randomized function K to
implement a mechanism satisfying e-differential privacy. It suffices to consider
a Laplacian distribution with variance depending on ¢, and mean equal to the
correct answer [15]. This is a technique quite diffused in practice.

1.2 Quantitative information flow

The problem of preventing the leakage of secret information has been a pressing
concern also in the area of software systems, and has motivated a very active line
of research called secure information flow. Similarly to the case of privacy, also in
this field, at the beginning, the goal was ambitious: to ensure non-interference,
which means complete lack of leakage. But, as for Dalenius’ notion of privacy,
non-interference is too strong for being obtained in practice, and the community
has started exploring weaker notions. Some of the most popular approaches are
the quantitative ones, based on information theory. See for instance [7,8, 10,
19-21,24].

The various approaches in the literature mainly differ for the notion of en-
tropy. These notions are related to the kind of attackers we want to model, and
to how we measure their success (see [19] for an illuminating discussion of this
relation). Most of the approaches are based on Shannon entropy [23], which is
used to model an adversary which tries to find out the secret = by asking ques-
tions of the form “does x belong to set S7”. Shannon entropy is precisely the
average number of questions necessary to find out the exact value of x with an
optimal strategy (i.e. an optimal choice of the S’s). The other most popular
notion of entropy in this area is the min-entropy, proposed by Rényi [22]. The
corresponding notion of attack is a single try of the form “is x equal to value
v?”. Min-entropy is precisely the logarithm of the probability of guessing the
true value with the optimal strategy, which consists, of course, in selecting the v
with the highest probability. Approaches based on this notion include [24] and
[5].

In this paper, we focus on the approach based on min-entropy. It is worth
noting that, while the min-entropy of X, H. (X), represents the a priori prob-
ability of success (of the single-try attack), the conditional min-entropy of X
given Y, Hoo(X | Y), represents the a posteriori probability of success. This a
posteriori probability is the converse of the Bayes risk [11], which has also been
used as a measure of the leakage of secret information [4, 6].

! 'We should mention that Rényi did not define the conditional version of the min-
entropy, and that there have been various different proposals in literature for this
notion. We use here the one proposed by Smith in [24].



1.3 Goal of the paper

The first goal of this paper is to explore the relation between differential privacy
and quantitative information flow. We address the problem of characterizing
the protection that differential privacy provides us with respect to information
leakage. Then, we consider the problem of the utility. This is different from in-
formation leakage in that it represents the relation between the reported answer
and the true answer. While we want to avoid that the system leaks the informa-
tion of the participants, we do not need the same protection towards the true
answer in itself. It is therefore interesting to explore ways to improve the utility
while preserving privacy. We attack this problem by considering the possible
structure that the query induces on the true answers.

1.4 Contribution
The main contributions of this paper are the following

— We propose an information-theoretic framework to reason about both infor-
mation leakage and utility.

— We prove that e-differential privacy implies a bound on the information leak-
age. The bound is tight.

— We prove that e-differential privacy implies a bound on the utility. We prove
that, under certain conditions, the bound is tight.

— We identify a method that, under certain conditions, constructs the random-
ization mechanisms which maximizes utility while providing e-differential
privacy.

1.5 Plan of the paper

The next section introduces some necessary background notions. Section 3 pro-
poses an information-theoretic view of the database query systems, and of its
decomposition in terms of the query and of the randomization mechanisms.
Section 4 shows that differential privacy implies a bound on the min-entropy
leakage, and that the bound is tight. Section 5 shows that differential privacy
implies a bound on the utility, and that under certain conditions the bound is
tight. Furthermore it shows how to construct and optimal randomization mech-
anism. Section 6 discusses related work, and Section 7 concludes. The proofs of
the results are in the appendix.

2 Background

This section recalls some basic notions on differential privacy and information
theory.



2.1 Differential privacy

Roughly, the idea of differential privacy is that a randomized query mechanism
provides sufficient privacy protection if the ratio between the probabilities of
two different entries to originate a certain answer is bound by e, for some given
€ > 0. Dwork’s definition of differential privacy is the following:

Definition 1 ([15]). A randomized function K satisfies e-differential privacy
if for all of data sets D' and D" differing on at most one row, and all S C
Range(K),

Prik(D") € S] < e x Pr[K(D") € S] (1)

2.2 Information theory and interpretation in terms of attacks

In the following, X,Y denote two discrete random variables with carriers X =
{zo,...,xn-1}, ¥ = {v0,. -, Ym—1}, and probability distributions px(-), py (*),
respectively. An information-theoretic channel is constituted of an input X, an
output Y, and the matrix of conditional probabilities py | x (- | -), where py | x (v |
x) represent the probability that Y is y given that X is . We shall omit the
subscripts on the probabilities when they are clear from the context.

Min-entropy In [22], R'ig,%nyi introduced a one-parameter family of entropy
measures, intended as a generalization of Shannon entropy. The R'l'j)%nyi entropy
of order @ ( > 0, a # 1) of a random variable X is defined as H,(X) =
——logy >, c » P(x)*. We are particularly interested in the limit of H, as o

approaches oco. This is called min-entropy. It can be proven that Hu(X) def

limgy o0 Ho(X) = —logy max,cx p(x).

R'ig,%nyi also defined the a-generalization of other information-theoretic no-
tions, like the Kullback-Leibler divergence. However, he did not define the a-
generalization of the conditional entropy, and there is no agreement on what
it should be. For the case a = oo, we adopt here the definition of conditional
min-entropy proposed by Smith in [24]:

Hoo(X |Y) = —log, Y ply) max p(x | y) (2)
yey

Analogously to the Shannon case, we can define the min-entropy leakage I,
as Hoo(X) — Hoo(X | Y'), and the capacity Coo as max,, () loo(X;Y). It has
been proven in [5] that C is obtained at the uniform distribution, and that it
is equal to the sum of the maxima of each column in the channel matrix, i.e.,

Coo =), cymaxzexp(y | o).

Interpretation in terms of attacks: Min-entropy can be related to a model of
adversary who is allowed to ask exactly one question of the form “is X = z7”
(one-try attack). More precisely, Hoo (X ) represents the (logarithm of the inverse



of the) probability of success for this kind of attacks with the best strategy, which
consists, of course, in choosing the x with the maximum probability.

The conditional entropy Hoo(X | V') represents (the logarithm of) the in-
verse of (the expected value of) the probability that the same kind of adversary
succeeds in guessing the value of X a posteriori, i.e. after observing the result of
Y. The complement of this probability is also known as probability of error or
Bayes risk. Since in general X and Y are correlated, observing Y increases the
probability of success. Indeed we can prove formally that Hoo (X |Y) < Hoo(X),
with equality if and only if X and Y are independent. The min-entropy leakage
Io(X;Y) = Hoo(X) — Hoo(X]Y) corresponds to the ratio between the proba-
bilities of success a priori and a posteriori, which is a natural notion of leakage.
Note that it is always the case that Io(X;Y) > 0, which seems desirable for a
good notion of leakage.

3 A model of utility and privacy for statistical databases

In this section we present a model of statistical queries on databases, where noise
is carefully added to protect privacy and, in general, the reported answer to a
query does not need to correspond to the real one. In this model, the notion
of information leakage can be used to measure the amount information that an
attacker can learn about the database by posting queries and analysing their
(reported) answers. Moreover, the model allows us to quantify the utility of the
query, that is, how much information about the real answer can be obtained from
the reported one. This model will serve as the basis for exploring the relation
between differential privacy and information flow.

We fix a finite set Ind = {1,2,...,u} of w individuals participating in
the database. In addition, we fix a finite set Val = {vy,vo,...,v,}, repre-
senting the set of (v different) possible values for the sensitive attribute of
each individual (e.g. disease-name in a medical database)?. The absence of an
individual in the database, if allowed, can be

modeled with one special value in Val (see

the discussion at the end of this section). X Z

A database D = {dp,...,dy—1} is a u-tuple dataset K reported
where each d; € Val is the value of the corre- answer
sponding individual. The set of all databases e-diff. priv.

is X = Val*. Two databases D, D’ are adja- randomized function

cent, written D ~ D’ iff they differ for the
value of exactly one individual.

Let K be a randomized function from X to Z, where Z = Range(K) (see
Figure 1). This function can be modeled by a channel with input and output
alphabets X', Z respectively. This channel can be specified as usual by a matrix of
conditional probabilities pz| x (+|-). We also denote by X, Z the random variables
modeling the input and output of the channel. The definition of differential

Fig. 1. Randomized function K

2 In case there are several sensitive attributes in the database (e.g. salary and security
number in a census database), we can think of the elements of Val as tuples.



privacy can be directly expressed as a property of the channel: it satisfies e-
differential privacy iff

p(z|lz) < ep(z|a’) for all z € Z,z,2" € X with z ~ 2

Intuitively, the correlation between X and Z measures how much information
about the complete database the attacker can obtain by observing the reported
answer. We will refer to this correlation as the leakage of the channel, denoted
by L(X,Z). In Section 4 we discuss how this leakage can be quantified, using
notions from information theory, and we study the behavior of the leakage for
differentially private queries.

We then introduce a random variable Y modeling the true answer to the
query f, ranging over ) = Range(f). The correlation between Y and Z measures
how much we can learn about the real answer from the reported one. We will
refer to this correlation as the wtility of the channel, denoted by U(Y,Z). In
Section 5 we discuss in detail how utility can be quantified, and we investigate
how to construct a randomization mechanism, i.e. a way of adding noise to the
query outputs, so that utility is maximized while preserving differential privacy.

In practice, the randomization mechanism is often oblivious, meaning that the
reported answer Z only depends on the real answer Y and not on the database
X In this case, the randomized function K, seen as channel, can be decomposed
into two parts: a channel modeling the query f, and a channel modeling the
oblivious randomization mechanism #H. The definition of utility in this case is
simplified as it only depends on properties of the sub-channel correspondent
to H. The leakage relating X and Y and the utility relating ¥ and Z for a
decomposed randomized function are shown in Figure 2.

Uility
L l
1 1
: :
X Y Z
— f H
dataset real answer _ reported answer
N randomization .
1 query mechanism 1
! IC (e-diff. priv. randomized function) !
b Leakage . . ;

Fig. 2. Leakage and utility for oblivious mechanisms

Leakage about an individual. As already discussed, £L(X, Z) can be used to quan-
tify the information that the attacker can learn about the database as a whole.
However, protecting the database as a whole is not the main goal of differen-
tial privacy. Indeed, some information will necessarily be revealed, otherwise the
query would not be useful. Instead, differential privacy aims at protecting the
value of any single individual, even in the worst case where the values of all



other individuals are known. To quantify this information leakage we can define
smaller channels, where only the information of a specific individual varies. Let
D~ € Val"! be a (u — 1)-tuple with the values of all individuals but one (the
individual whose degree of protection we want to quantify). We create a channel
K p- whose input alphabet is the set of all databases in which the v — 1 other
individuals have the same values as in D~ . Intuitively, the information leakage
of this channel measures how much information about one particular individual
the attacker can learn if the values of all others are known to be D~ . This leakage
is studied in Section 4.1.

A note on the choice of values. The choice of the set Val depends on the assump-
tions about the attacker’s knowledge. In particular, if the attacker does not know
which individuals participate in the database, a distinguished value in Val could
be interpreted as absence (e.g. 0 or the special value null). As discussed in [15],
a database D" adjacent to D can be though of either being a superset (or subset)
of D with one extra (or missing) row, or being exactly the same database as D
in all rows except from one which has a different (non-nuil) value. Our definition
of ~ with the possibility of null values covers all these cases.

However, an important observation should be made about the choice of Val.
Most often we are interested in protecting the actual value of an individual, not
just his participation in the database. In this case, the definition of differential
privacy (as well as the channels we are constructing) should include databases
with all possible values for each individual, not just the “real” ones. In other
words, to prevent the attacker from finding out the individual’s value, the prob-
ability p(z|z), where x contains the individual’s true value, should be close to
p(z|z") where o’ contains a hypothetical value for this individual.

This might seem unnecessary at first sight, since differential privacy is often
though as protecting an participation of an individual in a database. However,
hiding the participation of an individual does not imply hiding his value. Con-
sider the following example: we aim at learning the average salary of employees
in a small company, and it happens that all of them have exactly the same salary
s. We allow anyone to participate or not, while offering e-differential privacy. If
we only consider s as the value in all possible databases, then the query is always
constant, so answering it any number of times without any noise should satisfy
differential privacy for any € > 0. Since all reported answers are s, the attacker
can deduce that the salary of all employees, including those not participating in
the query, is s. Indeed, the attacker cannot find out who participated, despite
the value of all individuals is revealed.

In other cases, we are only interested in hiding the participation (e.g. in a
database with information about anonymous donations). Thus, Val should be
properly selected according to the application. If participation is known and we
only wish to hide the values, then Val should contain all possible values, e.g., all
possible salaries in the example above. If the values are known and participation
is to be hidden, then Val can contain just the values 0 and 1 denoting absence
and presence respectively. Finally, if both the value and the participation are to
be protected, then Val should contain all values plus null.



4 Leakage

As discussed in the previous section, the correlation £(X,Z) between X and
Z measures the information that the attacker can learn about the database
by observing the reported answers. In this section, we consider min-entropy
leakage as a measure of this information, that is £(X, Z) = I.(X; Z). We then
investigate bounds on information leakage imposed by differential privacy.

Our first result shows that the min-entropy leakage of a randomized function
KC is bounded by a quantity depending on €, the numbers wu, v of individuals and
values respectively. We assume that v > 2.

Theorem 1. If K provides e-differential privacy then the min-entropy leakage
associated to IC is bounded from above as follows:

€

Io(X;Z) < u log, (1)_1)17:66)

Note that this bound B(u,v,e¢) = .
u log, % is a continuous function &0 ya '
in €, has value 0 when ¢ = 0, and con- w00 !
verges to u log, v as € approaches infinity.
Figure 3 shows the growth of B(u,wv,e€) "1
along with ¢, for various fixed values of u 301
and v. 0]

The following result shows that the 0
bound B(u, v, €) is tight. )

Proposition 1. For every u, v, and
€ there exists a randomized function
K which provides e-differential pri-
vacy and whose min-entropy leakage is
I(X; Z) = B(u,v,¢€) for the uniform in-
put distribution.

Fig. 3. Graphs of B(u,v,¢) for u=
100 and v=2 (lowest line), v=10 (in-
termediate line), and v=100 (highest
line), respectively.

Ezxample 1. Assume that we are interested in the eyes color of a certain popu-
lation Ind = {Alice, Bob}. Let Val = {a,b,c} where a stands for absent (i.e.
the null value), b stands for blue, and ¢ stands for coal (black). We can repre-
sent each dataset with a tuple didy, where dy € Val represents the eyes color
of Alice (cases dg = b and dy = c¢), or that Alice is not in the dataset (case
do = a). dy provides the same kind of information for Bob. Note that v = 3.
Fig 4(a) represents the set X of all possible datasets and its adjacency relation.
Fig 4(b) represents the matrix with input X which provides e-differential privacy
and has the highest min-entropy leakage. In the representation of the matrix,

the generic u stands for —#, where a is the highest value in the matrix, i.e.

a= ve _ _3e°
(v—1+e€) (2+e€) "




aa|ablac|bajcalbb|bc|cb|cc
aal|0 1|1 |1]1|2]2|2]|2
abl|1|0]|1(2]2]1|2|1]|2
ac|[1|1]0(2]2]2|1|2]|1
ba||1(2]2|0|1|1]1]|2]|2
cal|l{2]2(1|0|2]|2|1]1
bbl|2(1|2|1]|2]{0]1]1|2
bel|2(2(1]|1]2]1]0]2]|1
cbl|2({1]2(2|1|1]|2]|0]1
ccl|2(21(2(1|2]|1]1]0
(a) The datasets and their (b) The representation of
adjacency relation the matrix

Fig. 4. Universe and highest min-entropy leakage matrix giving e-differential privacy
for Example 1.

Note that the bound B(u, v, €) is guaranteed to be reached with the uniform
input distribution. We know from the literature [5,24] that the I of a given
matrix has its maximum in correspondence of the uniform input distribution,
although it may not be the only case.

The construction of the matrix for Proposition 1 gives a square matrix of
dimension v* x v". Often, however, the range of K is fixed, as it is usually
related to the possible answers to the query f. Hence it is natural to consider
the scenario in which we are given a number r < v*, and want to consider only
those K’s whose range has cardinality at most r. Could we, in this restricted
setting, find a better bound than the one given by Theorem 17 The following
proposition answers this question.

Proposition 2. Let K be a randomized function and let r = |Range(K)|. If K

provides e-differential privacy then the min-entropy leakage associated to K is
bounded from above as follows:

IOO(X7Z) S 1Og2

(’U — 1+ ee)é _ (ee)l + (ee)u
where £ = |log, r|.

Note that this bound can be much smaller than the one provided by Theo-
rem 1. For instance, if » = v this bound becomes:

) ee)u

logg — )
B2 T (e€)u

which for large values of u is much smaller than B(u, v, €).

Let us clarify that there is no contradiction with the fact that the bound
B(u,v,¢€) is strict: in fact it is strict when we are free to choose the range, but
here we fix the dimension of the range.



4.1 Measuring the leakage about an individual

As discussed in Section 3, the main goal of differential privacy is not to protect
information about the complete database, but about each individual. To cap-
ture the leakage about a certain individual, we start from a tuple D~ € Val*~!
containing the given (and known) values of all other u — 1 individuals. Then we
create a channel whose input Xp- ranges over all databases where the values
of the other individuals are exactly those of D™ and only the value of the se-
lected individual varies. Intuitively, I, (X p-; Z) measures the leakage about the
individual’s value where all other values are known to be as in D~. As all these
databases are adjacent, differential privacy provides a stronger bound for this
leakage.

Theorem 2. If K provides e-differential privacy then for all D~ € Val*™' the
min-entropy leakage about an individual is bounded from above as follows:

Ioo(Xp-; Z) < logy €

Note that this bound is stronger than the one of Theorem 1. In particular,
it depends only on € and not on u, v.

5 Utility

As discussed in Section 3, the utility of a randomized function K is the correlation
between the real answers Y for a query and the reported answers Z. In this
section we analyze the utility U(Y, Z) using the classic notion of utility functions
(see for instance [3]).

For our analysis we assume an oblivious randomization mechanism. As dis-
cussed in Section 3, in this case the system can be decomposed into two channels,
and the utility becomes a property of the channel associated to the randomiza-
tion mechanism H which maps the real answer y € ) into a reported answer
z € Z according to given probability distributions pz|y (:|-). However, the user
does not necessarily take z as her guess for the real answer, since she can use
some Bayesian post-processing to maximize the probability of success, i.e. a right
guess. Thus for each reported answer z the user can remap her guess to a value
y' € Y according to some strategy that maximizes her expected gain. For each
pair (y,y), with y,y" € Y, there is an associated value given by a gain (or utility)
function g(y,y’) that represents a score of how useful it is for the user to guess
the value ¢y’ as the answer when the real answer is v.

It is natural to define the global utility of the mechanism H as the expected
gain:

Uy, z)=> pu) > p'v)g.y) (3)

where p(y) is the prior probability of real answer y, and p(y’|y) is the probability
of user guessing ¢y’ when the real answer is y.

10



Assuming that the user uses a remapping function p(z) : 2 — Y, we can
derive the following characterization of the utility. We will use J, to represent
the probability distribution which has value 1 on x and 0 elsewhere.

UY,2)=> o) > pW'v)g(y.y) (by (3))

=> pw)) (ZP(ZIy)p(y’IZ)> 9(y.y")

y’

= ) (Z p(ZIy)5p<z>(y’)> 9(y.y') (by remap y" = p(z))

4 z

= ") > (=)D 0p )9y y)
= pW.2) Y 0,9y y)
=3 ply, g(y. (=)

A very common utility function is the binary gain function, which is defined
as goin(v,y') = 1if y = ¢’ and guin(y,y’) = 0if y # y'. The rationale behind this
function is that, when the answer domain does not have a notion of distance,
then the wrong answers are all equally bad. Hence the gain is total when we
guess the exact answer, and is 0 for all other guesses. Note that if the answer
domain is equipped with a notion of distance, then the gain function could take
into account the proximity of the reported answer to the real one, the idea being
that a close answer, even if wrong, is better than a distant one.

In this paper we do not assume a notion of distance, and we will focus on
the binary case. The use of binary utility functions in the context of differential
privacy was also investigated in [17]3.

By substituting g with gpi, in the above formula we obtain:

UY,Z) = p(y,2)8,(p(2)) (4)

which tells us that the expected utility is the greatest when p(z) = y is chosen to
maximize p(y, z). Assuming that the user chooses such a maximizing remapping,
we have:

uy.z)=> maxp(y, 2) (5)

This corresponds to the converse of the Bayes risk, and it is closely related to
the min conditional entropy and to the min-entropy leakage:

Hoo(ylz) = _IOgQM(Ya Z) IOO(Y7Z) = HOO(X) +10g2u(Ya Z)

3 The authors of [17] used the dual notion of loss functions instead of gain functions,
but the final result is equivalent.

11



5.1 A bound on the utility

In this section we show that the fact that /C provides e-differential privacy induces
a bound on the utility. We start by extending the adjacency relation ~ from the
datasets X to the answers ). Intuitively, the function f associated to the query
determines a partition on the set of all databases (X, i.e. Val"), and we say that
two classes are adjacent if they contain an adjacent pair. More formally:

Definition 2. Given y,y’ € YV, with y # ', we say that y and y' are adjacent
(notation y ~ '), iff there exist D, D" € Val" with D ~ D' such that y = f(D)
and y' = f(D").

Since ~ is symmetric on databases, it is also symmetric on ), therefore
also (), ~) forms an undirected graph. We define the distance dist between two
elements y, 4y’ € ) as the length of the minimum path from y to 3’. For a given
natural number d, we use Border(y) to denote the set of elements at distance
d from y, i.e.

Borderq(y) = {y' | dist(y,y') = d}

We recall that a graph automorphism is a permutation of its vertices that pre-
serves its edges. If o is a permutation of S then an orbit of o is a set of
the form {o’(s)|i € N} where s € S. A permutation has a single orbit iff
{o'(s)|i e N} = S for all s € S.

We are now ready to give a bound on the utility:

Theorem 3. Let H be a randomization mechanism for the randomized function
K and the query f, and assume that KC provides e-differential privacy. Assume
that (Y, ~) admits a graph automorphism with only one orbit. Furthermore,
assume that there exists a natural number ¢ and an element y € Y such that, for
every d, either |Borderq(y)| = 0 or |Border(y)| > c¢. Then

(e9)"(1 =€)

U(X; Y) < (ee)n(l — ee) + C(l - (eﬁ)n)

where n is the mazimum distance from y in Y.

The bound provided by the above theorem is strict, in the sense that, when
| Borderq(y)| is exactly ¢ for every d, then we can construct a randomization
mechanism H whose utility achieves the equality in the equation of Theorem 3
and that still provides e-differential privacy. This randomization mechanism is
therefore optimal, in the sense that it provides the maximum possible utility
for the given e. In the next section we will define formally such an optimal
randomization mechanism.

5.2 Constructing an optimal randomization mechanism

Given a query f, and a differential privacy requirement e, it is important to
design the randomization mechanism # in such a way that (together with f) it
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provides e-differential privacy, but without sacrificing too much on the utility.
We show a method to construct the optimal H, at least in some particular cases.

Assume f: X — Y, and consider the graph structure (), ~) determined by
f- Let n be the maximum distance between two nodes in the graph and let ¢ be
an integer. We construct the matrix M of conditional probabilities associated to
‘H as follows. For every column z € Z and every row y € ), define

a .
pziy (zly) = L where d = dist(y, z) and (6)

()1 =)
(T —e) Fe(l= (")

o =

The following theorem guarantees that the randomization mechanism H de-
fined above is well defined and optimal, under certain conditions.

Theorem 4. Let f : X — Y be a query and let € > 0. Assume that (Y, ~)
admits a graph automorphism with only one orbit, and that there exists ¢ such
that, for every y € Y and every natural number d, either |Borderq(y)] = 0
or |Borderq(y)| = c. Then, for such c, the definition in (6) determines a legal
channel matriz for H, i.e., for each y € Y, pzy(-ly) is a probability distribu-
tion. Furthermore, the composition K of f and H provides e-differential privacy.
Finally, H is optimal in the sense that it maximizes utility when the distribution
of Y is uniform.

The conditions for the construction of the optimal matrix are strong, but
there are some interesting scenarios in which they are satisfied. Depending on
the degree of connectivity ¢, we can have L%J — 1 different cases (note that the
case of ¢ = 1 is not possible because the datasets are fully connected via their
adjacency relation), whose extremes are:

— (Y,~) is a ring, i.e. every element has exactly two adjacent elements. This
is similar to the case of the counting queries considered in [17], with the
difference that our “counting” is in arithmetic modulo |Y|.

— (Y, ~) is a clique, i.e. every element has exactly |J| — 1 adjacent elements.

Remark 1. Note that when we have a ring with an even number of nodes the
conditions of Theorem 4 are almost met, except that |Borderq(y)| = 2 for d < n,
and |Bordery(y)| = 1 for d = n, where n is the maximum distance between two

nodes in Y. In this case, and if (e€)? > 2, we can still construct a legal matrix
by doubling the value of such elements. Namely, by defining

a . .
pz)y (2ly) = QW if dist(y,z) =n

For all the other elements the definition remains as in (6).
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Remark 2. Note that our method can be applied also when the conditions of
Theorem 4 are not met: We can always add “artificial” adjacencies to the graph
structure so to meet those conditions. Namely, for computing the distance in
(6) we use, instead of (), ~), a structure (), ~’) which satisfies the conditions
of Theorem 4, and such that ~ C ~’. Naturally, the matrix constructed in this
way provides e-differential privacy, but in general is not optimal. Of course, the
smaller ~' is, the highest is the utility.

The matrices generated by our algorithm above can be very different, depend-
ing on the value of ¢. The next two examples illustrate queries that give rise to
the clique and to the ring structures, and show the corresponding matrices.

Ezxample 2. Consider a database with electoral information where rows corre-
sponds to voters. Let us assume, for simplicity, that each row contains only
three fields:

— ID: a unique (anonymized) identifier assigned to each voter;
— CITY: the name of the city where the user voted;
— CANDIDATE: the name of the candidate the user voted for.

Consider the query “What is the city with the greatest number of votes for a
given candidate?”. For this query the binary function is a natural choice for the
gain function: only the right city gives some gain, and any wrong answer is just
as bad as any other.

It is easy to see that every two answers are neighbors, i.e. the graph structure
of the answers is a clique.

Let us consider the scenario where CITY={A,B,C,D,E,F} and assume for
simplicity that there is a unique answer for the query, i.e., there are no two
cities with exactly the same number of individuals voting for a given candidate.
Table 1 shows two alternative mechanisms providing e-differential privacy (with
e = log2). The first one, M, is based on the truncated geometric mechanism
method used in [17] for counting queries (here extended to the case where every
two answers are neighbors). The second mechanism, Ms, is the one we propose
in this paper. Taking the input distribution, i.e. the distribution on Y, as the
uniform distribution, it is easy to see that U(M;) = 0.2243 < 0.2857 = U(M3).

(a) M;i: truncated geometric mechanism (b) Maz: our mechanism
In/Out] A | B|C[D ]| E]F ] In/Out| A[|B][C|D|E]|F|
A ]0.535[0.060]0.052]0.046]0.040]0.267 A |)2/7[L/7 /77T
B |0.465]0.069]0.060/0.0530.046]0.307 B |[1/72/7[1/7\1/7[1/7(1]7
C |[0-405]0.060]0.069[0.060[0.053|0.353 ToR i id B Y Y Yk
D [|0.353[0.053[0.060]0.069|0.060|0.405 D |[1/7[1/7[i /7271717
E |0.307]0.046]0.053]0.060]0.069]0.465 B |1/7[1/7]1/711/72/7|1]7
F_ ]0.267]0.040]0.046]0.052]0.060[0.535 F[1/7[1/71/7 (1 /71/7|2]7

Table 1. Mechanisms for the city with higher number of votes for a given candidate
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Even for non-uniform distributions, our mechanism still provides better utility.
For instance, for p(A) = p(F) = 1/10 and p(B) = p(C) = p(D) = P(F) = 1/5,
we have U(M;) = 0.2412 < 0.2857 = U(M>). This is not too surprising: the
Laplacian method and the geometric mechanism work very well when the domain
of answers is provided with a metric and the utility function takes into account
the proximity of the reported answer to the real one. It also works well when
(¥, ~) has low connectivity, in particular in the cases of a ring and of a line. But
in this example, we are not in these cases, because we are considering binary
gain functions and high connectivity.

Ezample 3. Let us consider the same database as the previous example, but now
assume a counting query of the form “What is the number of votes for candidate
cand ?”. Tt is easy to see that each answer has at most two neighbors. More
precisely, the graph structure on the answers is a line. For illustration purposes,
let us assume that only 5 individuals have participated in the election. Table 2
shows two alternative mechanisms providing e-differential privacy (e = log2):
the truncated geometric mechanism M; proposed in [17] and the mechanism we
propose Ms, where ¢ = 2 and n = 3. Note that in order to apply our method we
have first to apply Remark 2 to transform the line into a ring, and then Remark 1
to handle the case of the elements at maximal distance from the diagonal.

Le us consider the uniform prior distribution. We see that the utility of M is
higher than the utility of Ma, in fact the first is 4/9 and the second is 4/11. This
does not contradict our theorem, because our matrix is guaranteed to be optimal
only in the case of a ring structure, not a line as we have in this example. If the
structure were a ring, i.e. if the last row were adjacent to the first one, then M;
would not provide e-differential privacy. In case of a line as in this example, the
truncated geometric mechanism has been proved optimal [17].

(a) Mi: truncated i-geom. mechanism (b) Ma: our mechanism
MIn/Out]]| 0 J1 [2[3[]4[5] MmOuf] 0] 1 [2]3[]4]5]
0 [[2/3]1/6 [1/12[1/24]1/48]1/48 0 [[4/11[2/11]1/11[1/11]1/11]2/11

1/3]1/3[1/6 [1/12[1/241/24
1/6 | 1/6|1/3]1/6 [1/12[1/12
1/12[1/12[1/6 | 1/3[1/6 | 1/6
1/24[1/24(1/12[1/6 | 1/3[1/3
1/481/48[1/24(1/12[ 1/6 | 2/3

2/11[4/11|2/11|1/11[1/11[1/11
1/11[2/11[4/11]2/111/11[1/11
1/11[1/11[2/11]4/11[2/11[1/11
1/11[1/11[1/11]2/11[4/11[2/11
2/11[1/11|1/11|1/11[2/11]4/11

O | W N =
O | W N —

Table 2. Mechanisms for the counting query (5 voters)

6 Related work

As far as we know, the first work to investigate the relation between differen-
tial privacy and information-theoretic leakage for an individual was [1]. In this
work, a channel is relative to a given database z, and the channel inputs are all
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possible databases adjacent to z. Two bounds on leakage were presented, one
for the Shannon entropy, and one for the min-entropy. The latter corresponds to
Theorem 2 in this paper (note that [1] is an unpublished report).

Barthe and Ko6pf [2] were the first to investigates the (more challenging) con-
nection between differential privacy and the min-entropy leakage for the entire
universe of possible databases. They consider only the hiding of the participa-
tion of individuals in a database, which corresponds to the case of v = 2 in
our setting. They consider the “end-to-end differentially private mechanisms”,
which correspond to what we call K in our paper, and propose, like we do, to
interpret them as information-theoretic channels. They provide a bound for the
leakage, but point out that it is not tight in general, and show that there cannot
be a domain-independent bound, by proving that for any number of individual
u the optimal bound must be at least a certain expression f(u,¢). Finally, they
show that the question of providing optimal upper bounds for the leakage of IC
in terms of rational functions of € is decidable, and leave the actual function as
an open question. In our work we used rather different techniques and found
(independently) the same function f(u,€) (the bound B(u,v,€) in Theorem 1
for v = 2), but we proved that f(u,€) is the optimal bound®.

Clarkson and Schneider also considered differential privacy as a case study
of their proposal for quantification of integrity [9]. There, the authors analyzed
database privacy conditions from the literature (such as differential privacy, k-
anonymity, and I-diversity) using their framework for utility quantification. In
particular, they studied the relationship between differential privacy and a notion
of leakage (which is different from ours - in particular their definition is based
on Shannon entropy) and they provided a tight bound on leakage.

Heusser and Malacaria [18] were among the first to explore the application
of information-theoretic concepts to databases queries. They proposed to model
database queries as programs, which allows for statical analysis of the informa-
tion leaked by the query. However [18] did not attempt to relate information
leakage to differential privacy.

In [17] the authors aimed at obtaining optimal-utility randomization mecha-
nisms while preserving differential privacy. The authors proposed adding noise to
the output of the query according to the geometric mechanism. Their framework
is very interesting because it provides us with a general definition of utility for
a randomization mechanism M that captures any possible side information and
preference (defined as a loss function) the users of M may have. They proved that
the geometric mechanism is optimal in the particular case of counting queries.
Our results in Section 5 do not restrict to counting queries, but on the other
hand we only consider the case of binary loss function.

* When discussing our result with Barthe and K&pf, they said that they also conjec-
tured that f(u,e€) is the optimal bound.
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7 Conclusion and future work

An important question in statistical databases is how to deal with the trade-off
between the privacy offered to the individuals participating in the database and
the utility provided by the answers to the queries. In this work we proposed
a model integrating the notions of privacy and utility in the scenario where
differential-privacy is applied. We derived a strict bound on the information
leakage of a randomized function satisfying e-differential privacy and, in addition,
we studied the utility of oblivious differential privacy mechanisms. We provided a
way to optimize utility while guaranteeing differential privacy, in the case where
a binary gain function is used to measure the utility of the answer to a query.

As future work, we plan to find bounds for more generic gain functions,
possibly by using the Kantorovich metric to compare the a priori and a posteriori
probability distributions on secrets.
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Appendix

Notation

In the following we assume that A and B are random variables with carriers A
and B, respectively. Let M be a channel matrix with input A and output B. We
recall that the matrix M represents the conditional probabilities pg|a(:|-). More
precisely, the element of M at the intersection of row a € A and column b € B
is Moy = ppja(bla). Note that if the matrix M and the input random variable
A are given, then the output random variable B is completely determined by
them, and we use the notation B(M, A) to represent this dependency. We also
use H (A) to represent the conditional min-entropy He (A|B(M, A)). Similarly,
we use IM(A) to denote I (A; B(M, A)).
We denote by M|[l — k] the matrix obtained by “collapsing” the column [
into k, i.e.
Mg+ My j=k
M[l—)k]iﬁj: 0 _j:l

M; ; otherwise

Given a partial function p : A — B, the image of A under p is p(A) =
{p(a)la € A, p(a) # L}, where L stands for “undefined”.

In the proofs we need to use several indices, hence we typically use the letters
i,j, h, k,l to range over rows and columns (usually 4, h, ! range over rows and j, k
range over columns). Given a matrix M, we denote by max/ M the maximum
value of column j over all rows i, i.e. max? M = max; M, ; .

Proofs

For the proofs, it will be useful to consider matrices with certain symmetries.
In particular, it will be useful to transform our matrices in square matrices
having the property that the elements of the diagonal contain the maximum
values of each column, and are all equal. This is the purpose of the following
two lemmata: the first one transforms a matrix into a square matrix with all
the column maxima in the diagonal, and the second makes all the elements
of the diagonal equal. Both transformations preserve e-differential privacy and
min-entropy leakage.

Leakage

In this part we prove the results about the bounds on min-entropy leakage. In
the following lemmata, we assume that M has input A and output B, and that
A has a uniform distribution.

Lemma 1. Given an nxm channel matriz M with n < m, providing e-differential
privacy for some € > 0, we can construct a square n X n. channel matriz M’ such
that:
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1. M provides e-differential privacy.
2. M}, =max'M' for all i € A, i.e. the diagonal contains the mazimum values

of tilLe columns.
3. HM (A) = HM(A).

Proof. We first show that there exists an n x m matrix N and an injective total
function p : A — B such that:

ip(i) = maxP(O N for all i € A,
— N;; =0 for all j € B\p(A) and all i € A.

We iteratively construct p, N “column by column” via a sequence of approxi-
mating partial functions ps and matrices Ny (0 < s < m).

— Initial step (s = 0).
Define pg(i) = L for all i € A and Ny = M.

— sth step (1 < s <m).
Let j be the s-th column and let i € A be one of the rows containing the
maximum value of column j in M, i.e. M; ; = max/ M. There are two cases:
1. ps—1(i) = L: we define

ps = ps—1 U{i > j}
Ns = stl

2. ps—1(1) = k € B: we define

Ps = Ps—1
Ny = Ny_1[j — k]

Since the first step assigns j in p, and the second zeroes the column j in Ny,
all unassigned columns B\ p,, (A) must be zero in N,,,. We finish the construction
by taking p to be the same as p,, after assigning to each unassigned row one of
the columns in B\ p;,,(A) (there are enough such columns since n < m). We also
take N = N,,. Note that by construction N is a channel matrix.

Thus we get a matrix NV and a function p : A — B which, by construction,
is injective and satisfies N; ;) = max”W N for all i € A, and N; ; = 0 for all
Jj € B\p(A) and all i € A. Furthermore, N provides e-differential privacy because
each column is a linear combination of columns of M. It is also easy to see that
>, max! N = 3~ max/ M, hence HY(A) = H)!(A) (remember that A has the
uniform distribution).

Finally, we create our claimed matrix M’ from N as follows: first, we eliminate
all columns in B\ p(A). Note that all these columns are zero so the resulting
matrix is a proper channel matrix, provides differential privacy and has the same
conditional min-entropy. Finally, we rearrange the columns according to p. Note
that the order of the columns is irrelevant, any permutation represents the same
conditional probabilities thus the same channel. The resulting matrix M’ is nxn
and has all maxima in the diagonal. O
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Lemma 2. Let M be a channel with input and output alphabets A =B = Val,
and let ~ be the adjacency relation on Val* defined in Section 3. Assume that
the mazimum value of each column is on the diagonal, that is M;; = max'M
for all i € A. If M provides e-differential privacy then we can construct a new
channel matriz M’ such that:

1. M’ provides e-differential privacy;

2. Mi/’i = MA,L for alli,h € A i.e. all the elements of the diagonal are equal;
3 M, = max*M’ for all i € A;

4o HM(4) = HY (4),

Proof. Let k,l € Val". Recall that dist(k,l) (distance between k and [) is the
length of the minimum ~-path connecting k and [, i.e. the number of individuals
in which k£ and [ differ. Since A = B = Val" we will use dist(-,-) also between
rows and columns. Recall also that Borderq(h) = {k € B|dist(h,k) = d}. For
typographical reasons, in this proof we will use the notation B 4 to represent
Borderq(h), and d(k,1) to represent dist(k,1).

Let n = |A| = v*. The matrix M’ is given by

M}/L,k = Z Z M;

n B
| hod(h.k) | €A JEB; a(n,k)

We first show that this is a well defined channel matrix, namely >, .5 M} , =1
for all h € A. We have

D M=) =, ) My

n B
keB keB [Bhach,p)l zGAJEBZ k)
_ E E | | E M; ;
"icaken Phdk) jep

Let A ={0,...,u}. Note that B = (J e o B4, and these sets are disjoint, so the
summation over k € I3 can be split as follows

YT Y =

2. My

1Br.dl

i€AdEAKEBR, 4 JEB; 4
1 1
a2 D My )
iEAdGAjEBi,d kGBhyd ’

1 . .
as ZkeBh,d Bod = 1, we obtain

PPN

i€AdEA jEB; 4
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and now the summations over j can be joined together
1
SR WIIEY
i€eAjEB

We now show that the elements of the diagonal have the intended properties.
First, we show that the elements of the diagonal are all the same. We have that
Bi.ach,n) = Bio = {i} for all h € A, and therefore:

1
My =~ > M
€A

Then, we show that they are the maxima for each column. Note that |B; 4 =
(i) (v = 1)¢ which is independent from i. We have:

Mllz,k: Z Z M;

n B
1B -d(h,k) | i€EAFEB; acn,k)

| /\

Z Z M, ; (M has maxima in the diag.)
1€AFEB; d(h,k)

_ Z 1Bi,agh,i| k)|
= |

Bhdhk)'

”|Bh d(hi)|

/
“n Z Mii =M
€A

It easily follows that >, max/ M’ = 37 max/ M which implies that H2!(A) =
HM' (A).
It remains to show that M’ provides e-differential privacy, namely that

M, <eMy, Vhh ke A:h~N
Since d(h,h') = 1, by the triangular inequality we derive:
d(h', k) — 1 < d(h,k) < d(W, k) + 1
Thus, there are exactly 3 possible cases:

1. d(h, k) = d(W', k).
The result is immediate since M,’Lk = M'/,k.

2. d(h, k) =d(I k) —
Define

Sij = {i’' e Bi,d(i,j)+1|jl ~J}
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Note that |S; ;| = (u—d(i,j))(v—1) (i and j are equal in u—d(7, j) elements,
and we can change any of them in v — 1 ways). The following holds:

M, ; < e M, Vi e S (diff. privacy) =
(u—d(i,7))(v—1)M; ; <e Z M; (sum of the above) =
J'€8i;
> (w—dhk)w-1)M;<e Y > M (sum over j)
JEBi d(h.k) JEB: d(h,k) I E€Si,j

Let d = d(h,k). Note that each j' € B; 441 is contained in exactly d + 1
different sets S; j,j € B; 4. So the right-hand side above sums all elements
of B; a+1, d + 1 times each. Thus we get

(u—d)(v—1) Y M;<e (d+1) > M (7)

JEB.a JEB at1

Finally, we have

1
M}Q,k = T Zz: Z M; ;

€EAjJEB; a4
1 d+ 1
< e = Miy' (fI‘OHl (7))
n(d) (U - 1)d ( ;J€;+1 '
< e ( ,U_ld-i-lz Z MJ
i€ AJEB; at1
=My

3. d(h, k) =d(h,k)+1
Symmetrical to the the case d(h,k) = d(h', k) — 1.

We are now ready to prove our first main result.

Theorem 1. If K provides e-differential privacy then the min-entropy leakage
associated to K is bounded from above as follows:

ve

Ioo(X;Z) < u logy =1t

Proof. Let us assume, without loss of generality, that |[X| < |Z| (if this is not
the case, then we add enough zero columns, i.e. columns containing only 0’s, so
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to match the number of rows. Note that adding zero columns does not change
the min-entropy leakage).

For our proof we need a square matrix with all column maxima on the diago-
nal, and all equal. We obtain such a matrix by transforming the matrix associated
to K as follows: first we apply Lemma 1 to it (with A = X and B = Z), and
then we apply Lemma 2 to the result of Lemma 1. The final matrix M has size
n x n, with n = |X| = v¥, provides e-differential privacy, and for all rows ¢, h we
have that M;; = My, j, and M, ; = max’ M. Furthermore, Ié”of (X) is equal to the
min-entropy leakage of K.

Let us denote by « the value of every element in the diagonal of M, i.e.
a = M,;; for every row i. Note that for every j € Borderq(i) (i.e. every j
at distance d from a given ¢) the value of M;; can be at most (Ae{W’ hence
M;; < ﬁ Furthermore each element j at distance d from ¢ can be obtained
by changing the value of d individuals in the wu-tuple representing i. We can
choose those d individuals in (Z) possible ways, and for each of these individuals
we can change the value (with respect to the one in i) in v — 1 possible ways.
Therefore |Border4(i)| = (%) (v — 1)%, and we obtain:

i <§> (v~ l)d(;)d < iM”

d=0

Since each row represents a probability distribution, the elements of row ¢ must
sum up to 1. Hence:

> (315 <

d=0

Now we apply some simple transformations:

;(z>(”‘1)d<eﬁ>d ==
§<3>(”1)d<e?>d ==
o ()1 < e
d=0

Since «a “Vw-1)(e) = (v-1 +¢)" (binomial expansion), we obtain:
d

@ = (v—ireﬁ)u )
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Therefore:
IOOM(X) = Hoo(X) - HM(X) (by definition)
1
=1 v 41 E —
0gy v + log, : an

= logy v* + log,

€

u € “
< logy v* +log, <m> (by (8) )
oyl ve’
- OgQU—l—i—eE

O
Next proposition shows that the bound obtained in previous theorem is tight.

Proposition 1. For every u, v, and € there exists a randomized function C which
provides e-differential privacy and whose min-entropy leakage, for the uniform
input distribution, is I, (X; Z) = B(u, v, €).

Proof. The adjacency relation in X’ determines a graph structure Gy. Set Z = X
and define the matrix of I as follows:

B
prc(zlx) = % where d is the distance between x and 2 in Gy

It is easy to see that pi(-|x) is a probability distribution for every z, that K
provides e-differential privacy, and that I (X; Z) = B(u,v,¢). O

We consider now the case in which |Range(K)| is bounded by a number
smaller than v".

In the following when we have a random variable X, and a matrix M with
row indices in A C X, we will use the notations H (X)) and I (X) to represent
the conditional min-entropy and leakage obtained by adding “dummy raws” to
M, namely rows that extend the input domain of the corresponding channel
so to match the input X, but which do not contribute to the computation of
HOIZI, (X). Note that it is easy to extend M this way: we only have to make sure
that for each column j the value of each of these new rows is dominated by
max? M.

We will also use the notation ~,, and ~y to refer to the standard adjacency
relations on Val" and Val’, respectively.

Lemma 3. Let K be a randomized function with input X, where X = Val™?,
providing e-differential privacy. Asssume that v = |Range(K)| = v, for some
{ < u. Let M be the matrixz associated to K. Then it is possible to build a square
matriz M’ of size v’ x v*, with row and column indices in A C X, and a binary
relation ~'C Ax A such that (A,~') is isomorphic to (Val®, ~y), and such that:
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1. M}, < (e€)u—t+d M ; for alli,j,k € A, where d is the ~'-distance between
7 and k.

2. M, =M, for alli,h € A, i.e. elements of the diagonal are all equal

3. Mi'ﬂ- =max'M' for alli € A, i.e. the diagonal contains the mazimum values

of the columns.
4. HI(X) = HY(X).

Proof. We first apply a procedure similar to that of Lemma 1 to construct a
square matrix of size v’ x v’ which has the maximum values of each column in
the diagonal. (In this case we construct an injection from the columns to rows
containing their maximum value, and we eliminate the rows that at the end are
not associated to any column.) Then define ~’ as the projection of ~,, on Val®.
It is easy to see that point 1 in this lemma is satisfied by this definition of ~'.
Finally, apply the procedure in Lemma 2 (on the structure (A, ~')) to make all
elements in the diagonal equal. Note that this procedure preserves the property
in point 1, and conditional min-entropy. Hence HM' (X)) = HM(X). O

Proposition 2. Let K be a randomized function and let r = |Range(K)|. If K
provides e-differential privacy then the min-entropy leakage associated to K is
bounded from above as follows:

r (66>’U.

Toel X3 2) < og (et — (@t 1 (o)

where ¢ = |log, 7].

Proof. Assume first that 7 is of the form v¢. We transform the matrix M associ-
ated to KC by applying Lemma 3, and let M’ be the resulting matrix. Let us denote
by «a the value of every element in the diagonal of M’,i.e. o = lez for every row
i, and let us denote by Border’ (i) the set of elements whose ~’-distance from
i is d. Note that for every j € Border’y(i) we have that M], < M; (e€)u—t+d,
hence o
Mij < (oyetra

Furthermore each element j at ~’-distance d from i can be obtained by changing
the value of d individuals in the ¢-tuple representing ¢ (remember that (A, ~')
is isomorphic to (Val®, simg)). We can choose those d individuals in (fl) possible
ways, and for each of these individuals we can change the value (with respect to
the one in 7) in v — 1 possible ways. Therefore

| Border’ 4(i)| = <fz) (v—1)2

Taking into account that for M/, we do not need to divide by (e€)*~*+%, we
obtain:

14
4 4«
0+ Y ()0 V0 e = S
d=1 j
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Since each row represents a probability distribution, the elements of row ¢ must
sum up to 1. Hence:

u

a+ D () 0= 0 i <1 o)

d=1

By performing some simple calculations, similar to those of the proof of Theo-
rem 1, we obtain:
(e)"

S =1t e) = @)+ ()"

Therefore:

IM(X) = Hyo(X) — HY'(X) (by definition)

— 1
= logy v* + log, Z s

= (10)
log, v* + log, s + logy (v @)

,UE (ee)u
v—1+4 ee)é _ (ee)é + (ee)u

< log, ( (by (9) )

Consider now the case in which r is not of the form v*. Let £ be the maximum
integer such that v* < r, and let m = r — v’. We transform the matrix M
associated to IC by collapsing the m columns with the smallest maxima into
the m columns with highest maxima. Namely, let ji,j2,...,jm the indices of
the columns which have smallest maxima values, i.e. max/* M < max/M for
every column j # ji,7ja,...,Jm. Similarly, let k1, ko, ..., k,, be the indexes of
the columns which have maxima values. Then, define

N = M[jr = ka][jo — ko] ... [jm — k]
Finally, eliminate the m zero-ed columns to obtain a matrix with exactly v*
columns. It is easy to show that
r
IX(X) < IOJ\OI(X)W
After transforming N into a matrix M’ with the same min-entropy leakage as
described in the first part of this proof, from (10) we conclude
r (ee)u

(U — 14+ ee)é _ (ee)é + (ee)u

’ T
LX) < 1/(X) 7 < log,

O

We now turn our attention to the min-entropy leakage associated to an indi-
vidual.
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Lemma 4. If a randomized function K : A — B respects an e-ratio in the sense
that pic(bla’) < e - px(bla”) for all o’ ,a” € A and b € B, then the min-entropy
leakage from A to B is bounded by:

IOO(A7B) < 610g2 e

Proof. For clarity reasons, in this proof we use the notation p(b|A = a) for the
probability distributions pi(b|A = a) associated to K.

—Hy(A|B) =log, >, p(b) max, p(al|b) (by definition)
~ log, 37, max, (p(8) p(alb))
=log, >, max,(p(a) p(bla)) (by the Bayes theorem)

< log, >, max,(p(a) e p(bla))  (by hypothesis on K, for some fixed a)
— log, 35, € p(bla) max, p(a)

— log, (e maxa p(a) X2, p(6]2)

= log, (e max, p(a)) (by probability laws)

= log, e + log max, p(a)

=elogye — Hyo(A) (by definition)

Therefore:

Hoo(A|B) > Hog(a) — €logy e (11)
This gives us a bound on the min-entropy leakage:
< clog e (by (11))

O

Theorem 2. If K provides e-differential privacy then for all D~ € Val"~' the
min-entropy leakage about an individual is bounded from above as follows:

Ioo(Xp-3;Z) <logy e
Proof. By construction, the elements of Xp- are all adjacent. Hence Kp- re-

spects an e-ratio. Thus we are allowed to apply Lemma 4 (with X = Xp- and
K = Kp-), which gives immediately the intended result. O
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Utility

In this part we prove the results on utility. We start with a lemma which plays
a role analogous to Lemma 2, but for a different kind of graph structure: in this
case, we require the graph to have an automorphism with a single orbit.

Lemma 5. Let M be the matriz of a channel with the same input and output
alphabet A. Assume an adjacency relation ~ on A such that the graph (A, ~)
has an automorphism o with a single orbit. Assume that the mazimum value
of each column is on the diagonal, that is M;; = max'M for alli € A. If M
provides e-differential privacy then we can construct a new channel matriz M’
such that:

1. M’ provides e-differential privacy;
2. M, = M}Iuh for alli,h € A;

38 M, = max‘ M’ for all i € A;

4 H(A) = HY'(A).

Proof. Let n = |A|. For every h,k € A let us define the elements of M’ as:

n—1
1
My = - Z Mihy,oi(r)
1=0

First we prove that M’ provides e-differential privacy. For every pair h ~ [ and
every k:

n—1
M= > Mo ().t (r)
i=0
n—1
< Z e Meyi(1),0 () (by e-diff. privacy, for some [ s.t. p(a?(h')) = k)
=0
= eﬁMz/,k

Now we prove that for every h, M, ,’1 is a legal probability distribution. Remember
that {o%(k)|0 <i <n—1} = A since o has only one orbit.

n—1 n—1_, n—1
oM =) % > Mainy,oi(i)s
k=0 k=0 =0
n—1 1 n—1
= =D Moot
' k=0

=0 =
n—1

1 (since {o?(k)|0<i<n—1}=A)

I
Hﬂ'
=
S
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Next we prove that the diagonal contain the maximum values of the columns,
i.e., for every k, M/ , = max*M'.

n—1
1
M, - Z Mgi(ry,o (k)
k=0

Y]

n—1
1 i
E Z Ma-i(h),a-i(k) (since M(Ti(h),ai(h) — max® (h)M)
k=0
= My,
Finally, we prove that Ié\g/ (4) = I%(A). It is enough to prove that Hol\é[, (4) =
HY'(A) = Z M, n

1 . ; .
== Z Z Myiny,oiny  (since {o"(h)|0 <i<n—1} = A)

1 i
=— Z HM(A) (since Myi(py,oi(n) = max’ (") 1)

O

Theorem 3. Let H be a randomization mechanism for the randomized function
K and the query f, and assume that I provides e-differential privacy. Assume
that (), ~) admits a graph automorphism with only one orbit. Furthermore,
assume that there exists a natural number ¢ and an element y € ) such that,
for every d, either |Borderq(y)| = 0 or |Borderq(y)| > ¢. Then

(e)" (1~ ¢)
(e (T =)+ (1~ (@)

UX,Y) <

where n is the maximum distance from y in ).

Proof. Consider the matrix M obtained by applying Lemma 1 to the matrix of
H, and then Lemma 5 to the result of Lemma 1. Let us call « the value of the
elements in the diagonal of M.

Let us take an element M;; = «. For each element j € Borderq(M;;),
the value of M; ; can be at most —F. Also, the elements of row i represent
a probability distribution, so they sum up to 1. Hence we obtain:

«

(e)

o+ Z | Borderq(y)] <1

d=1
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Now we perform some simple calculations:

(6%
e)d

o+ Z | Border 4(y)] (
d=1

g

a(e) " +ca !
()" (1 —e)

<1

a <

T ()1 —e) Fe(l—(e))

Since U(Y, Z) = «, we conclude.

= (since by hypothesis | Border(y,d)| > ¢)

<= (geometric progression sum)

O

Theorem 4. Let f : X — ) be a query and let ¢ > 0. Assume that (Y, ~)
admits a graph automorphism with only one orbit, and that there exists ¢ such
that, for every y € ) and every natural number d, either |Borderq(y)| = 0 or
| Borderq(y)| = c. Then, for such ¢, the definition in (6) determines a legal chan-
nel matrix for #, i.e., for each y € Y, pzy(-|y) is a probability distribution.
Furthermore, the composition K of f and H provides e-differential privacy. Fi-
nally, H is optimal in the sense that it maximizes utility when the distribution

of Y is uniform.

Proof. We follow a reasoning analogous to the proof of Theorem 3, but using
| Border(y,d)| = ¢, to prove that

Uy, z) =

From the same theorem, we know that this is a maximum for the utility.

(e9)"(1 —€)

() (1 —e) +c(l—(e))

O

31



