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Abstract— In this work, a transmission scheme based on the observability matching condition to recover the system
the hybrid and chaotic dynamics for private communications  states and information embedded in the system (left

is proposed. The transmitter is composed of a continuous- j,yertibility of system), the condition of identifiabilitpf
time system and a discrete-time system in which the message

is inserted by inclusion. The states of the continuous syste parameters Wh'Ch represents the encryptlo.n Ifeys. In this
are also included, after sampling, in the discrete system.fie ~ Work, we are interested to study a transmission scheme
receiver is composed of a discrete-time delay observer and composed of a hybrid dynamical system. The transmitter
a continuous-time observer. The principle of the proposed js composed of a continuous-time chaotic system called

hybrid method is to show that the reconstruction of discrete Colpitts and a discrete-time chaotic system called Henon
states of the receiver and the message passes at first by a X

synchronization of the two continuous-time chaotic systes The receiver is composed from contlnuous and discrete
This new strategy makes the system of transmission robust, 0bservers. On the level of the receiver, the states of the
in particular against an attack known plaintext. Simulation ~ continuous-time system are introduced in the dynamic
results are presented to highlight the performances of the of the discrete-time system to make its structure more
proposed method. complex. Thus, the new obtained hybrid system makes
the system hardly observable since it gives more unknown
parameters than the equations, and this is valid also for
In recent years, the theory of complex nonlinear sysattacks with a known-plaintext. The transmitted output to
tems and especially chaotic systems has been appligde receiver is composed of a synchronization signal that
to cryptography in order to propose other methods ofomes from the continuous-time system and of a useful
encryption. In 1990, T. Pecorra and L. Carroll [17] havesignal that contain the message (added by the inclusion
shown the possibility of synchronizing chaotic systemsmethod) that comes from the discrete-time system. To
So, many encryption schemes based on chaos have belesve a good transmission, it is necessary to have the
proposed in the literature [11]. However, very little work ration of the useful signal to the transmitted signal aseclos
has really made the link between encryption algorithmgo one as possible. The reconstruction of the states and
standard and those based on the generation of chaotiice message of the observer discrete passes through the
sequences. In normal cryptography, from a variety ofynchronization of two continuous-time chaotic systems
mechanisms encryption, there are symmetric encryptioftransmitter and receiver) before the synchronization of
and public key encryption. The link between the standardhe two discrete-time chaotic systems. This approach
symmetric encryption and the encryption by inclusionpresent the advantage that the synchronization of the
based on the chaos has been proposed by F. Anstett [Tjvo systems can be obtained even in the case where the
Many methods of encryption using chaotic systems hasynchronization is lost. The work is organized as follow:
been proposed in the literature, we can cite the additioin the section 2, the principle of the proposed method
method [19], the parametric modulation [16], modulationis presented by studying the transmitter and the receiver
chaotic [5], etc. These methods are all based on synchr@f the transmission system. The section 3 gives the
nization receiver with the transmitter in order to extractsimulation results. Finally, we conclude with a conclusion
the message originally embedded in the chaotic carrier.
In 1997, H. Nijmeijer and |. Mareels [14],[15] showed T
that the unidirectional synchronization of the chaotic
systems can be considered as an observer design problemIn this work a communication system based on the
Different observers has been proposed for chaotic systensynchronization of two chaotic hybrid systems is realized.
(observers used only to reconstruct the transmitter 3tatesThe global scheme of the proposed system for private
[8],[9] and for chaotic systems with unknown inputs communications is given by the Figure 1. In order to
(observers for reconstructing the states of the transmittesimplify the analysis, the added delays between the con-
and to recover the information) [2]. The right work tinuous and the discrete parts are removed. These delays
of these observers depends on several conditions: thensure the robustness against an attack to a known clearly
observability condition for reconstruct the system statestext.

I. INTRODUCTION

. PRESENTATION OF THE METHOD



To have a chaotic behavior, the parameters of the system
(2) are given as follows: = 1.76 andb = 0.1 with initial
Transmiter conditionsz; = 0.1, z2(0) = 0.1 and 23(0) = 0.1. At

the emission level, our aim is to make the structure of the
discrete system more complex. To do this, we introduce
(without delay) in the dynamics of discrete-time system,
j' the statesz;, zo and z3 of the continuous-time system.

It is noted that the states of the continuous-time system
are first sampled with a ratE1 before their introduction
into the discrete-time system. The period T1 (the value
is given in simulation) is chosen in order to ensure the
synchronization between the transmitter and the receiver

T of the two continuous-time systems (this is argued in the
J section (II-B.1)). Despite the fact that the system is a
discrete time pure Henon'’s system, unconnected with the
time here each iteration will be made after a fixed period
of time T'1. This fixed choice of the frequency was done
to simplify the implementation of the receiver.

In this part, the system (2) will be used as the transmitter
with y2(n) = z2(n) as its output.

In our work, the two state$z,, z3) and the message:

The developed method is presented as follow: are added to the third dynamic of the system (2) in order
to make the letter observable and not left invertible. The
details of the reconstruction of the states and the message

The transmitter is composed of three blocks: a;, are given in Section (I1-B.2). The new obtained hybrid
continuous-time chaotic system, a discrete-time chaotigystem is given as follows:

system and a multiplexing block. These blocks are de-

zon
(T1)

Receiver

\
| puury vopssywsueay |

Fig. 1. Transmission chain based on a hybrid dynamical syste

A. Study of the transmitter

tailed as follows: ziin+1) = a—123(n)—bzs(n)

1) Continuous-time chaotic systenThis system has Sy za(n+1) = zi(n) ©)
been widely studied in the literature [12] and [13]. The z3(n+1) = x2(n)+ Az(n)
state equations of the normalized Colpitts's oscillator in + Bzs(n) + Cm(n)

a continuous time Is given as: with: A, B and C, the new coefficients of the discrete-

time system andn the message to send. To preserve

Z1 = a1(—exp(—z2) + 1 + z3) the chaotic behavior of the system defined by (3), these
Yo 72 =azs (1) parameters are chosen with precaution. In our case, we
Zs = —ag(z1 + 22) — a423 must respect the following valuest < 0.04, B < 0.1
e(1—k andC < 1.
Withalz—g agzia3:—q( )a4:l. it i
a(1—Fk)" ak g q Based on the works of [4],[6], it is easy to show that the

] ] rank of the observability matrix of the system (3) is 3, so
To have a chaotic behavior, the parameters of system (}he system is locally observable. Moreover, the recovery
are given as followsy = 4.46; ¢ = 1.38 andk = 0.5 condition of observability is guaranteed here, the message
with the initial conditionsz,(0) = 1.6; 22(0) = 8 and  gpnears after 3 iterations. Consequently, it is possible to
z3(0) = 0.1. reconstruct all states and the message from the output and

) ) - its delayed output.

F|.rst, we begin by the st_udy of the obser\_/ablllt.y systemBy using the method input-output relationship approach
yv|_th outputy; = z;. Using the results given in [1_0]! detailed in the work of [1], it is easy to show that the
it is easy to show that the rank observability matrix of gystem (3) is identifiable from the output and sufficient
system (1) is equal to 3, so, the system is locally weaklyt these iterations and from the message and sufficient

observable. Consequently, it is possible to obtain all they these iterations if the continuous variables change
state from the outpug; = z; and its derivatives. frequently.

2) Discrete-time chaotic systemThe discrete-time 3) Multiplexing block: The output signaly, = z;
chaotic system used in this work is the modified HeNoN's.ymes from the continuous-time system will be first
system. This system has been widely studied in th%ampled with a period’2 but only blocked duringl’1.
literature; one can site for instance the work by Veselyrpe signaly; = 21 plays the role synchronization signal,
[18]. The system is given by the following equations .t js sent into the channel during a time equallto. The

signalys, is sent durin7'1. The discrete-time system is
z1(n+1) =a—23(n) — bxs(n) not iterated for the tenth cycle (T1) which corresponds to
Yp:q z2(n+1)==xz1(n) (2) the sending of the signal synchronization. Thus, the cycle
zz(n+1) = z2(n) is composed of 10 periodEl illustrated by the figure 2.



where

A e Send of signal y,(n) > 4 —K exp(—z2)ar @ 8
Send of Send of B 0 0 a2 (8)
signal signal | . —as —as —ay
y,(n) y,(n) 9)
nT1 (n+1)T1 (n+2)T1 (n+10)T1(n+11)T1 t;“e T
<7T1—>{<79r17> andE:( €1 €2 €3 )
™ 2 > In order to ensure the convergence of the estimated
variablesz;, 2, and 3 to z1, 29 and z3 respectively, we
must guarantee the asymptotical stability of (7). Our main
Fig. 2. Transmission cycles afi andys result i_s_ given by the following proposition.
Proposition
B. Study of the receiver The errors system (7) is asymptotically stable if theretexis

The receiver is composed of three blocks: a continuous® gainK which satisfy the following condition:

time chaotic observer, a discrete-time chaotic observer

and a multiplexing block. K> Va2a? — 2azaia3 + a} + dasazaraaM — 4aZazas
In the following, we will be interested to study the 2a4
synchronization between the transmitter and the receiver
in the proposed transmission scheme. We will present azay + a? (10)
two observers (continuous and discrete) that allow to 2a4
synchro_nlze the systems (1) and (3) with their recelversWhereM1 is the bound obxp(—2,) i.e.,
respectively.
1) Continuous-time chaotic observerConsider the |exp(—22)| < M. (11)

system (1) with the output; = 2; . The aim is to ) .
design a reduced-order observer (see [16]) that allows tgr"oof. We define a Lyapunov function for system (7) as
reconstruct the states, 2, andZ; of the system (1) from ollows:

the outputy; = z;. V =FETPE (12)

The equations of the observer are given by (4): ) ) i . ] o
where P is symmetric positive definite matrix, which is

21 = ai(—exp(%) + 1+ 23) a solution of the following Lyapunov function
K (v — 2
Soc:{ (i —2) 4) ATP+PA=—Q (13)
Z2 = 0223
23 = —a3(Z1+ 22) —a4Zs where@ is chosen semi-positive definite due to the zero

' eigenvalue of the matrixd (8), i.e.
wheref; = 2; and K a real constant defined hereafter. g ®

Define the observer errors: 1 0 0
Q=10 1 0 (14)
61:Z1721,62:2‘27£’2,63:Z3723 (5) 0O 0 O

The gainK is chosen so that the dynamic of the synchro-Taking account (11), the time derivative Bf (12) along
nization errore; = z; — 2; will be stable. This allows the trajectory of the system (7) leads to:

to ensure 'Ehe convergence of the synchronization error V = ETATPE 4+ ETPAE
es = z3 — %23 to zero, consequently the convergence of

- s ET(ATP + PAE
the synchronization erratf; = zo — 25 to zero.

Subtracting equation (1) from equation (4) and usiNgyhich can be written, under the condition (11), in the
equation (5), we obtain the following errors system:  fo|lowing quadratic form:

€1 = a1(exp(—z2) exp(ea — 1) + e3) — Keg vV < -ETQE.
6-2 = ages (6) i . .
€5 = —as(e1 + e2) — ages According to the choice ofp (14), the system (7) is

. . . . asymptotically stable if the matri® defined by (13) is
Neglecting higher order terms in the Taylor series exprespositive definite, which is guaranteed by the condition
sion of exp(ez), we obtain the simplified errors system: (10).

Now let's compare this direct Lyapunov method to the

€1 = ar(exp(—=z2)es +e3) — Keq . .
. (exp( ) ) Azerman conjuncture one. The Azerman conjuncture

2.2 _ 612;3(6 tea) — age consists to compute the eigenvalues 4f(8) by using
’ S ? s Routh criterium. The obtained result showed us that the
which can be rewritten as follows: eigenvalues ofA are negative if the condition (10) is

E=AE ) 1the numerical value oM is given in simulations



satisfied. So we get the same conditionf0f(10) with  numerical value of\/ is equal to 23.16 and the gafd
both methods, which is not true in a general case. Thiss equal tol0 and is chosen to ensure the stability of the
result represents a particular case and is justified by thebserver (condition 10 given in section [I-B.1). The initia

eigenvectors ofA which not change the direction. conditions of the observer (4) are:(0) = 1.8, 22(0) = 3
and z3(0) = 0. The initial conditions of the transmitter
This ends the proof. system are given in section II-A.1.

2) Discrete-time chaotic observertn this part, the

system (3) with the outpujz(n) = x2(n) is considered.

For the reception, based on the works of [4] and [6], we o _ )

will design a delayed discrete observer, that works with®- Synchronization results of the two continuous-time

a sampling timer'1, as follows: systems

- Construction of the statg; :

From the system (3), we have: Figures (3, 5 and 7) and (4, 6 and 8) give the states and

their synchronization errors, respectively. Frors 15s,

we can note that the amount percentage for ertqrs

By applying one delay on the output, we deduce the state> andes (Figures (4, 6 et 8)) are about2%, 0.8% et

I as following: 0.08%. This report allows us to assert that the errors are
. negligible, and all the states are perfectly estimated by
Z1(n —1) = y2(n) (15 the continuous observer.

- Construction of the statés :
From the system (3), we have also:

. _a—#(n+1)—#3(n)
Z3(n) = 2

Now, let us apply two delays on the output and using
equation (15), we obtain the statg as following:

2
- - —2
dy(n — 2) = 2= v2() : yi(n—2) (16)
- Construction of messagé : 805 s P R
From system (3), we have: Time(s)
i(n) = 23(n+1) —22(n) ;A@(n) — Bz3(n)) Fig. 3. 21 and%;
Using three delays on the output and equation (16), we %
get:
_ —u2(n —
i —3) = =) v (n—2) (17)
ya(n —3) + AZs(n — 3) + BZs(n — 3) o

C

Equation (17) allows constructing the message but only
after the synchronization of the two continuous-time
systems (1) and (4). a0l - - - = = .

3) Demultiplexing blockAt the reception, the received Time(s)
signal is first demultiplexed on two signajs andys. The
signaly; witch is accessible during the peridd is now
memorized during a period2 = 1071 (see figure 2).
Then, the signal is introduced in the continuous observer.
It should be noted that the sampling tifi& = 107'1
is chosen according to the Shannon’s theorem. Another
signal y» is accessible during 9 cycles and changes all
cycles. This signal is introduced in the discrete observer
(see figure 2).

Fig. 4. Synchronization error on the state

1. SIMULATION RESULTS

In this section, the performances of the proposed
method are evaluated using the Mtlab/Simulink software. o s S
First we will present the simulation results concerning the
synchronization of the two continuous-time systems. The Fig. 5. 22 and 22




s errore; = x1 — &7 vanishes after the peridtl = 0.001s
which corresponds to the delay of one step on the output.
(agree with equation (15)), and the ertgrvanishes after

a periodT = 271 = 0.002s which correspond to a
delay of two steps on the output (agree with equation
(16). On other hand, the reconstitution of the message
(see equation (17)) depends on the synchronization of the
stateszq, zo andzz of the continuous-time transmitter (1)
and the continuous receiver(4). From the previous figures

o E o 15 20w (3, 5 and 7) and (4, 6 and 8)), we can notice that the
Time(s) . - .
time of the synchronization of the two systems (1) et (4)

reconstituted (see figures 13 and 14).

0 5 10 15 20 25 30
Time(s)

Fig. 7. z3 andz3

0 0.002 0.004 0.006 0.008 0.01
Time(s)

Fig. 9. z; andz;

0.8
0.7F

0.6

15 i i i i I 05k

0 5 10 .15 20 25 30
Time(s) & oal
0.3f
Fig. 8. Synchronization error on the statg 02t
0.1
ol
B. Synchronization results of the two hybrid systems 0.1 ‘ ‘ ‘ ‘
0 0002 0004 0006  0.008 0.01

In the following, we will present the simulation results Temps(s)

concerning the synchronization of the two hybrid systems, Fig. 10. Synchronization error on the state
i.e. the system (3) and the observer given in section (ll-
B.2). The new parameters A, B, C of the observer are:
A =0.04, B=0.1 andC = 1 and the message to sent
is a square signal with amplitude equal to C (the choice
of theses amplitudes are justified just after the observer
(3)). In our case, the continuous-time system (1) and its
observer (4) still operate with the periddl = 0.001s.

The same period is used by discrete-time system (3)
and its observer (15-16-17). The outpugs éndy-) are
transmitted in the transmission channel at each period
T2 =10T1.

The Figures (9, 11) and (10, 12) give the states and i
the synchronization errors of the hybrid system with its 2 e -
corresponding observer, respectively. Note that the state ' Time(s) ' '
x1 et xzs don't depend on the states, 2o and zs of the
continuous-time system. This allows to establish that the

Fig. 11. z3 andzs



2 with composition of the two outputg; = z; (Colpitts)

of andys = z, (Henon) in the heterogeneous output signal
2 ] which is transmitted in the channel transmission. In our

| study, we have demonstrated that the reconstruction of the
discrete-time transmitter message depends on the synchro-

1ol , , ] nization of the transmitter and the receiver (continuous-
12} ] time observer) and the exchange of the information is per-
-af 1 formed in discrete form. The choice of the sampling time
e ] of the continuous-time system must be done with more
= 0002 oo‘mﬁme(s)o s oo ool attention but this make the identification of its parameters
complex. The study is validated in simulation, since the
Fig. 12. Synchronization error on the statg obtained results show that the message is reconstructed
succefully on the level of the receiver (discrete observer)
14 : : : : : if and only if the two continuous systems (Colpitts and
12 mobs | its observer) are synchronized.
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