More FITS!
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  Parameter variations increase  Homogeneous yield may be very low -Lockstep for performance is not good  Heterogeneous yield -Need for reconfiguration mechanisms -Need for very detailed debug information -Online reconfiguration ISCA Workshop on Technology-Supercomputers require extremely low error rates -E.g. consider a CPU with an expected undetected error rate of 1 error every 25 years -A supercomputer with 10,000 CPUs can expect more than one error per day!!  Parallel programs running in many nodes are the most vulnerable programs Frequent and expensive checkpoints are required -Increasing error rates for future technologies exacerbate this Different sources of failure like NBTI, TDDB, EM, etc. become more significant with technology scaling -Devices degrade faster and may fail in the field  Degradation is hard to estimate -Process variations, core usage, Vdd and temperature have an impact on the amount of degradation  Guardbanding (in terms of frequency and voltage) is used Performance , power per core decreases by 0.8x, Vcc decreases by 0.95x, transistor count increases by 1VCCmin @ array/chip level can become "non-deterministic" due to "erratic bits" induced by transient gate oxide leakage  The conventional guardband strategy no longer works -BI/Stress causes the "redistribution" of erratic bits Push for a low cost, low power and low performance enabler resiliency techniquesTargets memory subsystem for manycore tera-device processors -Reliability and variability analysis for 22nm -8nm technology nodes -Bulk MOSFET, FinFET, III-V/Ge CMOS and CNT/nanowire devices.  TRAMS provides circuit, microarchitecture and system level countermeasures for unreliable components by utilizing hybrid solutions and better than worst case design Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction Error Detection  Incorporate error detection and correction schemes at all levels -Technology level: reduce variations and susceptibility to transient faults, redundancy -Circuit and microarchitecture level: codes for data and self-testable blocks -Software level: check assertions and tolerate some errors  Virtual layer; SBST; etc -OS level:  Task allocation (verified/ not verified, low/high activity…) Components that can be virtualized (e.g., bypass levels in inorder cores) Resiliency is the corner-stone for future products -Mainstream processors -Tera-scale to hexascale  Main challenge is providing low cost, low power and high performance resilient solutions -Intermittent errors, variations, degradation… all to stay and increase their
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	New Reliability Challenges Trends
	80% 90% 100% Fail type  Increased Electric Fields Trend Hard Fails Flat	Solution space  Continued Process improvements
	40% 50% 60% 70%  The shrinking Vmax-Vmin window  Architectural features (e.g., spare rows) degradation  Guardbands  The development of robust High K/ Metal Gate transistors Parametric Increasing  Continued Process improvements Low Cost
	10% 20% 30%  Dimensional scaling of interconnects  Architectural fault tolerance Intermitent ?? High Performance  Continued process improvement  Thermo-Mechanical limitations Transient Increasing  Continued Process improvements 0% ISCA, MICRO and HPCA  Defectivity with scaled technology Published papers on reliability in (noise)  Soft Errors Low Power
	 Transient and intermittent errors
	Intel Barcelona Research Center Intel Barcelona Research Center	ISCA Workshop on Technology-Architecture Interaction ISCA Workshop on Technology-Architecture Interaction

 Guardbands  Architectural fault tolerance (EDC) Transient (Ionizing Rad) Increasing to flat  Improved estimation methodology  Hardening of critical elements  Architectural fault tolerance (EDC) Source: J. Maiz ISCA Workshop on Technology-Architecture Interaction

Main Reliability Challenges? Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction New Fault Tolerance ISCA Workshop on Technology-Architecture Interaction Agenda Low Cost Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction Testing Cost  Circuit issues becoming much larger fraction of overall Post-Si bugs -Functional issues losing weight  Test costs sharply up from generation to generation -More corner cases : regular pattern quantity goes down  Circuit bugs take much longer to root -Bugs found on platforms -Reproducing issue on ATE often difficult -Long latency between failure and syndrome Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction New Complexity  Coherence protocol and interconnection network are hard to test -Each block in each core can be tested relatively easily -Coherence protocol and interconnection network involve several cores -Different cores must be precisely controlled simultaneously to reproduce corner cases  Generating such tests is a nightmare  Pseudo-random tests have very poor coverage  Those errors manifest mainly when running parallel programs Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction Yield & Debug  Low yield compromises overall revenue  Millions of transistors, hundreds of cores… -How many fault-free cores will we see?  Lockstep as testing/error detection mechanism -Good for detection, but… does not work for design errors -Coherence protocols may not be testable Intel Barcelona Research Center ISCA Workshop on Technology-Architecture Interaction