Monitoring and Controlling Content Accessin  Bf;nria
KAD
Nancy-Université

Thibault CHOLEZ Isabelle CHRISMENT Olivier FESTOR Nooere

P2P networks challenges The KAD network

Advantages KAD is used by eMule to index and retrieve the files shared by the users (~ 3 millions). Unlike
eDonkey or Bittorrent, it is fully distributed: no central component knows "who is sharing what".

e Decentralized systems: no infrastructure

cost, good scalability and robustness KAD uses a specific architecture called Distributed Hash Table and a double indexation mecha-
nism. Each participant is responsible of a part of the overall indexation of contents.
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e Monitor and act on malicious contents - Searching for a file uses similar Search requests.

Technical difficulties Our solution: a specific Honeynet architecture
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Experiments on the real network
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