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ÉquipesErojets opert et esol pport de reherhe n°UISS " heemer PHHW " RW pges Abstract: espet yriented rogrmming n ritrrily distort the semntis of progrmsF sn prtiulrD weving n invlidte ruil sfety nd liveness properties of the se progrmF sn this rtileD we identify tegories of spets tht preserve some lsses of propertiesF peilized spet lnguges n e then designed to ensure tht spets elong to spei( tegory nd therefore tht woven progrms will preserve the orresponding propertiesF yur tegories of spetsD inspired y utz9sD omprise oserversD orters nd on(nersF yservers introdue new instrutions nd new lol stte ut they do not modify the se progrm9s stte nd ontrolE)owF eorters re oservers whih my lso ort exeutionsF gon(ners only ensure tht exeE utions remin in the rehle sttes of the se progrmF hese tegories @long with three otherA re de(ned preisely sed on lnguge independent strt semntis frmeworkF he lsses of preserved properties re de(ned s susets of vv for deterministi progrms nd gvB for nonEdeterministi onesF e n formlly prove thtD for ny progrmD the weving of ny spet in tegory preserves ny property in the relted lssF e presentD for most spet tegoriesD speilized spet lnguge whih ensures tht ny spet written in tht lnguge elongs to the orresponding tegoryF st n e proved tht these lnguges preserve the orresponding lsses of properties y onstrutionF he spet lnguges shre the sme expressive pointut lnguge nd re designed w.r.t. ommon impertive se lngugeF ih tegory nd lnguge re illustrted y simple exmplesF he pE pendix provides semntis nd exmples of proofsX the proof of preservtion of properties y tegory nd the proof tht ll spets written in lnguge elong to the orresponding tegoryF Aspects et préservation de propriétés Résumé : ve tissge d9spets peut ouleverser l sémntique du progrmme de seF in prtiulierD le tissge d9un spet peut fire perdre des propriétés de sûreté ou vivité lés de l9pplitionF hns et rtileD nous identi(ons des tégories d9spets qui préservent ertines lsses de propriét ¡ ésF xous proposons des lngges d9spets dédiés qui ssurent que leurs spets pprtiennent à une tégorie donnéeF xos tégories d9spetsD inspirées de elles de utzD omprennent les oservteursD les terminteurs et les vérouilleursF ves oservteurs joutent de nouvelles instrutions et étts mis ne modi(ent ps le )ot de ontrôle ou les étts du progrmme de seF ves terminteurs sont des oservteurs qui peuvent de plus rrêter le progrmme de seF ves vérouilleurs grntissent seulement que les étts du progrmme tissé restent dns l9ensemle des étts essile du progrmme de seF ges tégories @insi que trois utresA sont dé(nies préisement dns un dre sémntique indépendent du lngge de seF ves lsses de propriétés préservées sont dé(nies omme des sousEensemle de vv @pour les progrmmes déterministesA et gvB @pour les progrmmes non déterministesAF yn peut montrer formellement queD pour tout progrmmeD le tissge de tout spet d9une tégorie donnée préserve toute propriété de l lsse orrespondnteF xous présentonsD pour l pluprt des tégoriesD un lngge spéilisé d9spets qui ssure que tout spet érit pprtient à l tégorie orrespondnteF yn peut montrer que es lngges ssurent l préservtion des lsses de propriétés pr onstrutionF ges lngges d9spets prtgent le même lngge de point de oupure et s9ppliquent u même lngge de se impértifF ves tégories et lngges sont illustrés pr des exemples simplesF v9ppendie détille l sémntique du lngge de se et deux exemples de preuvesX l preuve de préservtion des propriétés pour une tégorie et l preuve que tous les spets érits dns un lngge pprtiennent à l tégorie orrespondnteF Mots-clés : espetsD tissgeD preuvesD sémntiqueD propriétés temporelles 1 Introduction espet oriented progrmming @eyA proposes to modulrize onerns tht rossut the se progrm PTF roweverD spets n in generl distort the semntis of the se progrmF he progrmmer my hve to inspet the woE ven progrm @or to deug its exeutionA to understnd its semntisF sn this rtileD we onsider severl tegories of spets tht lter the semntis of the se progrm in tightly ontrolled mnnerF por eh tegory of spets A x D we identify orresponding lss of properties ϕ x tht is preserved y weving these spetsF sn other wordsD let P e progrm tht stis(es property ϕ ∈ ϕ x D then weving ny spet A ∈ A x on P will produe progrm stisE fying ϕF yur tegories of spetsD inspired y utz9s PRD omprise oserversD ortersD on(ners nd wek intrudersF Observers do not modify the se progrm9s stte nd ontrolE)owF edE vie my only modify the spet9s lol vrilesF Aborters re oservers whih my lso ort exeutionsF he progrm9s stte is not modi(ed ut its ontrol )ow my e termintedF Conners my modify the stte nd ontrolE)ow ut ensure tht sttes remin in the rehle sttes of the se progrmF Weak intruders my modify sttes nd ontrolE)ow with no restrition within the dvie odeF roweverD the exeution of the se progrm ode must involve only sttes lredy rehle y the unwoven progrmF ypillyD persisteneD deuggingD tringD logging nd pro(ling spets re oservers wheres spets ensuring sfety properties suh s seurity spets re ortersF ome optimiztion spets @whih my use shortuts to reh future sttesA or fultEtolerne spets @whih rollEk to pst sttesA my elong to the lst two tegoriesF en oserver n only insert dvie whih will write its own lol vrilesF sntuitivelyD it should preserve mny properties ut ution must e exerisedF por exmpleD properties involving the sene of unwnted events @suh s speE i( method llsA re often not preserved sine the dvie inserts new eventsF viveness properties my lso e violted if the dvie fils to terminteF purE therD we must ensure tht se progrms re not re)exive otherwise the se progrm ontrolE)ow ould e indiretly modi(ed y the most hrmless looking dvieF hese exmples should mke it ler tht suh txonomy sks for forml tretmentF e de(ne the tegories preisely sed on lnguge independent strt semntis frmeworkF he lsses of properties re de(ned s susets of vv QI for deterministi progrms nd gvB Q for non deterministi onesF e n formlly prove thtD for ny progrmD the weving of ny spet in tegory preserves ny property in the relted lssF o put these results into prtieD we need to e le to determine whether n spet elongs to tegoryF his proess n rely on stti nlyses @a posteriori pprohA or on speilized spet lnguges @a priori pprohAF e hoose the ltter pproh nd present for eh spet tegory restrited RR n°7155 R Djoko Djoko & Douence & Fradet spet lnguge whih ensures tht ny spet written in tht lnguge elongs to the orresponding tegoryF hereforeD these lnguges ensure tht the orE responding properties re preserved y onstrutionF he spet lnguges re designed for simple impertive se lnguge nd use n expressive pointut lngugeF ih spet lnguge is illustrted using simple exmples of spetsF etion P introdues the forml frmework used in the rest of the pperF st presents in prtiulr our ommon spet semntis se @etion PFIAD the se nd woven exeution tres @etion PFPAD nd the properties sed on temporl logi @etion PFQAF e de(ne in etion Q the tegories of spets nd their orresponding lsses of temporl propertiesX oservers @etion QFIFIAD orters @etion QFIFPAD on(ners @etion QFIFQA nd wek intruders @etion QFIFRAF xon determinism suggests two new tegories of spetsX seletors @etion QFPFIA nd regulE tors@etion QFPFIAF yur presenttion of spet tegories onludes y study of omposition nd intertions etween the di'erent kinds of spets @eE tion QFQAF etion R introdues the impertive @se nd dvieA lnguge @etion RFIAD its ssoited pointut lnguge @etion RFPA nd severl spet lnguges orE responding to oservers @etion RFQFIAD orters @etion RFQFPA nd on(ners @etion RFQFQA for deterministi settingD nd seletors @etion RFRFPA nd regE ultors @etion RFRFQA for non deterministi lngugesF etion S reviews some relted work nd etion T disusses possile future reserh diretions nd onludesF he ppendix provides the semntis of the se lnguge nd two exmples of proofsX the preservtion of properties y oservers nd the proof tht ll spets written in the oserver lnguge re indeed oserversF his rtile ominesD revises nd extends two onferene ppers presented in iw9HV IP nd ipw9HV IHF st is lso sed on prenh hh thesis IIF 2 Framework sn order to prove tht properties re preserved y wevingD we hve to de(ne the semntis of se nd woven progrmsF e do so using gommon esE pet emntis fse @gefA for ey IRF ht strt frmework pplies to most se nd spet lngugesF e de(ne exeution tres of se nd woven progrms nd we show how they re reltedF e then rell the min hrteristis of liner nd rnhing temporl logi used to express properties on deterministi nd non deterministi progrms respetivelyF

2.1

The Common Aspect Semantics Base he gef relies on the smll step semntis of the se lnguge whih is supE posed to represent the semntis of dvie s wellF ht semntis is desried through inry reltion → b on on(gurtions (C, Σ) mde of progrm nd stteX progrm C is sequene of si instrutions i terminted y •X

C ::= i : C | • INRIA S
sttes Σ re kept s strt s possileF hey my ontin environments @e.g., ssoiting vriles to vluesD proedure nmes to odeD etFAD stks @e.g., evlution stkAD heps @e.g., dynmilly lloted memoryAD etF e single redution step of the se lnguge semntis is written

(i : C, Σ) → b (C , Σ )
sntuitivelyD i represents the urrent instrution nd C the ontinutionF he omponent i : C n e seen s ontrol stkF he opertor X sequenes the exeution of instrutionsF he semntis of the se lnguge used in etion RFI is expressed long those lines @see ppendix fAF he interested reder will lso (nd in IR the semnti desription of ore tv lnguge @petherweight tv with ssignmentsA in tht formF sn the followingD woven on(gurtions (C, Σ) re supposed to e mde of the following omponentsX C is the sequene of instrutions of the woven progrmF e write i b for se progrm instrution nd i a for n dvie instrutionF he instrution D whih represents the (nl instrution of progrmD is onsidered s n i b instrutionY Σ b is the suset of the stte Σ orresponding to the stte of the se proE grm @i.e., the vrilesD environmentD hepD modi(ed y i b instrutions nd possily y i a instrutionsAY Σ a is the suset of Σ tht orresponds to the lol stte of spets @i.e., the vrilesD environmentD hepD etc. whih nnot e modi(ed y i b ut only i a instrutionsAY Σ ψ is the suset of Σ tht represents spetsF st is funtion tht deides whether the urrent instrution should e woven nd trnsforms the onE (gurtion ordinglyF hen new instne of n spet is retedD oth Σ a nd Σ ψ re modi(edF vet (C, Σ) e woven on(gurtion then Σ = Σ b ∪ Σ a ∪ Σ ψ F edution of woven progrms hs the following propertiesX

∀(C, Σ).(i b : C, Σ) → b (C , Σ ) with Σ = Σ b ∪ Σ a ∪ Σ ψ
tht isD the redution of se progrm instrution n only modify the stte of the se progrmD nd

∀(C, Σ).(i a : C, Σ) → b (C , Σ ) with Σ = Σ b ∪ Σ a ∪ Σ ψ
tht isD the redution of n dvie instrution nD in generlD modify oth the stte of the se progrm nd the lol stte of spetsF he semntis of woven redution is represented y the inry reltion → de(ned yX

Reduce

(C, Σ) → b (C , Σ ) w(C , Σ ) = (C , Σ ) (C, Σ) → (C , Σ )
eitherD the urrent instrution is not mthed y the spets @Σ ψ returns nilA nd w returns the on(gurtion unhnged weave0

Σ ψ (C, Σ) = nil w(C, Σ) = (C, Σ)
or the urrent instrution is mthed y the spets nd Σ ψ returns new on(gurtion (C , Σ )

weave1 Σ ψ (C, Σ) = (C , Σ ) w(C , Σ ) = (C , Σ ) w(C, Σ) = (C , Σ )
where C is the new ode in whih n dvie is inserted eforeD fter or round the urrent instrution of C @see IR for more detilsAY

Σ = Σ b ∪ Σ a ∪ Σ ψ D with Σ ψ whih my ontin new spet
instne nd Σ a its orresponding new stteF xote tht weving n e reursively pplied on the ode of newly inE trodued dvieF sn some sesD we should prevent some instrutions to e mthedF por exmpleD n spet mthing n instrution i nd inserting efore dvie a should not mth i gin just fter exeuting aF e used tgged instrutions suh s i whih hve extly the sme semntis s i exept tht it is not sujet to wevingF pormlly

Tagged (i : C, Σ) → b (C , Σ ) (i : C, Σ) → (C , Σ )
e ssume tht weving only depends on the urrent instrution @not on the ontinutionAF he interested reder will (nd in IR the semntis of ommon spetul fetures in tht frmework @e.g., eforeD fter nd round spetsD )ow pointutsD spets on exeptionsD spet deploymentD spet instntitionD etFAF ine weving is lwys performed fter → b redutionD it is not possile to weve the (rst instrutionF sn some sesD it might e useful to strt the progrm y eforeEdvieF sn order to llow suh wevingD we introdue speil instrution start nd we ssume tht initil on(gurtions re of the form (start : C, Σ)F he semntis of start is the sme s nop @no opertionAX

(start : C, Σ) → b (C, Σ)
oD se progrm lwys strts y the redution step

(start : C 0 , Σ 0 ) → b (C 0 , Σ 0 )
wheres woven exeution strts y the redution step

(start : C 0 , Σ 0 ) → (C 0 , Σ 0 ) with w(C 0 , Σ 0 ) = (C 0 , Σ 0 ) INRIA U 2.2
Base and Woven Execution Traces sn the followingD progrms re represented y their exeution tresF ermintE ing progrms ends y (nl instrution nd (nl on(gurtions re of the form ( : •, Σ)F por simpliity nd regulrityD we only onsider in(nite tresF sn order to do soD the (nl instrution is supposed to hve the following redution ruleX ∀Σ.( :

•, Σ) → b ( : •, Σ)
his wyD nonEterminting nd terminting progrms will e oth represented s in(nite exeution tresF he se progrm exeution treD with (C 0 , Σ 0 ) s initil on(gurtionD will e denoted y B(C 0 , Σ 0 ) @de(nition PFIAF Denition 2.1.

B(C 0 , Σ 0 ) = (i 1 , Σ 1 ) : (i 2 , Σ 2 ) : . . . with ∀(j ≥ 0).(i j : C j , Σ j ) → b (i j+1 : C j+1 , Σ j+1 )
e write W(C 0 , Σ 0 ) for the in(nite woven exeution tre @de(nition PFPAF Denition 2.2.

W(C 0 , Σ 0 ) = (i 1 , Σ 1 ) : (i 2 , Σ 2 ) : . . . with ∀(j ≥ 0).(i j : C j , Σ j ) → (i j+1 : C j+1 , Σ j+1 )
ine tres re used to de(ne properties whih onern only sttes nd urrent instrutionsD the ontinution @the ontrol stkA does not pper in tresF xote tht in oth de(nitionsD the initil instrution i 0 @i.e., startA does not pperF he semntis of nonEdeterministi progrms is de(ned s sets of @in(niteA exeution tresF he tegories of spets re de(ned sed on this semnE tis nd the sme uxiliry funtions @proj b nd preserve b AF e strt the se nd woven progrm exeutions s sets of in(nite tres written B * (C 0 , Σ 0 ) @he(nition PFQA nd W * (C 0 , Σ 0 ) @he(nition PFRAF Denition 2.3.

B * (C 0 , Σ 0 ) = {(i 1 , Σ 1 ) : (i 2 , Σ 2 ) : . . . | ∀(j ≥ 0).(i j : C j , Σ j ) → b (i j+1 : C j+1 , Σ j+1 )} Denition 2.4. W * (C 0 , Σ 0 ) = {(i 1 , Σ 1 ) : (i 2 , Σ 2 ) : . . . | ∀(j ≥ 0).(i j : C j , Σ j ) → (i j+1 : C j+1 , Σ j+1 )}
sn the rest of the pperD if α is tre then its i th element is denoted y α i nd pre(xD post(x nd sutres re written s followsX α →j = α 1 : . . . : α j α j→ = α j : α j+1 . . . α i→j = α i : . . . : α j with i > 0 nd j > 0F he empty tre n e written α →0 F he reltions etween the se nd woven exeution tres is expressed using the funtions proj b nd preserve b F e write T races B D T races W nd Sequence i b to denote the sets of se progrm exeution tresD woven exeution tres nd sequenes of se instrutions respetivelyF he funtion proj b projets se or woven tre on the sequene of the se instrutions whih hve een exeutedF

proj b : T races B ∪ T races W → Sequence i b proj b ((i b , Σ) : T ) = i b : (proj b T ) proj b ((i a , Σ) : T ) = proj b T
he predite preserve b heks tht the dvie instrutions in woven tre do not modify Σ b F ih i a instrution must leve the stte of the se progrm @Σ b A unhngedF

preserve b : T races W → bool preserve b (α) = ∀(j ≥ 1). αj = (i a , Σ j ) ⇒ αj+1 = (i, Σ j+1 ) ∧ Σ b j = Σ b j+1
hese funtions re used to de(ne spet tegoriesF 2.3 Properties emporl logi permits to de(ne wide rnge of properties of progrm exeuE tions QIF eurity properties or more generllyD invrintD liveness or sfety properties re nturlly expressed in temporl logiF emporl properties re de(ned over exeution tresF e strt y de(ning the tomi propositions onsidered in this rtileF e de(ne the syntx nd semntis of vv formule w.r.t. our @se nd wovenA exeution tresF e review stndrd lsses of vv properties nd rie)y disuss why these lsses re notD in generlD preserved y wevingF e onlude y presenting long the sme lines the rnhing temporl logi gv * tht we use to express properties of nonEdeterministi progrmsF 2.3.1 Atomic propositions sn our ontextD n tomi proposition ap of vv is either n tomi proposition sp on sttes Σ @e.g., x ≥ 0 whih is true when the vrile x is positive is the urrent stteAD or n tomi proposition ep on instrutions or events @e.g., foo whih is true when the urrent instrution is ll to method fooAF en tomi proposition ap is true t step of @se or wovenA tre α j i' α j stis(es ap denoted y α j |= apF his is de(ned sed on the two following uxiliry funtionsX he funtion m :: Instruction×Ep → boolD where Instruction is the set of instrutions nd Ep the set of tomi propositions on instrutionsD returns true if the proposition mthes the urrent instrutionF he funtion m is overloded in order to tke tre element s prmeterX

m :: Step × Ep → bool m((i, Σ), ep) = m(i, ep) INRIA W he funtion l :: State B × Sp → boolD where State B is the set of Σ b nd
Sp the set of tomi propositions on Σ b @Sp ⊂ ApAD returns true if the proposition is stis(ed y the stte pssed s prmeterF he funtion l is overloded in order to tke tre element s prmeterX

l :: Step × Sp → bool l((i, Σ), sp) = l(Σ b , sp) henD α j |= ap is de(ned s followsX α j |= ep ⇔ m(α j , ep) = true α j |= ¬ep ⇔ m(α j , ep) = false α j |= sp ⇔ l(α j , sp) = true α j |= ¬sp ⇔ l(α j , sp) = false

Semantics of LTL

e onsider vv formule in positive norml form i.e., where negtion ours only on tomi propositions @qrmmr PFSAF sn ϕD the opertor is red 4next4D ∪ is red 4until4D nd W is red 4wek until4F Grammar 2.5.

ϕ ::= ap | ¬ap | ϕ 1 ∨ ϕ 2 | ϕ 1 ∧ ϕ 2 | ϕ | ϕ 1 ∪ ϕ 2 | ϕ 1 W ϕ 2
he semntis of n vv formul is de(ned on tre α s followsX liveness propertiesX 4something @goodA eventully hppens4F viveness properties re of the form 3ϕF viveness properties n lso e repeted to express firness @i.e., 4something eventully hppens in(nitely often4AF sn this seD they re of the form 23ϕY sfety propertiesX 4something @dA never hppens4F fety properties re of the form 2ϕY snvrint propertiesX 4something lwys hppens4F hey re of the form 2ϕ where ϕ is omposed of tomi propositionsD negtionsD disjuntions nd onjuntions ut no temporl opertorsF hey re suset of sfety properties whih do not relte to the history of the omputtionF hese lsses re very expressive sine ny vv property n e expressed s onjuntion of sfety nd liveness propertyF sn generlD they re not preE served y spet wevingF por instneD onsider the liveness property 3backup mening tht the backup proedure is eventully lled @i.e., 4the stte of the system is eventully sved4AF en round spet repling lls to the funtion backup y di'erent lls will violte the liveness propertyF egrding sfety propertiesD onsider se progrm tht never lls the funtion diskformat nd therefore stis(es the property 2¬diskformatF en spet tht lls this funtion in its dvie will violte the propertyF etion Q is devoted to identifying tegories of spets tht preserve lrge lsses of temporl propertiesF 2.3.4 Branching temporal logic CTL* sn the nonEdeterministi seD lsses of properties re susets of the rnhing temporl logi gvB QF qrmmr PFT de(nes the positive norml form of gvB formuleF Grammar 2.6.

α |= ap ⇔ α 1 |= ap α |= ¬ap ⇔ α 1 |= ¬ap α |= ϕ 1 ∨ ϕ 2 ⇔ α |= ϕ 1 ∨ α |= ϕ 2 α |= ϕ 1 ∧ ϕ 2 ⇔ α |= ϕ 1 ∧ α |= ϕ 2 α |= ϕ ⇔ α 2→ |= ϕ α |= ϕ 1 ∪ ϕ 2 ⇔ ∃(j ≥ 1).α j→ |= ϕ 2 ∧ ∀(1 ≤ i < j).α i→ |= ϕ 1 α |= ϕ 1 W ϕ 2 ⇔ ∀(j ≥ 1). α j→ |= ϕ 1 ∨ α |= ϕ 1 ∪ ϕ 2 he tomi proposition ap @respF ¬apA is true on α if ap is true @respF falseA on the (rst element of αY ϕ 1 ∨ ϕ 2 is true if ϕ 1 is true or ϕ 2 is trueY ϕ 1 ∧ ϕ 2 is true if ϕ 1 is true nd ϕ 2 is trueY ϕ is true if ϕ is true on the tre immeditely followingY ϕ 1 ∪ ϕ 2 is true if ϕ 1 is true until ϕ 2 eomes trueY (nlly ϕ 1 W ϕ 2 is true if ϕ 1 is lwys true or ϕ 1 ∪ ϕ 2 is
θ ::= ap | ¬ap | θ 1 ∨ θ 2 | θ 1 ∧ θ 2 | ∃ω | ∀ω ω ::= θ | ω 1 ∨ ω 2 | ω 1 ∧ ω 2 | ω | ω 1 ∪ ω 2 | ω 1 W ω 2
heres vv spei(es properties on n exeution treD gvB spei(es propE erties on set of exeution tresF gvB extends vv with the logil qunti(ers ∃ω @there exists tres stisfying ωA nd ∀ω @ll tres stisfy ωAF st is stritly more expressive thn vvF eny vv property p for tre α is equivlent to the gvB formul ∀p for the set {α}F sn qrmmr PFTD θ represents properties on tre steps nd ω properties on tresF he semntis of gvB is quite similr to the semntis of vv de(ned oveF he semntis of logil qunti(ers is de(ned s followsX T, α j |= ∃ω ⇔ ∃(α ∈ T ).T, α |= ω T, α j |= ∀ω ⇔ ∀(α ∈ T ).T, α |= ω sn these de(nitionsD the environment T is the set of tres strting from α j F sn our ontextD T will e initilly either B * (C 0 , Σ 0 ) or W * (C 0 , Σ 0 )F e step α j INRIA II stis(es ∃ω if there exists n exeution α ∈ T @i.e., tres from α j A tht stis(es ωF e step α j stis(es ∀ω if ll exeution tres α ∈ T stisfy ωF he derived opertors 3 nd 2 re de(ned in gvB in the sme wy s in vvF 3 Aspects Categories yur spet tegories omprise oserversD ortersD on(ners nd wek intruders strting from the lest to the most expressiveGinvsiveF por eh tegory A x D we present lss of properties ϕ x @ suset of vvA whih re preserved y the weving of ny spet of A x F xon determinism rings two new tegoriesX seletors nd regultorsF he lsses of preserved properties re in this se susets of gvBF e onlude the setion y studying the omposition @nd the potentil intertionA of spets elonging of di'erent tegoriesF 3.1 Deterministic case he four spet tegories oservers @A o AD orters @A a AD on(ners @A c A nd wek intruders @A w A re relted y inlusionX

A o ⊂ A a ⊂ A c ⊂ A w
he oserver tegory is the most restrited tegoryY it is inluded in ll the otherF he wek intruder tegory is the most expressive tegoryY it inludes ll the otherF por instneD n orter is lso on(ner nd wek intruderF he orresponding lsses of properties re lso relted y inlusionX

ϕ o ⊃ ϕ a ⊃ ϕ c ⊃ ϕ w
xot surprisinglyD the most restrited tegory of spets @A o A preserves the lrgest lss of properties @ϕ o A nd the inlusion hin is in the opposite direE tionF en importnt point to keep in mind is tht our preservtion proofs should stnd for ny progrmD ny spet of the tegory nd ny property of the lssF yur ourseD for spei( progrm nd spet mny more properties might e preservedF he dvntge of this pproh is when n spet is shown to elong to tegoryD then we know lrge lss of properties tht will e preserved whtever the progrm isF reservtion is roust w.r.t. progrm hngesF por these resonsD the lsses of preserved properties nnot inlude the temE porl opertor F sndeedD tre stis(es ϕ only if the sequene immeditely following stis(es ϕF he weving of even the most hrmless spet @for exmE pleD n spet inserting nop instrutionA fils to preserve this kind of propertyF st su0es to weve it just efore ϕ eomes stis(edF ine ll spets introdue extr steps in the exeution treD no tegory of spets preserves Eproperties for ll progrmsF sn the followingD we explin our tegories nd lsses using smll exmples of exeution tres where only the relevnt stis(ed properties re shownF por exmpleX x = 0 : x = 0 : (x = 1, print) : : : . . .

represents n exeution tre where the (rst nd the seond steps stisfy x = 0 nd the third step stis(es x = 1 nd hs print s its urrent instrution @e.g., the seond instrution hs hnged the vlue of xAF his tre stis(esD for exmpleD the property (x = 0)W printF 3.1.1 Observers en oserver @he(nition QFIA does not modify the ontrolE)ow of the se proE grm ut only inserts dvie instrutions i a F he woven nd the se exeution tres n e projeted @using proj b A onto the sme sequene of se instruE tionsF en oserver does not modify the stte of the se progrmX dvie instrutions i a do not hnge the se stte Σ b F his is the property heked y the predite preserve b F Denition 3.1.

∀(C, Σ). Σ ψ ∈ A o ⇔ proj b (α) = proj b ( α) ∧ preserve b (α) with α = B(C, Σ b ) and α = W(C, Σ)
he(nition QFI sttes tht oservers my only modify exeution tres y inE serting new dvie instrutions @i a A nd new lol stte @Σ a AF xote tht this de(nition lso implies tht the dvie termintesF he lss of properties ϕ o preserved y oserver spets re de(ned y the grmmr QFPF Grammar 3.2.

ϕ o ::= sp | ¬sp | ϕ o 1 ∨ ϕ o 2 | ϕ o 1 ∧ ϕ o 2 | ϕ o 1 ∪ ϕ o 2 | ϕ o 1 W ϕ o 2 | true ∪ ϕ o ϕ o ::= ep | ¬ep | sp | ¬sp | ϕ o 1 ∨ ϕ o 2 | ϕ o 1 ∧ ϕ o 2 | ϕ o 1 ∪ ϕ o 2 | ϕ o 1 W ϕ o 2 | true ∪ ϕ o
es in the previous setionD the vriles sp nd ep refer to tomi proposiE tions on the se stte nd instrutions respetivelyF he lnguge ϕ o is vv without the opertor when tomi propositions re stte propositions @spAF oD it n express ll sfetyD liveness nd invrint properties @without A on se sttes Σ b F he lss is more restrited when the property involves tomi propositions on events @epAF hese properties n only our s true ∪ ϕ o F his mkes it possile to de(ne liveness properties on eventsF sndeedD liveness propE erty 3ϕ o n e rewritten s true ∪ ϕ o nd liveness fir property 23ϕ o n e rewritten s (true ∪ ϕ o )W falseF yn the other hndD this lnguge forids sfety properties on eventsF e sfety property 2¬ϕ is of the form (¬ϕ)W false whih does not elong to grmmr QFPF sntuitivelyD sfety properties on events forid some sequenes of instrutionsF en oserver introdues sequenes of inE strutionsD so it my introdue foridden sequene of instrutions in prtiulrF por exmpleD the se progrm sequene x = 0 : x = 0 : (x = 1, print) : : : . . . stis(es (x = 0) ∪ print nd (x = 0)W printD ut fter the weving of the dvie instrution write just efore print x = 0 : x = 0 : (x = 1, write) : (x = 1, print) : : : . . .
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oth properties re not stis(ed ny moreF elsoD the property read W false @i.e., lwys read A is stis(ed y the in(nite tre of read instrutions read : read : read : . . . ut fter the weving of the dvie write fter the (rst read read : write : read : read : . . . the property is not stis(ed ny moreF he theorem QFQ formlly sttes tht the weving of n oserver preserves ll properties in ϕ o whih were stis(ed y the se progrmF he ppendix presents the proof of this theoremF Theorem 3.3.

∀(C, Σ). Σ ψ ∈ A o ⇒ ∀(p ∈ ϕ o ). α |= p ⇒ α |= p with α = B(C, Σ b ) and α = W(C, Σ)
ersisteneD deuggingD tringD logging nd pro(ling spets typilly eE long to the lss of oserversF ersistene spets whih only store the sttes of the se progrm during its exeution on dt se re lerly oserversF heE ugging spets printing vriles of the se progrm or inserting rekpoints re oserversF roweverD deugger spet llowing the user to intertively hnge the se progrm stte would fil to e n oserverF ringD logging or pro(ling spets usully only oserve the exeution of the se progrm nd write informtion on this exeution @e.g., method llsD prmeters vluesD etFA in (leF en exmple of pro(ling spets is runtime nlysis spets suh s intrusion detetion spets whih oserve the exeutionD detet suspiious eE hviors nd wrn dministrtorsF sn the doumenttion of espettD there re mny pro(ling spets suh s telecom/TimerLogD tracing/lib/TraceMyClassesD tjp/GetInfoD F F F sn PD qovidrnj et al. present tool nmed snfrihF st is sed on severl oE server espett spets to monitor tPii pplitions nd to detet nd nlyze performne prolemsF 3.1.2 Aborters en orter @he(nition QFRA does not modify the stte of the se progrmF es in the previous de(nition of oserversD the predite preserve b holds for the woven treF roweverD n orter n modify the ontrolE)ow y terminting the exeution of the woven progrmF his is modeled y n i a instrution abort whih redues ny on(gurtion into the (nl oneX

∀(C, Σ). (abort : C, Σ) → ( : •, Σ)
sf abort is never exeutedD the projetions of the se nd woven tres re equlY the orter ehves like n oserverF he projetion of n orted woven tre on i b is pre(x of the projetion of the se progrm treF efter this pointD ll instrutions re equl to F Denition 3.4.

∀(C, Σ). Σ ψ ∈ A a ⇔ preserve b (α) ∧ proj b (α) = proj b (α) ∨ ∃(i ≥ 0).∃(j ≥ i). proj b (α →i ) = proj b (α →j ) ∧ ∀(k > j).α k = ( , _) with α = B(C, Σ) and α = W(C, Σ)
xote tht this de(nition rules out spets whose dvie does not terminte

@proj b (α) = proj b ( α) ∨ ∀(k > j).α k = ( , )AF
yservers re inluded in the tegory of ortersF he set of properties preE served y orters @qrmmr QFSA is suset of the set of properties preserved y oservers @qrmmr QFPAF Grammar 3.5.

ϕ a ::= sp | ¬sp | ϕ a 1 ∨ ϕ a 2 | ϕ a 1 ∧ ϕ a 2 | ϕ a 1 W ϕ a 2 | true ∪ ϕ a ϕ a ::= ¬ep | ϕ a ∨ ϕ a | ϕ a 1 ∧ ϕ a 2 | true ∪ ϕ a
he lnguge ϕ a is vv without ∪ nd opertors for tomi propositions on sttes @spAF his inludes invrint nd sfety properties on sttesF etomi propositions on events @epA our only under negtion nd only s n 4evenE tully4 formul @i.e., in true ∪ ϕ a AF his lnguge mkes it possile to de(ne liveness properties on ¬epF por instneD the property true ∪ ¬print whih is stis(ed y the sequene print : print : print : read : : . . . is preserved y ny orterF en orter will either leve the red instrution or ort the exeutionY in oth sesD the urrent instrution will e eventully di'erent from print @ is not printAF e ssume here tht ep nnot mth Y true ∪ ¬ would not preserved y n orter stopping the progrm efore the (rst instrutionF wny properties preserved y oserver spets re not preserved y ortersF yf ourseD this omes from their ility to ort progrmsF por exmpleD x = 0 ∪ x = 1 is stis(ed y the following sequene x = 0 : x = 0 : x = 1 : : : . . . ut if n orter spet termintes the exeution efore x = 1 then the woven tre eomes (x = 0, abort) : (x = 0, ) : (x = 0, ) : . . . nd the property x = 0 ∪ x = 1 is not stis(ed nymoreF yn the other hndD properties of the form x = 0W x = 1 re preservedF he preservtion of properties of qrmmr QFS y orter spets is formlE ized y heorem QFTF Theorem 3.6.

∀(C, Σ). Σ ψ ∈ A a ⇒ ∀(p ∈ ϕ a ). α |= p ⇒ α |= p with α = B(C, Σ b ) and α = W(C, Σ) INRIA IS
ixmples of orters re seurity spets tht detet foridden sttes or sequenes of instrutions or spets tht gurntee tht omputtion stops fter timeEoutF sn generlD n spet whih heks if ondition is violted y the se progrm nd throw n exeption without modifying the se stte is n orterF sn UD spets re lol seurity poliies whih n e woven on untrusted ppletsF espets only updte their own stte ut ort the pplet should it try to violte the poliyF sn IWD spets re timed onstrints whih my terminte progrms to gurntee vilility of shred resouresF sn PD mpler presents tool nmed gontrtRt tht tkes invrints nd genertes spets enforing userEde(ned ontrtsF en spet oserves the exeution nd orts it s soon s ontrt is violtedF 3.1.3 Conners en spet is on(ner @he(nition QFUA if the stte of ny on(gurtion of the woven progrm is rehle stteF sn generlD on(ners n modify the ontrolE)ow nd the stte of the se progrmF he set of rehle sttes from the on(gurtion mde of the progrm

C nd the stte Σ b is denoted y Reach b (C, Σ b ) withX Reach b (C, Σ b ) = {Σ b | (C, Σ b ) * → b (C , Σ b )}
he(nition QFU formlizes the ft tht the se stte of ny on(gurtion in the woven tre is rehle y the se progrmF Denition 3.7.

∀(C, Σ). Σ ψ ∈ A c ⇔ ∀(j ≥ 1). αj = (i, Σ j ) ∧ Σ b j ∈ Reach b (C, Σ b ) with α = B(C, Σ) and α = W(C, Σ)
yservers nd orters re inluded in the tegory A c of on(nersF he set of properties preserved y on(ners @qrmmr QFVA is suset of the set of properties preserved y orter spets @qrmmr QFSAF Grammar 3.8.

ϕ c ::= sp | ¬sp | ϕ c 1 ∨ ϕ c 2 | ϕ c 1 ∧ ϕ c 2 | ϕ c
1 W false he lnguge ϕ c is restrited to invrint properties @i.e., 2ϕ or ϕW falseA on sttesF ine on(ner spets n modify the ontrol )ow of events without restrition no properties involving tomi propositions on events in ϕ c re preE servedF por the sme resonD sfety properties suh s ϕ c 1 W ϕ c 2 re not preserved y on(nersF por exmpleD the se progrm tre x = 0 : x = 1 : x = 2 : : : . . . stis(es the sfety property x = 0W x = 1F roweverD fter the weving of on(ner tht remins in Reach b D the woven sequene n e x = 0 : x = 2 : x = 0 : x = 1 : : . . . whih does not stis(es the sfety property x = 0W x = 1F he preservtion of properties of qrmmr QFV y on(ners is formlized y heorem QFWF Theorem 3.9.

∀(C, Σ). Σ ψ ∈ A c ⇒ ∀(p ∈ ϕ c ). α |= p ⇒ α |= p with α = B(C, Σ b ) and α = W(C, Σ)
ixmples of on(ners re reset spets tht restore the initil stte of the se progrmD fultEtolerne spets tht restore sfe exeution stte from previous hekpointD or memo spets tht shortut omputtion @or lredy performed requestA nd returns its hed resultF sn ll sesD in order to lwys remin in the rehle sttesD the reset @rollEk or hingA tion must e onsidered s tomiF por exmpleD nonEtomi rollEk is likely to rete unrehle sttes in the middle of the restortionF e memo spet is lso likely to fil to hnge some temporry vriles tht re used when the result is not in the he nd must e omputedF sn suh sesD spets re on(ners only if we restrit properties to suset of the se progrm stteF ithout these restritionsD suh spets elong to the tegory presented next i.e., wek intrudersF 3.1.4 Weak intruders en spet is wek intruder @de(nition QFIHA if sttes of on(gurtion with urrent se progrm instrution @i.e., i b A re lwys rehle sttesF sn other wordsD wek intruder spet my produe unrehle sttes during dvie exeution ut lwys returns to rehle sttes when it returns to the se progrmF gon(ners re speil ses of the wek intruder spet tegoryF he(nition QFIH formlizes the ft tht the se stte of ny on(gurtion with urrent instrution i b in the woven tre is rehle y the se progrmF Denition 3.10.

∀(C, Σ). Σ ψ ∈ A w ⇔ ∀(j ≥ 1). αj = (i b , Σ j ) ⇒ Σ b j ∈ Reach b (C, Σ b ) with α = B(C, Σ) and α = W(C, Σ)
ine wek intruder n modify the ontrolE)ow nd the stte of the se progrmD it n violte invrints during the exeution of dvieF here is no vv property preserved for ll wek intruders nd progrmsF roweverD if the @weving ofA wek intruder spet termintes @de(nition QFIIA then it preserves properties of the form 3ϕ c F ht isD the woven progrm eventully preserves invrint properties @i.e., fter the lst dvieAF Denition 3.11.

∀(C, Σ). Σ ψ terminates ⇔ ∃(j ≥ 1).∀(k > j). αk = (i b , Σ k ) with α = B(C, Σ) and α = W(C, Σ)
por exmpleD the se progrm tre x = 0 : x = 1 : x = 0 : ( , x = 1) : ( , x = 1) : . . . stis(es the ϕ c property (x = 0 ∨ x = 1)W falseF he woven sequene x = 0 : x = 1 : x = 0 : x = 2 : ( , x = 0) : ( , x = 0) : . . .
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violtes the property when x = 2 @ possile stte produed during the exeution of n dvieAF roweverD the (nl on(gurtion ( , x = 0) hs stte @x = 0A rehle y the se progrmF oD (x = 0∨ x = 1)W false is eventully stis(ed @i.e., 3((x = 0 ∨ x = 1)W false)AF heorem QFIP formlizes the ft tht if the se progrm stis(es n inE vrint property p then the woven exeution with terminting wek intruder spet stis(es eventully pF Theorem 3.12.

∀(C, Σ).Σ ψ ∈ A w ∧ Σ ψ terminates ⇒ ∀(p ∈ ϕ c ). α |= p ⇒ α |= 3p with α = B(C, Σ) and α = W(C, Σ)
pult tolernt spets performing non tomi rollks re typil wek inE truder spetsF hey my produe unrehle sttes during dvie exeution @i.e., the rollkA ut eventully reh previous sfe stteF imilrlyD spets performing non tomi resets re wek intrudersF

3.2

Non-Deterministic Case xonEdeterminism rings two new spet tegoriesX selectors @A * s A whih selet some exeutions mong the set of possile exeutionsD nd regulators @A * r A whih n selet ut lso ort exeutionsF he tegories of oserversD ortersD seletorsD regultorsD on(ners nd wek intruders form hierrhy

A * a ⊂ U U U U A * o ⊂ i i i i ⊂ U U U U A * r ⊂ A * c ⊂ A * w A * s ⊂ i i i i
where orters A * a nd seletors A * s nnot e ompredF roperties re deE (ned using gvB whih permits to quntify formule over the set of exeution tresF his logi is stritly more expressive thn vvF he lsses of properties θ o , θ a , θ s , θ r , θ c , θ w preserved y the orresponding spet tegories re relted y dul inlusion hierrhyF es in the deterministi seD n oserver does not modify the ontrolE)ow nd the stte of the se progrmF sn prtiulrD the woven nd the se progrm hve the sme set of tres of se instrutions @i.e., fter projetion y proj b AF he exmples of spets disussed efore remin vlid in the nonE deterministi seF por instneD seurity spets re lso orter spets for nonEdeterministi progrmsF ih lss of preserved properties in the nonE deterministi se generlizes its deterministi version @e.g., θ o is stritly more expressive thn ϕ o AF sn this setionD we do not @reApresent ll tegories ut fous insted on the two new tegories @seletors nd regultorsA nd their orresponding lsses of propertiesF 3.2.1 Selectors e seletor does not modify the stte of the se progrmF roweverD seletor n modify the ontrolE)ow of the se progrm y seleting suset of exE eution tres mong the set of ll possile exeution tresF yviouslyD this new tegory of spet only mkes sense for nonEdeterministi progrms sine its e'et is to suppress some nonEdeterministi hoiesF e seletor @he(nition QFIQA nnot introdue new exeution tresX for ny tre in the set of woven exeutionsD there exists tre in the set of se exeutions with the sme sequene of se instrutions @i.e., relted y proj b AF Denition 3.13.

∀(C, Σ). Σ ψ ∈ A * s ⇔ ∀(α ∈ W * (C, Σ)).∃(α ∈ B * (C, Σ b )). proj b (α) = proj b (α) ∧ preserve b (α)
he properties de(ned y θ s in qrmmr QFIR re preserved y seletorsF Grammar 3.14.

θ s ::= sp | ¬sp | θ s 1 ∨ θ s 2 | θ s 1 ∧ θ s 2 | ∀ω s ω s ::= θ s | ω s 1 ∨ ω s 2 | ω s 1 ∧ ω s 2 | ω s 1 ∪ ω s 2 | ω s 1 W ω s 2 | true ∪ ω s ω s ::= ep | ¬ep | θ s | ω s 1 ∨ ω s 2 | ω s 1 ∧ ω s 2 | ω s 1 ∪ ω s 2 | ω s 1 W ω s 2 | true ∪ ω s
qrmmr QFIR n e desried s generliztion to gvB of the lss preserved y oservers @i.e., ϕ o AF st does not inlude the ∃ opertor euse n exeution of the se progrm tht stis(es property ∃ω n e removed y seletorF he preservtion of θ s y seletors is expressed y the theorem QFISF Theorem 3.15.

∀(C, Σ). Σ ψ ∈ A * s ⇒ ∀(p ∈ θ s ).∀(α ∈ Γ).Γ, α 1 |= p ⇒ ∀(α ∈ Γ). Γ, α1 |= p where Γ = B * (C, Σ b ) and Γ = W * (C, Σ)
ixmples of seletors re sheduling spets or re(nement spets tht reE moves some nonEdeterminismF he sheduling spets of IV speify nd enfore sheduling poliies to networks of ommuniting proessesF e sheduling sE pet selets suset of desired exeution tres out of the set of ll possile interlevingsF hese spets re typil seletorsF 3.2.2 Regulators egultors re oth orters nd seletorsF e regultor @he(nition QFITA does not modify the stte of the se progrm @preserve b AF roweverD it n modE ify the ontrolE)ow of the se progrmD either s n orter y orting the progrm orD s seletor y seleting suset of the exeution tresF por ny tre α of the woven progrm exeutionsX either there exists tre α mong the se exeutions tht hs the sme se instrutions s α @i.e., the spet does not modify the ontrolE)ow of the se progrmAY or there exists pre(x α →i in se exeution tre nd pre(x α→j in the woven exeution tre tht hve the sme se instrutions nd the rest of the woven tre hs only (nl instrutions F INRIA Denition 3.16.

∀(C, Σ).Σ ψ ∈ A * r ⇔ ∀( α ∈ W * (C, Σ)).∃(α ∈ B * (C, Σ b )). preserve b (α) ∧ proj b ( α) = proj b (α) ∨ ∃(i ≥ 0). ∃(j ≥ i).proj b (α →i ) = proj b (α →j ) ∧ ∀(k > j). αk = ( , _)
xote thtD this de(nition does not relte ll se exeution tres with woven oneD sine regultor spet n selet out se exeution similrly to seletor spetsF he properties de(ned y θ r in qrmmr QFIU re preserved y regultor spetsF Grammar 3.17.

θ r ::= sp | ¬sp | θ r 1 ∨ θ r 2 | θ r 1 ∧ θ r 2 | ∀ω r ω r ::= θ r | ω r 1 ∨ ω r 2 | ω r 1 ∧ ω r 2 | ω r 1 W ω r 2 | true ∪ ω r ω r ::= ¬ep | ω r ∨ θ r | ω r 1 ∧ ω r 2 | true ∪ ω r | ∀ω r
qrmmr QFIU n e seen s the intersetion of the lss of properties preserved y seletors @i.e., θ s A nd the lss preserved y orters @i.e., θ a D the generliztion of ϕ a AF es eforeD the ∃ opertor is exluded sine regultor spet my remove exeution tres from the set of ll possile tresF he stte properties of the form ω r 1 ∪ ω r 2 re not preserved sine the spet my ort the progrm efore ω r 2 F es fr s event properties re onernedD only liveness properties involving ¬ep re preservedF por exmpleD true ∪¬ep is preserved sine if the spet orts the exeution ¬ep will e stis(ed fter ortion @i.e., when the on(gurtion eomes ( : •, Σ)AF he preservtion of θ r y regultive spets is expressed y heorem QFIVF Theorem 3.18.

∀(C, Σ).Σ ψ ∈ A * r ⇒ ∀(p ∈ θ r ).∀(α ∈ Γ).Γ, α 1 |= p ⇒ ∀(α ∈ Γ). Γ, α1 |= p where Γ = B * (C, Σ b ) and Γ = W * (C, Σ) 3.3
Interactions between Aspects e study in this setion the issues rised y the omposition of severl spetsF por simpliity resonsD the spet funtion Σ ψ @see eF PFIA does not distinguish etween single or severl spetsY it just inserts n dvie t the pproprite pleF sn the followingD we write A 1 ; A 2 for the omposed spet where A 1 hs preedene when oth mth the sme join pointF por exmpleD the omposition of two efore spets Σ ψ = A 1 ; A 2 is suh tht when A 1 nd A 2 mth the sme instrution i then Σ ψ (i : C, Σ) = (a 1 : a 2 : i : C, Σ) with a 1 @respF a 2 A denoting the dvie of A 1 @respF A 2 AF he desription of the omposition of round spets requires proeed stk to store the ode to e exeuted when proeed instrution is lledF por forml tretment of spet omposition see IQF iven if the frmework of etion P is too strt to represent expliitely spet ompositionD we disuss informlly two issuesX the omposition of two spetsF sn prtiulrD knowing the tegories of two spetsD n we determine the tegory of their ompositionc the ommuttivity of wevingF sn prtiulrD re there tegories of sE pets ensuring tht the weving of two spets n e performed in ny order c 3.3.1 Composition et (rst sightD the omposition of two spets A 1 ∈ A x nd A 2 ∈ A y with A x ⊆ A y should elong to A y F ht is to syD the tegory of A 1 ; A 2 should e the lrgest @less onstrinedA tegory of the two spetsF por instneD the omposition of two oservers should e n oserverD or the omposition of n oserver nd n orter should e n orterF roweverD some preutions should e tkenF pirstD we must ssume tht n spet nnot modify the lol stte of nother spetF yservers nd ortersD whose dvie must lwys returns to the se progrmD require nother onstrintF sndeedD the omposition of two oservers A 1 nd A2 n produe nonEterminting spetF gonsiderD for exmpleD the spet

A 1 : before foo( * ) n A1 := bar(n A1 )
mthing lls to foo nd updting its lol stte using the funtion bar nd the spet A 2 A 2 : before bar( * ) n A2 := foo(n A2 )

mthing lls to bar nd updting its lol stte using the funtion fooF esE suming tht foo nd bar re pure terminting funtionsD oth spets re oE serversF fut the weving of A 1 ; A 2 loops s soon s ll to foo or bar is enounteredY the exeution never returns to the se progrmF yne should enE sure tht no yle n our in the omposition of spetsF his n e done y nlysis the spets9 pointuts nd dvieF e su0ient restrition is to enfore tht spets n only mth se instrutionsF hese onstrints ensure tht di'erent oserversGorters re independentF eving two oservers @respF n oserver nd n orter or two ortersA A 1 ; A2 n e seen s weving single oserver @respF orterAF iven if our frmework is too strt to tret this issue rigorouslyD we elieve thtD omposition of spets should elong to the most expressive tegory involvedF 3.3.2 Commutativity sf two spets never mth the sme join point then their weving order is irrelevntF sn ISD ITD we propose n nlysis to determine whether two spets re independent i.e., never mth the sme join pointF hen two spets mth the sme join pointD the wever usully relies on preedene reltion to ensure deterministi ehviorF he question here is whether suh preedene is still neessry with our restrited tegories of spets INRIA Aspects Preserving Properties PI he nswer depends on the de(nition of ommuttivity or equivlene eE tween progrmsF sf we onsider tre equivleneD then s soon s two spets mth the sme join pointD their weving never ommutesF ixeuting A 1 efore A 2 produes di'erent tre thn the other wy roundF e more relxed de(nition of progrm equivlene is to enfore tht the tres fter projetion y proj b re identil nd the sttes of the se progrm nd sE pets re identil t eh se instrutionF his ensures tht the se progrm nd the spets omputes the sme resultsF iven with this relxed notionD the weving of two oservers does not ommuteF gonsider for instne the following two oservers

A 1 : before foo( * ) n := n + 1 mthing lls to foo nd inrementing its lol vrile n nd the spet A 2

A 2 : before foo( * ) b := (n > 0)

mthing lls to foo nd setting its lol vrile b to true if n > 0F henD ssuming n intil stte of A 1 where n = 0D the (rst ll to foo will hnge the stte of A 2 to b = true or b = false depending on the preedeneF his omes from the ft tht n spet n red the lol stte of nother oneF gonsider now the oserver

A 1 : before (foo(β) ∧ β = 0) foo(0)
mthing lls to foo with non null prmeter nd lling the funtion foo(0) nd the oserver A 2 : before f oo(β) n := β mthing ll lls to foo nd updting its lol vrile m to the vlue of the prmeterF he sequene of dvie exeuted efore the ll foo(1) will e either n := 0; foo(0); n := 1 or n := 0; n := 1; foo(0) depending on preedeneF he lol stte of A 2 vries depending on the weving orderF his omes from the ft tht n spet n mth the dvie of nother oneF wo onditions ensure tht the weving of two oservers ommutesX IF the oservers nnot red the lol stte of eh otherY PF the oservers nnot mth n instrution of eh otherF ith these restritionsD oservers re semantically independentX their exeution re un'eted y the weving of nother oserver nd therefore weving omE mutesF fut stillD the other tegories do not ommuteF por exmpleD weving n orter efore n oserver my prevent the oserver to exeute its dvie ompred to the other weving orderF he oserver9s (nl lol stte will di'er depending on whih is woven (rstF enother even more relxed de(nition of equivlene is to enfore tht tres fter projetion on se instrutions nd se sttes re identilF his ensures tht the e'et of spets on the se progrm re equivlent regrdless of the weving orderF ith this de(nitionD two oservers ommute sineD even if they my in)uene eh otherD they nnot hnge the se progrm9s ontrol )ow nd stteF sn generlD the weving of n oserver nd orter does not omE muteF por exmpleD n orter my terminte the progrm depending on the oserver9s lol stteF roweverD with the restritions @IA nd @PA oveD n oE server ommutes with ny other spetD n orter ommutes with ny other spet whih does not hnge the se stteF eletors do not ommute sine they re in ompetition to selet non deterministi hoie nd therefore preeE dene mttersF gon(ners @or wekly invsive spetsA do not ommute sine they shre @red nd writeA ess to the se stteF 4 Specialized Aspects Languages sn this setionD we present speilized spets lnguges for our di'erent lsses of propertiesF e hoose simpleD expressive enough nd stndrd impertive lnguge s our se lnguge @etion RFIAF st is very lose to lnguges used in forml semntis ooks suh s the IMP lnguge in RH or the While lnE guge in QRAF e present generi pointut lnguge shred y our spet lnguges in @etion RFPAF hese lnguges di'er y the more or less restritive onstrints on their dvieF e introdue in etions RFQFID RFQFP nd RFQFQ the onstrints orresponding to the oserverD orter nd on(ner tegoriesF ell spets de(ned in lnguge elong to the orresponding tegoryF herefore eh lnguge ensures the preservtion of the orresponding lss of properties y onstrutionF sn etion RFRD we extend our se lnguge with non deterE ministi sttement nd we present two spet lnguges @seletor nd on(nerA speilized for non determinismF

4.1

Base Language e se progrm P is sequene D of delrtions of glol vriles @var gA nd proedures @proc IA followed y min sttement SF ttements omprise usul ommnds @ssignmentD proedure llD sequeningD onditionlD while loopAD the instrution abort tht ends progrm exeutionD skip tht does nothing nd loop(A) S tht repets A times the sttement SF erithmeti nd oolen expressions re desried y nonterminls A nd B respetivelyF here re two distinguished kinds of vrilesX glol vriles @gA whih re delred in DY lol vriles @lA delred s prmeters of proeduresF foth kinds of vriles n e used in ssignments nd expressionsF Grammar 4.1.

P ::= D {S} D ::= var g:=A | proc I(l 1 , . . . l n ) S | D 1 ;D 2 S ::= V :=A | I(A 1 , . . . A n ) | S 1 ;S 2 | if(B) then S 1 else S 2 | while(B) S abort | skip | loop(A) S A ::= n | V | A 1 + A 2 B ::= true | A 1 =A 2 | A 1 <A 2 | B 1 &B 2 | !B V ::= g | l I ::= p INRIA PQ
e onsider only integer vriles to void typing issuesF roweverD the lnguge ould e esily extended nd equipped with type systemF he operE tionl semntis of this lnguge is very similr to the While lnguge of QRF es required y our frmework @etion PFIAD its semntis is de(ned y relE tion → b on on(gurtions (C, Σ b ) where C is sequene of sttements nd Σ b is mde of n environment ssoiting glol vriles nd prmeters to their vlues nd of return stk used y proedure lls nd returnsF st is desried in detils in ppendix fF ixmple RFP illustrtes the se lnguge with simple progrm whih will e used throughoutF Example 4.2. The following program computes the fourth bonacci number in the variable result:

var result := 0; proc fib(x)
if(x = 0) then result := result + 1 else if(x = 1) then result := result + 1 else fib(x -1); fib(x -2) {fib(4)}

4.2

Generic Pointcut Language yur spet lnguges shre the sme pointut lnguge whih is de(ned y grmmr RFQF Grammar 4.3.

P ::= S p | if (B p ) | P 1 ∨ P 2 | P 1 ∧ P 2 S p ::= V p :=A p | I p (A p 1 , . . . , A p n ) | S p 1 ; S p 2 | if(B p ) then S p 1 else S p 2 | while(B p ) S p | abort | skip | loop(A p ) S p | β S | ¬S p A p ::= n | V p | A p 1 + A p 2 | β A | ¬A p B p ::= true | A p 1 =A p 2 | A p 1 <A p 2 | B p 1 &B p 2 | !B | β B | ¬B p V p ::= g | l | β V | ¬V p I p ::= p | β I | ¬I p
e pointut is either sttement with pttern vriles S p @ stti pointE utAD or predite if (B p ) @ dynmi pointutAD or logil omposition of pointutsF e sttement pttern S p is sttement whih enlesD for eh synE tti tegory @expressionsD vrilesD F F F AD pttern vriles s well s negtive ptterns @e.g., ¬SAF por exmpleD A p de(nes ptterns on rithmeti expressions with pttern vriles @β A A @le to mth ny rithmeti expressionA nd negE tionsF I p de(nes ptterns of proedure identi(ersF wthing of pttern S p w.r.t. urrent instrution ssigns vlues to pttern vriles β S D β A D F F F hese vlues will e sustituted for the ourrenes of pttern vriles ourring in dynmi pointuts if (b) s well s in dvieF he semntis of ptterns with negtion @lled ntiEptternsA is desried in detils in PUF hynmi pointuts if (b) should represent vlid oolen expressions fter sustitutionF o ensure this propertyD negtion of ptterns @e.g., ¬B p A re not llowed to our within dynmi pointutsF elsoD vriles ourring in dynmi pointuts @nd dvieA should lso our outside the sope of negtion in the stti pointut @to hve unique sustitutionAF Example 4.4. To provide some intuition, here are a few examples of patterns:

x :=β A matches all assignments to x;

(¬x):=β A matches all assignments but those to x; ¬(x := y) matches all statements but x := y; while(β B ) β S matches all while statements; p(3,β A ) ∧ if(β A = 0) matches all calls to p with 3 and an arithmetic expression whose value is 0.

yur implementtion of pointuts relies on preliminry trnsformtion deE sried in IQF e pointut p is trnsformed into n equivlent pointut of the form

(p 1 ∧ if (b 1 )) ∨ . . . ∨ (p n ∧ if (b n ))
where the stti ptterns p i re mutually exclusiveF ih stti pttern is mthed to the urrent instrution using the ntiEpttern lgorithm PU written match s until mth is foundF he funtion match s returns sustitution whih is pplied to the orresponding dynmi pointut nd dvie tht will e evluE ted reltively to the stteF sf no mth existsD the funtion match s returns Fail F por instneD

match s (p(3,β A ), p(3, 0)) returns [β A → 0] nd match s (¬β A , 0) reE turns Fail F 4.3
Aspects for deterministic languages sn this setionD we de(ne three restrited spet lnguges tht ensures tht spets de(ned in these lnguges re oserversD orters nd on(ners respeE tivelyF he two (rst lnguges re generl purposeY they n e used to desrie ny king of oservers or ortersF he lst one is on(ner lnguge dedited to memoiztionF 4.3.1 Observer language es seen in etion QFIFID n oserver does not modify the ontrol )ow of the se progrm ut only inserts dvie instrutions @i a AF sn order to remin onsistent with espett nd most spetEoriented lngugesD we onsider round spets omposed of n ritrrily omplex sttement of i a instrutionsD followed y the ommnd proceed to exeute the mthed sttementD followed y nother ritrrily omplex sttement of i a F hen the dvie exeution is overD the se progrm exeution is resumed fter the mthed sttementF xote tht our proceed instrution does not hve prmetersF ytherwiseD oservers would e le to modify the prmeters of proedures nd ritrrily hnge the stte or the ontrolE)ow of the se progrmF purthermoreD the dvie should terminteD otherwise the se progrm exeution is never resumed nd its ontrol )ow is not preservedF e ensure termintion y disllowing while sttements in dvieD heking tht there is no loop in the ll grph of dvie nd ensuring tht the pointut nnot mth ny sttement of its own dvieF INRIA PS enother option would e to permit whileEloops nd reursion in dvie nd mke the progrmmer responsile for ensuring termintionF he seond ondition n oserver should oey is not to modify the stte of the se progrm @i.e., i a instrutions should not hnge the stte Σ b AF e distinguish the se progrm vriles @tht n e red y n dvieA from the spet vriles @tht n e red and written y i a instrutionAF he semntis of proceed is expressed using proeed stk @written Σ P A in the glol stte@see IQAF hen n round dvie ppliesD the mthed inE strution is pushed onto tht stkF he proceed instrution pops nd exeutes the instrution on top on the proeed stkX

Proceed Σ P = i : Σ P (proceed : C, X ∪ Σ P ) → (i : C, X ∪ Σ P )
he syntx of oservers is de(ned y the qrmmr RFSF Grammar 4.5.

Asp o ::= D o around P {S o 1 ; proceed; S o 2 } D o ::= var g o := A o | proc I o (l o 1 , . . . , l o n ) S o | D o 1 ; D o 2 S o ::= V o :=A o | I o (A o 1 , . . . , A o n ) | S o 1 ; S o 2 | skip | if(B o ) then S o 1 else S o 2 | loop(A o ) S o A o ::= n | V | A o 1 + A o 2 | β A B o ::= true | A o 1 =A o 2 | A o 1 <A o 2 | B o 1 &B o 2 | !B o | β B V o ::= g o | l o V ::= V o | g | β V I o ::= p o
en oserver Asp o de(nes vriles g o nd proedures p o to form the lol stte of the spetF henD around ssoites pointut with n dvie whih ontins extly one proceedF e hve onsidered tht n spet hs one pointut nd one dvie to simplify the presenttion ut this ould e esily generlized to severl pointuts nd dviesF he delrtions D o must not ontin ny ourrene of pttern vrilesF yther sttements S o re similr to sttement ptterns S p ut without negtion ¬F sndeedD n dvie must e vlid exeutle ode fter sustitution of its pttern vriles @β A D β B D β V AF xote thtD the sttement abort is not llowed in dvie sine it would hnge the ontrol )ow of the se progrmF imilrlyD pttern vriles β S for sttements re foridden sine they ould e used to exeute ssignments to se progrm vriles in the dvieF xote thtD ssignment sttements in dvie n only modify vriles of the spet @V o AF yf ourseD spet nd se vriles @V A n oth e redF pinllyD n dvie n only ll proedure de(ned in the spet @I o A sine lling se progrm proedure ould modify the se progrm stteF en spet tht ounts lls to fib @ixmple RFPA is de(ned in ixmple RFTF his pro(ling spet respets the grmmr Asp o nd is therefore n oserverF Example 4.6. Proling calls to fib var n := 0 around (fib(βA)) n := n + 1 he semntis of weving @etion PFIA represents n spet s funtion Σ ψ tht tkes the urrent on(gurtion (C, Σ) s prmeter nd returns either new woven on(gurtion (C , Σ )D or nil when the pointut does not mthF e de(ne the semntis of our spet lnguge in order to generte Σ ψ from n spet de(nition s followsF he resulting funtion tkes the urrent on(gE urtion s prmeter nd mthes the (rst instrution iF pirstD s mentioned in the previous setionD the pointut p of the spet is trnsformed into n exE lusive disjuntion of the form

(p 1 ∧ if (b 1 )) ∨ . . . ∨ (p n ∧ if (b n ))
F he funtion tests if the urrent instrution i is mthed one of the stti pointuts p i F sf i is not mthedD the funtion returns nil F ytherwiseD the urrent instrution i is repled y ode a nd i is pushed on the proeed stk Σ P F hen it is exeutedD the onditionl a tests the dynmi prt b i of the mthed pointutF sf b i is stis(ed the dvie s is exeutedD otherwise the exeution proceeds with the originl instrution i @the dvie is not exeutedAF he pttern vriles in b nd s re sustituted y their mthed vlues using the sustitution σ returned y match s F

[[around (p) s]] = let (p 1 ∧ if (b 1 )) ∨ . . . ∨ (p n ∧ if (b n )) = Transf (p) in λ(i : C, X ∪ Σ P ). case match s (p 1 , i) = σ 1 → ( ā1 : C, X ∪ ī : Σ P ) • • • match s (p n , i) = σ n → ( ān : C, X ∪ ī : Σ P ) otherwise → nil where a i = σ i (if(b i ) then s else proceed)
he instrution ī nd the onditionl āi re tgged @see etion PFIA to prevent in(nite weving y mthing them gin nd ginF he semntis distinguishes evlution of the stti prt of pointut from the evlution of its dynmi prtF his fithfully models espettElike lnguges where the dynmi prt of pointut n depend on previous dvie exeutionF roperty RFU formlizes the ft tht ny spet in Asp o is n oserverF Property 4.7. ∀a ∈ Asp o .[[a]] ∈ A o e sketh of the proof n e found in the ppendixF 4.3.2 Aborter language en orter is n oserver whih my ort the exeutionF he orter lnguge is therefore very similr to the oserver lngugeF sts grmmr Asp a is expressed extly s Asp o exept tht the sttement abort is llowed in S a F he abort instrution redues ny on(gurtion in (nl on(gurtion @see etion QFIFPAF ixmple RFV spei(es n spet ounting the numer of lls to the proedure fib @of the ixmple RFPAF sf the numer of lls rehes IHHFHHH the progrm is ortedF his spet n e used to enfore some omputtion quotF st is de(ned in Asp a so it is n orterF 

A conner language

gon(ners n ritrrily modify the ontrol )ow nd the stte of the se progrm s long s the se stte remins in the set of originlly rehle sttesF e generl purpose lnguge ensuring this property is very hrd to designF roweverD two speilized on(ner lnguges ome to mindX optimiztion dedited lnguges whose dvie would jump diretly to future rehle stteY fultEtolerne dedited lnguges whose dvie would rollEk to preE vious rehle stteF pult tolerne mkes sense for deterministi progrm when the runtime enE vironment is non deterministi @i.e., fults n ourAF sn the next setionD we disuss out n spet lnguge for fult tolerne for non deterministi progrmsF e propose here speilized lnguge dedited to de(ning memo aspectsF e memo spet is n optimizing spet tht hes omputtionsF st inE trodues memoiztion in the woven progrmX when omputtion is performed for the (rst timeD it stores its rguments nd resultsF hen the sme omputE tion is performed ginD it shortuts it nd diretly returns its previously stored resultsF qrmmr RFIH presents the syntx of this lngugeF Grammar 4.10.

Asp m ::= memo (I m (A p 1 , . . . , A p n ) ∧ if (B o )) I m ::= p | β I
e memo spet is primitive memo pplied to pointut whose stti prt denotes the proedure lls to e memoizedD nd dynmi prt is n ritrry prediteF sn order to implement sophistited strtegies of memoiztion memo spet n e omined with n oserverF ine oservers @nd ortersA re inluded in the on(ner tegoryD the omposition of on(ner spet with ny oserver @orterD on(nerA spet is lso on(nerF por exmpleD the se progrm ould e (rst woven with n oserver tht ollets sttistis regrding proedure lls @e.g., numer of llsD depth of reursionDF F F FA in its vrilesF st is then woven with memoiztion spet whose predite esses the vriles holding sttistisF o give the semntis of memoiztion spetD we need to ompute the lists of vriles proedure reds nd writesF hese two lists re omputed y the funtions read nd writeF e n now de(ne the semntis of memo spet s progrm trnsformtion tking the spet nd the delrtions @DA of the se progrmX e memo spet de(nes n initilly empty cache vrile to store omputtion resultsF e he entry ssoites triplet (p, a 1 : . . . : a n , read [[D]]p) @ proeE dure identi(erD the list of its rguments nd the list of the vriles redA to the list of vlues of its written vrile write[[D]]pF hen the pointut is mthedD the resulting sustitution σ is pplied to the dvie nd it fully instntites the proedureD its rgumentsD s well s the lists of red @read [[D]]pA nd written @write[[D]]pA vrilesF hen the dvie is exeE utedD if the he ontins the result of the omputtion @contain(p, a 1 : . . . : a n , read [[D]]p)A then the written vriles re ssigned with the result stored in the he @lookup(p, a 1 : . . . : a n , read [[D]]p)AD else the omputtion is performed nd the he is updted @store(p, a 1 : . . . : a n , read [[D]]p, write[[D]]p)AF etuE llyD suh n spet is on(ner only if the updting @write[[D]]p := lookup(...)A is onsidered s tomiF ytherwise the updting of severl vriles produes temporry unrehle sttesF sn onurrent ontextD updting should lso e tomiF xote thtD for the ske of onisenessD we hve de(ned the dvie in the se lnguge extended with dt strutures @i.e., cache implements hsh tleD nd lists to represent the vlues of red nd written vrilesA nd return vlue for proedures @e.g., containD lookupAF ixmple RFII de(nes memo spet for the fib proedure de(ned in the ixmple RFPF st is esy to hek tht the proedure fib reds no vrile nd writes the single vrile resultF Example 4.11. Memoizing fib memo (fib

(β A ) ∧ if (β A > 10))
This aspect memoizes calls to fib only if its argument is greater than 10 (to amortize the cost of caching). The program transformation T would generate the following lower level aspect:

var cache := empty around (fib(βA) ∧ if (βA > 10)) if(contain(fib,[βA], [])) then result := lookup(fib,[βA], []) else proceed; store(fib,[βA], [], [result])
Our version of fib (Example 4.2) computes many times the same calls and has exponential time complexity. The previous memo aspect suces to change its complexity to linear time.

INRIA PW

4.4

Aspects for non deterministic languages xonEdeterministi @or onurrentA progrms ring new interesting tegories of spets nd lsses of propertiesF sn prtiulrD etion QFP presents the tegories of seletors nd regultorsF rere we extend our se lnguge with non deterministi onstrut nd we present two speilized spet lnguges tking into ount this extensionF 4.4.1 Extension of the base language e extend the impertive se lnguge of the etion RFI with the non deterE ministi sttement S 1 or S 2 F his new sttement exeutes nonEdeterministilly either S 1 or S 2 F sts semntis is de(ned y the two trnsition rulesX

OR1 (S 1 or S 2 : C, Σ) → b (S 1 : C, Σ) nd OR2 (S 1 or S 2 : C, Σ) → b (S 2 : C, Σ)
he syntx of pointut sttements @qrmmr RFQA is extended with the orE responding pttern S P 1 or S P 2 F yservers nd orters s deried in etion RFQ pply to the new se lnguge without ny further extension thn dding S p 1 or S p 2 to the pointut lngugeF egrding our memo spetsD the funtions read nd write must e extended in order to ollet vriles in oth rnhes of nonEdeterministi or sttementsF es in the deterministi seD this stti nlysis of red nd written vriles lwys termintesF e now present two spet lnguges dedited with feture spei( to nonE determinsmX seletor nd wek intruder lngugeF 4.4.2 A selector language eletors re oservers tht n selet some exeutions in the set of ll possile exeutionsF sn order to de(ne the lnguge Asp s D we extend the dvie lnguge of oservers y repling the instrution proceed y the following nonEterminlX

P s ::= proceedLeft | proceedRight | proceed | if(B o ) then P s 1 else P s 2
hen the non deterministi instrution S 1 or S 2 is t the top of the proE eed stk Σ P D the instrution proceedLeft exeutes the left hnd side S 1 @ule ProceedLeftAD nd proceedRight exeutes the right hnd side S 2 @ule Pro-ceedRightAF hen deterministi instrution is t the top of the proeed stkD these new instrutions hve the sme semntis s proceedF

ProceedLeft (proceedLeft : C, X ∪ S 1 or S 2 : Σ P ) → (S 1 : C, X ∪ Σ P ) ProceedRight (proceedRight : C, X ∪ S 1 or S 2 : Σ P ) → (S 2 : C, X ∪ Σ P )
he if sttement llows to hoose etween these versions @leftD right or stnE drdA of proceed depending on dynmi testF en dvie in the seletor lnE guge still exeutes the originl mthed instrution @or one of its rnhesA extly oneF ixmple RFIP de(nes seletor spet tht n e woven with non deterE ministi se progrms in order to mke it firF Example 4.12. The following aspect balances the computation of serve for two users. It uses an integer variable u to count the dierence of number of serve for user1 and user2. The aspect ensures that the dierence is never exceeds 5.

var u := 0 : around(serve("User1") or serve("User2")) {if(-5 < u < 5) then u--; proceedLeft or u++; proceedRight else if(u ≥ 5) then u--; proceedLeft else u++; proceedRight} 4.4.3 A weak intruder language sn this setionD we de(ne speilized spet lnguge to mnge filuresF he ide is to sve the stte t some noEdeterministi hoies @using proceedcommit instrutionA so tht in se of filure of the hosen hoie @deteted y the fail pointutA the progrm n go k to the sved stte nd try the other hoie @using rollback instrutionAF e (rst introdue n uxiliry oserver lnguge in order to sve pending rnhes for the non deterministi or instrutionF he qrmmr RFIQ modi(es the oservers grmmr @qrmmr RFSA y repling ptterns P y pttern whose stti prt is S p 1 or S p 2 nd the instrution proceed is repled y new instrution proceedCommitF he syntx of delrtions nd sttements remin the smeF his restrited oserver lnguge is dedited to filure mngementF e ould hve hosen more generl lnguge y just extending the stndrd oserver grmmr with the new pointut nd instrutionF Grammar 4.13. 

∧ if (B o ) s]] = λ(i : C, X ∪ Σ P ∪ Σ S ). if match s (s p 1 or s p 2 , i) = σ then (a : C, X ∪ ī : Σ P ∪ Σ S ) else nil with a = σ(if(B o ) then s else proceed)
hen the stti pttern S p 1 or S p 2 is not mthedD nil is returned @i.e., nothE ing is wovenAF hen the stti pttern is mthed ut the dynmi ondition B o is flseD the ommnd proceed resumes the originl exeutionF pinllyD when oth the stti pttern nd the dynmi ondition re stis(edD the dvie s is exeutedF he dvie n perform some pro(ling @with its dvie prts S o 1 nd S o 2 A nd lwys lls the ommnd proceedCommit extly oneF his ommnd trnsforms the mthed instrution S 1 or S 2 D whih hs een pled t the top of the proeed stkD into nother non deterministi instrution @ule ProceedCommitA tht exeutes the ommnd S 1 or S 2 nd sves in the stk Σ S the non seleted rnh y lling the funtion commit @ule CommitAF INRIA properties @sfetyD liveness nd invrintsA re preservedF roweverD tht study is lrgely informlF gtegories of spetsD lsses of properties nd proofs re not formlized nd mny de(nitions nd results re not quite preise enoughF por exmpleD the tomi propositions on sttes @spA nd events @epA re not lerly distinguishedF utz sttes tht spettive spets preserve sfety propertiesF yur study shows tht oservers preserve only sfety properties involving stte properties @not event propertiesAF utz lims tht regultive spets @ortersA preserve sfety ut do not preserve liveness propertiesF yur study on(rms this lim ut only when properties involve exlusively stte propositionsF yn the other hndD we showed tht they do not preserve sfety properties on events nd tht they preserve liveness properties involving only negtion of events @¬epAF yther works fous on spei( spet tegoryF hnts nd lker V formlly desrie n spet tegory nmed hrmless dvieF his tegory orresponds to our ortersF he emphsis is on nlyzing when n spet is hrmlessF hey propose type system to ensure tht dvie does not hnge the (nl vlues of the se progrm when the woven progrm is not ortedF urishnmurthi et al. PV fous on spets whose dvie lwys returns to the join point in the originl se progrmF hey propose modulr veri(tion tehnique tht genertes onditions to verify dvie in isoltion for given property to e preserved y wevingF oD eh spet must e nlyzed ontrry to our pproh tht onsiders tegories of spetsF his work is extended y qoldmn nd utz PI for wekly invsive spets @wek intrudersAF inrdD linuD nd fugr QS propose tegories of spets sed on informl lssi(tion of their intertions with the se progrmF hey disE tinguish two lssesF he (rst one dels with ontrolE)ow modi(tionsX n ugmenttion spet does not modify the ontrolE)owD nrrowing spet n skip the funtion mthed y the pointutD replement spet n reple the mthed funtion y nother oneD omintion spet omines the mthed funtion nd the dvie to generte the tul dvieF he seond lss dels with stte modi(tionsX n independent spet or the funtion it mthes nE not write vrile tht is red or written y the otherD n oservtion spet n red vrile tht the mthed funtion writesD n tution spet n write vrile tht the mthed funtion redsD n interferene spet n write vrile tht the mthed method writesF hese tegories help to get etter ide of the potentil impt of n spet ut the preservtion of propE erties is not onsideredF eugmenttionEindependent spets nd ugmenttionE oservtion spets resemle oserversF yther tegories n ritrrily modify the semntis of the se progrmF glifton nd vevens R propose two tegoriesX oservers nd ssistntsF es oursD oservers nnot modify the spei(tion of the se progrm wheres ssistnts nF prom their exmplesD ssistnts re similr to ortersF elE though they rely on roreElogi to explin the ehvior of woven progrmsD the tegories themselves re not formlizedF yur work is sed on n strt @i.e., lnguge independentA smll step semntis of woven exeutionF here hve een mny formliztion of spet lnguges nd wevingF por exmpleD nd et al. QWA propose denottionl semntis for suset of espettD fruns et al. I present forml spet lE ulus µABCD nd glifton nd vevens S de(ne n opertionl semntis for n impertive yy lngugeF wost of existing semntis for ey onsider oE jet oriented se progrms PPD PWD IUD PQF ome others onsider funtionl INRIA QQ lnguges @llEyEvlue λElulusD wvD hemeD F F F A QVD WD QPF yur frmeE workD the gef @eF PFIAD desries weving s independently s possile from the se nd spet lngugeF he gef ould e pplied to mny di'erent types of progrmming lnguges @ojetEorientedD impertiveD funtionlD logiD ssemlyD F F F A nd spet lngugesF e ommitted to spei( impertive se lnguge only to illustrte the design of speilized spet lngugesF here hve lso een mny proposls of domin spei( spet lngugesF por exmpleD ideir vopes QU proposes two speilized lnguges shv nd gyyv for remote dt trnsfer nd synhroniztionF wendhekr et al. QQ present n spet lnguge whih mkes use of memoiztion primitive to optimize imge proessing systemsF prdet nd rong un r IW de(ne n orterElike lnguge to prevent the denils of servie suh s strvtion used y resoure mngementF roweverD these lnguges only ddress spei( pplition domin nd the preservtion of properties is not studiedF 6 Conclusion and Future Work sn this rtileD we hve used lnguge independent semntis frmework to formlly de(ne severl spets tegoriesX oserversD ortersD on(ners nd wek intrudersF yservers do not modify the ontrolE)ow nd stte of the se progrmD orters my in ddition ort exeutionsD on(ners my modify the ontrolE)ow ut remin in the rehle sttes nd wek intruders my further leve the domin of rehle sttes during the exeution of dvieF por eh tegoryD we gve suset of vv properties preserved y weving for ny se progrm nd for ny spet in the relted tegoryF he ove tegories hve een ompleted nd generlized for nonEdeterministi progrmsF eletors n selet of suset of exeution tres mong the set of ll possile tresF his tegory inludes oservers ut is not omprle to ortersF egultors re seletors tht my lso ort the progrmF he orresponding lss of preserved properties re expressed s susets of gvB propertiesF e provided exmples to illustrte eh tegory of spetsF ypillyD perE sisteneD deuggingD tringD logging nd pro(ling spets re oserversY spets enforing seurity poliies re ortersY fultEtolerne or memo spets re eiE ther on(ners or wek intruders depending on their implementtionF yf ourseD mny ommon spets do not elong to our tegoriesF por exmpleX ixeption spets @see e.g., QHA n e oservers if they only detet nd log errors or orters if they hndle error y orting the progrm @e.g., ontrt enforement is often implemented s ortersAF roweverD error hndling n lso involve returning defult vlue @e.g., initiliztion errorA or retrying n tion @without proper rollEkA or terminting only portion of the treF sn these sesD ompletely new sttes n e rehed nd no temporl property holds in generlF eurity spets n e oservers if they just log ritil events @e.g., inE trusion detetion spetsA or orters when they enfore seurity poliyF hen spets re used to implement seurity mehnismsD suh s ess ontrol rulesD they generlly modify the se progrm semntisF gontext pssing nd hnge monitoring @see e.g., TD PSA re two lssil exmples of prodution spetsF hey usully hnge the se funtionE lityF rogrm trnsformtions @optimiztionsA ould e regrded s semntiE preserving spetsF ine they hnge the lgorithm @nd therefore the exeuE tion treA they do not elong to our tegoriesF yn one hndD they preserve properties on the relevnt prt of the (nl stteF yn the other hndD they my viE olte importnt temporl @e.g., seurityA propertiesF e speil resultEpreserving tegory ould e introduedF roweverD the lss @grmmrA of properties preE served would e trivil @stte properties on the (nl resultAF purtherD it would e hrd to de(ne generi spet lnguge ensuring tht spets elong to tht tegoryF fesides the preservtion of propertiesD our tegories hve other interesting feturesF por exmpleD with few dditionl onstrintsD oservers re omE pletely independent from eh other nd n e omposed nd woven in ny orderF he omposition of spets produes n spet elonging to the most tegory involvedF e de(ned restrited spet lnguges tht ensure spets to elong to speE i( tegories nd therefore to preserve lss of propertyF sn prtiulrD we hve proposed generl lnguge for oservers nd orters nd dominE spei( lnguge for memo spets @whih elongs to on(nersAF e lso preE sented seletor spet lnguge to ontrol non determinism nd dominE spei( lnguge for rollk spets @elonging to wek intrudersAF sing tht lnguge pprohD the progrmmer does not hve to prove a posteriori tht n spet elongs to tegoryF he progrmmer uses the speilized spet lnguge tht ensures a priori tht the spet elongs to the tegoryF yur work suggests severl reserh diretionsF pirstD our lsses of properties should e shown to e mximlF e should prove tht eh lss n express extly ll properties tht my e preserved y the the orresponding tegoryF he tsk is not trivil sine mximlity is not syntti ut semnti riteE rionF por exmpleD the property (ep ∨ ¬ep) ∪ ϕ o whih is preserved y oservers is not property of ϕ o F roweverD it is semntilly equivlent to true ∪ ϕ o whih elongs to ϕ o F yur pproh fouses on the preservtion of lsses of properties for ny spet of tegory nd for ny progrmF st ould e interesting to study less generl pprohes to preservtion y (xing either propertyD n spet or progrmF por exmpleD the lss of properties preserved y oservers for spei( progrm is likely to e muh lrger thn ϕ o F imilrlyD (xed oserver is likely to preserve lrger lss thn ϕ o even for ny progrmF yf ourseD we n lso (x two prmeters @e.g., the progrm nd the spetAF he se where the progrmD the spet nd the property re (xed oils down to stndrd stti nlysis or model heking of the woven progrmF he expressiveness of our lnguges of spets should e studiedF por inE stneD it is likely tht ll oservers @respF ortersA n e de(ned in the oE server @respF orterA lngugeF yf ourseD our memo lnguge is not generlX it does not enle the de(nition of rollk spets tht n lso e on(nersF roweverD other speilized lnguges elonging to the on(ner fmilyD like other dynmi optimiztions nd fultEtolerne spetsD ould e studiedF pinllyD these lnguges ould e implemented n integrted into n spet progrmming his ppendix provides the semntis of the se lnguge introdued in eE tion RFIF ht simple impertive lnguge is very stndrd nd so is its semnE tisF roweverD we present it to illustrte how the semntis of relisti lnguge n respet the form imposed y the ommon semnti se @etion PFIA he semntis of expressions is given in denottionl styleF he semntis of delrtions @DA nd sttements @SA re given y smllEstep struturl opertionl semntisF B.1 Expressions he semntis of rithmeti expressions is given y the funtion E a tht tkes syntti expression AD the sttes of glol nd lol vriles represented y the funtions Σ b g nd Σ b g nd returns n integerF

E a [[n]] Σ b g Σ b l1 = N [[n]] E a [[g]] Σ b g Σ b l1 = Σ b g (g) E a [[l]] Σ b g Σ b l1 = Σ b l1 (l) E a [[A 1 +A 2 ]] Σ b g Σ b l1 = (E a [[A 1 ]] Σ b g Σ b l1 ) + (E a [[A 2 ]] Σ b g Σ b l1 )
he funtion N tkes syntti integer nd returns the orresponding mthE emtil integer in ZF he semntis of oolen expressions is given y funtion E b tht tkes n expression BD the funtions Σ b g nd Σ b g @used to evlute the rithmeti expressionsA nd returns oolen in Bool = {tt, '}F his funtion is very similr to E a nd we do not desrie it hereF 

  Example 4.8. Regulating calls to fib var nbCalls := 0; around (fib(βA)) nbCalls := nbCalls + 1; if(nbCalls = 100000) then abort else skip; proceed; skip INRIA PU roperty RFW sttes tht ny spet in Asp a is n orterF Property 4.9. ∀a ∈ Asp a .[[a]] ∈ A a he proof is very lose to the proof of roperty RFUF

T

  [[memo (p(a1, . . . , an) ∧ if (B o ))]]D = var cache := empty around (p(a1, . . . , an) ∧ if (B o )) if contain(p, a1 : . . . : an, read [[D]]p) then write[[D]]p := lookup(p, a1 : . . . : an, read [[D]]p) else proceed; store(p, a1 : . . . : an, read [[D]]p, write[[D]]p)
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  ESOPD pges IIH!IPRD PHHUFPV F urishnmurthiD uF pislerD nd wF qreenergF erifying spet dvie modulrlyF sn SIGSOFT '04/FSE-12: Proceedings of the 12th ACM SIG-SOFT twelfth international symposium on Foundations of software engi-neeringDpges IQU!IRTD xew orkD xD eD xovemer PHHRF egw ressF PW F vämmelF e emntil epproh to wethodEgll sntereptionF sn AOSD 2002D pges RI!SSF egw ressD eprF PHHPF QH wF vippert nd gF F vopesF e study on exeption detetion nd hnE dling using spetEoriented progrmmingF sn Proceedings of the 22nd international conference on Software engineering (ICSE'00)D pges RIV!RPUF egwD PHHHF QI F wnn nd eF nueliF The temporal logic of reactive and concurrent systemsF pringerEerlg xew orkD snFD xew orkD xD eD IWWPF QP rF wsuhrD rF tsuzwD nd eF onezwF espetul mlX n spetE oriented funtionl lngugeF SIGPLAN Not.D RH@WAXQPH!QQHD PHHSF QQ eF wendhekrD qF uizlesD nd tF vmpingF qX e seEstudy for spetE oriented progrmmingF ehnil eport vWUEHHW WUIHHRRD lo eltoD geD eD perury IWWUF QR pF xielson nd rF F xielsonF Semantics with Applications -A Formal IntroductionF tohn iley nd onsD IWWPF QS wF inrdD eF linuD nd F fugrrF e lssi(tion system nd nlyE sis for spetEoriented progrmsF sn SIGSOFT '04/FSE-12: Proceedings of the 12th ACM SIGSOFT twelfth international symposium on Foundations of software engineeringD pges IRU!ISVD xew orkD xD eD PHHRF egw ressF QT eF F istlF yn hrteriztion of sfety nd liveness properties in tempoE rl logiF sn PODC '85: Proceedings of the fourth annual ACM symposium on Principles of distributed computingD pges QW!RVD xew orkD xD eD IWVSF egw ressF QU gF ideir vopesF D: A Language Framework for Distributed ProgrammingF hh thesisD gollege of gomputer ieneD xorthestern niversityD fostonD IWWUF QV hF lkerD F dnewiD nd tF vigttiF e theory of spetsF sn ICFP'03D pges IPU!IQWF egw ressD PHHQF QW wF ndD qF uizlesD nd gF huthynF e semntis for dvie nd dyE nmi join points in spetEoriented progrmmingF Trans. on Prog. Lang. and Sys.D PT@SAXVWH!WIHD PHHRF RH qF inskelF The formal semantics of programming languages: an introduc-tionF he ws ressD IWWQF INRIA A Proof for the observer categoryhis ppendix presents in some detils the proof of heorem QFQF he proofs of the other preservtion properties re similrF he proof mkes use of two uxiliry funtions trace b nd ribF he funtion trace b projets woven tres on their orresponding se treF st removes steps with n dvie instrution @i a A nd projets sttes on their orresponding se progrm stte @Σ b AF trace b ::T races W → T races B trace b (i b , Σ) : S = (i b , Σ b ) : trace b S trace b (i a , Σ) : S = trace b She funtion rib α i returns the rnk of the ith se instrution in the woven tre αF sf n dvie instrutions hve een introduedGexeuted efore rehing the ith se instrutions then rib α i = i + nF e use the nottion ĩ for rib α iF he proof of theorem QFQ relies on the following property whih sttes tht the exeution tre woven with n oserver n e projeted @using trace b A on the orresponding se exeution treF Property A.1.∀(C, Σ). Σ ψ ∈ A o ⇒ trace b (α) = α with α = B(C, Σ b ) and α = W(C, Σ)Proof. fy de(nition∀(C, Σ). Σ ψ ∈ A o ⇔ proj b (α) = proj b ( α) ∧ preserve b (α)he equlity of tres using proj b ensures tht ll dvie termintes wheres preserve b (α) ensures tht the se store does not hnge during dvieF o trace b D whih removes dvie stepsD the spet nd its lol storeD projets the woven tre on the originl treF hen woven exeution tre n e projeted on se exeution treD the ith step of the se tre orresponds to the ĩth step of the woven treF Lemma A.2.trace b ( α) = α ⇒ ∀(j ≥ 1). α j = (i b , Σ b ) ⇔ αj = (i b , Σ)he proof is trivil using the de(nition of rib nd trace b F he following lemm is lso usefulF Lemma A.3.trace b (α) = α ⇒ ∀(i ≥ 1). ∀( i -1 < j ≤ ĩ).trace b ( αj→ ) = α i→he lemm sttes tht for ny se nd woven tre relted y projetion @trace b AD ny sutre of the se @respF wovenA exeution orresponds to sutre of the woven @respF seA exeutionF heorem QFQ is shown y proving the more generl propertyΣ ψ ∈ A o ∧ trace b (α) = α ⇒ ∀(p ∈ ϕ o ).α |= p ⇒ α |= p with α1 = (x, Σ) ∧ ∀(p ∈ ϕ o ). ∀(j≥ 1). α j→ |= p ⇒ αj → |= p hen woven tre n e projeted on se tre nd the initil spet is n oserver then two properties followF he (rst one orresponds to heorem QFQ wheres the seond onerns properties of ϕ o tht our in formule of the form true ∪ ϕ o F por suh property p D ll sutres stisfying p hve their orresponding woven sutres stisfying p F st is esy to hek tht this more generl property implies heorem QFQF Proof. fy struturl indution on the formule of ϕ o nd ϕ o F Base cases p= sp ∈ ϕ o α |= sp ⇒ α 1 |= sp ⇔ l(Σ b 1 , sp) = true with α 1 = (i 1 , Σ b 1 ) trace b ( α) = α ⇒ α1 = (i 1 , Σ 1 )y vemm A.2 xote α1 my not e the (rst stte of the woven treF st is only the (rst stte with se instrutionF ine Σ ψ ∈ A o D the very (rst stte of the woven tre α1 = (i 1 , Σ 1 ) is suh tht Σ b 1 = Σ b 1 @the se stte nnot e modi(ed y efore dvieA ndD sine stte properties re only out Σ b D then l(Σ b 1 , sp) ⇒ l(Σ 1 , sp) ⇒ α1 |= sp ⇒ α |= sp p = ep ∈ ϕ o ∀(j ≥ 1). α j→ |= ep ⇒ α j |= ep ⇒ m(i j , ep) fy vemm A.2 α j = (i j , Σ b ) ⇒ αj = (i j , Σ) so m(i j , ep) = m( αj , ep) nd αj |= ep nd therefore αj → |= ep INRIA B Semantics of Prog

  of delrtions produes two environmentsX Σ b g reords the vlue of glol vriles nd is red nd written y ssignE mentsYΣ bproc is used y ll sttements to feth the nme of prmeters nd the ody of the proedureFDVar E a [[A]] Σ b g Σ b l1 = ν (var g:=A, Σ b g , Σ b proc ) → d (Σ b g [g → ν], Σ b proc ) DProc (proc I(l 1 , . . . l n ) S, Σ b g , Σ b proc ) → d (Σ b g , Σ b proc [I → ((l 1 , . . . , l n ), S)]) DSeq1 (D 1 , Σ b g , Σ b proc ) → d (D 1 , Σ b g , Σ b proc ) (D 1 ;D 2 , Σ b g , Σ b proc ) → d (D 1 ;D 2 , Σ b g , Σ b proc )INRIA
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ProceedCommit

(proceedCommit : C, X ∪ S1 or S2 : Σ P ∪ Σ S ) → ((commit(S2 : C, X ∪ Σ P ∪ Σ S ); S1) or (commit(S1 : C, X ∪ Σ P ∪ Σ S ); S2) : C, X ∪ Σ P ∪ Σ S )

hen filure ours efore the end of the dvieD the stte stored in Σ S is used to rollk the progrm exeution nd try the other lterntive rnhF uh spets re de(ned y the qrmmr RFIRD where the pointut error denotes error eventsF hese eventsD not formlized hereD n e exeptionsD funtion llsD spei( vlues of vrilesD invrint violtionsD etF Grammar 4.14.

Asp r ::= around fail rollback he semntis of these spets re de(ned s followsX

he dvie rollback exeutes the on(gurtion t the top of Σ S @ule Roll-backAF his on(gurtion orresponds to the stte t the previous non deterE ministi hoieF

hen n error is mthed nd Σ S is empty @i.e., there is no more pending rnh to tryAD it is onsidered s glol filure nd the ommnd rollback ends the exeutionF

he ommnd rollback n only exeute sved rnhesD so the progrm remins in the set of essile sttes of ll possile exeutionsF reneD suh spets re wek intrudersF sf the ule Rollback n e onsidered tomiD then the lnguge Asp r is on(ner lngugeF 5 Related Work he strting point of our study is seminl work y utz PR tht introdues the tegories spettive spets @orresponding to oserversAD regultive spets @lose to our orters nd regultorsA nd wekly invsive spets @similr to our wek intrudersAF por eh tegoryD utz indites whih stndrd lsses of RI p = ¬sp ∈ ϕ o nd p = ¬ep, sp, ¬sp ∈ ϕ o re similr to the previous sesF Induction por ny suformul δ of ϕ o the indution hypothesis isX

o pply the hypothesis we just hek tht the orresponding tres re in reltion @i.e., trace b (α) = αAF e do not hek the seond ondition @the urrent spet is n oserverAF st is esy to verify tht tre with n initil oserver spet hs only oservers throughoutF

3 Statements he semntis of sttements is given y the reltion → b used in mny de(nitions nd proofs of this rtileF e on(gurtion (C, Σ) is mde of the ode nd store mde of two funtions Σ b g nd Σ b l representing the stores for glol nd lol @i.e., prmetersA vriles respetivelyF he initil Σ b g depends on the delrtions of glol vriles nd is omputed y the semnti reltion @→ d AF he initil Σ b l is stk with n empty ontext @i.e., ssoiting ⊥ to ny lol vrileAF ih time proedure is lledD new ontext ssoiting vlues to prmeters is pushed to Σ b l F ih time proedure returnsD ontext is poppedF he semntis lso uses Σ b proc @omputed y → d A for llsF his environment is left impliit in on(gurtions sine it is only red nd never modi(edF sn the followingD the opertor 4X4 is supposed ssoitive nd progrms re supposed to in the form (i 1 : i 2 : . . . : Σ b l )F riting n expression suh s S : C my involve impliit pplitions of ssoitivity rule to get the previous liner formF he skip instrution leves the store unhnged nd the ontinution is exeutedF

he abort instrution termintes the progrmsX the urrent instrution eomes the (nl instrutionD the stk of lol vriles is )ushedD the glol vriles sty unhngedF

he (nl instrution just keeps looping leving glol vriles unhngedF he stk of lol vriles must e empty sine ll proedures hve returned @or the stk hs een )ushed y n abort instrutionF

he ssignment instrution is spei(ed y two rules depending whether the ssigned vrile is lol or glolF he ssignment tkes ple in Σ b g or in the

)) e proedure ll involves fething the forml prmeters nd ody in the enviE ronment Σ b proc F he tul prmeters re evluted nd new ontext @ssoE iting forml prmeters to their vlueA is pushed onto the stkF he ody of 

he speil instrution return mrks the end of proedure evlutionF st pops the ontext efore proeeding to the ontinutionF

he sequening is formlized y linerizing the sttements in the ode ompoE nentF

he rules for onditionl re stndrdF

)) hile loops re evluted y dupliting their ody until the ondition is flseF

)) voops re evluted y repliting their ody the numer of times spei(ed y their rithmeti expressionF

sf this numer is less or equl to zeroD it mounts to skip to the next instrutionF

INRIA Aspects Preserving Properties RU C Proof for the observer language his ppendix presents the proof of property RFUF st relies on roperty gFI whih implies diretly roperty RFU y de(nition of A o F he proofs of others properties re similrF Property C.1.

roperty gFI is proved using vemms gFP nd gFS whih show respetively tht spets do not modify the se progrm stte nd its ontrol )owF sn proofsD if α is tre then its i th element is denoted y α i nd its pre(x α 1 : . . . : α j y α →j F he uxiliry funtions proj b nd preserve b re de(ned s followsX Proof. st is esy to see @proof y sesA tht ll i a instrutions of {S o ; proceed; S o } modify only Σ a fter redution y →F sndeedD instrutions of S o write only sE pets vriles nd the proeed stk Σ P @modi(ed y proceedA is suset of Σ a @Σ P ⊂ Σ a AF o prove vemm gFSD we (rst prove vemm gFQ whih expresses tht for ny pre(x of αD there exists pre(x of α equl fter projetion on se progrm instrutionsF Lemma C.3. Base case