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Algorithms and Arithmetic Operators for Computing
the nr Pairing in Characteristic Three — Appendices

Jean-Luc Beuchat, Nicolas Brisebarre, Jérémie Detrey, Eiji Okamoto, Masaaki Shirase, and Tsuyoshi Takagi

We describe here how to implement the arithmetic operations
over Fg2m, F3sm, and F3en involved in the np pairing calculation.
In order to compute the number of operations over Fzm, we
assume that the ALU is able to compute u - v, +u + v and +u?,
where v and v € Fgm.

I. MULTIPLICATION OVER Fs2m
Let U = ug +uio and V = vg + vi0, where ug, ui, vg, and
v1 € Fam. The product UV is carried out according to Karatsuba-
Ofman’s algorithm:

U-V = (ugvg — u1v1) + ((uo + u1)(vo + v1) — ugvo — u1v1)o.

It requires 3 multiplications and 5 additions over Fzm.

II. MULTIPLICATION OVER Fgam

Assume that U = ug + u1p + uap? and V = vg + v1p + v2p?,
where u;, v; € Fgm, 0 < i < 2. The product W = U -V is then
given by

wo = b(buy +u2)(v1 + bv2) + ugvg — UV — U2V,

w; = (uo+u1)(vo+v1)+ (bur + u2)(v1 + bug)
—ugvg — (b+ 1)ujvy, and

wa = (ug+ u2)(vo + v2) — ugvg + ugvy.

Multiplication over F3s» involves 6 multiplications and 12 addi-
tions overs Fzm (Algorithm 1).

Algorithm 1 Multiplication over Fgzm.

Input: U = uyg —|—u1p—|—u2p2 and V =g +v1p—|—v2p2 € Faam.
Output: W =U -V € Fgam.

1. ag < ug + u1; a1 < ug + u2; az < bul + us; (3A)
2. ag < vo +v1; aq < vo +v2; a5 < v1 + bva; (3A)
3. Mg = ug - Vo3 M1 UL - V13 M2 — U2 - V2; (3M)
4. M3 < ag - a3; My + Q1 - G4} M5 < G2 * G5} (3M)
5. ag + mg — mi; (1A)
6. wo < ag — ma + bms (2A)
7. if b =1 then

8. wiy « —ag +m3+ms; (2A)
9. else

10. w1y «— —mg + m3 + ms; (2A)
11. end if

12. wg — —ag + ma; (1A)

13. return wo + wip + w2p2;

III. SQUARING OVER F33m
Let U = ug +u1p+u2p2 € F33m, with u; € Fgm, 0 <4 < 2.
V=02%is given by
vo = ug — bujus,
v = bu% — ugui — ujug, and
va = (up +u1) - (uo +ug + uz) — u(z) + uguy + uius.

Thus, squaring over Fgs» requires 5 multiplications and 7 addi-
tions over F3m (Algorithm 2).

Algorithm 2 Squaring over F3sm.

Imput: U = up +uip+ u2p2 € F3sm.
Output: V = U2 € Fysm.

1. ap < ug + u1; a1 < ag + ug; (2A)
2. Mo — ud; my — ug - ul; Mo U - u; (BM)
3. mg «— u%; my a%; 2M)
4. ag <— my + mo; (1A)
5. vg «— mg — bma; (1A)
6. v1 < bms — as; (1A)
7. vg < my + a2 — mo; (2A)
8. return vg + v1p + v2p2;

IV. INVERSION OVER F33m

Let V = vg 4 v1p + vop® € Fam be the multiplicative inverse
of U = ug+u1p+usp? € Fasm, U # 0, where the u;, v; € Fam,
0<1¢<2. Since U -V =1, we obtain

ugvg + bugvy + bujvg =1,
uivg + (uo + ug)’Ul + (u1 + bug)’ug =0,
u2vg + uivy, + (Uo + U2)U2 =0.

The solution of this system of equations is then given by

0 u%—(u%—u%)—uz(uo—kbul)
v1| = w bu% — uQul s
Vg uf — uj — upuz
where w = wud(ug — u2) + ul(—ug + buy) + u3(—(—up +

buy) + u2) € Fgm. This operation involves 12 multiplications,
11 additions (or subtractions), and a single inversion over Fzm
(Algorithm 3).

V. CUBING OVER F36m
A. General Algorithm
Let U = up + u10 + ugp + ugop + u4p2 + u50p2 € F3em.
U3 € Fyom is defined as follows:
3

3
0% =+ uto® + up® + u§(0p) + ud (o) + ud (00) "
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Algorithm 3 Inversion over Fssm.

Input: U = ug + u1p + ugp? € Fasm, U # 0.
Output: V =U""! € Fyam.

1. ag « up +buy; a1 « up — uz; (2A)
2. a2 « —ug +u1; a3 < —az + uz; (2A)
3. mg «— u%; mi u%; mo «— u%; (3M)
4. Mg < uQ - ULy My < UQ - U2 M5 < U2 * Q5 (3M)
5. Mg «— Mg - a1; M7 < M - A2; Mg +— M2 - 43} (3M)
6. w < mg + my7 + msg; (2A)
7.4 —w L (11
8. aq + m1 —ma; as < —aq +mo — Ms; (3A)
9. ag « bmo — m3; ay «— aqg — My, (2A)
10. vg «— 1 -a5; V1 < 1 - ag; V2 < - ar; (3M)
11. return vg + v1p + v2p2;
Since
3 T o° = —o,
P =pT0o 3
( 2)3 2y 1 (op) = —op — bo,
= — + s 3
P P P (0',02) :70',02+b0',070',
we obtain the following coefficients for V = Us:
vy = u(3) + bug’ +ui, v = —uif — bu§ — ug,
vg = u3 — buj, vg = —uj + bu,
_ .3 _ 3
V4 = U4, Vs = —U5.

As our unified operator computes —ug in one clock cycle,

cubing over F3em requires 6 cubings and 6 additions over Fgm.

B. Computation of (—t> 4+ uo — tp — p?)?
Let U = —t% +uo —tp—p?. According to the previous formula
for cubing over Fzem, we have

V:U3:vo+v10+v2p—p2,

where
vy = —t% —bt? — 1,
v = —u3, and
vy = —t3 + b.

Therefore, U3 is as sparse as U and this specific cubing involves
a single multiplication, 2 cubings, and 3 additions over Fzm
(Algorithm 4).

This operation is usually followed by a multiplication which
is optimized to take advantage of vy = —1 (see for instance
Appendix VI-C). Thus, our coprocessor does not explicitely
compute vq «— —1.

Algorithm 4 Computation of (—t2 + uo — tp — p?)3.

Input: ¢ and u € F3m.
Output: V = (=t + uo — tp — p?)3 € Fyom.

1. ¢ «— 3 ¢p — —u; 20)
2. mg «— cg; (1IM)
3. vg < —mg — bcg — 1; (2A)
4. v1 «c1;

5. vg9 «— b— cp; (1A)
6. return vg + v10 + vop — p2;

VI. MULTIPLICATION OVER F36m

A. General Algorithm

Elements of Fgzem can be represented as degree-2 polynomials
over Fs2m. Gorla et al. introduced an evaluation-interpolation
scheme to perform multiplication over Fzem by means of five
multiplications over Fz2m [1]. Then, Karatsuba-Ofman’s algo-
rithm allows one to compute each multiplication over Fg2m by
means of three multiplications over F3m (see Appendix I). Thus,
the scheme proposed by Gorla et al. to multiply two elements of
F3em involves 15 multiplications over Fg= (Algorithm 5).

B. Multiplication by a Sparse Operand

The last multiplication over Fze. of the n pairing algorithms
is cheaper: it consists in computing the product (ug + uijo +
u2p) - (Vg + V10 + vop + v30p + vap? + vsop?) and requires 12
multiplications and 51 additions over F3gm (Algorithm 6).

The first multiplication of the np pairing algorithms based on
the reversed-loop approach also benefits from this optimization.
Since

(uo +ur0 +uzp—p°) -V = (ug +uro +uzp) -V —p° -V, (1)

it suffices to subtract p2V from the element of F3em returned by
Algorithm 6. Recall that p3 = p+ b and note that Algorithm 6
requires two intermediate variables r; = vg+v4 and r9 = v1 +vs.
We then have

—p2 -V = —uvgb—bugo — (va + bug)p
—(v3 + bus)op — (v + va)p” — (v1 + vs)p?

= —ugb—bugo — (va + bug)p
—(v3 + bus)op — r1p2 — r20p2.

Therefore, subtracting p2-V involves 8 additions over F3m and the
total cost of Equation (1) is 12 multiplications and 59 additions
over Fgm.

C. Computation of (ug +u10 +uzp — p2) - (vo + v1i0 4 vap — p?)

The multiplication of U = ug + ujo + uzp — P2 by V =
vo + v10 + vap — p?, where both U and V are in F36m, requires
6 multiplications and 21 additions over F3m (Algorithm 7).

D. Computation of (A\ypt—Aygo —Aypp)- (—t2 +ypygo —tp—
)

We consider here the first multiplication over Fzem of the np
pairing calculation based on the reversed-loop approach. Noting

W =wg + wio + wap + wsop + w4p2 + ’LU50'p2
= (\ypt — Moo — Mypp) - (—t% +ypyqo — tp — p°),
we easily check that
wo = —Aypt® + \ypyd + bAyp,
w] = /\y%yQt + /\yQt2,
wg = Ayp,
w3 = Aygt — Ay%yQ,
wy = 0, and
ws = AyQ.

These equations involve a single cubing, 6 additions, and 6
multiplications over Fam.
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Algorithm 5 Multiplication over Fgem [1].

Input: U, V € F36m with U = up+u10 +UQp+u30p+u4p2 +
u5ap2 and V = vg + vio + vop + vsop + v4p2 + v5ap2.

Output: W = U - V. The algorithm requires 15 multiplications
and 67 additions over Fgm.

L. rg <= up + u4; ag < 1o + u2; a12 < 10 — UL}

2. 10 <= Vo +v4; a3 <= 10 + V25 a15 < o — V2;

3. 70 <= UQ — U4 G6 < T — U35 G18 < ro + U3;

4. 7o <= Vo — V45 a9 < To — V3; A21 < 10 + U3

5. 1o <= u1 +us; a1 <= 1o + U3; A13 < o — U3}

6. 10 <= U1 + U5 a4 < T + V35 A16 < 1o — U3}

7. 1o <= Ul — Us; a7 <= 10 + U2} A19 < TO — U2}

8. 1o «— V1 — U5 10 < ro + V25 a2 <— To — V2;

9. ag < ap + a1; a5 < az +aq; ag < ag + ar;

10. a11 < ag + a10; a14 < a12 + ai3; aiy < ais + aie;
11. agp < a18 + ai19; a23 < a21 + a22;

12. a24 < uq + us; azs < V4 + Us;

13. mg <= ag - ag; M1 «<— az - as; Mg <— Ay - a4;

14. m3 < ag - ag; M4 «<— ag - a11; M5 < a7 - 410;
15. mg <= a12 - a15; M7 <— @14 - A17; MY < A13 - 4165
16. mg «— a1g - ag1; M1 < a0 - 4235 M11 < G19 - A22;
17. M12 <= U4 - V4; M3 <= A24 * G255 M14 < U5 * U5}
18. if b =1 then

19.  tg < mo + myq + my2; t1 < m2 + mio + miq;
20. 2 < mg +mi2; t3 «— —mg — M14;

21, tg < m7 +ma3; t5 «— t3 + ma;

22. tg «— to — mg; t7 < t3 — mo + ms +m11;
23. tg < to + mg — m3 — mo;

24, wo «— —tog +t1 —m3+mi1;

25. w1 «— tg +t1 —m1 + ms + mg —mq3;

26. wy «— t5 + L6}

217. wy «— tsg —tg +1t4 —m1;

28. wyq «— t7 +1g;

29. ws +— t7 —tg +ta +m1 — myg — Mmio;

30. else

31, tp «— mg +mg + mi4; t1 < mg + mi2;

32. to < t1 +mio; t3 «— mo + mig;

33. tqg < t3 —mg; ts «<— —mg + mg — Mm12;

34. tg < —t3 +m5 — mg + mi1;

35. t7 «— t1 +mg — m3 — mg; tg < m1 + m13;
36. wo «— tg — to +ms5 — mo;

37 wy < to +t2 +m3 —my +mi1 — mi3;

38. wo «— 4 +15;

39. w3z «— tg —ts —tg + m7;

40. wy — tg +17;

41. ws +— tg — t7 +t8 — ma + m7 — myo;

42. end if

43. return wg + wio + wap + wsop + w4p2 + w5ap2;

(3A)
(3A)
(3A)
(3A)
(3A)
(3A)
(3A)
(3A)
(3A)
(3A)
(2A)
(2A)
(3M)
(3M)
(3M)
(3M)
(3M)

(4A)
(2A)
(2A)
(4A)
(3A)
(3A)
(5A)
(1A)
(3A)
(1A)
(5A)

(3A)
(2A)
(3A)
(3A)
(4A)
(3A)
(5A)
(1A)
(3A)
(1A)
(5A)
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Algorithm 6 Computation of (ug+uio+ugp)-(vo+vio+vep+

v30p 4 vap® + v50p°).

Input: U, V € Fgem with U = ug +u10 + ugp and V = vg +
V10 + v2p + v30p + v4p2 + v50p2.

Output: W = U - V. The algorithm requires 12 multiplications
and 51 additions over Fgm.

L. ap + ug + u2; a1p < up — u2; (2A)
2. 11— v + 45 ag 11+ V25 a12 1 — U5 (3A)
3. T ¢— Vg — V4; Q7 < T — U3} 17 < T + VU3; (3A)
4. rg «—v1 + U5} a3 + T2 + U3} a13 T2 — U3} (3A)
5. a5 < ul + u2; a15 < Ul — U2, (2A)
6. TQ < V1 — Vs ag < T + U2} a18 < ro — V2; (3A)
7. a1 < ag + u1; aq < az + asz; ag < ug + as; (3A)
8. ag « ar +ag; a11 «— a1g + u1; a14 < a2 + a3; (3A)
9. aie < ug + a15; a19 < a7 + aig; (2A)
10. mg «<— ag - a2; M1 < a1 - A4; M2 < U1 - a3; (3M)
11. m3 < ug - a7; Mg < ag - G9; M5 < a5 - A8} (3M)
12. mg + aip - a12; M7 < @11 - G14; Mg < U1 - A13; (3M)
13. mg < ug - a17; M1 < ai6 - a19; M11 < a5 - aig;  (3M)
14. if b =1 then
15. tg < mg + my; t1 < mg + mig; (2A)
16. to «— —mg + mo; t3 <— mg — mo; (2A)
17.  t4 < —mg — ma + ms5 + m11; (3A)
18. ts «— mg + mg — m3 — mo; (3A)
19. wo < —to + 1 —m3 + mi1; (3A)
20. wy < tg +t1 — m1 + ms + mg; (4A)
21. wo «— to + t3; (1A)
22. w3« to —tz+m7y—mq; (3A)
23, wy — tg +t5; (1A)
24, wg «— tg —t5 + m7 +my1 —mqg — mig; (5A)
25. else
26.  tg < my4 +mg; t1 «— mg + Mm10; (2A)
27. to <« mo — mg; ty «— —mg + mg; (2A)
28. t4 < —mg +ms — mg + mi1; (3A)
29. ts < mg + mg — m3 — mg; (3A)
30. wo «— tg —t1 + m5 — mo; (3A)
3. wp +to +t1 +m3g —my +m1; (4A)
32. wo «— to +t3; (1A)
33, w3« to —t3 —mq1 +m7; (3A)
34. wy «— tg + t5; (1A)
35. wy «— tg —ts + m1 — myg + m7 — myo; (5A)

36. end if
37. return wg + wio + wep + wzop + w4p2 + w50p2;

Algorithm 7 Computation of (ug 4+ uio+ugp — p2) -(vg+vio+
vap — p).
Input: U = (u0+u10+u2p—p2) and V = v0+v10+v2p—p2 €

F36m .
Output: W =U -V &€ Fzom.

L. ap «— ug + u1; a1 — ug + u2; a2 «— u1 + u2; (3A)
2. a3 « vo + v1; a4 + v + v2; a5 + v1 + v2; (3A)
3. ag «— ug + v2; (1A)
4. M1 = uQ - Vg, M2 < UL - V1, M3 < U2 - V2; (3M)
5. My < ag - a3; M5 < a1 - G4; Mg < G2 * G5} (BM)
6. wg «+— m1 — mo — bag; (2A)
7. Wy < Mg — M1 — M3, (2A)
8. wo «— my —m1 —m3 — ag + b; (4A)
9. w3 < Mmg — M2 — M3; (2A)
10. wyq < 1+ m3 — ug — vo; (3A)
11. wg «— —u1 — vy} (1A)
12. return wg + wio + wap + w3zop + w4p2 + w5ap2;

Algorithm 8 First multiplication of the reversed-loop 7 pairing
calculation.

Input: U = A\ypt—Aygo—Ayppand V = —t2+yprU—tp—p2.
Output: W =U -V € Fsom.

L. mg <y - t; m1 < yp - yg; M2 < yp - mi; (3M)
2. ag < Amg + Ama; (1A)
3. cp — t°; (10)
4. mg < ap-t; my < Yyp - co; M5 < Yo - M1; BM)
5. wo «— —Amyg + Ims + bAyp; (2A)
6. w1 < ma3;

7. wg < Ayp; (1A)
8. w3 «— Amgy — Amz; (1A)
9. w5 — AyQ: (1A)
10. return wo + wio + wap + wsop + w50p2;




