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♦r ♥♦t ❬✶✻❪✮ t♦❣❡t❤❡r ✇✐t❤ ❛ ✇✐t♥❡ss w t♦ t❤❡ ❢❛❝t t❤❛t x ∈ L✳ ❆♥♦t❤❡r ✐♠♣♦rt❛♥t ♣r♦♣❡rt② ♦❢ t❤❡s❡
❢✉♥❝t✐♦♥s ✐s t❤❛t✱ ❣✐✈❡♥ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② hp✱ t❤❡✐r ♦✉t♣✉t ✐s ✉♥✐q✉❡❧② ❞❡✜♥❡❞ ❢♦r ♣♦✐♥ts x ∈ L ❛♥❞
st❛t✐st✐❝❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ r❛♥❞♦♠ ❢♦r ♣♦✐♥ts x ∈ X \ L✳ ▼♦r❡♦✈❡r✱ ✇✐t❤♦✉t t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢
t❤❡ ✇✐t♥❡ss w t♦ t❤❡ ❢❛❝t t❤❛t x ∈ L✱ t❤❡ ♦✉t♣✉t ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ♦♥ x ✐s ❛❧s♦ ♣s❡✉❞♦✲r❛♥❞♦♠✳

❚❤❡ ✜rst ♠❛✐♥ ❝♦♥tr✐❜✉t✐♦♥ ♦❢ t❤✐s ♣❛♣❡r ✐s t♦ ❡①t❡♥❞ t❤❡ ❧✐♥❡ ♦❢ ✇♦r❦ ♦♥ ❙P❍❋✱ t❤❡ ❡❧❡♠❡♥t✲❜❛s❡❞
✈❡rs✐♦♥ ♣r♦♣♦s❡❞ ❜② ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✷❪✱ t♦ t❛❦❡ ✐♥t♦ ❛❝❝♦✉♥t ♠♦r❡ ❝♦♠♣❧❡① ◆P ❧❛♥❣✉❛❣❡s✳ ▼♦r❡
♣r❡❝✐s❡❧②✱ ✇❡ s❤♦✇ ❤♦✇ t♦ ❜✉✐❧❞ ❙P❍❋ ❢♦r ❧❛♥❣✉❛❣❡s t❤❛t ❝❛♥ ❜❡ ❞❡s❝r✐❜❡❞ ✐♥ t❡r♠s ♦❢ ❞✐s❥✉♥❝t✐♦♥s ❛♥❞
❝♦♥❥✉♥❝t✐♦♥s ♦❢ s✐♠♣❧❡r ❧❛♥❣✉❛❣❡s ❢♦r ✇❤✐❝❤ ❙P❍❋ ❛r❡ ❦♥♦✇♥ t♦ ❡①✐st✳ ❋♦r ✐♥st❛♥❝❡✱ ❧❡t Hm r❡♣r❡s❡♥t ❛

❝© ■❆❈❘ ✷✵✵✾✳



❢❛♠✐❧② ♦❢ ❙P❍❋ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡ {(c)}✱ ✇❤❡r❡ c ✐s t❤❡ ❡♥❝r②♣t✐♦♥ ♦❢ m ✉♥❞❡r ❛ ❣✐✈❡♥ ♣✉❜❧✐❝ ❦❡②✳ ❯s✐♥❣
♦✉r t♦♦❧s✱ ♦♥❡ ❝❛♥ ❜✉✐❧❞ ❛ ❢❛♠✐❧② ♦❢ ❙P❍❋ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡ {(c)}✱ ✇❤❡r❡ c ✐s t❤❡ ❡♥❝r②♣t✐♦♥ ♦❢ ❡✐t❤❡r ✵
♦r ✶✱ ❜② ❝♦♠❜✐♥✐♥❣ H0 ❛♥❞ H1✳

❖♥❡ ♦❢ t❤❡ ❛❞✈❛♥t❛❣❡s ♦❢ ❜✉✐❧❞✐♥❣ ❙P❍❋ ❢♦r ♠♦r❡ ❝♦♠♣❧❡① ❧❛♥❣✉❛❣❡s ✐s t❤❛t ✐t ❛❧❧♦✇s ✉s t♦ s✐♠♣❧✐❢②
t❤❡ ❞❡s✐❣♥ ♦❢ t❤❡ ♣r✐♠✐t✐✈❡s t♦ ✇❤✐❝❤ t❤❡② ❛r❡ ❛ss♦❝✐❛t❡❞✳ ❚♦ ❞❡♠♦♥str❛t❡ t❤✐s✱ ✇❡ ❝♦♥s✐❞❡r ✐♥ t❤✐s
♣❛♣❡r t❤❡ s♣❡❝✐✜❝ ❝❛s❡ ♦❢ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s✳ ■♥ ♠♦st ♣r♦t♦❝♦❧s ✐♥ ✇❤✐❝❤ ❡①tr❛❝t❛❜❧❡
❝♦♠♠✐t♠❡♥ts ❛r❡ ✉s❡❞✱ t❤❡ ❝❛♣❛❜✐❧✐t② ♦❢ ❡①tr❛❝t✐♥❣ t❤❡ ❝♦♠♠✐tt❡❞ ♠❡ss❛❣❡ ✉s✉❛❧❧② ❞❡♣❡♥❞s ♦♥ t❤❡
❝♦♠♠✐t♠❡♥t ❜❡✐♥❣ ♣r♦♣❡r❧② ❣❡♥❡r❛t❡❞✳ ❚♦ ❛❝❤✐❡✈❡ t❤✐s ❣♦❛❧ ❛♥❞ ❡♥❢♦r❝❡ t❤❡ ❝♦rr❡❝t ❣❡♥❡r❛t✐♦♥ ♦❢ t❤❡
❝♦♠♠✐t♠❡♥t✱ ✐t ✐s ♦❢t❡♥ t❤❡ ❝❛s❡ t❤❛t ❛❞❞✐t✐♦♥❛❧ ♠❡❝❤❛♥✐s♠s✱ s✉❝❤ ❛s ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢s✱ ♠❛② ❤❛✈❡
t♦ ❜❡ ✉s❡❞✳ ❚❤✐s ✐s t❤❡ ❝❛s❡✱ ❢♦r ✐♥st❛♥❝❡✱ ♦❢ s❡✈❡r❛❧ ♣r♦t♦❝♦❧s ✇❤❡r❡ ❛ s♣❡❝✐✜❝ ♣✉❜❧✐❝✲❦❡② r❡❣✐str❛t✐♦♥
♣❤❛s❡ ✐s r❡q✉✐r❡❞✱ s✉❝❤ ❛s ♠♦st ♦❢ t❤❡ ❝r②♣t♦❣r❛♣❤✐❝ ♣r♦t♦❝♦❧s ✇✐t❤ ❞②♥❛♠✐❝ ❣r♦✉♣s ✭♠✉❧t✐s✐❣♥❛t✉r❡s ❬✾✱
✷✾❪✱ ❣r♦✉♣ s✐❣♥❛t✉r❡s ❬✶✽❪✱ ❡t❝✮✳ ❙✉❝❤ ❛ ❢r❛♠❡✇♦r❦ ✐s s♦♠❡t✐♠❡s ♥❛♠❡❞ r❡❣✐st❡r❡❞ ♣✉❜❧✐❝✲❦❡② ♠♦❞❡❧✱ ✇❤❡r❡
❛ ♣r♦♦❢ ♦❢ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ s❡❝r❡t ❦❡② ✐s r❡q✉✐r❡❞ ❜❡❢♦r❡ ❛♥② ❝❡rt✐✜❝❛t✐♦♥✳

❚♦ ❜❡ ❛❜❧❡ t♦ ❜✉✐❧❞ ♠♦r❡ ❡✣❝✐❡♥t ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s ❛♥❞ ❛✈♦✐❞ t❤❡ ✉s❡ ♦❢ ♣♦ss✐❜❧②
❡①♣❡♥s✐✈❡ ❝♦♥❝✉rr❡♥t ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢s✱ ❛ s❡❝♦♥❞ ♠❛✐♥ ❝♦♥tr✐❜✉t✐♦♥ ♦❢ t❤✐s ♣❛♣❡r ✐s t♦ ❣❡♥❡r❛❧✐③❡
t❤❡ ❝♦♥❝❡♣t ♦❢ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts s♦ t❤❛t ❡①tr❛❝t✐♦♥ ♠❛② ❢❛✐❧ ✐❢ t❤❡ ❝♦♠♠✐t♠❡♥t ✐s ♥♦t ♣r♦♣❡r❧②
❣❡♥❡r❛t❡❞✳ ▼♦r❡ s♣❡❝✐✜❝❛❧❧②✱ ✇❡ ✐♥tr♦❞✉❝❡ ❛ ♥❡✇ ♥♦t✐♦♥ ♦❢ L✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ✐♥ ✇❤✐❝❤ ❡①tr❛❝✲
t✐♦♥ ✐s ♦♥❧② ❣✉❛r❛♥t❡❡❞ ✐❢ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡ ❜❡❧♦♥❣s t♦ t❤❡ ❧❛♥❣✉❛❣❡ L ❛♥❞ ♠❛② ❢❛✐❧ ♦t❤❡r✇✐s❡✳ ❚❤❡
♠❛✐♥ ✐♥t✉✐t✐♦♥ ❜❡❤✐♥❞ t❤✐s ❣❡♥❡r❛❧✐③❛t✐♦♥ ✐s t❤❛t✱ ✇❤❡♥ ✉s❡❞ t♦❣❡t❤❡r ✇✐t❤ ❛ ❙P❍❋ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡ L✱
t❤❡ ❝❛s❡s ✐♥ ✇❤✐❝❤ ❡①tr❛❝t✐♦♥ ♠❛② ❢❛✐❧ ✇✐❧❧ ♥♦t ❜❡ ✈❡r② ✐♠♣♦rt❛♥t ❛s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ ❙P❍❋ ✇✐❧❧ ❜❡
st❛t✐st✐❝❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ r❛♥❞♦♠ ✐♥ s✉❝❤ ❝❛s❡s✳

✶✳✶ ❆♣♣❧✐❝❛t✐♦♥s

❘❡❣✐st❡r❡❞ P✉❜❧✐❝✲❑❡② ❙❡tt✐♥❣✳ ❋♦r ♠❛♥② ❝r②♣t♦❣r❛♣❤✐❝ ♣r♦t♦❝♦❧s✱ ❢♦r ♣r♦✈✐♥❣ t❤❡ s❡❝✉r✐t② ❡✈❡♥
✇❤❡♥ ✉s❡rs ❝❛♥ ❞②♥❛♠✐❝❛❧❧② ❥♦✐♥ t❤❡ s②st❡♠✱ t❤❡ s✐♠✉❧❛t♦r ❞❡s❝r✐❜❡❞ ✐♥ t❤❡ s❡❝✉r✐t② ♣r♦♦❢ ♦❢t❡♥ ♥❡❡❞s
t♦ ❦♥♦✇ t❤❡ ♣r✐✈❛t❡ ❦❡②s ♦❢ t❤❡ ❛✉t❤♦r✐③❡❞ ✉s❡rs✱ ✇❤✐❝❤ ✐s ❝❛❧❧❡❞ t❤❡ r❡❣✐st❡r❡❞ ♣✉❜❧✐❝✲❦❡② s❡tt✐♥❣✱ ✐♥
♦r❞❡r t♦ ❛✈♦✐❞ r♦❣✉❡✲❛tt❛❝❦s ❬✾❪✳ ❚❤✐s s❤♦✉❧❞ ❛♥②✇❛② ❜❡ t❤❡ ❝♦rr❡❝t ✇❛② t♦ ♣r♦❝❡❡❞ ❢♦r ❛ ❝❡rt✐✜❝❛t✐♦♥
❛✉t❤♦r✐t②✿ ✐t ❝❡rt✐✜❡s ❛ ♣✉❜❧✐❝ ❦❡② t♦ ❛ ✉s❡r ✐❢ ❛♥❞ ♦♥❧② ✐❢ t❤❡ ❧❛tt❡r ♣r♦✈✐❞❡s ❛ ♣r♦♦❢ ♦❢ ❦♥♦✇❧❡❞❣❡ ♦❢
t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐✈❛t❡ ❦❡②✳ ❍♦✇❡✈❡r✱ ✐♥ ♦r❞❡r t♦ ❛❧❧♦✇ ❝♦♥❝✉rr❡♥❝②✱ ✐♥tr✐❝❛t❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢s ❛r❡
r❡q✉✐r❡❞✱ ✇❤✐❝❤ ♠❛❦❡s t❤❡ ❝❡rt✐✜❝❛t✐♦♥ ♣r♦❝❡ss ❡✐t❤❡r s❡❝✉r❡ ✐♥ t❤❡ r❛♥❞♦♠ ♦r❛❝❧❡ ♠♦❞❡❧ ❬✻❪ ♦♥❧②✱ ♦r
✐♥❡✣❝✐❡♥t ✐♥ t❤❡ st❛♥❞❛r❞ ♠♦❞❡❧✳

■♥ t❤✐s ♣❛♣❡r✱ ✇❡ s❤♦✇ ❤♦✇ ❙P❍❋ ✇✐t❤ ❝♦♥❞✐t✐♦♥❛❧❧② ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❝❛♥ ❤❡❧♣ t♦ s♦❧✈❡
t❤✐s ♣r♦❜❧❡♠ ❡✣❝✐❡♥t❧②✱ ✐♥ t❤❡ st❛♥❞❛r❞ ♠♦❞❡❧✱ ❜② ❡st❛❜❧✐s❤✐♥❣ ❛ s❡❝✉r❡ ❝❤❛♥♥❡❧ ❜❡t✇❡❡♥ t❤❡ ♣❧❛②❡rs✱
✇✐t❤ ❦❡②s t❤❛t ❛r❡ ❡✐t❤❡r t❤❡ s❛♠❡ ❢♦r t❤❡ t✇♦ ♣❛rt✐❡s ✐❢ t❤❡ ❝♦♠♠✐t♠❡♥t ❤❛s ❜❡❡♥ ❝♦rr❡❝t❧② ❜✉✐❧t✱ ♦r
♣❡r❢❡❝t❧② ✐♥❞❡♣❡♥❞❡♥t ✐♥ t❤❡ ♦t❤❡r ❝❛s❡✳

❆❞❛♣t✐✈❡❧②✲s❡❝✉r❡ P❆❑❊ s❝❤❡♠❡s✳ ❲❡ t❤❡r❡❛❢t❡r st✉❞② ♠♦r❡ ✐♥✈♦❧✈❡❞ ❦❡② ❡①❝❤❛♥❣❡ s❝❤❡♠❡s✳ ■♥
✶✾✾✷✱ ❇❡❧❧♦✈✐♥ ❛♥❞ ▼❡rr✐tt ❬✼❪ s✉❣❣❡st❡❞ ❛ ♠❡t❤♦❞ t♦ ❛✉t❤❡♥t✐❝❛t❡ ❛ ❦❡② ❡①❝❤❛♥❣❡ ❜❛s❡❞ ♦♥ s✐♠♣❧❡
♣❛ss✇♦r❞s✱ ♣♦ss✐❜❧② ❞r❛✇♥ ❢r♦♠ ❛ s♣❛❝❡ s♦ s♠❛❧❧ t❤❛t ❛♥ ❛❞✈❡rs❛r② ♠✐❣❤t ❡♥✉♠❡r❛t❡ ♦✛✲❧✐♥❡ ❛❧❧ ♣♦ss✐❜❧❡
✈❛❧✉❡s✳ ❇❡❝❛✉s❡ ♦❢ t❤❡ ♣r❛❝t✐❝❛❧ ✐♥t❡r❡st ♦❢ s✉❝❤ ❛ ♣r✐♠✐t✐✈❡✱ ♠❛♥② s❝❤❡♠❡s ❤❛✈❡ ❜❡❡♥ ♣r♦♣♦s❡❞ ❛♥❞
st✉❞✐❡❞✳ ■♥ ✷✵✵✺✱ ❈❛♥❡tt✐ ❡t ❛❧✳ ❬✶✸❪ ♣r♦♣♦s❡❞ ❛♥ ✐❞❡❛❧ ❢✉♥❝t✐♦♥❛❧✐t② ❢♦r P❆❑❊ ♣r♦t♦❝♦❧s✱ ✐♥ t❤❡ ✉♥✐✈❡r✲
s❛❧ ❝♦♠♣♦s❛❜✐❧✐t② ✭❯❈✮ ❢r❛♠❡✇♦r❦ ❬✶✶✱ ✶✹❪✱ ❛♥❞ s❤♦✇❡❞ ❤♦✇ ❛ s✐♠♣❧❡ ✈❛r✐❛♥t ♦❢ t❤❡ ●❡♥♥❛r♦✲▲✐♥❞❡❧❧
♠❡t❤♦❞♦❧♦❣② ❬✷✷❪ ❝♦✉❧❞ ❧❡❛❞ t♦ ❛ s❡❝✉r❡ ♣r♦t♦❝♦❧✳ ❚❤♦✉❣❤ q✉✐t❡ ❡✣❝✐❡♥t✱ t❤❡✐r ♣r♦t♦❝♦❧ ✐s ♥♦t ❦♥♦✇♥
t♦ ❜❡ s❡❝✉r❡ ❛❣❛✐♥st ❛❞❛♣t✐✈❡ ❛❞✈❡rs❛r✐❡s✱ ✇❤❡r❡ t❤❡② ❝❛♥ ❝♦rr✉♣t ♣❧❛②❡rs ❛t ❛♥② t✐♠❡✱ ❛♥❞ ❧❡❛r♥ t❤❡✐r
✐♥t❡r♥❛❧ st❛t❡s✳ ❚❤❡ ✜rst ♦♥❡s t♦ ♣r♦♣♦s❡ ❛♥ ❛❞❛♣t✐✈❡❧②✲s❡❝✉r❡ P❆❑❊ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦ ✇❡r❡ ❇❛r❛❦
❡t ❛❧✳ ❬✸❪ ✉s✐♥❣ ❣❡♥❡r❛❧ t❡❝❤♥✐q✉❡s ❢r♦♠ ♠✉❧t✐✲♣❛rt② ❝♦♠♣✉t❛t✐♦♥ ✭▼P❈✮✳ ❚❤♦✉❣❤ ❝♦♥❝❡♣t✉❛❧❧② s✐♠♣❧❡✱
t❤❡✐r s♦❧✉t✐♦♥ ②✐❡❧❞s q✉✐t❡ ✐♥❡✣❝✐❡♥t s❝❤❡♠❡s✳

❍❡r❡✱ ✇❡ t❛❦❡ ❛ ❞✐✛❡r❡♥t ❛♣♣r♦❛❝❤✳ ■♥st❡❛❞ ♦❢ ✉s✐♥❣ ❣❡♥❡r❛❧ ▼P❈ t❡❝❤♥✐q✉❡s✱ ✇❡ ❡①t❡♥❞ t❤❡
●❡♥♥❛r♦✲▲✐♥❞❡❧❧ ♠❡t❤♦❞♦❧♦❣② t♦ ❞❡❛❧ ✇✐t❤ ❛❞❛♣t✐✈❡ ❝♦rr✉♣t✐♦♥s ❜② ✉s✐♥❣ ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♥❞✐t✐♦♥✲
❛❧❧②✲❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ✇✐t❤ ❛♥ ❛ss♦❝✐❛t❡❞ ❙P❍❋ ❢❛♠✐❧②✳ ❚❤❡ ♥❡✇ s❝❤❡♠❡
✐s ❛❞❛♣t✐✈❡❧② s❡❝✉r❡ ✐♥ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ ♠♦❞❡❧ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦ ✉♥❞❡r st❛♥❞❛r❞ ❝♦♠✲
♣❧❡①✐t② ❛ss✉♠♣t✐♦♥s ✇✐t❤ ❡r❛s✉r❡s✳
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✶✳✷ ❘❡❧❛t❡❞ ✇♦r❦

❈♦♠♠✐t♠❡♥ts✳ ❈♦♠♠✐t♠❡♥t s❝❤❡♠❡s ❛r❡ ♦♥❡ ♦❢ t❤❡ ♠♦st ❢✉♥❞❛♠❡♥t❛❧ ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s✱
❜❡✐♥❣ ✉s❡❞ ✐♥ s❡✈❡r❛❧ ❝r②♣t♦❣r❛♣❤✐❝ ❛♣♣❧✐❝❛t✐♦♥s s✉❝❤ ❛s ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢s ❬✷✺❪ ❛♥❞ s❡❝✉r❡ ♠✉❧t✐✲
♣❛rt② ❝♦♠♣✉t❛t✐♦♥ ❬✷✹❪✳ ❊✈❡♥ q✉✐t❡ ♣r❛❝t✐❝❛❧ ♣r♦t♦❝♦❧s ♥❡❡❞ t❤❡♠✱ ❛s ❛❧r❡❛❞② ❡①♣❧❛✐♥❡❞ ❛❜♦✈❡ ✐♥ t❤❡
♣✉❜❧✐❝✲❦❡② r❡❣✐str❛t✐♦♥ s❡tt✐♥❣✱ ❜✉t ❛❧s♦ ✐♥ ♣❛ss✇♦r❞✲❜❛s❡❞ ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ❬✷✷❪✳ ❚❤❡② ❛❧❧♦✇
❛ ✉s❡r t♦ ❝♦♠♠✐t ❛ ✈❛❧✉❡ x ✐♥t♦ ❛ ♣✉❜❧✐❝ ✈❛❧✉❡ C✱ s✉❝❤ t❤❛t t❤❡ ❧❛tt❡r ❞♦❡s ♥♦t r❡✈❡❛❧ ❛♥② ✐♥❢♦r♠❛t✐♦♥
❛❜♦✉t x ✭t❤❡ ❤✐❞✐♥❣ ♣r♦♣❡rt②✮✱ ❜✉t C ❝❛♥ ❜❡ ♦♣❡♥❡❞ ❧❛t❡r t♦ x ♦♥❧②✿ ♦♥❡ ❝❛♥♥♦t ❝❤❛♥❣❡ ✐ts ♠✐♥❞
✭t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✮✳ ❱❛r✐♦✉s ❛❞❞✐t✐♦♥❛❧ ♣r♦♣❡rt✐❡s ❛r❡ ♦❢t❡♥ r❡q✉✐r❡❞✱ s✉❝❤ ❛s ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t②✱
❡①tr❛❝t❛❜✐❧✐t② ❛♥❞ ❡q✉✐✈♦❝❛❜✐❧✐t②✳ ❈❛♥❡tt✐ ❛♥❞ ❋✐s❝❤❧✐♥ ❬✶✷❪ ♣r♦✈✐❞❡❞ ❛♥ ✐❞❡❛❧ ❢✉♥❝t✐♦♥❛❧✐t② ❢♦r s✉❝❤ ❛
♣r✐♠✐t✐✈❡ ❛♥❞ s❤♦✇❡❞ t❤❛t ❛❝❤✐❡✈✐♥❣ ❛❧❧ t❤❡s❡ ♣r♦♣❡rt✐❡s ❛t t❤❡ s❛♠❡ t✐♠❡ ✇❛s ✐♠♣♦ss✐❜❧❡ ✐♥ t❤❡ ❯❈
♣❧❛✐♥ ♠♦❞❡❧✳ ❚❤❡② ❛❧s♦ ♣r♦✈✐❞❡❞ t❤❡ ✜rst ❝❛♥❞✐❞❛t❡ ✐♥ t❤❡ ❈❘❙ ♠♦❞❡❧✳ ❉❛♠❣år❞ ❛♥❞ ◆✐❡❧s❡♥ ❬✶✼❪ ❧❛t❡r
♣r♦♣♦s❡❞ ❛♥♦t❤❡r ❝♦♥str✉❝t✐♦♥ ♦❢ ✉♥✐✈❡rs❛❧❧② ❝♦♠♣♦s❛❜❧❡ ❝♦♠♠✐t♠❡♥ts✱ t❤❛t ✐s ♠♦r❡ ❡✣❝✐❡♥t ❢♦r s♦♠❡
❛♣♣❧✐❝❛t✐♦♥s✳ ❙✐♥❝❡ ✇❡ ✇❛♥t t♦ ❛✈♦✐❞ t❤❡ ✉s❡ ♦❢ ♣♦ss✐❜❧② ✐♥❡✣❝✐❡♥t ♣r♦♦❢s ♦❢ r❡❧❛t✐♦♥s ♣r❡s❡♥t ✐♥ t❤❡
❉❛♠❣år❞✲◆✐❡❧s❡♥ ❝♦♥str✉❝t✐♦♥ ❛♥❞ ❣✐✈❡♥ t❤❛t t❤❡ ❈❛♥❡tt✐✲❋✐s❝❤❧✐♥ ❝♦♥str✉❝t✐♦♥ ✐s ✇❡❧❧ s✉✐t❡❞ ❢♦r ♦✉r
♣✉r♣♦s❡ ♦❢ ❞❡s✐❣♥✐♥❣ ❛♥ ❛ss♦❝✐❛t❡❞ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✱ ✇❡ ♦♣t❡❞ t♦ ✉s❡ t❤❡ ❧❛tt❡r ❛s t❤❡ st❛rt✐♥❣
♣♦✐♥t ❢♦r ♦✉r ❝♦♥str✉❝t✐♦♥s✳

P❆❑❊✳ ❚❤❡ ♣❛ss✇♦r❞✲❜❛s❡❞ s❡tt✐♥❣ ✇❛s ✜rst ❝♦♥s✐❞❡r❡❞ ❜② ❇❡❧❧♦✈✐♥ ❛♥❞ ▼❡rr✐tt ❬✼❪ ❛♥❞ ❢♦❧❧♦✇❡❞ ❜②
♠❛♥② ♣r♦♣♦s❛❧s✳ ■♥ ✷✵✵✵✱ ❇❡❧❧❛r❡✱ P♦✐♥t❝❤❡✈❛❧✱ ❛♥❞ ❘♦❣❛✇❛② ❬✺❪ ❛s ✇❡❧❧ ❛s ❇♦②❦♦✱ ▼❛❝❑❡♥③✐❡✱ ❛♥❞
P❛t❡❧ ❬✶✵❪ ♣r♦♣♦s❡❞ s❡❝✉r✐t② ♠♦❞❡❧s ❛♥❞ ♣r♦✈❡❞ ✈❛r✐❛♥ts ♦❢ t❤❡ ❇❡❧❧♦✈✐♥ ❛♥❞ ▼❡rr✐tt ♣r♦t♦❝♦❧ ❬✼❪✱ ✉♥❞❡r
✐❞❡❛❧ ❛ss✉♠♣t✐♦♥s✱ s✉❝❤ ❛s t❤❡ r❛♥❞♦♠ ♦r❛❝❧❡ ♠♦❞❡❧ ❬✻❪✳ ❙♦♦♥ ❛❢t❡r✱ ❑❛t③✱ ❖str♦✈s❦②✱ ❛♥❞ ❨✉♥❣ ❬✷✽❪
❛♥❞ ●♦❧❞r❡✐❝❤ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✸❪ ♣r♦♣♦s❡❞ t❤❡ ✜rst ♣r♦t♦❝♦❧s ✇✐t❤ ❛ ♣r♦♦❢ ♦❢ s❡❝✉r✐t② ✐♥ t❤❡ st❛♥❞❛r❞
♠♦❞❡❧✱ ✇✐t❤ t❤❡ ❢♦r♠❡r ❜❡✐♥❣ ❜❛s❡❞ ♦♥ t❤❡ ❞❡❝✐s✐♦♥❛❧ ❉✐✣❡✲❍❡❧❧♠❛♥ ❛ss✉♠♣t✐♦♥ ❛♥❞ t❤❡ ❧❛tt❡r ♦♥
❣❡♥❡r❛❧ ❛ss✉♠♣t✐♦♥s✳ ▲❛t❡r✱ ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✷❪ ♣r♦♣♦s❡❞ ❛♥ ❛❜str❛❝t✐♦♥ ❛♥❞ ❣❡♥❡r❛❧✐③❛t✐♦♥ ♦❢
t❤❡ ❑❖❨ ♣r♦t♦❝♦❧ ❛♥❞ ❜❡❝❛♠❡ t❤❡ ❜❛s✐s ♦❢ s❡✈❡r❛❧ ♦t❤❡r ✈❛r✐❛♥ts✱ ✐♥❝❧✉❞✐♥❣ ♦✉rs ✐♥ t❤❡ ❧❛st s❡❝t✐♦♥✳

✶✳✸ ❖r❣❛♥✐③❛t✐♦♥ ♦❢ t❤❡ P❛♣❡r

■♥ ❙❡❝t✐♦♥ ✷✱ ✇❡ r❡✈✐❡✇ t❤❡ ❜❛s✐❝ ♣r✐♠✐t✐✈❡s ♥❡❡❞❡❞ ✐♥ t❤✐s ♣❛♣❡r✳ ❚❤❡♥✱ ✐♥ ❙❡❝t✐♦♥ ✸✱ ✇❡ ❞❡s❝r✐❜❡
♦✉r ✜rst ❝♦♥tr✐❜✉t✐♦♥✿ ❙P❍❋ ❢❛♠✐❧✐❡s ♦♥ ❝♦♥❥✉♥❝t✐♦♥s ❛♥❞ ❞✐s❥✉♥❝t✐♦♥s ♦❢ ❧❛♥❣✉❛❣❡s✳ ■♥ ❙❡❝t✐♦♥ ✹
✇❡ ❝♦♠❜✐♥❡ t❤❛t ✇✐t❤ ♦✉r s❡❝♦♥❞ ❝♦♥tr✐❜✉t✐♦♥✱ ❝♦♥❞✐t✐♦♥❛❧❧②✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts✳ ❲❡ ❢♦❝✉s ♦♥
t❤❡ ❊❧●❛♠❛❧✲❜❛s❡❞ ❝♦♠♠✐t♠❡♥t✱ s✐♥❝❡ t❤✐s ✐s ❡♥♦✉❣❤ t♦ ❜✉✐❧❞ ♠♦r❡ ❡✣❝✐❡♥t ♣✉❜❧✐❝✲❦❡② ❝❡rt✐✜❝❛t✐♦♥
♣r♦t♦❝♦❧s✳ ❋✐♥❛❧❧②✱ ✐♥ ❙❡❝t✐♦♥ ✺✱ ✇❡ ❛❞❞ ❡q✉✐✈♦❝❛❜✐❧✐t② t♦ t❤❡ ❝♦♠♠✐t♠❡♥t✱ ❜♦rr♦✇✐♥❣ t❡❝❤♥✐q✉❡s ❢r♦♠
❈❛♥❡tt✐ ❛♥❞ ❋✐s❝❤❧✐♥ ❬✶✷❪✳ ❚❤❡♥✱ ✇❡ ❛❞❞ t❤❡ ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t② ♣r♦♣❡rt②✱ ❣r❛♥t❡❞ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ✇❤✐❝❤ ❝❛♥ t❤❡♥ ❜❡ ✉s❡❞ t♦ ❜✉✐❧❞ ❛♥ ❛❞❛♣t✐✈❡❧②✲s❡❝✉r❡ P❆❑❊ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦✱
❜❛s❡❞ ♦♥ t❤❡ ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✷❪ ❢r❛♠❡✇♦r❦✳ ❉✉❡ t♦ s♣❛❝❡ r❡str✐❝t✐♦♥s✱ ❢♦r♠❛❧ ❞❡✜♥✐t✐♦♥s✱ ♣r♦♦❢s✱
❛♥❞ ❛♣♣❧✐❝❛t✐♦♥ ❞❡t❛✐❧s ✇❡r❡ ♣♦st♣♦♥❡❞ t♦ t❤❡ ❛♣♣❡♥❞✐①✳

✷ ❈♦♠♠✐t♠❡♥ts

■♥ t❤❡ ❢♦❧❧♦✇✐♥❣✱ ✇❡ ❢♦❝✉s ♦♥ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥ts✱ ❛♥❞ ❝❡rt✐✜❝❛t✐♦♥ ♦❢ ❙❝❤♥♦rr✲❧✐❦❡ ♣✉❜❧✐❝ ❦❡②s✱
❤❡♥❝❡✱ ✇❡ ✇♦r❦ ✐♥ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ s❡tt✐♥❣✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ t♦ ❣❡t ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts✱
✇❡ ✉s❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s ❢r♦♠ t❤❡ s❛♠❡ ❢❛♠✐❧②✿ t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ❬✷✶❪ ❛♥❞ t❤❡ ❧❛❜❡❧❡❞ ✈❡rs✐♦♥
♦❢ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❬✶✺❪ ✭❢♦r ❛❝❤✐❡✈✐♥❣ ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t②✮✳

▲❛❜❡❧❡❞ P✉❜❧✐❝✲❑❡② ❊♥❝r②♣t✐♦♥✳ ▲❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ ❬✸✷❪ ✐s ❛ ✈❛r✐❛t✐♦♥ ♦❢ t❤❡ ✉s✉❛❧ ❡♥❝r②♣t✐♦♥
♥♦t✐♦♥ t❤❛t t❛❦❡s ✐♥t♦ ❛❝❝♦✉♥t t❤❡ ♣r❡s❡♥❝❡ ♦❢ ❧❛❜❡❧s ✐♥ t❤❡ ❡♥❝r②♣t✐♦♥ ❛♥❞ ❞❡❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠s✳
▼♦r❡ ♣r❡❝✐s❡❧②✱ ❜♦t❤ t❤❡ ❡♥❝r②♣t✐♦♥ ❛♥❞ ❞❡❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠s ❤❛✈❡ ❛♥ ❛❞❞✐t✐♦♥❛❧ ✐♥♣✉t ♣❛r❛♠❡t❡r✱
r❡❢❡rr❡❞ t♦ ❛s ❛ ❧❛❜❡❧✱ ❛♥❞ t❤❡ ❞❡❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠ s❤♦✉❧❞ ♦♥❧② ❝♦rr❡❝t❧② ❞❡❝r②♣t ❛ ❝✐♣❤❡rt❡①t ✐❢ ✐ts
✐♥♣✉t ❧❛❜❡❧ ♠❛t❝❤❡s t❤❡ ❧❛❜❡❧ ✉s❡❞ t♦ ❝r❡❛t❡ t❤❛t ❝✐♣❤❡rt❡①t✳

❚❤❡ s❡❝✉r✐t② ♥♦t✐♦♥ ❢♦r ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ ✐s s✐♠✐❧❛r t♦ t❤❛t ♦❢ st❛♥❞❛r❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✳ ❚❤❡
♠❛✐♥ ❞✐✛❡r❡♥❝❡ ✐s t❤❛t✱ ✇❤❡♥❡✈❡r t❤❡ ❛❞✈❡rs❛r② ✇✐s❤❡s t♦ ❛s❦ ❛ q✉❡r② t♦ ✐ts ▲❡❢t✲♦r✲❘✐❣❤t ❡♥❝r②♣t✐♦♥

✸



♦r❛❝❧❡ ✐♥ t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② s❡❝✉r✐t② ❣❛♠❡ ✭■◆❉✲❈P❆✮ ❬✷✻✱ ✹❪✱ ✐♥ ❛❞❞✐t✐♦♥ t♦ ♣r♦✈✐❞✐♥❣ ❛ ♣❛✐r
♦❢ ♠❡ss❛❣❡s (m0, m1)✱ ✐t ❛❧s♦ ❤❛s t♦ ♣r♦✈✐❞❡ ❛ t❛r❣❡t ❧❛❜❡❧ ℓ t♦ ♦❜t❛✐♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t c✳
❲❤❡♥ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ✭■◆❉✲❈❈❆✮ ✐s ❝♦♥❝❡r♥❡❞✱ t❤❡ ❛❞✈❡rs❛r② ✐s ❛❧s♦ ❛❧❧♦✇❡❞ t♦ q✉❡r② ✐ts
❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡ ♦♥ ❛♥② ♣❛✐r (ℓ′, c′) ❛s ❧♦♥❣ ❛s ℓ′ 6= ℓ ♦r t❤❡ ❝✐♣❤❡rt❡①t c′ ❞♦❡s ♥♦t ♠❛t❝❤ t❤❡ ♦✉t♣✉t c
♦❢ ❛ q✉❡r② t♦ ✐ts ▲❡❢t✲♦r✲❘✐❣❤t ❡♥❝r②♣t✐♦♥ ♦r❛❝❧❡ ✇❤♦s❡ ✐♥♣✉t ✐♥❝❧✉❞❡s t❤❡ ❧❛❜❡❧ ℓ✳ ❋♦r ❢♦r♠❛❧ s❡❝✉r✐t②
❞❡✜♥✐t✐♦♥s ❢♦r ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✱ ♣❧❡❛s❡ r❡❢❡r t♦ ❬✶✸✱ ✶❪✳

❖♥❡ ♦❢ t❤❡ ❛❞✈❛♥t❛❣❡s ♦❢ ✉s✐♥❣ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥✱ ✇❤✐❝❤ ✇❡ ❡①♣❧♦✐t ✐♥ t❤✐s ♣❛♣❡r✱ ✐s t❤❛t ✇❡ ❝❛♥
❡❛s✐❧② ❝♦♠❜✐♥❡ s❡✈❡r❛❧ ■◆❉✲❈❈❆ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s ✇✐t❤ t❤❡ ❤❡❧♣ ♦❢ ❛ str♦♥❣❧② ✉♥❢♦r❣❡❛❜❧❡
♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ s♦ t❤❛t t❤❡ r❡s✉❧t✐♥❣ s❝❤❡♠❡ r❡♠❛✐♥s ■◆❉✲❈❈❆ ❬✷✵❪✳

❊❧●❛♠❛❧ ❛♥❞ ❈r❛♠❡r✲❙❤♦✉♣ ❊♥❝r②♣t✐♦♥✳❲❡ ❞❡♥♦t❡ ❜② G ❛ ❝②❝❧✐❝ ❣r♦✉♣ ♦❢ ♣r✐♠❡ ♦r❞❡r q ✇❤❡r❡ q
✐s ❧❛r❣❡ ✭n ❜✐ts✮✱ ❛♥❞ g ❛ ❣❡♥❡r❛t♦r ❢♦r t❤✐s ❣r♦✉♣✳ ▲❡t pk = (g1, g2, c = gx1

1 gx2
2 , d = gy1

1 gy2
2 , h = gz

1 , H) ❜❡
t❤❡ ♣✉❜❧✐❝ ❦❡② ♦❢ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ s❝❤❡♠❡✱ ✇❤❡r❡ g1 ❛♥❞ g2 ❛r❡ r❛♥❞♦♠ ❣r♦✉♣ ❡❧❡♠❡♥ts✱ x1, x2, y1, y2

❛♥❞ z ❛r❡ r❛♥❞♦♠ s❝❛❧❛rs ✐♥ Zq✱ ❛♥❞ H ✐s ❛ ❝♦❧❧✐s✐♦♥✲r❡s✐st❛♥t ❤❛s❤ ❢✉♥❝t✐♦♥ ✭❛❝t✉❛❧❧②✱ s❡❝♦♥❞✲♣r❡✐♠❛❣❡
r❡s✐st❛♥❝❡ ✐s ❡♥♦✉❣❤✮✱ ❛♥❞ sk = (x1, x2, y1, y2, z) t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐✈❛t❡ ❦❡②✳ ◆♦t❡ t❤❛t (g1, h) ✇✐❧❧
❛❧s♦ ❜❡ s❡❡♥ ❛s t❤❡ ♣✉❜❧✐❝ ❦❡② ♦❢ t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥✱ ✇✐t❤ z t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐✈❛t❡ ❦❡②✳ ❋♦r t❤❡
s❛❦❡ ♦❢ s✐♠♣❧✐❝✐t②✱ ✇❡ ❛ss✉♠❡ ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ t❤❛t ♣✉❜❧✐❝ ❦❡②s ✇✐❧❧ ❛❞❞✐t✐♦♥❛❧❧② ❝♦♥t❛✐♥ ❛❧❧ t❤❡ ❣❧♦❜❛❧
♣❛r❛♠❡t❡rs✱ s✉❝❤ ❛s t❤❡ ❣r♦✉♣ G✳

■❢ M ∈ G✱ t❤❡ ♠✉❧t✐♣❧✐❝❛t✐✈❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ✐s ❞❡✜♥❡❞ ❛s EG×

pk(M ; r) = (u1 = gr
1, e = hrM)✱

✇❤✐❝❤ ❝❛♥ ❜❡ ❞❡❝r②♣t❡❞ ❜② M = e/uz
1✳ ■❢ M ∈ Zq✱ t❤❡ ❛❞❞✐t✐✈❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ✐s ❞❡✜♥❡❞ ❛s

EG+
pk(M ; r) = (u1 = gr

1, e = hrgM )✳ ◆♦t❡ t❤❛t EG×

pk(g
M ; r) = EG+

pk(M ; r)✳ ■t ❝❛♥ ❜❡ ❞❡❝r②♣t❡❞ ❛❢t❡r
❛♥ ❛❞❞✐t✐♦♥❛❧ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ❝♦♠♣✉t❛t✐♦♥✿ M ♠✉st ❜❡ s♠❛❧❧ ❡♥♦✉❣❤✳ ❙✐♠✐❧❛r❧②✱ ✐❢ M ∈ G✱ t❤❡

♠✉❧t✐♣❧✐❝❛t✐✈❡ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ ✐s ❞❡✜♥❡❞ ❛s CS×

pk

ℓ
(M ; r) = (u1, u2, e, v)✱ s✉❝❤ t❤❛t

u1 = gr
1✱ u2 = gr

2✱ e = hrM ✱ θ = H(ℓ, u1, u2, e) ❛♥❞ v = (cdθ)r✳ ❉❡❝r②♣t✐♦♥ ✇♦r❦s ❛s ❛❜♦✈❡✱ ✇✐t❤

M = e/uz
1✱ ❜✉t ♦♥❧② ✐❢ t❤❡ ❝✐♣❤❡rt❡①t ✐s ✈❛❧✐❞✿ v = ux1+θy1

1 ux2+θy2
2 ✳ ■❢ M ∈ Zq✱ ✐ts ❛❞❞✐t✐✈❡ ❡♥❝r②♣t✐♦♥

CS+
pk

ℓ
(M ; r) ✐s s✉❝❤ t❤❛t e = hrgM ✳ ❚❤❡ ❢♦❧❧♦✇✐♥❣ r❡❧❛t✐♦♥ ❤♦❧❞s CS×

pk

ℓ
(gM ; r) = CS+

pk

ℓ
(M ; r)✳ ❚❤❡

❞❡❝r②♣t✐♦♥ ❛♣♣❧✐❡s ❛s ❛❜♦✈❡ ✐❢ M ✐s s♠❛❧❧ ❡♥♦✉❣❤✳

❆s ❛❧r❡❛❞② ♥♦t❡❞✱ ❢r♦♠ ❛♥② ❈r❛♠❡r✲❙❤♦✉♣ ❝✐♣❤❡rt❡①t (u1, u2, e, v) ♦❢ ❛ ♠❡ss❛❣❡ M ✇✐t❤ r❛♥❞♦♠✲
♥❡ss r✱ ✇❤❛t❡✈❡r t❤❡ ❧❛❜❡❧ ℓ ✐s✱ ♦♥❡ ❝❛♥ ❡①tr❛❝t (u1, e) ❛s ❛♥ ❊❧●❛♠❛❧ ❝✐♣❤❡rt❡①t ♦❢ t❤❡ s❛♠❡ ♠❡ss❛❣❡
M ✇✐t❤ t❤❡ s❛♠❡ r❛♥❞♦♠♥❡ss r✳ ❚❤✐s ❡①tr❛❝t✐♦♥ ❛♣♣❧✐❡s ✐♥❞❡♣❡♥❞❡♥t❧② ♦❢ t❤❡ ❛❞❞✐t✐✈❡ ♦r ♠✉❧t✐♣❧✐❝❛✲
t✐✈❡ ✈❡rs✐♦♥ s✐♥❝❡ t❤❡ ❞❡❝r②♣t✐♦♥ ✇♦r❦s t❤❡ s❛♠❡ ❢♦r t❤❡ ❊❧●❛♠❛❧ ❛♥❞ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❝✐♣❤❡rt❡①ts✱
❡①❝❡♣t ❢♦r t❤❡ ✈❛❧✐❞✐t② ❝❤❡❝❦ t❤❛t ♣r♦✈✐❞❡s t❤❡ ❈❈❆ s❡❝✉r✐t② ❧❡✈❡❧ t♦ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡✱ ✇❤❡r❡❛s t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❛❝❤✐❡✈❡s ■◆❉✲❈P❆ s❡❝✉r✐t② ❧❡✈❡❧ ♦♥❧②✳

❈♦♠♠✐t♠❡♥ts✳ ❲✐t❤ ❛ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✱ ❛ ♣❧❛②❡r ❝❛♥ ❝♦♠♠✐t t♦ ❛ s❡❝r❡t ✈❛❧✉❡ x ❜② ♣✉❜❧✐s❤✐♥❣
❛ ❝♦♠♠✐t♠❡♥t C = com(x; r) ✇✐t❤ r❛♥❞♦♠♥❡ss r✱ ✐♥ s✉❝❤ ❛ ✇❛② t❤❛t C r❡✈❡❛❧s ♥♦t❤✐♥❣ ❛❜♦✉t t❤❡
s❡❝r❡t x✱ ✇❤✐❝❤ ✐s ❝❛❧❧❡❞ t❤❡ ❤✐❞✐♥❣ ♣r♦♣❡rt②✳ ❚❤❡ ♣❧❛②❡r ❝❛♥ ❧❛t❡r ♦♣❡♥ C t♦ r❡✈❡❛❧ x✱ ❜② ♣✉❜❧✐s❤✐♥❣ x
❛♥❞ ❛ ❞❡❝♦♠♠✐t♠❡♥t✱ ❛❧s♦ r❡❢❡rr❡❞ t♦ ❛s ✇✐t♥❡ss✱ ✐♥ ❛ ♣✉❜❧✐❝❧② ✈❡r✐✜❛❜❧❡ ✇❛②✿ t❤❡ ♣❧❛②❡r ❝❛♥♥♦t ♦♣❡♥
C t♦ ❛♥② ♦t❤❡r ✈❛❧✉❡ t❤❛♥ x✱ ✇❤✐❝❤ ✐s t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✳ ■♥ ♠❛♥② ❝❛s❡s✱ t❤❡ ❞❡❝♦♠♠✐t♠❡♥t ❝♦♥s✐sts
♦❢ t❤❡ r❛♥❞♦♠ r ✐ts❡❧❢ ♦r s♦♠❡ ♣❛rt ♦❢ ✐t✳ ■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ♦♥❧② ❝♦♥s✐❞❡r ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s ✐♥ t❤❡
❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ ✭❈❘❙✮ ♠♦❞❡❧ ✐♥ ✇❤✐❝❤ t❤❡ ❝♦♠♠♦♥ ♣❛r❛♠❡t❡rs✱ r❡❢❡rr❡❞ t♦ ❛s t❤❡ ❈❘❙✱ ❛r❡
❣❡♥❡r❛t❡❞ ❤♦♥❡st❧② ❛♥❞ ❛✈❛✐❧❛❜❧❡ t♦ ❛❧❧ ♣❛rt✐❡s✳

◆♦t❡ t❤❛t ❛♥ ■◆❉✲❈P❆ ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ♣r♦✈✐❞❡s s✉❝❤ ❛ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✿ t❤❡
❜✐♥❞✐♥❣ ♣r♦♣❡rt② ✐s ❣✉❛r❛♥t❡❡❞ ❜② t❤❡ ✉♥✐q✉❡♥❡ss ♦❢ t❤❡ ♣❧❛✐♥t❡①t ✭♣❡r❢❡❝t❧② ❜✐♥❞✐♥❣✮✱ ❛♥❞ t❤❡ ❤✐❞✐♥❣
♣r♦♣❡rt② ✐s ❣✉❛r❛♥t❡❡❞ ❜② t❤❡ ■◆❉✲❈P❆ s❡❝✉r✐t② ✭❝♦♠♣✉t❛t✐♦♥❛❧❧② ❤✐❞✐♥❣✮✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡ ❈❘❙ s✐♠♣❧②
❝♦♥s✐sts ♦❢ t❤❡ ♣✉❜❧✐❝✲❦❡② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ❚❤❡ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t C = comPed(x; r) =
gxhr ♣r♦✈✐❞❡s ❛ ♣❡r❢❡❝t❧② ❤✐❞✐♥❣✱ ❜✉t ❝♦♠♣✉t❛t✐♦♥❛❧❧② ❜✐♥❞✐♥❣ ❝♦♠♠✐t♠❡♥t ✉♥❞❡r t❤❡ ✐♥tr❛❝t❛❜✐❧✐t② ♦❢
t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♦❢ h ✐♥ ❜❛s✐s g✳

❲❡ ♥♦✇ ♣r❡s❡♥t ❛❞❞✐t✐♦♥❛❧ ♣r♦♣❡rt✐❡s t❤❛t ❝❛♥ ❜❡ s❛t✐s✜❡❞ ❜② t❤❡ ❝♦♠♠✐t♠❡♥t✳ ❋✐rst✱ ✇❡ s❛②
t❤❛t ❛ ❝♦♠♠✐t♠❡♥t ✐s ❡①tr❛❝t❛❜❧❡ ✐❢ t❤❡r❡ ❡①✐sts ❛♥ ❡✣❝✐❡♥t ❛❧❣♦r✐t❤♠✱ ❝❛❧❧❡❞ ❛♥ ❡①tr❛❝t♦r✱ ❝❛♣❛❜❧❡ ♦❢
❣❡♥❡r❛t✐♥❣ ❛ ♥❡✇ s❡t ♦❢ ❝♦♠♠♦♥ ♣❛r❛♠❡t❡rs ✭✐✳❡✳✱ ❛ ♥❡✇ ❈❘❙✮ ✇❤♦s❡ ❞✐str✐❜✉t✐♦♥ ✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❛t
♦❢ ❛♥ ❤♦♥❡st❧② ❣❡♥❡r❛t❡❞ ❈❘❙ ❛♥❞ s✉❝❤ t❤❛t ✐t ❝❛♥ ❡①tr❛❝t t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡ x ❢r♦♠ ❛♥② ❝♦♠♠✐t♠❡♥t

✹



C✳ ❚❤✐s ✐s ♦❢ ❝♦✉rs❡ ♦♥❧② ♣♦ss✐❜❧❡ ❢♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧② ❤✐❞✐♥❣ ❝♦♠♠✐t♠❡♥ts✱ s✉❝❤ ❛s ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✿
t❤❡ ❞❡❝r②♣t✐♦♥ ❦❡② ✐s t❤❡ ❡①tr❛❝t✐♦♥ tr❛♣❞♦♦r✳ ❙❡❝♦♥❞✱ ✇❡ s❛② t❤❛t ❛ ❝♦♠♠✐t♠❡♥t ✐s ❡q✉✐✈♦❝❛❜❧❡ ✐❢ t❤❡r❡
❡①✐sts ❛♥ ❡✣❝✐❡♥t ❛❧❣♦r✐t❤♠✱ ❝❛❧❧❡❞ ❛♥ ❡q✉✐✈♦❝❛t♦r✱ ❝❛♣❛❜❧❡ ♦❢ ❣❡♥❡r❛t✐♥❣ ❛ ♥❡✇ ❈❘❙ ❛♥❞ ❛ ❝♦♠♠✐t♠❡♥t
✇✐t❤ s✐♠✐❧❛r ❞✐str✐❜✉t✐♦♥s t♦ t❤♦s❡ ♦❢ t❤❡ ❛❝t✉❛❧ s❝❤❡♠❡ ❛♥❞ s✉❝❤ t❤❛t t❤❡ ❝♦♠♠✐t♠❡♥t ❝❛♥ ❜❡ ♦♣❡♥❡❞
✐♥ ❞✐✛❡r❡♥t ✇❛②s✳ ❆❣❛✐♥✱ t❤✐s ✐s ♣♦ss✐❜❧❡ ❢♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧② ❜✐♥❞✐♥❣ ❝♦♠♠✐t♠❡♥ts ♦♥❧②✱ s✉❝❤ ❛s t❤❡
P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t✿ t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♦❢ h ✐♥ ❜❛s✐s g ✐s ❛ tr❛♣❞♦♦r t❤❛t ❛❧❧♦✇s
t❤❡ ♦♣❡♥✐♥❣ ♦❢ ❛ ❝♦♠♠✐t♠❡♥t ✐♥ ♠♦r❡ t❤❛♥ ♦♥❡ ✇❛②✳ ❋✐♥❛❧❧②✱ ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♠♠✐t♠❡♥t ❡♥s✉r❡s t❤❛t ✐❢
❛♥ ❛❞✈❡rs❛r② t❤❛t r❡❝❡✐✈❡s ❛ ❝♦♠♠✐t♠❡♥t C ♦❢ s♦♠❡ ✉♥❦♥♦✇♥ ✈❛❧✉❡ x ❝❛♥ ❣❡♥❡r❛t❡ ❛ ✈❛❧✐❞ ❝♦♠♠✐t♠❡♥t
❢♦r ❛ r❡❧❛t❡❞ ✈❛❧✉❡ y✱ t❤❡♥ ❛ s✐♠✉❧❛t♦r ❝♦✉❧❞ ♣❡r❢♦r♠ ❛s ✇❡❧❧ ✇✐t❤♦✉t s❡❡✐♥❣ t❤❡ ❝♦♠♠✐t♠❡♥t C✳ ❆
♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ t❤❛t ✐s ■◆❉✲❈❈❆ ♣r♦✈✐❞❡s s✉❝❤ ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♠♠✐t♠❡♥t ❬✷✷❪✳ ❋♦r
❢♦r♠❛❧ s❡❝✉r✐t② ❞❡✜♥✐t✐♦♥s ❢♦r ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s✱ ♣❧❡❛s❡ r❡❢❡r t♦ ❬✷✷✱ ✶✾✱ ✶✷❪✳

■♥ t❤❡ ❢♦❧❧♦✇✐♥❣✱ ✇❡ ✉s❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s ✐♥ ♦r❞❡r t♦ ❝♦♥str✉❝t ❝♦♠♠✐t♠❡♥ts✱ ✇❤✐❝❤ ✐♠♠❡❞✐❛t❡❧②
✐♠♣❧✐❡s t❤❡ ❤✐❞✐♥❣✱ ❜✐♥❞✐♥❣ ❛♥❞ ❡①tr❛❝t❛❜❧❡ ♣r♦♣❡rt✐❡s✱ ❛s s❛✐❞ ❛❜♦✈❡✳ ❍♦✇❡✈❡r✱ ✇❤❡♥ ♦♥❡ ✉s❡s t❤❡
❛❞❞✐t✐✈❡ ✈❡rs✐♦♥s ♦❢ ❊❧●❛♠❛❧ ♦r ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✱ ❡①tr❛❝t❛❜✐❧✐t② ✭♦r ❞❡❝r②♣t✐♦♥✮ ✐s
♦♥❧② ♣♦ss✐❜❧❡ ✐❢ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡s ✭♦r ♣❧❛✐♥t❡①ts✮ ❛r❡ s♠❛❧❧ ❡♥♦✉❣❤✱ ❤❡♥❝❡ ♦✉r ♥♦t✐♦♥ ♦❢ L✲❡①tr❛❝t❛❜❧❡
❝♦♠♠✐t♠❡♥ts ✭s❡❡ ❙❡❝t✐♦♥ ✹✮ ✇❤✐❝❤ ✇✐❧❧ ♠❡❛♥ t❤❛t t❤❡ ❝♦♠♠✐t♠❡♥t ✐s ❡①tr❛❝t❛❜❧❡ ✐❢ t❤❡ ❝♦♠♠✐tt❡❞
✈❛❧✉❡ ❧✐❡s ✐♥ t❤❡ ❧❛♥❣✉❛❣❡ L✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ ✇❡ ✇✐❧❧ s♣❧✐t t❤❡ ✈❛❧✉❡ t♦ ❜❡ ❝♦♠♠✐tt❡❞ ✐♥ s♠❛❧❧ ♣✐❡❝❡s
✭t❤❛t ❧✐❡ ✐♥ t❤❡ ❧❛♥❣✉❛❣❡ L✮✱ ❜✉t ✇❡ ✇✐❧❧ t❤❡♥ ♥❡❡❞ t♦ ❜❡ s✉r❡ t❤❛t t❤❡② ❛❝t✉❛❧❧② ❧✐❡ ✐♥ t❤✐s ❧❛♥❣✉❛❣❡ t♦
❣✉❛r❛♥t❡❡ ❡①tr❛❝t❛❜✐❧✐t②✳ ❲❡ t❤✉s ✐♥tr♦❞✉❝❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥s ✐♥ ♦r❞❡r t♦ ❛❧❧♦✇ ❝♦♠♠✉♥✐❝❛t✐♦♥s
✐❢ t❤❡ ❝♦♠♠✐t♠❡♥ts ❛r❡ ✈❛❧✐❞ ♦♥❧②✳

✸ ❙♠♦♦t❤ ❍❛s❤ ❋✉♥❝t✐♦♥s ♦♥ ❈♦♥❥✉♥❝t✐♦♥s ❛♥❞ ❉✐s❥✉♥❝t✐♦♥s ♦❢ ▲❛♥❣✉❛❣❡s

✸✳✶ ❙♠♦♦t❤ Pr♦❥❡❝t✐✈❡ ❍❛s❤ ❋✉♥❝t✐♦♥s✳

Pr♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢❛♠✐❧✐❡s ✇❡r❡ ✜rst ✐♥tr♦❞✉❝❡❞ ❜② ❈r❛♠❡r ❛♥❞ ❙❤♦✉♣ ❬✶✻❪ ❛s ❛ ♠❡❛♥s t♦ ❞❡s✐❣♥
❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✳ ❲❡ ❤❡r❡ ✉s❡ t❤❡ ❞❡✜♥✐t✐♦♥s ♦❢ ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✷❪✱
✇❤♦ ❧❛t❡r s❤♦✇❡❞ ❤♦✇ t♦ ✉s❡ s✉❝❤ ❢❛♠✐❧✐❡s t♦ ❜✉✐❧❞ s❡❝✉r❡ ♣❛ss✇♦r❞✲❜❛s❡❞ ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡
♣r♦t♦❝♦❧s✱ t♦❣❡t❤❡r ✇✐t❤ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♠♠✐t♠❡♥ts✳ ■♥ ❛❞❞✐t✐♦♥ t♦ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s✱ ✇❡ ❛❧s♦
❝♦♥s✐❞❡r ❤❡r❡ ❢❛♠✐❧✐❡s ♦❢ ❙P❍❋ ❛ss♦❝✐❛t❡❞ t♦ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ ❛s ❞♦♥❡ ❜② ❈❛♥❡tt✐ ❡t ❛❧✳ ❬✶✸❪ ❛♥❞ ❜②
❆❜❞❛❧❧❛ ❛♥❞ P♦✐♥t❝❤❡✈❛❧ ❬✶❪✳

▲❡t X ❜❡ t❤❡ ❞♦♠❛✐♥ ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ❛♥❞ ❧❡t L ❜❡ ❛ ❝❡rt❛✐♥ s✉❜s❡t ♦❢ ♣♦✐♥ts ♦❢ t❤✐s ❞♦♠❛✐♥
✭❛ ❧❛♥❣✉❛❣❡✮✳ ❆ ❦❡② ♣r♦♣❡rt② ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ✐s t❤❛t✱ ❢♦r ♣♦✐♥ts ✐♥ L✱ t❤❡✐r ✈❛❧✉❡s ❝❛♥ ❜❡ ❝♦♠♣✉t❡❞
❜② ✉s✐♥❣ ❡✐t❤❡r ❛ s❡❝r❡t ❤❛s❤✐♥❣ ❦❡② ♦r ❛ ♣✉❜❧✐❝ ♣r♦❥❡❝t❡❞ ❦❡②✳ ❲❤✐❧❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ✉s✐♥❣ t❤❡ s❡❝r❡t

❤❛s❤✐♥❣ ❦❡② ✇♦r❦s ❢♦r ❛❧❧ ♣♦✐♥ts ✐♥ t❤❡ ❞♦♠❛✐♥ X ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✱ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ✉s✐♥❣ ❛ ♣✉❜❧✐❝

♣r♦❥❡❝t❡❞ ❦❡② ♦♥❧② ✇♦r❦s ❢♦r ♣♦✐♥ts x ∈ L ❛♥❞ r❡q✉✐r❡s t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ✇✐t♥❡ss w t♦ t❤❡ ❢❛❝t t❤❛t
x ∈ L✳ ❆ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢❛♠✐❧② ✐s s❛✐❞ t♦ ❜❡ s♠♦♦t❤ ✐❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❢✉♥❝t✐♦♥ ♦♥ ✐♥♣✉ts
t❤❛t ❛r❡ ♦✉ts✐❞❡ t❤❡ ♣❛rt✐❝✉❧❛r s✉❜s❡t L ♦❢ t❤❡ ❞♦♠❛✐♥ ❛r❡ ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✳ ❆♥♦t❤❡r
✐♠♣♦rt❛♥t ♣r♦♣❡rt② ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ✐s t❤❛t✱ ❣✐✈❡♥ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② hp✱ t❤❡✐r ♦✉t♣✉t ✐s ✉♥✐q✉❡❧②
❞❡✜♥❡❞ ❢♦r ♣♦✐♥ts x ∈ L✳ ▼♦r❡♦✈❡r✱ ✐❢ L ✐s ❛ ❤❛r❞ ♣❛rt✐t✐♦♥❡❞ s✉❜s❡t ♦❢ X ✭✐✳❡✳✱ ✐t ✐s ❝♦♠♣✉t❛t✐♦♥❛❧❧②
❤❛r❞ t♦ ❞✐st✐♥❣✉✐s❤ ❛ r❛♥❞♦♠ ❡❧❡♠❡♥t ✐♥ L ❢r♦♠ ❛ r❛♥❞♦♠ ❡❧❡♠❡♥t ✐♥ X \ L✮✱ t❤✐s ♦✉t♣✉t ✐s ❛❧s♦
♣s❡✉❞♦✲r❛♥❞♦♠ ✐❢ ♦♥❡ ❞♦❡s ♥♦t ❦♥♦✇ ❛ ✇✐t♥❡ss w t♦ t❤❡ ❢❛❝t t❤❛t x ∈ L ❬✷✷❪✳ ❚❤❡ ✐♥t❡r❡st❡❞ r❡❛❞❡r ✐s
r❡❢❡rr❡❞ t♦ ❆♣♣❡♥❞✐① ❆ ❢♦r ♠♦r❡ ❢♦r♠❛❧ ❞❡✜♥✐t✐♦♥s✳

■♥ t❤❡ ♣❛rt✐❝✉❧❛r ❝❛s❡ ♦❢ t❤❡ ●❡♥♥❛r♦✲▲✐♥❞❡❧❧ s❝❤❡♠❡ ❬✷✷❪✱ t❤❡ s✉❜s❡t Lpk,m ✇❛s ❞❡✜♥❡❞ ❛s t❤❡
s❡t ♦❢ {(c)} s✉❝❤ t❤❛t c ✐s ❛ ❝♦♠♠✐t♠❡♥t ♦❢ m ✉s✐♥❣ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs pk✿ t❤❡r❡ ❡①✐sts r ❢♦r ✇❤✐❝❤
c = compk(m; r) ✇❤❡r❡ com ✐s t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠ ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✳ ■♥ t❤❡ ❝❛s❡ ♦❢ t❤❡
❈❍❑▲▼ s❝❤❡♠❡ ❬✶✸❪✱ t❤❡ s✉❜s❡t Lpk,(ℓ,m) ✇❛s ❞❡✜♥❡❞ ❛s t❤❡ s❡t ♦❢ {(c)} s✉❝❤ t❤❛t c ✐s ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢

m ✇✐t❤ ❧❛❜❡❧ ℓ✱ ✉♥❞❡r t❤❡ ♣✉❜❧✐❝ ❦❡② pk✿ t❤❡r❡ ❡①✐sts r ❢♦r ✇❤✐❝❤ c = Eℓ
pk

(m; r) ✇❤❡r❡ E ✐s t❤❡ ❡♥❝r②♣t✐♦♥
❛❧❣♦r✐t❤♠ ♦❢ t❤❡ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ■♥ t❤❡ ❝❛s❡ ♦❢ ❛ st❛♥❞❛r❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ t❤❡ ❧❛❜❡❧ ✐s
s✐♠♣❧② ♦♠✐tt❡❞✳ ❚❤❡ ✐♥t❡r❡st❡❞ r❡❛❞❡r ✐s r❡❢❡rr❡❞ t♦ ❬✷✷✱ ✶✸✱ ✶❪ ❢♦r ♠♦r❡ ❞❡t❛✐❧s✳

✺



▲❛♥❣✉❛❣❡s✳ ❙✐♥❝❡ ✇❡ ✇❛♥t t♦ ✉s❡ ♠♦r❡ ❣❡♥❡r❛❧ ❧❛♥❣✉❛❣❡s✱ ✇❡ ♥❡❡❞ ♠♦r❡ ❞❡t❛✐❧❡❞ ♥♦t❛t✐♦♥s✳ ▲❡t LPKE

❜❡ ❛ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✇✐t❤ ♣✉❜❧✐❝ ❦❡② pk✳ ▲❡t X ❜❡ t❤❡ r❛♥❣❡ ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠✳
❍❡r❡ ❛r❡ t❤r❡❡ ✉s❡❢✉❧ ❡①❛♠♣❧❡s ♦❢ ❧❛♥❣✉❛❣❡s L ✐♥ X✿

✕ t❤❡ ✈❛❧✐❞ ❝✐♣❤❡rt❡①ts c ♦❢ m ✉♥❞❡r pk✱ L(LPKE,pk),(ℓ,m) = {c|∃r c = Eℓ
pk

(m; r)}❀

✕ t❤❡ ✈❛❧✐❞ ❝✐♣❤❡rt❡①ts c ♦❢ m1 ♦r m2 ✉♥❞❡r pk ✭t❤❛t ✐s✱ ❛ ❞✐s❥✉♥❝t✐♦♥ ♦❢ t✇♦ ✈❡rs✐♦♥s ♦❢ t❤❡ ❢♦r♠❡r
❧❛♥❣✉❛❣❡s✮✱ L(LPKE,pk),(ℓ,m1∨m2) = L(LPKE,pk),(ℓ,m1) ∪ L(LPKE,pk),(ℓ,m2)❀

✕ t❤❡ ✈❛❧✐❞ ❝✐♣❤❡rt❡①ts c ✉♥❞❡r pk✱ L(LPKE,pk),(ℓ,∗) = {c|∃m ∃r c = Eℓ
pk

(m; r)}✳

■❢ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s ■◆❉✲❈P❆✱ t❤❡ ✜rst t✇♦ ❛r❡ ❤❛r❞ ♣❛rt✐t✐♦♥❡❞ s✉❜s❡ts ♦❢ X✳ ❚❤❡ ❧❛st ♦♥❡
❝❛♥ ❛❧s♦ ❜❡ ❛ ❤❛r❞ ♣❛rt✐t✐♦♥❡❞ s✉❜s❡t ✐♥ s♦♠❡ ❝❛s❡s✿ ❢♦r t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥✱ L  X = G4

❛♥❞✱ ✐♥ ♦r❞❡r t♦ ❞✐st✐♥❣✉✐s❤ ❛ ✈❛❧✐❞ ❝✐♣❤❡rt❡①t ❢r♦♠ ❛♥ ✐♥✈❛❧✐❞ ♦♥❡✱ ♦♥❡ ❤❛s t♦ ❜r❡❛❦ t❤❡ ❉❉❍ ♣r♦❜❧❡♠✳
❍♦✇❡✈❡r✱ ❢♦r t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ❛❧❧ t❤❡ ❝✐♣❤❡rt❡①ts ❛r❡ ✈❛❧✐❞✱ ❤❡♥❝❡ L = X = G2✳

▼♦r❡ ❝♦♠♣❧❡① ❧❛♥❣✉❛❣❡s ❝❛♥ ❜❡ ❞❡✜♥❡❞✱ ✇✐t❤ ❞✐s❥✉♥❝t✐♦♥s ❛s ❛❜♦✈❡✱ ♦r ❝♦♥❥✉♥❝t✐♦♥s✿ t❤❡ ♣❛✐rs ♦❢
❝✐♣❤❡rt❡①ts (a, b) s✉❝❤ t❤❛t a ∈ L(LPKE,pk),(ℓ,0∨1) ❛♥❞ b ∈ L(LPKE,pk),(ℓ,2∨3)✳ ❚❤✐s s❡t ❝❛♥ ❜❡ ♦❜t❛✐♥❡❞
❜② (L(LPKE,pk),(ℓ,0∨1)) ×X) ∩ (X × L(LPKE,pk),(ℓ,2∨3))✳

▲✐❦❡✇✐s❡✱ ✇❡ ❝❛♥ ❞❡✜♥❡ ♠♦r❡ ❣❡♥❡r❛❧ ❧❛♥❣✉❛❣❡s ❜❛s❡❞ ♦♥ ♦t❤❡r ♣r✐♠✐t✐✈❡s s✉❝❤ ❛s ❝♦♠♠✐t♠❡♥t
s❝❤❡♠❡s✳ ❚❤❡ ❞❡✜♥✐t✐♦♥ ✇♦✉❧❞ ❜❡ s✐♠✐❧❛r t♦ t❤❡ ♦♥❡ ❛❜♦✈❡✱ ✇✐t❤ pk ♣❧❛②✐♥❣ t❤❡ r♦❧❡ ♦❢ t❤❡ ❝♦♠♠♦♥
♣❛r❛♠❡t❡rs✱ Epk ♣❧❛②✐♥❣ t❤❡ r♦❧❡ ♦❢ t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠✱ (m, ℓ) ♣❧❛②✐♥❣ t❤❡ r♦❧❡ ♦❢ t❤❡ ✐♥♣✉t
♠❡ss❛❣❡✱ ❛♥❞ c ♣❧❛②✐♥❣ t❤❡ r♦❧❡ ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t✳

▼♦r❡ ❣❡♥❡r❛❧❧②✱ ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣✱ ✇❡ ❞❡♥♦t❡ t❤❡ ❧❛♥❣✉❛❣❡ ❜② t❤❡ ❣❡♥❡r✐❝ ♥♦t❛t✐♦♥ L(Sch,ρ),aux ✇❤❡r❡
aux ❞❡♥♦t❡s ❛❧❧ t❤❡ ♣❛r❛♠❡t❡rs ✉s❡❢✉❧ t♦ ❝❤❛r❛❝t❡r✐③❡ t❤❡ ❧❛♥❣✉❛❣❡ ✭s✉❝❤ ❛s t❤❡ ❧❛❜❡❧ ✉s❡❞✱ ♦r ❛ ♣❧❛✐♥✲
t❡①t✮✱ ρ ❞❡♥♦t❡s t❤❡ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs s✉❝❤ ❛s ❛ ♣✉❜❧✐❝ ❦❡② pk✱ ❛♥❞ Sch ❞❡♥♦t❡s t❤❡ ♣r✐♠✐t✐✈❡ ✉s❡❞
t♦ ❞❡✜♥❡ t❤❡ ❧❛♥❣✉❛❣❡✱ s✉❝❤ ❛s ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ LPKE ♦r ❛ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ Com✳ ❲❤❡♥
t❤❡r❡ ✐s ♥♦ ❛♠❜✐❣✉✐t②✱ t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐♠✐t✐✈❡ Sch ✇✐❧❧ ❜❡ ♦♠✐tt❡❞✳

❲❡ ♥♦✇ ♣r❡s❡♥t ♥❡✇ ❝♦♥str✉❝t✐♦♥s ♦❢ ❙P❍❋ t♦ ❞❡❛❧ ✇✐t❤ ♠♦r❡ ❝♦♠♣❧❡① ❧❛♥❣✉❛❣❡s✱ s✉❝❤ ❛s ❞✐s❥✉♥❝✲
t✐♦♥s ❛♥❞ ❝♦♥❥✉♥❝t✐♦♥s ♦❢ ❛♥② ❧❛♥❣✉❛❣❡s✳ ❚❤❡ ❝♦♥str✉❝t✐♦♥s ❛r❡ ♣r❡s❡♥t❡❞ ❢♦r t✇♦ ❧❛♥❣✉❛❣❡s ❜✉t ❝❛♥ ❜❡
❡❛s✐❧② ❡①t❡♥❞❡❞ t♦ ❛♥② ♣♦❧②♥♦♠✐❛❧ ♥✉♠❜❡r ♦❢ ❧❛♥❣✉❛❣❡s✳ ❲❡ t❤❡♥ ❞✐s❝✉ss ❛❜♦✉t ♣♦ss✐❜❧❡ ✐♥❢♦r♠❛t✐♦♥
❧❡❛❦❛❣❡ ❛t t❤❡ ❡♥❞ ♦❢ t❤✐s s❡❝t✐♦♥✳ ❚❤❡ ♣r♦♣❡rt✐❡s ♦❢ ❝♦rr❡❝t♥❡ss✱ s♠♦♦t❤♥❡ss ❛♥❞ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss
❛r❡ ❡❛s✐❧② ✈❡r✐✜❡❞ ❜② t❤❡s❡ ♥❡✇ s♠♦♦t❤ ❤❛s❤ s②st❡♠s✳ ❉✉❡ t♦ t❤❡ ❧❛❝❦ ♦❢ s♣❛❝❡✱ t❤❡ ❢♦r♠❛❧ ♣r♦♦❢s ❝❛♥
❜❡ ❢♦✉♥❞ ✐♥ ❆♣♣❡♥❞✐① ❇✳

✸✳✷ ❈♦♥❥✉♥❝t✐♦♥ ♦❢ t✇♦ ●❡♥❡r✐❝ ❙♠♦♦t❤ ❍❛s❤❡s

▲❡t ✉s ❝♦♥s✐❞❡r ❛♥ ❡♥❝r②♣t✐♦♥ ♦r ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ❞❡✜♥❡❞ ❜② ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs ❛♥❞ ❛ ♣✉❜❧✐❝ ❦❡②
❛❣❣r❡❣❛t❡❞ ✐♥ ρ✳ X ✐s t❤❡ r❛♥❣❡ ♦❢ t❤❡ ❡❧❡♠❡♥ts ✇❡ ✇❛♥t t♦ st✉❞② ✭❝✐♣❤❡rt❡①ts✱ t✉♣❧❡s ♦❢ ❝✐♣❤❡rt❡①ts✱
❝♦♠♠✐t♠❡♥ts✱ ❡t❝✮✱ ❛♥❞ L1 = L1,ρ,aux ❛♥❞ L2 = L2,ρ,aux ❛r❡ ❤❛r❞ ♣❛rt✐t✐♦♥❡❞ s✉❜s❡ts ♦❢ X✱ ✇❤✐❝❤
s♣❡❝✐❢② t❤❡ ❡①♣❡❝t❡❞ ♣r♦♣❡rt✐❡s ✭✈❛❧✐❞ ❝✐♣❤❡rt❡①ts✱ ❝✐♣❤❡rt❡①ts ♦❢ ❛ s♣❡❝✐✜❝ ♣❧❛✐♥t❡①t✱ ❡t❝✮✳ ❲❡ ❝♦♥s✐❞❡r
s✐t✉❛t✐♦♥s ✇❤❡r❡ X ♣♦ss❡ss❡s ❛ ❣r♦✉♣ str✉❝t✉r❡✱ ✇❤✐❝❤ ✐s t❤❡ ❝❛s❡ ✐❢ ✇❡ ❝♦♥s✐❞❡r ❝✐♣❤❡rt❡①ts ♦r t✉♣❧❡s
♦❢ ❝✐♣❤❡rt❡①ts ❢r♦♠ ❛♥ ❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ❲❡ t❤✉s ❞❡♥♦t❡ ❜② ⊕ t❤❡ ❝♦♠♠✉t❛t✐✈❡ ❧❛✇
♦❢ t❤❡ ❣r♦✉♣ ✭❛♥❞ ❜② ⊖ t❤❡ ♦♣♣♦s✐t❡ ♦♣❡r❛t✐♦♥✱ s✉❝❤ t❤❛t c⊕ a⊖ a = c✮✳

❲❡ ❛ss✉♠❡ t♦ ❜❡ ❣✐✈❡♥ t✇♦ s♠♦♦t❤ ❤❛s❤ s②st❡♠s SHS1 ❛♥❞ SHS2✱ ♦♥ t❤❡ s❡ts ❝♦rr❡s♣♦♥❞✐♥❣ t♦
t❤❡ ❧❛♥❣✉❛❣❡s L1 ❛♥❞ L2✿ SHSi = {HashKGi,ProjKGi,Hashi,ProjHashi}✳ ❍❡r❡✱ HashKGi ❛♥❞ ProjKGi

❞❡♥♦t❡ t❤❡ ❤❛s❤✐♥❣ ❦❡② ❛♥❞ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② ❣❡♥❡r❛t♦rs✱ ❛♥❞ Hashi ❛♥❞ ProjHashi t❤❡ ❛❧❣♦r✐t❤♠s t❤❛t
❝♦♠♣✉t❡ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ✉s✐♥❣ hki ❛♥❞ hpi r❡s♣❡❝t✐✈❡❧②✳

▲❡t c ❜❡ ❛♥ ❡❧❡♠❡♥t ♦❢ X✱ ❛♥❞ r1 ❛♥❞ r2 t✇♦ ❡❧❡♠❡♥ts ❝❤♦s❡♥ ❛t r❛♥❞♦♠✳ ❲❡ ❞❡♥♦t❡ t❤❡ ❦❡②s ❜②

hk1 = HashKG1(ρ, aux, r1), hk2 = HashKG2(ρ, aux, r2)

❛♥❞

hp1 = ProjKG1(hk1; ρ, aux, c), hp2 = ProjKG2(hk2; ρ, aux, c).

✻



❆ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡ L = L1 ∩ L2 ✐s t❤❡♥ ❞❡✜♥❡❞ ❛s ❢♦❧❧♦✇s✱ ✐❢ c ∈ L1 ∩ L2 ❛♥❞ wi

✐s ❛ ✇✐t♥❡ss t❤❛t c ∈ Li✱ ❢♦r i = 1, 2✿

HashKGL(ρ, aux, r = r1‖r2) = hk = (hk1, hk2) ProjKGL(hk; ρ, aux, c) = hp = (hp1, hp2)

HashL(hk; ρ, aux, c) = Hash1(hk1; ρ, aux, c)⊕ Hash2(hk2; ρ, aux, c)

ProjHashL(hp; ρ, aux, c; (w1, w2)) = ProjHash1(hp1; ρ, aux, c; w1)⊕ ProjHash2(hp2; ρ, aux, c;w2)

✸✳✸ ❉✐s❥✉♥❝t✐♦♥ ♦❢ t✇♦ ●❡♥❡r✐❝ ❙♠♦♦t❤ ❍❛s❤❡s

▲❡t L1 ❛♥❞ L2 ❜❡ t✇♦ ❧❛♥❣✉❛❣❡s ❛s ❞❡s❝r✐❜❡❞ ❛❜♦✈❡✳ ❲❡ ❛ss✉♠❡ t♦ ❜❡ ❣✐✈❡♥ t✇♦ s♠♦♦t❤ ❤❛s❤ s②st❡♠s
SHS1 ❛♥❞ SHS2 ✇✐t❤ r❡s♣❡❝t t♦ t❤❡s❡ ❧❛♥❣✉❛❣❡s✳ ❲❡ ❞❡✜♥❡ L = L1 ∪ L2 ❛♥❞ ❝♦♥str✉❝t ❛ s♠♦♦t❤
♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢♦r t❤✐s ❧❛♥❣✉❛❣❡ ❛s ❢♦❧❧♦✇s✿

HashKGL(ρ, aux, r = r1‖r2) = hk = (hk1, hk2)
ProjKGL(hk; ρ, aux, c) = hp = (hp1, hp2, hp∆ = Hash1(hk1; ρ, aux, c)⊕ Hash2(hk2; ρ, aux, c))

HashL(hk; ρ, aux, c) = Hash1(hk1; ρ, aux, c)
ProjHashL(hp; ρ, aux, c;w) = ProjHash1(hp1; ρ, aux, c; w) ✐❢ c ∈ L1

♦r hp∆ ⊖ ProjHash2(hp2; ρ, aux, c; w) ✐❢ c ∈ L2

✇❤❡r❡ w ✐s ❛ ✇✐t♥❡ss ♦❢ c ∈ Li ❢♦r i ∈ {1, 2}✳ ❚❤❡♥ ProjHashi(hpi; ρ, aux, c;w) = Hashi(hki; ρ, aux, c)✳
❚❤❡ ♣❧❛②❡r ✐♥ ❝❤❛r❣❡ ♦❢ ❝♦♠♣✉t✐♥❣ t❤✐s ✈❛❧✉❡ ✐s s✉♣♣♦s❡❞ t♦ ❦♥♦✇ t❤❡ ✇✐t♥❡ss✱ ❛♥❞ ✐♥ ♣❛rt✐❝✉❧❛r t❤❡
❧❛♥❣✉❛❣❡ ✇❤✐❝❤ c ❜❡❧♦♥❣s t♦ ✭❛♥❞ t❤✉s t❤❡ ✐♥❞❡① i✮✳

✸✳✹ ❯♥✐❢♦r♠✐t② ❛♥❞ ■♥❞❡♣❡♥❞❡♥❝❡

■♥ t❤❡ ❛❜♦✈❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❙P❍❋ ✭❝♦♥tr❛r✐❧② t♦ t❤❡ ♦r✐❣✐♥❛❧ ❈r❛♠❡r✲❙❤♦✉♣ ❬✶✻❪ ❞❡✜♥✐t✐♦♥✮✱ t❤❡ ✈❛❧✉❡
♦❢ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② ❢♦r♠❛❧❧② ❞❡♣❡♥❞s ♦♥ t❤❡ ❝✐♣❤❡rt❡①t✴❝♦♠♠✐t♠❡♥t c✳ ❍♦✇❡✈❡r✱ ✐♥ s♦♠❡ ❝❛s❡s✱ ♦♥❡
♠❛② ♥♦t ✇❛♥t t♦ r❡✈❡❛❧ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤✐s ❞❡♣❡♥❞❡♥❝②✳ ■♥ ❢❛❝t✱ ✐♥ ❝❡rt❛✐♥ ❝❛s❡s s✉❝❤ ❛s ✐♥
t❤❡ ❝♦♥str✉❝t✐♦♥ ♦❢ ❛ ❙P❍❋ ❢♦r ❡q✉✐✈♦❝❛❜❧❡ ❛♥❞ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ✐♥ ❙❡❝t✐♦♥ ✺✱ ♦♥❡ ♠❛② ♥♦t
❡✈❡♥ ✇❛♥t t♦ ❧❡❛❦ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤❡ ❛✉①✐❧✐❛r② ❡❧❡♠❡♥ts aux✳ ❲❤❡♥ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ✐s r❡✈❡❛❧❡❞
❛❜♦✉t aux✱ ✐t ♠❡❛♥s t❤❛t t❤❡ ❞❡t❛✐❧s ❛❜♦✉t t❤❡ ❡①❛❝t ❧❛♥❣✉❛❣❡ ✇✐❧❧ ❜❡ ❝♦♥❝❡❛❧❡❞✳

❲❡ t❤✉s ❛❞❞ ❛ ♥♦t✐♦♥ s✐♠✐❧❛r t♦ t❤❡ s♠♦♦t❤♥❡ss✱ ❜✉t ❢♦r t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✿ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②
♠❛② ♦r ♠❛② ♥♦t ❞❡♣❡♥❞ ♦♥ c ✭❛♥❞ aux✮✱ ❜✉t ✐ts ❞✐str✐❜✉t✐♦♥ ❞♦❡s ♥♦t✿ ▲❡t ✉s ❞❡♥♦t❡ ❜② Dρ,aux,c t❤❡
❞✐str✐❜✉t✐♦♥ {hp | hk = HashKGL(ρ, aux, r) ❛♥❞ hp = ProjKGL(hk; ρ, aux, c)}✱ ♦♥ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②s✳ ■❢✱
❢♦r ❛♥② c, c′ ∈ X✱ Dρ,aux,c′ ❛♥❞ Dρ,aux,c ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✱ t❤❡♥ ✇❡ s❛② t❤❛t t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠
❤❛s t❤❡ ✶✲✉♥✐❢♦r♠✐t② ♣r♦♣❡rt②✳ ■❢✱ ❢♦r ❛♥② c, c′ ∈ X✱ ❛♥❞ ❛♥② ❛✉①✐❧✐❛r② ❡❧❡♠❡♥ts aux✱ aux′✱ Dρ,aux′,c′

❛♥❞ Dρ,aux,c ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✱ ✇❡ ♥❛♠❡ ✐t ✷✲✉♥✐❢♦r♠✐t② ♣r♦♣❡rt②✳
▼♦r❡ t❤❛♥ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ ❞✐str✐❜✉t✐♦♥s✱ t❤❡ ❛❝t✉❛❧ ♣r♦❥❡❝t❡❞ ❦❡② hp ♠❛② ♥♦t ❞❡♣❡♥❞ ❛t ❛❧❧

♦♥ c✱ ❛s ✐♥ t❤❡ ❈r❛♠❡r ❛♥❞ ❙❤♦✉♣✬s ❞❡✜♥✐t✐♦♥✳ ❚❤❡♥✱ ✇❡ s❛② t❤❛t t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❣✉❛r❛♥✲
t❡❡s ✶✲✐♥❞❡♣❡♥❞❡♥❝❡ ✭r❡s♣✳ ✷✲✐♥❞❡♣❡♥❞❡♥❝❡ ✐❢ ✐t ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ aux ❡✐t❤❡r✮✳ ◆♦t❡ t❤❛t t❤❡ ❧❛tt❡r
✐♥❞❡♣❡♥❞❡♥❝❡ ♥♦t✐♦♥s ✐♠♠❡❞✐❛t❡❧② ✐♠♣❧② t❤❡ r❡s♣❡❝t✐✈❡ ✉♥✐❢♦r♠✐t② ♥♦t✐♦♥s✳

❆s ❛♥ ❡①❛♠♣❧❡✱ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❛ss♦❝✐❛t❡❞ ✇✐t❤ t❤❡ ❊❧●❛♠❛❧ ❝r②♣t♦s②st❡♠ ✭s❡❡ ❙❡❝✲
t✐♦♥ ✹✳✶✮ ❣✉❛r❛♥t❡❡s ✷✲✐♥❞❡♣❡♥❞❡♥❝❡✳ ❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ t❤❡ ❛♥❛❧♦❣♦✉s s②st❡♠ ❛ss♦❝✐❛t❡❞ ✇✐t❤ t❤❡
❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ ✭s❡❡ ❆♣♣❡♥❞✐① ❉✳✶✮ ❣✉❛r❛♥t❡❡s ✷✲✉♥✐❢♦r♠✐t② ♦♥❧②✳ ❋♦r s♠♦♦t❤ ❤❛s❤ s②s✲
t❡♠s ❝♦♠❜✐♥❛t✐♦♥s✱ ♦♥❡ ❝❛♥ ♥♦t❡ t❤❛t ✐♥ t❤❡ ❝❛s❡ ♦❢ ❞✐s❥✉♥❝t✐♦♥s✱ ♦♥❡ ❝❛♥ ❣❡t✱ ❛t ❜❡st✱ t❤❡ ✉♥✐❢♦r♠✐t②
♣r♦♣❡rt②✱ s✐♥❝❡ ❤❛s❤ ❝♦♠♣✉t❛t✐♦♥s ♦♥ t❤❡ ❝♦♠♠✐t♠❡♥t ❛r❡ ♥❡❡❞❡❞ ❢♦r ❣❡♥❡r❛t✐♥❣ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✳
❋✉rt❤❡r♠♦r❡✱ t❤✐s ✐s s❛t✐s✜❡❞ ✉♥❞❡r t❤❡ ❝♦♥❞✐t✐♦♥ t❤❛t t❤❡ t✇♦ ✉♥❞❡r❧②✐♥❣ s♠♦♦t❤ ❤❛s❤ s②st❡♠s ❛❧r❡❛❞②
s❛t✐s❢② t❤✐s ♣r♦♣❡rt② ✭s❡❡ ❆♣♣❡♥❞✐① ❇ ❢♦r ♠♦r❡ ❞❡t❛✐❧s ❛♥❞ ♣r♦♦❢s✮✳

❋✐♥❛❧❧②✱ ♦♥❡ s❤♦✉❧❞ ♥♦t❡ t❤❛t✱ ✐♥ t❤❡ ❝❛s❡ ♦❢ ❞✐s❥✉♥❝t✐♦♥✱ t❤❡ ✈✐❡✇ ♦❢ t❤❡ ♣r♦❥❡❝t❡❞ ❤❛s❤ ✈❛❧✉❡ ❝♦✉❧❞
❧❡❛❦ s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤❡ s✉❜✲❧❛♥❣✉❛❣❡ ✐♥ ✇❤✐❝❤ t❤❡ ✐♥♣✉t ❧✐❡s✱ ✐❢ ❛♥ ❛❞✈❡rs❛r② s❡♥❞s ❛ ❢❛❦❡
hp∆✳ ❚❤❡ ❛❞✈❡rs❛r② ❝♦✉❧❞ ✐♥❞❡❡❞ ❝❤❡❝❦ ✇❤❡t❤❡r ProjHashL(hp; ρ, aux, c;w) ❡q✉❛❧s Hash1(hk1; ρ, aux, c)
♦r hp∆ ⊖ Hash2(hk2; ρ, aux, c)✳ ❇✉t ✜rst✱ ✐t ❞♦❡s ♥♦t ❝♦♥tr❛❞✐❝t ❛♥② s❡❝✉r✐t② ♥♦t✐♦♥ ❢♦r s♠♦♦t❤ ❤❛s❤
s②st❡♠s❀ s❡❝♦♥❞✱ ✐♥ ❛❧❧ t❤❡ ❛♣♣❧✐❝❛t✐♦♥s ❜❡❧♦✇✱ t❤❡ ♣r♦❥❡❝t❡❞ ❤❛s❤ ✈❛❧✉❡ ✐s ♥❡✈❡r r❡✈❡❛❧❡❞❀ ❛♥❞ t❤✐r❞✱ ✐♥

✼



t❤❡ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❜❡❧♦✇✱ ❜❡❝❛✉s❡ ♦❢ t❤❡ ❣❧♦❜❛❧ ❝♦♥❥✉♥❝t✐♦♥ ♦❢ t❤❡ ❧❛♥❣✉❛❣❡s✱ ❛♥ ❡①♣♦♥❡♥t✐❛❧
❡①❤❛✉st✐✈❡ s❡❛r❝❤ ✇♦✉❧❞ ❜❡ ♥❡❡❞❡❞ t♦ ❡①♣❧♦✐t t❤✐s ✐♥❢♦r♠❛t✐♦♥✱ ❡✈❡♥ ✐❢ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡ ✐s ❛ ❧♦✇✲
❡♥tr♦♣② ♦♥❡✳

✹ ❆ ❈♦♥❞✐t✐♦♥❛❧❧② ❊①tr❛❝t❛❜❧❡ ❈♦♠♠✐t♠❡♥t

✹✳✶ ❊❧●❛♠❛❧ ❈♦♠♠✐t♠❡♥t ❛♥❞ ❆ss♦❝✐❛t❡❞ ❙♠♦♦t❤ ❍❛s❤

❚❤❡ ❊❧●❛♠❛❧ ❝♦♠♠✐t♠❡♥t ✐s r❡❛❧✐③❡❞ ✐♥ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ ♠♦❞❡❧✱ ✇❤❡r❡ t❤❡ ❈❘❙ ρ ❝♦♥t❛✐♥s
(G, pk)✱ ❛s ❞❡✜♥❡❞ ✐♥ ❙❡❝t✐♦♥ ✷✱ ❢♦r t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ■♥ ♣r❛❝t✐❝❡✱ sk s❤♦✉❧❞ ♥♦t ❜❡
❦♥♦✇♥ ❜② ❛♥②❜♦❞②✱ ❜✉t ✐♥ t❤❡ s❡❝✉r✐t② ❛♥❛❧②s✐s✱ sk ✇✐❧❧ ❜❡ t❤❡ ❡①tr❛❝t✐♦♥ tr❛♣❞♦♦r✳ ▲❡t t❤❡ ✐♥♣✉t ♦❢ t❤❡
❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠ ❜❡ ❛ s❝❛❧❛r M ∈ Zq✳ ❚❤❡ ❝♦♠♠✐t♠❡♥t ❛❧❣♦r✐t❤♠ ❝♦♥s✐sts ♦❢ ❝❤♦♦s✐♥❣ ❛ r❛♥❞♦♠ r
❛♥❞ ❝♦♠♣✉t✐♥❣ t❤❡ ❢♦❧❧♦✇✐♥❣ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ✉♥❞❡r r❛♥❞♦♠ r✿ C = EG+

pk(M, r) = (u1 = gr
1, e =

hrgM )✳

❚❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤✐♥❣✱ ❛ss♦❝✐❛t❡❞ ✇✐t❤ t❤✐s ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ❛♥❞ t❤❡ ❧❛♥❣✉❛❣❡ L =
L(EG+,ρ),M ⊂ X = G2 ♦❢ t❤❡ ❛❞❞✐t✐✈❡ ❊❧●❛♠❛❧ ❝✐♣❤❡rt❡①ts C ♦❢ M ✉♥❞❡r t❤❡ ❣❧♦❜❛❧ ♣❛r❛♠❡t❡rs ❛♥❞
♣✉❜❧✐❝ ❦❡② ❞❡✜♥❡❞ ❜② ρ✱ ✐s t❤❡ ❢❛♠✐❧② ❜❛s❡❞ ♦♥ t❤❡ ✉♥❞❡r❧②✐♥❣ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ❛s ❞❡✜♥❡❞
✐♥ ❬✷✷❪✿

HashKG((EG
+, ρ), M) = hk = (γ1 , γ3)

$
← Zq × Zq Hash(hk; (EG

+, ρ), M, C) = (u1)
γ1 (eg−M )γ3

ProjKG(hk; (EG
+, ρ), M, C) = hp = (g1)

γ1 (h)γ3 ProjHash(hp; (EG
+, ρ), M, C; r) = (hp)r

❋✐rst✱ ✉♥❞❡r t❤❡ ❉❡❝✐s✐♦♥❛❧ ❉✐✣❡✲❍❡❧❧♠❛♥ ♣r♦❜❧❡♠ ✭s❡♠❛♥t✐❝ s❡❝✉r✐t② ♦❢ t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡✮✱ L ✐s ❛ ❤❛r❞ ♣❛rt✐t✐♦♥❡❞ s✉❜s❡t ♦❢ X = G2✳ ❚❤❡♥✱ ❢♦r C = EG+

pk(M, r)✱ ❛♥❞ t❤✉s ✇✐t❤ t❤❡
✇✐t♥❡ss r✱ t❤❡ ❛❧❣♦r✐t❤♠s ❛r❡ ❞❡✜♥❡❞ ❛s ❛❜♦✈❡ ✉s✐♥❣ t❤❡ s❛♠❡ ♥♦t❛t✐♦♥s ❛s ✐♥ ❬✷✷❪✳

✹✳✷ L✲❡①tr❛❝t❛❜❧❡ ❈♦♠♠✐t♠❡♥ts

◆♦t❡ t❤❛t t❤❡ ✈❛❧✉❡ gM ✇♦✉❧❞ ❜❡ ❡❛s✐❧② ❡①tr❛❝t❛❜❧❡ ❢r♦♠ t❤✐s ❝♦♠♠✐t♠❡♥t ✭s❡❡♥ ❛s t❤❡ ♠✉❧t✐♣❧✐❝❛t✐✈❡
❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥✮✳ ❍♦✇❡✈❡r✱ ♦♥❡ ❝❛♥ ❡①tr❛❝t M ✐ts❡❧❢ ✭t❤❡ ❛❝t✉❛❧ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡✮ ♦♥❧② ✐❢ ✐ts s✐③❡
✐s s♠❛❧❧ ❡♥♦✉❣❤ s♦ t❤❛t ✐t ❝❛♥ ❜❡ ❢♦✉♥❞ ❛s ❛ s♦❧✉t✐♦♥ t♦ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♣r♦❜❧❡♠✳ ■♥ ♦r❞❡r t♦
♦❜t❛✐♥ ✏❡①tr❛❝t❛❜✐❧✐t②✑ ✭✉♣ t♦ ❛ ❝❡rt❛✐♥ ♣♦✐♥t✱ s❡❡ ❜❡❧♦✇✮✱ ♦♥❡ s❤♦✉❧❞ r❛t❤❡r ❝♦♠♠✐t t♦ ✐t ✐♥ ❛ ❜✐t✲❜②✲❜✐t
✇❛②✳

▲❡t ✉s ❞❡♥♦t❡ M ∈ Zq ❜②
∑m

i=1 Mi · 2
i−1✱ ✇❤❡r❡ m ≤ n✳ ■ts ❝♦♠♠✐t♠❡♥t ✐s comEGpk(M) =

(b1, . . . , bm)✱ ✇❤❡r❡ bi = EG+
pk(Mi · 2

i−1, ri) = (u1,i = g1
ri , ei = hrigMi·2

i−1
)✱ ❢♦r i = 1, . . . ,m✳ ❚❤❡

❤♦♠♦♠♦r♣❤✐❝ ♣r♦♣❡rt② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❛❧❧♦✇s t♦ ♦❜t❛✐♥✱ ❢r♦♠ t❤✐s t✉♣❧❡✱ t❤❡ ❛❜♦✈❡ s✐♠♣❧❡
❝♦♠♠✐t♠❡♥t ♦❢ M

C = EG+
pk(M, r) = (u1, e) = (

∏
u1,i,

∏
ei) =

∏
bi✱ ❢♦r r =

∑
ri✳

❲❡ ♥♦✇ ♣r❡❝✐s❡ ✇❤❛t ✇❡ ♠❡❛♥ ❜② ✏❡①tr❛❝t❛❜✐❧✐t②✑✿ ❍❡r❡✱ t❤❡ ❝♦♠♠✐t♠❡♥t ✇✐❧❧ ❜❡ ❡①tr❛❝t❛❜❧❡ ✐❢ t❤❡
♠❡ss❛❣❡s Mi ❛r❡ ❜✐ts ✭♦r ❛t ❧❡❛st s♠❛❧❧ ❡♥♦✉❣❤✮✱ ❜✉t ✇❡ ❝❛♥♥♦t ❡♥s✉r❡ t❤❛t ✐t ✇✐❧❧ ❜❡ ❡①tr❛❝t❛❜❧❡
♦t❤❡r✇✐s❡✳ ▼♦r❡ ❣❡♥❡r❛❧❧②✱ t❤✐s ❧❡❛❞s t♦ ❛ ♥❡✇ ♥♦t✐♦♥ ♦❢ L−❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t
✇❡ ❛❧❧♦✇ t❤❡ ♣r✐♠✐t✐✈❡ ♥♦t t♦ ❜❡ ❡①tr❛❝t❛❜❧❡ ✐❢ t❤❡ ♠❡ss❛❣❡ ❞♦❡s ♥♦t ❜❡❧♦♥❣ t♦ ❛ ❝❡rt❛✐♥ ❧❛♥❣✉❛❣❡ L
✭❡✳❣✳ t❤❡ ❧❛♥❣✉❛❣❡ ♦❢ ❡♥❝r②♣t✐♦♥s ♦❢ 0 ♦r 1✮✱ ✇❤✐❝❤ ✐s ✐♥❢♦r♠❛❧❧② t❤❡ ❧❛♥❣✉❛❣❡ ♦❢ ❛❧❧ ❝♦♠♠✐t♠❡♥ts ✈❛❧✐❞
❛♥❞ ✏♦❢ ❣♦♦❞ s❤❛♣❡✑✱ ❛♥❞ ✐s ✐♥❝❧✉❞❡❞ ✐♥t♦ t❤❡ s❡t X ♦❢ ❛❧❧ ❝♦♠♠✐t♠❡♥ts✳

❙♠♦♦t❤ ❍❛s❤ ❋✉♥❝t✐♦♥s✳ ❋♦r t❤❡ ❛❜♦✈❡ ♣r♦t♦❝♦❧✱ ✇❡ ♥❡❡❞ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ♦♥ t❤❡ ❧❛♥❣✉❛❣❡
L = L1 ∩ L2✱ ✇❤❡r❡ L1 = {(b1, . . . , bm) | ∀i, bi ∈ L(EG+,ρ),0∨1}✱ L2 = {(b1, . . . , bm) | C =

∏
i bi ∈

L(EG×,ρ),gM }, t♦ ✇✐t❤✐♥ ❛ ❢❛❝t♦r ✭❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡ ♦✛❡st 2i−1✮ ✇✐t❤

L(EG+,ρ),0∨1 = L(EG+,ρ),0 ∪ L(EG+,ρ),1 L(EG+,ρ),0 = {C | ∃r C = EG+
pk(0, r)}

L(EG×,ρ),gM = {C | ∃r C = EG×

pk(g
M , r)} L(EG+,ρ),1 = {C | ∃r C = EG+

pk(1, r)}
■t ✐s ❡❛s② t♦ s❡❡ t❤❛t t❤✐s ❜♦✐❧s ❞♦✇♥ t♦ ❝♦♥str✉❝t✐♥❣ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ ❛

❝♦♥❥✉♥❝t✐♦♥ ❛♥❞ ❞✐s❥✉♥❝t✐♦♥ ♦❢ ❧❛♥❣✉❛❣❡s✱ ❛s ♣r❡s❡♥t❡❞ ✐♥ t❤❡ ♣r❡✈✐♦✉s s❡❝t✐♦♥✳

✽



✹✳✸ ❈❡rt✐✜❝❛t✐♦♥ ♦❢ P✉❜❧✐❝ ❑❡②s

❉❡s❝r✐♣t✐♦♥✳ ❆ ❝❧❛ss✐❝❛❧ ❛♣♣❧✐❝❛t✐♦♥ ♦❢ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ✐s ✐♥ t❤❡ ❝❡rt✐✜❝❛t✐♦♥ ♦❢ ♣✉❜❧✐❝ ❦❡②s
✭✇❤❡♥ ✇❡ ✇❛♥t t♦ ❜❡ s✉r❡ t❤❛t ❛ ♣❡rs♦♥ ❥♦✐♥✐♥❣ t❤❡ s②st❡♠ ❛❝t✉❛❧❧② ❦♥♦✇s t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐✈❛t❡ ❦❡②✮✳
❙✉♣♣♦s❡ t❤❛t ❛ ✉s❡r U ♦✇♥s ❛ ♣❛✐r ♦❢ s❡❝r❡t ❛♥❞ ♣✉❜❧✐❝ ❦❡②s✱ ❛♥❞ ✇♦✉❧❞ ❧✐❦❡ t♦ ❤❛✈❡ t❤❡ ♣✉❜❧✐❝ ❦❡②
❝❡rt✐✜❡❞ ❜② t❤❡ ❛✉t❤♦r✐t②✳ ❆ ♥❛t✉r❛❧ ♣r♦♣❡rt② ✐s t❤❛t t❤❡ ❛✉t❤♦r✐t② ✇✐❧❧ ♥♦t ❝❡rt✐❢② t❤✐s ♣✉❜❧✐❝ ❦❡② ✉♥❧❡ss
✐t ✐s s✉r❡ t❤❛t t❤❡ ✉s❡r r❡❛❧❧② ♦✇♥s t❤❡ r❡❧❛t❡❞ ♣r✐✈❛t❡ ❦❡②✱ ✇❤✐❝❤ ✐s ✉s✉❛❧❧② ❡♥s✉r❡❞ ❜② ❛ ③❡r♦✲❦♥♦✇❧❡❞❣❡
♣r♦♦❢ ♦❢ ❦♥♦✇❧❡❞❣❡✿ t❤❡ ✉s❡r ❦♥♦✇s t❤❡ ♣r✐✈❛t❡ ❦❡② ✐❢ ❛ s✉❝❝❡ss❢✉❧ ❡①tr❛❝t♦r ❡①✐sts✳

❍❡r❡ ✇❡ ♣r❡s❡♥t ❛ ❝♦♥str✉❝t✐♦♥ t❤❛t ♣♦ss❡ss❡s t❤❡ s❛♠❡ ♣r♦♣❡rt② ✇✐t❤♦✉t r❡q✉✐r✐♥❣ ❛♥② ❡①♣❧✐❝✐t
♣r♦♦❢ ♦❢ ❦♥♦✇❧❡❞❣❡✱ ❢✉rt❤❡r♠♦r❡ ✐♥ ❛ ❝♦♥❝✉rr❡♥t ✇❛② s✐♥❝❡ t❤❡r❡ ✐s ♥♦ ♥❡❡❞ ♦❢ ❛♥② r❡✇✐♥❞✐♥❣✿

✕ ❋✐rst✱ t❤❡ ✉s❡r s❡♥❞s ❤✐s ♣✉❜❧✐❝ ❦❡② gM ✱ ❛❧♦♥❣ ✇✐t❤ ❛ ❜✐t✲❜②✲❜✐t L✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t ♦❢ t❤❡
♣r✐✈❛t❡ ❦❡② M ✱ ✐✳❡✳ ❛ t✉♣❧❡ comEGpk(M) = (b1, . . . , bm) ❛s ❞❡s❝r✐❜❡❞ ❛❜♦✈❡✱ ❢r♦♠ ✇❤✐❝❤ ♦♥❡ ❝❛♥

❞❡r✐✈❡ C =
∏

bi = EG+
pk(M, r) = EG×

pk(g
M , r)✳

✕ ❲❡ ❞❡✜♥❡ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ r❡❧❛t❡❞ t♦ t❤❡ ❧❛♥❣✉❛❣❡ L1 ∩ L2✱ ✇❤❡r❡ L1 = ∩iL1,i✱ ✇✐t❤ L1,i

t❤❡ ❧❛♥❣✉❛❣❡ ♦❢ t❤❡ t✉♣❧❡s ✇❤❡r❡ t❤❡ i✲t❤ ❝♦♠♣♦♥❡♥t bi ✐s ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ ✵ ♦r ✶✱ ❛♥❞ L2 ✐s t❤❡
❧❛♥❣✉❛❣❡ ♦❢ t❤❡ t✉♣❧❡s ✇❤❡r❡ t❤❡ ❞❡r✐✈❡❞ C =

∏
bi ✐s ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ♣✉❜❧✐❝ ❦❡② gM ✭✉♥❞❡r

t❤❡ ♠✉❧t✐♣❧✐❝❛t✐✈❡ ❊❧●❛♠❛❧✱ ❛s ✐♥ ❙❡❝t✐♦♥ ✹✳✶✮✳

◆♦t❡ t❤❛t ✇❤❡♥ t❤❡ t✉♣❧❡ (b1, . . . , bm) ❧✐❡s ✐♥ L1 ∩ L2✱ ✐t r❡❛❧❧② ❝♦rr❡s♣♦♥❞s t♦ ❛♥ ❡①tr❛❝t❛❜❧❡
❝♦♠♠✐t♠❡♥t ♦❢ t❤❡ ♣r✐✈❛t❡ ❦❡② M ❛ss♦❝✐❛t❡❞ t♦ t❤❡ ♣✉❜❧✐❝ ❦❡② gM ✿ ❡❛❝❤ bi ❡♥❝r②♣ts ❛ ❜✐t✱ ❛♥❞ ❝❛♥
t❤✉s ❜❡ ❞❡❝r②♣t❡❞✱ ✇❤✐❝❤ ♣r♦✈✐❞❡s t❤❡ i✲t❤ ❜✐t ♦❢ M ✳

✕ ❚❤❡ ❛✉t❤♦r✐t② ❝♦♠♣✉t❡s ❛ ❤❛s❤ ❦❡② hk✱ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ♣r♦❥❡❝t❡❞ ❦❡② hp ♦♥ (b1, . . . , bm) ❛♥❞
t❤❡ r❡❧❛t❡❞ ❤❛s❤ ✈❛❧✉❡ Hash ♦♥ (b1, . . . , bm)✳ ■t s❡♥❞s hp t♦ U ❛❧♦♥❣ ✇✐t❤ Cert⊕ Hash✱ ✇❤❡r❡ Cert

✐s t❤❡ ❡①♣❡❝t❡❞ ❝❡rt✐✜❝❛t❡✳ ◆♦t❡ t❤❛t ✐❢ Hash ✐s ♥♦t ❧❛r❣❡ ❡♥♦✉❣❤✱ ❛ ♣s❡✉❞♦✲r❛♥❞♦♠ ❣❡♥❡r❛t♦r ❝❛♥
❜❡ ✉s❡❞ t♦ ❡①♣❛♥❞ ✐t✳

✕ ❚❤❡ ✉s❡r ✐s t❤❡♥ ❛❜❧❡ t♦ r❡❝♦✈❡r ❤✐s ❝❡rt✐✜❝❛t❡ ✐❢ ❛♥❞ ♦♥❧② ✐❢ ❤❡ ❝❛♥ ❝♦♠♣✉t❡ Hash✿ t❤✐s ✈❛❧✉❡ ❝❛♥
❜❡ ❝♦♠♣✉t❡❞ ✇✐t❤ t❤❡ ❛❧❣♦r✐t❤♠ ProjHash ♦♥ (b1, . . . , bm)✱ ❢r♦♠ hp✳ ❇✉t ✐t ❛❧s♦ r❡q✉✐r❡s ❛ ✇✐t♥❡ss
w ♣r♦✈✐♥❣ t❤❛t t❤❡ t✉♣❧❡ (b1, . . . , bm) ❧✐❡s ✐♥ L1 ∩ L2✳

❲✐t❤ t❤❡ ♣r♦♣❡rt✐❡s ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠✱ ✐❢ t❤❡ ✉s❡r ❝♦rr❡❝t❧② ❝♦♠♣✉t❡❞ t❤❡ ❝♦♠♠✐t♠❡♥t✱ ❤❡
❦♥♦✇s t❤❡ ✇✐t♥❡ss w✱ ❛♥❞ ❝❛♥ ❣❡t t❤❡ s❛♠❡ ♠❛s❦ Hash t♦ ❡①tr❛❝t t❤❡ ❝❡rt✐✜❝❛t❡✳ ■❢ t❤❡ ✉s❡r ❝❤❡❛t❡❞✱ t❤❡
s♠♦♦t❤♥❡ss ♣r♦♣❡rt② ♠❛❦❡s Hash ♣❡r❢❡❝t❧② ✉♥♣r❡❞✐❝t❛❜❧❡✿ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ✐s ❧❡❛❦❡❞ ❛❜♦✉t t❤❡ ❝❡rt✐✜❝❛t❡✳

❙❡❝✉r✐t② ❆♥❛❧②s✐s✳ ▲❡t ✉s ♦✉t❧✐♥❡ t❤❡ s❡❝✉r✐t② ♣r♦♦❢ ♦❢ t❤❡ ❛❜♦✈❡ ♣r♦t♦❝♦❧✳ ❋✐rst✱ t❤❡ s❡❝✉r✐t② ♠♦❞❡❧
✐s t❤❡ ❢♦❧❧♦✇✐♥❣✿ ♥♦ ♦♥❡ ❝❛♥ ♦❜t❛✐♥ ❛ ❝❡rt✐✜❝❛t❡ ♦♥ ❛ ♣✉❜❧✐❝ ❦❡② ✐❢ ✐t ❞♦❡s ♥♦t ❦♥♦✇ t❤❡ ❛ss♦❝✐❛t❡❞
♣r✐✈❛t❡ ❦❡② ✭t❤❛t ✐s✱ ✐❢ ♥♦ s✐♠✉❧❛t♦r ❝❛♥ ❡①tr❛❝t t❤❡ ♣r✐✈❛t❡ ❦❡②✮✳ ■♥ ♦t❤❡r ✇♦r❞s✱ t❤❡ ❛❞✈❡rs❛r② ✇✐♥s ✐❢
✐t ✐s ❛❜❧❡ t♦ ♦✉t♣✉t (gM ,Cert) ❛♥❞ ♥♦ s✐♠✉❧❛t♦r ❝❛♥ ♣r♦❞✉❝❡ M ✳

❚❤❡ ❢♦r♠❛❧ ❛tt❛❝❦ ❣❛♠❡ ❝❛♥ t❤✉s ❜❡ ❞❡s❝r✐❜❡❞ ❛s ❢♦❧❧♦✇s✿ t❤❡ ❛❞✈❡rs❛r② A ✐♥t❡r❛❝ts s❡✈❡r❛❧ t✐♠❡s
✇✐t❤ t❤❡ ❛✉t❤♦r✐t②✱ ❜② s❡♥❞✐♥❣ ♣✉❜❧✐❝ ❦❡②s ❛♥❞ ❝♦♠♠✐t♠❡♥ts✱ ❛♥❞ ❛s❦s ❢♦r t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❝❡rt✐✜❝❛t❡s✳
■t t❤❡♥ ♦✉t♣✉ts ❛ ♣❛✐r (gM ,Cert) ❛♥❞ ✇✐♥s ✐❢ ♥♦ s✐♠✉❧❛t♦r ✐s ❛❜❧❡ t♦ ❡①tr❛❝t M ❢r♦♠ t❤❡ tr❛♥s❝r✐♣t✳

❚❤❡ s✐♠✉❧❛t♦r ✇♦r❦s ❛s ❢♦❧❧♦✇s✿ ✐t ✐s ❣✐✈❡♥ ❛❝❝❡ss t♦ ❛ ❝❡rt✐✜❝❛t✐♦♥ ✭s✐❣♥✐♥❣✮ ♦r❛❝❧❡✱ ❛♥❞ ❣❡♥❡r❛t❡s ❛
♣❛✐r ♦❢ ♣✉❜❧✐❝ ❛♥❞ ♣r✐✈❛t❡ ❦❡②s (sk, pk) ❢♦r t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥✳ ❚❤❡ ♣✉❜❧✐❝ ❦❡② ✐s s❡t ❛s t❤❡ ❈❘❙
t❤❛t ❞❡✜♥❡s t❤❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✳ ❚❤❡ ♣r✐✈❛t❡ ❦❡② ✇✐❧❧ t❤✉s ❜❡ t❤❡ ❡①tr❛❝t✐♦♥ tr❛♣❞♦♦r✳

❲❤❡♥ t❤❡ s✐♠✉❧❛t♦r r❡❝❡✐✈❡s ❛ ❝❡rt✐✜❝❛t✐♦♥ r❡q✉❡st✱ ✇✐t❤ ❛ ♣✉❜❧✐❝ ❦❡② ❛♥❞ ❛ ❝♦♠♠✐t♠❡♥t✱ ✐t ✜rst
tr✐❡s t♦ ❡①tr❛❝t t❤❡ ❛ss♦❝✐❛t❡❞ ♣r✐✈❛t❡ ❦❡②✱ ❣r❛♥t❡❞ t❤❡ ❡①tr❛❝t✐♦♥ tr❛♣❞♦♦r✳ ■♥ ❝❛s❡ ♦❢ s✉❝❝❡ss✱ t❤❡
s✐♠✉❧❛t♦r ❛s❦s t❤❡ s✐❣♥✐♥❣ ♦r❛❝❧❡ t♦ ♣r♦✈✐❞❡ ✐t ✇✐t❤ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❝❡rt✐✜❝❛t❡ ♦♥ t❤❡ ♣✉❜❧✐❝ ❦❡②✱ ❛♥❞
❝♦♠♣❧❡t❡ t❤❡ ♣r♦❝❡ss ❛s ❞❡s❝r✐❜❡❞ ✐♥ t❤❡ ♣r♦t♦❝♦❧✳ ❍♦✇❡✈❡r✱ ❡①tr❛❝t✐♦♥ ♠❛② ❢❛✐❧ ✐❢ t❤❡ ❝♦♠♠✐t♠❡♥ts
❛r❡ ♥♦t ✇❡❧❧ ❝♦♥str✉❝t❡❞ ✭♥♦t ✐♥ L1 ∩L2✮✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ t❤❡ s✐♠✉❧❛t♦r s❡♥❞s ❜❛❝❦ ❛ r❛♥❞♦♠ ❜✐t✲str✐♥❣
♦❢ ❛♣♣r♦♣r✐❛t❡ ❧❡♥❣t❤✳ ■♥ ❝❛s❡ ♦❢ s✉❝❝❡ss❢✉❧ ❡①tr❛❝t✐♦♥✱ t❤❡ ❛♥s✇❡r r❡❝❡✐✈❡❞ ❜② t❤❡ ✉s❡r ✐s ❡①❛❝t❧② t❤❡
❡①♣❡❝t❡❞ ♦♥❡✳ ■♥ ❝❛s❡ ♦❢ ❢❛✐❧✉r❡✱ ✐t ✐s ♣❡r❢❡❝t❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ t♦♦ s✐♥❝❡ t❤❡ s♠♦♦t❤♥❡ss ♣r♦♣❡rt② ♦❢
t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ✇♦✉❧❞ ♠❛❦❡ ❛ ♣❡r❢❡❝t❧② r❛♥❞♦♠ ♠❛s❦ Hash ✭s✐♥❝❡ t❤❡ ✐♥♣✉t ✐s ♥♦t ✐♥ t❤❡ ❧❛♥❣✉❛❣❡✮✳

❆❢t❡r s❡✈❡r❛❧ ✐♥t❡r❛❝t✐♦♥s✱ A ♦✉t♣✉ts ❛ ♣❛✐r (gM ,Cert)✱ ✇❤✐❝❤ ✐s ❢♦r✇❛r❞❡❞ ❜② t❤❡ s✐♠✉❧❛t♦r✳ ❊✐t❤❡r
gM ❤❛s ❜❡❡♥ q✉❡r✐❡❞ t♦ t❤❡ s✐❣♥✐♥❣ ♦r❛❝❧❡✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t t❤❡ ❡①tr❛❝t✐♦♥ ❤❛❞ s✉❝❝❡❡❞❡❞✱ t❤❡ s✐♠✉❧❛t♦r

✾



❦♥♦✇s M ❛♥❞ t❤❡ ❛❞✈❡rs❛r② ❞✐❞ ♥♦t ✇✐♥ t❤❡ ❛tt❛❝❦ ❣❛♠❡✱ ♦r t❤✐s ✐s ❛ ✈❛❧✐❞ s✐❣♥❛t✉r❡ ♦♥ ❛ ♥❡✇ ♠❡ss❛❣❡✿
❡①✐st❡♥t✐❛❧ ❢♦r❣❡r② ✉♥❞❡r ❝❤♦s❡♥✲♠❡ss❛❣❡ ❛tt❛❝❦✳

✺ ❆ ❈♦♥❞✐t✐♦♥❛❧❧② ❊①tr❛❝t❛❜❧❡ ❊q✉✐✈♦❝❛❜❧❡ ❈♦♠♠✐t♠❡♥t

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ❡♥❤❛♥❝❡ t❤❡ ♣r❡✈✐♦✉s ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s ✇✐t❤ ❡q✉✐✈♦❝❛❜✐❧✐t②✱ ✇❤✐❝❤ ✐s ♥♦t ❛ tr✐✈✐❛❧
t❛s❦ ✇❤❡♥ ♦♥❡ ✇❛♥ts t♦ ❦❡❡♣ t❤❡ ❡①tr❛❝t✐♦♥ ♣r♦♣❡rt②✳ ◆♦t❡ t❤❛t ✇❡ ✜rst ❜✉✐❧❞ ❛ ♠❛❧❧❡❛❜❧❡ ❡①tr❛❝t❛❜❧❡
❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥t ✉s✐♥❣ t❤❡ ❊❧●❛♠❛❧✲❜❛s❡❞ ❝♦♠♠✐t♠❡♥t ✭s❡❡ ❙❡❝t✐♦♥ ✹✳✶✮✱ ❜✉t ♦♥❡ ❝❛♥
❛❞❞r❡ss t❤❡ ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t② ♣r♦♣❡rt② ❜② s✐♠♣❧② ❜✉✐❧❞✐♥❣ t❤❡ ❝♦♠♠✐t♠❡♥t ✉♣♦♥ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ❆❧❧ t❤❡ ❞❡t❛✐❧s ♦❢ t❤✐s ❡①t❡♥s✐♦♥ ❛r❡ ❣✐✈❡♥ ✐♥ ❆♣♣❡♥❞✐① ❉✳ ■♥ t❤❡ ❢♦❧❧♦✇✐♥❣✱ ✐❢ b ✐s ❛
❜✐t✱ ✇❡ ❞❡♥♦t❡ ✐ts ❝♦♠♣❧❡♠❡♥t ❜② b ✭✐✳❡✳✱ b = 1 − b✮✳ ❲❡ ❢✉rt❤❡r♠♦r❡ ❞❡♥♦t❡ ❜② x[i] t❤❡ it❤ ❜✐t ♦❢ t❤❡
❜✐t✲str✐♥❣ x✳

✺✳✶ ❊q✉✐✈♦❝❛❜✐❧✐t②

❈♦♠♠✐t♠❡♥ts t❤❛t ❛r❡ ❜♦t❤ ❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ s❡❡♠ t♦ ❜❡ ✈❡r② ❞✐✣❝✉❧t t♦ ♦❜t❛✐♥✳ ❈❛♥❡tt✐
❛♥❞ ❋✐s❝❤❧✐♥ ❬✶✷❪ ♣r♦♣♦s❡❞ ❛ s♦❧✉t✐♦♥ ❜✉t ❢♦r ♦♥❡ ❜✐t ♦♥❧②✳ ❉❛♠❣år❞ ❛♥❞ ◆✐❡❧s❡♥ ❬✶✼❪ ♣r♦♣♦s❡❞ ❧❛t❡r
❛♥♦t❤❡r ❝♦♥str✉❝t✐♦♥✳ ❇✉t ❢♦r ❡✣❝✐❡♥❝② r❡❛s♦♥s✱ ✐♥ ♦✉r s♣❡❝✐✜❝ ❝♦♥t❡①t✱ ✇❡ ❡①t❡♥❞ t❤❡ ❢♦r♠❡r ♣r♦♣♦s❛❧✳
■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ t❤✉s ❡♥❤❛♥❝❡ ♦✉r ♣r❡✈✐♦✉s ❝♦♠♠✐t♠❡♥t ✭t❤❛t ✐s ❛❧r❡❛❞② L✲❡①tr❛❝t❛❜❧❡✮ t♦ ♠❛❦❡ ✐t
❡q✉✐✈♦❝❛❜❧❡✱ ✉s✐♥❣ t❤❡ ❈❛♥❡tt✐ ❛♥❞ ❋✐s❝❤❧✐♥✬s ❛♣♣r♦❛❝❤✳ ❙❡❝t✐♦♥ ✺✳✸ ✇✐❧❧ t❤❡♥ ❛♣♣❧② ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡
✈❛r✐❛♥t ♦❢ ♦✉r ♥❡✇ ❝♦♠♠✐t♠❡♥t t♦❣❡t❤❡r ✇✐t❤ t❤❡ ❛ss♦❝✐❛t❡❞ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢❛♠✐❧② ✐♥ ♦r❞❡r t♦
❜✉✐❧❞ ❛ ♣❛ss✇♦r❞✲❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧ ✇✐t❤ ❛❞❛♣t✐✈❡ s❡❝✉r✐t② ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦ ❬✶✶❪✳
❚❤❡ r❡s✉❧t✐♥❣ ♣r♦t♦❝♦❧ ✐s r❡❛s♦♥❛❜❧② ❡✣❝✐❡♥t ❛♥❞✱ ✐♥ ♣❛rt✐❝✉❧❛r✱ ♠♦r❡ ❡✣❝✐❡♥t t❤❛♥ t❤❡ ♣r♦t♦❝♦❧ ❜②
❇❛r❛❦ ❡t ❛❧✳ ❬✸❪✱ ✇❤✐❝❤ t♦ ♦✉r ❦♥♦✇❧❡❞❣❡ ✐s t❤❡ ♦♥❧② ♦♥❡ ❛❝❤✐❡✈✐♥❣ t❤❡ s❛♠❡ ❧❡✈❡❧ ♦❢ s❡❝✉r✐t② ✐♥ t❤❡
st❛♥❞❛r❞ ♠♦❞❡❧✳

❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❈♦♠♠✐t♠❡♥t✳ ❖✉r ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ✐s ❛ ♥❛t✉r❛❧ ❡①t❡♥s✐♦♥ ♦❢ ❈❛♥❡tt✐✲
❋✐s❝❤❧✐♥ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ❬✶✷❪✱ ✐♥ ❛ ❜✐t✲❜②✲❜✐t ✇❛②✳ ■t ✐♥❞❡❡❞ ✉s❡s t❤❡ ❊❧●❛♠❛❧ ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡✱ ❢♦r ❡❛❝❤ ❜✐t ♦❢ t❤❡ ❜✐t✲str✐♥❣✳ ▲❡t (y1 , . . . , ym) ❜❡ r❛♥❞♦♠ ❡❧❡♠❡♥ts ✐♥ G✳ ❚❤✐s ❝♦♠♠✐t♠❡♥t ✐s
r❡❛❧✐③❡❞ ✐♥ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ ♠♦❞❡❧✱ t❤❡ ❈❘❙ ρ ❝♦♥t❛✐♥s (G, pk)✱ ✇❤❡r❡ pk ✐s ❛♥ ❊❧●❛♠❛❧
♣✉❜❧✐❝ ❦❡② ❛♥❞ t❤❡ ♣r✐✈❛t❡ ❦❡② ✐s ✉♥❦♥♦✇♥ t♦ ❛♥②❜♦❞②✱ ❡①❝❡♣t t♦ t❤❡ ❝♦♠♠✐t♠❡♥t ❡①tr❛❝t♦r✳ ■t ❛❧s♦
✐♥❝❧✉❞❡s t❤✐s t✉♣❧❡ (y1 , . . . , ym)✱ ❢♦r ✇❤✐❝❤ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠s ✐♥ ❜❛s✐s g ❛r❡ ✉♥❦♥♦✇♥ t♦ ❛♥②❜♦❞②✱
❡①❝❡♣t t♦ t❤❡ ❝♦♠♠✐t♠❡♥t ❡q✉✐✈♦❝❛t♦r✳ ▲❡t t❤❡ ✐♥♣✉t ♦❢ t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠ ❜❡ ❛ ❜✐t✲str✐♥❣
π =

∑m
i=1 πi · 2

i−1✳ ❚❤❡ ❛❧❣♦r✐t❤♠ ✇♦r❦s ❛s ❢♦❧❧♦✇s✿

✕ ❋♦r i = 1, . . . ,m✱ ✐t ❝❤♦♦s❡s ❛ r❛♥❞♦♠ ✈❛❧✉❡ x
i,πi

=
∑n

j=1 x
i,πi

[j] · 2j−1 ❛♥❞ s❡ts x
i,πi

= 0✳

✕ ❋♦r i = 1, . . . ,m✱ t❤❡ ❛❧❣♦r✐t❤♠ ❝♦♠♠✐ts t♦ πi✱ ✉s✐♥❣ t❤❡ r❛♥❞♦♠ x
i,πi

✿ a
i

= comPed(πi, xi,πi
) =

g
x

i,πi yπi
i

❛♥❞ ❞❡✜♥✐♥❣ a = (a1 , . . . , am)✳

✕ ❋♦r i = 1, . . . ,m✱ ✐t ❝♦♠♣✉t❡s t❤❡ ❊❧●❛♠❛❧ ❝♦♠♠✐t♠❡♥ts ✭s❡❡ t❤❡ ♣r❡✈✐♦✉s s❡❝t✐♦♥✮ ♦❢ x
i,δ
✱ ❢♦r

δ = 0, 1✿ (bi,δ = (b
i,δ

[j])j = comEGpk(xi,δ
)✱ ✇❤❡r❡ b

i,δ
[j] = EG+

pk(xi,δ
[j] · 2j−1, r

i,δ
[j])✳ ❖♥❡ ❝❛♥

❞✐r❡❝t❧② ❡①tr❛❝t ❢r♦♠ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ b
i,δ

[j] ❛♥ ❡♥❝r②♣t✐♦♥ B
i,δ

♦❢ x
i,δ
✿ B

i,δ
=
∏

j b
i,δ

[j] =

EG+
pk(xi,δ

, r
i,δ

)✱ ✇❤❡r❡ r
i,δ

✐s t❤❡ s✉♠ ♦❢ t❤❡ r❛♥❞♦♠ ❝♦✐♥s r
i,δ

[j]✳

❚❤❡ ❡♥t✐r❡ r❛♥❞♦♠ str✐♥❣ ❢♦r t❤✐s ❝♦♠♠✐t♠❡♥t ✐s ✭✇❤❡r❡ n ✐s t❤❡ ❜✐t✲❧❡♥❣t❤ ♦❢ t❤❡ ♣r✐♠❡ ♦r❞❡r q
♦❢ t❤❡ ❣r♦✉♣ G✮ R = (x1,π1

, (r1,0 [1], r1,1 [1], . . . , r1,0 [n], r1,1 [n]), . . . , xm,πm
, (rm,0 [1], . . . , rm,1 [n]))✳ ❋r♦♠

✇❤✐❝❤✱ ❛❧❧ t❤❡ ✈❛❧✉❡s r
i,πi

[j] ❝❛♥ ❜❡ ❡r❛s❡❞✱ ❧❡tt✐♥❣ t❤❡ ♦♣❡♥✐♥❣ ❞❛t❛ ✭✇✐t♥❡ss ♦❢ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡✮
❜❡❝♦♠❡ ❧✐♠✐t❡❞ t♦ w = (x1,π1

, (r1,π1
[1], . . . , r1,π1

[n]), . . . , xm,πm
, (rm,πm

[1], . . . , rm,πm
[n]))✳ ❚❤❡ ♦✉t♣✉t ♦❢

t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠✱ ♦❢ t❤❡ ❜✐t✲str✐♥❣ π✱ ✉s✐♥❣ t❤❡ r❛♥❞♦♠ R✱ ✐s comρ(π; R) = (a,b), ✇❤❡r❡ a =
(a

i
= comPed(πi, xi,πi

))i,b = (b
i,δ

[j] = EG+
pk(xi,δ

[j] · 2j−1, r
i,δ

[j]))i,δ,j .

❖♣❡♥✐♥❣✳ ■♥ ♦r❞❡r t♦ ♦♣❡♥ t❤✐s ❝♦♠♠✐t♠❡♥t t♦ π✱ t❤❡ ❛❜♦✈❡ ✇✐t♥❡ss w ✭✇✐t❤ t❤❡ ✈❛❧✉❡ π✮ ✐s ✐♥❞❡❡❞
❡♥♦✉❣❤✿ ♦♥❡ ❝❛♥ ❜✉✐❧❞ ❛❣❛✐♥✱ ❢♦r ❛❧❧ i ❛♥❞ j✱ b

i,πi
[j] = EG+

pk(xi,πi
[j] · 2j−1, r

i,πi
[j])✱ ❛♥❞ ❝❤❡❝❦ t❤❡♠

✇✐t❤ b✳ ❖♥❡ ❝❛♥ t❤❡♥ ❛❧s♦ ❝♦♠♣✉t❡ ❛❣❛✐♥ ❛❧❧ t❤❡ a
i
= comPed(πi, xi,πi

)✱ ❛♥❞ ❝❤❡❝❦ t❤❡♠ ✇✐t❤ a✳ ❚❤❡

✶✵



❡r❛s❡❞ r❛♥❞♦♠ ❡❧❡♠❡♥ts ✇♦✉❧❞ ❤❡❧♣ t♦ ❝❤❡❝❦ t❤❡ ❡♥❝r②♣t✐♦♥s ♦❢ ③❡r♦❡s✱ ✇❤❛t ✇❡ ❞♦ ♥♦t ✇❛♥t✱ s✐♥❝❡ t❤❡
❡q✉✐✈♦❝❛❜✐❧✐t② ♣r♦♣❡rt② ✇✐❧❧ ❡①♣❧♦✐t t❤❛t✳

Pr♦♣❡rt✐❡s✳ ▲❡t ✉s ❜r✐❡✢② ❝❤❡❝❦ t❤❡ s❡❝✉r✐t② ♣r♦♣❡rt✐❡s✱ ✇❤✐❝❤ ❛r❡ ❢♦r♠❛❧❧② ♣r♦✈❡♥ ✐♥ ❆♣♣❡♥❞✐① ❈✳
❋✐rst✱ ❜❡❝❛✉s❡ ♦❢ t❤❡ ♣❡r❢❡❝t❧② ❤✐❞✐♥❣ ♣r♦♣❡rt② ♦❢ t❤❡ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t✱ ✉♥❧❡ss s♦♠❡ ✐♥❢♦r♠❛t✐♦♥
✐s ❧❡❛❦❡❞ ❛❜♦✉t t❤❡ x

i,δ
[j]✬s✱ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ✐s ❧❡❛❦❡❞ ❛❜♦✉t t❤❡ πi✬s✳ ❆♥❞ ❣r❛♥t❡❞ t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t②

♦❢ t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ t❤❡ ❢♦r♠❡r ♣r✐✈❛❝② ✐s ❣✉❛r❛♥t❡❡❞✳ ❙✐♥❝❡ t❤❡ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t
✐s ✭❝♦♠♣✉t❛t✐♦♥❛❧❧②✮ ❜✐♥❞✐♥❣✱ t❤❡ a

i
✬s ❝❛♥♥♦t ❜❡ ♦♣❡♥❡❞ ✐♥ t✇♦ ✇❛②s✱ ❜✉t ♦♥❧② ♦♥❡ ♣❛✐r (πi, xi,πi

) ✐s
♣♦ss✐❜❧❡✳ ▲❡t ✉s ♥♦✇ ❝♦♥s✐❞❡r t❤❡ ♥❡✇ ❡①t❡♥❞❡❞ ♣r♦♣❡rt✐❡s✿

✕ ✭❝♦♥❞✐t✐♦♥❛❧✮ ❡①tr❛❝t❛❜✐❧✐t② ✐s ♣r♦✈✐❞❡❞ ❜② t❤❡ ❜✐t✲❜②✲❜✐t ❡♥❝r②♣t✐♦♥✳ ❲✐t❤ t❤❡ ❞❡❝r②♣t✐♦♥ ❦❡② sk✱
♦♥❡ ❝❛♥ ❞❡❝r②♣t ❛❧❧ t❤❡ b

i,δ
[j]✱ ❛♥❞ ❣❡t t❤❡ x

i,δ
✭✉♥❧❡ss t❤❡ ❝✐♣❤❡rt❡①ts ❝♦♥t❛✐♥ ✈❛❧✉❡s ❞✐✛❡r❡♥t ❢r♦♠

✵ ❛♥❞ ✶✱ ✇❤✐❝❤ ✇✐❧❧ ❜❡ ♦♥❡ ❝♦♥❞✐t✐♦♥ ❢♦r ❡①tr❛❝t❛❜✐❧✐t②✮✳ ❚❤❡♥✱ ♦♥❡ ❝❛♥ ❝❤❡❝❦✱ ❢♦r i = 1, . . . ,m✱
✇❤❡t❤❡r a

i
= comPed(0, x

i,0) ♦r a
i
= comPed(1, x

i,1)✱ ✇❤✐❝❤ ♣r♦✈✐❞❡s πi ✭✉♥❧❡ss ♥♦♥❡ ♦❢ t❤❡ ❡q✉❛❧✲
✐t✐❡s ✐s s❛t✐s✜❡❞✱ ✇❤✐❝❤ ✇✐❧❧ ❜❡ ❛♥♦t❤❡r ❝♦♥❞✐t✐♦♥ ❢♦r ❡①tr❛❝t❛❜✐❧✐t②✮✳

✕ ❡q✉✐✈♦❝❛❜✐❧✐t② ✐s ♣♦ss✐❜❧❡ ✉s✐♥❣ t❤❡ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t tr❛♣❞♦♦r✳ ■♥st❡❛❞ ♦❢ t❛❦✐♥❣ ❛ r❛♥❞♦♠
x

i,πi
❛♥❞ t❤❡♥ x

i,πi
= 0✱ ✇❤✐❝❤ s♣❡❝✐✜❡s πi ❛s t❤❡ ❝♦♠♠✐tt❡❞ ❜✐t✱ ♦♥❡ t❛❦❡s ❛ r❛♥❞♦♠ x

i,0 ✱ ❝♦♠♣✉t❡s
a

i
= comPed(0, x

i,0)✱ ❜✉t ❛❧s♦ ❡①tr❛❝ts x
i,1 s♦ t❤❛t a

i
= comPed(1, x

i,1) t♦♦ ✭✇❤✐❝❤ ✐s ♣♦ss✐❜❧❡ ✇✐t❤
t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♦❢ yi ✐♥ ❜❛s✐s g✱ t❤❡ tr❛♣❞♦♦r✮✳ ❚❤❡ r❡st ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t
♣r♦❝❡❞✉r❡ r❡♠❛✐♥s t❤❡ s❛♠❡✱ ❜✉t ♥♦✇✱ ♦♥❡ ❝❛♥ ♦♣❡♥ ❛♥② ❜✐t✲str✐♥❣ ❢♦r π✱ ✉s✐♥❣ t❤❡ ❛♣♣r♦♣r✐❛t❡
x

i,πi
❛♥❞ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ r❛♥❞♦♠ ❡❧❡♠❡♥ts ✭t❤❡ s✐♠✉❧❛t♦r ❞✐❞ ♥♦t ❡r❛s❡✮✳

✺✳✷ ❚❤❡ ❆ss♦❝✐❛t❡❞ ❙♠♦♦t❤ Pr♦❥❡❝t✐✈❡ ❍❛s❤ ❋✉♥❝t✐♦♥

❆s ♥♦t✐❝❡❞ ❛❜♦✈❡✱ ♦✉r ♥❡✇ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ✐s ❝♦♥❞✐t✐♦♥❛❧❧② ❡①tr❛❝t❛❜❧❡ ✭♦♥❡ ❝❛♥ r❡❝♦✈❡r t❤❡ x
i,δ
✬s✱

❛♥❞ t❤❡♥ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡ π✮✱ ✉♥❞❡r t❤❡ ❝♦♥❞✐t✐♦♥s t❤❛t ❛❧❧ t❤❡ ❊❧●❛♠❛❧ ❝✐♣❤❡rt❡①ts ❡♥❝r②♣t ❡✐t❤❡r
✵ ♦r ✶✱ ❛♥❞ t❤❡ a

i
✐s ❛ ❝♦♠♠✐t♠❡♥t ♦❢ ❡✐t❤❡r ✵ ♦r ✶✱ ✇✐t❤ r❛♥❞♦♠ x

i,0 ♦r x
i,1 ✳

❆s ❜❡❢♦r❡✱ ♦♥❡ ✇❛♥ts t♦ ♠❛❦❡ t❤❡ t✇♦ ❤❛s❤ ✈❛❧✉❡s ✭❞✐r❡❝t ❝♦♠♣✉t❛t✐♦♥ ❛♥❞ t❤❡ ♦♥❡ ❢r♦♠ t❤❡
♣r♦❥❡❝t❡❞ ❦❡②✮ ❜❡ t❤❡ s❛♠❡ ✐❢ t❤❡ t✇♦ ♣❛rt✐❡s ✉s❡ t❤❡ s❛♠❡ ✐♥♣✉t π ❛♥❞ ♣❡r❢❡❝t❧② ✐♥❞❡♣❡♥❞❡♥t ✐❢ t❤❡②
✉s❡ ❞✐✛❡r❡♥t ✐♥♣✉ts ✭s♠♦♦t❤♥❡ss✮✳ ❖♥❡ ❢✉rt❤❡r♠♦r❡ ✇❛♥ts t♦ ❝♦♥tr♦❧ t❤❛t ❡❛❝❤ a

i
✐s ❛❝t✉❛❧❧② ❛ P❡❞❡rs❡♥

❝♦♠♠✐t♠❡♥t ♦❢ πi ✉s✐♥❣ t❤❡ ❡♥❝r②♣t❡❞ r❛♥❞♦♠ x
i,πi

✱ ❛♥❞ t❤✉s g
x

i,πi = a
i
/yπi

i ✿ t❤❡ ❡①tr❛❝t❡❞ x
i,πi

✐s

r❡❛❧❧② t❤❡ ♣r✐✈❛t❡ ❦❡② M r❡❧❛t❡❞ t♦ ❛ ❣✐✈❡♥ ♣✉❜❧✐❝ ❦❡② gM t❤❛t ✐s a
i
/yπi

i ✐♥ ♦✉r ❝❛s❡✳ ❯s✐♥❣ t❤❡ s❛♠❡
♥♦t❛t✐♦♥s ❛s ✐♥ ❙❡❝t✐♦♥ ✹✳✶✱ ✇❡ ✇❛♥t t♦ ❞❡✜♥❡ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠ s❤♦✇✐♥❣ t❤❛t✱ ❢♦r ❛❧❧ i, δ, j✱
b

i,δ
[j] ∈ L(EG+,ρ),0∨1 ❛♥❞✱ ❢♦r ❛❧❧ i✱ B

i,πi
∈ L(EG×,ρ),(a

i
/yi

πi )✱ ✇❤❡r❡ B
i,πi

=
∏

j b
i,πi

[j]✳
❈♦♠❜✐♥❛t✐♦♥s ♦❢ t❤❡s❡ s♠♦♦t❤ ❤❛s❤❡s✳ ▲❡t C ❜❡ t❤❡ ❛❜♦✈❡ ❝♦♠♠✐t♠❡♥t ♦❢ π ✉s✐♥❣ r❛♥❞♦♠♥❡ss R
❛s ❞❡✜♥❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳✶✳ ❲❡ ♥♦✇ ♣r❡❝✐s❡ t❤❡ ❧❛♥❣✉❛❣❡ Lρ,π✱ ❝♦♥s✐st✐♥❣ ✐♥❢♦r♠❛❧❧② ♦❢ ❛❧❧ t❤❡ ✈❛❧✐❞
❝♦♠♠✐t♠❡♥ts ✏♦❢ ❣♦♦❞ s❤❛♣❡✑✿

Lρ,π =

{
C

∣∣∣∣
∃R s✳ t✳ C = comρ(π, R) ❛♥❞ ∀i ∀j b

i,πi
[j] ∈ L(EG+,ρ),0∨1

❛♥❞ ∀i B
i,πi
∈ L(EG×,ρ),a

i
/yi

πi

}

❚❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❢♦r t❤✐s ❧❛♥❣✉❛❣❡ r❡❧✐❡s ♦♥ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠s ❞❡s❝r✐❜❡❞ ♣r❡✈✐✲
♦✉s❧②✱ ✉s✐♥❣ t❤❡ ❣❡♥❡r✐❝ ❝♦♥str✉❝t✐♦♥ ❢♦r ❝♦♥❥✉♥❝t✐♦♥s ❛♥❞ ❞✐s❥✉♥❝t✐♦♥s ❛s ❞❡s❝r✐❜❡❞ ✐♥ ❙❡❝t✐♦♥ ✸✳ ❚❤❡
♣r❡❝✐s❡ ❞❡✜♥✐t✐♦♥ ♦❢ t❤✐s ❧❛♥❣✉❛❣❡ ✭✇❤✐❝❤ ✐s ❝♦♥str✉❝t❡❞ ❢r♦♠ ❝♦♥❥✉♥❝t✐♦♥s ❛♥❞ ❞✐s❥✉♥❝t✐♦♥s ♦❢ s✐♠✲
♣❧❡ ❧❛♥❣✉❛❣❡s✮ ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ ❆♣♣❡♥❞✐① ❉✱ ♦♠✐tt✐♥❣ t❤❡ ❧❛❜❡❧s ❛♥❞ r❡♣❧❛❝✐♥❣ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣
❡♥❝r②♣t✐♦♥ CS

+ ❜② t❤❡ ❊❧●❛♠❛❧ ♦♥❡ EG
+✳

Pr♦♣❡rt✐❡s✿ ❯♥✐❢♦r♠✐t② ❛♥❞ ■♥❞❡♣❡♥❞❡♥❝❡✳ ❲✐t❤ ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ✈❛r✐❛♥t ♦❢ s✉❝❤ ❛ ❝♦♠♠✐t♠❡♥t
❛♥❞ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✱ ✐t ✐s ♣♦ss✐❜❧❡ t♦ ✐♠♣r♦✈❡ t❤❡ ❡st❛❜❧✐s❤♠❡♥t ♦❢ ❛ s❡❝✉r❡ ❝❤❛♥♥❡❧ ❜❡t✇❡❡♥ t✇♦
♣❧❛②❡rs✱ ❢r♦♠ t❤❡ ♦♥❡ ♣r❡s❡♥t❡❞ ❙❡❝t✐♦♥ ✹✳✸✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ t✇♦ ♣❛rt✐❡s ❝❛♥ ❛❣r❡❡ ♦♥ ❛ ❝♦♠♠♦♥ ❦❡② ✐❢
t❤❡② ❜♦t❤ s❤❛r❡ ❛ ❝♦♠♠♦♥ ✭❧♦✇ ❡♥tr♦♣②✮ ♣❛ss✇♦r❞ π✳ ❍♦✇❡✈❡r✱ ❛ ♠♦r❡ ✐♥✈♦❧✈❡❞ ♣r♦t♦❝♦❧ t❤❛♥ t❤❡ ♦♥❡
♣r♦♣♦s❡❞ ✐♥ ❙❡❝t✐♦♥ ✹✳✸ ✐s ♥❡❡❞❡❞ t♦ ❛❝❤✐❡✈❡ ❛❧❧ t❤❡ r❡q✉✐r❡❞ ♣r♦♣❡rt✐❡s ♦❢ ❛ ♣❛ss✇♦r❞✲❛✉t❤❡♥t✐❝❛t❡❞
❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧✱ ❛s ✐t ✇✐❧❧ ❜❡ ❡①♣❧❛✐♥❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳✸ ❛♥❞ ♣r♦✈❡♥ ✐♥ ❆♣♣❡♥❞✐① ❊✳

◆❡✈❡rt❤❡❧❡ss✱ t❤❡r❡ ♠❛② s❡❡♠ t♦ ❜❡ ❛ ❧❡❛❦❛❣❡ ♦❢ ✐♥❢♦r♠❛t✐♦♥ ❜❡❝❛✉s❡ ♦❢ t❤❡ ❧❛♥❣✉❛❣❡ t❤❛t ❞❡♣❡♥❞s
♦♥ t❤❡ ✐♥♣✉t π✿ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② hp s❡❡♠s t♦ ❝♦♥t❛✐♥ s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t π✱ t❤❛t ❝❛♥ ❜❡ ✉s❡❞

✶✶



✐♥ ❛♥♦t❤❡r ❡①❡❝✉t✐♦♥ ❜② ❛♥ ❛❞✈❡rs❛r②✳ ❍❡♥❝❡ t❤❡ ✐♥❞❡♣❡♥❞❡♥❝❡ ❛♥❞ ✉♥✐❢♦r♠✐t② ♥♦t✐♦♥s ♣r❡s❡♥t❡❞ ❙❡❝✲
t✐♦♥ ✸✳✹✱ ✇❤✐❝❤ ❡♥s✉r❡ t❤❛t hp ❞♦❡s ♥♦t ❝♦♥t❛✐♥ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t π✳ Pr♦♦❢s ♦❢ t❤❡s❡ ♣r♦♣❡rt✐❡s
❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ ❆♣♣❡♥❞✐① ❉✳

❊st✐♠❛t✐♦♥ ♦❢ t❤❡ ❈♦♠♣❧❡①✐t②✳ ●❧♦❜❛❧❧②✱ ❡❛❝❤ ♦♣❡r❛t✐♦♥ ✭❝♦♠♠✐t♠❡♥t✱ ♣r♦❥❡❝t❡❞ ❦❡②✱ ❤❛s❤✐♥❣ ❛♥❞
♣r♦❥❡❝t❡❞ ❤❛s❤✐♥❣✮ r❡q✉✐r❡s O(mn) ❡①♣♦♥❡♥t✐❛t✐♦♥s ✐♥ G✱ ✇✐t❤ s♠❛❧❧ ❝♦♥st❛♥ts ✭❛t ♠♦st ✶✻✮✳

✺✳✸ ❯❈✲❙❡❝✉r❡ P❆❑❊ ✇✐t❤ ❆❞❛♣t✐✈❡ ❙❡❝✉r✐t②

❚❤❡ ♣r✐♠✐t✐✈❡ ♣r❡s❡♥t❡❞ ❛❜♦✈❡✱ ❜✉t ✉s✐♥❣ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❙❡❝✲
t✐♦♥ ❉✮ ✐s ❛ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♥❞✐t✐♦♥❛❧❧② ❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥t✳ ❲❡ ♥♦✇ s❦❡t❝❤
❤♦✇ t♦ ✉s❡ t❤✐s ♥❡✇ ♣r✐♠✐t✐✈❡ ✐♥ ♦r❞❡r t♦ ❝♦♥str✉❝t t❤❡ ✜rst ❡✣❝✐❡♥t ❛❞❛♣t✐✈❡❧②✲s❡❝✉r❡ ♣❛ss✇♦r❞✲
❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦ ✇✐t❤ ❡r❛s✉r❡s✳ ❋♦r ❧❛❝❦ ♦❢ s♣❛❝❡✱ ❛❧❧ t❤❡
❞❡t❛✐❧s ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ ❆♣♣❡♥❞✐① ❊✳ ❚❤❡ ♣❛ss✇♦r❞s ❛r❡ ♥♦t ❦♥♦✇♥ ❛t t❤❡ ❜❡❣✐♥♥✐♥❣ ♦❢ t❤❡ s✐♠✉❧❛t✐♦♥✿
S ✇✐❧❧ ♠❛♥❛❣❡ t♦ ❝♦rr❡❝t t❤❡ ❡rr♦rs ✭t❤❛♥❦s t♦ t❤❡ ❡q✉✐✈♦❝❛❜✐❧✐t②✮ ❜✉t ✇✐t❤♦✉t ❡r❛s✉r❡s t❤❡r❡ ✇♦✉❧❞
r❡♠❛✐♥ ❝❧✉❡s ♦♥ ❤♦✇ t❤❡ ❝♦♠♣✉t❛t✐♦♥s ✇❡r❡ ❤❡❧❞✱ ✇❤✐❝❤ ✇♦✉❧❞ ❣✐✈❡ ✐♥❞✐❝❛t✐♦♥s ♦♥ t❤❡ ♣❛ss✇♦r❞s ✉s❡❞✳

❖✉r ♣r♦t♦❝♦❧ ✐s ❜❛s❡❞ ♦♥ t❤❛t ♦❢ ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❬✷✷❪✳ ❆t ❛ ❤✐❣❤ ❧❡✈❡❧✱ t❤❡ ♣❧❛②❡rs ✐♥ t❤❡
❑❖❨✴●▲ ♣r♦t♦❝♦❧ ❡①❝❤❛♥❣❡ ❈❈❆✲s❡❝✉r❡ ❡♥❝r②♣t✐♦♥s ♦❢ t❤❡ ♣❛ss✇♦r❞✱ ✉♥❞❡r t❤❡ ♣✉❜❧✐❝✲❦❡② ❢♦✉♥❞ ✐♥
t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✱ ✇❤✐❝❤ ❛r❡ ❡ss❡♥t✐❛❧❧② ❝♦♠♠✐t♠❡♥ts ♦❢ t❤❡ ♣❛ss✇♦r❞✳ ❚❤❡♥✱ t❤❡② ❝♦♠♣✉t❡
t❤❡ s❡ss✐♦♥ ❦❡② ❜② ❝♦♠❜✐♥✐♥❣ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤❡s ♦❢ t❤❡ t✇♦ ♣❛ss✇♦r❞✴❝✐♣❤❡rt❡①t ♣❛✐rs✳ ❚❤❡
s❡❝✉r✐t② ♦❢ t❤✐s ♣r♦t♦❝♦❧ r❡❧✐❡s ♦♥ t❤❡ ♣r♦♣❡rt✐❡s ♦❢ s♠♦♦t❤♥❡ss ❛♥❞ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢ t❤❡ s♠♦♦t❤
♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥✳ ❇✉t ❛s ♥♦t❡❞ ❜② ❈❛♥❡tt✐ ❡t ❛❧ ✐♥ ❬✶✸❪✱ t❤❡ ❑❖❨✴●▲ ♣r♦t♦❝♦❧ ✐s ♥♦t ❦♥♦✇♥
t♦ ❛❝❤✐❡✈❡ ❯❈ s❡❝✉r✐t②✿ t❤❡ ♠❛✐♥ ✐ss✉❡ ✐s t❤❛t t❤❡ ✐❞❡❛❧✲♠♦❞❡❧ s✐♠✉❧❛t♦r ♠✉st ❜❡ ❛❜❧❡ t♦ ❡①tr❛❝t t❤❡
♣❛ss✇♦r❞ ✉s❡❞ ❜② t❤❡ ❛❞✈❡rs❛r② ❜❡❢♦r❡ ♣❧❛②✐♥❣✱ ✇❤✐❝❤ ✐s ✐♠♣♦ss✐❜❧❡ ✐❢ t❤❡ s✐♠✉❧❛t♦r ✐s t❤❡ ✐♥✐t✐❛t♦r
✭♦♥ ❜❡❤❛❧❢ ♦❢ t❤❡ ❝❧✐❡♥t✮✱ ❧❡❛❞✐♥❣ t♦ s✉❝❤ s✐t✉❛t✐♦♥ ✐♥ ✇❤✐❝❤ t❤❡ s✐♠✉❧❛t♦r ✐s st✉❝❦ ✇✐t❤ ❛♥ ✐♥❝♦rr❡❝t
❝✐♣❤❡rt❡①t ❛♥❞ ✇✐❧❧ ♥♦t ❜❡ ❛❜❧❡ t♦ ♣r❡❞✐❝t t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ s❡ss✐♦♥ ❦❡②✳

❚♦ ♦✈❡r❝♦♠❡ t❤✐s ♣r♦❜❧❡♠✱ t❤❡ ❛✉t❤♦rs ♦❢ ❬✶✸❪ ♠❛❞❡ t❤❡ ❝❧✐❡♥t s❡♥❞ ❛ ♣r❡✲✢♦✇ ✇❤✐❝❤ ❛❧s♦ ❝♦♥t❛✐♥s
❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ♣❛ss✇♦r❞✳ ❚❤❡ s❡r✈❡r t❤❡♥ s❡♥❞s ✐ts ♦✇♥ ❡♥❝r②♣t✐♦♥✱ ❛♥❞ ✜♥❛❧❧② t❤❡ ❝❧✐❡♥t s❡♥❞s
❛♥♦t❤❡r ❡♥❝r②♣t✐♦♥✱ ❛s ✇❡❧❧ ❛s ❛ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢ s❤♦✇✐♥❣ t❤❛t ❜♦t❤ ❝✐♣❤❡rt❡①ts ❛r❡ ❝♦♥s✐st❡♥t ❛♥❞
❡♥❝r②♣t t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ❚❤✐s t✐♠❡ t❤❡ s✐♠✉❧❛t♦r✱ ♣❧❛②✐♥❣ ❛s t❤❡ ❝❧✐❡♥t ♦r t❤❡ s❡r✈❡r✱ ✐s ❛❜❧❡ t♦ ✉s❡
t❤❡ ❝♦rr❡❝t ♣❛ss✇♦r❞✱ r❡❝♦✈❡r❡❞ ❢r♦♠ t❤❡ ❡♥❝r②♣t❡❞ ✈❛❧✉❡ s❡♥t ❡❛r❧✐❡r ❜② t❤❡ ♦t❤❡r ♣❛rt②✳ ❚❤❡ ♣r❡✲✢♦✇
✐s ♥❡✈❡r ✉s❡❞ ✐♥ t❤❡ r❡♠❛✐♥✐♥❣ ♦❢ t❤❡ ♣r♦t♦❝♦❧✱ ❤❡♥❝❡ t❤❡ s✐♠✉❧❛t♦r ❝❛♥ s❡♥❞ ❛ ❢❛❦❡ ♦♥❡✱ ❛♥❞ s✐♠✉❧❛t❡
t❤❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢✳

❯♥❢♦rt✉♥❛t❡❧②✱ t❤❡ ♠♦❞✐✜❝❛t✐♦♥ ❛❜♦✈❡ ❞♦❡s ♥♦t s❡❡♠ t♦ ✇♦r❦ ✇❤❡♥ ❞❡❛❧✐♥❣ ✇✐t❤ ❛❞❛♣t✐✈❡ ❛❞✈❡r✲
s❛r✐❡s✱ ✇❤✐❝❤ ✐s t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ ✇❡ ❛r❡ ✐♥t❡r❡st❡❞✳ ❚❤✐s ✐s ❜❡❝❛✉s❡ t❤❡ s✐♠✉❧❛t♦r ❝❛♥♥♦t ❝♦rr❡❝t❧② ♦♣❡♥
t❤❡ ❝♦♠♠✐t♠❡♥t ✇❤❡♥ t❤❡ ❛❞✈❡rs❛r② ❝♦rr✉♣ts t❤❡ ❝❧✐❡♥t ❛❢t❡r t❤❡ ♣r❡✲✢♦✇ ❤❛s ❜❡❡♥ s❡♥t✳ ❆ s✐♠✐❧❛r
r❡♠❛r❦ ❛♣♣❧✐❡s t♦ t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ t❤❡ s❡r✈❡r ❣❡ts ❝♦rr✉♣t❡❞ ❛❢t❡r s❡♥❞✐♥❣ ✐ts ✜rst ♠❡ss❛❣❡✳ ❆s ❛
r❡s✉❧t✱ ✐♥ ❛❞❞✐t✐♦♥ t♦ ❜❡✐♥❣ ❡①tr❛❝t❛❜❧❡✱ t❤❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ❛❧s♦ ♥❡❡❞s t♦ ❜❡ ❡q✉✐✈♦❝❛❜❧❡ ❢♦r t❤❡
s✐♠✉❧❛t♦r t♦ ❜❡ ❛❜❧❡ t♦ ♣r♦✈✐❞❡ ❛ ❝♦♥s✐st❡♥t ✈✐❡✇ t♦ t❤❡ ❛❞✈❡rs❛r②✳ ❙✐♥❝❡ t❤❡ ✉s❡ ♦❢ t❤❡ ❡q✉✐✈♦❝❛❜❧❡
❛♥❞ ❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s ❛❧s♦ s❡❡♠s t♦ s♦❧✈❡ t❤❡ ♣r♦❜❧❡♠ ♦❢ ♣r♦✈✐♥❣ t❤❡ ♦r✐❣✐♥❛❧ ●❡♥♥❛r♦✲
▲✐♥❞❡❧❧ ♣r♦t♦❝♦❧ s❡❝✉r❡ ✐♥ t❤❡ ❯❈ ♠♦❞❡❧✱ ✇❡ ♦♣t❡❞ t♦ ✉s❡ t❤❛t ♣r♦t♦❝♦❧ ❛s t❤❡ st❛rt✐♥❣ ♣♦✐♥t ♦❢ ♦✉r
♣r♦t♦❝♦❧✳

❚❤❡s❡ r❡♠❛r❦s ❛r❡ ✐♥❞❡❡❞ ❡♥♦✉❣❤ ✭❛❧♦♥❣ ✇✐t❤ ♠✐♥♦r ♠♦❞✐✜❝❛t✐♦♥s✮ t♦ ♦❜t❛✐♥ ❛❞❛♣t✐✈❡ s❡❝✉r✐t②✳
❚❤✉s✱ ♦✉r s♦❧✉t✐♦♥ ❡ss❡♥t✐❛❧❧② ❝♦♥s✐sts ✐♥ ✉s✐♥❣ ♦✉r ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t✲
♠❡♥t s❝❤❡♠❡ ✐♥ t❤❡ ●❡♥♥❛r♦✲▲✐♥❞❡❧❧ ♣r♦t♦❝♦❧ ✇❤❡♥ ❝♦♠♣✉t✐♥❣ t❤❡ ✜rst t✇♦ ✢♦✇s✳ ❆s ♣r❡s❡♥t❡❞ ✐♥ t❤❡
♣r❡✈✐♦✉s s✉❜s❡❝t✐♦♥s✱ ❡①tr❛❝t❛❜✐❧✐t② ♠❛② ❜❡ ❝♦♥❞✐t✐♦♥❛❧✿ ❲❡ ✐♥❝❧✉❞❡ t❤✐s ❝♦♥❞✐t✐♦♥ ✐♥ t❤❡ ❧❛♥❣✉❛❣❡ ♦❢
t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ✭♥♦t❡ t❤❛t t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②s s❡♥t ❞♦ ♥♦t ❧❡❛❦ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤❡
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Pr♦❣r❡ss ✐♥ ❈r②♣t♦❧♦❣② ✲ ❱■❊❚❈❘❨P❚ ✵✻✱ ✈♦❧✉♠❡ ✹✸✹✶ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✶✾✸✕✷✶✵✳ ❙♣r✐♥❣❡r✱ ❙❡♣t✳ ✷✵✵✻✳

✶✾✳ ●✳ ❉✐ ❈r❡s❝❡♥③♦✱ ❏✳ ❑❛t③✱ ❘✳ ❖str♦✈s❦②✱ ❛♥❞ ❆✳ ❙♠✐t❤✳ ❊✣❝✐❡♥t ❛♥❞ ♥♦♥✲✐♥t❡r❛❝t✐✈❡ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♠♠✐t♠❡♥t✳ ■♥
❇✳ P✜t③♠❛♥♥✱ ❡❞✐t♦r✱ ❊❯❘❖❈❘❨P❚ ✷✵✵✶✱ ✈♦❧✉♠❡ ✷✵✹✺ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✹✵✕✺✾✳ ❙♣r✐♥❣❡r✱ ▼❛② ✷✵✵✶✳

✷✵✳ ❨✳ ❉♦❞✐s ❛♥❞ ❏✳ ❑❛t③✳ ❈❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ♦❢ ♠✉❧t✐♣❧❡ ❡♥❝r②♣t✐♦♥✳ ■♥ ❏✳ ❑✐❧✐❛♥✱ ❡❞✐t♦r✱ ❚❈❈ ✷✵✵✺✱ ✈♦❧✉♠❡
✸✸✼✽ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✶✽✽✕✷✵✾✳ ❙♣r✐♥❣❡r✱ ❋❡❜✳ ✷✵✵✺✳

✷✶✳ ❚✳ ❊❧●❛♠❛❧✳ ❆ ♣✉❜❧✐❝ ❦❡② ❝r②♣t♦s②st❡♠ ❛♥❞ ❛ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ❜❛s❡❞ ♦♥ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠s✳ ■♥ ●✳ ❘✳ ❇❧❛❦❧❡② ❛♥❞
❉✳ ❈❤❛✉♠✱ ❡❞✐t♦rs✱ ❈❘❨P❚❖✬✽✹✱ ✈♦❧✉♠❡ ✶✾✻ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✶✵✕✶✽✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✶✾✽✺✳

✷✷✳ ❘✳ ●❡♥♥❛r♦ ❛♥❞ ❨✳ ▲✐♥❞❡❧❧✳ ❆ ❢r❛♠❡✇♦r❦ ❢♦r ♣❛ss✇♦r❞✲❜❛s❡❞ ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡✳ ■♥ ❊✳ ❇✐❤❛♠✱ ❡❞✐t♦r✱
❊❯❘❖❈❘❨P❚ ✷✵✵✸✱ ✈♦❧✉♠❡ ✷✻✺✻ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✺✷✹✕✺✹✸✳ ❙♣r✐♥❣❡r✱ ▼❛② ✷✵✵✸✳ ❤tt♣✿✴✴❡♣r✐♥t✳✐❛❝r✳♦r❣✴✷✵✵✸✴

✵✸✷✳♣s✳❣③✳
✷✸✳ ❖✳ ●♦❧❞r❡✐❝❤ ❛♥❞ ❨✳ ▲✐♥❞❡❧❧✳ ❙❡ss✐♦♥✲❦❡② ❣❡♥❡r❛t✐♦♥ ✉s✐♥❣ ❤✉♠❛♥ ♣❛ss✇♦r❞s ♦♥❧②✳ ■♥ ❏✳ ❑✐❧✐❛♥✱ ❡❞✐t♦r✱ ❈❘❨P❚❖ ✷✵✵✶✱

✈♦❧✉♠❡ ✷✶✸✾ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✹✵✽✕✹✸✷✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✷✵✵✶✳ ❤tt♣✿✴✴❡♣r✐♥t✳✐❛❝r✳♦r❣✴✷✵✵✵✴✵✺✼✳
✷✹✳ ❖✳ ●♦❧❞r❡✐❝❤✱ ❙✳ ▼✐❝❛❧✐✱ ❛♥❞ ❆✳ ❲✐❣❞❡rs♦♥✳ ❍♦✇ t♦ ♣❧❛② ❛♥② ♠❡♥t❛❧ ❣❛♠❡✱ ♦r ❛ ❝♦♠♣❧❡t❡♥❡ss t❤❡♦r❡♠ ❢♦r ♣r♦t♦❝♦❧s

✇✐t❤ ❤♦♥❡st ♠❛❥♦r✐t②✳ ■♥ ❆✳ ❆❤♦✱ ❡❞✐t♦r✱ ✶✾t❤ ❆❈▼ ❙❚❖❈✱ ♣❛❣❡s ✷✶✽✕✷✷✾✳ ❆❈▼ Pr❡ss✱ ▼❛② ✶✾✽✼✳
✷✺✳ ❖✳ ●♦❧❞r❡✐❝❤✱ ❙✳ ▼✐❝❛❧✐✱ ❛♥❞ ❆✳ ❲✐❣❞❡rs♦♥✳ Pr♦♦❢s t❤❛t ②✐❡❧❞ ♥♦t❤✐♥❣ ❜✉t t❤❡✐r ✈❛❧✐❞✐t② ♦r ❛❧❧ ❧❛♥❣✉❛❣❡s ✐♥ ◆P ❤❛✈❡

③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢ s②st❡♠s✳ ❏♦✉r♥❛❧ ♦❢ t❤❡ ❆❈▼✱ ✸✽✭✸✮✿✻✾✶✕✼✷✾✱ ✶✾✾✶✳
✷✻✳ ❙✳ ●♦❧❞✇❛ss❡r ❛♥❞ ❙✳ ▼✐❝❛❧✐✳ Pr♦❜❛❜✐❧✐st✐❝ ❡♥❝r②♣t✐♦♥✳ ❏♦✉r♥❛❧ ♦❢ ❈♦♠♣✉t❡r ❛♥❞ ❙②st❡♠ ❙❝✐❡♥❝❡s✱ ✷✽✭✷✮✿✷✼✵✕✷✾✾✱

✶✾✽✹✳

✶✸



✷✼✳ ❨✳ ❚✳ ❑❛❧❛✐✳ ❙♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤✐♥❣ ❛♥❞ t✇♦✲♠❡ss❛❣❡ ♦❜❧✐✈✐♦✉s tr❛♥s❢❡r✳ ■♥ ❘✳ ❈r❛♠❡r✱ ❡❞✐t♦r✱ ❊❯❘❖✲
❈❘❨P❚ ✷✵✵✺✱ ✈♦❧✉♠❡ ✸✹✾✹ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✼✽✕✾✺✳ ❙♣r✐♥❣❡r✱ ▼❛② ✷✵✵✺✳

✷✽✳ ❏✳ ❑❛t③✱ ❘✳ ❖str♦✈s❦②✱ ❛♥❞ ▼✳ ❨✉♥❣✳ ❊✣❝✐❡♥t ♣❛ss✇♦r❞✲❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ✉s✐♥❣ ❤✉♠❛♥✲♠❡♠♦r❛❜❧❡ ♣❛ss✲
✇♦r❞s✳ ■♥ ❇✳ P✜t③♠❛♥♥✱ ❡❞✐t♦r✱ ❊❯❘❖❈❘❨P❚ ✷✵✵✶✱ ✈♦❧✉♠❡ ✷✵✹✺ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✹✼✺✕✹✾✹✳ ❙♣r✐♥❣❡r✱ ▼❛② ✷✵✵✶✳

✷✾✳ ❙✳ ▲✉✱ ❘✳ ❖str♦✈s❦②✱ ❆✳ ❙❛❤❛✐✱ ❍✳ ❙❤❛❝❤❛♠✱ ❛♥❞ ❇✳ ❲❛t❡rs✳ ❙❡q✉❡♥t✐❛❧ ❛❣❣r❡❣❛t❡ s✐❣♥❛t✉r❡s ❛♥❞ ♠✉❧t✐s✐❣♥❛t✉r❡s
✇✐t❤♦✉t r❛♥❞♦♠ ♦r❛❝❧❡s✳ ■♥ ❙✳ ❱❛✉❞❡♥❛②✱ ❡❞✐t♦r✱ ❊❯❘❖❈❘❨P❚ ✷✵✵✻✱ ✈♦❧✉♠❡ ✹✵✵✹ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✹✻✺✕✹✽✺✳ ❙♣r✐♥❣❡r✱
▼❛② ✴ ❏✉♥❡ ✷✵✵✻✳

✸✵✳ ▼✳ ◆❛♦r ❛♥❞ ❇✳ P✐♥❦❛s✳ ❊✣❝✐❡♥t ♦❜❧✐✈✐♦✉s tr❛♥s❢❡r ♣r♦t♦❝♦❧s✳ ■♥ ✶✷t❤ ❙❖❉❆✱ ♣❛❣❡s ✹✹✽✕✹✺✼✳ ❆❈▼✲❙■❆▼✱ ❏❛♥✳
✷✵✵✶✳

✸✶✳ P✳ P❛✐❧❧✐❡r✳ P✉❜❧✐❝✲❦❡② ❝r②♣t♦s②st❡♠s ❜❛s❡❞ ♦♥ ❝♦♠♣♦s✐t❡ ❞❡❣r❡❡ r❡s✐❞✉♦s✐t② ❝❧❛ss❡s✳ ■♥ ❏✳ ❙t❡r♥✱ ❡❞✐t♦r✱ ❊❯❘❖✲
❈❘❨P❚✬✾✾✱ ✈♦❧✉♠❡ ✶✺✾✷ ♦❢ ▲◆❈❙✱ ♣❛❣❡s ✷✷✸✕✷✸✽✳ ❙♣r✐♥❣❡r✱ ▼❛② ✶✾✾✾✳

✸✷✳ ❱✳ ❙❤♦✉♣✳ ■❙❖ ✶✽✵✸✸✲✷✿ ❆♥ ❡♠❡r❣✐♥❣ st❛♥❞❛r❞ ❢♦r ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥✳ ❤tt♣✿✴✴s❤♦✉♣✳♥❡t✴✐s♦✴st❞✻✳♣❞❢✱ ❉❡❝✳
✷✵✵✹✳ ❋✐♥❛❧ ❈♦♠♠✐tt❡❡ ❉r❛❢t✳

❆ ❋♦r♠❛❧ ❉❡✜♥✐t✐♦♥s ❢♦r ❙♠♦♦t❤ Pr♦❥❡❝t✐✈❡ ❍❛s❤ ❋✉♥❝t✐♦♥s

❆s ❞❡✜♥❡❞ ✐♥ ❬✷✷❪✱ ❛ ❢❛♠✐❧② ♦❢ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥s✱ ❢♦r ❛ ❧❛♥❣✉❛❣❡ Lpk,aux ⊂ X✱ ♦♥t♦
t❤❡ s❡t G✱ ❜❛s❡❞ ♦♥ ❛ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✇✐t❤ ♣✉❜❧✐❝ ❦❡② pk ♦r ♦♥ ❛ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ✇✐t❤
♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs pk ❝♦♥s✐sts ♦❢ ❢♦✉r ❛❧❣♦r✐t❤♠s ❛♥❞ ✐s ❞❡♥♦t❡❞ ❜② HASH(pk) = (HashKG,ProjKG,
Hash,ProjHash)✳ ◆♦t❡ t❤❛t X ✐s t❤❡ r❛♥❣❡ ♦❢ ❡✐t❤❡r t❤❡ ❡♥❝r②♣t✐♦♥ ♦r ❝♦♠♠✐t♠❡♥t ❛❧❣♦r✐t❤♠✳

❚❤❡ ♣r♦❜❛❜✐❧✐st✐❝ ❦❡②✲❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ ♣r♦❞✉❝❡s ❤❛s❤ ❦❡②s ✈✐❛ hk
$
← HashKG(pk, aux)✳ ❚❤❡ ❦❡②

♣r♦❥❡❝t✐♦♥ ❛❧❣♦r✐t❤♠ ♣r♦❞✉❝❡s ♣r♦❥❡❝t❡❞ ❤❛s❤ ❦❡②s ✈✐❛ hp = ProjKG(hk; pk, aux, c)✱ ✇❤❡r❡ c ✐s ❡✐t❤❡r ❛
❝✐♣❤❡rt❡①t ♦r ❛ ❝♦♠♠✐t♠❡♥t ✐♥ X✳ ❚❤❡ ❤❛s❤✐♥❣ ❛❧❣♦r✐t❤♠ Hash ❝♦♠♣✉t❡s✱ ♦♥ c ∈ X✱ t❤❡ ❤❛s❤ ✈❛❧✉❡
g = Hash(hk; pk, aux, c) ∈ G✱ ✉s✐♥❣ t❤❡ ❤❛s❤ ❦❡② hk✳ ❋✐♥❛❧❧②✱ t❤❡ ♣r♦❥❡❝t❡❞ ❤❛s❤✐♥❣ ❛❧❣♦r✐t❤♠ ProjHash

❝♦♠♣✉t❡s✱ ♦♥ c ∈ X✱ t❤❡ ❤❛s❤ ✈❛❧✉❡ g = ProjHash(hp; pk, aux, c;w) ∈ G✱ ✉s✐♥❣ t❤❡ ♣r♦❥❡❝t❡❞ ❤❛s❤
❦❡② hp ❛♥❞ ❛ ✇✐t♥❡ss w ♦❢ t❤❡ ❢❛❝t t❤❛t c ∈ Lpk,aux✳

❲❡ ♥♦✇ r❡❝❛❧❧ t❤❡ t❤r❡❡ ♣r♦♣❡rt✐❡s ♦❢ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠✳

❈♦rr❡❝t♥❡ss✳ ▲❡t c ∈ Lpk,aux ❛♥❞ w ❛ ✇✐t♥❡ss ♦❢ t❤✐s ♠❡♠❜❡rs❤✐♣✳ ❚❤❡♥✱ ❢♦r ❛❧❧ ❤❛s❤ ❦❡②s ❛♥❞ ♣r♦✲

❥❡❝t❡❞ ❤❛s❤ ❦❡②s hk
$
← HashKG(pk, aux) ❛♥❞ hp = ProjKG(hk; pk, aux, c)✱ t❤❡♥ Hash(hk; pk, aux, c) =

ProjHash(hp; pk, aux, c;w)✳

❙♠♦♦t❤♥❡ss✳ ❋♦r ❡✈❡r② c ✇❤✐❝❤ ✐s ♥♦t ✐♥ Lpk,aux✱ t❤❡ ❤❛s❤ ✈❛❧✉❡ g = Hash(hk; pk, aux, c) ✐s st❛t✐st✐❝❛❧❧②
❝❧♦s❡ t♦ ✉♥✐❢♦r♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ✈❛❧✉❡s hp✱ pk✱ aux ❛♥❞ c✿ ❢♦r ✉♥✐❢♦r♠❧②✲❝❤♦s❡♥ ❤❛s❤ ❦❡② hk✱
t❤❡ t✇♦ ❞✐str✐❜✉t✐♦♥s ❛r❡ st❛t✐st✐❝❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✿

{pk, aux, c, hp = ProjKG(hk; pk, aux, c), g = Hash(hk; pk, aux, c)}

{pk, aux, c, hp = ProjKG(hk; pk, aux, c), g
$
← G}

Ps❡✉❞♦r❛♥❞♦♠♥❡ss✳ ■❢ c ∈ Lpk,aux✱ t❤❡♥ ✇✐t❤♦✉t ❛ ✇✐t♥❡ss w ♦❢ t❤✐s ♠❡♠❜❡rs❤✐♣✱ t❤❡ ❤❛s❤ ✈❛❧✉❡
g = Hash(hk; pk, aux, c)} ✐s ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ r❛♥❞♦♠✿ ❢♦r ✉♥✐❢♦r♠❧②✲❝❤♦s❡♥ ❤❛s❤
❦❡② hk✱ t❤❡ ❢♦❧❧♦✇✐♥❣ t✇♦ ❞✐str✐❜✉t✐♦♥s ❛r❡ ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✿

{pk, aux, c, hp = ProjKG(hk; pk, aux, c), g = Hash(hk; pk, aux, c)}

{pk, aux, c, hp = ProjKG(hk; pk, aux, c), g
$
← G}

▲❡t Lpk,aux ❜❡ s✉❝❤ t❤❛t ✐t ✐s ❤❛r❞ t♦ ❞✐st✐♥❣✉✐s❤ ❛ r❛♥❞♦♠ ❡❧❡♠❡♥t ✐♥ Lpk,aux ❢r♦♠ ❛ r❛♥❞♦♠
❡❧❡♠❡♥t ♥♦t ✐♥ Lpk,aux✳ ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ❢♦r♠❛❧✐③❡❞ t❤❡ ❧❛tt❡r ♣r♦♣❡rt② ❜② s❤♦✇✐♥❣ ✐♥ ❬✷✷❪ t❤❛t t❤❡
t✇♦ ❢♦❧❧♦✇✐♥❣ ❡①♣❡r✐♠❡♥ts ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✿

❊①♣t✲❍❛s❤(D)✿ ▲❡t D ❜❡ ❛ ❛❞✈❡rs❛r② t❤❛t ✐s ❣✐✈❡♥ ❛❝❝❡ss t♦ t✇♦ ♦r❛❝❧❡s✿ Ω ❛♥❞ ❍❛s❤✳ ❚❤❡ ✜rst ♦r❛❝❧❡
r❡❝❡✐✈❡s ❛♥ ❡♠♣t② ✐♥♣✉t ❛♥❞ r❡t✉r♥s x ∈ Lpk,aux ❝❤♦s❡♥ ❛❝❝♦r❞✐♥❣ t♦ t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ Lpk,aux✳ ❚❤❡
Hash ♦r❛❝❧❡ r❡❝❡✐✈❡s ❛♥ ✐♥♣✉t x✳ ■❢ x ✇❛s ♥♦t ♣r❡✈✐♦✉s❧② ♦✉t♣✉tt❡❞ ❜② Ω✱ ✐t ♦✉t♣✉ts ♥♦t❤✐♥❣✳ ❖t❤❡r✇✐s❡✱
✐t ❝❤♦♦s❡s ❛ ❦❡② hk ❛♥❞ r❡t✉r♥s t❤❡ ♣❛✐r (ProjKG(hk; pk, aux, x),Hash(hk; pk, aux, x))✳ ❚❤❡ ♦✉t♣✉t ♦❢
t❤❡ ❡①♣❡r✐♠❡♥t ✐s ✇❤❛t❡✈❡r M ♦✉t♣✉ts✳

✶✹



❊①♣t✲❯♥✐❢(D)✿ ❚❤✐s ❡①♣❡r✐♠❡♥t ✐s ❞❡✜♥❡❞ ❡①❛❝t❧② ❛s ❛❜♦✈❡ ❡①❝❡♣t t❤❛t t❤❡ ❍❛s❤ ♦r❛❝❧❡ ✐s r❡♣❧❛❝❡❞ ❜②
t❤❡ ❢♦❧❧♦✇✐♥❣ ❯♥✐❢ ♦r❛❝❧❡✳ ❖♥ ✐♥♣✉t x✱ ✐❢ x ✇❛s ♥♦t ♣r❡✈✐♦✉s❧② ♦✉t♣✉tt❡❞ ❜② Ω✱ ✐t ♦✉t♣✉ts ♥♦t❤✐♥❣✳
❖t❤❡r✇✐s❡✱ ✐t ❝❤♦♦s❡s ❛ ❦❡② hk ❛♥❞ ❛ r❛♥❞♦♠ ❡❧❡♠❡♥t g ❛♥❞ r❡t✉r♥s t❤❡ ♣❛✐r (ProjKG(hk; pk, aux, x), g)✳
❚❤❡ ♦✉t♣✉t ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t ✐s ✇❤❛t❡✈❡r M ♦✉t♣✉ts✳

■♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡ ❧❛♥❣✉❛❣❡ Lpk,aux ✐s ❛ss♦❝✐❛t❡❞ ✇✐t❤ ❛ ❧❛❜❡❧❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ✇❡ r❡♥❛♠❡
t❤❡ ♦r❛❝❧❡ Ω t♦ ❊♥❝✳ ■♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡ ❧❛♥❣✉❛❣❡ Lpk,aux ✐s ❛ss♦❝✐❛t❡❞ ✇✐t❤ ❛ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✱
✇❡ r❡♥❛♠❡ t❤❡ ♦r❛❝❧❡ Ω t♦ ❈♦♠♠✐t✳

❇ ❖✉r ❙♠♦♦t❤ Pr♦❥❡❝t✐✈❡ ❍❛s❤ ❋✉♥❝t✐♦♥s✿ Pr♦♦❢s ♦❢ ❙❡❝t✐♦♥ ✸

■♥ t❤✐s ❛♣♣❡♥❞✐①✱ ✇❡ ♣r♦✈❡ t❤❡ ♣r♦♣❡rt✐❡s ♦❢ t❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥s ♦♥ ❝♦♥❥✉♥❝t✐♦♥s ❛♥❞
❞✐s❥✉♥❝t✐♦♥s ♦❢ ❧❛♥❣✉❛❣❡s✳

❇✳✶ ❉✐s❥✉♥❝t✐♦♥

❲❡ ✜rst ❞❡❛❧ ✇✐t❤ L = L1 ∪ L2✱ ❛♥❞ st✉❞② t❤❡ ❛❞❞✐t✐♦♥❛❧ ✐♥❢♦r♠❛t✐♦♥ ♣r♦✈✐❞❡❞ ❜② t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✱
✇❤✐❝❤ ❝♦♥t❛✐♥s hp1 ❛♥❞ hp2✱ ❜✉t ❛❧s♦ hp∆ = Hash1(hk1; ρ, aux, x) ⊕ Hash2(hk2; ρ, aux, x)✳ ❙✐♥❝❡ ❜♦t❤
SHS1 ❛♥❞ SHS2 ❛r❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥s✱ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♣r♦♣❡rt② ❢♦r ❡❛❝❤ ♦❢
t❤❡♠ ✭♦r ❡✈❡♥ t❤❡ s♠♦♦t❤♥❡ss✱ ✐❢ x ❞♦❡s ♥♦t ❧✐❡ ✐♥ ♦♥❡ ♦❢ t❤❡ ❧❛♥❣✉❛❣❡s✮ ❣✉❛r❛♥t❡❡s t❤❛t t❤❡ ♣❛✐rs
(hpi,Hashi(hki; ρ, aux, x)) ❛r❡ ✭st❛t✐st✐❝❛❧❧② ♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧②✮ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ (hpi, gi)✳ ❆s ❛
❝♦♥s❡q✉❡♥❝❡✱ ♦♥❡ ❡❛s✐❧② ❣❡ts t❤❛t t❤❡ t✉♣❧❡ (hp1, hp2,Hash1(hk1; ρ, aux, x),Hash2(hk2; ρ, aux, x)) ✐s ✭st❛✲
t✐st✐❝❛❧❧② ♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧②✮ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ (hp1, hp2, g1, g2)✱ ✇❤❡r❡ g1 ❛♥❞ g2 ❛r❡ ✐♥❞❡♣❡♥❞❡♥t✳
❚❤✐s ❛ ❢♦rt✐♦r✐ ✐♠♣❧✐❡s t❤❛t t❤❡ t✉♣❧❡ (hp1, hp2,Hash1(hk1; ρ, aux, x)⊕Hash2(hk2; ρ, aux, x)) ✐s ✭st❛t✐s✲
t✐❝❛❧❧② ♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧②✮ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ (hp1, hp2, g)✿ t❤❡ ❡❧❡♠❡♥t hp∆ ❞♦❡s ♥♦t ♣r♦✈✐❞❡ ❛♥②
❛❞❞✐t✐♦♥❛❧ ✐♥❢♦r♠❛t✐♦♥✳

❊✣❝✐❡♥t ❍❛s❤✐♥❣ ❢r♦♠ ❑❡②✳ ●✐✈❡♥ ❛♥② ❡❧❡♠❡♥t x ∈ X ❛♥❞ ❛ ❦❡② hk✱ ✐t ✐s ♣♦ss✐❜❧❡ t♦ ❡✣❝✐❡♥t❧②
❝♦♠♣✉t❡ HashL(hk; ρ, aux, x)✳

Pr♦♦❢✳ ❚❤✐s ❢♦❧❧♦✇s ❢r♦♠ t❤❡ ❡✣❝✐❡♥t ❤❛s❤✐♥❣s ♦❢ t❤❡ t✇♦ ✉♥❞❡r❧②✐♥❣ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥s✱
❛♥❞ ♥❛♠❡❧② SHS1✱ s✐♥❝❡ HashL(hk; ρ, aux, x) = Hash1(hk1; ρ, aux, x)✳

❊✣❝✐❡♥t ❍❛s❤✐♥❣ ❢r♦♠ Pr♦❥❡❝t❡❞ ❑❡②✳ ●✐✈❡♥ ❛♥ ❡❧❡♠❡♥t x ∈ L✱ ❛ ✇✐t♥❡ss w ♦❢ t❤✐s ♠❡♠❜❡rs❤✐♣✱
❛♥❞ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② hp = ProjKGL(hk; ρ, aux, x)✱ ✐t ✐s ♣♦ss✐❜❧❡ t♦ ❡✣❝✐❡♥t❧② ❝♦♠♣✉t❡ t❤❡ ♣r♦❥❡❝t❡❞
❤❛s❤ ✈❛❧✉❡ ProjHashL(hp; ρ, aux, x, w) = HashL(hk; ρ, aux, x)✳

Pr♦♦❢✳ ■❢ x ∈ L1✱ t❤❡♥✱

HashL(hk; ρ, aux, x) = Hash1(hk1; ρ, aux, x)

= ProjHash1(hp1; ρ, aux, x, w) = ProjHashL(hp; ρ, aux, x, w),

✇❤✐❝❤ ❝❛♥ ❜❡ ❝♦♠♣✉t❡❞ ❡✣❝✐❡♥t❧② s✐♥❝❡ SHS1 ✐s ❛ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥✳ ■❢ x ∈ L2✱ t❤❡♥✱

HashL(hk; ρ, aux, x) = Hash1(hk1; ρ, aux, x)

= ProjHash1(hp1; ρ, aux, x, w) = hp∆ ⊖ ProjHash2(hp2; ρ, aux, x, w),

✇❤✐❝❤ ❝❛♥ ❜❡ ❝♦♠♣✉t❡❞ ❡✣❝✐❡♥t❧② s✐♥❝❡ SHS2 ✐s ❛ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥✳

❙♠♦♦t❤♥❡ss✳ ❋♦r ❡❛❝❤ ❡❧❡♠❡♥t x ∈ X \ L✱ HashL(hk; ρ, aux, x) ✐s ✉♥✐❢♦r♠❧② ❞✐str✐❜✉t❡❞✱ ❣✐✈❡♥ t❤❡
♣r♦❥❡❝t❡❞ ❦❡②✳

✶✺



Pr♦♦❢✳ ❈♦♥s✐❞❡r x /∈ L✳ ❚❤❡♥✱ x /∈ L1 ❛♥❞ x /∈ L2✳ ■❢ hk = (hk1, hk2) ✐s ❛ r❛♥❞♦♠ ❦❡②✱ ❛♥❞ hp =
(hp1, hp2, hp∆) t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ♣r♦❥❡❝t❡❞ ❦❡②✱ t❤❡♥ t❤❡ ❛❜♦✈❡ ❛♥❛❧②s✐s s❤♦✇❡❞ t❤❡ st❛t✐st✐❝❛❧ ✐♥✲
❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❜❡t✇❡❡♥ (hp1, hp2,Hash1(hk1; ρ, aux, x), Hash2(hk2; ρ, aux, x)) ❛♥❞ (hp1, hp2, g1, g2)✱
✇❤❡r❡ g1 ❛♥❞ g2 ❛r❡ r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❡❧❡♠❡♥ts✳ ❚❤✐s ♠❡❛♥s t❤❡ st❛t✐st✐❝❛❧ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②
❜❡t✇❡❡♥ t❤❡ t✉♣❧❡s (hp1, hp2, hp∆,Hash1(hk1; ρ, aux, x)) ❛♥❞ (hp1, hp2, g1, g2)✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ t❤❡
t✉♣❧❡ (hp, HashL(hk; ρ, aux, x)) ✐s st❛t✐st✐❝❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ (hp, g)✱ ✇❤✐❝❤ ✐s t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢
t❤❡ s♠♦♦t❤♥❡ss ❢♦r t❤❡ ♥❡✇ s②st❡♠✳

Ps❡✉❞♦✲❘❛♥❞♦♠♥❡ss✳ ❋♦r ❡❛❝❤ ❡❧❡♠❡♥t x ∈ L✱ t❤❡ ✈❛❧✉❡ HashL(hk; ρ, aux, x) ✐s ❝♦♠♣✉t❛t✐♦♥❛❧❧②
✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ ✉♥✐❢♦r♠✱ ❣✐✈❡♥ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✳

Pr♦♦❢✳ ❊①❛❝t❧② t❤❡ s❛♠❡ ❛♥❛❧②s✐s ❛s ✐♥ t❤❡ ♣r❡✈✐♦✉s ♣❛r❛❣r❛♣❤ ❝❛♥ ❜❡ ❞♦♥❡✱ ❜✉t ✇✐t❤ ❝♦♠♣✉t❛t✐♦♥❛❧
✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ✇❤❡♥ x ∈ L1 ♦r x ∈ L2✳ ❍❡♥❝❡ ♦♥❡ ❣❡ts t❤❛t t❤❡ t✉♣❧❡ (hp,HashL(hk; ρ, aux, x))
✐s ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ (hp, g)✱ ✇❤✐❝❤ ✐s t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ❢♦r
t❤❡ ♥❡✇ s②st❡♠✳

❇✳✷ ❈♦♥❥✉♥❝t✐♦♥

❚❤❡ ❝❛s❡ ♦❢ L = L1 ∩L2✱ ❝❛♥ ❜❡ ❞❡❛❧t ❛s ❛❜♦✈❡✿ (hp1, hp2,Hash1(hk1; ρ, aux, x)⊕Hash2(hk2; ρ, aux, x))
✐s st❛t✐st✐❝❛❧❧② ✭✐❢ x 6∈ L1 ♦r x 6∈ L2✮ ♦r ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✭✐❢ x ∈ L1 ∩ L2✮ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡
t✉♣❧❡ (hp1, hp2, g)✳

❇✳✸ Pr❡s❡r✈❛t✐♦♥ ♦❢ t❤❡ ❯♥✐❢♦r♠✐t② ❛♥❞ ■♥❞❡♣❡♥❞❡♥❝❡ Pr♦♣❡rt✐❡s✳

■❢ t❤❡ t✇♦ ✉♥❞❡r❧②✐♥❣ s♠♦♦t❤ ❤❛s❤ s②st❡♠s ✈❡r✐❢② ✶✲✉♥✐❢♦r♠✐t② ✭r❡s♣✳ ✷✲✉♥✐❢♦r♠✐t②✮✱ t❤❡♥ t❤❡ s♠♦♦t❤
❤❛s❤ s②st❡♠ ❢♦r ❝♦♥❥✉♥❝t✐♦♥ ♦r ❞✐s❥✉♥❝t✐♦♥ ✈❡r✐✜❡s t❤❡s❡ ♣r♦♣❡rt✐❡s✳ ■❢ t❤❡ t✇♦ ✉♥❞❡r❧②✐♥❣ s♠♦♦t❤ ❤❛s❤
s②st❡♠s ✈❡r✐❢② ✶✲✐♥❞❡♣❡♥❞❡♥❝❡ ✭r❡s♣✳ ✷✲✐♥❞❡♣❡♥❞❡♥❝❡✮✱ t❤❡♥ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❢♦r ❝♦♥❥✉♥❝t✐♦♥
✈❡r✐✜❡s t❤❡s❡ ♣r♦♣❡rt✐❡s✳ ❲❡ ✐♥s✐st ♦♥ t❤❡ ❢❛❝t t❤❛t ✐♥❞❡♣❡♥❞❡♥❝❡ ❞♦❡s ♥♦t ♣r♦♣❛❣❛t❡ t♦ ❞✐s❥✉♥❝t✐♦♥✱
s✐♥❝❡ t❤❡ ❤❛s❤ ✈❛❧✉❡ ✭t❤❛t ♥❡❡❞s ❜♦t❤ aux ❛♥❞ x✮ ✐s ✐♥❝❧✉❞❡❞ ✐♥ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✳

Pr♦♦❢✳ ❲❡ ♦♥❧② ♣r♦✈❡ t❤❡ r❡s✉❧t ❢♦r ✶✲✉♥✐❢♦r♠✐t② ❢♦r ❞✐s❥✉♥❝t✐♦♥ ✭t❤❡ ♣r♦♦❢ ✐s t❤❡ s❛♠❡ ✐♥ t❤❡ ♦t❤❡r ❝❛s❡s
✖❡①❝❡♣t❡❞ ✐♥❞❡♣❡♥❞❡♥❝❡ ❢♦r ❞✐s❥✉♥❝t✐♦♥✱ ✇❤❡r❡ t❤❡ r❡s✉❧t ❞♦❡s ♥♦t ❤♦❧❞✮✳ ❚❤❡♥✱ ✐❢ (ρ, aux) ❛r❡ t❤❡ ♣❛✲
r❛♠❡t❡rs ♦❢ t❤❡ ❧❛♥❣✉❛❣❡s ❛♥❞ x ❛♥❞ x′ ❜❡❧♦♥❣ t♦ L✱ D1,ρ,aux,x ≈ D1,ρ,aux,x′ ❛♥❞ D2,ρ,aux,x ≈ D2,ρ,aux,x′ ✳
❉✉❡ t♦ t❤❡ ❢♦r♠ ♦❢ hp✱ t❤✐s ❡♥s✉r❡s t❤❛t t❤❡ ✜rst t✇♦ ❡❧❡♠❡♥t ♦❢ hp ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳ ❲❡ ♥♦✇ ❤❛✈❡
t♦ ❝♦♥s✐❞❡r t❤❡ t❤✐r❞ ♣❛rt✳ ❲✐t❤♦✉t ❧♦ss ♦❢ ❣❡♥❡r❛❧✐t②✱ ✇❡ ❝❛♥ s✉♣♣♦s❡ t❤❛t x ∈ L1✳ ❚❤❡♥✱ ❞✉❡ t♦ t❤❡
♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢ t❤❡ ✜rst s♠♦♦t❤✲❤❛s❤✱ t❤❡ ✈❛❧✉❡ Hash1(hk1; ρ, aux, x) ✐s ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥✲
❣✉✐s❤❛❜❧❡ ❢r♦♠ ✉♥✐❢♦r♠✳ ❚❤✐s ✐s ❛t ❧❡❛st t❤❡ s❛♠❡ ❢♦r t❤❡ ✈❛❧✉❡ Hash2(hk2; ρ, aux, x)✳ ❙✐♥❝❡ t❤❡ ♣r♦❥❡❝t❡❞
❦❡②s ❞❡♣❡♥❞ ♦♥ ✐♥❞❡♣❡♥❞❡♥t r❛♥❞♦♠ ✈❛❧✉❡s ❛♥❞ ❧❛♥❣✉❛❣❡s✱ ❜♦t❤ ♣❛rts ♦❢ t❤❡ ⊕ ❛r❡ ✐♥❞❡♣❡♥❞❡♥t✿ t❤❡
✈❛❧✉❡ HashL(hkL; ρ, aux, x) ✐s t❤❡♥ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ ✉♥✐❢♦r♠✳ ❆s ❛ r❡s✉❧t✱ Dρ,aux,x ≈ Dρ,aux,x′ ✳

❈ Pr♦♦❢s ❢♦r ❈♦♠♠✐t♠❡♥t ✐♥ ❙❡❝t✐♦♥ ✺

❊①tr❛❝t❛❜✐❧✐t②✳ ❚❤❡ ❡①tr❛❝t✐♦♥ ❦❡② ✐s sk✱ t❤❡ ❊❧●❛♠❛❧ ❞❡❝r②♣t✐♦♥ ❦❡② ✭♦r t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ♦♥❡ ✐♥
t❤❡ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ✈❡rs✐♦♥ ♦❢ t❤❡ ♣r✐♠✐t✐✈❡✱ ❛❧s♦ ✉s❡❞ ❢♦r t❤❡ ❊❧●❛♠❛❧ ❞❡❝r②♣t✐♦♥✮✳ ❋✐rst✱ t❤❡ s✐♠✉❧❛t♦r
tr✐❡s t♦ ❞❡❝r②♣t ❛❧❧ t❤❡ b

i,δ
[j] ✐♥t♦ x

i,δ
[j] ❛♥❞ ❛❜♦rts ✐❢ ♦♥❡ ♦❢ t❤❡♠ ✐s ♥♦t ❡✐t❤❡r ✵ ♦r ✶✳ ■t t❤❡♥ ❜✉✐❧❞s

✉♣ t❤❡ x
i,δ
✱ ❛♥❞ ❝❤❡❝❦s ✇❤❡t❤❡r a

i
= gx

i,0 ♦r a
i

= gx
i,1y

i
✱ ✇❤✐❝❤ ♠❛❦❡s ✐t r❡❝♦✈❡r πi ✭✉♥❧❡ss ♥♦♥❡ ♦r

❜♦t❤ ❛r❡ s❛t✐s✜❡❞✮✳ ❚❤✐s ❡①tr❛❝t✐♦♥ ♦♥❧② ❢❛✐❧s ✐♥ t❤r❡❡ ❝❛s❡s✿

✕ ❋✐rst✱ ✐❢ t❤❡ ❝✐♣❤❡rt❡①ts ❞♦ ♥♦t ❡♥❝r②♣t ✵ ♦r ✶❀

✕ ❙❡❝♦♥❞✱ ✐❢ a
i
s❛t✐s✜❡s ♥♦♥❡ ♦❢ t❤❡ ❡q✉❛❧✐t✐❡s❀

✕ ❚❤✐r❞✱ ✐❢ a
i
s❛t✐s✜❡s ❜♦t❤ ❡q✉❛❧✐t✐❡s✳

✶✻



❚❤❡ t✇♦ ✜rst r❡❛s♦♥s ✇✐❧❧ ❜❡ ❡①❝❧✉❞❡❞ ✐♥ t❤❡ ❧❛♥❣✉❛❣❡ L✱ ✇❤✐❧❡ t❤❡ t❤✐r❞ ♦♥❡ ✇♦✉❧❞ ❜r❡❛❦ t❤❡
❜✐♥❞✐♥❣ ♣r♦♣❡rt② ♦❢ t❤❡ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t✱ ✇❤✐❝❤ ❧❡❛❞s t♦ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♦❢ s♦♠❡ y

i
✐♥ ❜❛s❡

g✳ ■t t❤✉s ❤❛♣♣❡♥s ♦♥❧② ✇✐t❤ ♥❡❣❧✐❣✐❜❧❡ ♣r♦❜❛❜✐❧✐t②✳

❊q✉✐✈♦❝❛❜✐❧✐t②✳ ◆♦t❡ t❤❛t✱ ✇✐t❤ t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠s ♦❢ (y1 , . . . , ym)✱ ♦♥❡ ✐s ❛❜❧❡
t♦ ❝♦♠♣✉t❡✱ ❢♦r ❛❧❧ i ∈ {1, . . . ,m}✱ ❜♦t❤ x

i,0 ❛♥❞ x
i,1 ✳ ❚❤❡ ❡q✉✐✈♦❝❛t✐♦♥ t❤✉s ❝♦♥s✐sts ✐♥ ❝♦♠♣✉t✐♥❣✱ ❢♦r

❛❧❧ i✱ ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ ❜♦t❤ x
i,0 ❛♥❞ x

i,1 ✭❛♥❞ ♥♦t t❤❛t ♦❢ 0✮✳ Pr♦✈✐❞❡❞ ♦♥❡ ❞♦❡s ♥♦t ❡r❛s❡ ❛♥② r❛♥❞♦♠✱
t❤✐s ❛❧❧♦✇s ♦♥❡ t♦ ❝❤❛♥❣❡ ✐ts ♠✐♥❞ ❛♥❞ ♦♣❡♥ ❡❛❝❤ ❝♦♠♠✐t♠❡♥t ♦♥ ❛♥② πi ✭✵ ♦r ✶✮✳

❲❡ ♥♦✇ ♣r♦✈❡ t❤❛t ❝♦♠♠✐tt✐♥❣ t♦ ❛❧❧ t❤❡ ❜✐t✲str✐♥❣ π ✐♥ ❛ ✉♥✐q✉❡ ❝♦♠♠✐t♠❡♥t ❞♦❡s ♥♦t ❝❤❛♥❣❡ t❤❡
✈✐❡✇ ♦❢ ❛♥ ❛❞✈❡rs❛r②✳ ❚❤❡ ♣r♦♦❢ ✐s ❜❛s❡❞ ♦♥ ❛ ▲❡❢t✲♦r✲❘✐❣❤t ❤②❜r✐❞ ❛r❣✉♠❡♥t✱ s❡❡ ❬✹❪✳ ❲❡ s✉♣♣♦s❡ t❤❡
❡①✐st❡♥❝❡ ♦❢ ❛♥ ♦r❛❝❧❡ ❛♥s✇❡r✐♥❣ ✇✐t❤ ❡✐t❤❡r E(gx) ♦r E(g0) ✇❤❡♥ ♣r♦✈✐❞❡❞ ✇✐t❤ gx ✭❛♥❞ g0 ✐s ✐♠♣❧✐❝✐t❧②
❣✐✈❡♥✮✳ ❲❡ t❤❡♥ ❞❡✜♥❡ ❤②❜r✐❞ ❣❛♠❡s ✐♥ ✇❤✐❝❤ t❤❡ ❡♥❝r②♣t✐♦♥s ❢♦r x

i,πi
[j] ✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t ❛r❡

❝♦♠♣✉t❡❞ ✇✐t❤ t❤❡ ❤❡❧♣ ♦❢ t❤✐s ♦r❛❝❧❡✳ ❚❤❡ ✜rst ❤②❜r✐❞ ❣❛♠❡✱ ✐♥ ✇❤✐❝❤ t❤❡ ♦r❛❝❧❡ ❛❧✇❛②s ❡♥❝r②♣ts g0✱
✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❡ r❡❛❧ ❝♦♠♣✉t❛t✐♦♥✱ ✇❤❡r❡ ♦♥❧② ♦♥❡ ❜✐t✲str✐♥❣ ✐s ❝♦♠♠✐tt❡❞ ✭♣❡r❢❡❝t❧② ❜✐♥❞✐♥❣✮✳
❙✐♠✐❧❛r❧②✱ t❤❡ ❧❛st ♦♥❡✱ ✐♥ ✇❤✐❝❤ ✐t ❛❧✇❛②s ❡♥❝r②♣ts gx✱ ✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❡ s✐♠✉❧❛t✐♦♥✱ ✇❤❡r❡ ❛❧❧ t❤❡
❜✐t✲str✐♥❣s ❛r❡ ❝♦♠♠✐tt❡❞ ✭❡q✉✐✈♦❝❛❜❧❡✮✳

G1a G1−b = G2−a G2−b = G3−a Gmn−b

1 g
x1,π1

[1]
g

x1,π1
[1]

g
x1,π1

[1]

1 1 g
x1,π1

[2]
g

x1,π1
[2]

✳✳✳
✳✳✳

✳✳✳ · · ·
✳✳✳

1 1 1 gx
m,πm

[n]

←→ ←→ ←→
❆❞✈❝♣❛(E) ❆❞✈❝♣❛(E) ❆❞✈❝♣❛(E)

❍✐❞✐♥❣✳ ❚❤✐s ♣r♦♣❡rt② s✐♠♣❧② ❢♦❧❧♦✇s ❢r♦♠ t❤❡ ❡q✉✐✈♦❝❛❜✐❧✐t② ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t✳

❇✐♥❞✐♥❣✳ ❋✐rst s✉♣♣♦s❡ t❤❛t ✇❡ ❞♦ ♥♦t ❦♥♦✇ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠s ♦❢ (y1 , . . . , ym) ✐♥ ❜❛s❡ g ❛♥❞ t❤❛t
t❤❡ ❛❞✈❡rs❛r② ❤❛s ♠❛♥❛❣❡❞ t♦ s❡♥❞ ❛ ❝♦♠♠✐t♠❡♥t t❤❛t ❝❛♥ ❜❡ ♦♣❡♥❡❞ ♦♥ π ❛♥❞ ♦♥ π′✱ t❤❡♥✱ ❢♦r s♦♠❡
❜✐t i = 1, . . . ,m✱ πi 6= π′

i✱ ❛♥❞ t❤❡ ❛❞✈❡rs❛r② ✐s ❛❜❧❡ t♦ ❣✐✈❡ ✉s xi 6= x′

i s✉❝❤ t❤❛t gxiyπi = gx′

iyπ′

i ✳ ❚❤✐s
❡✈❡♥t t❤✉s ❜♦✐❧s ❞♦✇♥ t♦ ❜r❡❛❦✐♥❣ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♣r♦❜❧❡♠✱ ✇❤✐❝❤ ❤❛♣♣❡♥s ♦♥❧② ✇✐t❤ ♥❡❣❧✐❣✐❜❧❡
♣r♦❜❛❜✐❧✐t②✳ ❚❤✐s ♠❡❛♥s t❤❛t ✐❢ ❡q✉✐✈♦❝❛❜✐❧✐t② ✐s ♥♦t ✉s❡❞✱ t❤❡ ❝♦♠♠✐t♠❡♥t ✐s ✭❝♦♠♣✉t❛t✐♦♥❛❧❧②✮ ❜✐♥❞✐♥❣✱
✉♥❞❡r t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♣r♦❜❧❡♠✳

◆♦✇✱ s✐♥❝❡ ❛ r❡❛❧ ❝♦♠♠✐t♠❡♥t ✭✇✐t❤ ❛ ③❡r♦ ❡♥❝r②♣t✐♦♥✮ ❛♥❞ ❛♥ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥t ✭✇✐t❤ ♥♦
③❡r♦ ❡♥❝r②♣t✐♦♥✮ ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢♦r ❛♥ ❛❞✈❡rs❛r②✱ t❤❡ ✈✐❡✇ ♦❢ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❞♦❡s ♥♦t
❤❡❧♣ t❤❡ ❛❞✈❡rs❛r② t♦ ❜r❡❛❦ t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✱ ♦r ♦t❤❡r✇✐s❡ ✐t ✇♦✉❧❞ ❜r❡❛❦ t❤❡ ■◆❉✲❈P❆ ♣r♦♣❡rt②
♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳

❉ ❆ ◆♦♥✲▼❛❧❧❡❛❜❧❡ ❈♦♥❞✐t✐♦♥❛❧❧②✲❊①tr❛❝t❛❜❧❡ ❊q✉✐✈♦❝❛❜❧❡ ❈♦♠♠✐t♠❡♥t

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ s❤♦✇ ❤♦✇ t♦ ❡♥❤❛♥❝❡ t❤❡ ♣r❡✈✐♦✉s ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡s ❛s ❞❡s❝r✐❜❡❞ ✐♥ ❙❡❝t✐♦♥ ✺
✇✐t❤ ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t②✿ ❜r✐❡✢②✱ ♦♥❡ s✐♠♣❧② ♥❡❡❞s t♦ ❡①t❡♥❞ t❤❡ ❊❧●❛♠❛❧ ❝♦♠♠✐t♠❡♥t t♦ t❤❡ ❧❛❜❡❧❡❞
❈r❛♠❡r✲❙❤♦✉♣ ♦♥❡ t♦❣❡t❤❡r ✇✐t❤ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡s✳ ❆s ❜❡❢♦r❡✱ ✐❢ b ✐s ❛ ❜✐t✱ ✇❡ ❞❡♥♦t❡ ✐ts ❝♦♠♣❧❡♠❡♥t
❜② b ✭✐✳❡✳✱ b = 1− b✮✳ ❲❡ ❢✉rt❤❡r♠♦r❡ ❞❡♥♦t❡ ❜② x[i] t❤❡ it❤ ❜✐t ♦❢ t❤❡ ❜✐t✲str✐♥❣ x✳

❉✳✶ ◆♦♥✲▼❛❧❧❡❛❜✐❧✐t②

◆♦♥✲♠❛❧❧❡❛❜✐❧✐t② ✐s ❛ ✉s✉❛❧ r❡q✉✐r❡♠❡♥t ❢♦r ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s ♦r ❝♦♠♠✐t♠❡♥ts ❬✷✷❪✳ ❲❡ t❤✉s ♥♦✇
❛✐♠ ❛t ❛❝❤✐❡✈✐♥❣ t❤✐s ♣r♦♣❡rt②✳ ❲❡ t❤✉s ✉s❡ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ ✐♥st❡❛❞ ♦❢ ❊❧●❛♠❛❧✱
❛♥❞ ✇❡ ❛❞❞ ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡✳ ❯s✐♥❣ t❤❡ r❡s✉❧ts ♦❢ ❉♦❞✐s ❛♥❞ ❑❛t③ ❬✷✵❪ ❢♦r ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t
s❡❝✉r✐t② ♦❢ ♠✉❧t✐♣❧❡ ❡♥❝r②♣t✐♦♥✱ ♦♥❡ ❝❛♥ ❡❛s✐❧② s❤♦✇ t❤❛t t❤❡ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ✭❛♥❞ t❤✉s
♥♦♥✲♠❛❧❧❡❛❜✐❧✐t②✮ ♦❢ t❤❡ ❝♦♠❜✐♥❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✉s❡❞ t♦ ❝♦♠♣✉t❡ ❛ ❝✐♣❤❡rt❡①t ✈❡❝t♦r (b1, . . . , bm)

✶✼



❢♦❧❧♦✇s tr✐✈✐❛❧❧② ❢r♦♠ t❤❡ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣ s❝❤❡♠❡
❛♥❞ str♦♥❣ ✉♥❢♦r❣❡❛❜✐❧✐t② ♦❢ t❤❡ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ✉s❡❞ t♦ ❧✐♥❦ ❛❧❧ t❤❡ ❝✐♣❤❡rt❡①ts t♦❣❡t❤❡r✳

▼♦r❡ ♣r❡❝✐s❡❧②✱ ✐❢ M ✐s ❞❡✜♥❡❞ ❛s ❜❡❢♦r❡✱ ❛♥❞ ℓ ✐s ❛ ❧❛❜❡❧✱ t❤❡ ❝♦♠♠✐t♠❡♥t comCSℓ
pk(M) ✐s ♦❜t❛✐♥❡❞

❛s ❢♦❧❧♦✇s✳ ❋✐rst✱ t❤❡ ✉s❡r ❣❡♥❡r❛t❡s ❛ ❦❡② ♣❛✐r (VK,SK) ❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✳ ❚❤❡♥✱ ✐t
❝♦♠♣✉t❡s t❤❡ ❢♦❧❧♦✇✐♥❣ ✈❛❧✉❡s✱ ✇✐t❤ ℓ′ = ℓ ◦VK✿

∀i bi = CS+
pk

ℓ′
(Mi · 2

i−1, ri) = (u1,i = gri
1 , u2,i = gri

2 , ei = hrigMi·2
i−1

, vi = (cdθi)ri)✳
❉❡✜♥✐♥❣ b = (b1, . . . , bm)✱ ✐t ❝♦♠♣✉t❡s σ = Sign(SK,b)✳ ❚❤❡ ✜♥❛❧ ❝♦♠♠✐t♠❡♥t ✐s t❤❡♥ ❞❡✜♥❡❞ ❛s
comCSℓ′

pk(M) = (b, VK, σ)✳ ❖♥❡ ❝❛♥ ♦❜t❛✐♥✱ ❢r♦♠ ❛♥② bi✱ ❛♥ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ♦❢ Mi · 2
i−1✿ Bi =

EG+
pk(Mi ·2

i−1, ri) = (u1,i = gri
1 , ei = hrigMi·2

i−1
)✳ ❚❤❡ ❤♦♠♦♠♦r♣❤✐❝ ♣r♦♣❡rt② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡

❛❧❧♦✇s t♦ ♦❜t❛✐♥ B = EG×

pk(g
M ,
∑

ri) = EG+
pk(M,

∑
ri) = (

∏
u1,i,

∏
ei) =

∏
Bi✳

■♥ ♦r❞❡r t♦ ❞❡✜♥❡ t❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤✐♥❣ ❛ss♦❝✐❛t❡❞ ✇✐t❤ t❤✐s ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✱ ✇❡ r❡❝❛❧❧
t❤❡ ❢❛♠✐❧② ♦❢ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤✐♥❣ ❢✉♥❝t✐♦♥s ❢♦r t❤❡ ✉♥❞❡r❧②✐♥❣ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡✱ ❛s ❞❡✜♥❡❞ ✐♥ ❬✷✷❪✳

▲❡t X ′ = G4 ❛♥❞ L′ = L(CS+,ρ),(ℓ,M) ❜❡ t❤❡ ❧❛♥❣✉❛❣❡ ♦❢ t❤❡ ❡❧❡♠❡♥ts C s✉❝❤ t❤❛t C ✐s ❛ ✈❛❧✐❞
❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ ♦❢ M ✉♥❞❡r t❤❡ ❧❛❜❡❧ ℓ ✭aux ✐s ❞❡✜♥❡❞ ❛s (ℓ, M)✮✳ ❯♥❞❡r t❤❡ ❉❉❍ ❛ss✉♠♣✲

t✐♦♥✱ t❤✐s ✐s ❛ ❤❛r❞ s✉❜s❡t ♠❡♠❜❡rs❤✐♣ ♣r♦❜❧❡♠✳ ❉❡♥♦t✐♥❣ ❜② C = CS+
pk

ℓ
(M, r) = (u1, u2, e, v)✱ t❤❡

❛ss♦❝✐❛t❡❞ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ✐s t❤❡ ❢♦❧❧♦✇✐♥❣✿

HashKG((CS
+, ρ), (ℓ, M)) = hk = (γ1 , γ2 , γ3 , γ4)

$
← Zq × Zq × Zq × Zq

ProjKG(hk; (CS
+, ρ), (ℓ, M), C) = hp = (g1)

γ1 (g2)
γ2 (h)γ3 (cdθ)γ4

Hash(hk; (CS
+, ρ), (ℓ, M), C) = (u1)

γ1 (u2)
γ2 (egM )γ3 (v)γ4

ProjHash(hp; (CS
+, ρ), (ℓ, M), C; r) = (hp)r

❋r♦♠ t❤❡s❡ ❞❡✜♥✐t✐♦♥s✱ ✇❡ ❝♦♥s✐❞❡r t❤❡ ❧❛♥❣✉❛❣❡✿ L(CS+,ρ),(ℓ,0∨1) = L(CS+,ρ),(ℓ,0) ∪L(CS+,ρ),(ℓ,1)✱ ✇❤❡r❡

L(CS+,ρ),(ℓ,0) = {C | ∃r C = CS+
pk

ℓ
(0, r)} ❛♥❞ L(CS+,ρ),(ℓ,1) = {C | ∃r C = CS+

pk

ℓ
(1, r)}✱ ❛♥❞ ✇❡ ✇❛♥t

t♦ ❞❡✜♥❡ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠ s❤♦✇✐♥❣ t❤❛t

∀i bi ∈ L(CS+,ρ),(ℓ′,0∨1) ❛♥❞ B =
∏

Bi ∈ L(EG×,ρ),gM .

◆♦t❡ t❤❛t✱ ❢♦r ❛❧❧ i✱ t❤❡ ✜rst ♠❡♠❜❡rs❤✐♣ ❛❧s♦ ✐♠♣❧✐❡s t❤❛t Bi ∈ L(EG+,ρ),0∨1✱ s✐♥❝❡ t❤❡ ❊❧●❛♠❛❧
❝✐♣❤❡rt❡①ts Bi ❛r❡ ❡①tr❛❝t❡❞ ❢r♦♠ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❈r❛♠❡r✲❙❤♦✉♣ ❝✐♣❤❡rt❡①ts bi✿ ■t ✐s t❤✉s ❡♥♦✉❣❤ t♦
❝❤❡❝❦ t❤❡ ✈❛❧✐❞✐t② ♦❢ t❤❡ ❧❛tt❡r ♠❡♠❜❡rs❤✐♣ t♦ ❣❡t ❡①tr❛❝t❛❜✐❧✐t②✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t ♦♥❡ ❝❛♥ ❡①tr❛❝t t❤❡
❝♦♠♠✐tt❡❞ ♣r✐✈❛t❡ ❦❡② M ✱ ❛ss♦❝✐❛t❡❞ t♦ t❤❡ ♣✉❜❧✐❝ ❦❡② gM ✳ ❚❤❡ s✐❣♥❛t✉r❡ ❤❛s ♦❢ ❝♦✉rs❡ t♦ ❜❡ ✈❡r✐✜❡❞
t♦♦✱ ❜✉t t❤✐s ❝❛♥ ❜❡ ♣✉❜❧✐❝❧② ♣❡r❢♦r♠❡❞✱ ❢r♦♠ VK✳

❉✳✷ ❊q✉✐✈♦❝❛❜✐❧✐t②

❲❡ ❤❡r❡ ❞❡s❝r✐❜❡ ♦✉r ❝♦♠♠✐t♠❡♥t ❢♦r ❝♦♠♣❧❡t❡♥❡ss✱ ❜✉t ♥♦t❡ t❤❛t ✐t ✐s ✈❡r② s✐♠✐❧❛r t♦ t❤❡ ♦♥❡ ❞❡s❝r✐❜❡❞
✐♥ ❙❡❝t✐♦♥ ✺✳

❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❈♦♠♠✐t♠❡♥t✳❖✉r s❝❤❡♠❡ ✉s❡s t❤❡ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣ ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡ ❛♥❞ ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✱ t♦ ❛❝❤✐❡✈❡ ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t② ❛s ❡①♣❧❛✐♥❡❞ ✐♥ t❤❡ ♣r❡✈✐♦✉s
s❡❝t✐♦♥✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ t❤❡ s♣❡❝✐✜❝ ❡①❛♠♣❧❡ ❣✐✈❡♥ ✐♥ t❤✐s s❡❝t✐♦♥ r❡❧✐❡s ♦♥ t❤❡ ❧❛❜❡❧❡❞ ✈❡rs✐♦♥ ♦❢ t❤❡
❈r❛♠❡r✲❙❤♦✉♣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❬✶✺❪✱ ✉s❡❞ ❢♦r ❡❛❝❤ ❜✐t ♦❢ t❤❡ ❜✐t✲str✐♥❣✱ s❡❡♥ ❛s ❛♥ ❡①t❡♥s✐♦♥ ♦❢ t❤❡
❤♦♠♦♠♦r♣❤✐❝ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ❬✷✶❪✳

▲❡t t❤❡ ✐♥♣✉t ♦❢ t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠ ❜❡ ❛ ❜✐t✲str✐♥❣ π =
∑m

i=1 πi · 2
i−1 ❛♥❞ ❛ ❧❛❜❡❧ ℓ✳ ❚❤❡

❛❧❣♦r✐t❤♠ ✇♦r❦s ❛s ❢♦❧❧♦✇s✿

✕ ❋♦r i = 1, . . . ,m✱ ✐t ❝❤♦♦s❡s ❛ r❛♥❞♦♠ ✈❛❧✉❡ x
i,πi

=
∑n

j=1 x
i,πi

[j] · 2j−1 ❛♥❞ s❡ts x
i,πi

= 0✳ ■t ❛❧s♦
❣❡♥❡r❛t❡s ❛ ❦❡② ♣❛✐r (VK,SK) ❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✳

✕ ❋♦r i = 1, . . . ,m✱ ✐t ❝♦♠♠✐ts t♦ πi✱ ✉s✐♥❣ t❤❡ r❛♥❞♦♠ x
i,πi

✿ a
i
= comPed(πi, xi,πi

) = g
x

i,πi yπi
i

❛♥❞
❞❡✜♥✐♥❣ a = (a1 , . . . , am)✳

✶✽



✕ ❋♦r i = 1, . . . ,m✱ ✉s✐♥❣ ℓ
i
= ℓ ◦ VK ◦ a ◦ i✱ ✐t ❝♦♠♣✉t❡s t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❝♦♠♠✐t♠❡♥ts ✭s❡❡ t❤❡

♣r❡✈✐♦✉s s❡❝t✐♦♥✮ ♦❢ x
i,δ
✱ ❢♦r δ = 0, 1✿

(bi,δ = (b
i,δ

[j])j ,VK, σi,δ) = comCS
ℓ
i

pk(xi,δ
)✱ ✇❤❡r❡ b

i,δ
[j] = CS+

pk

ℓ
i (x

i,δ
[j] · 2j−1, r

i,δ
[j])✳

❚❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ b
i,δ

[j] ✐♠♣❧✐❝✐t❧② ❞❡✜♥❡s B
i,δ

[j] = EG+
pk(xi,δ

[j] · 2j−1, r
i,δ

[j])✱ ❢r♦♠ ✇❤✐❝❤

♦♥❡ ❝❛♥ ❞✐r❡❝t❧② ❡①tr❛❝t ❛♥ ❡♥❝r②♣t✐♦♥ B
i,δ

♦❢ x
i,δ
✿ B

i,δ
=
∏

j B
i,δ

[j] = EG+
pk(xi,δ

, r
i,δ

)✱ ✇❤❡r❡ r
i,δ

✐s
t❤❡ s✉♠ ♦❢ t❤❡ r❛♥❞♦♠ ❝♦✐♥s r

i,δ
[j]✳

❚❤❡ ❡♥t✐r❡ r❛♥❞♦♠ str✐♥❣ ❢♦r t❤✐s ❝♦♠♠✐t♠❡♥t ✐s ✭✇❤❡r❡ n ✐s t❤❡ ❜✐t✲❧❡♥❣t❤ ♦❢ t❤❡ ♣r✐♠❡ ♦r❞❡r q ♦❢
t❤❡ ❣r♦✉♣ G✮ R = (x1,π1

, (r1,0 [1], r1,1 [1], . . . , r1,0 [n], r1,1 [n]), . . . , xm,πm
, (rm,0 [1], . . . , rm,1 [n]),SK)✳ ❋r♦♠

✇❤✐❝❤✱ ❛❧❧ t❤❡ ✈❛❧✉❡s r
i,πi

[j] ❝❛♥ ❜❡ ❡r❛s❡❞✱ ❧❡tt✐♥❣ t❤❡ ♦♣❡♥✐♥❣ ❞❛t❛ ✭✇✐t♥❡ss ♦❢ t❤❡ ❝♦♠♠✐tt❡❞ ✈❛❧✉❡✮
❜❡❝♦♠❡ w = (x1,π1

, (r1,π1
[1], . . . , r1,π1

[n]), . . . , xm,πm
, (rm,πm

[1], . . . , rm,πm
[n]))✳

❚❤❡ ♦✉t♣✉t ♦❢ t❤❡ ❝♦♠♠✐tt✐♥❣ ❛❧❣♦r✐t❤♠✱ ♦❢ t❤❡ ❜✐t✲str✐♥❣ π✱ ✇✐t❤ t❤❡ ❧❛❜❡❧ ℓ✱ ❛♥❞ ✉s✐♥❣ t❤❡
r❛♥❞♦♠ R✱ ✐s comρ(ℓ, π;R) = (ℓ,a,b,VK, σ)✱ ✇❤❡r❡ a = (a

i
= comPed(πi, xi,πi

))i✱ b = (b
i,δ

[j] =

CS+
pk

ℓ
i (x

i,δ
[j] · 2j−1, r

i,δ
[j]))i,δ,j ✱ ❛♥❞ σ = (σi,δ = Sign(SK, (b

i,δ
[j])j))i,δ✳

Pr♦♣❡rt✐❡s✳ ❚❤✐s ❝♦♠♠✐t♠❡♥t ✐s ♦♣❡♥❡❞ ❛s ✐♥ ❙❡❝t✐♦♥ ✺ ❛♥❞ t❤❡ ♣r♦♦❢s ❣✐✈❡♥ ✐♥ ❙❡❝t✐♦♥ ❈ st✐❧❧ ❤♦❧❞✳

❋✉rt❤❡r♠♦r❡✱ ❧❡t ✉s s❤♦✇ ♥♦✇ t❤❛t t❤❡ ✈✐❡✇ ♦❢ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❞♦❡s ♥♦t ❤❡❧♣ t❤❡ ❛❞✈❡rs❛r②
t♦ ❜✉✐❧❞ ❛ ✈❛❧✐❞ ❜✉t ♥♦♥✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t ✭✐t ❝♦✉❧❞ ❜❡ ♦♣❡♥ ✐♥ ❛♥② ✇❛②✱ ❛♥❞ t❤✉s ❡①tr❛❝t✐♦♥
❧❡❛❞s t♦ ♠❛♥② ♣♦ss✐❜✐❧✐t✐❡s✮ ❞✉❡ t♦ t❤❡ ❈❈❆ ♣r♦♣❡rt② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥✳ ❆s ✐♥ ❆♣♣❡♥❞✐① ❈✱ ✇❡ ✉s❡ ❛
▲❡❢t✲♦r✲❘✐❣❤t ❛r❣✉♠❡♥t✱ s❡❡ ❬✹❪✳ ❚❤❡ ✏❧❡❢t✑ ♦r❛❝❧❡✱ ✇❤✐❝❤ ❛❧✇❛②s ♣r♦✈✐❞❡s t❤❡ ♣❧❛②❡r ✇✐t❤ ❛♥ ❡♥❝r②♣t✐♦♥
E(g0)✱ ✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❡ ❣❛♠❡ ✇❤❡r❡ ♥♦ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❛r❡ ❛✈❛✐❧❛❜❧❡✱ ❛♥❞ t❤❡ ✏r✐❣❤t✑
♦r❛❝❧❡✱ ✇❤✐❝❤ ❛❧✇❛②s ♣r♦✈✐❞❡s ❤✐♠ ✇✐t❤ E(gx)✱ ✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❡ ❣❛♠❡ ✇❤❡r❡ t❤❡ ❝♦♠♠✐t♠❡♥ts ❛r❡
❡q✉✐✈♦❝❛❜❧❡✳ ❚❤❡♥✱ ✐❢ t❤❡ ❛❞✈❡rs❛r② ✇❛s ♠♦r❡ ❧✐❦❡❧② t♦ ❜✉✐❧❞ ❛ ✈❛❧✐❞ ❜✉t ♥♦♥✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥t ✐♥
t❤❡ ❧❛tt❡r ❝❛s❡ t❤❛♥ ✐♥ t❤❡ ❢♦r♠❡r ♦♥❡✱ ♦♥❡ ❝♦✉❧❞ ❝♦♥str✉❝t ❛ ❞✐st✐♥❣✉✐s❤❡r t♦ t❤❡ ▲❡❢t✲♦r✲❘✐❣❤t ♦r❛❝❧❡s✳
❍♦✇❡✈❡r✱ ❝♦♥tr❛r✐❧② t♦ t❤❡ ♣r♦♦❢ ✐♥ ❆♣♣❡♥❞✐① ❈✱ ❛ ❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡ ✐s r❡q✉✐r❡❞ t♦ ❝❤❡❝❦ ✇❤❡t❤❡r t❤❡
❝♦♠♠✐t♠❡♥t ✐s ✈❛❧✐❞ ❜✉t ♥♦♥✲❡①tr❛❝t❛❜❧❡ ✭✇❤❡r❡❛s ✐♥ ❆♣♣❡♥❞✐① ❈ t❤❡ ❛❞✈❡rs❛r② ❜r❡❛❦s t❤❡ ❜✐♥❞✐♥❣
♣r♦♣❡rt② ✇✐t❤ t✇♦ ❞✐✛❡r❡♥t ♦♣❡♥✐♥❣ ✈❛❧✉❡s✮✳

❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ ♣r♦❞✉❝✐♥❣ ✈❛❧✐❞ ❜✉t ♥♦♥✲❡①tr❛❝t❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ✐s ♥♦t ❡❛s✐❡r ✇❤❡♥ ❡q✉✐✈♦❝❛❜❧❡
❝♦♠♠✐t♠❡♥ts ❛r❡ ♣r♦✈✐❞❡❞ t♦ t❤❡ ❛❞✈❡rs❛r②✱ t❤❛♥ ✇❤❡♥ ♥♦ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥ts ❛r❡ ♣r♦✈✐❞❡❞✱
✉♥❞❡r t❤❡ ■◆❉✲❈❈❆ s❡❝✉r✐t② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✳ ❋✉rt❤❡r♠♦r❡✱ ❛ ✈❛❧✐❞ ❜✉t ♥♦♥✲❡①tr❛❝t❛❜❧❡
❝♦♠♠✐t♠❡♥t✱ ✇✐t❤ ❛ ❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡ ❧❡❛❞s t♦ t✇♦ ❞✐✛❡r❡♥t ♦♣❡♥✐♥❣ ✈❛❧✉❡s ❢♦r t❤❡ ❝♦♠♠✐t♠❡♥t✱ ❛♥❞
t❤✉s t♦ ❛♥ ❛tt❛❝❦ ❛❣❛✐♥st t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✱ ✇❤✐❝❤ r❡❧✐❡s ♦♥ t❤❡ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠ ♣r♦❜❧❡♠✳

❚❤❡ ❛❞❞✐t✐♦♥❛❧ ♣r♦♣❡rt② ✐s ♥♦♥✲♠❛❧❧❡❛❜✐❧✐t②✱ ❛♥❞ ✐t ✐s ❣✉❛r❛♥t❡❡❞ ❜② t❤❡ ❧❛❜❡❧❡❞ ❈r❛♠❡r✲❙❤♦✉♣
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✭■◆❉✲❈❈❆✮ ❛♥❞ t❤❡ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡✱ ❛s ❛❧r❡❛❞② ❡①♣❧❛✐♥❡❞ ❬✷✵❪✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱
❢♦r t❤❡ r❡s✉❧ts ♦❢ ❉♦❞✐s ❛♥❞ ❑❛t③ ❬✷✵❪ ❢♦r ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ♦❢ ♠✉❧t✐♣❧❡ ❡♥❝r②♣t✐♦♥✱ ♦♥❡ ❝❛♥
❡❛s✐❧② s❤♦✇ t❤❛t t❤❡ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ♦❢ t❤❡ ❝♦♠❜✐♥❡❞ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✉s❡❞ t♦ ❝♦♠♣✉t❡
❝✐♣❤❡rt❡①t ✈❡❝t♦r b ❢♦❧❧♦✇s tr✐✈✐❛❧❧② ❢r♦♠ t❤❡ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t② ♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ❧❛❜❡❧❡❞
❈r❛♠❡r✲❙❤♦✉♣ s❝❤❡♠❡ ❛♥❞ str♦♥❣ ✉♥❢♦r❣❡❛❜✐❧✐t② ♦❢ t❤❡ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ✉s❡❞ t♦ ❧✐♥❦ ❛❧❧ t❤❡
❝✐♣❤❡rt❡①ts t♦❣❡t❤❡r✳

❉✳✸ ❚❤❡ ❆ss♦❝✐❛t❡❞ ❙♠♦♦t❤ Pr♦❥❡❝t✐✈❡ ❍❛s❤ ❋✉♥❝t✐♦♥

❆s ♥♦t✐❝❡❞ ❛❜♦✈❡✱ ♦✉r ♥❡✇ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡ ✐s ❝♦♥❞✐t✐♦♥❛❧❧② ❡①tr❛❝t❛❜❧❡ ✭♦♥❡ ❝❛♥ r❡❝♦✈❡r t❤❡ x
i,δ
✬s✱

❛♥❞ t❤❡♥ π✮✱ ✉♥❞❡r t❤❡ ❝♦♥❞✐t✐♦♥s t❤❛t ❛❧❧ t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ ❝✐♣❤❡rt❡①ts ❡♥❝r②♣t ❡✐t❤❡r ✵ ♦r ✶✱ ❛♥❞
t❤❡ a

i
✐s ❛ ❝♦♠♠✐t♠❡♥t ♦❢ ❡✐t❤❡r ✵ ♦r ✶✱ ✇✐t❤ r❛♥❞♦♠ x

i,0 ♦r x
i,1 ✳

❙✐♥❝❡ ✇❡ ✇❛♥t t♦ ❛♣♣❧② ✐t ❧❛t❡r t♦ t❤❡ ♣❛ss✇♦r❞✲❜❛s❡❞ s❡tt✐♥❣✱ ✇❡ ✇❛♥t t♦ ♠❛❦❡ t❤❡ t✇♦ ❤❛s❤
✈❛❧✉❡s ✭❞✐r❡❝t ❝♦♠♣✉t❛t✐♦♥ ❛♥❞ t❤❡ ♦♥❡ ❢r♦♠ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✮ t♦ ❜❡ t❤❡ s❛♠❡ ✐❢ t❤❡ t✇♦ ♣❛rt✐❡s ✉s❡
t❤❡ s❛♠❡ ♣❛ss✇♦r❞ π✱ ❜✉t ♣❡r❢❡❝t❧② ✐♥❞❡♣❡♥❞❡♥t ✐❢ t❤❡② ✉s❡ ❞✐✛❡r❡♥t ♣❛ss✇♦r❞s✿ ✉s✐♥❣ t❤❡✐r ♣❛ss✇♦r❞
π =

∑m
i=1 πi ·2

i−1✱ ♦♥❡ ❢✉rt❤❡r♠♦r❡ ✇❛♥ts t♦ ❡♥s✉r❡ t❤❛t ❡❛❝❤ a
i
✐s ❛❝t✉❛❧❧② ❛ P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥t ♦❢

πi ✉s✐♥❣ t❤❡ ❡♥❝r②♣t❡❞ r❛♥❞♦♠ x
i,πi

✱ ❛♥❞ t❤✉s g
x

i,πi = a
i
/yπi

i ✿ t❤❡ ❡①tr❛❝t❡❞ x
i,πi

✐s r❡❛❧❧② t❤❡ ♣r✐✈❛t❡

❦❡② M r❡❧❛t❡❞ t♦ ❛ ❣✐✈❡♥ ♣✉❜❧✐❝ ❦❡② gM t❤❛t ✐s a
i
/yπi

i ✐♥ ♦✉r ❝❛s❡✳ ❯s✐♥❣ t❤❡ s❛♠❡ ♥♦t❛t✐♦♥s ❛s ✐♥

✶✾



❙❡❝t✐♦♥ ❉✳✶✱ ✇❡ ✇❛♥t t♦ ❞❡✜♥❡ ❛ s♠♦♦t❤ ❤❛s❤ s②st❡♠ s❤♦✇✐♥❣ t❤❛t✱ ❢♦r ❛❧❧ i, δ, j✱ b
i,δ

[j] ∈ L(CS+,ρ),(ℓ
i
,0∨1)

❛♥❞✱ ❢♦r ❛❧❧ i✱ B
i,πi
∈ L(EG×,ρ),(a

i
/yi

πi )✱ ✇❤❡r❡ B
i,πi

=
∏

j B
i,πi

[j]✳ ❆s ❜❡❢♦r❡✱ ♥♦t❡ t❤❛t✱ ❢♦r ❛❧❧ i, δ, j✱
t❤❡ ✜rst ♠❡♠❜❡rs❤✐♣ ❛❧s♦ ✐♠♣❧✐❡s t❤❛t B

i,δ
[j] ∈ L(EG+,ρ),0∨1 s✐♥❝❡ t❤✐s ✈❛❧✉❡ ✐s ❡①tr❛❝t❡❞ ❢r♦♠ t❤❡

❝♦rr❡s♣♦♥❞✐♥❣ ✈❛❧✉❡ b
i,δ

[j]✿ ■t ✐s t❤✉s ❡♥♦✉❣❤ t♦ ❝❤❡❝❦ t❤❡ ✈❛❧✐❞✐t② ♦❢ t❤❡ ❧❛tt❡r✳

❈♦♠❜✐♥❛t✐♦♥s ♦❢ t❤❡s❡ s♠♦♦t❤ ❤❛s❤❡s✳ ▲❡t C ❜❡ t❤❡ ❛❜♦✈❡ ❝♦♠♠✐t♠❡♥t ♦❢ π ✉s✐♥❣ ❧❛❜❡❧ ℓ ❛♥❞
r❛♥❞♦♠♥❡ss R ❛s ❞❡✜♥❡❞ ✐♥ ❙❡❝t✐♦♥ ❉✳✷✳ ❲❡ ♥♦✇ ♣r❡❝✐s❡ t❤❡ ❧❛♥❣✉❛❣❡ Lρ,(ℓ,π)✱ ❝♦♥s✐st✐♥❣ ✐♥❢♦r♠❛❧❧② ♦❢
❛❧❧ t❤❡ ✈❛❧✐❞ ❝♦♠♠✐t♠❡♥ts ✏♦❢ ❣♦♦❞ s❤❛♣❡✑✿

Lρ,(ℓ,π) =




C

∣∣∣∣∣∣

∃R s✉❝❤ t❤❛t C = comρ(ℓ, π,R)
❛♥❞ ∀i ∀δ ∀j b

i,δ
[j] ∈ L(CS+,ρ),(ℓ

i
,0∨1)

❛♥❞ ∀i B
i,πi
∈ L(EG×,ρ),a

i
/yi

πi






❚❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠ ❢♦r t❤✐s ❧❛♥❣✉❛❣❡ r❡❧✐❡s ♦♥ t❤❡ s♠♦♦t❤ ❤❛s❤ s②st❡♠s ❞❡s❝r✐❜❡❞ ✐♥ t❤❡ ♣r❡✈✐♦✉s
s✉❜s❡❝t✐♦♥✱ ✉s✐♥❣ t❤❡ ❣❡♥❡r✐❝ ❝♦♥str✉❝t✐♦♥ ❢♦r ❝♦♥❥✉♥❝t✐♦♥s ❛♥❞ ❞✐s❥✉♥❝t✐♦♥s ❛s ❞❡s❝r✐❜❡❞ ✐♥ ❙❡❝t✐♦♥ ✸✳
▼♦r❡ ♣r❡❝✐s❡❧②✱ ❛❞❞✐♥❣ t❤❡ ✈❛❧✉❡s B

i,δ
❡❛s✐❧② ❝♦♠♣✉t❡❞ ❢r♦♠ t❤❡ ✈❛❧✉❡s b

i,δ
[j]✱ t❤❡ ❝♦♠♠✐t♠❡♥t ❝❛♥ ❜❡

❝♦♥✈❡rt❡❞ ✐♥t♦ ❛ t✉♣❧❡ ♦❢ t❤❡ ❢♦❧❧♦✇✐♥❣ ❢♦r♠ ✭✇❡ ♦♠✐t t❤❡ s✐❣♥❛t✉r❡ ♣❛rt✱ s✐♥❝❡ ✐t ❤❛s t♦ ❜❡ ✈❡r✐✜❡❞
❜❡❢♦r❡ ❛♣♣❧②✐♥❣ ❛♥② ❤❛s❤✐♥❣ ❝♦♠♣✉t❛t✐♦♥✮✿

(ℓ, a1 , . . . , am , b1,0 [1], b1,1 [1], . . . , b1,0 [n], b1,1 [n], . . . , bm,0 [1], bm,1 [1], . . . , bm,0 [n], bm,1 [n],
B1,0 , B1,1 , . . . , Bm,0 , Bm,1) ∈ {0, 1}∗ ×Gm × (G4)2mn × (G2)2m.

❲❡ ❞❡♥♦t❡ ❜② Li,δ,j
(CS+,ρ),(ℓ

i
,0∨1)

t❤❡ ❧❛♥❣✉❛❣❡ t❤❛t r❡str✐❝ts t❤❡ ✈❛❧✉❡ b
i,δ

[j] t♦ ❜❡ ❛ ✈❛❧✐❞ ❈r❛♠❡r✲❙❤♦✉♣

❡♥❝r②♣t✐♦♥ ♦❢ ❡✐t❤❡r ✵ ♦r ✶✿

{0, 1}∗

︸ ︷︷ ︸
ℓ

× Gm

︸︷︷︸
a

× (G4)2n

︸ ︷︷ ︸
b1,∗

[∗]

× . . . ×( G4

︸︷︷︸
b
i,0 [1]

× G4

︸︷︷︸
b
i,1 [1]

× . . .× L(CS+,ρ),(ℓ
i
,0∨1)︸ ︷︷ ︸

b
i,δ

[j]

× . . .× G4

︸︷︷︸
b
i,0 [n]

× G4

︸︷︷︸
b
i,1 [n]

)

× . . .× (G4)2n

︸ ︷︷ ︸
b1,m

[∗]

× (G2)2m

︸ ︷︷ ︸
B

∗,∗

❛♥❞ ❜② Li
(EG×,ρ) t❤❡ ❧❛♥❣✉❛❣❡ t❤❛t r❡str✐❝ts t❤❡ B

i,πi
❊❧●❛♠❛❧ ❝✐♣❤❡rt❡①ts✿

✐❢ πi = 0, Li
(EG×,ρ) = {0, 1}∗

︸ ︷︷ ︸
ℓ

× Gm

︸︷︷︸
a

× (G4)2mn

︸ ︷︷ ︸
b
∗,∗ [∗]

× (G2)2

︸ ︷︷ ︸
B1,∗

× . . .× (L(EG×,ρ),a
i︸ ︷︷ ︸

B
i,0

× G2

︸︷︷︸
B

i,1

)× . . .× (G2)2

︸ ︷︷ ︸
Bm,∗

✐❢ πi = 1, Li
(EG×,ρ) = {0, 1}∗

︸ ︷︷ ︸
ℓ

× Gm

︸︷︷︸
a

× (G4)2mn

︸ ︷︷ ︸
b
∗,∗ [∗]

× (G2)2

︸ ︷︷ ︸
B1,∗

× . . .× ( G2

︸︷︷︸
B

i,0

×L(EG×,ρ),a
i
/yi︸ ︷︷ ︸

B
i,1

)× . . .× (G2)2

︸ ︷︷ ︸
Bm,∗

.

❚❤❡♥✱ ♦✉r ❧❛♥❣✉❛❣❡ Lρ,(ℓ,π) ✐s t❤❡ ❝♦♥❥✉♥❝t✐♦♥ ♦❢ ❛❧❧ t❤❡s❡ ❧❛♥❣✉❛❣❡s✱ ✇❤❡r❡ t❤❡ Li,δ,j
(CS+,ρ),(ℓ

i
,0∨1)

✬s ❛r❡

❞✐s❥✉♥❝t✐♦♥s✿

Lρ,(ℓ,π) =




⋂

i,δ,j

Li,δ,j
(CS+,ρ),(ℓ

i
,0∨1)



 ∩
(
⋂

i

Li
(EG×,ρ)

)
.

Pr♦♣❡rt✐❡s✿ ❯♥✐❢♦r♠✐t② ❛♥❞ ■♥❞❡♣❡♥❞❡♥❝❡✳ ❲✐t❤ s✉❝❤ ❛ ❝♦♠♠✐t♠❡♥t ❛♥❞ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✱
✐t ✐s ♣♦ss✐❜❧❡ t♦ ✐♠♣r♦✈❡ t❤❡ ❡st❛❜❧✐s❤♠❡♥t ♦❢ ❛ s❡❝✉r❡ ❝❤❛♥♥❡❧ ❜❡t✇❡❡♥ t✇♦ ♣❧❛②❡rs✱ ❢r♦♠ t❤❡ ♦♥❡
♣r❡s❡♥t❡❞ ❙❡❝t✐♦♥ ✹✳✸✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ t✇♦ ♣❛rt✐❡s ❝❛♥ ❛❣r❡❡ ♦♥ ❛ ❝♦♠♠♦♥ ❦❡② ✐❢ t❤❡② ❜♦t❤ s❤❛r❡
❛ ❝♦♠♠♦♥ ✭❧♦✇ ❡♥tr♦♣②✮ ♣❛ss✇♦r❞ π✳ ❍♦✇❡✈❡r✱ ❛ ♠♦r❡ ✐♥✈♦❧✈❡❞ ♣r♦t♦❝♦❧ t❤❛♥ t❤❡ ♦♥❡ ♣r♦♣♦s❡❞ ✐♥
❙❡❝t✐♦♥ ✹✳✸ ✐s ♥❡❡❞❡❞ t♦ ❛❝❤✐❡✈❡ ❛❧❧ t❤❡ r❡q✉✐r❡❞ ♣r♦♣❡rt✐❡s ♦❢ ❛ ♣❛ss✇♦r❞✲❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡
♣r♦t♦❝♦❧✱ ❛s ✐t ✇✐❧❧ ❜❡ ❡①♣❧❛✐♥❡❞ ❛♥❞ ♣r♦✈❡♥ ✐♥ t❤❡ ♥❡①t ❛♣♣❡♥❞✐①✳

✷✵



◆❡✈❡rt❤❡❧❡ss✱ t❤❡r❡ ♠❛② s❡❡♠ t♦ ❜❡ ❛ ❧❡❛❦❛❣❡ ♦❢ ✐♥❢♦r♠❛t✐♦♥ ❜❡❝❛✉s❡ ♦❢ t❤❡ ❧❛♥❣✉❛❣❡ t❤❛t ❞❡♣❡♥❞s
♦♥ t❤❡ ♣❛ss✇♦r❞ π✿ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② hp s❡❡♠s t♦ ❝♦♥t❛✐♥ s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t π✱ t❤❛t ❝❛♥ ❜❡ ✉s❡❞
✐♥ ❛♥♦t❤❡r ❡①❡❝✉t✐♦♥ ❜② ❛♥ ❛❞✈❡rs❛r②✳ ❍❡♥❝❡ t❤❡ ✐♥❞❡♣❡♥❞❡♥❝❡ ❛♥❞ ✉♥✐❢♦r♠✐t② ♥♦t✐♦♥s ♣r❡s❡♥t❡❞ ❙❡❝✲
t✐♦♥ ✸✳✹✱ ✇❤✐❝❤ ❡♥s✉r❡ t❤❛t hp ❞♦❡s ♥♦t ❝♦♥t❛✐♥ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t π✿

✕ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡s Li
(EG×,ρ)✱ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥s s❛t✐s❢② t❤❡ ✷✲✐♥❞❡♣❡♥❞❡♥❝❡ ♣r♦♣❡rt②✱ s✐♥❝❡

t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② ❢♦r ❛ ❧❛♥❣✉❛❣❡ L(EG×,ρ),M ❞❡♣❡♥❞s ♦♥ t❤❡ ♣✉❜❧✐❝ ❦❡② ✭❛♥❞ t❤✉s ρ✮ ♦♥❧②✳ ❖♥❡
t❤✉s ❣❡♥❡r❛t❡s ♦♥❡ ❦❡② ❢♦r ❡❛❝❤ ♣❛✐r (B

i,0 , Bi,1) ♦♥❧②✱ ❛♥❞ ✉s❡s t❤❡ ❝♦rr❡❝t ❝✐♣❤❡rt❡①t ❛❝❝♦r❞✐♥❣ t♦
❛❝t✉❛❧✴✇❛♥t❡❞ πi ✇❤❡♥ ❡✈❛❧✉❛t✐♥❣ t❤❡ ❤❛s❤ ✈❛❧✉❡✳ ❇✉t t❤✐s ❞✐st✐♥❝t✐♦♥ ♦♥ πi ❛♣♣❡❛rs ✐♥ t❤❡ ❝♦♠✲
♣✉t❛t✐♦♥ ♦❢ t❤❡ ❤❛s❤ ✈❛❧✉❡ ♦♥❧②✱ t❤❛t ✐s ♣s❡✉❞♦✲r❛♥❞♦♠✳ ❚❤❡ ♣r♦❥❡❝t❡❞ ❦❡② ✐s t♦t❛❧❧② ✐♥❞❡♣❡♥❞❡♥t
♦❢ πi✳

✕ ❢♦r t❤❡ ❧❛♥❣✉❛❣❡s Li,δ,j
(CS+,ρ),(ℓ

i
,0∨1)

✱ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥s s❛t✐s❢② t❤❡ ✷✲✉♥✐❢♦r♠✐t② ♣r♦♣❡rt② ♦♥❧②✱

❜✉t ♥♦t ✷✲✐♥❞❡♣❡♥❞❡♥❝❡✳ ❚❤❡r❡❢♦r❡✱ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡② ❛♥❞ (aux, ρ) ❛r❡ st❛t✐st✐❝❛❧❧② ✐♥❞❡♣❡♥❞❡♥t✱
❜✉t t❤❡ ❢♦r♠❡r ❞❡♣❡♥❞s✱ ✐♥ ✐ts ❝♦♠♣✉t❛t✐♦♥✱ ♦❢ t❤❡ ❧❛tt❡r✳ ■❢ ✇❡ ✇❛♥t t❤❡ ❡q✉✐✈♦❝❛❜✐❧✐t② ♣r♦♣❡rt②
❢♦r t❤❡ ❝♦♠♠✐t♠❡♥t ✭❛s ♥❡❡❞❡❞ ✐♥ t❤❡ ♥❡①t s❡❝t✐♦♥✮✱ ✇❡ ❤❛✈❡ t♦ ✐♥❝❧✉❞❡ ❛❧❧ t❤❡ ♣❛✐rs (b

i,0 [j], bi,1 [j])✱
❛♥❞ ♥♦t ♦♥❧② t❤❡ b

i,πi
[j]✱ s♦ t❤❛t ✇❡ ❝❛♥ ♦♣❡♥ ❧❛t❡r ✐♥ ❛♥② ✇❛②✳ ❇❡❝❛✉s❡ ♦❢ ✷✲✉♥✐❢♦r♠✐t② ✐♥st❡❛❞ ♦❢

✷✲✐♥❞❡♣❡♥❞❡♥❝❡✱ ✇❡ ♥❡❡❞ ❛ ❦❡② ❢♦r ❡❛❝❤ ❡❧❡♠❡♥t ♦❢ t❤❡ ♣❛✐r✱ ❛♥❞ ♥♦t ♦♥❧② ♦♥❡ ❤❛s ❛❜♦✈❡✳

❊st✐♠❛t✐♦♥ ♦❢ t❤❡ ❈♦♠♣❧❡①✐t②✳ ●❧♦❜❛❧❧②✱ ❡❛❝❤ ♦♣❡r❛t✐♦♥ ✭❝♦♠♠✐t♠❡♥t✱ ♣r♦❥❡❝t❡❞ ❦❡②✱ ❤❛s❤✐♥❣ ❛♥❞
♣r♦❥❡❝t❡❞ ❤❛s❤✐♥❣✮ r❡q✉✐r❡s O(mn) ❡①♣♦♥❡♥t✐❛t✐♦♥s ✐♥ G✱ ✇✐t❤ s♠❛❧❧ ❝♦♥st❛♥ts ✭❛t ♠♦st ✶✻✮✳

▲❡t ✉s ✜rst ❝♦♥s✐❞❡r t❤❡ ❝♦♠♠✐t♠❡♥t ♦♣❡r❛t✐♦♥✱ ♦♥ ❛ m✲❜✐t s❡❝r❡t π✱ ♦✈❡r ❛ n✲❜✐t ❣r♦✉♣ G✳ ❖♥❡ ❤❛s
✜rst t♦ ♠❛❦❡ m P❡❞❡rs❡♥ ❝♦♠♠✐t♠❡♥ts ♦❢ ♦♥❡ ❜✐t ✭m ❡①♣♦♥❡♥t✐❛t✐♦♥s✮ ❛♥❞ t❤❡♥ 2mn ❛❞❞✐t✐✈❡ ❈r❛♠❡r✲
❙❤♦✉♣ ❡♥❝r②♣t✐♦♥s ✭✷ ❡①♣♦♥❡♥t✐❛t✐♦♥s ❛♥❞ ✷ ♠✉❧t✐✲❡①♣♦♥❡♥t✐❛t✐♦♥s ❡❛❝❤✱ ❛♥❞ t❤✉s ❛♣♣r♦①✐♠❛t❡❧② t❤❡
❝♦st ♦❢ 8mn ❡①♣♦♥❡♥t✐❛t✐♦♥s✮✳

❆❜♦✉t t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✱ t❤❡ ❤❛s❤ ❦❡② ❣❡♥❡r❛t✐♦♥ ❥✉st ❝♦♥s✐sts ✐♥ ❣❡♥❡r❛t✐♥❣ r❛♥❞♦♠
❡❧❡♠❡♥ts ✐♥ Zq✿ ✽ ❢♦r ❡❛❝❤ ❈r❛♠❡r✲❙❤♦✉♣ ❝✐♣❤❡rt❡①t✱ ✐♥ ♦r❞❡r t♦ s❤♦✇ t❤❛t t❤❡② ❡♥❝r②♣t ❡✐t❤❡r ✵ ♦r
✶✱ ❛♥❞ ✷ ❢♦r ❡❛❝❤ ♣❛✐r ♦❢ ❊❧●❛♠❛❧ ❝✐♣❤❡rt❡①ts✱ t❤❡♥ ❣❧♦❜❛❧❧② 2m(8n + 1) r❛♥❞♦♠ ❡❧❡♠❡♥ts ✐♥ Zq✳ ❚❤❡
♣r♦❥❡❝t❡❞ ❦❡②s ♥❡❡❞ ❡①♣♦♥❡♥t✐❛t✐♦♥s✿ m(4n+1) ♠✉❧t✐✲❡①♣♦♥❡♥t✐❛t✐♦♥s✱ ❛♥❞ 4mn ❤❛s❤ ❡✈❛❧✉❛t✐♦♥s ✭♦♥❡
♠✉❧t✐✲❡①♣♦♥❡♥t✐❛t✐♦♥ ❡❛❝❤✮✳ ❚❤❡♥✱ ❣❧♦❜❛❧❧②✱ t❤❡ ❝♦st ♦❢ m(8n + 1) ❡①♣♦♥❡♥t✐❛t✐♦♥s ✐♥ G ✐s r❡q✉✐r❡❞
❢♦r t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✳ ❋✐♥❛❧❧②✱ t❤❡ ❤❛s❤ ❝♦♠♣✉t❛t✐♦♥s ❛r❡ ❡ss❡♥t✐❛❧❧② t❤❡ s❛♠❡ ✉s✐♥❣ t❤❡ ❤❛s❤ ❦❡② ♦r
t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②✱ s✐♥❝❡ ❢♦r t❤❡ s✉❜✲❢✉♥❝t✐♦♥s✱ t❤❡ ❢♦r♠❡r ❝♦♥s✐sts ♦❢ ♦♥❡ ♠✉❧t✐✲❡①♣♦♥❡♥t✐❛t✐♦♥ ❛♥❞ t❤❡
❧❛tt❡r ❝♦♥s✐sts ♦❢ ✶ ❡①♣♦♥❡♥t✐❛t✐♦♥✳ ❚❤❡② ❜♦t❤ ❝♦st m(4n+1) ❡①♣♦♥❡♥t✐❛t✐♦♥s✱ ❛❢t❡r t❤❡ ♠✉❧t✐♣❧✐❝❛t✐♦♥s
♥❡❡❞❡❞ t♦ ❝♦♠♣✉t❡ t❤❡ B

i,πi
✱ ✇❤✐❝❤ ❛r❡ ♥❡❣❧✐❣✐❜❧❡✳

❊ ❆ ◆❡✇ ❆❞❛♣t✐✈❡❧②✲❙❡❝✉r❡ P❆❑❊ Pr♦t♦❝♦❧ ✐♥ t❤❡ ❯❈ ❋r❛♠❡✇♦r❦

❊✳✶ P❛ss✇♦r❞✲❇❛s❡❞ ❑❡② ❊①❝❤❛♥❣❡ ❛♥❞ ❯♥✐✈❡rs❛❧ ❈♦♠♣♦s❛❜✐❧✐t②

❚❤❡ P❛ss✇♦r❞✲❇❛s❡❞ ❑❡② ❊①❝❤❛♥❣❡ ❋✉♥❝t✐♦♥❛❧✐t②✳ ■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ♣r❡s❡♥t t❤❡ ♣❛ss✇♦r❞✲
❜❛s❡❞ ❦❡②✲❡①❝❤❛♥❣❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE ✭s❡❡ ❋✐❣✉r❡ ✶✮ ✜rst ❞❡s❝r✐❜❡❞ ✐♥ ❬✶✸❪✳ ❚❤❡ ♠❛✐♥ ✐❞❡❛ ❜❡❤✐♥❞
t❤✐s ❢✉♥❝t✐♦♥❛❧✐t② ✐s ❛s ❢♦❧❧♦✇s✿ ■❢ ♥❡✐t❤❡r ♣❛rt② ✐s ❝♦rr✉♣t❡❞✱ t❤❡♥ t❤❡② ❜♦t❤ ❡♥❞ ✉♣ ✇✐t❤ t❤❡ s❛♠❡
✉♥✐❢♦r♠❧②✲❞✐str✐❜✉t❡❞ s❡ss✐♦♥ ❦❡②✱ ❛♥❞ t❤❡ ❛❞✈❡rs❛r② ❧❡❛r♥s ♥♦t❤✐♥❣ ❛❜♦✉t ✐t ✭❡①❝❡♣t t❤❛t ✐t ✇❛s ✐♥❞❡❡❞
❣❡♥❡r❛t❡❞✮✳ ❍♦✇❡✈❡r✱ ✐❢ ♦♥❡ ♣❛rt② ✐s ❝♦rr✉♣t❡❞✱ ♦r ✐❢ t❤❡ ❛❞✈❡rs❛r② s✉❝❝❡ss❢✉❧❧② ❣✉❡ss❡❞ t❤❡ ♣❧❛②❡r✬s
♣❛ss✇♦r❞ ✭t❤❡ s❡ss✐♦♥ ✐s t❤❡♥ ♠❛r❦❡❞ ❛s ❝♦♠♣r♦♠✐s❡❞✮✱ t❤❡♥ ✐t ✐s ❣r❛♥t❡❞ t❤❡ r✐❣❤t t♦ ❢✉❧❧② ❞❡t❡r♠✐♥❡
✐ts s❡ss✐♦♥ ❦❡②✳ ◆♦t❡ t❤❛t ❛s s♦♦♥ ❛s ❛ ♣❛rt② ✐s ❝♦rr✉♣t❡❞✱ t❤❡ ❛❞✈❡rs❛r② ❧❡❛r♥s ✐ts ❦❡②✿ ❚❤❡r❡ ✐s ✐♥ ❢❛❝t
♥♦t❤✐♥❣ ❧♦st ❜② ❛❧❧♦✇✐♥❣ ✐t t♦ ❞❡t❡r♠✐♥❡ t❤❡ ❦❡②✳

■♥ ❛❞❞✐t✐♦♥✱ t❤❡ ♣❧❛②❡rs ❜❡❝♦♠❡ ❛✇❛r❡ ♦❢ ❛ ❢❛✐❧❡❞ ❛tt❡♠♣t ♦❢ t❤❡ ❛❞✈❡rs❛r② ❛t ❣✉❡ss✐♥❣ ❛ ♣❛ss✲
✇♦r❞✳ ❚❤✐s ✐s ♠♦❞❡❧❡❞ ❜② ♠❛r❦✐♥❣ t❤❡ s❡ss✐♦♥ ❛s ✐♥t❡rr✉♣t❡❞✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡ t✇♦ ♣❧❛②❡rs ❛r❡ ❣✐✈❡♥
✐♥❞❡♣❡♥❞❡♥t❧②✲❝❤♦s❡♥ r❛♥❞♦♠ ❦❡②s✳

❆ s❡ss✐♦♥ t❤❛t ✐s ♥♦r ❝♦♠♣r♦♠✐s❡❞ ♥♦r ✐♥t❡rr✉♣t❡❞ ✐s ❝❛❧❧❡❞ ❢r❡s❤✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ t❤❡ t✇♦ ♣❛rt✐❡s
r❡❝❡✐✈❡ t❤❡ s❛♠❡✱ ✉♥✐❢♦r♠❧② ❞✐str✐❜✉t❡❞ s❡ss✐♦♥ ❦❡②✳

❋✐♥❛❧❧② ♥♦t✐❝❡ t❤❛t t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ✐s ♥♦t ✐♥ ❝❤❛r❣❡ ♦❢ ♣r♦✈✐❞✐♥❣ t❤❡ ♣❛ss✇♦r❞✭s✮ t♦ t❤❡ ♣❛rt✐❝✐♣❛♥ts✳
❚❤❡ ♣❛ss✇♦r❞s ❛r❡ ❝❤♦s❡♥ ❜② t❤❡ ❡♥✈✐r♦♥♠❡♥t ✇❤✐❝❤ t❤❡♥ ❤❛♥❞s t❤❡♠ t♦ t❤❡ ♣❛rt✐❡s ❛s ✐♥♣✉ts✳ ❚❤✐s

✷✶



❣✉❛r❛♥t❡❡s s❡❝✉r✐t② ❡✈❡♥ ✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t✇♦ ❤♦♥❡st ♣❧❛②❡rs ❡①❡❝✉t❡ t❤❡ ♣r♦t♦❝♦❧ ✇✐t❤ t✇♦ ❞✐✛❡r❡♥t
♣❛ss✇♦r❞s✿ ❚❤✐s ♠♦❞❡❧s✱ ❢♦r ✐♥st❛♥❝❡✱ t❤❡ ❝❛s❡ ✇❤❡r❡ ❛ ✉s❡r ♠✐st②♣❡s ✐ts ♣❛ss✇♦r❞✳ ■t ❛❧s♦ ✐♠♣❧✐❡s t❤❛t
t❤❡ s❡❝✉r✐t② ✐s ♣r❡s❡r✈❡❞ ❢♦r ❛❧❧ ♣❛ss✇♦r❞ ❞✐str✐❜✉t✐♦♥s ✭♥♦t ♥❡❝❡ss❛r✐❧② t❤❡ ✉♥✐❢♦r♠ ♦♥❡✮ ❛♥❞ ✐♥ ❛❧❧
s✐t✉❛t✐♦♥s ✇❤❡r❡ t❤❡ ♣❛ss✇♦r❞ ✐s ✉s❡❞ ✐♥ ❞✐✛❡r❡♥t ♣r♦t♦❝♦❧s✳ ❆❧s♦ ♥♦t❡ t❤❛t ❛❧❧♦✇✐♥❣ t❤❡ ❡♥✈✐r♦♥♠❡♥t
t♦ ❝❤♦♦s❡ t❤❡ ♣❛ss✇♦r❞s ❣✉❛r❛♥t❡❡s ❢♦r✇❛r❞ s❡❝r❡❝②✳

❚❤❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE ✐s ♣❛r❛♠❡t❡r✐③❡❞ ❜② ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r k✳ ■t ✐♥t❡r❛❝ts ✇✐t❤ ❛♥ ❛❞✈❡rs❛r② S ❛♥❞ ❛ s❡t ♦❢
♣❛rt✐❡s P1✱✳ ✳ ✳ ✱Pn ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ q✉❡r✐❡s✿

✕ ❯♣♦♥ r❡❝❡✐✈✐♥❣ ❛ q✉❡r② (◆❡✇❙❡ss✐♦♥, sid, Pi, Pj , pw, role) ❢r♦♠ ♣❛rt② Pi✿

❙❡♥❞ (◆❡✇❙❡ss✐♦♥, sid, Pi, Pj , role) t♦ S✳ ■❢ t❤✐s ✐s t❤❡ ✜rst ◆❡✇❙❡ss✐♦♥ q✉❡r②✱ ♦r ✐❢ t❤✐s ✐s t❤❡ s❡❝♦♥❞ ◆❡✇❙❡ss✐♦♥

q✉❡r② ❛♥❞ t❤❡r❡ ✐s ❛ r❡❝♦r❞ (Pj , Pi, pw′)✱ t❤❡♥ r❡❝♦r❞ (Pi, Pj , pw) ❛♥❞ ♠❛r❦ t❤✐s r❡❝♦r❞ ❢r❡s❤✳

✕ ❯♣♦♥ r❡❝❡✐✈✐♥❣ ❛ q✉❡r② (❚❡stP✇❞, sid, Pi, pw′) ❢r♦♠ t❤❡ ❛❞✈❡rs❛r② S✿

■❢ t❤❡r❡ ✐s ❛ r❡❝♦r❞ ♦❢ t❤❡ ❢♦r♠ (Pi, Pj , pw) ✇❤✐❝❤ ✐s ❢r❡s❤✱ t❤❡♥ ❞♦✿ ■❢ pw = pw′✱ ♠❛r❦ t❤❡ r❡❝♦r❞ ❝♦♠♣r♦♠✐s❡❞

❛♥❞ r❡♣❧② t♦ S ✇✐t❤ ✏❝♦rr❡❝t ❣✉❡ss✑✳ ■❢ pw 6= pw′✱ ♠❛r❦ t❤❡ r❡❝♦r❞ ✐♥t❡rr✉♣t❡❞ ❛♥❞ r❡♣❧② ✇✐t❤ ✏✇r♦♥❣ ❣✉❡ss✑✳

✕ ❯♣♦♥ r❡❝❡✐✈✐♥❣ ❛ q✉❡r② (◆❡✇❑❡②, sid, Pi, sk) ❢r♦♠ t❤❡ ❛❞✈❡rs❛r② S✿

■❢ t❤❡r❡ ✐s ❛ r❡❝♦r❞ ♦❢ t❤❡ ❢♦r♠ (Pi, Pj , pw)✱ ❛♥❞ t❤✐s ✐s t❤❡ ✜rst ◆❡✇❑❡② q✉❡r② ❢♦r Pi✱ t❤❡♥✿

• ■❢ t❤✐s r❡❝♦r❞ ✐s ❝♦♠♣r♦♠✐s❡❞✱ ♦r ❡✐t❤❡r Pi ♦r Pj ✐s ❝♦rr✉♣t❡❞✱ t❤❡♥ ♦✉t♣✉t (sid, sk) t♦ ♣❧❛②❡r Pi✳
• ■❢ t❤✐s r❡❝♦r❞ ✐s ❢r❡s❤✱ ❛♥❞ t❤❡r❡ ✐s ❛ r❡❝♦r❞ (Pj , Pi, pw′) ✇✐t❤ pw′ = pw✱ ❛♥❞ ❛ ❦❡② sk′ ✇❛s s❡♥t t♦ Pj ✱ ❛♥❞

(Pj , Pi, pw) ✇❛s ❢r❡s❤ ❛t t❤❡ t✐♠❡✱ t❤❡♥ ♦✉t♣✉t (sid, sk′) t♦ Pi✳
• ■♥ ❛♥② ♦t❤❡r ❝❛s❡✱ ♣✐❝❦ ❛ ♥❡✇ r❛♥❞♦♠ ❦❡② sk′ ♦❢ ❧❡♥❣t❤ k ❛♥❞ s❡♥❞ (sid, sk′) t♦ Pi✳

❊✐t❤❡r ✇❛②✱ ♠❛r❦ t❤❡ r❡❝♦r❞ (Pi, Pj , pw) ❛s ❝♦♠♣❧❡t❡❞✳

❋✐❣✳ ✶✳ ❚❤❡ ♣❛ss✇♦r❞✲❜❛s❡❞ ❦❡②✲❡①❝❤❛♥❣❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE

❚❤❡ ❑❖❨✴●▲ Pr♦t♦❝♦❧✳ ❚❤❡ st❛rt✐♥❣ ♣♦✐♥t ♦❢ ♦✉r ♣r♦t♦❝♦❧ ✐s t❤❡ ♣❛ss✇♦r❞✲❜❛s❡❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦✲
t♦❝♦❧ ♦❢ ❑❛t③✱ ❖str♦✈s❦② ❛♥❞ ❨✉♥❣ ❬✷✽❪✱ ❣❡♥❡r❛❧✐③❡❞ ❜② ●❡♥♥❛r♦ ❛♥❞ ▲✐♥❞❡❧❧ ✐♥ ❬✷✷❪✳ ❆t ❛ ❤✐❣❤ ❧❡✈❡❧✱ t❤❡
♣❧❛②❡rs ✐♥ t❤❡ ❑❖❨✴●▲ ♣r♦t♦❝♦❧ ❡①❝❤❛♥❣❡ ❈❈❆✲s❡❝✉r❡ ❡♥❝r②♣t✐♦♥s ♦❢ t❤❡ ♣❛ss✇♦r❞✱ ✉♥❞❡r t❤❡ ♣✉❜❧✐❝✲
❦❡② ❢♦✉♥❞ ✐♥ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✱ ✇❤✐❝❤ ✐s ❡ss❡♥t✐❛❧❧② ❛ ❝♦♠♠✐t♠❡♥t ♦❢ t❤❡ ♣❛ss✇♦r❞✳ ❚❤❡♥✱
t❤❡② ❝♦♠♣✉t❡ t❤❡ s❡ss✐♦♥ ❦❡② ❜② ❝♦♠❜✐♥✐♥❣ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤❡s ♦❢ t❤❡ t✇♦ ♣❛ss✇♦r❞✴❝✐♣❤❡rt❡①t
♣❛✐rs✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ ❡❛❝❤ ♣❧❛②❡r ❝❤♦♦s❡s ❛ ❤❛s❤✐♥❣ ❦❡② ❢♦r ❛ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❛♥❞
s❡♥❞s t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ♣r♦❥❡❝t❡❞ ❦❡② t♦ t❤❡ ♦t❤❡r ♣❧❛②❡r✳ ❊❛❝❤ ♣❧❛②❡r ❝❛♥ t❤✉s ❝♦♠♣✉t❡ t❤❡ ♦✉t♣✉t
♦❢ ✐ts ♦✇♥ ❤❛s❤ ❢✉♥❝t✐♦♥ ✇✐t❤ t❤❡ ❤❡❧♣ ♦❢ t❤❡ ❤❛s❤✐♥❣ ❦❡②✱ ❛♥❞ t❤❡ ♦✉t♣✉t ♦❢ t❤❡ ♦t❤❡r ♦♥❡ ✉s✐♥❣ t❤❡
♣r♦❥❡❝t❡❞ ❦❡② ❛♥❞ ✐ts ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ r❛♥❞♦♠♥❡ss t❤❛t ✇❛s ✉s❡❞ t♦ ❣❡♥❡r❛t❡ t❤❡ ❝✐♣❤❡rt❡①t ♦❢ t❤❡
♣❛ss✇♦r❞✳ ❆❧❧ t❤❡ ✢♦✇s ❣❡♥❡r❛t❡❞ ❜② ❛ ♣❛rt② ❛r❡ ❧✐♥❦❡❞ t♦❣❡t❤❡r ✇✐t❤ ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡✱ ❣❡♥❡r❛t❡❞
✐♥ t❤❡ ❧❛st ✢♦✇✱ ❜✉t ✇❤✐❝❤ ♣✉❜❧✐❝ ❦❡② ✐s ✐♥❝❧✉❞❡❞ ✐♥ t❤❡ ❧❛❜❡❧ ♦❢ t❤❡ ❈❈❆✲s❡❝✉r❡ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡
♣❛ss✇♦r❞✳

❚♦ ✉♥❞❡rst❛♥❞ ✐♥❢♦r♠❛❧❧② ✇❤② t❤✐s ♣r♦t♦❝♦❧ ✐s s❡❝✉r❡✱ ✜rst ❝♦♥s✐❞❡r t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ t❤❡ ❛❞✈❡rs❛r②
♣❧❛②s ❛ ♣❛ss✐✈❡ r♦❧❡✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♣r♦♣❡rt② ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ❡♥s✉r❡s
t❤❛t t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ s❡ss✐♦♥ ❦❡② ✇✐❧❧ ❜❡ ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ ✉♥✐❢♦r♠ s✐♥❝❡ t❤❡
❛❞✈❡rs❛r② ❞♦❡s ♥♦t ❦♥♦✇ t❤❡ r❛♥❞♦♠♥❡ss t❤❛t ✇❛s ✉s❡❞ t♦ ❡♥❝r②♣t t❤❡ ♣❛ss✇♦r❞✳ ◆♦✇ ✐♠❛❣✐♥❡ t❤❡
❝❛s❡ ✐♥ ✇❤✐❝❤ t❤❡ ❛❞✈❡rs❛r② ♣r♦✈✐❞❡s t❤❡ ✉s❡r ✇✐t❤ ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ✇r♦♥❣ ♣❛ss✇♦r❞✳ ■♥ t❤✐s ❝❛s❡✱
t❤❡ s❡❝✉r✐t② ♦❢ t❤❡ ♣r♦t♦❝♦❧ ✇✐❧❧ r❡❧② ♦♥ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥s✱ ✇❤✐❝❤ ❡♥s✉r❡s t❤❛t
t❤❡ s❡ss✐♦♥ ❦❡② ✇✐❧❧ ❜❡ r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ♦❢ ❛❧❧ ❢♦r♠❡r ❝♦♠♠✉♥✐❝❛t✐♦♥✳ ❚❤✉s✱ ✐♥ ♦r❞❡r t♦ ❜❡
s✉❝❝❡ss❢✉❧✱ t❤❡ ❛❞✈❡rs❛r② ❤❛s t♦ ❣❡♥❡r❛t❡ t❤❡ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ❝♦rr❡❝t ♣❛ss✇♦r❞✳ ❚♦ ❞♦ s♦✱ t❤❡ ❛❞✈❡rs❛r②
❝♦✉❧❞ tr② t♦ ❝♦♣② ♦r ♠♦❞✐❢② ❡①✐st✐♥❣ ❝✐♣❤❡rt❡①ts✳ ❙✐♥❝❡ t❤❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s ❈❈❆✲s❡❝✉r❡✱ ❛♥❞ t❤✉s
♥♦♥✲♠❛❧❧❡❛❜❧❡✱ ♠♦❞✐❢②✐♥❣ ✐s ♥♦t r❡❛❧❧② ❛ ♣♦ss✐❜✐❧✐t②✳ ❈♦♣②✐♥❣ ❞♦❡s ♥♦t ❤❡❧♣ ❡✐t❤❡r s✐♥❝❡ ❡✐t❤❡r t❤❡
❧❛❜❡❧ ✉s❡❞ ❢♦r ❡♥❝r②♣t✐♦♥ ✇✐❧❧ ♥♦t ♠❛t❝❤ ✭♠❛❦✐♥❣ t❤❡ s❡ss✐♦♥ ❦❡② ❧♦♦❦ r❛♥❞♦♠ ❞✉❡ t♦ t❤❡ s♠♦♦t❤♥❡ss
♣r♦♣❡rt②✮ ♦r t❤❡ s✐❣♥❛t✉r❡ ✇✐❧❧ ❜❡ ✐♥✈❛❧✐❞ ✭✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡ ❛❞✈❡rs❛r② ❝❤❛♥❣❡s t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡②s
✇✐t❤♦✉t ❝❤❛♥❣✐♥❣ t❤❡ ❧❛❜❡❧ ❛♥❞ ❤❡♥❝❡ t❤❡ ✈❡r✐✜❝❛t✐♦♥ ❦❡②✮✳ ❆s ❛ r❡s✉❧t✱ t❤❡ ♦♥❧② s✉❝❝❡ss❢✉❧ str❛t❡❣② ❧❡❢t

✷✷



❢♦r t❤❡ ❛❞✈❡rs❛r② ✐s ❡ss❡♥t✐❛❧❧② t♦ ❣✉❡ss t❤❡ ♣❛ss✇♦r❞ ❛♥❞ ♣❡r❢♦r♠ t❤❡ tr✐✈✐❛❧ ♦♥❧✐♥❡ ❞✐❝t✐♦♥❛r② ❛tt❛❝❦✱
❛s ❞❡s✐r❡❞✳

❊①t❡♥❞✐♥❣ t❤❡ ♣r♦t♦❝♦❧ t♦ t❤❡ ❯❈ ❋r❛♠❡✇♦r❦ ✭❙t❛t✐❝ ❈❛s❡✮✳ ❆s ♥♦t❡❞ ❜② ❈❛♥❡tt✐ ❡t ❛❧ ✐♥ ❬✶✸❪✱
t❤❡ ❑❖❨✴●▲ ♣r♦t♦❝♦❧ ✐s ♥♦t ❦♥♦✇♥ t♦ ❛❝❤✐❡✈❡ ❯❈ s❡❝✉r✐t②✿ t❤❡ ♠❛✐♥ ✐ss✉❡ ✐s t❤❛t t❤❡ ✐❞❡❛❧✲♠♦❞❡❧
s✐♠✉❧❛t♦r ♠✉st ❜❡ ❛❜❧❡ t♦ ❡①tr❛❝t t❤❡ ♣❛ss✇♦r❞ ✉s❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✳ ❖♥❡ ❝♦✉❧❞ t❤✐♥❦ t❤❛t✱ s✐♥❝❡ t❤❡
s✐♠✉❧❛t♦r ❤❛s ❝♦♥tr♦❧ ♦✈❡r t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✱ ✐t ❦♥♦✇s ❛❧❧ ♣r✐✈❛t❡ ❦❡②s ❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡
♣✉❜❧✐❝ ❦❡②s ❛♥❞ ❝❛♥ t❤✉s ❞❡❝r②♣t ❛❧❧ ❝✐♣❤❡rt❡①ts s❡♥t ❜② t❤❡ ❛❞✈❡rs❛r② ❛♥❞ r❡❝♦✈❡r ✐ts ♣❛ss✇♦r❞✳

❇✉t ✐♥❞❡❡❞✱ t❤✐s ❞♦❡s♥✬t ♥♦t s❡❡♠ t♦ ❜❡ s✉✣❝✐❡♥t✳ ■♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡ ❛❞✈❡rs❛r② ❜❡❣✐♥s t♦ ♣❧❛②
✭✐✳❡✳ ✐t ✐♠♣❡rs♦♥❛t❡s t❤❡ ❝❧✐❡♥t✮✱ ❡✈❡r②t❤✐♥❣ ✇♦r❦s ✇❡❧❧✿ ❚❤❡ s✐♠✉❧❛t♦r ❞❡❝r②♣ts t❤❡ ❝✐♣❤❡rt❡①t ❣❡♥❡r❛t❡❞
❜② t❤❡ ❛❞✈❡rs❛r② ❛♥❞ ❝❛♥ t❤✉s r❡❝♦✈❡r t❤❡ ♣❛ss✇♦r❞ ✐t ❤❛s ✉s❡❞✳ ■❢ t❤❡ ❣✉❡ss ♦❢ t❤❡ ❛❞✈❡rs❛r② ✐s ✐♥❝♦rr❡❝t
✭t❤❛t ✐s✱ t❤❡ ♣❛ss✇♦r❞ ✐s t❤❡ ✇r♦♥❣ ♦♥❡✮✱ t❤❡♥ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥s ❧❡❛❞s t♦ r❛♥❞♦♠
✐♥❞❡♣❡♥❞❡♥t s❡ss✐♦♥ ❦❡②s✳ ❖t❤❡r✇✐s❡✱ ✐❢ t❤❡ ❣✉❡ss ✐s ❝♦rr❡❝t✱ t❤❡ ❡①❡❝✉t✐♦♥ ❝❛♥ ❝♦♥t✐♥✉❡ ❛s ❛♥ ❤♦♥❡st
♦♥❡ ✇♦✉❧❞ ❞♦ ✭t❤❡ s✐♠✉❧❛t♦r ❤❛s ❧❡❛r♥❡❞ ✇❤✐❝❤ ♣❛ss✇♦r❞ t♦ ✉s❡✮✳

❍♦✇❡✈❡r✱ ❧❡t✬s ♥♦✇ s✉♣♣♦s❡ t❤❛t t❤❡ s✐♠✉❧❛t♦r ❤❛s t♦ st❛rt t❤❡ ❣❛♠❡✱ ♦♥ ❜❡❤❛❧❢ ♦❢ t❤❡ ❝❧✐❡♥t✳ ❍❡r❡✱
t❤❡ s✐♠✉❧❛t♦r ♥❡❡❞s t♦ s❡♥❞ ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ♣❛ss✇♦r❞ ❜❡❢♦r❡ ❤❛✈✐♥❣ s❡❡♥ ❛♥②t❤✐♥❣ ❝♦♠✐♥❣ ❢r♦♠
t❤❡ ❛❞✈❡rs❛r②✳ ❆s ❞❡s❝r✐❜❡❞ ❛❜♦✈❡✱ ✐t r❡❝♦✈❡rs t❤❡ ♣❛ss✇♦r❞ ✉s❡❞ ❜② t❤❡ ❛❞✈❡rs❛r② ❛s s♦♦♥ ❛s t❤❡ ❧❛tt❡r
❤❛s s❡♥t ✐ts ✈❛❧✉❡✱ ❜✉t t❤✐s ✐s t♦♦ ❧❛t❡✳ ■❢ ✐t t✉r♥s ♦✉t t❤❛t t❤❡ ❣✉❡ss ♦❢ t❤❡ ❛❞✈❡rs❛r② ✐s ✐♥❝♦rr❡❝t✱
t❤❡r❡ ✐s ♥♦ ♣r♦❜❧❡♠ t❤❛♥❦s t♦ t❤❡ s♠♦♦t❤♥❡ss✱ ❜✉t ♦t❤❡r✇✐s❡✱ t❤❡ s✐♠✉❧❛t♦r ✐s st✉❝❦ ✇✐t❤ ❛♥ ✐♥❝♦rr❡❝t
❝✐♣❤❡rt❡①t ❛♥❞ ✇✐❧❧ ♥♦t ❜❡ ❛❜❧❡ t♦ ♣r❡❞✐❝t t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ s❡ss✐♦♥ ❦❡②✳

❚♦ ♦✈❡r❝♦♠❡ t❤✐s ♣r♦❜❧❡♠✱ t❤❡ ❛✉t❤♦rs ♦❢ ❬✶✸❪ ♠❛❞❡ t❤❡ ❝❧✐❡♥t s❡♥❞ ❛ ♣r❡✲✢♦✇ ✇❤✐❝❤ ❛❧s♦ ❝♦♥t❛✐♥s
❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ t❤❡ ♣❛ss✇♦r❞✳ ❚❤❡ s❡r✈❡r t❤❡♥ s❡♥❞s ✐ts ♦✇♥ ❡♥❝r②♣t✐♦♥✱ ❛♥❞ ✜♥❛❧❧② t❤❡ ❝❧✐❡♥t s❡♥❞s
❛♥♦t❤❡r ❡♥❝r②♣t✐♦♥ ✭t❤✐s t✐♠❡ t❤❡ s✐♠✉❧❛t♦r ✐s ❛❜❧❡ t♦ ✉s❡ t❤❡ ❝♦rr❡❝t ♣❛ss✇♦r❞✱ r❡❝♦✈❡r❡❞ ❢r♦♠ t❤❡ ✈❛❧✉❡
s❡♥t ❜② t❤❡ ❛❞✈❡rs❛r②✮✱ ❛s ✇❡❧❧ ❛s ❛ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢ ❝❧❛✐♠✐♥❣ t❤❛t ❜♦t❤ ❝✐♣❤❡rt❡①ts ❛r❡ ❝♦♥s✐st❡♥t
❛♥❞ ❡♥❝r②♣t t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ❚❤❡ ✜rst ✢♦✇ ✐s ♥❡✈❡r ✉s❡❞ ✐♥ t❤❡ r❡♠❛✐♥✐♥❣ ♦❢ t❤❡ ♣r♦t♦❝♦❧✳ ❚❤✐s
s♦❧✈❡s t❤❡ ♣r♦❜❧❡♠ s✐♥❝❡ ♦♥ t❤❡ ♦♥❡ ❤❛♥❞✱ t❤❡ s✐♠✉❧❛t♦r ✐s ♦❢ ❝♦✉rs❡ ❛❜❧❡ t♦ ❣✐✈❡ ❛ ✈❛❧✐❞ ♣r♦♦❢ ♦❢ ❛ ❢❛❧s❡
st❛t❡♠❡♥t✱ ❛♥❞ ♦♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ t❤❡ ✜rst ✢♦✇ ✇✐❧❧ ♥❡✈❡r ❜❡ ✉s❡❞ ❛❢t❡r✇❛r❞s✳

❊✳✷ ❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ Pr♦t♦❝♦❧

❆s ❡①♣❧❛✐♥❡❞ ❛❜♦✈❡✱ ❈❛♥❡tt✐ ❡t ❛❧✳ ❬✶✸❪ ♣r♦♣♦s❡❞ ❛ s✐♠♣❧❡ ✈❛r✐❛♥t ♦❢ t❤❡ ●❡♥♥❛r♦✲▲✐♥❞❡❧❧ ♠❡t❤♦❞♦❧✲
♦❣② ❬✷✷❪ t❤❛t ✐s ♣r♦✈❛❜❧② s❡❝✉r❡ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦✳ ❚❤♦✉❣❤ q✉✐t❡ ❡✣❝✐❡♥t✱ t❤❡✐r ♣r♦t♦❝♦❧ ✐s ♥♦t
❦♥♦✇♥ t♦ ❜❡ s❡❝✉r❡ ❛❣❛✐♥st ❛❞❛♣t✐✈❡ ❛❞✈❡rs❛r✐❡s✳ ❚❤❡ ♦♥❧② ♦♥❡ P❆❑❊ ❛❞❛♣t✐✈❡❧②✲s❡❝✉r❡ ✐♥ t❤❡ ❯❈
❢r❛♠❡✇♦r❦ ✇❛s ♣r♦♣♦s❡❞ ❜② ❇❛r❛❦ ❡t ❛❧✳ ❬✸❪ ✉s✐♥❣ ❣❡♥❡r❛❧ t❡❝❤♥✐q✉❡s ❢r♦♠ ♠✉❧t✐✲♣❛rt② ❝♦♠♣✉t❛t✐♦♥✳ ■t
t❤✉s ❧❡❛❞s t♦ q✉✐t❡ ✐♥❡✣❝✐❡♥t s❝❤❡♠❡s✳

■♥ t❤❡ ❢♦❧❧♦✇✐♥❣✱ ✇❡ ✉s❡ ♦✉r ♥♦♥✲♠❛❧❧❡❛❜❧❡ ❝♦♥❞✐t✐♦♥❛❧❧②✲❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐t♠❡♥t
s❝❤❡♠❡ ✇✐t❤ ❛♥ ❛ss♦❝✐❛t❡❞ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢❛♠✐❧②✱ ✐♥ ♦r❞❡r t♦ ❜✉✐❧❞ ❛♥ ❡✣❝✐❡♥t P❆❑❊
s❝❤❡♠❡✱ ❛❞❛♣t✐✈❡❧②✲s❡❝✉r❡ ✐♥ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ ♠♦❞❡❧ ✉♥❞❡r st❛♥❞❛r❞ ❝♦♠♣❧❡①✐t② ❛ss✉♠♣✲
t✐♦♥s✱ ✐♥ t❤❡ ❯❈ ❢r❛♠❡✇♦r❦✳

❚❤❡ ❝♦♠♣❧❡t❡ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ ❋✐❣✉r❡ ✸✱ ✇❤❡r❡❛s ❛♥ ✐♥❢♦r♠❛❧ s❦❡t❝❤ ✐s
♣r❡s❡♥t❡❞ ✐♥ ❋✐❣✉r❡ ✷✳ ❲❡ ✉s❡ t❤❡ ✐♥❞❡① I ❢♦r ❛ ✈❛❧✉❡ r❡❧❛t❡❞ t♦ t❤❡ ❝❧✐❡♥t ❆❧✐❝❡✱ ❛♥❞ J ❢♦r ❛ ✈❛❧✉❡
r❡❧❛t❡❞ t♦ t❤❡ s❡r✈❡r ❇♦❜✳

❈♦rr❡❝t♥❡ss✳ ■♥ ❛♥ ❤♦♥❡st ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧✱ ✐❢ t❤❡ ♣❧❛②❡rs s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞ ✭pwI =
pwJ = pw✮✱ ✐t ✐s ❡❛s② t♦ ✈❡r✐❢② t❤❛t ❜♦t❤ ♣❧❛②❡rs ✇✐❧❧ t❡r♠✐♥❛t❡ ❜② ❛❝❝❡♣t✐♥❣ ❛♥❞ ❝♦♠♣✉t✐♥❣ t❤❡ s❛♠❡
✈❛❧✉❡s ❢♦r t❤❡ s❡ss✐♦♥ ❦❡②✱ ❡q✉❛❧ t♦ Hash(hkI; pw, ℓJ, comJ) + Hash(hkJ; pw, ℓI, comI)✳

❙❡❝✉r✐t②✳ ❚❤❡ ✐♥t✉✐t✐♦♥ ❜❡❤✐♥❞ t❤❡ s❡❝✉r✐t② ♦❢ ♦✉r ♣r♦t♦❝♦❧ ✐s q✉✐t❡ s✐♠♣❧❡ ❛♥❞ ❜✉✐❧❞s ♦♥ t❤❛t ♦❢
●❡♥♥❛r♦✲▲✐♥❞❡❧❧ ♣r♦t♦❝♦❧✳ ❚❤❡ ❦❡② ♣♦✐♥t ✐♥ ♦r❞❡r t♦ ❛❝❤✐❡✈❡ ❛❞❛♣t✐✈❡ s❡❝✉r✐t② ✐s t❤❡ ✉s❡ ♦❢ t❤❡ ❝♦♠♠✐t✲
♠❡♥t✱ ✇❤✐❝❤ ❛❧❧♦✇s ❢♦r ❡①tr❛❝t✐♦♥ ❛♥❞ ❡q✉✐✈♦❝❛t✐♦♥ ❛t ❛♥② ♠♦♠❡♥t✱ t❤✉s ♥♦t r❡q✉✐r✐♥❣ t❤❡ s✐♠✉❧❛t♦r t♦
❜❡ ❛✇❛r❡ ♦❢ ❢✉t✉r❡ ❝♦rr✉♣t✐♦♥s✳ ❚❤❡ ❢♦❧❧♦✇✐♥❣ t❤❡♦r❡♠✱ ✇❤✐❝❤ ❢✉❧❧ ♣r♦♦❢ ✇✐❧❧ ❜❡ ❣✐✈❡♥ ✐♥ ❆♣♣❡♥❞✐① ❊✳✸✱
st❛t❡s t❤❛t t❤❡ ♣r♦t♦❝♦❧ ✐s ❯❈✲s❡❝✉r❡✳ ❚❤❡ ✐❞❡❛❧ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE ❤❛s ❜❡❡♥ ♣r❡s❡♥t❡❞ ✐♥ ❋✐❣✉r❡ ✶
❛♥❞ ❞❡s❝r✐❜❡❞ ✐♥ ❆♣♣❡♥❞✐① ❊✳✶✳ ❙✐♥❝❡ ✇❡ ✉s❡ t❤❡ ❥♦✐♥t st❛t❡ ✈❡rs✐♦♥ ♦❢ t❤❡ ❯❈ t❤❡♦r❡♠✱ ✇❡ ✐♠♣❧✐❝✐t❧②
❝♦♥s✐❞❡r t❤❡ ♠✉❧t✐✲s❡ss✐♦♥ ❡①t❡♥s✐♦♥ ♦❢ t❤✐s ❢✉♥❝t✐♦♥❛❧✐t②✳ ■♥ ♣❛rt✐❝✉❧❛r✱ ♥♦t❡ t❤❛t t❤❡ ♣❛ss✇♦r❞s ♦❢ t❤❡

✷✸



❈❧✐❡♥t ❯ ❙❡r✈❡r ❙

(U1) (VKI, SKI)← SKG

ℓI = J ◦ I ◦ ssid ◦VKI

com
I
= comρ(ℓI, pwI; RI)

(❢❧♦✇✲♦♥❡,com
I
,VKI)

−−−−−−−−−−−−→

(S2) ✭♣✉❜❧✐❝❧②✮ ❝❤❡❝❦s t❤❡ ✈❛❧✐❞✐t② ♦❢ com
I

(VKJ, SKJ)← SKG

ℓJ = J ◦ I ◦ ssid ◦ VKJ

hkJ = HashKG(ρ, (ℓI, pwJ), rJ)
com

J
= comρ(ℓJ, pwJ; RJ)

hpJ = ProjKG(hkJ; ρ, (ℓI, pwJ), com
I
)

❍❛s❤J = Hash(hkJ; ρ, (ℓI, pwJ), com
I
)

(❢❧♦✇✲t✇♦,com
J

,VKJ,hpJ)
←−−−−−−−−−−−−−−− ❡r❛s❡s hkJ

(U3) ✭♣✉❜❧✐❝❧②✮ ❝❤❡❝❦s t❤❡ ✈❛❧✐❞✐t② ♦❢ com
J

hkIHashKG(ρ, (ℓJ, pwI), rI)
hpI = ProjKG(hkI; (ℓJ, pwI), com

J
)

σI = Sign(SKI, (com
I
, com

J
, hpI, hpJ))

skI = ProjHash(hpJ; ρ, (ℓI, pwI), com
I
; wI)

+ Hash(hkI; ρ, (ℓJ, pwI), com
J
)

❡r❛s❡s hkI
(❢❧♦✇✲t❤r❡❡,σI,hpI)
−−−−−−−−−−−→

(S4) ❛❜♦rts ✐❢
Ver(VKI, (com

I
, com

J
, hpI, hpJ), σI) = 0

σJ = Sign(SKJ, (com
I
, com

J
, hpI, hpJ))

skJ = ProjHash(hpI; ρ, (ℓJ, pwJ), com
J
; wJ)

+ ❍❛s❤J

♦✉t♣✉ts (sid, ssid, skJ)
❡r❛s❡s ❡✈❡r②t❤✐♥❣

(❢❧♦✇✲❢♦✉r,σJ)
←−−−−−−−−− s❡ts t❤❡ s❡ss✐♦♥ ❛s ❛❝❝❡♣t❡❞

(U5) ❛❜♦rts ✐❢
Ver(VKJ, (com

I
, com

J
, hpI, hpJ), σJ) = 0

♦✉t♣✉ts (sid, ssid, skI)
❡r❛s❡s ❡✈❡r②t❤✐♥❣
s❡ts t❤❡ s❡ss✐♦♥ ❛s ❛❝❝❡♣t❡❞

❋✐❣✳ ✷✳ ❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❢♦r ♣❧❛②❡rs (PI, ssid)✱ ✇✐t❤ ✐♥❞❡① I ❛♥❞ ♣❛ss✇♦r❞ pwI ❛♥❞ (PJ, ssid)✱ ✇✐t❤ ✐♥❞❡① J ❛♥❞
♣❛ss✇♦r❞ pwJ✳ ❆t t❤❡ ❡♥❞ ♦❢ r♦✉♥❞s ✶ ❛♥❞ ✷✱ t❤❡ ♣❧❛②❡rs ✇✐❧❧ ❡r❛s❡ t❤❡ ♣❛rt ♦❢ t❤❡ r❛♥❞♦♠ ✈❛❧✉❡s RI ❛♥❞ RJ ✉s❡❞ ✐♥ t❤❡
❝♦♠♠✐t♠❡♥t ✇❤✐❝❤ ✐s ♥♦t ♥❡❡❞❡❞ ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ r♦✉♥❞s✱ ❦❡❡♣✐♥❣ ♦♥❧② wI ❛♥❞ wJ✳

♣❧❛②❡rs ❞❡♣❡♥❞ ♦♥ t❤❡ s❡ss✐♦♥ ❝♦♥s✐❞❡r❡❞✳ ❋♦r s❛❦❡ ♦❢ s✐♠♣❧✐❝✐t②✱ ✇❡ ❞❡♥♦t❡ t❤❡♠ ❜② pwI ❛♥❞ pwJ✱ ❜✉t
♦♥❡ s❤♦✉❧❞ ✐♠♣❧✐❝✐t❧② ✉♥❞❡rst❛♥❞ pwI,ssid ❛♥❞ pwJ,ssid✳

❚❤❡♦r❡♠ ✶✳ ▲❡t com ❜❡ t❤❡ ♥♦♥✲♠❛❧❧❡❛❜❧❡ ✭❝♦♥❞✐t✐♦♥❛❧❧②✮ ❡①tr❛❝t❛❜❧❡ ❛♥❞ ❡q✉✐✈♦❝❛❜❧❡ ❝♦♠♠✐tt✐♥❣

s❝❤❡♠❡ ❞❡s❝r✐❜❡❞ ✐♥ ❙❡❝t✐♦♥ ❉✱ H ❜❡ ❛ ❢❛♠✐❧② ♦❢ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥s ✇✐t❤ r❡s♣❡❝t t♦ t❤✐s ❝♦♠✲

♠✐t♠❡♥t✱ ❛♥❞ SIG ❜❡ ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✳ ❉❡♥♦t❡ ❜② F̂pwKE t❤❡ ♠✉❧t✐✲s❡ss✐♦♥ ❡①t❡♥s✐♦♥ ♦❢

t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE ♦❢ ♣❛ss✇♦r❞✲❜❛s❡❞ ❦❡②✲❡①❝❤❛♥❣❡✱ ❛♥❞ ❧❡t FCRS ❜❡ t❤❡ ✐❞❡❛❧ ❢✉♥❝t✐♦♥❛❧✐t② t❤❛t

♣r♦✈✐❞❡s ❛ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣ (G, pk, (y1 , . . . , ym),Extract) t♦ ❛❧❧ ♣❛rt✐❡s✱ ✇❤❡r❡ G ✐s ❛ ❝②❝❧✐❝

❣r♦✉♣✱ y1 , . . . , ym r❛♥❞♦♠ ❡❧❡♠❡♥ts ❢r♦♠ t❤✐s ❣r♦✉♣✱ pk ❛ ♣✉❜❧✐❝ ❦❡② ❢♦r t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ s❝❤❡♠❡ ❛♥❞

Extract ❛ r❛♥❞♦♠♥❡ss ❡①tr❛❝t♦r✳ ❚❤❡♥✱ t❤❡ ❛❜♦✈❡ ♣r♦t♦❝♦❧ s❡❝✉r❡❧② r❡❛❧✐③❡s F̂pwKE ✐♥ t❤❡ FCRS✲❤②❜r✐❞

♠♦❞❡❧✱ ✐♥ t❤❡ ♣r❡s❡♥❝❡ ♦❢ ❛❞❛♣t✐✈❡ ❛❞✈❡rs❛r✐❡s✳

❊✳✸ Pr♦♦❢ ♦❢ ❚❤❡♦r❡♠ ✶

❙❦❡t❝❤ ♦❢ Pr♦♦❢✳ ■♥ ♦r❞❡r t♦ ♣r♦✈❡ ❚❤❡♦r❡♠ ✶✱ ✇❡ ♥❡❡❞ t♦ ❝♦♥str✉❝t✱ ❢♦r ❛♥② r❡❛❧✲✇♦r❧❞ ❛❞✈❡rs❛r②
A ✭✐♥t❡r❛❝t✐♥❣ ✇✐t❤ r❡❛❧ ♣❛rt✐❡s r✉♥♥✐♥❣ t❤❡ ♣r♦t♦❝♦❧✮✱ ❛♥ ✐❞❡❛❧✲✇♦r❧❞ ❛❞✈❡rs❛r② S ✭✐♥t❡r❛❝t✐♥❣ ✇✐t❤

✷✹



❈♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✳ ❆ t✉♣❧❡ (G, pk, (y
1
, . . . , y

m
), Extract)✱ ✇❤❡r❡ G ✐s ❛ ❝②❝❧✐❝ ❣r♦✉♣✱ y

1
, . . . , y

m
r❛♥❞♦♠

❡❧❡♠❡♥ts ❢r♦♠ t❤✐s ❣r♦✉♣✱ pk ❛ ♣✉❜❧✐❝ ❦❡② ❢♦r t❤❡ ❈r❛♠❡r✲❙❤♦✉♣ s❝❤❡♠❡✱ ❛♥❞ Extract ❛ r❛♥❞♦♠♥❡ss ❡①tr❛❝t♦r✳

Pr♦t♦❝♦❧ st❡♣s✳

✶✳ ❲❤❡♥ PI ✐s ❛❝t✐✈❛t❡❞ ✇✐t❤ ✐♥♣✉t (◆❡✇❙❡ss✐♦♥, sid, ssid, I, J, pwI, r♦❧❡)✱ ✇❡ ❢❛❝❡ t✇♦ ❝❛s❡s✿ ■❢ r♦❧❡ = s❡r✈❡r✱
✐t ❞♦❡s ♥♦t❤✐♥❣✳ ■❢ r♦❧❡ = ❝❧✐❡♥t✱ ✐t ✉s❡s SKG t♦ ❣❡♥❡r❛t❡ ❛ ❦❡② ♣❛✐r (VKI, SKI) ❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣✲
♥❛t✉r❡ s❝❤❡♠❡✱ s❡ts t❤❡ ✭♣✉❜❧✐❝✮ ❧❛❜❡❧ ℓI = J ◦ I ◦ ssid ◦ VKI✱ ❝♦♠♣✉t❡s com

I
= comρ(ℓI, pwI; RI) ❛♥❞

s❡♥❞s t❤❡ ♠❡ss❛❣❡ (❢❧♦✇✲♦♥❡, com
I
, VKI) t♦ PJ✳ ❋r♦♠ t❤✐s ♣♦✐♥t ♦♥✱ ❛ss✉♠❡ t❤❛t PI ✐s ❛ ♣❛rt② ❛❝✲

t✐✈❛t❡❞ ✇✐t❤ ✐♥♣✉t (◆❡✇❙❡ss✐♦♥, sid, ssid, I, J, pwI, ❝❧✐❡♥t) ❛♥❞ t❤❛t PJ ✐s ❛ ♣❛rt② ❛❝t✐✈❛t❡❞ ✇✐t❤ ✐♥♣✉t
(◆❡✇❙❡ss✐♦♥, sid, ssid, I, J, pwJ, s❡r✈❡r)✳ ❘❡❝❛❧❧ t❤❛t PI ❡r❛s❡s ♥❡❛r❧② ❛❧❧ t❤❡ r❛♥❞♦♠s ✭✐♥ RI✮ ✉s❡❞ ✐♥ t❤❡ ❝♦♠✲
♣✉t❛t✐♦♥ ♦❢ com

I
✭s❡❡ ❙❡❝t✐♦♥ ❉✮✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ ✐t ♦♥❧② ❦❡❡♣s ❢r♦♠ RI t❤❡ ✈❛❧✉❡s ♣r❡s❡♥t ✐♥ t❤❡ ✇✐t♥❡ss wI

t❤❛t ✇✐❧❧ ❜❡ ✉s❡❞ ✐♥ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✳

✷✳ ❲❤❡♥ PJ r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ (❢❧♦✇✲♦♥❡, com
I
, VKI)✱ ✐t ✭♣✉❜❧✐❝❧②✮ ❝❤❡❝❦s t❤❛t com

I
✐s ✇❡❧❧ ❝♦♥str✉❝t❡❞✳ ❖t❤❡r✇✐s❡✱

✐t ❛❜♦rts✳ ❚❤❡♥ ✐t ✉s❡s SKG t♦ ❣❡♥❡r❛t❡ ❛ ❦❡② ♣❛✐r (VKJ, SKJ) ❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✱ ❛♥❞ HashKG

t♦ ❣❡♥❡r❛t❡ ❛ ❦❡② hkJ ❢♦r t❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥ ❢❛♠✐❧② H ✇✐t❤ r❡s♣❡❝t t♦ ρ✳ ■t s❡ts t❤❡ ✭♣✉❜❧✐❝✮
❧❛❜❡❧ ℓJ = J ◦ I ◦ ssid ◦VKJ ❛♥❞ ❝♦♠♣✉t❡s t❤❡ ♣r♦❥❡❝t✐♦♥ hpJ = ProjKG(hkJ; ρ, (ℓI, pwJ), com

I
)✳ ◆❡①t ✐t ❝♦♠♣✉t❡s

com
J

= comρ(ℓJ, pwJ; RJ) ❛♥❞ s❡♥❞s t❤❡ ♠❡ss❛❣❡ (❢❧♦✇✲t✇♦, com
J
, VKJ, hpJ) t♦ PI✳ ■t ✜♥❛❧❧② ❝♦♠♣✉t❡s HashJ =

Hash(hkJ; ρ, (ℓI, pwJ), com
I
) ❛♥❞ ❡r❛s❡s hkJ ❛♥❞ t❤❡ ✈❛❧✉❡s ♦❢ RJ t❤❛t ❛r❡ ♥♦t ♣r❡s❡♥t ✐♥ t❤❡ ✇✐t♥❡ss wJ✳

✸✳ ❲❤❡♥ PI r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ (❢❧♦✇✲t✇♦, com
J
, VKJ, hpJ)✱ ✐t ✭♣✉❜❧✐❝❧②✮ ❝❤❡❝❦s t❤❛t com

J
✐s ✇❡❧❧ ❝♦♥str✉❝t❡❞✳

❖t❤❡r✇✐s❡✱ ✐t ❛❜♦rts✳ ❚❤❡♥ ✐t ✉s❡s HashKG t♦ ❣❡♥❡r❛t❡ ❛ ❦❡② hkI ❢♦r t❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡ ❤❛s❤ ❢✉♥❝t✐♦♥
❢❛♠✐❧② H ✇✐t❤ r❡s♣❡❝t t♦ pk ❛♥❞ ❝♦♠♣✉t❡s t❤❡ ♣r♦❥❡❝t✐♦♥ hpI = ProjKG(hkI; ρ, (ℓJ, pwI), com

J
)✳ ◆❡①t ✐t ❝♦♠♣✉t❡s

σI = Sign(SKI, (com
I
, com

J
, hpI, hpJ)) ❛♥❞ s❡♥❞s t❤❡ ♠❡ss❛❣❡ (❢❧♦✇✲t❤r❡❡, σI, hpI) t♦ PJ✳ ■t ❝♦♠♣✉t❡s t❤❡ s❡ss✐♦♥

❦❡② skI = ProjHash(hpJ; ρ, (ℓI, pwI), com
I
; wI) + Hash(hkI; ρ, (ℓJ, pwI), com

J
)✱ ❛♥❞ ❡r❛s❡s ❛❧❧ ♣r✐✈❛t❡ ❞❛t❛ ❡①❝❡♣t

pwI ❛♥❞ skI✱ ❦❡❡♣✐♥❣ ❛❧❧ ♣✉❜❧✐❝ ❞❛t❛ ✐♥ ♠❡♠♦r②✳

✹✳ ❲❤❡♥ PJ r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ (❢❧♦✇✲t❤r❡❡, σI, hpI)✱ ✐t ❝❤❡❝❦s t❤❛t Ver(VKI, (com
I
, com

J
, hpJ), σI) = 1✳ ■❢

♥♦t✱ ✐t ❛❜♦rts t❤❡ s❡ss✐♦♥ ♦✉t♣✉tt✐♥❣ ♥♦t❤✐♥❣✳ ❖t❤❡r✇✐s❡✱ ✐t ❝♦♠♣✉t❡s σJ = Sign(SKJ, (com
I
, com

J
, hpI, hpJ))

❛♥❞ s❡♥❞s t❤❡ ♠❡ss❛❣❡ (❢❧♦✇✲❢♦✉r, σJ) t♦ PI✳ ❚❤❡♥✱ ✐t ❝♦♠♣✉t❡s t❤❡ s❡ss✐♦♥ ❦❡② skJ = HashJ +
ProjHashI(hpI; ρ, (ℓJ, pwJ), com

J
; wJ)✱ ♦✉t♣✉ts (sid, ssid, skJ)✱ s❡ts t❤❡ s❡ss✐♦♥ ❛s ❛❝❝❡♣t❡❞✱ ✇❤✐❝❤ ♠❡❛♥s ✐♥ ♣❛r✲

t✐❝✉❧❛r t❤❛t ✐t ❡r❛s❡s ❡✈❡r②t❤✐♥❣ ❡①❝❡♣t pwJ ❛♥❞ skJ ❛♥❞ t❤❡♥ t❡r♠✐♥❛t❡s ✭✐✳❡✳✱ ♣✉❜❧✐s❤❡s t❤❡ s❡ss✐♦♥ ❦❡②✮✳

✺✳ ❲❤❡♥ PI r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ (❢❧♦✇✲❢♦✉r, σJ)✱ ✐t ❝❤❡❝❦s t❤❛t Ver(VKJ, (com
I
, com

J
, hpI, hpJ), σJ) = 1✳ ■❢ ♥♦t✱ ✐t

❛❜♦rts t❤❡ s❡ss✐♦♥ ♦✉t♣✉tt✐♥❣ ♥♦t❤✐♥❣✳ ❖t❤❡r✇✐s❡✱ ✐t t❡r♠✐♥❛t❡s t❤❡ s❡ss✐♦♥ ✭✐✳❡✳✱ ♣✉❜❧✐s❤❡s t❤❡ s❡ss✐♦♥ ❦❡②✮✳

❋✐❣✳ ✸✳ ❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❢♦r t✇♦ ♣❧❛②❡rs ❆❧✐❝❡ ❛♥❞ ❇♦❜✳ ❆❧✐❝❡ ✐s t❤❡ ❝❧✐❡♥t PI✱ ✇✐t❤ ✐♥❞❡① I ❛♥❞ ♣❛ss✇♦r❞ pwI✱
❛♥❞ ❇♦❜ ✐s t❤❡ s❡r✈❡r PJ✱ ✇✐t❤ ✐♥❞❡① J ❛♥❞ ♣❛ss✇♦r❞ pwJ✳

❞✉♠♠② ♣❛rt✐❡s ❛♥❞ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE✮ s✉❝❤ t❤❛t ♥♦ ❡♥✈✐r♦♥♠❡♥t Z ❝❛♥ ❞✐st✐♥❣✉✐s❤ ❜❡t✇❡❡♥ ❛♥
❡①❡❝✉t✐♦♥ ✇✐t❤ A ✐♥ t❤❡ r❡❛❧ ✇♦r❧❞ ❛♥❞ S ✐♥ t❤❡ ✐❞❡❛❧ ✇♦r❧❞ ✇✐t❤ ♥♦♥✲♥❡❣❧✐❣✐❜❧❡ ♣r♦❜❛❜✐❧✐t②✳

❲❡ ✜rst ❞❡s❝r✐❜❡ t✇♦ ❤②❜r✐❞ q✉❡r✐❡s t❤❛t ❛r❡ ❣♦✐♥❣ t♦ ❜❡ ✉s❡❞ ✐♥ t❤❡ ❣❛♠❡s✳ ❚❤❡ ●♦♦❞P✇❞ q✉❡r②
❝❤❡❝❦s ✇❤❡t❤❡r t❤❡ ♣❛ss✇♦r❞ ♦❢ s♦♠❡ ♣❧❛②❡r ✐s t❤❡ ♦♥❡ ✇❡ ❤❛✈❡ ✐♥ ♠✐♥❞ ♦r ♥♦t✳ ❚❤❡ ❙❛♠❡P✇❞ q✉❡r②
❝❤❡❝❦s ✐❢ t❤❡ ♣❧❛②❡rs s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✱ ✇✐t❤♦✉t ❞✐s❝❧♦s✐♥❣ ✐t✳ ■♥ s♦♠❡ ❣❛♠❡s t❤❡ s✐♠✉❧❛t♦r ❤❛s
❛❝t✉❛❧❧② ❛❝❝❡ss t♦ t❤❡ ♣❧❛②❡rs✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ ❛ ●♦♦❞P✇❞ ✭♦r ❛ ❙❛♠❡P✇❞✮ q✉❡r② ❝❛♥ ❜❡ ❡❛s✐❧② ✐♠♣❧❡♠❡♥t❡❞
❜② ❧❡tt✐♥❣ t❤❡ s✐♠✉❧❛t♦r ❧♦♦❦ ❛t t❤❡ ♣❛ss✇♦r❞s ♦✇♥❡❞ ❜② t❤❡ ♦r❛❝❧❡s✳ ❲❤❡♥ t❤❡ ♣❧❛②❡rs ❛r❡ ❡♥t✐r❡❧②
s✐♠✉❧❛t❡❞✱ S ✇✐❧❧ r❡♣❧❛❝❡ t❤❡ q✉❡r✐❡s ❛❜♦✈❡ ✇✐t❤ ❚❡stP✇❞ ❛♥❞ ◆❡✇❑❡② q✉❡r✐❡s✳

❲❡ s❛② t❤❛t ❛ ✢♦✇ ✐s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞ ✐❢ ✐t ✇❛s s❡♥t ❜② ❛♥ ❤♦♥❡st ♣❧❛②❡r ❛♥❞ ❛rr✐✈❡s ✇✐t❤♦✉t ❛♥②
❛❧t❡r❛t✐♦♥ t♦ t❤❡ ♣❧❛②❡r ✐t ✇❛s ♠❡❛♥t t♦✳ ❲❡ s❛② ✐t ✐s ♥♦♥✲♦r❛❝❧❡✲❣❡♥❡r❛t❡❞ ♦t❤❡r✇✐s❡✱ t❤❛t ✐s ❡✐t❤❡r ✐❢ ✐t
✇❛s s❡♥t ❜② ❛♥ ❤♦♥❡st ♣❧❛②❡r ❛♥❞ ♠♦❞✐✜❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✱ ♦r ✐❢ ✐t ✇❛s s❡♥t ❜② ❛ ❝♦rr✉♣t❡❞ ♣❧❛②❡r ♦r
❛ ♣❧❛②❡r ✐♠♣❡rs♦♥❛t❡❞ ❜② t❤❡ ❛❞✈❡rs❛r② ✭♠♦r❡ ❣❡♥❡r❛❧❧② ❞❡♥♦t❡❞ ❜② ❛tt❛❝❦❡❞ ♣❧❛②❡r✱ t❤❛t ✐s✱ ❛ ♣❧❛②❡r
✇❤♦s❡ ♣❛ss✇♦r❞ ✐s ❦♥♦✇♥ t♦ t❤❡ ❛❞✈❡rs❛r②✮✳

❲❡ ✐♥❝r❡♠❡♥t❛❧❧② ❞❡✜♥❡ ❛ s❡q✉❡♥❝❡ ♦❢ ❣❛♠❡s st❛rt✐♥❣ ❢r♦♠ t❤❡ ♦♥❡ ❞❡s❝r✐❜✐♥❣ ❛ r❡❛❧ ❡①❡❝✉t✐♦♥ ♦❢
t❤❡ ♣r♦t♦❝♦❧ ❛♥❞ ❡♥❞✐♥❣ ✉♣ ✇✐t❤ ❣❛♠❡ G8 ✇❤✐❝❤ ✇❡ ♣r♦✈❡ t♦ ❜❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡
✐❞❡❛❧ ❡①♣❡r✐♠❡♥t✳ ❋♦r t❤❡ s❛❦❡ ♦❢ ❝❧❛r✐t②✱ ✇❡ ✇✐❧❧ ✉s❡ t❤❡ ❢♦❧❧♦✇✐♥❣ ♥♦t❛t✐♦♥✿ t❤❡ ❝❧✐❡♥t ✐s ❆❧✐❝❡ ✭❤❡♥❝❡
❙❤❡✮✱ t❤❡ s❡r✈❡r ✐s ❇♦❜ ✭❤❡♥❝❡ ❍❡✮✱ ❛♥❞ ✇❡ ✉s❡ ■t ❢♦r t❤❡ ❛❞✈❡rs❛r② A ❛♥❞ t❤❡ s✐♠✉❧❛t♦r S✳

✕ G0 ✐s t❤❡ r❡❛❧ ❣❛♠❡✳

✷✺



✕ ❋r♦♠ G1✱ S ✐s ❛❧❧♦✇❡❞ t♦ ♣r♦❣r❛♠ t❤❡ ❈❘❙✳

✕ ❋r♦♠ G2✱ S ❛❧✇❛②s ❡①tr❛❝ts t❤❡ ♣❛ss✇♦r❞ ❝♦♠♠✐tt❡❞ t♦ ❜② t❤❡ ❛❞✈❡rs❛r② ❛♥❞ ❛❜♦rts ✇❤❡♥ t❤❡
❡①tr❛❝t✐♦♥ ❢❛✐❧s ❞✉❡ t♦ t❤❡ ❝♦♠♠✐t♠❡♥t ❜❡✐♥❣ ✈❛❧✐❞ ❢♦r t✇♦ ♦r ♠♦r❡ ♣❛ss✇♦r❞s✳ ❚❤✐s ✇♦✉❧❞ ❧❡❛❞ t♦
❛♥ ❛tt❛❝❦ ❛❣❛✐♥st t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt② ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t s❝❤❡♠❡✳

✕ ❋r♦♠ G3✱ S s✐♠✉❧❛t❡s ❛❧❧ t❤❡ ❝♦♠♠✐t♠❡♥ts ❛♥❞ ♠❛❦❡s t❤❡♠ ❡q✉✐✈♦❝❛❜❧❡ ❣r❛♥t❡❞ t❤❡ s✐♠✉❧❛t❡❞
❈❘❙✳ ❚❤❡ ❝♦♠♠✐t♠❡♥t r❡♠❛✐♥s ❜✐♥❞✐♥❣ ❛♥❞ ❤✐❞✐♥❣ ❢♦r t❤❡ ❡♥✈✐r♦♥♠❡♥t ❛♥❞ t❤❡ ❛❞✈❡rs❛r②✱ ✇❤✐❝❤
❢♦❧❧♦✇s ❢r♦♠ t❤❡ ❈❈❆✷✲♣r♦♣❡rt② ♦❢ t❤❡ ❡♥❝r②♣t✐♦♥✳ ❆s ❛ s✐❞❡ ♥♦t❡✱ t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ♣❛ss✇♦r❞s
✐s ♥♦t ♥❡❝❡ss❛r② ❛♥②♠♦r❡ ❢♦r t❤❡ s✐♠✉❧❛t✐♦♥ ♦❢ t❤❡ ❝♦♠♠✐tt✐♥❣ st❡♣✳

✕ ❋r♦♠ G4✱ S s✐♠✉❧❛t❡s t❤❡ ❤♦♥❡st ❝❧✐❡♥t ✇✐t❤♦✉t ✉s✐♥❣ ❤❡r ♣❛ss✇♦r❞ ❛♥②♠♦r❡ ✭❡①❝❡♣t ❢♦r t❤❡ ❤②❜r✐❞
q✉❡r✐❡s✮✳ ❙❤❡ ✐s ❣✐✈❡♥ ❛ r❛♥❞♦♠ ❦❡② ✐♥ (U3) ✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ ❢❧♦✇✲t✇♦ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞ ❛♥❞
t❤❡ s❡r✈❡r ✇❛s ♥♦t ❝♦rr✉♣t❡❞✳ ■❢ t❤❡ s❡r✈❡r ✇❛s ❝♦rr✉♣t❡❞✱ S r❡❝♦✈❡rs ❤✐s ♣❛ss✇♦r❞ pwJ ❛♥❞ ♠❛❦❡s
❛ ❝❛❧❧ t♦ t❤❡ ●♦♦❞P✇❞ ❢✉♥❝t✐♦♥❛❧✐t② ❢♦r ❆❧✐❝❡✳ ■❢ ✐t ✐s ✐♥❝♦rr❡❝t✱ ❆❧✐❝❡ ✐s ❛❧s♦ ❣✐✈❡♥ ❛ r❛♥❞♦♠ ❦❡②✱ ❜✉t
✐❢ ✐t ✐s ❝♦rr❡❝t✱ t❤❡ ❦❡② ✐s ❝♦♠♣✉t❡❞ ❤♦♥❡st❧② ✉s✐♥❣ t❤❛t ♣❛ss✇♦r❞✳ ■❢ ♥♦ ♣❛ss✇♦r❞ ✐s r❡❝♦✈❡r❡❞✱ ❆❧✐❝❡
✐s ❛❧s♦ ❣✐✈❡♥ ❛ r❛♥❞♦♠ ❦❡②✳ ❆❧✐❝❡ t❤❡♥ ❛❜♦rts ✐♥ (U5) ✐❢ t❤❡ s✐❣♥❛t✉r❡ ♦❢ t❤❡ s❡r✈❡r ✐s ✐♥✈❛❧✐❞✳ ■❢ t❤❡
s❡r✈❡r ✇❛s ❝♦rr✉♣t❡❞ ❜❡❢♦r❡ (U5)✱ S r❡❝♦✈❡rs ❤✐s ♣❛ss✇♦r❞ ❛♥❞ ❞♦❡s ❡①❛❝t❧② t❤❡ s❛♠❡ ❛s ♣r❡✈✐♦✉s❧②
❞❡s❝r✐❜❡❞✳ ❚❤✐s ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ❢♦r♠❡r ❣❛♠❡ ❞✉❡ t♦ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢ t❤❡
❤❛s❤ ❢✉♥❝t✐♦♥✳

✕ ❋r♦♠ G5✱ ✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ ❢❧♦✇✲t✇♦ ✇❛s ♥♦t ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✱ S ❡①tr❛❝ts pwJ ❢r♦♠ comJ ❛♥❞
♣r♦❝❡❡❞s ❛s ❞❡s❝r✐❜❡❞ ✐♥ G4✿ ✐t ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② ❢♦r ❆❧✐❝❡ ❛♥❞ ♣r♦✈✐❞❡s ❤❡r ✇✐t❤ ❡✐t❤❡r ❛
r❛♥❞♦♠ ✈❛❧✉❡ ♦r ❛ ✈❛❧✉❡ ❝♦♠♣✉t❡❞ ❤♦♥❡st❧② ❢♦r skI✳ ❙✐♠✐❧❛r❧②✱ ✐❢ ♥♦ ♣❛ss✇♦r❞ ✐s r❡❝♦✈❡r❡❞✱ ❆❧✐❝❡ ✐s
❣✐✈❡♥ ❛ r❛♥❞♦♠ ❦❡②✳ ❆❧✐❝❡ ❛❜♦rts ✐♥ (U5) ✐❢ t❤❡ s✐❣♥❛t✉r❡ ♦❢ t❤❡ s❡r✈❡r ✐s ✐♥✈❛❧✐❞✳ ❆ ❝♦rr✉♣t✐♦♥ ♦❢
t❤❡ s❡r✈❡r ❜❡❢♦r❡ (U5) ✐s ❞❡❛❧t ✇✐t❤ ❛s ✐♥ G4✳ ❚❤✐s ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ❢♦r♠❡r ❣❛♠❡ ❞✉❡
t♦ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✳

✕ ❋r♦♠ G6✱ S s✐♠✉❧❛t❡s t❤❡ s❡r✈❡r ✇✐t❤♦✉t ✉s✐♥❣ ❤✐s ♣❛ss✇♦r❞ ❛♥②♠♦r❡✳ ■t ❛❜♦rts ✐❢ t❤❡ s✐❣♥❛t✉r❡
r❡❝❡✐✈❡❞ ❢r♦♠ t❤❡ ❝❧✐❡♥t ✐s ✐♥✈❛❧✐❞✳ ❖t❤❡r✇✐s❡✱ t❤❡ s❡r✈❡r ✐s ❣✐✈❡♥ ❛ r❛♥❞♦♠ ❦❡② ✐♥ (S4) ✐♥ t❤❡ ❝❛s❡
✇❤❡r❡ ❢❧♦✇✲♦♥❡ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞ ❛♥❞ t❤❡ ❝❧✐❡♥t ✇❛s ♥♦t ❝♦rr✉♣t❡❞✳ ❆ ❝♦rr✉♣t✐♦♥ ♦❢ t❤❡ ❝❧✐❡♥t
❜❡❢♦r❡ (S4) ✐s ❞❡❛❧t ✇✐t❤ ❛s ✐♥ G4✿ S ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② ❢♦r ❇♦❜ ❛♥❞ ♣r♦✈✐❞❡s ❤✐♠ ✇✐t❤ ❡✐t❤❡r
❛ r❛♥❞♦♠ ✈❛❧✉❡ ♦r ❛ ✈❛❧✉❡ ❝♦♠♣✉t❡❞ ❤♦♥❡st❧② ❢♦r skJ ✭✐❢ ♥♦ ♣❛ss✇♦r❞ ✐s r❡❝♦✈❡r❡❞✱ ❇♦❜ ✐s ❣✐✈❡♥
❛ r❛♥❞♦♠ ❦❡②✮✳ ❚❤✐s ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ❢♦r♠❡r ❣❛♠❡ ❞✉❡ t♦ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢
t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✳

✕ ❋r♦♠ G7✱ ✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ ❢❧♦✇✲♦♥❡ ✇❛s ♥♦t ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✱ S ❡①tr❛❝ts pwI ❢r♦♠ comI ❛♥❞
♣r♦❝❡❡❞s ❛s ❞❡s❝r✐❜❡❞ ✐♥ G4✿ ✐t ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② ❢♦r ❇♦❜ ❛♥❞ ♣r♦✈✐❞❡s ❤✐♠ ✇✐t❤ ❡✐t❤❡r ❛
r❛♥❞♦♠ ✈❛❧✉❡ ♦r ❛ ✈❛❧✉❡ ❝♦♠♣✉t❡❞ ❤♦♥❡st❧② ❢♦r skJ ✭✐❢ ♥♦ ♣❛ss✇♦r❞ ✐s r❡❝♦✈❡r❡❞✱ ❇♦❜ ✐s ❣✐✈❡♥ ❛
r❛♥❞♦♠ ❦❡②✮✳ ❚❤✐s ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ❢♦r♠❡r ❣❛♠❡ ❞✉❡ t♦ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤
❢✉♥❝t✐♦♥✳

✕ ❋✐♥❛❧❧②✱ t❤❡ ❤②❜r✐❞ q✉❡r✐❡s ❛r❡ r❡♣❧❛❝❡❞ ❜② t❤❡ r❡❛❧ ♦♥❡s ✐♥ G8✱ ✇❤✐❝❤ ✐s s❤♦✇♥ t♦ ❜❡ ✐♥❞✐st✐♥❣✉✐s❤✲
❛❜❧❡ t♦ t❤❡ ✐❞❡❛❧✲✇♦r❧❞ ❡①♣❡r✐♠❡♥t✳

❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ s✐♠✉❧❛t♦r ❚❤❡ ❞❡s❝r✐♣t✐♦♥ ♦❢ ♦✉r s✐♠✉❧❛t♦r ✐s ❜❛s❡❞ ♦♥ t❤❛t ♦❢ ❬✶✸❪✳ ❲❤❡♥
✐♥✐t✐❛❧✐③❡❞ ✇✐t❤ s❡❝✉r✐t② ♣❛r❛♠❡t❡r k✱ t❤❡ s✐♠✉❧❛t♦r ✜rst r✉♥s t❤❡ ❦❡②✲❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ ♦❢ t❤❡
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ E ✱ t❤✉s ♦❜t❛✐♥✐♥❣ ❛ ♣❛✐r (sk, pk)✳ ■t ❛❧s♦ ❝❤♦♦s❡s ❛t r❛♥❞♦♠ m ❡❧❡♠❡♥ts (y1, . . . , ym)
✐♥ G ❛♥❞ ❛ r❛♥❞♦♠♥❡ss ❡①tr❛❝t♦r Extract✳ ■t t❤❡♥ ✐♥✐t✐❛❧✐③❡s t❤❡ r❡❛❧✲✇♦r❧❞ ❛❞✈❡rs❛r② A✱ ❣✐✈✐♥❣ ✐t
(pk, (y1, . . . , ym),Extract) ❛s ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✳

❋r♦♠ t❤✐s ♠♦♠❡♥t ♦♥✱ t❤❡ s✐♠✉❧❛t♦r ✐♥t❡r❛❝ts ✇✐t❤ t❤❡ ❡♥✈✐r♦♥♠❡♥t Z✱ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② FpwKE ❛♥❞
✐ts s✉❜r♦✉t✐♥❡ A✳ ❋♦r t❤❡ ♠♦st ♣❛rt✱ t❤✐s ✐♥t❡r❛❝t✐♦♥ ✐s ✐♠♣❧❡♠❡♥t❡❞ ❜② t❤❡ s✐♠✉❧❛t♦r S ❥✉st ❢♦❧❧♦✇✐♥❣
t❤❡ ♣r♦t♦❝♦❧ ♦♥ ❜❡❤❛❧❢ ♦❢ ❛❧❧ t❤❡ ❤♦♥❡st ♣❧❛②❡rs✳ ❚❤❡ ♠❛✐♥ ❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ t❤❡ s✐♠✉❧❛t❡❞ ♣❧❛②❡rs ❛♥❞
t❤❡ r❡❛❧ ❤♦♥❡st ♣❧❛②❡rs ✐s t❤❛t S ❞♦❡s ♥♦t ❡♥❣❛❣❡ ♦♥ ❛ ♣❛rt✐❝✉❧❛r ♣❛ss✇♦r❞ ♦♥ t❤❡✐r ❜❡❤❛❧❢✳ ❍♦✇❡✈❡r✱
✐❢ A ♠♦❞✐✜❡s ❛ ❢❧♦✇✲♦♥❡ ♦r ❛ ❢❧♦✇✲t✇♦ ♠❡ss❛❣❡ t❤❛t ✐s ❞❡❧✐✈❡r❡❞ t♦ ♣❧❛②❡r P ✐♥ s❡ss✐♦♥ ssid✱ t❤❡♥
S ❞❡❝r②♣ts t❤❛t ❝✐♣❤❡rt❡①t ✭✉s✐♥❣ sk✮ ❛♥❞ ✉s❡s t❤❡ r❡❝♦✈❡r❡❞ ♠❡ss❛❣❡ pw ✐♥ ❛ ❚❡stP✇❞ q✉❡r② t♦ t❤❡
❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ t❤✐s ✐s ❛ ❝♦rr❡❝t ❣✉❡ss✱ t❤❡♥ S ✉s❡s t❤✐s ♣❛ss✇♦r❞ ♦♥ ❜❡❤❛❧❢ ♦❢ P ✱ ❛♥❞ ♣r♦❝❡❡❞s ✇✐t❤
t❤❡ s✐♠✉❧❛t✐♦♥✳ ▼♦r❡ ❞❡t❛✐❧s ❢♦❧❧♦✇✳

✷✻



❈♦rr✉♣t✐♦♥s✳ ❙✐♥❝❡ ✇❡ ❝♦♥s✐❞❡r ❛❞❛♣t✐✈❡ ❝♦rr✉♣t✐♦♥s✱ t❤❛t ❝❛♥ ♦❝❝✉r ❛t ❛♥② ♠♦♠❡♥t ❞✉r✐♥❣ t❤❡
❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧✱ ♦✉r s✐♠✉❧❛t♦r✱ ❣✐✈❡♥ t❤❡ ♣❛ss✇♦r❞ ♦❢ ❛ ♣❧❛②❡r✱ ♥❡❡❞s t♦ ❜❡ ❛❜❧❡ t♦ ♣r♦✈✐❞❡
t❤❡ ❛❞✈❡rs❛r② ✇✐t❤ ❛♥ ✐♥t❡r♥❛❧ st❛t❡ ❝♦♥s✐st❡♥t ✇✐t❤ ❛♥② ❞❛t❛ ❛❧r❡❛❞② s❡♥t ✭✇✐t❤♦✉t t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢
t❤❡ ♣❧❛②❡r✬s ♣❛ss✇♦r❞ ❛t t❤❛t t✐♠❡✮✳ ❚♦ ❤❛♥❞❧❡ s✉❝❤ ❝♦rr✉♣t✐♦♥s✱ t❤❡ ❦❡② ♣♦✐♥t r❡❧✐❡s ✐♥ t❤❡ ❡q✉✐✈♦❝❛❜❧❡
♣r♦♣❡rt② ♦❢ ♦✉r ❝♦♠♠✐t♠❡♥t✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ ✐♥st❡❛❞ ♦❢ ❝♦♠♠✐tt✐♥❣ t♦ ❛ ♣❛rt✐❝✉❧❛r ♣❛ss✇♦r❞✱ t❤❡
s✐♠✉❧❛t♦r ❝♦♠♠✐ts t♦ ❛❧❧ ♣❛ss✇♦r❞s✱ ❜❡✐♥❣ ❛❜❧❡ ✐♥ t❤❡ ❡♥❞ t♦ ♦♣❡♥ t♦ ❛♥② ♦❢ t❤❡♠✳ ■♥ ❛ ♥✉ts❤❡❧❧✱
❝♦♠♠✐tt✐♥❣ t♦ ❛❧❧ ♣❛ss✇♦r❞s ♠❡❛♥s t♦ s✐♠✉❧❛t❡ t❤❡ ❝♦♠♠✐t♠❡♥t ✐♥ s✉❝❤ ❛ ✇❛② t❤❛t ❡♥❝r②♣t✐♦♥s ♦❢
❛❧❧ xi✱ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ ❛❧❧ pwi✱ ❛r❡ s❡♥t ✐♥st❡❛❞ ♦❢ ❡♥❝r②♣t✐♦♥s ♦❢ 0 ✭s❡❡ t❤❡ ✏❡q✉✐✈♦❝❛❜✐❧✐t②✑ ♣❛rt
♦❢ ❙❡❝t✐♦♥ ❉ ❢♦r ❞❡t❛✐❧s✮✳ ❘❡❝❛❧❧ t❤❛t t❤❡ ✈❛❧✉❡s hk ❛♥❞ hp ❞♦ ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✱ s♦ t❤❛t ✐t
❞♦❡s ♥♦t ❡♥❣❛❣❡ t❤❡ ♣❧❛②❡r ♦♥ ❛♥② ♦❢ t❤❡♠✳

❙❡ss✐♦♥ ■♥✐t✐❛❧✐③❛t✐♦♥✳ ❲❤❡♥ r❡❝❡✐✈✐♥❣ ❛ ♠❡ss❛❣❡ (◆❡✇❙❡ss✐♦♥, sid, ssid, I, J, r♦❧❡) ❢r♦♠ FpwKE ✱ S
st❛rts s✐♠✉❧❛t✐♥❣ ❛ ♥❡✇ s❡ss✐♦♥ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❢♦r ♣❛rt② PI✱ ♣❡❡r PJ✱ s❡ss✐♦♥ ✐❞❡♥t✐✜❡r ssid✱ ❛♥❞ ❝♦♠♠♦♥
r❡❢❡r❡♥❝❡ str✐♥❣ (pk, (y1, . . . , ym),Extract)✳ ❲❡ ❞❡♥♦t❡ t❤✐s s❡ss✐♦♥ ❜② (PI, ssid)✳ ■❢ role = ❝❧✐❡♥t✱ t❤❡♥
S ❣❡♥❡r❛t❡s ❛ ❢❧♦✇✲♦♥❡ ♠❡ss❛❣❡ ❜② ❝♦♠♠✐tt✐♥❣ t♦ ❛❧❧ t❤❡ ♣❛ss✇♦r❞s✱ ❝❤♦♦s✐♥❣ ❛ ❦❡② ♣❛✐r (SKI, VKI)
❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✳ ■t ❣✐✈❡s t❤✐s ♠❡ss❛❣❡ t♦ A ♦♥ ❜❡❤❛❧❢ ♦❢ (PI, ssid)✳

■❢ (PI, ssid) ❣❡ts ❝♦rr✉♣t❡❞ ❛t t❤✐s st❛❣❡✱ t❤❡♥ S r❡❝♦✈❡rs ❤✐s ♣❛ss✇♦r❞ pwI ❛♥❞ ✐s ❛❜❧❡ t♦ ♦♣❡♥ ❤✐s
❝♦♠♠✐t♠❡♥t ✐♥ s✉❝❤ ❛ ✇❛② t❤❛t ✐t ✐s ❛ ❝♦♠♠✐t♠❡♥t ♦♥ pwI✳ ■t ❝❛♥ t❤✉s ♣r♦✈✐❞❡ A ✇✐t❤ ❝♦♥s✐st❡♥t ❞❛t❛✳

Pr♦t♦❝♦❧ ❙t❡♣s✳ ❆ss✉♠❡ t❤❛t A s❡♥❞s ❛ ♠❡ss❛❣❡ m t♦ ❛♥ ❛❝t✐✈❡ s❡ss✐♦♥ ♦❢ s♦♠❡ ♣❛rt②✳ ■❢ t❤✐s
♠❡ss❛❣❡ ✐s ❢♦r♠❛tt❡❞ ❞✐✛❡r❡♥t❧② ❢r♦♠ ✇❤❛t ✐s ❡①♣❡❝t❡❞ ❜② t❤❡ s❡ss✐♦♥✱ t❤❡♥ S ❛❜♦rts t❤❛t s❡ss✐♦♥ ❛♥❞
♥♦t✐✜❡s A✳ ❖t❤❡r✇✐s❡✱ ✇❡ ❤❛✈❡ t❤❡ ❢♦❧❧♦✇✐♥❣ ❝❛s❡s ✭✇❤❡r❡ ✇❡ ❞❡♥♦t❡ ❛ ♣❛rt② ✐♥ t❤❡ ❝❧✐❡♥t r♦❧❡ ❛s PI

❛♥❞ ❛ ♣❛rt② ✐♥ t❤❡ s❡r✈❡r r♦❧❡ ❛s PJ✮✿

✶✳ ❆ss✉♠❡ t❤❛t t❤❡ s❡ss✐♦♥ (PJ, ssid) r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ m = (❢❧♦✇✲♦♥❡, comI ,VKI)✳ ❚❤❡♥✱ PJ ✐s
♥❡❝❡ss❛r✐❧② ❛ s❡r✈❡r ❛♥❞ m ✐s t❤❡ ✜rst ♠❡ss❛❣❡ r❡❝❡✐✈❡❞ ❜② PJ✳ ■❢ comI ✐s ♥♦t ❡q✉❛❧ t♦ ❛♥② ❝♦♠✲
♠✐t♠❡♥t t❤❛t ✇❛s ❣❡♥❡r❛t❡❞ ❜② S ❢♦r ❛ ❢❧♦✇✲♦♥❡ ♠❡ss❛❣❡✱ S ✉s❡s ✐ts s❡❝r❡t ❦❡② sk t♦ ❞❡❝r②♣t
t❤❡ ❝✐♣❤❡rt❡①t ❛♥❞ ♦❜t❛✐♥ pwI ♦r ♥♦t❤✐♥❣✳ ❖❜t❛✐♥✐♥❣ ♥♦t❤✐♥❣ ✐s ❝♦♥s✐❞❡r❡❞ s✐♠✐❧❛r t♦ ❛♥ ✐♥✈❛❧✐❞
♣❛ss✇♦r❞ ❜❡❧♦✇ ❞✉❡ t♦ t❤❡ ❝♦♥str✉❝t✐♦♥ ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ r❡❧❛t❡❞ t♦ t❤❡ ❝♦♠♠✐t♠❡♥t✳
❲❤❡♥ t❤❡ ❡①tr❛❝t✐♦♥ s✉❝❝❡❡❞s✱ ❜❡❝❛✉s❡ ♦❢ t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✱ ♦♥❧② ♦♥❡ pwI ✐s ♣♦ss✐❜❧❡ ✭♦♥✲❧✐♥❡
❞✐❝t✐♦♥❛r② ❛tt❛❝❦✮✱ t❤❡♥ S ♠❛❦❡s ❛ ❝❛❧❧ (❚❡stP✇❞, sid, ssid, J, pwI) t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ t❤✐s ✐s ❛
❝♦rr❡❝t ❣✉❡ss✱ t❤❡♥ S s❡ts t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤✐s s❡r✈❡r s❡ss✐♦♥ t♦ pwI✱ ♦t❤❡r✇✐s❡✱ t❤✐s ✐s ❛♥ ✐♥✈❛❧✐❞
♣❛ss✇♦r❞✳ ■♥ ❜♦t❤ ❝❛s❡s✱ S ♣r♦❞✉❝❡s ❛ ❝♦♠♠✐t♠❡♥t comJ ♦♥ ❛❧❧ t❤❡ ♣❛ss✇♦r❞s ✭✐t ♠❛❦❡s ✉s❡ ♦❢ t❤❡
❡q✉✐✈♦❝❛❜❧❡ ♣r♦♣❡rt②✮✱ ❝❤♦♦s❡s ❛ ❦❡② ♣❛✐r (SKJ, VKJ) ❢♦r ❛ ♦♥❡✲t✐♠❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡✱ r✉♥s t❤❡
❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠s ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ♦♥ comI t♦ ♣r♦❞✉❝❡ (hkJ, hpJ) ❛♥❞ s❡♥❞s
t❤❡ ❢❧♦✇✲t✇♦ ♠❡ss❛❣❡ (comJ ,VKJ, hpJ) t♦ A ♦♥ ❜❡❤❛❧❢ ♦❢ (PJ, ssid)✳

■❢ t❤❡ s❡♥❞❡r (PI, ssid) ♦❢ t❤✐s ♠❡ss❛❣❡✱ ♦r ✐❢ (PJ, ssid) ❣❡ts ❝♦rr✉♣t❡❞ ❛t t❤❡ ❡♥❞ ♦❢ t❤✐s st❡♣✱
S ❤❛♥❞❧❡s t❤✐s ❝♦rr✉♣t✐♦♥ ❥✉st ❛s ✇❤❡♥ t❤✐s ♣❧❛②❡r ❣❡ts ❝♦rr✉♣t❡❞ ❛t t❤❡ ❡♥❞ ♦❢ t❤❡ ✐♥✐t✐❛❧✐③❛t✐♦♥
st❡♣✳ ◆♦t❡ ✐♥ ❛❞❞✐t✐♦♥ t❤❛t S ✐s ❛❜❧❡ t♦ ❝♦♠♣✉t❡ ❛♥❞ ❣✐✈❡ t♦ A ❛ ❝♦rr❡❝t ✈❛❧✉❡ ❢♦r HashJ✱ t❤❡
♣r♦❥❡❝t❡❞ ❦❡② ❜❡✐♥❣ ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ♣❛ss✇♦r❞ ✭s❡❡ ❞✐s❝✉ss✐♦♥ ✐♥ ❙❡❝t✐♦♥ ❉✳✸✮✳

✷✳ ❆ss✉♠❡ t❤❛t ❛ s❡ss✐♦♥ (PI; ssid) r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ m = (❢❧♦✇✲t✇♦, comJ ,VKJ, hpJ)✳ ❚❤❡♥✱ PI ♠✉st
❜❡ ❛ ❝❧✐❡♥t ✇❤♦ s❡♥t ❛ ❢❧♦✇✲♦♥❡ ♠❡ss❛❣❡ ❛♥❞ ✐s ♥♦✇ ✇❛✐t✐♥❣ ❢♦r t❤❡ r❡s♣♦♥s❡✳ ❲❡ s❛② t❤❛t (PJ, ssid)
✐s ❛ ♣❡❡r s❡ss✐♦♥ t♦ (PI, ssid

′) ✐❢ ssid = ssid′✱ ✐❢ s❡ss✐♦♥ (PI, ssid) ❤❛s ♣❡❡r PJ✱ s❡ss✐♦♥ (PJ, ssid) ❤❛s
♣❡❡r PI✱ ❛♥❞ t❤❡s❡ t✇♦ s❡ss✐♦♥s ❤❛✈❡ ♦♣♣♦s✐t❡ r♦❧❡s ✭❝❧✐❡♥t /s❡r✈❡r✮✳ ■❢ t❤❡ ♣❛✐r (comJ ,VKJ) ✐s ♥♦t
❡q✉❛❧ t♦ t❤❡ ♣❛✐r (comJ ,VKJ) t❤❛t ✇❛s ❣❡♥❡r❛t❡❞ ❜② S ❢♦r ❛ ❢❧♦✇✲♦♥❡ ♠❡ss❛❣❡ ❢r♦♠ ♣❡❡r s❡ss✐♦♥
(PJ, ssid) ✭♦r ✐❢ ♥♦ s✉❝❤ ❝✐♣❤❡rt❡①t ✇❛s ❣❡♥❡r❛t❡❞ ②❡t✱ ♦r ♥♦ s✉❝❤ ♣❡❡r s❡ss✐♦♥ ❡①✐sts✮ t❤❡♥ S ✉s❡s ✐ts
s❡❝r❡t ❦❡② sk t♦ ❝♦♠♣✉t❡ pwJ✱ ♦r ♥♦t❤✐♥❣ ✇❤✐❝❤ ✐s ❝♦♥s✐❞❡r❡❞ s✐♠✐❧❛r t♦ ❛♥ ✐♥✈❛❧✐❞ ♣❛ss✇♦r❞ ❜❡❧♦✇
✭❛s ❜❡❢♦r❡✮✳ ❆❧s♦ ♥♦t❡ t❤❛t S ❝❛♥ r❡❝♦✈❡r pwJ ✐❢ (PJ, ssid) ❤❛s ❜❡❡♥ ❝♦rr✉♣t❡❞ ❛❢t❡r ❤❛✈✐♥❣ s❡♥t
✐ts ❝♦♠♠✐t♠❡♥t✳ ■♥ ❝❛s❡ ♦❢ r❡❝♦✈❡r② ♦❢ pwJ✱ S t❤❡♥ ♠❛❦❡s ❛ ❝❛❧❧ (❚❡stP✇❞, sid, ssid, I, pwJ) t♦ t❤❡
❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ t❤✐s ✐s ❛ ❝♦rr❡❝t ❣✉❡ss✱ S s❡ts t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤✐s ❝❧✐❡♥t s❡ss✐♦♥ t♦ pwJ✱ ♦t❤❡r✇✐s❡✱
t❤✐s ✐s ❛♥ ✐♥✈❛❧✐❞ ♣❛ss✇♦r❞✳

✷✼



❚❤❡♥✱ ✐t r✉♥s t❤❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠s ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ♦♥ comJ t♦ ♣r♦❞✉❝❡
(hkI, hpI)✱ ❛s ✇❡❧❧ ❛s t❤❡ s✐❣♥✐♥❣ ❛❧❣♦r✐t❤♠ ✇✐t❤ SKI t♦ ❝♦♠♣✉t❡ σI ❛♥❞ s❡♥❞s t❤❡ ❢❧♦✇✲t❤r❡❡

♠❡ss❛❣❡ (σI, hpI) t♦ A ♦♥ ❜❡❤❛❧❢ ♦❢ (PI, ssid)✳

◆♦t❡ t❤❛t ✐♥ t❤❡ ❢♦r♠❡r ❝❛s❡ ✭❝♦rr❡❝t ♣❛ss✇♦r❞ ❣✉❡ss✮✱ S ❝♦♠♣✉t❡s ❤♦♥❡st❧② t❤❡ s❡ss✐♦♥ ❦❡② ✉s✐♥❣
♣❛ss✇♦r❞ pwJ✱ ✇✐t❤♦✉t ✐ss✉✐♥❣ ✐t ②❡t✳ ❖t❤❡r✇✐s❡✱ PI ✐s ♣r♦✈✐❞❡❞ ✇✐t❤ ❛ ❦❡② ❝❤♦s❡♥ ❛t r❛♥❞♦♠✳

■❢ (PJ, ssid) ❣❡ts ❝♦rr✉♣t❡❞ ❛t t❤❡ ❡♥❞ ♦❢ t❤✐s st❡♣✱ S ❤❛♥❞❧❡s t❤✐s ❝♦rr✉♣t✐♦♥ ❥✉st ❛s ✇❤❡♥ t❤✐s
♣❧❛②❡r ❣❡ts ❝♦rr✉♣t❡❞ ❛t t❤❡ ❡♥❞ ♦❢ t❤❡ ♣r❡✈✐♦✉s st❡♣✳

■❢ ✐t ✐s (PI, ssid) t❤❛t ❣❡ts ❝♦rr✉♣t❡❞✱ ✇❡ ❢❛❝❡ t✇♦ ❝❛s❡s✳ ■❢ ❛ ❝♦rr❡❝t ♣❛ss✇♦r❞ ❣✉❡ss ♦❝❝✉rr❡❞ ✐♥
t❤✐s st❡♣✱ t❤❡♥ S ❤❛s ❝♦♠♣✉t❡❞ ❡✈❡r②t❤✐♥❣ ❤♦♥❡st❧② ❛♥❞ ❝❛♥ ♣r♦✈✐❞❡ ❡✈❡r② ✈❛❧✉❡ t♦ A ✭r❡❝❛❧❧ t❤❛t
t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡② ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✮✳ ❖t❤❡r✇✐s❡✱ ✐❢ S ❤❛s s❡t t❤❡ s❡ss✐♦♥ ❦❡② ❛t
r❛♥❞♦♠✱ r❡❝❛❧❧ t❤❛t ✐t ❤❛s ♥♦t s❡♥t ❛♥②t❤✐♥❣ ②❡t✱ s♦ t❤❛t t❤❡ ❛❞✈❡rs❛r② t♦t❛❧❧② ✐❣♥♦r❡s t❤❡ ✈❛❧✉❡s
❝♦♠♣✉t❡❞✳ S t❤❡♥ r❡❝♦✈❡rs t❤❡ ♣❛ss✇♦r❞ ♦❢ (PI, ssid) ❛♥❞ ✐s ❛❜❧❡ t♦ ❝♦♠♣✉t❡ t❤❡ ❞❛t❛ ❛♥❞ ❣✐✈❡
t❤❡♠ t♦ t❤❡ ❛❞✈❡rs❛r②✳

✸✳ ❆ss✉♠❡ t❤❛t ❛ s❡ss✐♦♥ (PJ, ssid) r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ m = (❢❧♦✇✲t❤r❡❡, σI, hpI)✳ ❚❤❡♥✱ (PJ, ssid)
♠✉st ❜❡ ❛ s❡r✈❡r ✇❤♦ s❡♥t ❛ ❢❧♦✇✲t✇♦ ♠❡ss❛❣❡ ❛♥❞ ✐s ♥♦✇ ✇❛✐t✐♥❣ ❢♦r t❤❡ r❡s♣♦♥s❡✳ S ❛❜♦rts ✐❢ t❤❡
s✐❣♥❛t✉r❡ σI ✐s ♥♦t ✈❛❧✐❞✳ ■❢ ❢❧♦✇✲♦♥❡ ✇❛s ♥♦t ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✱ t❤❡♥ S ❤❛s ❡①tr❛❝t❡❞ t❤❡ ♣❛ss✇♦r❞
pwI ❢r♦♠ t❤❡ ❝♦♠♠✐t♠❡♥t ✭♦r ❢❛✐❧❡❞ t♦ ❡①tr❛❝t ✐t✮✳ ❙✐♠✐❧❛r❧②✱ ✐❢ t❤❡ ♣❡❡r s❡ss✐♦♥ PI ✭❡①✐sts ❛♥❞✮ ✇❛s
❝♦rr✉♣t❡❞ s♦♦♥❡r ✐♥ t❤❡ ♣r♦t♦❝♦❧✱ t❤❡♥ S ❦♥♦✇s ✐ts ♣❛ss✇♦r❞ pwI ✭✇❤✐❝❤ ✇❛s ✐♥ ♣❛rt✐❝✉❧❛r ✉s❡❞
✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t✮✳ ■♥ ❜♦t❤ ❝❛s❡s✱ t❤❡ s✐♠✉❧❛t♦r ♠❛❦❡s ❛ ❝❛❧❧ (❚❡stP✇❞, sid, ssid, J, pwI) t♦ t❤❡
❢✉♥❝t✐♦♥❛❧✐t② t♦ ❝❤❡❝❦ t❤❡ ❝♦♠♣❛t✐❜✐❧✐t② ♦❢ t❤❡ t✇♦ ♣❛ss✇♦r❞s✳ ■♥ ❝❛s❡ ♦❢ ❛ ❝♦rr❡❝t ❛♥s✇❡r✱ S s❡ts
t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤✐s s❡r✈❡r s❡ss✐♦♥ t♦ pwI✱ ❛♥❞ ❝♦♠♣✉t❡s ❤♦♥❡st❧② t❤❡ s❡ss✐♦♥ ❦❡② ✉s✐♥❣ ♣❛ss✇♦r❞
pwI✳ ❖t❤❡r✇✐s❡✱ PJ ✐s ♣r♦✈✐❞❡❞ ✇✐t❤ ❛ ❦❡② ❝❤♦s❡♥ ❛t r❛♥❞♦♠✳

◆❡①t✱ S r✉♥s s✐❣♥✐♥❣ ❛❧❣♦r✐t❤♠ ✇✐t❤ SKJ t♦ ❝♦♠♣✉t❡ σJ ❛♥❞ s❡♥❞s t❤✐s ❢❧♦✇✲❢♦✉r ♠❡ss❛❣❡ t♦ A
♦♥ ❜❡❤❛❧❢ ♦❢ (PJ, ssid)✳

S ❤❛♥❞❧❡s ❛ ❝♦rr✉♣t✐♦♥ ♦❢ (PI, ssid) ❥✉st ❛s ✐t ❞✐❞ ❛t t❤❡ ❡♥❞ ♦❢ t❤❡ ❢♦r♠❡r st❡♣✳ ❆♥❞ r❡❝❛❧❧ t❤❛t ♥♦
♠♦r❡ ❝♦rr✉♣t✐♦♥ ♦❢ (PJ, ssid) ❝❛♥ ♦❝❝✉r s✐♥❝❡ ✐t ❝❧❛✐♠❡❞ ✐ts s❡ss✐♦♥ ❛s ✏❝♦♠♣❧❡t❡❞✑ ❛♥❞ ❡r❛s❡❞ ✐ts
❞❛t❛✳

✹✳ ❆ss✉♠❡ t❤❛t ❛ s❡ss✐♦♥ (PI, ssid) r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ m = (❢❧♦✇✲❢♦✉r, σJ)✳ (PI, ssid) ♠✉st t❤❡♥ ❜❡ ❛
❝❧✐❡♥t ✇❤♦ s❡♥t ❛ ❢❧♦✇✲t❤r❡❡♠❡ss❛❣❡ ❛♥❞ ✐s ♥♦✇ ✇❛✐t✐♥❣ ❢♦r t❤❡ r❡s♣♦♥s❡✳ S ❛❜♦rts ✐❢ t❤❡ s✐❣♥❛t✉r❡
σJ ✐s ♥♦t ✈❛❧✐❞✳ ■❢ ❢❧♦✇✲t✇♦ ✇❛s ♥♦t ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✱ t❤❡♥ S ❤❛s ❡①tr❛❝t❡❞ t❤❡ ♣❛ss✇♦r❞ pwJ ❢r♦♠
t❤❡ ❝♦♠♠✐t♠❡♥t ✭♦r ❢❛✐❧❡❞ t♦✮✳ ❙✐♠✐❧❛r❧②✱ ✐❢ t❤❡ ♣❡❡r s❡ss✐♦♥ PJ ✭❡①✐sts ❛♥❞✮ ✇❛s ❝♦rr✉♣t❡❞ s♦♦♥❡r
✐♥ t❤❡ ♣r♦t♦❝♦❧✱ t❤❡♥ S ❦♥♦✇s ✐ts ♣❛ss✇♦r❞ pwJ ✭✇❤✐❝❤ ✇❛s ✐♥ ♣❛rt✐❝✉❧❛r ✉s❡❞ ✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t✮✳
■♥ ❜♦t❤ ❝❛s❡s✱ t❤❡ s✐♠✉❧❛t♦r ♠❛❦❡s ❛ ❝❛❧❧ (❚❡stP✇❞, sid, ssid, J, pwJ) t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② t♦ ❝❤❡❝❦
t❤❡ ❝♦♠♣❛t✐❜✐❧✐t② ♦❢ t❤❡ t✇♦ ♣❛ss✇♦r❞s✳ ■♥ ❝❛s❡ ♦❢ ❛ ❝♦rr❡❝t ❛♥s✇❡r✱ S s❡ts t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤✐s
❝❧✐❡♥t s❡ss✐♦♥ t♦ pwJ ❛♥❞ ❝♦♠♣✉t❡s ❤♦♥❡st❧② ✐ts s❡ss✐♦♥ ❦❡②✳ ❖t❤❡r✇✐s❡✱ ✐t s❡ts ✐ts s❡ss✐♦♥ ❦❡② ❛t
r❛♥❞♦♠✳ ❋✐♥❛❧❧② ♥♦t❡ t❤❛t ♥♦ ❝♦rr✉♣t✐♦♥ ❝❛♥ ♦❝❝✉r ❛t t❤✐s st❛❣❡✳

■❢ ❛ s❡ss✐♦♥ ❛❜♦rts ♦r t❡r♠✐♥❛t❡s✱ S r❡♣♦rts ✐t t♦ A✳ ■❢ t❤❡ s❡ss✐♦♥ t❡r♠✐♥❛t❡s ✇✐t❤ ❛ s❡ss✐♦♥ ❦❡② sk✱
t❤❡♥ S ♠❛❦❡s ❛ ◆❡✇❑❡② ❝❛❧❧ t♦ FpwKE ✱ s♣❡❝✐❢②✐♥❣ t❤❡ s❡ss✐♦♥ ❦❡②✳ ❇✉t r❡❝❛❧❧ t❤❛t ✉♥❧❡ss t❤❡ s❡ss✐♦♥
✐s ❝♦♠♣r♦♠✐s❡❞ ♦r ❝♦rr✉♣t❡❞✱ FpwKE ✇✐❧❧ ✐❣♥♦r❡ t❤❡ ❦❡② s♣❡❝✐✜❡❞ ❜② S✱ ❛♥❞ t❤✉s ✇❡ ❞♦ ♥♦t ❤❛✈❡ t♦
❜♦t❤❡r ✇✐t❤ t❤❡ ❦❡② ✐♥ t❤❡s❡ ❝❛s❡s✳

❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❣❛♠❡s ❲❡ ♥♦✇ ♣r♦✈✐❞❡ t❤❡ ❝♦♠♣❧❡t❡ ♣r♦♦❢ ❜② ❛ s❡q✉❡♥❝❡ ♦❢ ❣❛♠❡s✳ ❚❤❡ ❞❡t❛✐❧❡❞
♣r♦♦❢ ♦❢ s♦♠❡ ❣❛♣s ❛r❡ ♣r♦✈✐❞❡❞ ✐♥ ❆♣♣❡♥❞✐① ❋✳

●❛♠❡ G0✿ G0 ✐s t❤❡ r❡❛❧ ❣❛♠❡✳

●❛♠❡ G1✿ ❋r♦♠ t❤✐s ❣❛♠❡ ♦♥✱ ✇❡ ❛❧❧♦✇ t❤❡ s✐♠✉❧❛t♦r t♦ ♣r♦❣r❛♠ t❤❡ ❝♦♠♠♦♥ r❡❢❡r❡♥❝❡ str✐♥❣✱
❛❧❧♦✇✐♥❣ ✐t t♦ ❦♥♦✇ t❤❡ tr❛♣❞♦♦rs ❢♦r ❡①tr❛❝t❛❜✐❧✐t② ❛♥❞ ❡q✉✐✈♦❝❛❜✐❧✐t②✳

●❛♠❡ G2✿ ❚❤✐s ❣❛♠❡ ✐s ❛❧♠♦st t❤❡ s❛♠❡ ❛s t❤❡ ♣r❡✈✐♦✉s ♦♥❡✳ ❚❤❡ ♦♥❧② ❞✐✛❡r❡♥❝❡ ✐s t❤❛t S ❛❧✇❛②s tr✐❡s
t♦ ❡①tr❛❝t t❤❡ ♣❛ss✇♦r❞ ❝♦♠♠✐tt❡❞ t♦ ❜② t❤❡ ❛❞✈❡rs❛r② ✭✇✐t❤♦✉t t❛❦✐♥❣ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡ ❦♥♦✇❧❡❞❣❡
♦❢ t❤✐s ♣❛ss✇♦r❞ ❢♦r t❤❡ ♠♦♠❡♥t✮ ✇❤❡♥❡✈❡r t❤❡ ❧❛tt❡r ❛tt❡♠♣ts t♦ ✐♠♣❡rs♦♥❛t❡ ♦♥❡ ♦❢ t❤❡ ♣❛rt✐❡s✳

✷✽



❲❡ ❛❧❧♦✇ t❤❡ s✐♠✉❧❛t♦r t♦ ❛❜♦rt ✇❤❡♥❡✈❡r t❤✐s ❡①tr❛❝t✐♦♥ ❢❛✐❧s ❜❡❝❛✉s❡ t❤❡ ❛❞✈❡rs❛r② ❤❛s ❣❡♥❡r❛t❡❞ ❛
❝♦♠♠✐t♠❡♥t ✇❤✐❝❤ ✐s ✈❛❧✐❞ ❢♦r t✇♦ ♦r ♠♦r❡ ♣❛ss✇♦r❞s✳ ❉✉❡ t♦ t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt② ♦❢ t❤❡ ❝♦♠♠✐t♠❡♥t
✭s❡❡ ❙❡❝t✐♦♥ ❉✮✱ t❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❛❞✈❡rs❛r② ❛❝❤✐❡✈❡s t❤✐s ✐s ♥❡❣❧✐❣✐❜❧❡✳ ◆♦t❡ t❤❛t t❤❡ ❡①tr❛❝t✐♦♥
❝❛♥ ❛❧s♦ ❢❛✐❧ ✐❢ t❤❡ ✈❛❧✉❡s s❡♥t ✇❡r❡ ♥♦t ❡♥❝r②♣t✐♦♥s ♦❢ ✵ ♦r ✶ ❜✉t ✇❡ ❞♦ ♥♦t ❛❜♦rt ✐♥ t❤✐s ❝❛s❡❀ ❋♦r t❤❡
♠♦♠❡♥t ✇❡ st✐❧❧ ❛ss✉♠❡ t❤❛t t❤❡ s✐♠✉❧❛t♦r ❦♥♦✇s t❤❡ ♣❛ss✇♦r❞s ♦❢ t❤❡ ♣❧❛②❡rs✳ ■♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡s✱
✇❤❡♥ ✐t ✇✐❧❧ ♥♦t ❤❛✈❡ t❤✐s ❦♥♦✇❧❡❞❣❡ ❛♥②♠♦r❡✱ ✇❡ ✇✐❧❧ s❤♦✇ t❤❛t t❤❡ s♠♦♦t❤ ❤❛s❤❡s ✇✐❧❧ ❜❡ r❛♥❞♦♠
s♦ t❤❛t t❤✐s ❢❛✐❧✉r❡ ✇✐❧❧ ❤❛✈❡ ♥♦ ❜❛❞ ❝♦♥s❡q✉❡♥❝❡s✳ ❚❤✐s s❤♦✇s t❤❛t G2 ❛♥❞ G1 ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

●❛♠❡ G3✿ ■♥ t❤✐s ❣❛♠❡✱ S st✐❧❧ ❦♥♦✇s t❤❡ ♣❛ss✇♦r❞s ♦❢ ❜♦t❤ ♣❧❛②❡rs✱ ❜✉t ✐t st❛rts s✐♠✉❧❛t✐♥❣ t❤❡
❝♦♠♠✐t♠❡♥ts ❜② ❝♦♠♠✐tt✐♥❣ t♦ ❛❧❧ ♣♦ss✐❜❧❡ ♣❛ss✇♦r❞s ✭✐♥ ♦r❞❡r t♦ ❜❡ ❛❜❧❡ t♦ ❡q✉✐✈♦❝❛t❡ ❛❢t❡r✇❛r❞s✱
s❡❡ ❙❡❝t✐♦♥ ❉ ❢♦r ❞❡t❛✐❧s✮✳ ◆♦t❡ t❤❛t s✐♥❝❡ t❤❡ ❝♦♠♠✐t♠❡♥t ✐s ❤✐❞✐♥❣✱ t❤✐s ❞♦❡s ♥♦t ❝❤❛♥❣❡ t❤❡ ✈✐❡✇
♦❢ ❛♥ ❡♥✈✐r♦♥♠❡♥t✱ ❛♥❞ t❤❛t t❤❡ ❝♦♠♠✐t♠❡♥t r❡♠❛✐♥s ❜✐♥❞✐♥❣ ✭❡✈❡♥ ✉♥❞❡r ❛❝❝❡ss t♦ ❡q✉✐✈♦❝❛❜❧❡
❝♦♠♠✐t♠❡♥ts ✖s❡❡ ❙❡❝t✐♦♥ ❉ ❛♥❞ ❆♣♣❡♥❞✐① ❈✮✳ ❆❧s♦ ♥♦t❡ t❤❛t t❤❡ ❣❡♥❡r❛t✐♦♥ ♦❢ t❤❡ ♣r♦❥❡❝t❡❞ ❦❡②s
❢♦r t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ✭s❡❡ ❙❡❝t✐♦♥ ❉✮ ✐s ❞♦♥❡ ✇✐t❤♦✉t r❡q✉✐r✐♥❣ t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ♣❛ss✇♦r❞✳
❍❡♥❝❡✱ G3 ❛♥❞ G2 ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

❆s ❛ s✐❞❡ ♥♦t❡✱ ✇❡ ❤❛✈❡ ❥✉st ♣r♦✈❡♥ t❤❛t t❤❡ ❦♥♦✇❧❡❞❣❡ ♦❢ t❤❡ ♣❛ss✇♦r❞s ✐s ♥♦t ♥❡❝❡ss❛r② ❛♥②♠♦r❡
❢♦r st❡♣s (U1) ❛♥❞ (S2)✳ ■❢ ❛ ♣❧❛②❡r ❣❡ts ❝♦rr✉♣t❡❞✱ t❤❡ s✐♠✉❧❛t♦r r❡❝♦✈❡rs ✐ts ♣❛ss✇♦r❞ ❛♥❞ ✐s ❛❜❧❡ t♦
❡q✉✐✈♦❝❛t❡ t❤❡ ❝♦♠♠✐t♠❡♥t ❛♥❞ t❤✉s ♣r♦✈✐❞❡ t❤❡ ❛❞✈❡rs❛r② ✇✐t❤ ❝♦♥s✐st❡♥t ❞❛t❛ ✭s✐♥❝❡ t❤❡ ♣r♦❥❡❝t❡❞
❦❡② ❢♦r t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥ ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞ ❝♦♠♠✐tt❡❞✮✳

●❛♠❡ G4✿ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ s✉♣♣♦s❡ t❤❛t ❢❧♦✇✲♦♥❡ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ❲❡ ❛r❡ ♥♦✇ ❛t ❜❡✲
❣✐♥♥✐♥❣ ♦❢ r♦✉♥❞ (U3) ❛♥❞ ✇❡ ✇❛♥t t♦ s✐♠✉❧❛t❡ t❤❡ ✭❤♦♥❡st✮ ❝❧✐❡♥t✳ ❲❡ s✉♣♣♦s❡ t❤❛t t❤❡ s✐♠✉✲
❧❛t♦r st✐❧❧ ❦♥♦✇s t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤❡ s❡r✈❡r ❜✉t ♥♦t t❤❛t ♦❢ t❤❡ ❝❧✐❡♥t ❛♥②♠♦r❡✳ ▲❡t✬s ✜rst ❝♦♥✲
s✐❞❡r t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ ❆❧✐❝❡ r❡❝❡✐✈❡❞ ❛ ❢❧♦✇✲t✇♦ ✇❤✐❝❤ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ t❤❡
s✐♠✉❧❛t♦r ❝❤♦♦s❡s ❛ r❛♥❞♦♠ ✈❛❧✉❡ Hash(hkI; ρ, (ℓJ, pwI), comJ)✳ ❚❤❡♥✱ ✐❢ t❤❡ s❡r✈❡r r❡♠❛✐♥s ❤♦♥❡st
✉♥t✐❧ (S4)✱ t❤❡ s✐♠✉❧❛t♦r ❛s❦s ❛ ❙❛♠❡P✇❞ q✉❡r② t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ t❤❡ ❛♥s✇❡r ✐s ②❡s ✭t❤❛t ✐s
pwI = pwJ✮✱ ✐t ❣✐✈❡s ❇♦❜ t❤❡ s❛♠❡ r❛♥❞♦♠ ✈❛❧✉❡ ❢♦r ProjHash(hpI; ρ, (ℓJ, pwJ), comJ ;wJ) ❛♥❞ ❝♦♠✲
♣✉t❡s ❤♦♥❡st❧② Hash(hkJ; ρ, (ℓI, pwJ), comI)✱ t❤✉s ❝♦♠♣❧❡t❡❧② ❞❡t❡r♠✐♥✐♥❣ skJ✳ ❖t❤❡r✇✐s❡✱ ✐t ❝♦♠♣✉t❡s
❝♦rr❡❝t❧② t❤❡ ❡♥t✐r❡ ❦❡②✳ ■❢ ❜♦t❤ r❡♠❛✐♥ ❤♦♥❡st ✉♥t✐❧ (U5)✱ t❤❡♥✱ ✐❢ t❤❡② ❤❛✈❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✱
S s❡ts ProjHash(hpJ; ρ, (ℓI, pwI), comI ;wI) = Hash(hkJ; ρ, (ℓI, pwJ), comI)✳ ❖t❤❡r✇✐s❡✱ S s❡ts skI ❛t r❛♥✲
❞♦♠✳

❚❤❡ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❝♦rr✉♣t✐♦♥s ❛♥❞ t❤❡ ♣r♦♦❢ ♦❢ t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❜❡t✇❡❡♥ G4 ❛♥❞ G3

❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ ❆♣♣❡♥❞✐① ❋✳✶ ✭✐t ❢♦❧❧♦✇s ❢r♦♠ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢ t❤❡ s♠♦♦t❤ ❤❛s❤ ❢✉♥❝t✐♦♥✮✳

●❛♠❡ G5✿ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ st✐❧❧ s✉♣♣♦s❡ t❤❛t ❢❧♦✇✲♦♥❡ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✱ ❜✉t ✇❡ ♥♦✇ ❝♦♥s✐❞❡r
t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ ❢❧♦✇✲t✇♦ ✇❛s ♥♦♥✲♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ❲❡ ❛r❡ ♥♦✇ ❛t ❜❡❣✐♥♥✐♥❣ ♦❢ r♦✉♥❞ (U3) ❛♥❞ ✇❡
✇❛♥t t♦ s✐♠✉❧❛t❡ t❤❡ ✭❤♦♥❡st✮ ❝❧✐❡♥t✳ ❚❤❡ s✐♠✉❧❛t♦r st✐❧❧ ❦♥♦✇s t❤❡ ♣❛ss✇♦r❞ ♦❢ t❤❡ s❡r✈❡r✳

comJ ✱ VKJ ♦r hkJ ❤❛s ❜❡❡♥ ❣❡♥❡r❛t❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✳ ■❢ comJ ✐s ❛ r❡♣❧❛②✱ t❤❡♥ t❤❡ ❛❞✈❡rs❛r② ❝♦✉❧❞
♥♦t ♠♦❞✐❢② VKJ✱ ❜❡❝❛✉s❡ ♦❢ t❤❡ ❧❛❜❡❧ ✉s❡❞ ❢♦r comJ ✱ ❛♥❞ t❤❡♥ t❤❡ s✐❣♥❛t✉r❡ ✈❡r✐✜❝❛t✐♦♥ ✇✐❧❧ ❢❛✐❧✳ comJ

✐s t❤✉s ♥❡❝❡ss❛r✐❧② ❛ ♥❡✇ ❝♦♠♠✐t♠❡♥t✳ ❘❡❝❛❧❧ t❤❛t ❢r♦♠ G2✱ t❤❡ s✐♠✉❧❛t♦r ❡①tr❛❝ts t❤❡ ♣❛ss✇♦r❞ ❢r♦♠
t❤❡ ❝♦♠♠✐t♠❡♥t ♦❢ t❤❡ s❡r✈❡r✱ ✇✐t❤ t❤❡ ❤❡❧♣ ♦❢ t❤❡ s❡❝r❡t ❦❡②✳ ❚❤❡ ❡①tr❛❝t✐♦♥ ❝❛♥ ❢❛✐❧ ✇✐t❤ ♥❡❣❧✐❣✐❜❧❡
♣r♦❜❛❜✐❧✐t② ✐❢ S r❡❝♦✈❡rs t✇♦ ❞✐✛❡r❡♥t ♣❛ss✇♦r❞s ✭t❤❛♥❦s t♦ t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✱ s❡❡ G2 ❛♥❞ G3✮✳ ■♥
s✉❝❤ ❛ ❝❛s❡✱ t❤❡ s✐♠✉❧❛t♦r ❛❜♦rts t❤❡ ❣❛♠❡✳ ■t ❝❛♥ ❛❧s♦ ❤❛♣♣❡♥ t❤❛t t❤❡ ❡①tr❛❝t✐♦♥ ✐ss✉❡s ♥♦ ♣❛ss✇♦r❞
♦r t❤❛t ✐t ❢❛✐❧s ✐❢ t❤❡ ✈❛❧✉❡s s❡♥t ✇❡r❡ ♥♦t ❡♥❝r②♣t✐♦♥s ♦❢ ✵ ♦r ✶✳

❚❤❡♥✱ ✐❢ ✐t ❤❛s r❡❝♦✈❡r❡❞ ❛ ♣❛ss✇♦r❞✱ t❤❡ s✐♠✉❧❛t♦r ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ ✐t
✐s ❝♦rr❡❝t✱ t❤❡♥ ✐t ❝♦♠♣✉t❡s ❤♦♥❡st❧② t❤❡ s❡ss✐♦♥ ❦❡② ♦❢ t❤❡ ❝❧✐❡♥t✳ ❖t❤❡r✇✐s❡✱ ♦r ✐❢ ✐t ❤❛s ♥♦t r❡❝♦✈❡r❡❞
❛♥② ♣❛ss✇♦r❞ ✐♥ t❤❡ ❡①tr❛❝t✐♦♥✱ ✐t s❡ts t❤❡ ✈❛❧✉❡ Hash(hkI; ρ, (ℓJ, pwI), comJ) ❛t r❛♥❞♦♠ ✭t❤❡ ❡♥t✐r❡
❦❡② skI ✇✐❧❧ ❜❡ s❡t ✐♥ r♦✉♥❞ (U5)✮✳ ◆♦t❡ t❤❛t t❤❡ s♠♦♦t❤ ❤❛s❤ ✈❛❧✉❡ ✇✐❧❧ ♥❡❝❡ss❛r✐❧② ❜❡ r❛♥❞♦♠ ❜②
❝♦♥str✉❝t✐♦♥ ✐❢ t❤❡ ✈❛❧✉❡s s❡♥t ✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t ✇❡r❡ ♥♦t ❡♥❝r②♣t✐♦♥s ♦❢ ✵ ♦r ✶✳

❚❤❡ ❝♦rr✉♣t✐♦♥s ✇❤✐❝❤ ❝❛♥ ❢♦❧❧♦✇ t❤✐s st❡♣ ❛r❡ ❞❡❛❧t ✇✐t❤ ❛s ✐♥ t❤❡ ❢♦r♠❡r ❣❛♠❡ ✭r❡❝❛❧❧ t❤❛t t❤❡
♣r♦❥❡❝t❡❞ ❦❡②s s❡♥t ❞♦ ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✮✳ ❉✉❡ t♦ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✱ t❤✐s
❣❛♠❡ ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ♣r❡✈✐♦✉s ♦♥❡ ✭s❡❡ ❆♣♣❡♥❞✐① ❋✳✷✮✳

✷✾



●❛♠❡ G6✿ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❞❡❛❧ ✇✐t❤ t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ ❛❧❧ ✢♦✇s r❡❝❡✐✈❡❞ ❜② t❤❡ ❝❧✐❡♥t ✉♣ t♦ (S4)
✇❡r❡ ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ❲❡ ❛r❡ ♥♦✇ ❛t ❜❡❣✐♥♥✐♥❣ ♦❢ r♦✉♥❞ (S4) ❛♥❞ ✇❡ ✇❛♥t t♦ s✐♠✉❧❛t❡ t❤❡ ✭❤♦♥❡st✮
s❡r✈❡r✳ ❲❡ s✉♣♣♦s❡ t❤❛t t❤❡ s✐♠✉❧❛t♦r ❞♦❡s♥✬t ❦♥♦✇ ❛♥② ♣❛ss✇♦r❞s ❛♥②♠♦r❡✳ ▲❡t✬s ✜rst ❝♦♥s✐❞❡r t❤❡
❝❛s❡ ✐♥ ✇❤✐❝❤ ❢❧♦✇✲t❤r❡❡ ✇❛s ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ◆♦t❡ t❤❛t ❢❧♦✇✲♦♥❡ ♠✉st ❤❛✈❡ ❜❡❡♥ ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞
t♦♦✱ ♦t❤❡r✇✐s❡ t❤❡ s✐❣♥❛t✉r❡ σ1 ✇♦✉❧❞ ❤❛✈❡ ❜❡❡♥ r❡❥❡❝t❡❞✳

❚❤❡♥✱ t❤❡ s✐♠✉❧❛t♦r ❛s❦s ❛ ❙❛♠❡P✇❞ q✉❡r② t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ ✐t ✐s ❝♦rr❡❝t✱ ✐t s❡ts t❤❡ ✈❛❧✉❡ ❢♦r
ProjHash(hpI; ρ, (ℓJ, pwJ), comJ ;wJ) ❡q✉❛❧ t♦ Hash(hkI; ρ, (ℓJ, pwJ), comJ)✱ ❛♥❞ ✐t ❛❧s♦ s❡ts t❤❡ ✈❛❧✉❡ ❢♦r
Hash(hkJ; ρ, (ℓI, pwJ), comI) ❛t r❛♥❞♦♠✳ ❖t❤❡r✇✐s❡✱ ✐t s❡ts t❤❡s❡ ✈❛❧✉❡s ❛t r❛♥❞♦♠✳

■♥ (U5)✱ ✐❢ t❤❡ ♣❛ss✇♦r❞s ♦❢ ❆❧✐❝❡ ❛♥❞ ❇♦❜ ❛r❡ t❤❡ s❛♠❡ ❛♥❞ ❜♦t❤ r❡♠❛✐♥ ❤♦♥❡st✱ ✇❡ s❡t t❤❡
✈❛❧✉❡ ProjHash(hpJ; ρ, (ℓI, pwI), comI ;wI) = Hash(hkJ; ρ, (ℓI, pwJ), comI)✿ skI ❛♥❞ skJ ❛r❡ t❤✉s ❡q✉❛❧✱ ❛s
r❡q✉✐r❡❞✳ ◆♦t❡ t❤❛t s✐♥❝❡ Hash(hkI; ρ, (ℓJ, pwI), comJ) ✐s ❛❧r❡❛❞② s❡t ❛t r❛♥❞♦♠ s✐♥❝❡ G4 ♦r G5✱ ❛❧❧ t❤❡
❦❡②s ❛r❡ ❛❧r❡❛❞② r❛♥❞♦♠✳

■❢ t❤❡✐r ♣❛ss✇♦r❞s ❛r❡ ♥♦t t❤❡ s❛♠❡ ❜✉t ❜♦t❤ r❡♠❛✐♥ ❤♦♥❡st✱ ❆❧✐❝❡ ✇✐❧❧ ❜❡ ❣✐✈❡♥ ✐♥ (U5) ❛ ❦❡② ❝❤♦s❡♥
✐♥❞❡♣❡♥❞❡♥t❧② ❛t r❛♥❞♦♠✿ ❍❡r❡✱ ProjHash(hpJ; ρ, (ℓI, pwI), comI ;wI) ❞♦❡s♥✬t ❤❛✈❡ t♦ ❜❡ ♣r♦❣r❛♠♠❡❞✱
s✐♥❝❡ t❤❡ ❦❡②s ❞♦ ♥♦t ❤❛✈❡ ❛♥② r❡❛s♦♥ t♦ ❜❡ ✐❞❡♥t✐❝❛❧✳ ■♥ t❤✐s ❝❛s❡✱ ❛s ✐♥ G4✱ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢
t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥s ❡♥s✉r❡s t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ✭s❡❡ ❆♣♣❡♥❞✐① ❋✳✸ ❢♦r t❤❡ tr❡❛t♠❡♥t ♦❢ ❝♦rr✉♣t✐♦♥s✮✳

●❛♠❡ G7✿ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ st✐❧❧ ❞❡❛❧ ✇✐t❤ t❤❡ ❝❛s❡ ✐♥ ✇❤✐❝❤ ❛❧❧ ✢♦✇s r❡❝❡✐✈❡❞ ❜② t❤❡ ❝❧✐❡♥t ✉♣ t♦ (S4)
✇❡r❡ ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ❲❡ ❛r❡ ♥♦✇ ❛t ❜❡❣✐♥♥✐♥❣ ♦❢ (S4) ❛♥❞ ✇❡ ✇❛♥t t♦ s✐♠✉❧❛t❡ t❤❡ ✭❤♦♥❡st✮ s❡r✈❡r✱
✇✐t❤♦✉t ❦♥♦✇✐♥❣ ❛♥② ♣❛ss✇♦r❞✱ ❜✉t ✇❡ ♥♦✇ s✉♣♣♦s❡ t❤❛t ❢❧♦✇✲t❤r❡❡ ✇❛s ♥♦t ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ◆♦t❡
t❤❛t ✐♥ t❤✐s ❝❛s❡ ❢❧♦✇✲♦♥❡ ❝❛♥♥♦t ❤❛✈❡ ❜❡❡♥ ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞✳ ❖t❤❡r✇✐s❡✱ t❤❡ s✐❣♥❛t✉r❡ σ1 ✇♦✉❧❞ ❤❛✈❡
❜❡❡♥ r❡❥❡❝t❡❞✳

❘❡❝❛❧❧ t❤❛t ❢r♦♠ G2✱ t❤❡ s✐♠✉❧❛t♦r ❡①tr❛❝ts t❤❡ ♣❛ss✇♦r❞ ❢r♦♠ t❤❡ ❝♦♠♠✐t♠❡♥t ♦❢ t❤❡ ❝❧✐❡♥t✱
✇✐t❤ t❤❡ ❤❡❧♣ ♦❢ t❤❡ s❡❝r❡t ❦❡②✳ ❚❤❡ ❡①tr❛❝t✐♦♥ ❝❛♥ ❢❛✐❧ ✇✐t❤ ♥❡❣❧✐❣✐❜❧❡ ♣r♦❜❛❜✐❧✐t② ✐❢ S r❡❝♦✈❡rs t✇♦
❞✐✛❡r❡♥t ♣❛ss✇♦r❞s ✭t❤❛♥❦s t♦ t❤❡ ❜✐♥❞✐♥❣ ♣r♦♣❡rt②✱ s❡❡ G2 ❛♥❞ G3✮✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ t❤❡ s✐♠✉❧❛t♦r
❛❜♦rts t❤❡ ❣❛♠❡✳ ■t ❝❛♥ ❛❧s♦ ❤❛♣♣❡♥ t❤❛t t❤❡ ❡①tr❛❝t✐♦♥ ✐ss✉❡s ♥♦ ♣❛ss✇♦r❞ ✭❢♦r ❡①❛♠♣❧❡ ✐❢ t❤❡ ✈❛❧✉❡s
s❡♥t ✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t ✇❡r❡ ♥♦t ❡♥❝r②♣t✐♦♥s ♦❢ ✵ ♦r ✶✮✳ ❚❤❡♥✱ ✐❢ ✐t ❤❛s r❡❝♦✈❡r❡❞ ❛ ♣❛ss✇♦r❞✱ t❤❡
s✐♠✉❧❛t♦r ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ ✐t ✐s ❝♦rr❡❝t✱ t❤❡♥ ✐t ❝♦♠♣✉t❡s ❤♦♥❡st❧② t❤❡
s❡ss✐♦♥ ❦❡② ♦❢ t❤❡ s❡r✈❡r✳ ❖t❤❡r✇✐s❡✱ ♦r ✐❢ ✐t ❤❛s ♥♦t r❡❝♦✈❡r❡❞ ❛♥② ♣❛ss✇♦r❞ ✐♥ t❤❡ ❡①tr❛❝t✐♦♥✱ ✐t s❡ts
t❤❡ ✈❛❧✉❡s Hash(hkJ; ρ, (ℓI, pwJ), comI) ❛♥❞ ProjHash(hpI; ρ, (ℓJ, pwJ), comJ ; wJ) ❛t r❛♥❞♦♠✳ ❘❡❝❛❧❧ t❤❛t
✐❢ t❤❡ ✈❛❧✉❡s s❡♥t ✐♥ t❤❡ ❝♦♠♠✐t♠❡♥t ✇❡r❡ ♥♦t ❡♥❝r②♣t✐♦♥s ♦❢ ✵ ♦r ✶✱ t❤❡ s♠♦♦t❤ ❤❛s❤ ✈❛❧✉❡ ✇✐❧❧ ❜❡
r❛♥❞♦♠✳

❚❤❡ ❝♦rr✉♣t✐♦♥s ✇❤✐❝❤ ❝❛♥ ❢♦❧❧♦✇ t❤✐s st❡♣ ❛r❡ ❞❡❛❧t ✇✐t❤ ❛s ✐♥ t❤❡ ❢♦r♠❡r ❣❛♠❡✳ ❉✉❡ t♦ t❤❡
s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✱ t❤✐s ❣❛♠❡ ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ♣r❡✈✐♦✉s ♦♥❡✿ ❚❤❡ ♣r♦♦❢ ✐s
❡①❛❝t❧② t❤❡ s❛♠❡ ❛s ✐♥ G5✱ ❜✉t ✐t ✐s ♠❛❞❡ ♠♦r❡ ❡❛s✐❡r✱ s✐♥❝❡ t❤❡ ❦❡② ♦❢ t❤❡ ❝❧✐❡♥t ✐s ❛❧r❡❛❞② r❛♥❞♦♠✳

●❛♠❡ G8✿ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ ●♦♦❞P✇❞ q✉❡r✐❡s ❜② ❚❡stP✇❞ ♦♥❡s✱ ❛♥❞ ❙❛♠❡P✇❞ ❜② ◆❡✇❑❡② ♦♥❡s✳
■❢ ❛ s❡ss✐♦♥ ❛❜♦rts ♦r t❡r♠✐♥❛t❡s✱ S r❡♣♦rts ✐t t♦ A✳ ■❢ ❛ s❡ss✐♦♥ t❡r♠✐♥❛t❡s ✇✐t❤ ❛ s❡ss✐♦♥ ❦❡② sk✱ t❤❡♥
S ♠❛❦❡s ❛ ◆❡✇❑❡② ❝❛❧❧ t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✱ s♣❡❝✐❢②✐♥❣ t❤❡ s❡ss✐♦♥ ❦❡② sk✳ ❇✉t r❡❝❛❧❧ t❤❛t ✉♥❧❡ss t❤❡
s❡ss✐♦♥ ✐s ❝♦♠♣r♦♠✐s❡❞✱ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ✇✐❧❧ ✐❣♥♦r❡ t❤❡ ❦❡② s♣❡❝✐✜❡❞ ❜② S✳

❲❡ s❤♦✇ ✐♥ ❆♣♣❡♥❞✐① ❋✳✹ t❤❛t t❤✐s ❣❛♠❡ ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ t❤❡ ✐❞❡❛❧✲✇♦r❧❞ ❡①♣❡r✐♠❡♥t✳

❋ ❉❡t❛✐❧s ♦❢ t❤❡ Pr♦♦❢

❋✳✶ ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ G4 ❛♥❞ G3

❲❡ ♥♦✇ ❞❡s❝r✐❜❡ ✇❤❛t ❤❛♣♣❡♥s ✐♥ ❝❛s❡ ♦❢ ❝♦rr✉♣t✐♦♥s✳ ❋✐rst✱ ✐❢ ❆❧✐❝❡ ❣❡ts ❝♦rr✉♣t❡❞ ❛❢t❡r t❤❡ ❡①❡❝✉t✐♦♥
♦❢ (U3)✱ t❤❡♥ t❤❡ s✐♠✉❧❛t♦r ✇✐❧❧ r❡❝♦✈❡r ❤❡r ♣❛ss✇♦r❞ ❛♥❞ t❤✉s ❜❡ ❛❜❧❡ t♦ ❝♦♠♣✉t❡ ❡✈❡r②t❤✐♥❣ ❝♦rr❡❝t❧②✳
❘❡❝❛❧❧ t❤❛t t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡② ❞✐❞ ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✳

❙❡❝♦♥❞✱ ✐❢ ❇♦❜ ❣❡ts ❝♦rr✉♣t❡❞ ❛❢t❡r (U3) ♦r ❛❢t❡r (S4)✱ t❤❡♥ t❤❡ s✐♠✉❧❛t♦r ✇✐❧❧ ❜❡ ❛❜❧❡ t♦ ❝♦♠♣✉t❡
❡✈❡r②t❤✐♥❣ ❝♦rr❡❝t❧②✳ ■♥ ♣❛rt✐❝✉❧❛r ✐♥ t❤❡ s❡❝♦♥❞ ❝❛s❡✱ t❤❡ ❛❞✈❡rs❛r② ✇✐❧❧ ❣❡t ❛ ❝♦❤❡r❡♥t ✈❛❧✉❡ ♦❢ skJ✳
❚❤❡♥✱ t❤❡ s✐♠✉❧❛t♦r ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② ❢♦r ❆❧✐❝❡ ✇✐t❤ ❇♦❜✬s ♣❛ss✇♦r❞ t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ t❤❡②
❛r❡ t❤❡ s❛♠❡✱ S r❡❝♦✈❡rs t❤❡ ♣❛ss✇♦r❞ ♦❢ ❆❧✐❝❡✱ ❛♥❞ s✐♥❝❡ ✐t ❤❛s♥✬t r❡❛❧❧② ❡r❛s❡❞ ❤❡r ❞❛t❛✱ ✐t ✇✐❧❧ ❜❡

✸✵



❛❜❧❡ t♦ ❝♦♠♣✉t❡ skI ❡①❛❝t❧② ❛s t❤❡ ❛❞✈❡rs❛r② s❤♦✉❧❞ ❤❛✈❡ ❞♦♥❡ ✐t ❢♦r ❇♦❜ ✭✐♥ ♣❛rt✐❝✉❧❛r ❜❡❝❛✉s❡ t❤❡
♣r♦❥❡❝t✐♦♥ ❦❡② ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✮✳ ❖t❤❡r✇✐s❡✱ ✐t ❣✐✈❡s ❆❧✐❝❡ ❛ r❛♥❞♦♠ ❦❡②✿ t❤❡r❡ ✐s ♥♦
♥❡❡❞ t❤❛t t❤❡ ♣❧❛②❡rs ❣❡t t❤❡ s❛♠❡ ❦❡② ✐❢ t❤❡② ❞♦♥✬t s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞ ✕ r❡❝❛❧❧ t❤❛t ❛❧❧ ♣r✐✈❛t❡
❞❛t❛ ✐s ❡r❛s❡❞ s♦ t❤❛t t❤❡ ❛❞✈❡rs❛r② ❝❛♥♥♦t ✈❡r✐❢② ❛♥②t❤✐♥❣✳

❋✐♥❛❧❧②✱ ✐❢ ❆❧✐❝❡ ❣❡ts ❝♦rr✉♣t❡❞ ❜② t❤❡ ❡♥❞ ♦❢ (U5)✱ t❤❡ s✐♠✉❧❛t♦r ✇✐❧❧ r❡❝♦✈❡r ❤❡r ♣❛ss✇♦r❞ ❛♥❞
❛s❦ ❛ ❙❛♠❡P✇❞ q✉❡r② t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✳ ■❢ σJ ✐s ❝♦rr❡❝t ❛♥❞ t❤❡② s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✱ t❤❡♥
t❤❡ s✐♠✉❧❛t♦r ❝♦♠♣✉t❡s skI ❡①❛❝t❧② ❛s t❤❡ ❛❞✈❡rs❛r② s❤♦✉❧❞ ❤❛✈❡ ❞♦♥❡ ✐t ❢♦r ❇♦❜ ✭♦♥❡ ❛❣❛✐♥ ❜❡❝❛✉s❡
t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡② ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✮✳ ❖t❤❡r✇✐s❡✱ ✐❢ t❤❡ s✐❣♥❛t✉r❡ ✐s ❝♦rr❡❝t ❜✉t t❤❡✐r
♣❛ss✇♦r❞s ❛r❡ ❞✐✛❡r❡♥t✱ t❤❡♥ ❆❧✐❝❡ ✐s ♣r♦✈✐❞❡❞ ✇✐t❤ ❛ r❛♥❞♦♠ ✈❛❧✉❡ ✭r❡❝❛❧❧ t❤❛t ❤❡r ❞❛t❛ ✐s s✉♣♣♦s❡❞
t♦ ❜❡ ❡r❛s❡❞✱ s♦ t❤❛t t❤❡ ❛❞✈❡rs❛r② ✐s ♥♦t s✉♣♣♦s❡❞ t♦ ❜❡ ❛❜❧❡ t♦ ✈❡r✐❢② ✐t✮✳ ❖t❤❡r✇✐s❡✱ ✐❢ t❤❡ s✐❣♥❛t✉r❡
✐s ✐♥❝♦rr❡❝t✱ t❤❡ s✐♠✉❧❛t♦r ❛❜♦rts t❤❡ ❣❛♠❡✳ ❲❡ ❝❛♥ s❡❡ ❤❡r❡ t❤❡ ♥❡❝❡ss✐t② ♦❢ st❡♣ (U5) ✐♥ ♦r❞❡r t♦
❣✉❛r❛♥t❡❡ ❛❞❛♣t✐✈❡ s❡❝✉r✐t②✳

❲❡ ♥♦✇ s❤♦✇ t❤❛t ❛♥ ❡♥✈✐r♦♥♠❡♥t t❤❛t ❞✐st✐♥❣✉✐s❤❡s G4 ❢r♦♠ G3 ❝❛♥ ❜❡ ✉s❡❞ t♦ ❝♦♥str✉❝t ❛
❞✐st✐♥❣✉✐s❤❡r ❜❡t✇❡❡♥ ❊①♣t✲❍❛s❤ ❛♥❞ ❊①♣t✲❯♥✐❢ ❛s ❞❡s❝r✐❜❡❞ ✐♥ ❬✷✷❪ ✭s❡❡ ❆♣♣❡♥❞✐① ❆✮✱ ✈✐♦❧❛t✐♥❣ t❤❡✐r
❈♦r♦❧❧❛r② ✸✳✸✳

❲❡ ✜rst ❞❡✜♥❡ ❤②❜r✐❞ ❣❛♠❡s Hi ❛s ❢♦❧❧♦✇s✳ ❋✐rst ♥♦t❡ t❤❛t t❤❡ s❡ss✐♦♥s ❛r❡ ♦r❞❡r❡❞ ✇✐t❤ r❡✲
s♣❡❝t t♦ t❤❡ r♦✉♥❞s (U1)✳ ■♥ ❛❧❧ s❡ss✐♦♥s ❜❡❢♦r❡ t❤❡ ith ♦♥❡✱ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ✐s r❛♥❞♦♠✱ ❛♥❞ ✐♥
❛❧❧ t❤❡ s❡ss✐♦♥s ❛❢t❡r✇❛r❞s ✭i, i + 1, . . .✮✱ t❤❡ ✈❛❧✉❡s ❛r❡ s❡t ❛s r❡❛❧✳ ■♥ ❛❧❧ ✏r❛♥❞♦♠✑ ❝❛s❡s✱ ✇❡ s❡t
ProjHash(hpI ; ρ, (ℓJ, pwJ), comJ ;wJ) t♦ t❤❡ s❛♠❡ ✈❛❧✉❡ ❞✉r✐♥❣ t❤❡ s✐♠✉❧❛t✐♦♥ ♦❢ t❤❡ s❡r✈❡r ✐❢ ❡✈❡r②t❤✐♥❣
❣♦❡s ✇❡❧❧✱ t❤❛t ✐s✱ ✐❢ ♥♦ ❝♦rr✉♣t✐♦♥ ♦❝❝✉rr❡❞ ❛♥❞ t❤❡ ♣❛ss✇♦r❞s ❛r❡ t❤❡ s❛♠❡✳ ❲✐t❤ t❤❡s❡ ♥♦t❛t✐♦♥s✱ t❤❡
i = 1 ❝❛s❡ ✐s ❡①❛❝t❧② G3 ❛♥❞ i = qs + 1 ✐s ❡①❛❝t❧② G4✳ P✐❝t♦r✐❛❧❧②✱

{
❘❛♥❞♦♠ 1, . . . , i− 1
❘❡❛❧ i, . . . , qs

❖✉r ❛✐♠ ✐s ♥♦✇ t♦ ♣r♦✈❡ t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ Hi ❛♥❞ Hi+1✳ ❲❡ ❞❡✜♥❡ t❤❡ ❡✈❡♥t Ei✱ st❛t✐♥❣
t❤❛t t❤❡r❡ ❡①✐sts ❛ ❝♦rr✉♣t✐♦♥ ❜❡t✇❡❡♥ t❤❡ ❝♦♠♠✐tt✐♥❣ ✭U1✮ ❛♥❞ ❤❛s❤✐♥❣ ✭U3) st❡♣s ✐♥ t❤❡ ith s❡ss✐♦♥✳
◆♦t✐❝❡ t❤❛t t❤❡ ♣r♦❜❛❜✐❧✐t② ♦❢ t❤✐s ❡✈❡♥t ✐s t❤❡ s❛♠❡ ✐♥ t❤❡ t✇♦ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡s Hi ❛♥❞ Hi+1✳ ❚❤✐s
✐s tr✉❡ ❞❡s♣✐t❡ t❤❡ ❢❛❝t t❤❛t ✇❡ ❝♦♥s✐❞❡r ❝♦♥❝✉rr❡♥t s❡ss✐♦♥s✳ ❚♦ s❡❡ t❤✐s✱ ♥♦t✐❝❡ t❤❛t ❡✈❡♥ t❤♦✉❣❤
Ei ♠❛② ❞❡♣❡♥❞ ♦♥ s❡ss✐♦♥s ✇✐t❤ ❛ ❧❛r❣❡r ✐♥❞❡①✱ t❤❡ ♦♥❧② ❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ t❤❡s❡ t✇♦ ❣❛♠❡s ❝♦♥❝❡r♥s
r♦✉♥❞ (U3) ♦❢ t❤❡ ith s❡ss✐♦♥✿ ❡✈❡r②t❤✐♥❣ ✐s ✐❞❡♥t✐❝❛❧ ❜❡❢♦r❡ t❤✐s st❡♣✳ ❙✐♥❝❡ t❤❡ ❝♦rr✉♣t✐♦♥ ♦❝❝✉rs ❜❡❢♦r❡
t❤✐s r♦✉♥❞✱ t❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❛❞✈❡rs❛r② ❝♦rr✉♣ts ❛ ♣❧❛②❡r ✐♥ t❤❡ ith s❡ss✐♦♥✱ ✇❤✐❝❤ ♦♥❧② ❞❡♣❡♥❞s
♦♥ ✇❤❛t ❤❛♣♣❡♥❡❞ ❜❡❢♦r❡✱ ✐s t❤❡ s❛♠❡ ✐♥ ❜♦t❤ ❝❛s❡s✳

❲❡ ♥♦✇ ❞❡♥♦t❡ ❜② ♦✉tZ t❤❡ ♦✉t♣✉t ♦❢ t❤❡ ❡♥✈✐r♦♥♠❡♥t ❛t t❤❡ ❡♥❞ ♦❢ t❤❡ ❡①❡❝✉t✐♦♥ ❛♥❞ ❝♦♠♣✉t❡
t❤❡ ❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ Pr [♦✉tZ = 1] ✐♥ t❤❡ t✇♦ ❞✐✛❡r❡♥t ❣❛♠❡s✿

∣∣PrHi+1 [♦✉tZ = 1]− PrHi
[♦✉tZ = 1]

∣∣

=
∣∣PrHi+1 [♦✉tZ = 1 ∧ Ei] + PrHi+1 [♦✉tZ = 1 ∧ ¬Ei]

− PrHi
[♦✉tZ = 1 ∧ Ei]− PrHi

[♦✉tZ = 1 ∧ ¬Ei]|

≤
∣∣PrHi+1 [♦✉tZ = 1 ∧ Ei]− PrHi

[♦✉tZ = 1 ∧ Ei]
∣∣

+
∣∣PrHi+1 [♦✉tZ = 1 ∧ ¬Ei]− PrHi

[♦✉tZ = 1 ∧ ¬Ei]
∣∣

≤
∣∣PrHi+1 [♦✉tZ = 1|Ei]− PrHi

[♦✉tZ = 1|Ei]
∣∣ |PrHi

[Ei]|

+
∣∣PrHi+1 [♦✉tZ = 1|¬Ei]− PrHi

[♦✉tZ = 1|¬Ei]
∣∣ |PrHi

[¬Ei]|

❋✐rst ❝♦♥s✐❞❡r t❤❡ ✜rst t❡r♠ ♦❢ t❤✐s s✉♠✳ ■❢ t❤❡r❡ ✐s ❛ ❝♦rr✉♣t✐♦♥✱ ✇❡ ❧❡❛r♥ t❤❡ ♣❛ss✇♦r❞ ❛♥❞ ❛❧s♦
✭✐♥ ❢❛❝t✱ ✇❡ s✐♠✉❧❛t❡ ✐♥ ❛ ❝♦❤❡r❡♥t ✇❛②✮ t❤❡ r❛♥❞♦♠♥❡ss✱ ❡♥❛❜❧✐♥❣ ✉s t♦ ❝♦♠♣✉t❡ ❡✈❡r②t❤✐♥❣ ❝♦rr❡❝t❧②✳
❚❤✉s✱ t❤✐s t❡r♠ ✐s ❡q✉❛❧ t♦ ③❡r♦✳

❲❡ ♥♦✇ ❝♦♥s✐❞❡r t❤❡ s❡❝♦♥❞ t❡r♠✱ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡r❡ ✐s ♥♦ ❝♦rr✉♣t✐♦♥✱ ❛♥❞
s❤♦✇ t❤❛t |Pr [❊①♣t✲❍❛s❤(D) = 1]− Pr [❊①♣t✲❯♥✐❢(D) = 1]| ❜♦✉♥❞s ✭t♦ ✇✐t❤✐♥ ❛ ♥❡❣❧✐❣✐❜❧❡ ❛♠♦✉♥t✮
t❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❡♥✈✐r♦♥♠❡♥t ❞✐st✐♥❣✉✐s❤❡s Hi+1 ❢r♦♠ Hi✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ ❧❡t✬s ❝♦♥s✐❞❡r t❤❡
❢♦❧❧♦✇✐♥❣ ❣❛♠❡ H ✭❛s ❞❡s❝r✐❜❡❞ ❜❡❧♦✇✮ ✐♥ ✇❤✐❝❤ t❤❡ ♦r❛❝❧❡s ❈♦♠♠✐t ❛♥❞ ❍❛s❤ ❛♣♣❡❛r ✐♥ t❤❡ ith s❡ss✐♦♥
♦♥❧② ✉♥❞❡r t❤❡ ❛ss✉♠♣t✐♦♥ ¬Ei✳

✸✶



H ✐s ❛s ❢♦❧❧♦✇s✿ ▲❡t D ❜❡ ❛ ♠❛❝❤✐♥❡ t❤❛t r❡❝❡✐✈❡s ❛ r❛♥❞♦♠❧② ❝❤♦s❡♥ ♣✉❜❧✐❝ ❦❡② pk2 ❛♥❞ ❡♠✉❧❛t❡s t❤❡
❣❛♠❡ Hi ✇✐t❤ t❤❡ ❢♦❧❧♦✇✐♥❣ ❝❤❛♥❣❡s ❢♦r t❤❡ ith s❡ss✐♦♥✳ ❖♥ r❡❝❡✐✈✐♥❣ ❛ ✈❛❧✐❞ ♦r❛❝❧❡✲❣❡♥❡r❛t❡❞ ❢❧♦✇✲♦♥❡✱
D ❞♦❡s ♥♦t ❞✐r❡❝t❧② ❝♦♠♣✉t❡ c2 ❜✉t ✐t q✉❡r✐❡s ✐♥st❡❛❞ t❤❡ ♦r❛❝❧❡ ❈♦♠♠✐t() ❛♥❞ s❡ts c2 t♦ t❤❡ ✈❛❧✉❡
r❡t✉r♥❡❞✳ ■❢ ❆❧✐❝❡ r❡❝❡✐✈❡s t❤❡ ✉♥♠♦❞✐✜❡❞ comJ ✐♥ t❤❡ ❢❧♦✇✲t✇♦ ♠❡ss❛❣❡✱ t❤❡♥ D q✉❡r✐❡s ❍❛s❤(comJ)
❛♥❞ r❡❝❡✐✈❡s ❛ ♣❛✐r (sI , ηI)✳ ❚❤❡♥ ✐t s❡ts hpI = sI ❛♥❞ ProjHash(hpI ; ρ, (ℓJ, pwI), comJ ; wJ)✳ ◆♦t❡ t❤❛t
wJ ✇❛s ❤❡r❡ t❤❡ r❛♥❞♦♠♥❡ss ✉s❡❞ ❜② t❤❡ ♦r❛❝❧❡ ❈♦♠♠✐t ✐♥ t❤❡ q✉❡r② t❤❛t ❣❡♥❡r❛t❡❞ comJ ✳ ❚❤❡♥✱ ✐❢ ❇♦❜
r❡❝❡✐✈❡s t❤❡ ✉♥♠♦❞✐✜❡❞ ♣r♦❥❡❝t❡❞ ❦❡② hpI ✱ D ❛❧s♦ ✉s❡s ηI ❢♦r t❤❡ ❛♣♣r♦♣r✐❛t❡ ♣♦rt✐♦♥ ♦❢ t❤❡ s❡ss✐♦♥
❦❡② ✕ ✐♥ t❤❡ ❝❛s❡ t❤❡② ❤❛✈❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ❋✐♥❛❧❧②✱ D ♦✉t♣✉ts ✇❤❛t❡✈❡r t❤❡ ❡♥✈✐r♦♥♠❡♥t ♦✉t♣✉ts✳
■t ✐s ❡❛s② t♦ s❡❡ t❤❛t H = Hi+1 ✐♥ t❤❡ ❝❛s❡ ✇❤❡r❡ t❤❡ ♦r❛❝❧❡ ❍❛s❤ r❡t✉r♥s ❛ r❛♥❞♦♠ ✈❛❧✉❡✱ ❛♥❞ ✐t ✐s
❡q✉❛❧ t♦ Hi ♦t❤❡r✇✐s❡✳ �

❋✳✷ ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ G5 ❛♥❞ G4

❋✐rst ♥♦t❡ t❤❛t t❤❡ ❝♦rr✉♣t✐♦♥s ✇❤✐❝❤ ❝❛♥ ❢♦❧❧♦✇ t❤✐s st❡♣ ❛r❡ ❞❡❛❧t ✇✐t❤ ❛s ✐♥ t❤❡ ❢♦r♠❡r ❣❛♠❡✱ ❛♥❞
t❤❛t t❤✐s s✐♠✉❧❛t✐♦♥ ✐s ❝♦♠♣❛t✐❜❧❡ ✇✐t❤ t❤❡ ❢♦r♠❡r ❣❛♠❡✳

■❢ t❤❡ ♣❛ss✇♦r❞ r❡❝♦✈❡r❡❞ ❢r♦♠ t❤❡ s❡r✈❡r ✐s ❝♦rr❡❝t✱ t❤❡ s✐♠✉❧❛t✐♦♥ ✐s ❞♦♥❡ ❤♦♥❡st❧②✱ s♦ t❤❛t t❤✐s
❣❛♠❡ ✐s ♣❡r❢❡❝t❧② ❡q✉✐✈❛❧❡♥t t♦ t❤❡ ♣r❡✈✐♦✉s ♦♥❡✳ ❖t❤❡r✇✐s❡✱ ✐❢ t❤❡ ♣❛ss✇♦r❞ ✐s ✐♥❝♦rr❡❝t✱ ♦r ✐❢ ♥♦
♣❛ss✇♦r❞ ✇❛s r❡❝♦✈❡r❡❞✱ t❤❡♥ comJ ✐s ✐♥✈❛❧✐❞✳

●✐✈❡♥ ❛♥ ✐♥✈❛❧✐❞ comJ ✱ ✇✐t❤ (PI, ssid)✬s ♣❛ss✇♦r❞ pwI ❛♥❞ t❤❡ ❧❛❜❡❧ ℓI✱ t❤❡ ❞✐str✐❜✉t✐♦♥ {pkI, comI , ℓI,
pwI, hpI, Hash(hkI; ρ, (ℓJ, pwI), comJ)} ✐s st❛t✐st✐❝❛❧❧② ❝❧♦s❡ t♦ t❤❡ ❞✐str✐❜✉t✐♦♥ {pkI, comI , ℓI, pwI, hpI, z}
✇❤❡r❡ z ✐s ❛ r❛♥❞♦♠ ❡❧❡♠❡♥t ♦❢ t❤❡ ❣r♦✉♣ G ✭❞✉❡ t♦ t❤❡ s♠♦♦t❤♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥✮✳ ❙✐♥❝❡
Hash(hkI; ρ, (ℓJ, pwI), comJ) ✐s ❛ ❝♦♠♣♦♥❡♥t ♦❢ t❤❡ s❡ss✐♦♥ ❦❡② skI ❢♦r (PI, ssid)✱ t❤❡♥ t❤❡ s❡ss✐♦♥ ❦❡②
❣❡♥❡r❛t❡❞ ✐s st❛t✐st✐❝❛❧❧② ❝❧♦s❡ t♦ ✉♥✐❢♦r♠✳

❚❤❡♥✱ s✐♥❝❡ comJ ✐s ✐♥✈❛❧✐❞✱ (PJ, ssid) ✇✐❧❧ ❝♦♠♣✉t❡ ❤♦♥❡st❧② t❤❡ ❦❡②✱ ❜✉t ❤❡ ✇✐❧❧ ♥♦t ♦❜t❛✐♥ t❤❡
s❛♠❡ s❡ss✐♦♥ ❦❡② s✐♥❝❡ t❤❡ ♣❛ss✇♦r❞s ❛r❡ ❞✐✛❡r❡♥t✳ ❚❤✐s ❜❡❤❛✈✐♦r ✐s ❡q✉✐✈❛❧❡♥t t♦ ✇❤❛t ❤❛♣♣❡♥s ✐♥ t❤❡
✐❞❡❛❧ ❢✉♥❝t✐♦♥❛❧✐t②✿ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ s❡ss✐♦♥s ♦❢ (PI, ssid) ❛♥❞ (PJ, ssid) ❡✐t❤❡r ❞♦ ♥♦t ❤❛✈❡ ❛ ♠❛t❝❤✐♥❣
❝♦♥✈❡rs❛t✐♦♥✱ ♦r ✇❡r❡ ❣✐✈❡♥ ❞✐✛❡r❡♥t ♣❛ss✇♦r❞s ❜② t❤❡ ❡♥✈✐r♦♥♠❡♥t✱ s♦ t❤❛t (PJ, ssid) ✇✐❧❧ ♥♦t ❜❡ ❣✐✈❡♥
t❤❡ s❛♠❡ s❡ss✐♦♥ ❦❡② ❛s (PI, ssid)✳

❋✳✸ ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ G6 ❛♥❞ G5

❚❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠♥❡ss ♦❢ t❤❡ ❤❛s❤ ❢✉♥❝t✐♦♥s s❤♦✇s t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❜❡t✇❡❡♥ G6 ❛♥❞ G5✳
■♥❞❡❡❞✱ t❤❡ ❡♥✈✐r♦♥♠❡♥t ❝❛♥♥♦t ❜❡❝♦♠❡ ❛✇❛r❡ t❤❛t t❤❡ ❦❡②s ✇❡r❡ ❝❤♦s❡♥ ❛t r❛♥❞♦♠✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱
✇❡ ❞♦ t❤❡ s❛♠❡ ♠❛♥✐♣✉❧❛t✐♦♥ ❛s ✐♥ t❤❡ ♣r♦♦❢ ♦❢ G4✱ ❜✉t t❤✐s t✐♠❡ ❝♦♥s✐❞❡r✐♥❣ t❤❡ s♠♦♦t❤ ♣r♦❥❡❝t✐✈❡
❤❛s❤ ❢✉♥❝t✐♦♥ Hash ✇✐t❤ r❡s♣❡❝t t♦ comJ ✳ ◆♦t❡ t❤❛t ✐♥ t❤❡ ❤②❜r✐❞ ❣❛♠❡s✱ t❤❡ s❡ss✐♦♥s ❛r❡ ♦r❞❡r❡❞ ✇✐t❤
r❡s♣❡❝t t♦ t❤❡ r♦✉♥❞s (S2)✳

❲❡ ♥♦✇ ❝♦♥s✐❞❡r t❤❡ ❝❛s❡ ✇❤❡r❡ ❇♦❜ ❣❡ts ❝♦rr✉♣t❡❞ ❜❡t✇❡❡♥ (S4) ❛♥❞ (U5)✳ ❚❤❡♥✱ t❤❡ s✐♠✉❧❛t♦r
r❡❝♦✈❡rs ❤✐s ♣❛ss✇♦r❞ ❛♥❞ ✐t ✐s ❛❜❧❡ t♦ ❝♦♠♣✉t❡ ❡✈❡r②t❤✐♥❣ ❝♦rr❡❝t❧② ✭r❡❝❛❧❧ t❤❛t t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡②s
❞♦ ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞s✮✳ ■t t❤❡♥ ❛s❦s ❛ ●♦♦❞P✇❞ q✉❡r② ❢♦r t❤❡ ❝❧✐❡♥t✳ ■❢ t❤❡✐r ♣❛ss✇♦r❞s ❛r❡
❞✐✛❡r❡♥t✱ ❆❧✐❝❡ ✐s ♣r♦✈✐❞❡❞ ✇✐t❤ ❛ r❛♥❞♦♠ ❦❡②✳ ❖t❤❡r✇✐s❡✱ S ❣✐✈❡s ❤❡r t❤❡ s❛♠❡ ❦❡② ❛s ❇♦❜✳

❋✐♥❛❧❧② ♥♦t❡ t❤❛t ❢♦r s❛❦❡ ♦❢ s✐♠♣❧✐❝✐t②✱ ✇❡ ♦♥❧② ❝♦♠♣✉t❡ HashJ ✐♥ (S4) ✐♥ t❤❡ s✐♠✉❧❛t✐♦♥✳ ❇✉t✱ ✐❢ t❤❡
s❡r✈❡r ✐s ❝♦rr✉♣t❡❞ ❛❢t❡r (S2)✱ t❤❡ s✐♠✉❧❛t♦r r❡❝♦✈❡rs ❤✐s ♣❛ss✇♦r❞ ❛♥❞ ✐s ❛❜❧❡ t♦ ♣r♦✈✐❞❡ t❤❡ ❛❞✈❡rs❛r②
✇✐t❤ ❛ ❝♦rr❡❝t HashJ ✭♦♥❝❡ ♠♦r❡ ❜❡❝❛✉s❡ t❤❡ ♣r♦❥❡❝t✐♦♥ ❦❡② ❞♦❡s ♥♦t ❞❡♣❡♥❞ ♦♥ t❤❡ ♣❛ss✇♦r❞✮✳

❋✳✹ ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❜❡t✇❡❡♥ G8 ❛♥❞ t❤❡ ■❞❡❛❧ ●❛♠❡

❚❤❡ ♦♥❧② ❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ G7 ❛♥❞ G8 ✐s t❤❛t t❤❡ ●♦♦❞P✇❞ q✉❡r✐❡s ❛r❡ r❡♣❧❛❝❡❞ ❜② ❚❡stP✇❞ q✉❡r✐❡s t♦
t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ❛♥❞ t❤❡ ❙❛♠❡P✇❞ ❜② ❛ ◆❡✇❑❡② q✉❡r②✳ ❲❡ s❛② t❤❛t t❤❡ ♣❧❛②❡rs ❤❛✈❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥s
✐❢ t❤❡② s❤❛r❡ t❤❡ s❛♠❡ ssid ❛♥❞ ✐❢ t❤❡② ❛❣r❡❡ ♦♥ t❤❡ ✈❛❧✉❡s ♦❢ comI ✱ comJ ✱ hpI ❛♥❞ hpJ ✭t❤❛t ✐s✱ ❛❧❧ t❤❡
✈❛❧✉❡s t❤❛t ❞❡t❡r♠✐♥❡ t❤❡ ❦❡②✮✳ ❲❡ ♥♦✇ s❤♦✇ t❤❛t G8 ❛♥❞ IWE ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

❋✐rst✱ ✐❢ ❜♦t❤ ♣❧❛②❡rs s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞ ❛♥❞ r❡♠❛✐♥ ❤♦♥❡st ✉♥t✐❧ t❤❡ ❡♥❞ ♦❢ t❤❡ ❣❛♠❡✱ ❛♥❞
✐❢ t❤❡r❡ ❛r❡ ♥♦ ✐♠♣❡rs♦♥❛t✐♦♥s✱ t❤❡② ✇✐❧❧ ♦❜t❛✐♥ ❛ r❛♥❞♦♠ ❦❡②✱ ❜♦t❤ ✐♥ G8 ✭❢r♦♠ G6✮ ❛♥❞ IWE✱ ❛s
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t❤❡r❡ ❛r❡ ♥♦ ❚❡stP✇❞ q✉❡r✐❡s ❛♥❞ t❤❡ s❡ss✐♦♥s r❡♠❛✐♥ ❢r❡s❤✳ ❙❡❝♦♥❞✱ ✐❢ t❤❡② s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞
❜✉t t❤❡r❡ ❛r❡ ✐♠♣❡rs♦♥❛t✐♦♥ ❛tt❡♠♣ts✱ t❤❡♥ t❤❡② r❡❝❡✐✈❡ ✐♥❞❡♣❡♥❞❡♥t❧②✲❝❤♦s❡♥ r❛♥❞♦♠ ❦❡②s ✭❢r♦♠ G5

♦r G7✮✳ ❚❤✐r❞✱ ✐❢ t❤❡② ❞♦♥✬t s❤❛r❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✱ t❤❡♥ t❤❡② ❣❡t ✐♥❞❡♣❡♥❞❡♥t❧②✲❝❤♦s❡♥ r❛♥❞♦♠
❦❡②s✳ ◆♦✇✱ ✇❡ ♥❡❡❞ t♦ s❤♦✇ t❤❛t t✇♦ ♣❧❛②❡rs ✇✐❧❧ r❡❝❡✐✈❡ t❤❡ s❛♠❡ ❦❡② ✐♥ G8 ✐❢ ❛♥❞ ♦♥❧② ✐❢ ✐t ❤❛♣♣❡♥s
✐♥ IWE✳

❋✐rst ❝♦♥s✐❞❡r t❤❡ ❝❛s❡ ♦❢ ♣❧❛②❡rs ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ❛♥❞ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ■❢ ❜♦t❤ ♣❧❛②❡rs
r❡♠❛✐♥ ❤♦♥❡st ✉♥t✐❧ t❤❡ ❡♥❞ ♦❢ t❤❡ ❣❛♠❡✱ t❤❡② ✇✐❧❧ r❡❝❡✐✈❡ t❤❡ s❛♠❡ ❦❡② ❢r♦♠ G6✳ ■❢ ♥♦t✱ ✐t ✇✐❧❧ st✐❧❧ ❜❡
t❤❡ s❛♠❡ ❢r♦♠ G5 ♦r G7✳ ❘❡❝❛❧❧ t❤❛t ✐❢ t❤❡r❡ ❛r❡ s♦♠❡ ✐♠♣❡rs♦♥❛t✐♦♥ ❛tt❡♠♣ts✱ t❤❡ ❦❡②s ✇✐❧❧ ❜❡ r❛♥❞♦♠
❛♥❞ ✐♥❞❡♣❡♥❞❡♥t✱ ❜♦t❤ ✐♥ G8 ❛♥❞ IWE✳ ■♥ IWE✱ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ✇✐❧❧ r❡❝❡✐✈❡ t✇♦ ◆❡✇❙❡ss✐♦♥ q✉❡r✐❡s
✇✐t❤ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ■❢ ❜♦t❤ ❛r❡ ❤♦♥❡st✱ ✐t ✇✐❧❧ ♥♦t r❡❝❡✐✈❡ ❛♥② ❚❡stP✇❞ q✉❡r②✱ s♦ t❤❛t t❤❡ ❦❡② ✇✐❧❧
❜❡ t❤❡ s❛♠❡ ❢♦r t❤❡ t✇♦ ♣❧❛②❡rs✳ ❆♥❞ ✐❢ ♦♥❡ ✐s ❝♦rr✉♣t❡❞ ❛♥❞ ❛ ❚❡stP✇❞ q✉❡r② ✐s ❞♦♥❡ ✭❛♥❞ ❝♦rr❡❝t✱
s✐♥❝❡ t❤❡② ❤❛✈❡ t❤❡ s❛♠❡ ♣❛ss✇♦r❞✮✱ t❤❡♥ t❤❡② ✇✐❧❧ ❛❧s♦ ❤❛✈❡ t❤❡ s❛♠❡ ❦❡②✱ ❝❤♦s❡♥ ❜② t❤❡ ❛❞✈❡rs❛r②✳

❚❤❡♥✱ ❝♦♥s✐❞❡r t❤❡ ❝❛s❡ ♦❢ ♣❧❛②❡rs ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ❜✉t ♥♦t t❤❡ s❛♠❡ ♣❛ss✇♦r❞✳ ■❢ ❜♦t❤ ♣❧❛②❡rs
r❡♠❛✐♥ ❤♦♥❡st ✉♥t✐❧ t❤❡ ❡♥❞ ♦❢ t❤❡ ❣❛♠❡✱ t❤❡② ✇✐❧❧ r❡❝❡✐✈❡ ✐♥❞❡♣❡♥❞❡♥t❧②✲❝❤♦s❡♥ r❛♥❞♦♠ ❦❡②s ❢r♦♠ G6✳
■❢ ♥♦t✱ ✐t ✇✐❧❧ st✐❧❧ ❜❡ t❤❡ s❛♠❡ ❢r♦♠ G7✳ ■♥ IWE✱ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ✇✐❧❧ r❡❝❡✐✈❡ t✇♦ ◆❡✇❙❡ss✐♦♥ q✉❡r✐❡s
✇✐t❤ ❞✐✛❡r❡♥t ♣❛ss✇♦r❞s✳ ■t ✇✐❧❧ ❣✐✈❡ t❤❡♠ ❞✐✛❡r❡♥t ❦❡②s ❜② ❞❡✜♥✐t✐♦♥✳

❋✐♥❛❧❧②✱ ❝♦♥s✐❞❡r t❤❡ ❝❛s❡ ♦❢ ♣❧❛②❡rs ✇✐t❤ ♥♦ ♠❛t❝❤✐♥❣ s❡ss✐♦♥✳ ■t ✐s ❝❧❡❛r t❤❛t ✐♥ G8 t❤❡ s❡ss✐♦♥ ❦❡②s
♦❢ t❤♦s❡ ♣❧❛②❡rs ✇✐❧❧ ❜❡ ✐♥❞❡♣❡♥❞❡♥t ❜❡❝❛✉s❡ t❤❡② ❛r❡ ♥♦t s❡t ✐♥ ❛♥② ♦❢ t❤❡ ❣❛♠❡s✳ ■♥ IWE✱ t❤❡ ♦♥❧②
✇❛② t❤❛t t❤❡② r❡❝❡✐✈❡ ♠❛t❝❤✐♥❣ ❦❡②s ✐s t❤❛t t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② r❡❝❡✐✈❡s t✇♦ ◆❡✇❙❡ss✐♦♥ q✉❡r✐❡s ✇✐t❤
t❤❡ s❛♠❡ ♣❛ss✇♦r❞✱ ❛♥❞ S s❡♥❞s ❛ ◆❡✇❑❡② q✉❡r② ❢♦r t❤❡s❡ s❡ss✐♦♥s ✇✐t❤♦✉t ❤❛✈✐♥❣ s❡♥t ❛♥② ❚❡stP✇❞

q✉❡r✐❡s✳ ❇✉t ✐❢ t❤❡ t✇♦ s❡ss✐♦♥s ❞♦ ♥♦t ❤❛✈❡ ❛ ♠❛t❝❤✐♥❣ ❝♦♥✈❡rs❛t✐♦♥✱ t❤❡② ♠✉st ❞✐✛❡r ✐♥ ❡✐t❤❡r comI ✱
comJ ✱ hpI ♦r hpJ ✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡② ✇✐❧❧ r❡❢✉s❡ t❤❡ s✐❣♥❛t✉r❡ ♦❢ t❤❡ ♦t❤❡r ♣❧❛②❡r ❛♥❞ ❛❜♦rt t❤❡ ❣❛♠❡✳

■❢ ♦♥❡ ♦❢ t❤❡ ♣❧❛②❡r ✐s ❝♦rr✉♣t❡❞ ❜② t❤❡ ❡♥❞ ♦❢ t❤❡ ❣❛♠❡✱ t❤❡ s✐♠✉❧❛t♦r r❡❝♦✈❡rs ✐ts ♣❛ss✇♦r❞ ❛♥❞
✉s❡s ✐t ✐♥ ❛ ❚❡stP✇❞ q✉❡r② ❢♦r t❤❡ ♦t❤❡r ♣❧❛②❡r t♦ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t②✱ ❛s ❡①♣❧❛✐♥❡❞ ✐♥ G4✳ ■❢ t❤❡ r❡s✉❧t
✐s ❝♦rr❡❝t✱ t❤❡♥ ❜♦t❤ ♣❧❛②❡rs ❛r❡ ❣✐✈❡ t❤❡ s❛♠❡ ❦❡②✳ ❖t❤❡r✇✐s❡✱ t❤❡② ❛r❡ ❣✐✈❡♥ ✐♥❞❡♣❡♥❞❡♥t❧②✲❝❤♦s❡♥
r❛♥❞♦♠ ❦❡②s✳ ❚❤✐s ✐s ❡①❛❝t❧② t❤❡ ❜❡❤❛✈✐♦r ♦❢ t❤❡ ❢✉♥❝t✐♦♥❛❧✐t② ✐♥ IWE✳
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