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Vérification de protocoles cryptographiques paramétrés a base de
résolution de contraintes

Résumé : Les protocoles cryptographiques sont cruciaux pour la sécurité des transactions éléctroniques. La
confiance en ces protocoles peut étre améliorée par une analyse formelle de leurs propriétés de sécurité. Bien
que de nombreux travaux aient été consacrés aux protocoles classiques tels que celui de Needham-Schroder,
tres peu s’intéressent la classe prometteuse des protocoles de groupe. Nous présentons un modele synchrone de
protocoles de groupe qui généralise les modeles classiques en incluant des listes non bornées dans les messages.
Dans ce modele étendu, nous proposons un ensemble correct et complet de reégles d’inférence pour la vérification
de propriétés de sécurité en présence d’un intrus actif pour une classe de protocoles bien taggés. Nous prouvons
que l'application de ces regles pour un systéme de contraintes termine et que la forme normale obtenue peut
A?tre testée pour la satisfiabilité. Ainsi, nous présentons ici une procédure de décision pour cette classe.

Mots-clés : protocoles cryptographiques, systeme d’inférence, protocoles de groupe, réécriture, sécurité,
vérification, contraintes
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1 Introduction

Cryptographic protocols are crucial for securing electronic transactions. They rely on cryptographic functions
to ensure security properties such as secrecy or authentication. The confidence in these protocols can be
increased by a formal analysis in order to verify that the security properties are met at least at the logical
level, that is, even when abstracting from the cryptographic functions and considering messages as first-order
terms. Verification at the logical level is nevertheless a non-trivial task since cryptographic protocols are
infinite state systems and for instance the set of potential messages that can be generated by an intruder is
unbounded. Recently numerous works have been dedicated to the design of automated verification tools for
cryptographic protocols. Such tools are often based on model-checking, modal logics, equational reasoning,
and resolution theorem-proving (see e.g., [Wei99, [AC02, MT07]). Checking whether a protocol is flawed in the
abstract Dolev Yao model ([DYS83]) can often be reduced to a constraint solving problem in a term algebra
(modulo an equational theory). This constraint-based approach has proved to be quite effective on standard
benchmarks and has also permitted the discovery of new flaws in several protocols (see e.g., [BMVO03]).

However to our knowledge it has never been applied to the more challenging group protocols. In fact
very few formal verification results are available for such protocols. The difficulty relates to the fact that
group protocols may perform an arbitrary number of steps since the group of communicating agents is a priori
unbounded. This allows one to encode easily undecidable problems.

In this work we present a synchronous model for group protocols, that can also be viewed as an extension of
standard protocol models ([RT03]) to handle messages containing possibly unbounded lists. In this extended
model we propose a correct and complete set of inference rules that allows one to check security properties
in presence of an active intruder, for a class of so-called Well-Tagged protocols. We show that relaxing the
conditions on Well-Tagged protocols leads immediately to undecidability. Our inference rules generalize the
ones that are implemented in several tools for a bounded number of sessions and fixed size lists such as Cl-
ATSE (|Tur06]). In particular when applied to protocols with standard pair operator our inference system
provides us with a decision procedure.

Related work Several works have considered protocols with unbounded number of participants and recursive
steps. The formal analysis of such protocols goes up with [Pau97] who studied the Recursive Authentication
(RA) protocol of [JDI7] for an unbounded number of participants using Isabelle/HOL theorem prover ([Pau96]).
However if the protocol is defective there is no automatic mechanism to find the attack.

The validation of group protocols has been investigated in the CLIQUES project ([SWT98]), based on
group Diffie-Hellman (A-GDH) protocols. Several analysis methods have been applied in this project, from
manual to automatic ones. An interesting result in this area has been obtained by [PQO03] who found several
attacks on the CLIQUES suite and have shown that it is impossible to design a correct authentication group
key agreement protocol built on A-GDH for a number of participants greater than three ([PQ04]). Recently,
[KMTOS8] have developped an automata-based approximation technique to analyse this class of protocols and
check the absence of flaw in presence of a passive intruder. [MS01] have adapted the NRL protocol analyser,
which is based on a combination of model checking and theorem-proving techniques, to handle the GDOI’s
protocols. Although Diffie-Hellman exponentiation has been encoded in the tool, it was not able to rediscover
Pereira-Quisquater attacks on the CLIQUES suite ([Mea00]). [SB04] have used Coral system to analyse an
improved version of the multicast group key management protocol by Tanaka and Sato ([TJ03]). Two serious
attacks have been found on this protocol. Coral has also discovered other attacks on Asokan-Ginzboorg
protocol(JAGOQ]) and Tolus protocol([Mit97]).

Some works have focused on the modelling of recursive computations performed by some participants (such
as a server) in group protocols. [KW04] introduce tree transducers to model recursion and to allow the protocol
participants to output structured messages. This work gives a decision algorithm for secrecy in the case of
atomic keys and bounded message size in the Dolev Yao setting. However messages cannot be tested for
equality without losing decidability. Similarly using composed keys or adding equational theories for XOR or
Diffie-Hellman exponentiation in their model leads to undecidability. [Tru05] introduces a class of Horn clauses
to model the recursive behavior of participants. In this model protocol participants may receive messages of
unbounded sizes, send multiple messages in a single step, compare and store messages. He gives a decision
procedure to check whether protocols in this model satisfy secrecy properties. His algorithm is in NEXPTIME
and is based on the derivation of an exponential bound on the size of minimal attacks. Hence this nice result
is rather of theoretical flavour and is not suitable for an implementation. Only atomic keys are allowed for
encryption. Moreover, Truderung’s model cannot model some computations such as list mapping or functional
symbol mapping. Note that non-atomic keys can be handled by our verification procedure (to be presented in
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the following sections). [KT07] extend this model to handle XOR operator. Security can then be decided for a
class of recursive protocols where principals are forbidden to XOR several messages (depending on messages)
received from the network. [KRTO07] extend the Truderung model to model freshness of nonces and keys more
accurately.

The class of protocols that we study admits tagged messages. Tagging basically avoids some unifications
between messages that could be exploited for attacks. Several works on protocols have considered tagging
techniques on messages as ours in order to enforce decidability. But these works ([BP03|[RS03]) do not consider
group protocols, or protocol with unbounded lists. Moreover in our case tagging is limited to messages that
contains indexed variables, that is variables to be instanciated by items of unbounded lists. The other messages
do not need to be tagged in our analysis.

Organization of the paper. We introduce in Section [2] our protocol model. We define attacks and show
that their detection is undecidable. This motivates us to introduce the class of Well-Tagged protocols with
autonomous keys for which we prove decidability. In Section [3] we introduce auxiliary predicates and their
semantics. They are meant to express message constructibility (from intruder knowledge) and they are used to
build constraint system whose satisfiability is equivalent to the existence of attacks on a protocol. In Section [4]
we introduce a set of simplification rules to reduce these constraints. In Section [5] we give an algorithm
for applying these rules on a constraint system modelling a protocol security problem. Completeness and
correctness are proved in Section @ Proof of termination for Protocols without mpair(,)’s is given in Sectionm
Proof of termination for Well-Tagged Protocols with Autonomous Keys is given in Section [§] In Section [9]
we prove satisfiability. The analysis of the the Asokan-Ginzboorg protocol by our Rules and our verification
algorithm is detailed in Section

1.1 Motivating Example: Synchronous Group Protocols

As a motivating and running example, we introduce the Asokan-Ginzboorg group protocol which is an appli-
cation level protocol. Let the group be of size n + 1 for n > 1. The protocol describes the establishment of a
session key between a leader (a,) and a random number n of participants (a; where 1 < i < n). Indeed, the
leader starts the execution of the protocol by sending the key of encoding (e). As a response, each participant
generates a symmetric key (r;) and a contribution to the group key (s;) and sends them encrypted under the
key e. The group key would be f(s1,...,8n41)-

1. aps1 — ALL : (an41, {€},)
b

2. a; — An+41 a;, {<T17 z>}e> 1<i<n
3. Upg1 — a; : {<517 --75n+1>}r,; 1<i<n
4. a; — apy1 : {a, {{si, h(s1,...,8n+1)) k) some i, K = f(s1,...,8041)

Since here, modulo index renaming, all members of the group have identical actions, we are going to abstract
them in one agent S. Thus, S is a simulator for agents ay, ..., a,. Agent L simulates the leader a, ;. This
way, we obtain below a protocol with a fixed number of steps to the expense of introducing a variadic list
constructor mpair(_,_). This protocol is called synchronous protocol. Note that all parametric lists have the
same length n. They are nested as follows:

1.L — S :mpair(t, (I, {e}p))

2.8 — L :mpair(i,(a;,{{ri,si)}e))

3.L — S :mpair(i, {(mpair(j,s;),s) }r,)

4.5 — L : mpair(z, <au {<81, ((mpair(k:, 5k)7 S/>)>}f((mpair(k,sk),s'>)>)
We assume that the leader L has in initial knowledge his name ! (a,,41 in the initial version), the fresh public
key e, the symmetric key p and two hash functions f and h (f,h € H). Its contribution to the group key is

noted s’ (s,41 in the initial version). The simulator S knows the symmetric key p, the two hash functions f
and h and Vi the identity a;, the contribution (nonce) s; and the public key r;.

2 The Protocol Model

We extend the protocol model [RT03] in order to deal with parametric lists (whose length is the parameter).
They are constructed with a new operator denoted by mpair(-, -). The intuition is that a mpair message is
equivalent to a list of messages built with the same pattern.

INRIA
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2.1 Names, Operators and Messages

Let X be a set of variables represented by capital letters. Let Z be a countable set of index variables. Let X bea
set of symbols represented by overarrowed capital letters, disjoint from X. Let Xz = {Y] s.t. Y € }) and i € 7}
be a countable set of (indexed) variables. Similarly, let C and C be (disjoint) sets of symbols, represented
by (overarrowed) lower case letters, and let Cz = {¢; s.t. ¢ € CandieT }. Elements in C and Cz are called

constants. In this paper, terms can be (optionally) tagged by an index. That is, let € € ? be a symbol that
we reserve for tagging operations only. Then a term is an element of 7 in the following language:

7,
T

(7Y H{TY5 | M(T) [ (T, T) | mpair(Z,T) | X | X7 | C|Cz\{e; |i € I}
e, T, | T, withieZ

where 75 is by definition the set of untagged terms. The operators {_}? and {_}° represent asymmetric and
symmetric encryptions respectively, (-, _) is a pairing operator, h is a hash function and mpair(i, t) is a symbolic
representation of a list (or tuple) of terms, built from the common pattern ¢ by iterating ¢ along integers. The
translation function defined in Section gives the semantics of this operator. We denote by signature G the
set of operators in 7. To simplify the syntax, in the following we will write t* instead of [e;, t], and call it a
tagged term. We also omit the tag i of a term t', whenever the tag i is not relevant to the discussion. We
denote by 7, the set of ground terms, i.e. any term ¢t € 7 with no variable in X or X7 and no mpair symbol.
Ground terms will be used to describe messages that are circulated in a protocol run. Given a term t we denote
by Var(t) (resp. Cons(t)) the set of variables (resp. constants) occuring in ¢t. We denote by Atoms(t) the set
Var(t) U Cons(t).

In order to represent a list of terms we iterate the pairing operator (_, _). For instance to represent a, b, ¢, d
we can use the term (a, (b, (¢, d))) and we shall write this term in a shorthand: (a,b, ¢, d). However we do not
assume any associativity property of pairing.

A substitution ¢ assigns terms to variables. A ground substitution assigns ground terms to variables. The
application of o to a term ¢ is written to. These notations are extended to sets of terms E in a standard way:
Eo = {to|t € E}. The set of subterms of ¢ is denoted by Subterm(t). It is defined recursively as follows: If
t is a variable or a constant then Subterm(t) = {t}. If t = f(t1,..,t,) or t = f(t1,..,tn)" with ¢ € G, then
Subterm(t) = {t} U U™, Subterm(t;). Note that u is not considered as a subterm of u’. We denote by <
the subterm relation on 7. We define the relation <,, over 7 x 7 as the smallest reflexive and transitive
relation such that if t = f(t1,..,t,) or t = f(t1,..,t,)’ with f # mpair, then for all i = 1,...,m we have
t; <m f(t1,..,tm). Note that t <,, v implies ¢t < u.

Finally, we define two kind of Index-operations: replacements, used in the inference rules over constraints,
and substitutions, used to define the solutions of constraints (See Section [3).

Definition 1 (Index-Replacement §, Index-Substitution 7). An Indez-Replacement 6 (resp. Index-Substitution
7) is an application from T to T (resp. to non-negative integers) that is extended to indexed variables and
constants with 6(X;) = X5y and 6(c;) = c5q) (resp. 7(Xi) = X,y and 7(¢c;) = cr(;)) and extended to terms
and sets of terms in the natural way.

We will use the notations d; ; (resp. 7; ;) to denote the replacement (resp. substitution) of i € Z by j € T
(resp. j € N). We also use 5’“ to denote the replacement of ¢ € Z by 7 € 7 and the other indexes apart from 14

by k € Z. We extend this notatlon to sets with 5k for some set Q C 7.
We define the set of indexes occuring in a term as follows

Definition 2 (Term Indexes). Given a term t € T, we denote by Varz(t) the set of indexes in t, recursively
defined as follows:

Varz(mpair(i,t)) = Varg(X) = Varz(c) =0 with X € X and c € C
Varz(X;) = Varz(cz) = {i} with X; € X7 and ¢; € Ct
Varz(f(t1,..,tn)) = Varz(t1) U..UVarz(t,) otherwise

Varz(t') = Varz t)u{i}

Moreover, we define also the set of indexes of variables in u € T as

Vars (u) = Varz(u) N Varz((Subterm(u) N Xz))

RR n° 6712



6 Chridi € Turuant & Rusinowitch

2.2 Protocol Specification

A protocol is given by a set of principals and a finite list of steps for each. We associate to each principal A a
partially ordered finite set (W, <w,) steps R, = S, where R, is an expected message and S, his reply. Init
and End are fixed messages used to initiate and close a protocol session. Our notion of correct execution of a
protocol session (or protocol run) follows [RT03].

Example 1. We return to our running example: the “synchronous version” of AG protocol with n+ 1 partic-
ipants (See Section . The specification of this protocol is given below:

7

Init = mpair(t, (I, {e}p))
mpair (i, (L, {E;}p)) = mpair(j, (aj,{<rj,sj>}Ej>)
mpair(k, (ar, {(Rk, Sk) }e)) = mpair(m, {{mpair (o, S,), ') } r,,)
mpazr(q, {{mpair(u,s.), S") }r,) =
mpaz'r(w, <a1U7 {(sw,H((mpair(y,sy),5’>)>} ((mpair(y,sy),S ))>)
(La?’) mpair(ac,(ax,{<Sm,H(<mpair(z, Sz)a5,>)>} ({mpair(z,S.),s’ >) = End

)

)

0N~ n -~
s

(
(
(
(

)

The ordering on steps is: Wi, =1,2,3, Wg =1,2 with 1 <w, 2, 2 <w, 3, and 1 <w, 2.

2.3 Intruder

We follow the intruder model of Dolev and Yao [DY83]. The actions of the intruder are simulated by a sequence
of rewrite rules on sets of messages. These rules are defined as follows. We note —7,y- their reflexive and
transitive closure.

Lq({a1,... ,<an>) : <a1,>. c Q) — L.({aq,... ,<an>) D an, > Ay —
Lu(a}h) (i KT = i K | | L({a}%) ca. K —a. K- {alk
La({a i) : {atiesb — (@b, boa Lelali) o — ab (1)
La(t") :t" —t L(t") : t — tz forany i € 7

2.4 Attacks

We recall from [RT03] the notion of derivation D of goal ¢ from E, denoted by D,(E). We define a Non-
Redundant Derivation as follows:

Definition 3 (Non-Redundant Derivation). Given a derivation D = Ey—p, ... —, F; with goal u. D is
a non redundant derivation if ViVt € E;, if L.(t) € D then PL4(_) € D that generates t, and if 3Lq() € D
generating t then L.(t) ¢ D. We denote by NRD the set of non-redundant derivations.

Remark 1. For each derivation Di(E), there ezists a non redundant derivation Dy(E). Indeed, D' is obtained
by elimination of L.(t) if Lq(_) € D where Lq(_) generates t and by eliminating each Lq(_) € D that generates
tif L.(t) € D.

We define a predicate Dy. This predicate checks whether a message can be constructed by the intruder
from some known messages.

Definition 4 (Dy, Dy. and Dyg). Let E be a set of ground terms, K be a set of ground terms and t be a
ground term such that there exists D € NRD with goal t without using any term of K as a key for decryption.
Then, we say that t is forged from E and we denote it by t € Dy(E,K). Moreover, if D = D’.L.(t) then
t € Dy.(E,K), otherwise t € Dy4(FE,K).

We interpret the mpair(_, _) operator in the standard Dolev-Yao signature by defining a translation function
that replaces any mpair by a sequence of pair applications. The number of such applications is given as a
parameter e to the translation function. The integer represents the common length of lists of terms represented
by any mpair(, ).

Definition 5 (Translation of terms). Let Tpy be the set of terms without any mpair(,). Given some integer
e, the function ~= from T to Tpy is defined as follows:

€

€

mpair(i,t) = (1i1(t) , ., Tio(t) ) and  f(s1,.,s8) = f(31%..,355), for any f # mpair

INRIA
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We can now define attacks on protocols in our model, based on Dy predicate.

Definition 6 (Attack). Given a protocol P = {R, = Si|+ € J}, a secret Sec and assuming the intruder has
as initial knowledge Sy, an attack is described by a ground substitution o, an Indezx-Substitution T, an integer
e, and a correct execution order w:J — 1,...,k s.t. Vi=1,...,k, we have:

Rito" € Dy(Sy" ,Sl 7O S 1 “r0,0)
Sec” € Dy(So .S 10,..., S 10, 0)

where R; = R! _ i) and S; = S! _ (i)

2.5 Undecidability and Well-Tagged Protocols

Unfortunately, the insecurity problem (i.e. the existence of an attack) is undecidable in the general case. This

can be shown by encoding Post Correspondance Problem (PCP) with two letters. Note that this requires only

atomic keys.

Definition 7 (PCP protocol). Let J = {(a1,52),.., (ap, Bp)} be an instance of PCP on the alphabet {a,b}.
—

We define the protocol specification P(J) coding J as the following, with C = {a,b,0,t,u}, X = {Z}, X =

{7{, E), )_5, )_;} and only one honest participant :

1. Init = a,b, 0, {{(0,0)}

2. mpair(i, (A;, B;)) = mpair(z, {{A;, Bi)}1)

3. mpair (i, {(X;,Yi) }i) = mpair(i, {{a1 (Xi), 81 (Yi) }u)s - - -
mpair (i, {(ep (Xi) , Bp (Yi)) }u)

4. mpair(i, {{(4;, Bi) ), {{Z,Z)},, = Sec

At Step 1, we provide the alphabet as constants to the intruder, as well as a termination symbol 0. At Step
2, the intruder is asked to construct a list (or mpair) of pairs of words over a, b. The following of the protocol
will consist in testing if each of these pairs can be obtained from an other one increased with one of the PCP
words (a;, §;). Since the initial pair of empty words represented by {(0,0)};, cannot be obtained this way, it
is provided to the intruder separately at Step 1. We fix the intruder choice at step 2 by encrypting it with key
u. Then, at Step 3 the intruder selects some of the pairs of words encrypted by ¢ that he got at step 1 and 2,
and receives each of them back extended with one of the pairs of words of the PCP instance and encrypted
by u. We expect the intruder to select all of the pairs he has chosen at Step 2 minus the longest one, replaced
by the pair of empty words. Finally, at Step 4 we perform two verifications: first, we test that for any pair of
words chosen at Step 2, there exists an extended pair of words received at Step 3, i.e. by recursion that each
pair of terms chosen at Step 2 is a concatenation of words of .J, the instance of PCP from which we build this
protocol; second, we test that one of the extended pair of words is a solution to PCP problem, i.e. a pair of
identical words.

Theorem 1. An instance J of PCP has a solution iff P(J) has an attack on Sec.
The proof of this theorem follows from Lemmas [I] and [2}
Lemma 1. If for some integer n there is a run of P(J), then J has a solution.

Proof. According to the protocol definition, all we need to do is to backtrack recursively the creation of
extended pairs at Step 2 and 3: for any term {(a,b)}; known by the intruder, including {(A4;, B;)}, for any
j € l.nor {(Z,Z)},, there exists i € 1.n and k € 1..p such that a = ay(X;) and b = Bk(Y;). Therefore,
either X; = Y; = 0, or there exists i’ € 1..n such that a = ax(Ay) and b = By(By), and the intruder
knows {(A;/, By/)}+. By iteration on Ayand By, starting from {(Z, Z)},, and since |(a,b>| > [(Ay, By)l, it

appears that there exists a list [, .., jr] of indexes in 1..p such that a;, (o, (..c;.(0)..)) = B;,(8;,(..3;,(0)..)),
i.e. Qg .0 = /le"ﬁjr' L]

Lemma 2. If there is a solution to J, there exists n such that P(J) admits a run.

Proof. Let [j1, .., jr] be a list of indexes in 1..p such that «;,..c;;, = §},..0;.. We chose n = r. We also choose
the following values for variables A;, B; :

Vi€ Ln—1, 0(4;) = aj,(0(Ais1)) and o(B) = 8;,(0(Bis1))
0(Au) = ay, (0) and 0(B,) = f;,(0)

RR n°® 6712
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This is the set of pairs of words chosen by the intruder at step 2. Then, at step 3 we chose :

Vi€ 2.n, 0(X;) =0(4;) and o(Y;) = 0(B;)
O’(Xl) = O'(Y1> = 0

i.e. we keep all the pairs of words chosen at step 2 except that we replace the longest (final) one, A;, By by
the pair of empty words. We can now easily pass the two tests of step 4, since :

Viel.n—1,3kel.p, 3j€l.n st. 0(4;) =ar(o(X;)) and o(4;) = Br(o(X;))
o(An) = ;,(0) and o(B,) = ﬂyn (0)
o(A1) = aj, (-;,(0)..) = B35, (--6;,(0)..) = o(B1)

O

Consequently, finding an attack to PCP with two letters is no more difficult than finding a run in a
parameterized protocol as defined in this paper. Since finding a run is no more difficult than finding an attack
(the secret can be released at the end), it follows that the insecurity problem of parameterized protocol without
further restrictions is undecidable.

We will therefore introduce the class of Well-Tagged protocols for which decidability is expected. To do
this, we first introduce the notion of autonomy:

Definition 8 (Autonomy). A term mpair(i,u) is autonomous when Varr(u) C {i}. A term t € Tpy is
autonomous if #Varz(t) <1 and Vt' < t, t' is autonomous. A protocol P = {R, = S,|s € J} is autonomous
iff for allv € J, R, and S, are autonomous and Varz(R,) =0 and Varz(S,) = 0.

For instance, the term ¢ = mpair (i, mpair(j, {a;};)) is not autonomous. We remark that the autonomy
property alone is not enough to guarantee decidability, since the PCP protocol of Definition [7] is autonomous.

Definition 9. (Well-Tagged protocols)
A protocol P ={R, = S,|» € J} is Well-Tagged iff:

1. Yo e J, ¥X; € Xz N Subterm(R,) N, ., Subterm(R,), X; is tagged;
2. Vo€ J, VX; € Xz N Subterm(S,), X; is tagged;

3. Yo e J, Vt = f(s1,..,58) € Subterm(R, U S,) with f # mpair, if 3j = 1.k s.t. s; is tagged, then t is
tagged too;

4. Yv e J, Vt € Subterm(R,) tagged, VX; <t where X; € Xz, X, is tagged.
5. P is autonomous.

In this definition, Conditions 1 and 2 state that any indexed variable of the protocol must be tagged,
except for its first occurrence w.r.t. the partial step ordering. Moreover, Condition 3 (when combined with
Conditions 1 and 2) states that, for any subterm ¢ of the protocol, if an indexed variable is accessible from ¢
by decompositions without opening any mpair, then ¢ must be tagged. Note that as a consequence of mpair
autonomy, an indexed variable X; can only appear tagged by its index (as in X,l) or untagged. Condition 4
states that every indexed variable subterm of a tagged term of R, is tagged.

The idea underlying the tagging of variables is to add enough information on terms in mpair so that the
protocol cannot be used to test or guarantee relations between elements of the same mpair, such as Vi = 2..n,
3’ = 1..n s.t. X; = f(X;). This is precisely the kind of relations that the encoding of PCP is able to exploit.
Thus, adding tags to the PCP-encoding protocol will generate a new protocol that cannot be run.

We introduce the notion of protocols with autonomous keys that will be used to prove the termination for
those protocols.

Definition 10. (Protocol with Autonoumous Keys)
A protocol P = {R, = S,|v € J} is called with autonomous keys iff Vo € J t € Subterm(R,US,) s.tt = {u},,
Varz(v) = 0.
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3 Constraints for Protocol Verification

We will use a symbolic constraint system to represent all runs of a protocol given a step ordering. This system
uses (universal or existential) quantifiers on index variables and includes an (implicit) universal quantification
on the number n of elements in any mpair. Before defining our constraint system, some basic notions have to
be introduced. For terms s, s’ (resp. sets of terms F, E’) we note s ~ s’ (resp. E ~ E’) if they are equal once
we erase their tags.

Definition 11 (Relation <% for accessible subterms). We consider a relation <-_ on T x 27 x 27 x T. We

write s<kt for s,t terms in T and E and L finite subsets of T. Note that this can be used for T; too. This
relation is defined as the smallest relation such that:

t<ht vteT

s<kt iff 8'<Et wheres~ s t~t,E~E L~L

If {mp <kt then méé;k,lt where L' = LU {{m}}}

If {m}y; <kt then m<% ,t where I’ = LU {{m}};}

If (try .ot <kt then Vi < n,t; <kt where L' = LU{{t1,...,t,)}

Ifm<kt and E' C E  then m<kt

We note u< gt when ugét for some L. Remark that by construction, u< gt implies u € Subterm(t). We
say that u is a subterm of ¢ that is accessible, i.e. can be obtained from ¢ by decompositions using keys in F.
For simplicity, we note <, . p, instead of <y, . 5,1- We define also the set of strict accessible terms by s<pt
(resp. s<Lt) if s<pt (resp. s<kht) and s # t. Given t <L wu or t <L u), we call length of t <k u or (resp t <L u)
the number of elements of L.

Before defining constraint systems, we need to introduce the environment and elementary constraints.

Definition 12 (Environment). We call an environment a finite set of equalities X = u whose left-hand sides
are variables (X € X U Xz). We usually denote it by £.

Definition 13 (Elementary Constraint). An elementary constraint is an expression (t € Forge(E,K)), (t =1t'),
(t € Sub(t',E,E,K)), (t € Subg(t',E,E,K)) or (t € Forge.(E,K)) witht,t' € T, E C T and an environment
E.

An elementary constraint represents a basic relation on terms: ¢ € Forge(E,K) if the term ¢ is derivable
from the knowledge E without using any element from K as a key for decryption; ¢ € Forge.(E,K) if ¢ is
derived by composition; ¢t € Sub(t', E, £, K) if ¢ is an accessible subterm from ¢ with knowledge F with none
of keys of the intermediate terms between ¢ and ¢’ in K, and this modulo replacements using equations of &;
t € Suby(t',E,E,K) if t is accessible by decomposition of ¢, also modulo replacements using &; and ¢ = ¢’ if ¢
and t' are equal.

Definition 14 (Negative Constraint). A negative constraint is an expression (Vi X, # ) or (X, ¢ Forge.(E,K))
with X,, € X7, u €T, E,E' C T and i € Varz(u).

The set of solutions of a constraint S, denoted by [S]. where e is a value of n and 7 is an Index-
Substitution is a set of ground substitutions to be defined in the following. We define GS to be the set of all
ground substitutions.

Definition 15 (Solutions of an Elementary Constraint).

[t=1t1] = {0e€GS|t'ro =1 10}
[t € Forge(E,K)]¢ = {o0€GS|t70 € Dy(E'10,K 10)}
[t € Forge.(E,K)]|S = {o€GS|t70 € Dy.(E"r0,K 70)}
[t € Sub(w,E,£,K)]| = {o€GS|3uiF, L st uskwr, Fo C Dy(Ero,K 70),

FonKro = 0, and either uo = t°7o or Jv,0,k, 7 s.t
eitheru € X, (u=v) €&, 6=0, and7 = 7
— —
or3Z € X,i,j € Tstu=27,(Zj=v) €€,
6 = 0%, 7 €7’ and Dom(r') = Dom(r) U {k,i}
ki ¢ Varz({t,w,€}),uc ¢ Dy (E"r0,K 70)
uo =0°07'0, and o € [t € Sub(vé, E,E,K) |5, }

[t € Subg(w, E,E,K) ]S is defined in a similar way as [t € Sub(w, E,E,K) ]S with the difference that for the

T T
J€ J—
first case (when uo =t 70), we have u <L wer.
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10 Chridi € Turuant & Rusinowitch

Definition 16 (Solutions of a Negative Constraint).

[Xon ¢ Forgeo(EK)JS = GS\[ X € Forgeo(E.K)
[(i X # 0)]¢ = g5\ U X =ulf .

We describe our constraint system by blocks in the following way:

Definition 17 (Constraint System). First, we define a constraints block B as a conjunction of constraints
together with an environment &:
B = (ctryi A...Nctr, E)

We will sometimes handle blocks as set of elementary or negative constraints for ease of notations. For instance
we write ¢ € B to express that the elementary constraint ¢ is a conjunct of B.

We can now define the constraint system that we will use to represent protocol runs. Given two finite lists
of index variables Q = 1i1,...,ix and R = j1,..., i, we write the quantifier prefix Viy - - -Vig3j1 - - - 3j; in short:
Y@ 3R.

A constraint system, denoted by S, is a disjunction of blocks with a quantifier prefix:

S = VQ3IR(B1V...VBy)
Now, we define the set of solutions of the constraint system as follows:

Definition 18 (Solutions of the Constraint System). Consider a constraint system S, B;, fori =1...p (blocks
of S) and ctry j, for j =1...1; (constraints of the block B;) given in Definition , The set of solutions of a
constraint system CS is defined inductively using the following cases:

[Vis)y = Ne=1, el STpcas [s1; = U 517
i=1...p

(351 = Usmtoel STy, (B): = () letris):
j=1...l;

The idea will be to use a constraint system based on blocks to represent all possible ways the intruder can
construct a list of terms represented by an mpair. Roughly, there will be one block in the system for each way.
Note also that blocks are extended to admit labeled constraints:

Notation 1. (labels of constraints)

A constraint ctr may be equiped with a label (ctr)™ or (ctr)*™ or (ctr)! to denote respectively a master
constraint or a submaster constraint or a final constraint. The tow first labels allow us to keep track of the
Zofficial” formal value of some indexed or non-indexed variable. For example, we will prove that we have
exactly one master constraint for every indexed variable in each block, and we will use master or sub master
constraints to instanciate variables when needed; The third label will be used to prevent any further rewriting
on some constraint. We introduce also the notation (ctr)” to refer to labeled or non labeled constraint. The
solutions of labeled constraints are the solutions of the constraints obtained by removing labels.

To simplify the use of (sub)master constraints, we group them into sets:

Definition 19 (Set of (sub)master constraints). Let S = VQ3IR Bi V ..V B, be a constraint system,

Y e X, W C X and X € X. We define M(SJ_()) = {ctr|3i (ctr)™ € B; and 3j € Q s.t ctr =
(X; € Forge.(E,K)) or ctr = (X; =u)} and Vi SM(B;, W) = {ctr|(ctr)*™ € B;, Y € W and ctr = (Y =u)}.
AZSO, SM(BZ,Y) = SM(B“{Y})

When S is clear from the context we omit it in M(S, ?) and write simply M(?)

4 Normalisation of a Constraint System

In this section we present the rules applied in the normalization function over constraint systems. After
applying a rule to a constraint system, the result is put in disjunctive normal form and existential quantifiers
are moved up to the prefix of the system using first order logic. We introduce some definitions used to define
our rules.

First, we extend the blocks of constraints to include an history, that is, a sorted list of rules that have
occured at some step in this block:

INRIA



Verification of Parameterized Cryptographic Protocols 11

Definition 20. (Block History)

Any block B = ctri A ..ctry, is equiped with a sorted list of rules Hist = [rq,...] named the history of the
block B denoted by Hist(B). Hist(B)(i) denotes the it" rule of the history. The block is then denoted by
B = (ctri A ..ctryp, €, Hist), and constraint systems are extended to blocks with history.

Any rule application will implicitly update the history of the block in which it is applied. Therefore, in
what follows, we will not write the history (Hist) of the block each time it is not relevant for the discussion.

We also introduce the notion of anteriority between index variables in the same block that will be used in
the definition of Rule [25| and in proofs.

Definition 21 (anteriority of indexes). Let B = (ctry A ..ctrp, &, Hist) be a block.
Let i and j be two index variables.

We define the function ant(,) from Z x I to I such that

ant(i,j) = @ if I s.t i € post(Hist(B)(1)) and Vo' <1 j ¢ post(Hist(B)(1)).

We then define the function awake that allows to remove the label for dull constraints. This is used when a
master constraint is introduced in the block or a master constraint of type Forge is changed to a new Equality
master constraint.

Definition 22. (Function awake) We define the function awake as follows:

awake((ctr)?) = ctr
awake((ctr)") = (ctr)" for (ctr)” # (ctr)?

The function awake is extended in a natural way to constraints blocks and constraints system:
Let B = ctry A\ ... Actry, be a constraints block and S = B1 V ...V By be a constraints system. Then:

awake(B) = awake(ctry) A ... A awake(ctr,)
awake(S) = awake(B1) V ...V awake(By)

Finally, we define the dependency graph of a block that will be used to define the notion of accessibility of
variables used in Rule [3

Definition 23 (Dependency graph of a block). We define the dependency graph Gg of a block B to be the
graph where X U Xz is the set of nodes and we have an oriented edge from X toY iff there is (X =u) € B
with Y < u. We write X CY when there exists a path in Gg from X toY. We also note X ;Y if XCY
and 1 is the minimal length of a path from X to Y.

Now, we present our rules system. They are organized in six groups G, ..., Gg.

GG1: Group of prioritary rules

(G aims at maintaining syntactic properties over a constraint system. Any rule in this group is applied eagerly
with priority higher than any other rule applicable from another group. Moreover the rules in this group are
given in strictly decreasing priority order.

t=X — X=twhereXcXUXrandt¢ X UXg (1)
X=u)"A"Y=X) — X=uy"AY=uforX,YeX (2)

X=u — LifthereisY <ustYC Xfor XY e ¥ UXz (3)

VQ.i IR SV (ctr A\B) — VQ.i AR awake(S) V ((ctr)™ A awake(B)) (4)

where ctr € {X; € Forge.(E,K),X; =u} and BN /\/l()_(z) =0

VQ.i.j AR SV ((X; € Forge.(E,K))™ NX; =u A B) — VQ.i.j 3R awake(S) (5)
V(X; € Forge.(E,K) AN (X; =uw)™ ANawake(B))
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Y;=Z)ANX=u — (Y;=2Z)ANX =ulwhereY; <uand A\ =[Y; — 7] (6)

BANX=u — BAX=uANY;=ZwhereY; <u, and A =[Y; « Z] (7)
if for all Z', E" we have (Y;=2') ¢ B

BAX=u — BA(X=u)"" where SM(B,X)=10 (8)

Some rules handle labelling of master constraints by adding new labels or transfering existing ones. Indeed,
Rule |4] labels master constraints for a vector variable )_5 € X in a block B when B does not contain yet a
master constraint for X. We note that Rule {4is applied only once for each variable vector in a block. Rule
transfers master constraints labels from forge constraints to equality ones whenever possible. Intuitively, an
equality constraint being more precise than a forge one, has to be favoured. Note that the index itself, i.e. i
or j in Rule [5]is not relevant.

Other rules format constraints in order to get preferably variables on their left hand-side (Rule7 or replace
indexed variables by non-indexed ones (Rules |§| and @

Finally, Rule [8| manages submaster constraints by ensuring that if some block contains at least one equality
fixing a value for a variable X, then exactly one of them is labelled as submaster constraint for X.

G5: Group of Forge reduction rules

(2 aims at enumerating all possible ways a term can be built by the intruder. Here, we consider a constraints
block (B, €).

t € Forge(E,K) — te& Forge.(E,K)V \/ t € Sub(w, E,&,K) (9)
weE
(t1,...,tm) € Forge.(E,K) — /\ t; € Forge(E,K) (10)
i=1l...m
{t}y € Forge.(E,K) — (b€ Forge(E,K)At e Forge(E,K)) (11)
h(t) € Forge.(E,K) — te€ Forge(E,K)) (12)

VY@ 3R SV (B A mpair(k,t) € Forge.(E,K)) — (13)
VQ IR SV (BAtS € Forge(E,K)) if  HyI3
VQ.k' IR SV (B Atdy 1 € Forge(E,K)) otherwise where k' fresh
and Hyf13| = ((mpair(k,t) € Forge.(E,K) — t§ € Forge(E,K)) € Hist(B))

c € Forge.(E,K) — L1, forceCUCg (14)

Rule [0 is a generic rule that illustrates the two possible ways for forging a term ¢: either by composing or
by decomposing one of the knowledge. The other rules enumerate all possible ways a term can be composed
by the Intruder: we have exactly one rule for decomposing each kind of operator in the signature G (Rules
to . In particular, Rule operates for the mpair operator where mpair autonomy is used to justify the
quantification.

G5: Group of Sub reduction rules

G5 is similar to G, but they decompose Intruder knowledge.

te Sub(u, E,E,K) — (t=u)ifu = {v},andbe K (15)
(t=wu)V (t € Subg(u, E,E,K)) otherwise
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t € Suba((tr,....tm), E,E,K) — \/ (t € Sub(t;,E,&K)) (16)
i=1...m

t € Subg({u}y, E,E,K) — t € Sublu,E,E,K)Ab € Forge(E,KU/{b}) (17)

t € Subg({u}y, B,E,K) — t € Sub(u, E,E,K)NK ™ € Forge(E,KU{K}) (18)

t € Subg(mpair(k,u),E,E,K) — (t € Sub(ud, E,E,K)) if HyJI9 (19)
3k (t € Sub(udy i, E,E,K)) otherwise
where k' fresh and H = ((t € Subg(mpair(k,u), E,E,K) — te€ Sub(ud,E,E,K)) € Hist(B))

t € Suby(¢, E;E,K) — L, forceCUCt (20)

Rule[T5]is a generic rule that follows precisely the intruder deduction rules: a term ¢ is an accessible subterm
of u iff t = u or there exists a direct subterm u’ of u, derivable from u, with ¢ being an accessible subterm of
u’. Therefore, there exists exactly one rule for decomposing each kind of operator in G (apart from variables
and constants).

G4: Group of simplification rules for equalities

(4 encodes unification algorithm for terms in our system, and thus, the resolution of equality constraints. Let
us note ¢ the root symbol of a term ¢.

c=c¢c — T whereceCUCt (21)

t=t" — 1 where {{,{/} CCUCzUG and  # i’ (22)

f(uh -~7um) = f(wh -~7wm) B /\ u; = w; where f € {{}p7 {}87 <>> []vh} (23>
i=1...m

VYQ 3R SV (B A (mpair(k,u) = mpair(l,w))) — (24)

VQ 3R SV (B A (ud = wdy ,9)) if Hy24]
VQ.]C/ dR SV (B A\ (u5k7k/ = w(517k1))
where k' fresh and H = (((mpair(k,u) = mpair(l,w))

otherwise
—  (ud = wdy 0)) € Hist(B))

VQ3IRSV (BAcj=¢) — VYQ3IRSV(BJS) where ¢, c; € Cr (25)
andézdi,j lf] GQ
and 0 = 5]‘71‘ ifie@

and 0 = 0y j1,ant(s,j) Otherwise

These rules simply consist in testing recursively the compatibility of each top operator in each term.
Therefore, the only equality constraints remaining after an iteration of these rules are those assigning a value
to a variable, i.e. X = u with X € X U X7.

G5: Group of interleaving rules inside a block

These rules aim at replacing variables by their value, inside one block. These rules manage the interaction
between two constraints in the same block. Rules in G5 have priority on rules in Gg. Moreover, in G5, Rule
has weaker priority than other rules in the same group.
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X=u)'""NX=v) — X=uf"A(u=0) (27)

(X; =u)' AX; € Forge.(E',K) — (X;=u) Au € Forge.(E',K) (28)

(X =u) ANX € Forge.(E',K) — (X =u)*" Au€ Forge.(E',K) (29)
(A € Forge.(E,K))"NA € Forge.(E',K) — (A€ Forge.(E,K)) (30)

where ECFE and Ae X UXr

(X =w)™ At € Suby(X,E',E,K) — (X =w)"" At € Suby(w,E',E,K) (31)
ANX ¢ Forge.(E,K) where (X =w)""e&

A€ Forge.(E,K) At € Subg(A, E',E,K) — 1 where A€ XUXz (32)

Rule [32] says that it is not necessary to decompose a variable. While a bit more complex than expected,
our semantics of Suby(,,,) has been defined to prevent useless actions like this, thus ensuring the validity of

Ge.

Gg¢: Group of interleaving rules between different blocks

G generalizes G5 by allowing variable replacements from one block to an other one. Therefore, these rules are
the ones that define interactions between blocks, and solve constraints between multiple indexes of the same
variable in a formal way.

N

Given some vector variable X € /'—l}, we assume that M(X) = {X;, = uo}o=1.,U{Xj, € Forge.(E., K,)}r=1.4.
Then the rewriting rules in this group for constraints over X are the following, with ¢, = 62‘:m, k! € T a fresh

index variable :
t € Suby(Xm, E',E,K) — \/ 3 t € Suba(ud, E',E,K) A (X, = ub)! (33)
(X =u)e€
AXp & Forge.(E', K)withd = 5flm

X € Forgeo(E,K) — (X € Forgeo( B, K)EA N\ (Vhy Xon # 100,)) V (34)
o=1...p
\/ k) e, € Forge(E',K) A (X = uo0,)T
o=1...p
Xm=v — \/ (V€ Forge(E,K.)) A (Xp =v)" A (VK Xom # 1000) V (35)
r=1...q o=1...p
\/ 3K, (oo = v) A (Xn = 100,)"
o=1...p

The structure of these rules is essentially the same as for interleaving in only one block: Given a constraint
containing a variable X; that must be replaced by its value, we enumerate a finite number of ”candidate” terms
representing all possible values of this variable according to the whole constraint system. These values are
provided by master constraints. For instance, in Rule only the case where master constraints are equality
ones are taken into account since Forge ones leads to L. This rule adds an (extra) equality representing the
master constraint it used. It adds also negative constraints to eliminate the case of Forge master constraints.
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Let B the block that we focus on for Rules and [35] For Rule[33] if
(t € Subg(Xm, E,E,K) — 3k t € Subg(ud, E',E,K) A (X, = ud)f A X, ¢ Forge.(E',K)) € Hist(B), then
we preserve the same index k' for ud. That is, we generate the same Sub constraint that was generated before
and which belongs to Hist(B). Otherwise, i.e. the constraint (¢t € Suby(Xm, F,E,K)) was not treated with
Rule [33| by the interleaving with the master constraint (X; = u), then &’ will be a fresh index.
The same reasoning is valid for Rule[34] Indeed, if the constraint (X, € Forge.(E’, K)) was not already treated
with Rule [34] by the interleaving with the master constraint (X; = u,), then the index k is fresh. Otherwise,
we preserve the same index that was generated before by Rule [34] for the constraint (X, € Forge.(E’,K))
considering the master constraint (X;, = u,) and which belongs to Hist(B).
We reason similarly for Rule Indeed, if the constraint (X,, = v) was already treated by Rule by the
interleaving with a master constraint (X;, = u,) and then
(Xm = v — 3K, (U6 = v) A (X = uo0,)f) € Hist(B), we preserve the same index variable as the one
generated before. Otherwise, k! will be a fresh index.

Simplification rules with Tagging We have defined our constraints simplification for untagged terms.
Nevertheless, these rules deal also with tagged terms following the definition of our signature. Indeed, for
decomposition in Forge or Sub constraints, our rules behave similarly with tagged terms as for untagged
terms. Moreover, for equality constraint, the constraint (X;)? = wu leads to L when u is untagged, since
(X;)" = [e;, X;]. Besides, for replacement in Forge or Sub constraints, tagged variables behave as ’special’
variable. For example, given a constraint (t € Sub(X;", E,&,K)), we search for master constraints for the
vector X. Then, assuming (X, = u)™ is one of them, the replacement result would (¢ € Sub((ud)", E,&,K))
for this master constraint. The same reasoning is valid for a Forge constraint.

Definition 24 (Solved Constraint). A solved constraint is of type: (X; € Forge.(E,K))", X € Forge.(E,K),
(Xi=u), (X=u), (VjX;#u) (Y ¢ Forge.(E,K)), where X € X, Y € XUX7, X; € X7, u € T,
jeVarz(u), ECT and CC T

We will prove that at each step of our algorithm, the normalized constraint system contains only solved
constraints.

Application to the Asokan-Ginzboorg Protocol

Consider the constraint system to normalize given in Section [10.1] We only focus on the first step of this
protocol : mpair(i,(L,{E;},)) € Forge(E1,K1) where Ey = {mpair(t,(l,{e}p))}, and & = 0.

mpair(i, (L, {E;},)) € Forge(Ey,0)
—  (mpair(i,(L,{E;},)) € Forge.(E1,0))
V(mpair(i, (L,{E;}p)) € Sub(mpair(t, (l,{e}p)), E1,E,0)) by Rule

mpair(t, (I, {e})))
))) by Rules

:@
(L {Ej}p) = (I, {e}p))
E;},) € Forge.(E1,0)))

— Vi (((L,{Ei}p) € Forge(Ey,0)) vV (mpair(i, (L, { E; }p>)
V(mpair(i, (L, {E;}p)) € Subg(mpair(t, (I,{e}p)), E1,E
ViV (L, {Bi},) € Sub(mpair(t, (L {e},), By, £,0)) v (
\/(mpazr( <L {E }IJ>) € SUbd(<l7{ }P>’E1757®)) (< {
byRulesEl, 19 [15 22 24
—  ViVj ((L € Forge(E1,0) N{E;}, € Forge(El,(Z))) (L= NEj=c¢e)
V(L ABL}) € Sub({L, {e},). E1,€,0))) by Rules [0} 15, 22, [, [15, 20} 23
— ViVj (L € Forge(E1,0) A E; € Forge(E1,0) Ap € Forge(E1,{E;}))
V(L € Forge(Ey,0) AN{E;}, € Subg(mpair(t,(l,{e}p)), E1,E,0))
V(L =)™ A By =€)V (L= )™ A By = ¢)) by Rules [} 23 23 20
— ViVj ((L € Forge(E1,0) NE;=¢e)V(L=01)""NE;=¢)V((L=1)*"NE; =¢€))
by Rules 13 [} [16, (T3 [0} 3 23
—  ViVj ((L € Forge(E1,0) N (E; =e)™)V ((L=1)"AN(E; =¢e)™)
V((L=1)*"A(E; =e)™)) by Ruled
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5 Verification of Well-Tagged Protocols

We introduce here the verification algorithm and the results that state the correctness and the completeness
of the inference rules of Section [4] and decidability for protocols without mpair(,)’s and indexed variables.
Given a set R of inference rules and a formula F' we say that R(F) is a closure of F by R if it is derived by a
finite number of applications of rules in R and no rule can be further applied to R(F'). First of all, we define
a reduction of equalities chain in an environment:

Notation 2. ([£]) We note [E] the closure of € by the following rules:

X=YANY=u — X=uAY=u
Xi=YiNYj=u — X;=udf,AY;=u

for XY e X UXr, X,,Y; € Xz andu ¢ X U X7.

Second, we introduce the normalisation function denoted by S +— (S)|. A normalisation of a constraint
system can be defined when some closures can be computed as follows using a subset of the inference rules.
This normalization operates in two main phases:

Definition 25 (Normalization function). Let S be a block system. We denote by SR the whole set of inference
rules except Rule[] We assume that we can compute:

Phase 1:  S1, a closure of S through SR except Rules|26] and '

Labelling:  Ss, a closure of S1 through Rules and@ only;

Phase 2:  S3, a closure of So through SR. This closure is denoted by(S)l.

The Labelling step adds labels for creating master constraints (Rule , making sure to always favour
labelling of equality constraints to a forge constraints (Rule . While Phases 1 and 2 are similar by the
rules they use, their behaviors differ: when used in our algorithm for a step R; = S;, Phase 1 will never

use any constraint interleaving rule with a master constraint M()_()) with £(X) = E;_1. This means that
during Phase 1, the variables with maximum level cannot be replaced yet from a block to an other, simply
because none of them have master constraints yet. However, the second phase do not have this limitation.
The verification algorithm is the following:

Algorithm 1. Let P = {R, = S)|v € J} be Well-Tagged, Sec € T, and Sy C T,.
1. Guess a correct execution order w: J — 1..k.

2. Let R; & Rl and S; £ S;_l( ) Vi € 1..k. Let Ry.1 £ Sec.

—1(4) i
3. Let CBSy £ VQ3RT, with Q = R =), be the initial constraint system.
4. Fori from1tok+1:

(a) Assume that CBS;_ 1 = YQ3R B,V By V ..V B,;
(b) Let ctr; = R; € Forge(Sy, S1, .., Si_1,0);

—

(c) Let& = Uz M(CBS;—1, X) and for allj = 1,..p, X,Y € XUAXT, & j = [E; USM(B;, X)\{(X =Y)};
(d) Let CBSZ = (VQHR (Bl A\ Ct’/’i,gz"l) V.V (Bp A ctri,Ew) )l
5. Test Satisfiability of CBSky1 (return insecure iff satisfiable).

Note that sets &;,&; ; denotes respectively the set of master constraints for vector variables and the set of
submaster constraints for variables of block B;, both with variables of level strictly included in F;_;. Notation
T represents true. The algorithm chooses a “possible” protocol run represented by m, and tests if after this
run Sec is derivable by the intruder for some length e of mpair(,). We test this by increasing the initial con-
straint system C'BSy with each protocol step successively, and by normalising the resulting constraint system
at each step. This step-by-step normalisation is required by our inference rules which assumes that master and
sub-master constraints for previous steps have been already computed.

Results obtained for our inference system are the followings:

Theorem 2. The insecurity problem for Well-Tagged protocols with Autonomous Keys is decidable.
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The proof of Theorem [2] follows from Lemmas [3] ] and

Lemma 3. (Correctness and Completeness of Normalization)
Let CBS; and ctr; (i = 1..k + 1) be as in the verification algorithm, for some Well-Tagged protocol P. Then
for all e, [CBS;—1 A ctr; ]|6 = |[ (CBS;_1 A ctri)l ]}6

Lemma 4. (Termination of Normalization,)
Algorithm[1) terminates for Well-Tagged protocols with Autonomous Keys.

Lemma 5. (Satisfiability of normalized form)
When Algorithm[1] is applied to a Well-Tagged protocol P with autonomous keys, the satisfiability of the resulting
normalised constraint system can be decided.

The proof of Lemma [3]is in Section [} The proof of Lemma [ is in Section [8 The proof of Lemma [j] is in
Section @ It is worth also to notice that our algorithm always terminates for protocols without mpair(,)’s and
without index variables (See Section @, thus showing that our procedure is an extension of protocol analysis
in the basic case. Also, note that the satisfiability of C'BSy41 will be trivial to check for protocols without
mpair(, ). Moreover, the satisfiability of C'BSj.1 is also trivial to check in our example, the Asokan-Ginzboorg
protocol.

6 Correctness and completeness

The aim of this section is to show that the different reduction rules preserve the set of solutions. That is, we
say that a rule F; — F, over a constraint system is complete when Ve, [ Fy [j C [ F2]j, and correct when Ve,
[Fi ]y 2 [F2];- Note also for a rule r, post(r) denotes the right hand side of 7 and pre(r) denotes the left
hand side of .

We first need a notion of variable level:

Definition 26 (Variable Level, Vector Level). Assuming that P, Sec, So are as in Definition @ and ™ is a
correct execution order for the protocol, we denote by E; = Sp,S1,..,5; for anyi € 1.k. Let A € X U Xr.
Then, L(A) is the smallest set E; fori=1...k such that A < R;+1. We extend the notion of level to variable
vector in the following way: Let X € X, Then, E(?) is the smallest set E; fori=1...k such that 3m € T
with E; = L(X,,). O

We give some properties that are preserved by our constraint solving rules and permit us to prove the
correctness and the completeness of the algorithm.

6.1 Properties of the Rules System

We show invariants that state properties satisfied by terms or constraints occuring in any constraint system
derived at some step in the normalization.

Invariant 1. #Varz(t) <1 forteT.
Invariant [1) will be used for the correctness and completeness proof of Rule

Proof. Initially constraints are of the form ¢ € Forge(E,K). According to the property of mpair autonomy
over P (See Definition [§), we have Varz(t) = (. Thus Invariant [I] is satisfied by the initial constraints. We
show that the application of any rule of SR preserves this invariant.

Rules [6] and [8] do not change any constraint then Invariant [I] remains satisfied.

Rule [2| changes a constraint into another one using the same terms as for the left-hand side of the rule. Then,
Invariant [T is preserved. Rule [3]eliminates the whole block. Then, the invariant still holds. Rule[7]adds a new
constraint ¥; = Z to the block and this constraint satisfies the Invariant.

Rule [J] transforms a constraint ¢ € Forge(E, K) to either a Forge constraint ¢t € Forge.(E, K) conserving the
same ¢ or to a Sub constraint using the two terms t and w € E. By induction hypothesis we have #Varz(t) < 1.
Besides, according to the property of mpair autonomy over P, we have Varz(w) = () and then #Varz(w) = 0.
Therefore, the invariant is preserved.

Rule [10| decomposes the term (t1,...,t,) to be forged into its subterms ¢;, i =1...m.

Since #Varz({t1,...,tm)) < 1 (by induction hypothesis the invariant is satisfied on the block system to be
rewritten), we have #Varz(t;) <1Vi=1...m.
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A similar reasoning applies to Rules [11] and

For Rule according to the property of mpair autonomy over terms we have Varz(t) = {k}. Thus the
invariant is satisfied.

Rule [T eliminates the whole block. Then, the invariant still holds. Rule[I5]transforms a Sub constraint either
to another Sub constraint or FEquality one while preserving the two terms ¢ and u. The invariant is then
preserved in the two cases.

In Rule the Sub constraint is transformed into a Sub constraint with the same term ¢ and subterm ¢; of
(t1,...,tm). Since #Varz({t1,...,tm)) <1 (by induction hypothesis), we have #Varz(t;) <1Vi=1...m.
A similar reasoning applies to Rules and (with addition of Forge constraint with a subterm of the initial
term t).

For Rule according to the property of mpair autonomy over terms we have Varz(u) = {k}. Thus, the
invariant is satisfied. Rule [20] eliminates the whole block. Then, the Invariant remains valid. Rules [21] and
eliminate either the constraint (T) or the block (L). Then, the invariant is preserved.

Rule [23| transforms an Equality constraint with two terms ¢ and ' into equality constraints with subterms of
t and t’. Then, the invariant is preserved.

For Rule [24] according to the property of mpair autonomy over terms we have Varz(u) = {k} and Varz(v) =
{l}. Thus, the invariant is satisfied.

Rule [25| replaces an index variable by another index variable in a block. Thus, the invariant remains satisfied.
In Rules [26] 27] 28] 29} [30] and the block system resulting from the rewriting has the same terms as the
one that is reduced. Thus the invariant is satisfied.

Rule [32] eliminates the block and the invariant obviously holds.

Rules and transforms a block system into one built with the same terms as the initial one, reduced
modulo some index replacement. Thus the invariant is satisfied. O]

Invariant 2. We say that a constraint ctr is a constraint for X (or X has a constraint ctr) if ctr =
(X € Forge.(E,K)) or ctr = (X = u).

VX € XUXyz, for any rule r in SRU{Rule , if X has a constraint in pre(r), then it has a constraint in any
B with B € post(r)

Invariant [2] is used in the proof of Corollaries [I] and

Proof. We show that the application of any rule of SR U {Rule |4} preserves Invariant

Rule [2| transforms a constraint for Y into another constraint for Y without elliminating the other constraints.
Thus, we still have constraints for both X and Y. Rule |3| eliminates the block. Then, the invariant holds.
Rules[d] ] and [§]do not change constraints. Rule[f] transforms a constraint for X into another constraint for X
without elliminating other constraints. Thus, we still have constraints for both X and Y;. Rule |Z| transforms a
constraint for X into another constraint for X, while adding a new constraint for ¥;. We conclude that control
rules satisfies the invariant.

Rule 9] may add a constraint for a variable but can not eliminate ones. Thus, the invariant holds. The other
rules of Group G5 do not treat constraints for variables. Then, the invariant remains valid. Rule [15| may add
a constraint for a variable but can not eliminate ones. Then, the invariant is satisfied. The other rules of
Group G5 do not treat constraints for variables. Thus, Group G3 preserves the invariant. Rule 23] may add a
constraint for a variable but can not eliminate ones. Thus, the invariant holds. The other rules of Group G4
do not manage constraints for variables. Thus, Group G4 preserves the invariant.

Rules and do not eliminate constraints for variables. Rule 2§ eliminates a constraint for X;
(X; € Forge.(E',K)) but it remains another constraint for X; : X; =u. We reason similarly for Rule
Rule [32] eliminates the block. We conclude that interleaving rules inside a block preserve Invariant [2}

In Rule the constraint for X,,,: X,, € Forge.(E’,K) would be transformed in either X,, € Forge.(F’, K)
or X,, = ugpdg. Then, in both cases, we still have a constraint for X,,. In Rule the constraint for X,,:
X,, = v is either preserved or transformed into another constraint : X,, = ugdp. Then, in both cases, we still
have a constraint for X,,. We conclude that interleaving rules between different blocks preserve Invariant
and therefore it is preserved by SR U {Rule [4]}. O

Invariant 3. For a constraint (t € Sub,(w, E,&,K)), we have VX < w where X € X UXz, L(X) C E.
Invariant [3]is used in the proof of Proposition

Proof. Initially, Sub constraints are obtained from F'orge ones by Rule@ We get a constraint ¢ € Sub(w, E, &, K)
where w € E. Then, VX < w and according to the notion of correct execution, and the definition of £(X),

INRIA



Verification of Parameterized Cryptographic Protocols 19

we have £(X) C E. We only focus on rules treating Sub constraints. Rule transforms a constraint
t € Sub(u, E,&,K) into a constraint t € Subg(u, E,E, K) without modifying neither « nor E. Then, Invari-
ant |3 remains satisfied. In Rule since the invariant is satisfied for (¢1,...,%,) and F, then it remains
satisfied for a subterm of (t1,...,¢y): ¢; and E. The same reasoning is valid for Rules and Rules
and [32) eliminate the whole block, then, the invariant remains valid. Rule[32]eliminates the whole block. Then,
Invariant |3| is satisfied. In Rule we get a Sub constraint ¢ € Sub(w, E’,€,K) where w is given by the
constraint X = w which belongs to £. However, by construction of £, L(w) C E’. Finally, for Rule we
reason similarly to Rule O

In what follows, properties and lemmas introduced are limited to the first phase of the computation of a
certain CBS;.

Invariant 4. Vctr in the computation of some CBS; at phase 1, VX € X U X7 s.t L(X) = E;_1, if ctr =
t e Sub,(w,E,E,K) s.t X <t and VY < w then L(Y) C L(X).

Invariant [ is used in the proof of Proposition [I]

Proof. Initially, constraints are Forge ones. Then, the invariant is satisfied. We prove that Invariant [ is
preserved at each application of a rule of our inference rules. The first group does not manage Sub constraints.
Then, the invariant remains satisfied. Rule@ manages a constraint ¢t € Sub(w, E, £, K) where w € E. However,
according to the notion of correct execution, and by definition of £L(Y), E C E; and L(Y) C E. Thus,
L(Y) C L(X), which satisfies the invariant. The other rules of Group G3 do not manage Sub constraints.
Therefore, Group G satisfies the invariant. Rules[T5]transforms a Sub constraint into another Suby constraint
with the same ¢ and w. Thus, the invariant still holds. Rule[20]eliminates the whole block. Then, the invariant
remains valid. The other rules of Group G3 decompose the term inside the Sub constraint. Then, the invariant
still holds. Thus, Group Gj satisfies the invariant. Group G4 does not treat Sub constraints. Then, the
invariant still holds. Rule generates a constraint ¢t € Subg(w, E, £, K). However, w comes from a sub-master
constraint (X = w) € £. By construction of the environment, £(Y) C L£(X), which satisfies the invariant.
The other rules of Group G5 do not manage Sub constraints. Then, Group G5 satisfies the invariant. Rule
generates a constraint ¢ € Subg(ud, E',E,K). However, ud comes from a master constraint X; =u € £. By
construction of £, L(Y) C £(X), which satisfies the invariant. The other rules of Group G¢ do not treat Sub
constraints. Thus, Group Gg satisfies the invariant. We conclude that Invariant [4] is satisfied by our inference
rules. [

Definition 27. We say that a constraint ctr’ has type (1), (1'),(2),(2) or (3) for a variable X if

ctr’ = (¢t € Forge(E,K)) where X < t, (1)
or ctr’ = (t € Forge.(E,K)) where X < t, (1)
or ctr' = (t € Sub(u,E,E,K)) where X <t (2)
or ctr' = (t € Suby(u, E,E,K)) where X <t (2))
or ctr' = (u=w) where X <worX <wv (3)

Invariant 5. For any rule r in SR except Rules and (ie. Rules of the phase 1), VX € X U X7 s.t
L(X) = E;_1, if pre(r) contains a constraint of type (1), (1'), (2), (2") or (3) for X then VB € posi(r), B
contains a constraint of type (1), (1), (2), (2") or (3) for X.

Proof. Rules eliminate the whole block. Then the invariant is valid. Rules and [§ do
not change constraints. Then, the invariant remains valid.

In Rule |§| and m constraints for other variables than Y; do not change. For Y}, there exists a constraint of type
(3). Thus, the invariant still holds.

For Rule @ we obtain either a constraint of type (1’) or a constraint pf type (2) for X. For Rules
and the term ¢ is decomposed. We obtain as a result, a constraint of type (1) for X. We conclude that
Forge constraints validate the invariant.

For Rule [15] we obtain either a constraint of type (3) or a constraint of type (2’) for X. For Rules
and the term ¢ is decomposed. We obtain as a result, a constraint of type (2) for X. We conclude that
Sub constraints validate the invariant.

In Rules [21] and pre(r) does not contain a constraint of type (1), (1'),(2),(2') or (3) for X. For Rules
and the term ¢ is decomposed. We obtain as a result, a constraint of type (3) for X. We conclude that
FEquality constraints validate the invariant.

For Rule (X; € Forge.(E,K)) is tranformed to (u € Forge.(E,K)) but it still exists a constraint of type
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(3) for X; which is (X; = u)". The same reason is valid for Rule In Rule there is a constraint of type
(1) for A. We conclude that rules for interleaving in the same block preserve the invariant.

Rules and preserve the same constraint given in pre(r). Rule ﬁ uses the same terms in equality
constraints. Then, it transforms a constraint of type (3) for variables in v or X,,, into other constraints of the
same type. We conclude that rules for interleaving in different blocks preserve the invariant. O

Proposition 1. At the end of Phase 1 in the computation of CBS;, for all X € X U Xz, for all blocks B there
is a constraint ctr € B such that ctr = (X € Forge.(E,K)) or ctr = (X = u).

Proof. We first introduce the following claim:

Claim 1. Vetr in the computation of some CBS; at phase 1, VX € XUXz1 s.t L(X) = E;_1, ifctr = (Y = u)
and X < wu then L(Y) < L(X).

Proof. We show by contradiction that if ctr = (Y = u) and X < u then L(Y) < £(X). Let c¢tr = (Y = u) such
that £(Y) = L(X). Consider a derivation d = d};.L;.d; such that (Y = u) € post(L;). Then, 3 < j such that
(v =v") € post(L;) where Y <’ and v < v’ and pre(L;) # (u” = v”) where v/ < w” and v/ <v”. (v =') is
obtained either by transforming a Sub constraint to an Equality one by Rule or by interleavings (Rule .
Note that Rules|33|and [34] generates equality contraints bu not suitable for our case since they may not contain
X since they are in £ and L(X) = E;_;.

1. Case pre(L;) = (v € Sub(v', E, &, K)).

Since X < v/, L(X) = F;_; and we compute CBS;, according to Invariant 4] we have £(Y) C £(X) which
contradicts the hypothesis: £(Y) = £(X). The same reasoning is valid if pre(L;) = (v' € Sub(v/, E, &, K)).

2. case L} = R then pre(L;) = (X,, = u') and as master constraint we have (X; =v'). Since we are
in the first phase, that is before labeling master or submaster constraints for variables of level F;_1, then
L) C E;—y. Since L(X) = E;—1 and Y < ¢’ then £(Y) C £(X) which is in contradiction with our
hypothesis L(Y) = L(X). O

Note that at the end of Phase 1 in the computation of CBS;, we only have solved constraints (Hypothesis
H;y). We show by contradiction that there exists a constraint ctr for X in each block of the constraint system S.
Let B be a block of S such that Actr € B for X (Hypothesis Hs). According to Invariant Jctr’ € B such that
ctr’ has type (1), (1'), (2), (2') or (3) for X. There are five cases. In the first one, ctr’ = (¢t € Forge(E,K))
where X < ¢, otherwise (when t € X U Xz) ctr = ctr’ which is in contradiction with hypothesis Hy. Then,
Rule 0| may be applied which is in contradiction with hypothesis Hj.

In the second case, ctr’ = (t € Forge.(E,K)) where X < t. Then, Rules and [13| may be applied
which is in contradiction with hypothesis H;.

In the third case, ctr’ = (¢t € Sub(u, E,&,K)) where X < t. Then, Rule [I15| may be applied which contradicts
hypothesis H;. In the fourth case, ctr’ = (t € Subg(u, E,E,K)) where X < t. There are two cases. In the first
one, u ¢ X U Xz. Then, Rules and 20| may be applied what contradicts hypothesis H;. In the
second case, u = Y € X U Xz. Then, according to Invariant {4} we have £(Y) C £(X). Thus, 3ctrsg € £ such
that ctrs = (Y € Forge(E3,K')) or ctrs = (Y = u3) (by construction of £). Therefore, Rules and
may be applied which contradicts hypothesis H;. In the fifth case, ctr’ = (u=v) where X < v or X < u.
There are two cases. In the first one, u ¢ X' U Xz. Then, Rules and [24] may be applied what contradicts
hypothesis H;. In the second case, u € X U X7. If u = X then ctr’ = ctr which contradicts hypothesis Ho.
If u = Y and X < v then according to Claim |1} £(Y) C £(X). Then, Jctr” € € for Y and therefore Rules
and [35| may be applied which contradicts hypothesis H;. O

Corollary 1. At the end of every phase, for every block B, VX; € Xz, there exists a single master constraint
(ctr)™ € B such that ctr = (X; € Forge.(E,K)) or ctr = (X; = u).

Proof. For Phase 1 this is an immediate consequence of Proposition [I| The unicity of the master constraint is
guaranteed by the condition B N M(}) = () of Rule |4l At the begining of Phase 2, for a block B, VX; € X7z,
there exists a single constraint (ctr)™ € B such that ctr = (X; € Forge.(E,K)) or ctr = (X; = u) since
Invariant [T] is preserved by Phase 1.

According to Invariant [2 our system of rules preserve constraints for X; (Forge or Equality constraints for
X;) which are potential master constraints for X;. Our rules never eliminate a master constraint for a variable.
They can change a master constraint for a variable after introducing new candidate constraints (Equaliﬁj

constraints for the variable). This is managed by Rule Rule |5| labels a new master constraint for X
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(X; = u) while eliminating the label of the old master constraint. Thus, in that case we still have a single

N
master constraint for X. O

Corollary 2. At the end of every phase, for every block B, VX € X, there exists a constraint ctr € B such
that ctr = (X € Forge.(E,K)) or ctr = (X = u).

Proof. The proof follows directly from Proposition [I] and Invariant O

6.2 Correctness and Completeness of Rules

We prove correctness and completeness of each rule of our system for an index substitution 7 and a value e for
n. Correctness and completeness of Rules[I] [6] [7] 2] and 22]is trivial. For Rules[d] [5] and [8] since the semantics
of a constraint is the same with or without the label, and since these rules only modify labels then they are
complete and correct.

Proposition 2. Rule[d is correct and complete.

Proof. - B B
o€ [(X=uP™A (Y X))¢ iff X170 =uroANY 10 = X 10 iff
Xr70 = wto ANY 10 = uro iff ce[(X=uw"AY =u)]

Proposition 3. Rule[3 is correct and complete.

Proof. Let B be a block with (X =u) € B, Y < u, and YC X in B. Then, V7, Ve, Vo € [B]S, we have
Y70 < X 70 thanks to Y £ X and Y 70 < X 70 thanks to Y < u and (X =u) € B. This is impossible,
and therefore, [B] = [ L] O

T

Correctness and completeness of Rule [J] follows from Propositions [d] and [f] below.

Proposition 4.
[BAteE Forge(E,K)]s C |[(BAtE Forge.(E,K))V\ ep(BAtE Sub(w,E,E,lC))“i.

Proof. Let o € [BAt € Forge(E,K)]. Then, o € [B]. N[t € Forge(E,K)].. But, [t € Forge(E,K)]. =
[t € Forge.(E,K)]S U ([t € Forge(E,K)]S\[t € Forge.(E,K)]:). Thus, we will prove that 3w € E s.t.
o€ |teSublw,E,EK)|S if o € ([t € Forge(E,K)]S\[t € Forge.(E,K)].). We first prove some lemmas.
We will prove this proposition by using the following lemma that follows from Proposition 2 from [RT03].

Lemma 6. Lett € Dy(E,K) and v € Dy.(E,K) be given with D,(E) € NRD. Then, there is a derivation
D, (E) € NRD wverifying Lq(~y) ¢ D'.

Proof. The proof is exactly the same as mentioned in [RT03] with the difference that D, (F) is not a minimal
derivation but rather a non-redundant derivation. The proof remains valid as we have no useless rules in D, (E)
since it is a non-redundant derivation. Moreover, D;(F) as it is constructed in [RT03] is a general derivation.
However, according to Remark [1} there exists an equivalent non-redundant derivation for Dj(E). O

In our context, Lemma [0] says that for any term ¢, a set of terms E, a set of terms K and a variable
X € XU X7, and for any 6T and o, 1f t°ro0 € Dy(Eto,K Ta) and X710 € DyC(E 10, K 7'0') then there exists
a derivation D’ building t“7o from E°70 where X7o is never decomposed. This can be ecasily generalized from
singleton {X} to any set of variables instead of X.

Lemma 7. Iftro € Dyd(EeTU, KGTO’), then there exists w € E s.t. T To<k, wero with Fo C Dy(EeTU, KGTJ),
K'roNFo = 0 and VX, if X170 € L then X710 ¢ Dyc(EeTU, ESTO’).

Proof. Assume that #°70 € Dyq (EeTO', KQTO'). Then thanks to the Lemma@iterated as described above, there
exists a derivation D from E‘7o to t'70 such that VX, if Ly(X70) € D then X710 ¢ Dy.(E 70,K 70).
Moreover, t°7o ¢ Dy.(E r0,K 70) by definition of t°ro € Dyy(E 70,K 70), and thus, that D ends with
a decomposition rule. Now, by iteration on the length of D starting from this last decomposition, and fol-
lowing the same idea as Lemma 2 in [RT03], we see that there exists w’ € E7o such that 7o <k w' with
Fo C Dy(E‘r0,K 10), K'roNFo = V) and VX, if X170 € L then X710 ¢ Dy (E°r0,K 7). This is the term
in Eto which is decomposed down to #°7¢ without using any term of K'ro as a key for decryption. Finally,
there exists w € E s.t. wro = w’ necessarily, and the lemma follows. O
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Now we can finish the proof of Proposition (4 I Slnce t‘ro € Dyd(E ro,K° 7o) thanks to Lemma [7] there
exists w € F such that £ 7o <F wrto with Fo C Dy(E TO, K TO), K‘ronFo = () and VX, if X7o € L then
X710 ¢ DyC(E 70, C TO'). We prove that If t° 70 <k w°ro without any X7o € L suchthat X7o € DyC(E 10, K TJ)
and with Fo C Dy(E 70,K 70) and K 7oNFo = 0, then o € [t € Sub(w, E,E,K) ]S by recurrence over (1, d)
with [ the length of ro S%U wero and d = 1 if w € X U Xz, otherwise 0.

Base case: Assume that [ = 0 and an arbitrary d. Then ' 70 = w°r0, and thus o € [t € Sub(w, E,&,K)]
according to the semantics of Sub.

Induction step: Assume that the formula above is true for any instance strictly smaller than (I, d), with
Il > 1. We have two cases:

-Either w ¢ XU X7, and thus there exists a direct subterm w’ of w, and there exist G, H Ly, Ly such that
tro <4 W ro <B2wéro, with GUH C Dy(E 70,K 7o) and the length of 70 <G’ “ro strictly smaller
than [. Therefore o€ [teSub(w, E,EK)]S, and thus o € [t € Sub(w, E,E,K)]S accordmg to the semantics
of Sub.

-Or w = X for some X € X U Xz, and thus X70 ¢ Dy.(E‘r0,K 70) since | > 1 and therefore X70 € L.
Indeed, according to corollaries [1] and [2] and by constructlon of & we know that either Jv ¢ X U X7 s.t.

(X =v) € & and X170 = 667'0 or Xto € Dy.(E°r0,K 7'0') However, the latter is impossible since we
already have X710 ¢ Dy.(E 70,K 70). Therefore, we have ‘70 <k, 0°ro since wro = X70 = T70.
It follows by induction that o € [t € Sub(v,E,S,IC) J$ since v ¢ X U X7 and (1,0) < (I,1). Thus, o €

[t € Sub(w, E,E,K) ] thanks to the second case in the definition of Sub. O

Proposition 5.
[(BAt€E Forgec(E,K))VV cp(BAtE Sub(w,E,S,K))]‘i C [BAte Forge(E,K)]¢.

Proof. In order to prove Proposition [5} we need to prove Lemma[§] To do this, we first prove Proposition [6}

Proposition 6. If o € [t € Sub(X, E,£,K) ]S, then, either °r0 = X710 or Jv,6,k, 7' such that k ¢ {t, X,E},
X710 =070, v6 ¢ X UX1 and o € [t € Sub(vd, E,E,K) |5,

Proof. Since o € [t € Sub(X, E,&,K)]¢, then, 3u IF, Ls.tu<k X 7,K' 70 N Fo = 0, Fo C Dy(E 70,K 10).
However, since X € X U A7, then u= X°7. Besides, we have the two cases of the semantics of Sub. In the
first one, uo =t"7o. Then, X706 =170 and therefore Proposition |§| holds. In the second case, Jv, d, k, 7" such
that k ¢ {¢,X,E}, X170 =0°67'c and o € [t € Sub(vd, E,E,K)]S,. However, by construction of £, v ¢ XU Xz
which concludes the proof. O

Lemma 8. Ifo € [t € Sub(w, E,E,K)]|S, then, t*70 € Dys(E 10 U {w*ro},K 70).

Proof. We proceed by recurrence over |[w°ro|.

Base case: |w°To| = 1. Then, either w € CUCz or w € X UXz. If w € CUCr, then, W0 = t 710.
Thus, 70 € Dya(E 70 U {@w°r0},K 70). If w = X € X U Xz, and since o € [t € Sub(w, E,E,K)]¢, then,
according to Proposition [6 we have either (1) or (2) where:

(1) v, 6,k 7'stké¢{t,X,E}, XTo=007"0,v0 ¢ XUXrando € [t € Sub(vd, E,E,K)],
(2) t°70 = X710

If (1) then v§ € C U Cz since [7°67'0| = |[wro| = 1. However, 7°67'c = t 7' and T 7'0 = 70
since k,i ¢ Varz(t) and Dom(r’) = Dom(r) U {k,i} (by definition of the semantics of Sub). Therefore,
t°r0 € Dyg(E"ro U{w®ro},K 10) since 7070 = t 70 = w°ro.

If (2) then since w = X, we have t" 70 € Dys(E 70 U{wro},K 710).

Induction step: Assume Lemma [8|is true for term of size strictly smaller than |w°ro|.

Since o € [t € Sub(w, E,&,K) ]S, we have Ju IF, L such that u <k wer, K 70 N Fo = 0, Fo C Dy(E*t0,K 70)
and u,F validate one of the two cases in the definition of Sub constraint solutions:

In the first case, uoc = ' 70 and uo <k2 Wero since u <k wr (by iteration over u following the definition
of <_). Moreover, we have Fo C Dy(FeTcr, K 7o), which leads to t°r0 € Dyy(E 70 U {wro}, K 70).

In the second case, Jv,8,k, 7" st k ¢ Varz(t,w,&), o € [t € Sub(vd, E,£,K)]S, and uoc = v°67'0. We
can suppose that vd ¢ XU XI Otherwise, by Proposition @ there exists another choice for v, 4, k, 7/ such
that either v(5 ¢ XU Xz or 70 = véro. The last case leads to T 70 € Dyy(E“ro U{w*ro}, K Ta) since
Fo C Dy(E“r0,K 7o) and 70 <52 wro. Thus, assuming that vd ¢ X U Xz, we have two cases.
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e In the first case, u = W°r and then v°d70 = wW°ro. If vd € C UCz then, |[7°d70| = 1 which follows
from the initial case of recurrence. Otherwise, Jw’ such that vé = f(w’) where f € G. Let Fy = {b} if
vé = {w'}, and Fy = () otherwise. Note that Fy C F. Besides, since o € [t € Sub(vd, E,E,K)]S,, then,
Ju/, IF" such that v’ <k v6 7', K'7'o N F'o = 0, F'o C Dy(E°7'0,K 7o) and the two possibilities for
u'. We have two cases: u' =vd 7/ or u/ <k v5 7.

In the first case, since v ¢ XU A7, v 7o =170 =1"70. Then, Wro =1 70 and therefore it follows
that 70 € Dya(E 10 U {w 7'0'} IC ‘r0).
In the second case, u/ <k, w'*r’ <fe /vé 7. Then, o € [t € Sub(w’, E,£,K)]5,.

Since ‘w’ /0| < [wrol, it follows that 7°7'c € Dyy(E 1o U {w' 7'c}, K 7'0).

Note that B/ = E°7 = E".

. —€ —=€ - =€ . —€ ’ —=e —=e - =€ —=€
Besides, w’ 7’0 € Dyq(E 70 U {wro}, K 70) sincew’ 7'c <1L,—ZT,U v T'o 00 T'o = Wero, K T'oNFy T'o =
0

) and FO T'o C Dy(E 70,K 10) (ﬁoe’r C F').
Thus, 70 € Dyy(E 7o U{w®ra}, K 70).

e In the second case, 7°67'c <% wro and 7o € Dyg(E ro U {5°67'0}, K 10) since [0°670| < [w®To]|.
Besides, 7°07'0 € Dyy(E“ro U {w®ro}, K 7o) thanks to the definition <_ and since 567’0 <%2 wero,
K‘t'oNFo = 0 and Fo C Dy(Er0,K 70). Thus, £'70 € Dys(E o U{w®ro}, K 10).

O

Let us go back to the proof of Proposition
Let o € [[(BA(t € Forge.(E,K))V\ ep(BAtE Sub(w,E,S,lC))“i.
If o € [BAte Forge.(E,K)|S then o € [BAt € Forge(E,K) ] by definition of Forge and Forge.. Let
0 € [ VuerB At e Sub(w,E,E,K)]|.. Then, 3w € E such that o € [t € Sub(w, E,£,K)]2N[B];. According
to Lemma |8 7°70 € Dyqa(E 10 U {wr0},K 70). However, o € E‘ro. Thus, I'70 € Dyy(E70,1°70).
Thus, Proposition [f] follows. O

Proposition 7. Rules[10, [11] and[13 are correct and complete.

Proof. Correctness of Ruleis trivial. For the completeness of Ruleu leto €[ {t1,...,t > € Forge.(E,K)]S.
Then, (70, ...t 70) € Dy(E 70, K 70) since we have (1, ..., t,) 70 € Dy.(E‘70,K 70). By definition
of Dy., 3D a derivation with goal (£;70,...,%,, 7o) without using any term of Ko as a key for decryption
and ending with a composition rule. Then, subterms of <t1 TO, ..y tm TO‘> have to be in D, and therefore
/\i<m(t7-e7'o € Dy(EeTO', KETO')). Finally, the proof of correctness and completeness of Rules and E is
similar to the one of Rule

In order to prove Proposition [8] we first prove Lemma [9]

Lemma 9. [mpair(k,t) € Forge.(E,K)]. = [Vkt € Forge(E,K) ]

Proof. Let o € [ mpair(k,t) € Forge.(E,K)]. Then mpair(k, t) 70 € Dy (E 10, K 70) leading to (151 (t) () 7o, ..

Then, o € [Vk t € Forge(E,K)]S since /\ige(ﬂm(t) r0 € Dy(E‘r0,K 70)). O
Proposition 8. Rule[I3 is correct and complete.

Proof. According to our semantics, we have : [VQ 3R SV (B A mpair(k,t) € Forge(E,K))]°

= NoUrLS V (B A mpair(k, 1) € Forge(E,K)) |-

= NoUnlSYEU (L BJE A [mpair(k,0) € Forge(B, K)1%)

NoUrlSIZU ([ B]; N [Vkt € Forge(E,K)];) (according to Lemma@

=NoUrNIS]5 U (I B]S N[t € Forge(E,K)];,) (since k fresh, 7' = 7.[k « ng])

=NoNkUrIS]Z U([ Bl Nt € Forge(E,K)];) (thanks to mpair autonomy)

— NoxUnl8V (B At € Forge(E, k)¢

=[VQ.k3R SV (BAteE Forge(E,K))] O

Correctness and completeness of Rule [14] is trivial. Completeness and correctness of Rule [L5] follow from
Proposition [9] and Proposition

Proposition 9. Rule[15 is complete.
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Proof. Let o € [t € Sub(w,E,E,K)]S and W = [(t =w) V (t € Subg(w, E,E,K))].. We show that either

ce(t=w)]lifw = {v}, and b € K or 0 € W otherwise. We know that Ju, IF, L such that u <k w°r,

K‘ronFo = 0, Fo C Dy(E 10, K Tcr) and the two cases of the semantics of the Sub. We distinguish two
cases depending whether (w = {U}b and b € K) or not:

e (w = {v}, and b € K). By definition of <-, we have w°r € L and b° € F, However, K 70 N Fo = (.
Thus, ugfp wer leads to u = w°r. We can suppose that w ¢ X U Xz, otherwise uélL;w leads to
u<kw. Therefore, we only have the first case of the semantic of Sub that is us = £°7o which leads to
wero =t T0.

o (w # {v}p or b ¢ K). Then, we have the two cases of the semantics of Sub:

— In the first case, uc = t"7o. Moreover, uéfv@er Then, either u<%@e7' which leads to o €
[(t € Subg(w, E,E,K))]S or u=wr. In the last case, we have uc =w°ro. However, us =  7o.
Then, W0 = ¥ 70 which leads to o € [(t = w)]$. Thus, for both cases, o € W.

— The second case is the same for the semantics of Sub or Suby. Therefore 0 € W since o €
[t € Subs(w,E,E,K)]S.

Thus Rule [T5]is complete. O
Proposition 10. Rule[I] is correct.
Proof. There are two cases whether (w = {v}, and b € K) or not:

e Suppose (w = {v}, and b € K). Let 0 € [(t =w)]S. Then, w°ro = t'70. Let u = w°r. We have
uggm% 0 C Dy(E°70,0) and uo = wW°ro = t 7o. Thus, o € [ (t € Sub(w, E,&,K))]¢.

e Suppose (w # {v}, or b ¢ K). Let 0 € [(t = w) V (t € Subg(w, E,E,K))]S. There are two cases:

— o0 € [(t=w)]S. We show in a similar way as the first case (w = {v}, and b € K) that o €
[(t € Sub(w, E,E,K))]5.

— 0 € [(t € Subg(w, E,E,K))]5. By definition of Suby (the same as Sub with the difference that

u<bwrifuc =t 7'0) andsfnce1fu<Fw 7 then we have u <k w°r, then o € [ (t € Sub(w, E,E,K))]5.

Thus Rule [[5lis correct. O
Proposition 11. Rule[16 is correct and complete.

Proof. Let W = [\ (t € Sub(t;, E,E,K))]:.

i=1..m
Let 0 € [t € Subg({t1,...tm), E,E,K)]¢. Then, Ju, IF, L such that u <k <t1,..,tm>87', K'ronFo = 0,
Fo C Dy(E°r0,K 7o) and the two possibilities for u (the two cases of the semantics of Sub). Then Ji = 1...m.
such that u <L %;°1 <é,t1""t’">eT (t1, ..,tm>e7' since u <% (t1, ..,tm>e7’. Thus, c € W.
Let o € W. Let i = 1...m such that o € [(t € Sub(t;, E,&,K))]S. Then, Ju, IF, L such that u <L #;°7,

K‘ronNFo = 0, Fo C Dy(E‘r0,K 7o) and the two possibilities for u (the two cases of the semantics of
Sub). Moreover, since t; <g (t1, .., tm), then t; 7'<<tl’“’t’"> T <t1,..,tm> 7. Then, u<LU{<t1’ obm) T} (tl,..,tm>er
and K'76 N Fo = ( which leads to o € [t € Subd(<t1,. otm), E,EK)]C. O

Proposition 12. Rules[I7 and[1§ are correct and complete.

Proof. First focus on Rule Let W = [t € Sub(w,E,E,K) ANb € Forge(E,K U {b})].
Let o € [t € Subs({w};, E,E,K)]%. Then, Ju, IF, Ls.tu <k {w}ir, K7 N Fo = 0, Fo C Dy(E 7o, KeTO')

and the two possibilities for u (the two cases of the semantics of Sub). Since u <k {w}b 7, then u <L wer <£?}b T {w}lfeT

Thus, o € [t € Sub(w, E,&,K)]S. Moreover, since u <% {T}}feT, then b7 € F, and therefore b 70 € Dy(E 70,K 70).
By minimality of the derivation of goal 5670 b 7o has not to be used as a key for a decryption and then
bro € Dy(E r0,K U {b} 70). Thus, o € [b € Forge(E, K U {b}) |S. Therefore, o € W.
Let 0 € W. Let 0 € [t€ Sub(w,E,E,K)]S. Then, Ju, IF,L such that u<kwr, K'ronNFo =
0, Fo C Dy(E 7o, KGTO') and the two possibilities for u (the two cases of the semantics of Sub). Be-

{{w}b T}{ }b ;tgw}b T}{ }b 7. However, b ¢ K (du to the condition of

sides, since W' T< 7, we have u <
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Rule [15). Then, Fo N ({b°76} UK 70) = 0. Moreover, since o € [be Forge(E,KU{b})]S, we have
b'r0 € Dy(E°r0,K Ub 70). Then, b'ro € Dy(E“r0,K 70), and therefore Fo U {b'r0} C Dy(E 70,K 70).
Thus, o € [t € Subg({w};, E,E,K)] .

Finally, correctness and completeness of Rule [I8]is similar as Rule O

Proposition 13. Rule[I9is correct and complete.

Proof. First focus on completeness. Let o € [t € Subs(mpair(k,w),E,€,K)]S. Then, Ju 3F, L such that
u<k mpair(k,w)eT, K'roNFo = 0, Fo C Dy(EeTU,K‘BTU) and the two possibilities for u. Therefore,
u<k <Tk’1(w)e7'0', . ,Tk,e(w)e7'0>. Then, 3z € {1,...,e} stu<k Tk’l(w)eTJ which leads to o € | J [t € Sub(w, E,E,K)
Thus, o € [ 3k (t € Sub(w, E,E,K)) 5.
Second, focus on correctness. Let o € [Jk (¢t € Sub(w, E,E,K)) 5.
Then, ¢ € U,_; [t € Subs(w,E,E,K) ]|i7[k<_m]. Let z € {1,...,e} and 7/ = 7,[k — z]. We have ¢ €

[t € Subg(w, E,E,K)]%,. Then, Ju IF, L such that u <k wer’, K‘ronNFo =0, Fo C Dy(E°r'0,K 7'0) and

r=1...e

the two possibilities for u. However, W7’ = 74 4(w) 7. Then, u <% 75 (w) 7 <é)7’“’1(w)KT"”’Tk""(w)KT> (Toa (W) T, .. The(w) T
Thus, u<§U{<m,1(w> T Th,e(w) T)} mpai’r‘(k,’w)eT and K 7oNFo = () which leads to o € [t € Subg(mpair(k,w), E, £, K) Jc.
O

Proposition 14. Rule[20] is correct and complete.
Proof. Correctness of Rule [20]is trivial. Let o € [t € Subq(c, E,E,K)]S where ¢ € CUCz. Then, Ju IF, L

.
such that u <Leér, K‘roUFo = 0, Fo C Dy(EeTo, ICGTO’) and the two possibilities for u. In the first case,
uo = t°70 and u <IL; ¢°7. However, the last condition is impossible since er € CUCz (¢°7 = c¢7), and therefore
u = c7. In the same way, the second case of Sub treats the case where v € X U Xz which is in contradiction

with u = ¢r € C UCz. We conclude that in the two cases, we have o € [ L], O

Proposition 15. Rule[23 is correct and complete.

. ————————— €
CAff f(ur, .., tUy) TO =

Proof. This follows directly from our semantics: o € [ f(u1,..,um) = f(wi,..,wm)];

flwy, .. wm)era iff f(w®ro,..,unto) = f(Wito,. . W, To) it \,_, (W0 = w;°ro)iffo € [\;_; . ui = w;]

In order to prove Proposition [I6] we first prove Lemma [10]

Lemma 10. [mpair(k,u) = mpair(l,w)]. = [Vku =wd ;]

Proof.
o € [ mpair(k,u) = mpair(l,w) ]S it mpair(k,u) o = mpair(l, w)eTO' iff
<Tk,1(u);a cee aTk,U(u)L>TeU = <Tl,1(w)L? o 7Tl,v(w)u>7-o- . iff
(tea(u) 10,.. . Tko(uw) 7o) = (T1(w) TO,...,Ti(w) To) iff
/\izl’we(Tk,i(U)cTU = 74(w) T0) iff /\i:Lm’e(Tk,i(U)eTU = Tk,i(wél,k)era) iff
Nizr, (@ TTR 0 = w(;l’keTTk,io) it oMoy o lu=wd ]|;Tk7 iff
o€ [Vku=wd ]

O

Proposition 16. Rule[2] is correct and complete.

Proof. According to our definitions, we have: [VQ 3R SV (B A (mpair(k,u) = mpair(l,w)))]*
=NoUglSV (B A (mpair(k, u) = mpair(l,w)))]; (where 7 assigns values to Q and R)

= NUrS17 U ([ BI: N [mpair(k,u) = mpair(l,w)]7))

=NoUr(ISI;U(IB]; N [Vku =wdix]7)) (according to Lemma

=NoUrNe([S15 U B] Nu=wdk]7)) (since k is fresh, 7/ = 7.[k < ny])
=NeNUr(ST7 U (B

=NosUr([SV (BA (u=wdk))]7) = [VQEIR SV (B A (u=wd k)] N

15 N [u=wék]S)) (thanks to mpair autonomy, Varz(u)NR = Varz(w)NR = 0))

Proposition 17. Rule[25 is correct and complete.
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Proof. This follows directly from the fact that each two constants c; and c; are different. O
Proposition 18. Rules[26 and[27 are correct and complete.

Proof. Correctness of Rule [26is trivial. For it’s completeness, let o € HB ANXi=u) A (X;=v) ]‘i Then,
X;7o =uro and X;70 =0°70. Thus, 0 € [ BA(X; =u)" A (X; =v)" Au= v]|i since u°ro = v°ro. Also,
correctness and completeness of Rule [27]is similar as Rule [2 O

Proposition 19. Rules and[30 are correct and complete.

Proof. First focus on Rule According to our semantics, we have:

ce|[(Xi=uAX; GForgec(E IC)” iff oel|(Xi=u) ]| Nn[X; GForgec(E’ IC)]|€ iff
X,70 =70 and X;70 € Dy (E°70,K 70) iff Xiro =u°ro and uro € Dy (E 10,K 10) iff

€

o |[(Xi=u) /\uGForgeC(E’,IC)“ .

T

Second, correctness and completeness of Rule[29] follows in a similar way. Moreover this is trivial for Rule as
it follows direclty from the fact that £ ¢ E’ and since Ato € Dy.(E 70, K 70), then Aro € Dy.(E' 70,K 70).
O

Proposition 20. Rule[31]is correct and complete.

Proof. correctness: Let o € [(X =w)*™ At € Sub(w, E',E,K) AN X ¢ Forge.(E,K)]5. Let u = X, § = 0,
7/ = 7. Then, us = Xo = W70 that leads to uo ¢ Dy.(E" 70,K 70), and o € [t € Sub(wé, E',E,K) ]S,
Moreover, u<8X and () C Dy(E" ,0), thus proving o € [t € Suba(X, E',&,K) ]| according to the definition.

Completeness: let 0 € [(X =w)*™ At € Suby(X,E',E,K)]; where (X = w)*™ € €. Let u, F, L be the
objects defined by u<kX, Fo NK 70 = () and FO' C Dy(E"o, Kea) in the definition of ¢t € Suby(X, E', €, IC)
Since Suby ensures that u<FX in case uoc = 7o and since u<kX is impossible, then we have uo ;é ‘ro
and v = X. Thus, u and F validates the second case of the semantics of Sub with v € X, and therefore,
Fu,8,k, 7" such that (X =v) € £, § =0, 7 =7, k,i ¢ {t,X,E}, X ¢ Forge.(E,K), uec = v°67'c and
o € [teSub(wé, E' E,K)]S. However, since (X =u)¥ € £, then we choose v = w which lead to o €
[(X =w)*™ At e Sublw, E',E,K)NX ¢ Forge.(E,K)]¢. O

Proposition 21. Rule[33 is correct and complete.

Proof. Correctness of Rule |32]is trivial, so we focus on completeness.

Let 0 € [A € Forge.(E,K) At € Subd(A E' €&, IC) J¢. Let u, F be such that u<kA and Fo C Dy(E" o, Kea)
Since Subg ensures that u<kA in case us = #°70 and since u<k%A is impossible, then we have uo # ‘7o
and v = A. Thus, u and F validates the second case of the semantics of Sub and therefore, Jv, 4, k, 7’
such that uo ¢ Dyc(ﬁer’a, K°7'0). Nevertheless, uc = Ao. Then, Ao ¢ Dy.(E'°0,K 7'c). Moreover,
Ao € Dyc(Fea, KET/O'). However, E C E’. Indeed, according to Invariant [3, £(A) C E’. Then, either
L(A) = E or L(A) C E. In the last case, there are two possibilities. In the first one, A € Forge.(F, K) would
be simplified to A € Forge.(L(A),K) if at level L(A) we have A € Forge.(L(A),K) as constraint for A. In
the second possibility, A € Forge.(E,K) would be eliminated if at level £(A) we have A = u as constraint
for A. This is due to the fact that for the level £L(A) we have a constraint Forge or Equality according to
the Proposition [I} We conclude that E C E’. Therfore, Ao ¢ Dy.(E""0,K 7'0) and Ao € Dy.(E" 0,K 7'0)
proving that o € [ L]. O

Proposition 22. Rule[33 is correct and complete.

Proof. Completeness: if o € [t € Subg(Xpm, E',E,K)]S, then I(X; =v) € &, Tk ¢ {t, X, E}, Ing st 7/ =
T.[k — ngl, o € [t € Sub(vé, E',E,K)]S,, 0 € [ X = v5]|T, and o ¢ [ X,, € Forge.(E',K)]S,, with § = 5’“
To show this, let u, F, L be the u <k X,,,7, Fo N KETU = 0 and Fo C Forge(E"10,K 7o) from the semantics
of Subg proving that o € [t € Subg(Xpm, E’ E,K)]%,. Note that Suby is more restrictive than Sub in the sence
that it ensures <FXm’T in case uo = t“ro. However u <F X7 is impossible, so uo # t“ro and u = X,,,7
necessarily. This means that u, F' validate the second case of the semantics of Sub, and thus that Jv, d, k, 4, 7, 7’
s.t. ki ¢ {t,X,,,E}, Dom(7") = Dom(1)U{k,i},u = X;7', (X; =v) €&, = 5;“1, uo ¢ Forge.(E 10,K 70),
uo =1°07'c, and o € [t € Sub(vd, E',E,K)]S,. We remark that 7(m) = 7/(i) since X,,7 = u = X;7’, and so

the proposition follows by replacing 7 by m.
Correctness: if 3(X; =v) € €, Ik ¢ {t, X,,,E}, Ing s.t. 77 = 1.[k — ny), o € [t € Sub(vd, E',E,K) ],
o€ [Xpm=v8]5 and 0 ¢ [X,, € Forge.(E',K)]S., with § = 6%, then o € [t € Suby(X,n, E',E,K)]5.

77 jm?
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Assume that the precondition above is true for the objects X;,v,&,k, 77 = 7.[k «— ny]. Let u = X,, 7, thus
uo = X,,770, and let i be a fresh index, &' = 6%, and let 7/ = 77.[i «= 7(m)]. Then we have u = X;7’,
(X;=v) €&, kyi ¢ {t,Xm,E}, us = 7°8'7'0, us ¢ Forge.(E' 0,K o) and o € [t € Sub(vd, E',E,K)]C..
Moreover, we have u <g X,,mand § C Forge(Eea, KEU), thus proving o € [t € Subq(Xm, E',E,K) ]S according
to the definition. O

Proposition 23. Rule[3] is correct and complete.

Proof. We first focus on completeness, i.e. assume that o € [X,, € Forge.(E',K)]:, and assume we have

M()—(>) defined as in Rule We denote by Rhs the right-hand side of Rule @ Then we have two cases :

e Either Jo = 1..p 3ny, s.t. 0 € [ X, = uod, |5, with 7/ = 7.[k, < ny,]. Then, we have u,°6,7'c = X, 7’0
which leads to @,°6,7'0 € Dy.(E" 0,K o) and thus, o € | Rhs]S;

o with 7 = 7.[k) «— ny)] ie.

. Then, o € [ Rhs]S;

e Or there exists no such o, i.e. Yo = 1.p, Vng,, 0 ¢ [Xm = uodo]
0,70 # Xmr'o, and thus o € H Ao VK X # ua(so]

o=1l..p

Second, for the correctness let Rhs be the right-hand side of Rule and assume /\/l()_f) defined as in the rule.
Assume also that o € [ Rhs ] because the second part of Rhs is validated (otherwise, the proposition is trivial).

It means that Jo = 1..p, 3ng, s.t. iTOC(;oT’ € Dyc(ﬁea, Kea) and X,,,7'0 = w,%0,7'0 with 7/ = T.[k] — ny_].
It follows that X,,70 € Dy.(E" 0,K o) since X, = X,, 7. O

Proposition 24. Rule[35 is correct and complete.

Proof. Correctness of Rule is trivial. For completeness, assume that o € [ X,, = v]|i, ie. X;,7o =070,

and M(?) according to the definitions of Rule Let us write F' = (VQ3R B; V .. V By) the whole formula
in which Rule [35|is used, and assume that o € [ F']°. We denote by Rhs the right-hand side of Rule Then

we have two cases :

e Either 0 = 1..p Iny, s.t. 0 € [ X = uodo |5

°, with 7/ = 7.[k], < ny,]. Then, we have ©,“0,7'c = v°7'c
which leads to o € [ Rhs]S;

e Or there exists no such o, i.e. Vo = 1l.p, Vng,, 0 & [ Xy =], with 7/ = 7.[k], «— ny,] ie.
U0, # X,7'o, and thus o € H/\ VE! Xy, # uoéo}

€
o=1.p R Moreover, thanks to corollary we

know that for any block in By V ..V By, there exists a master constraint for X in this block. Besides,
Ir” with Vi € Q 77(i) = 7/(m) such that 3j o € [ B;]%,. Thus, o validates at last one of the master

constraints for X for 7. However, by hypothesis Vo = 1..p, o ¢ [ X, # 100, ]5+. Thus, Ir = 1..¢ such
that o € [ X;, € Forge.(E.,K;)]%.. Since 77 (j,) = 7/(m) = 7(m), it follows that o € [ Rhs].

O

7 Termination For Protocols Without mpair’s and Without Indexed
Variables

This section aims at proving the termination of rules presented in Section for protocols without mpair(,) and
without index variables. Note that for autonomous protocols without mpair(,s), a constraint system would
contain neither quantifiers, nor indexed variables and consequently no master constraints.

We first define a weight ||-|| for terms, elementary constraints, blocks and constraint systems. Then, we
show that each rule decreases this weight.

In order to define the weight of a term, we need to introduce some definitions:

Definition 28 (Row of a term). A row of a term t is defined as follows:
o r(X) =maz{l| XY, Y € X} for X e X
o r(t) = mar{r(Y)|Y <t,Y € X}

Definition 29 (Size of a term t). We define the size of a term t denoted by |t| as follows:
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e |t| =1forte XUC
o [, otim)] = 1 g + .+ i
o |h(u)] = 2+ |u| forhe H
We extend this definition to sets of terms by: |E| = Xicg|t| for E CT.

Now, we can define the weight for terms, then, for elementary constraints and finally for constraint blocks
and constraint system.

Definition 30 (Weight of a term t). Let p be the size of the protocol, i.e. the sum of sizes of messages. We
define the weight of a term t denoted by ||t|| as follows:

o |X|| = p" ) F for X € X
o |lc| =1 forceC
o [[f(urs s um)ll = 1+ ull + o+ fumll
o [l = 2 + [lull for he H
We extend this definition in the natural way to sets of terms: |E|| = Zieg||t]] for E C T.

Definition 31 (Weight of an elementary constraint). Let st be the number of the protocol subterms. We define
the weight of an elementary constraint ctr denoted by |ctr|| as follows:

It € Forge(E,K)| = (st = #K, [[t]| + [|E] + |E] + 1)
[t € Forge.(E,K)|| = (st — 7/, [[t] + [ E]l + | E])
[t € Sub(w, B, &, K)|| = (st — 4K, ([t + [[w] + |E[ + 1)

[t € Suba(w, E,&,K)|| = (st — K, [[t]| + [[wl] +[E])

1t = ull = {0, [I£] + f[ull)

Definition 32 (Weight of a constraint block). Let NcE be the mazimum number of Equality constraints of
the form X =wu where X € X and NcN be the mazimum number of Negative constraints of type Forge.
Consider a constraint block: B = ctry A ..ctr;. We denote by Ncp the number of of negative constraints in
B, Scp the number of submaster constraints in B and by Ecp the number of equality constraints of the form
X=u (X € X) in B. We denote also the lexicographic order by () and the multiset by [|]. We define the
weight of B as follows:

|B|| = (NcN — Ncg, NcE — Seg, [||ctr;]|] NcE — Ecp)

ctr,€B”

Definition 33 (Weight of a constraint System). Consider a constraint system: S = By A..B;. We define the
weight of S as follows:

1S = [I1Billl g, es
Proposition 25. Algorithm terminates for protocols without mpair(,) and without index variables.

Proof. Proof. We prove Proposition 25 by showing that each rule of Section [4 which is related to non indexed
variables decreases the weight of the whole constraint system S. That is, considering a rule r, ||post(r)| <
|[pre(r)||. First, note that our rules do not eliminate negative constraints. Then, VB € S, NcN — Ncp either
remains unchanged or decreases for the case of Rule Thus, Rule [31| decreases ||S]|. Rules
eliminate one block of the constraint system since they lead to L. Then, they decrease ||S||. Rule[22|eliminates
one constraint of a certain block of S since they lead to T. Then, it decreases ||S]||. Rule|l|changes an equality
constraint c¢tr € B into another one of the form (X =wu) where X € X. Both the number of submaster
constraints and the weight of constraints in B remain unchanged. Besides, NcE — Fcp decreases since Fcp
increases. Then, ||B|| decreases and so does ||S]|.

Rule [8| adds a submaster constraint to a block B € S. Then, ||S]|| decreases.

For Rule 2] since (X = u)*™ € B, | X|| > |lul|. Indeed, [ju] < [u] % pmos{TOIY<wYeX} < prCO+L Then,
IV =X = |[YI|+ IXI|| > [|[Y]] + |lu]] = ||Y = u||. Besides, the number of submaster constraints remains un-
changed. Thus, ||S|| decreases.
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For Rule [9] [[pre(R[)| > |[post(RP)|. Indeed, |[pre(RP)| = (k,||t| + | E| +|E|+1) and [[post(R[9)| =

[k, 12l + 1 E + B, (K, [[t] + llw]| 4 |E] +1)], where k = st — #K and w € E. Moreover, Rule [9] do not

change the number of submaster constraints. Then, ||S]|| decreases.

Foc Rl Jprl QB = (416l Vo 121+ 121 and st (RN = [kl ED + 51+ Dl

where k = st — #K. Moreover Rule [10] do not change the number of submaster constraints. Then,

[pre(R[1O)| > Hpost (R[TO). Therefore | B|| decreases and so does ||S]|.

We show in a similar way as Rule that for Rule [11] ||| decreases.

For Rule[12] ||pre(R [12)|| > [[post(R[12))||. Indeed, ||pre(R[12)| = (k,2+ ||t|| + || E|| + |E|) and ||post(R[12)| =

(k, 1+ |It]l + || E|| + | E]), where k = st — #K. Moreover, Rule do not change the number of submaster con-

straints. Then, || B|| decreases and so does ||S||.

For Rule we have |pre(R[H)|| = (k,1+ ||t|| + [[ul| + |E|) and two cases for post(R[[5). In the first one,

[post(R[LB)|| = (k, [|¢ll + [|ull). In the second case, [lpost(R[S)[| = [{&, [[¢ll + [ull), (&, [It]] + [lull + [E])]. In

both the two cases, ||pre(R[I5))|| > ||post(R[15))]|. Besides, since this rule do not modify the number of sub-

master constraints, ||S|| decreases.

We show in a similar way as Rule [10] that for Rule IS]| decreases.

For Rule [17] first, ||[pre(R[7)| = (k, 1+ ||t|| + [lul| + [|b]| + |E|) where k = st — #K. Second, ||post(R[L7)||

[(ky LA [[E]] + (lull + [E]), (K", 1+ [[o]| + || E|| + |E])] where k" = st —#K U {{u}}}. Since k" < k, |[pre(R[L7)| >

[post(R[D).

We show in a similar way as Rule [L7] that for Rule ||S]| decreases.

For Rule first, |[pre(RR3)| = (k,2+ [Jur]l + .. + [[um|| + [Jwi]| + .. + [[wp]]). Second, |pre(RP3)| =

[(K, luill + lwill)];—y ,, where k = st — #K. Then |pre(R[23)| > |/post(R[23)]| and since the number of

submaster constraints remains unchanged, ||S| decreases.

We show in a similar way as Rule [2] that for Rule[27] ||S|| decreases since || X|| > [u| and therefore || X = v|| >

[l = vl

We show in a similar way as Rule that for Rule [IS]| decreases since || X| > |lu|| and therefore

|X € Forge.(E', K)|| > [u € Forge.(E', K|

Rule [30] eliminates one constraint. Then, [|S|| decreases. O
O

8 Termination for Protocols with Autonomous keys
The aim of this section is to prove the termination for our inference system. For this, we need some definitions
of index variables.

Definition 34. (Index Variables)
Varz(t) the set of indexes of t
Varg (t) the set of universal indexes of t

VarE(t) the set of existential indezes of t
Vary i (t) = Ux, <, ¢ Varf (Xi) where X; € Xz

Varg R(t) = U, <t Varf(c;) where ¢; € C1

Then, we introduce some invariants in Section that are used in the proofs of termination. The aim
of Section is to prove that the set of indexes generated by our inference system is bounded. Once the
set of possible indexes to be generated is fixed, we can prove the termination for protocols with autonomous
keys by defining a weight for terms, constraints, a constraints block and a system constraint as it is given in

Section

8.1 Invariants

Invariant 6. For a constraint (t € Sub(t',E,E,K)) where 3X; <t we have Vu < t' s.t X; < u, u is tagged.
For a constraint (u = v) where 3X; <wu, Yj <wv s.t X;,Y; € X1, we have X; orYj is tagged.
Moreover, if X; <mu and Y; <, v then i = j.

This invariant will be used in the proof of Invariant [7] Invariant [§] and Proposition

Proof. The first group manages equality constraints that satisfy the invariant. Indeed, Rule [3] eliminates the
whole block. Then, the invariant is valid. Rules [6] and [7] transform equality rules and generate new ones.
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Nevertheless, these constraints do not fit the shape of constraints defined in Invariant [6] i.e. having two
indexed variables in the two terms forming the equality. The rest or rules of the group G; does not modify
constraints since they only manage labelling. Thus, the invariant is satisfied.

Rules of the group G» manage Forge constraints. Only Rule[J]generates a Sub constraint: (¢t € Sub(w, E,&,K))
where w € E. However, according to the second condition of the definition of well-tagged protocols (See
Definition E[), w is tagged. Besides, according to the third condition of the same definition, each subterm of w
having an indexed variable as a subterm without crossing mpair operator is tagged. Thus, if 3X; < ¢ then
Vu < t' st X; <,nu, uis tagged, and then, the invariant follows. The other rules do not generate neither
equality constraintes, nor Sub ones. Then, the invariant still holds.

The Rule of the group (3 transforms a Sub constraint into either a Suby constraint or an equality one.
The Subg constraint has the same u, and then, the invariant is still satisfied. The equality constraint is of the
form (¢ = u) where u is the term of the Sub constraint. However, by induction hypothesis, if 3X; < u then
Yo < us.t X; <0, vis tagged. Then, the first condition of the invariant for the constraint (¢ = u) is satisfied.
Moreover, if X; <,, u and Y <, t, then u is tagged since X; is tagged and according to the third condition
of the definition [0] Thus, ¢ has to be tagged with the same tag as w. Thus, i = j. The other rules of the
group G3 transform a Suby constraint into new Sub constraints while decomposing the term inside the Suby
constraint. However, the invariant is satisfied for the constraint (¢ € Suby(u, E, £, K)) for the term u then it
still holds for a subterm v’ of v (v’ < u). Indeed, if 3X; < u' then, X; < u. However, by induction hypothesis,
Vo < u st X; <, v, vis tagged. Therefore, Vo < v < u s.t X; <, v, v is tagged. We conclude that all the
rules of the group G satisfy the invariant.

Rules of the group G4 manage equality constraints. Rule [21] eliminates the constraint. Rule [22] eliminates the
whole block. Rule [25|replaces an index by another one in all the block. Thus, these rules satisfy the invariant.
Rule decomposes an equality constraint of two terms (v = v) into an equality constraint of two subterms
(v =v") where v/ < w and v <wv. Thus, if 3X; < v/, Y; < v’ then 3X; < u, Y; < v. However, by induction
hypothesis, X; or Y; is tagged. Moreover, if X; <,, v’ and Y; <,,, v’ then, X; <, u and Y; <,,, v, and therefore,
i = j. Rule [24] decomposes an equality constraint of two terms (mpair(k,u) = mpair(l,w)) into an equality
constraint of two subterms (u = wd; ). If 3X; < u < mpair(k,u), Y; < wo i < mpair(k,w) st X;,Y; € Xz,
then, X; or Yj is tagged by induction hypothesis. Besides, Varz(u) C {k} and Varz(wd; ) C {k}. Thus, if
Xi<muand Y; < woy i, then i = k = j.

Rule [26] of the group G5 generates an equality constraint (u = v). Suppose Y; < v and Z;, < v. By induction
hypothesis, for the constraint (X; = u), Y is tagged. In a similar way, Zj is tagged. Then, the first condition of
the invariant is satisfied. Suppose now that Y; <, u and Zj, <,,, v. By induction hypothesis, for the constraint
(X; =u), we have i = j. In a similar way, for the constraint (X; =v), we have i = k. Thus, j = k.
Therefore, the second condition of the invariant is satisfied. For Rule the equality constraint generated
(u = v) can not have X; < u or Y; < v by priority of Rules |§| and [7| replacing indexed variables by non indexed
ones. In a similar way, Rule [31] can not generate a constraint (¢t € Subg(w, E, £, K)) having indexed variables
in w. Rules and [30] do not modify equality constraints. Rule[32] eliminates the whole block. Therefore,
the invariant is valid for all the rules of the group Gs.

The Rule [33| of the group Gg generates a constraint (t € Subg(ud, E,E,K)). However, u comes from a master
constraint: (X; = u). By induction hypothesis, if 3Y; < u then Y; is tagged. Moreover, since u is a term of
the protocol, according to the third condition of Deﬁnition@ Vo' <ustY; <, v, u is tagged. Then, the Sub
constraint generated satisfies the invariant. Rule does not generate neither Sub constraints nor non final
equality ones Then, the invariant still holds. Rule generates an equality constraint (u,d, = v). Suppose
that 3Y; and Zj s.t Y; < w6, and Zj, < v. By induction hypothesis for the constraint (Xm = v), we have Z,
is tagged. Then, the first condition of the invariant is satisfied. Suppose now that Y; <, 4,0, and Zj <., v. By
induction hypothesis for the constraint (X, = v), we have m = k. By induction hypothesis for the constraint
(X, = u,), where Y; < u, we have o = I. Then, Varz(u,d,) C {m} which leads to ;7 = m. Thus, j = k and
therefore the invariant holds for Rule 35 O

Invariant 7. For a constraint of the form (t € Forge.(E,K)), (t € Forge(E,K)), (t € Sub(u, E,&,K)), or
(t € Subg(u, E,E,K)), where 3X; < t, we have Varz(t) C Q.
For a non final constraint of the form u = v where Y} and Zy, 5.t Y; <jpu and Z < v, we have j,k € Q.

This invariant will be used in the proof of Invariant [§] Proposition Proposition Lemma [T1] and
Proposition

Proof. Rules of the group GG; do not generate new constraints of the form Forge or Sub or equality constraints
of the form defined in Invariant [7} Then, the invariant still holds.
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Rule [9] of the group Ga generates from a Forge constraint either a Forge. constraint or a Sub constraint with
the same term ¢ in both cases. However, by induction hypothesis, Varz(t) C Q. Then, the invariant is satisfied.
Rules and [L2] transform a constraint t € Forge.(E,K) into another constraint (¢ € Forge(E, K)) where
t' <;mt. However, Varz(t') C Varz(t) and Varz(t) C Q. Thus, Varz(t) C @ which satisfies the invariant.
Rule [13| generates a new constraint (t € Forge(E,K)) where Varz(t) C {k} and k € Q. Thus, the invariant is
valid. Rule [14] eliminates the block. Thus, the group G5 validates the invariant.

Rule[T5]transforms a Sub constraint into either a Suby constraint preserving the same ¢ or an equality constraint.
For the new Subg constraint, by induction hypothesis we have Varz(t) C @ which satisfies the invariant. For
an equality constraint (¢ = u), suppose that 3X;,Y; s.t X; <,,,t and Y} <;;, u. According to Invariant |§| for the
constraint (¢ = u) we have i = j. However, by induction hypothesis, Varz(t) C Q. Since we only replace
an universal index by another universal index, we have i, j € Q). Rules [16] and [19| transform a Sub constraint
into another one while preserving the same ¢. However, by induction hypothesis, Varz(t) C Q. Then, the
invariant is satisfied. Rules [17] and [18| generate from a Sub constraint a Suby constraint with the same ¢ and
a new constraint Forge for forging the key b. For the new constraint Subg, by induction hypothesis, we have
Varz(t) C @ which satisfies the invariant. For the Forge constraint, b is a key. According to the restriction
of autonomous keys, we have Varz(b) = 0, which satisfies the invariant. Rule [20| eliminates the block. Thus,
the group G3 satisfies the invariant.

Rule [21] of the group G4 eliminates a constraint. Rule [22] eliminates the block. Rule [23] transfoms an equality
constraint (v = v) into a new one (v’ = v’) where v’ <, u et v/ <, v. Then, if 3X;,Y; s.t X; <, v’ and Y; <, v/,
then X; <, v and Y; <,, v. However, by induction hypothesis, 7,j € @ which satisfies the invariant. Rule
transforms an equality constraint into another constraint (v = wd; ;) where Varz(u) = Varg(v) C {k} and
k € @, which satisfies the invariant. Thus, the group G4 satisfies the invariant.

Rule generates a new constraint (v =wv). Suppose that 37;,Y; s.t Zi <, v and Y; <,, v. By induction
hypothesis for the constraint (X; = u), we have i,k € Q. By induction hypothesis for the constraint (X; = v),
we have 4,7 € Q. Then, j,k € Q, which satisfies the invariant. Rule [27] generates an equality constraint
(u = v). However, v and v comes from constraints (X = u) and (X = v). Then, 3X; s.t X; < u or X; <, v
by priority of Rules |§| et[7l In a similar way, Rule 29 does not generate a constraint (u € Forge.(E, K)) where
X; <m u. Thus, Rules 27| and [29] satisfy the invariant. Rule[28| generates a new constraint (u € Forge.(FE,K)).
Suppose that 3Y; s.t Y; <,,, u. However, u comes from the constraint X; = u. According to Invariant @, i = 7.
Moreover, by induction hypothesis, we have i € Q and therefore j € Q, which satisfies the invariant. Rule [30]
does not generate new constraints. Rule[3T]generates a new Sub constraint while preserving the same ¢. Rule[32]
eliminates the block. Thus, the group G5 validates the invariant.

Rule generates a new Sub constraint but preserving the same ¢. Then, the invariant still holds. Rule
generates a new constraint (u,0, € Forge.(E',K)). Suppose that 3Y; s.t Y; <, uod,. However, according to
Invariant |§| applied to the master constraint (X, = u,) taking into account J,, we have j = m. Moreover,
by induction hypothesis applied to the constraint (X, € Forge.(E',K)), we have m € @, which satisfies the
invariant. Rule [35| generates two new constraints. The first constraint is (v € Forge.(E!, K,)). Suppose that
3Y; 8.t Y; < v. According to the induction hypothesis applied to the constraint (X,, = v), we have m, j € @,
which satisfies the invariant. The second constraint generated is (uo0, = v). Suppose that 3Y;, Z s.t Y; <, v
and Zj, <, uod,. However, by induction hypothesis applied to both the master constraint (X, = u,) taking
into account d, and the constraint (X, =v), we have m,j,k € @ which satisfies the invariant. Thus, the
group G validates the invariant. O

Invariant 8. For a constraint (u = v), where X; <mu and ¢; <, v, then i and j can not be both existential
indexes.

Proof. Groups G7 and G2 do not generate new equality constraints of the form (u = v) where 3X; € X7 and
¢j € Cz s.t X; <pu and ¢j < v. Thus, the invariant still holds.

For the group G, only Rule[I5|can generate an equality constraint (¢ = u) from a constraint (¢ € Sub(u, E,&,K)).
Suppose that 3X; € X7 and ¢; € Cz s.t 4,5 € R and either (X; <, v and ¢; <, t) or (X; <yt and ¢; < u).
In the first case, i.e. (X; <, u and ¢; <, t), according to Invariant @ X; is tagged. According to the third
condition of Definition [J] u is also tagged. Thus, v has to be tagged with the same tag as u and then i = j,
which contradicts our hypothesis. In the second case, i.e. X; <,,? and ¢; <, u, according to the Invariant EI,
we have i € @ which contradicts the hypothesis: ¢ € R. Thus, for the two cases, ¢ and j can not be both
existentials.

Rule [2]] eliminates a constraint. Rule[22]eliminates the whole block. Rule 25| replaces an index by another one.
Nevertheless, it can not replace an universal index by an existential one. Thus, these three rules of the group
G, satisfy the invariant. Rule [23| decomposes an equality constraint between two terms (u = v) into another
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equality contraint between two subterms ((v' = v’) with v’ <, u and v' <,,, v) without generating indexes. By
induction hypothesis, if 3X; € X7 and ¢; € Cz s.t X; < u' <,, u and ¢i <m v’ <,, v then ¢ and j can not be
both existential. Rule [24] generates new equality constraint (v = wd; ) with Varz(u) = Varg(wd, i) C {k}
which satisfies the invariant.

Rule of the group G5 generates an equality constraint (v = v). Suppose that 32, € X7 and ¢; € Cr s.t
k,j € R, Zj <mu and c¢j <,, v. Nevertheless, according the invariant |§| applied to the constraint (X; = u), we
have i = k. However, according to the induction hypothesis for the constraint (X; = v), ¢ and j can not be
both existential. Thus, & and j can not be both existential which satisfies the invariant. Rule [27] generates
an equality constraint (u = v). However, u and v come from constraints (X = u) and (X = v). The, X, s.t
X; <mu or X; <, v by priority of Rules[6]and [7] Thus, Rule [27] satisfies the invariant. The other rules of the
group G5 do not generate new equality constraints. Thus, the group G5 satisfies the Invariant

Rules and of the group Gg do not generate new not final equality constraints. Thus, the invariant is
satisfied. Rule generates a new equality constraint (u,d, = v). Suppose that 3Z; € X7 and ¢; € Cz s.t
and either Zj, <., uo0, and c¢; <y, v, or Zj < v and ¢ <o Uodo. In the first case, i.e. Zy <o uob, and cj <oy, v,
according to Invariant |§| applied to the master constraint (X, = u,) taking into account d,, we have k = m.
Moreover, by induction hypothesis for the constraint (X,, = v), m and j can not be both existential. Then, k
and j can not be both existential, which satisfies the invariant. In the second case, i.e. Zj <., v and ¢;j <p, U000,
according to the invariant |§| for the constraint (X,,, = v), we have m = k. However, by induction hypothesis
for the master constraint (X, = u,) taking into account d,, we have m and j can not be both existential and
then k and j can not be both existential, which satisfies the invariant. Thus, in both cases, the invariant is
valid. O

Invariant 9. For a constraint t € Sub(u, E,E,K) ort € Suby(u, E,E,K) where Vark(u) = {i} we have either
i is fresh and (ant(i,j) = j if Varg’R(t) = j€R)orieVark(€) .

This invariant is used for the proof of Invariant Proposition [27] and Proposition

Proof. we show that the different rules of our inference sytem satisfy the invariant. Rules of the first group does
not generate Sub constraints. Then, the invariant holds. Rule [J] generates a constraint (¢t € Sub(w, E,&,K))
where w € E. and then, Varz(w) = (. The other rules of the second group do not generate Sub constraints.
Thus, the invariant is satisfied. Rule [15] transforms a Sub constraint into a Suby constraint while preserving
the same w. Then, the invariant still holds. Rules transform a constraint (¢t € Suby(u, E, £, K)) into
one single constraint (¢t € Sub(u', E, &, K)) where u’ <, u. If Varf(u') = {i} then, Varf(u) = {i}. However,
by induction hypothesis, either i is fresh and (ant(i,j) = j if Varg’R(t) = j € R) or i € Var®(&) which
satisfies the invariant. For Rule there are two cases. In the first one, it generates a new Sub constraint
with fresh index variable k& and thus if Varg’R(t) = j € R then ant(i,j) = j. Therefore, the invariant
is satisfied. In the second case, it generates an old constraint that exists in Hist(B). Then, by induction
hypothesis, the invariant is satisfied. Rule 20] eliminates the whole block. We conclude that the third group
satisfies the invariant. Rules of the fourth group do not generate Sub constraints. Only Rule[25] may generate
a new Sub constraint with a new existential index inside the Sub. In this case we have (t € Sub(u, E, €, K))
or (t € Suby(u, E,&,K)) where Varf(u) = {i}. We must have also in the block (¢; = ¢;) where i,k € R in
order to have a constraint of the form (t € Sub(v/, E,&,K)) or (t € Suby(v’, E,&,K)) where Varf(u') = {k}.
However, by induction hypothesis, either i is fresh and (ant(i,j) = j if Varg’R(t) = j€eR)oriec Vark(€).
If i is fresh, then it is contradictory with (c; = ¢x) in the block. If i € Varf(€), then ant(i,j) = {k} if
k € & and ant(i,k) = {i} otherwise. In these two cases, we have Varf(u') € Varf(€) which satisfies the
invariant. Only Rule [31] generatse a Suby constraint: (¢t € Subg(w, E,E,K)). However, w comes from a sub
master constraint. Then, VarZ(w) € VarZ(€) which satisfies the invariant. Only Rule [33| generate a Sub,
constraint. There are two cases. In the first one, it generates a new Suby constraint with fresh index variable
k" and then (ant(i,j) = j if Var%R(t) = j € R). Thus, the invariant is satisfied. In the second case, it
generates an old constraint that already exists in Hist(B). Then, by induction hypothesis, the invariant is
satisfied. O

8.2 Bound on Indexes Generated by the Inference System

The aim of this section is to bound the set of possible indexes generated by our inference system. For this, we
consider a derivation i.e a successive application of our rules on a constraint system. In this derivation, the
number of application of labelling rules and modification of sub-master constraints, i.e. Rules and 8] is
bounded. We consider a derivation where there is not modification or labelling of sub-master constraints (£ is
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then fixed for all rules). Indexes in & are the most anterior indexes. The aim of this section is then to bound
the set of indexes generated by our inference system throught this derivation.

Theorem 3. The set of indexes generated by our inference system is bounded.

Proof. We first define this set of indexes useful for the proof:

Definition 35. Let:
i = Varg’R({t\t € Forge(E, )Vt € Forge.(E,K)Vte Sublu, E,E,K)Vte Suby(u, E,E,K) € B})

Vo = VarE({ult € Sub(u, E,E,K) VvVt € Suby(u, E,E,K) € B and 3X; s.t X; < t})
Vs = Var%R({v|u =vVv=u€Band3X st X <puand X € XU Xr})
Vi = Vark(€)

Then,V = V1U‘/2U‘/3UV4.

Then, the proof of Theorem [3]is structured as follows:
We bound first the set of universal indexes generated by our inference system (See Proposition .
Then, we bound the set of existential indexes generated by our inference system. First, considering a con-
straint (¢t € Sub(v, E, &, K)), while fixing ¢ (by the condition X; <, t), we bound the set of existential indexes
generated by our inference system inside a Sub (in v). For this, we bound first the set of existential indexes
indexing variables inside a Sub (See Proposition . Once this set is bounded, we bound the set of existential
indexes indexing constants inside a Sub (See Proposition permetting then to bound the set of existential
indexes inside a Sub. Then, we bound the set of existential indexes in V defined in Deﬁnition (See Proposi-
tion[29). We can after bound the set of existential indexes in u for constraints of the form (¢t € Sub(u, E,&,K))
without any restrictions over the term ¢ (See Proposition . Once the of existential indexes for Forge and
Sub constraints is bounded, we bound existential indexes for equality constraints (See Proposition and
Proposition .

Thus, the proof of Theorem [3| follows from the following propositions:

Proposition 26. The set of universal indexes generated by our inference system is bounded.

Proposition 27. Vary *({v s.t (t € Sub(v, E,E,K)) or (t € Suba(v, E,E,K)) € B and3X; <m t}) UVark(€)
1s bounded.

Proposition 28. Varg’R({v | (t € Sub(v, E,E,K)) V (t € Suby(v, E,E,K)) € B and 3X; < t)} has a bound.
Proposition 29. The set of indexes in V (defined in Deﬁnition is bounded.
Proposition 30. Varf({u|t € Sub(u,E,£,K)Vt € Suby(u, E,E,K) € B}) is bounded.
Proposition 31. VarIX’R({u\ (v=wu)V (u=v) € B}) is bounded.
Proposition 32. VarS™({u| (v =u) V (u = v) € B}) is bounded.
The dependency between these propositions is illustrated by Figurd8.2]

N N\ N\

:L Proposition 4 Proposition 6

J J

[ Proposition 1

[ Proposition 3

[ Proposition 2 / Proposition 5 Proposition 7

Before proving the propositions above, we need to prove the following invariant:
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Invariant 10. For a non final or dull constraint (u = v) where Var%R(u) = {i} and Varg’R(v) = {j}, we

have ant(i,j) € V where V is defined in Definition[35,
This invariant will be used in Invariant Proposition [31] and Proposition

Proof. Rules of the first group and the second group do not generate constraints of the form defined in
Invariant Then, the Invariant is satisfied.

Only Rule|l15|generate an equality constraint (v = v) from a constraint (u € Sub(v, E, &, K)) where Varg’R(u) =
{i} and Vcn“g’ “(v) = {j}. However, according to Invariant@ either j is fresh and ant(i, j) = ior j € Varf(€).
There are then two cases. In the first case, j is fresh and ant(i,j) = 4. However, i € V since ¢ € V4. Thus,
ant(i, j) € V and the invariant is satisfied. In the second case, j € Varf(€). Then, ant(i, j) = iifi € VarZ(€)
and ant(i,j) = j otherwise. In both cases, ant(i,j) € V and the invariant follows. The same reasoning is
valid when the constraint (v € Sub(u, E, &, K)) is transformed into a constraint (u = v).

Rule eliminates the constraint. Rule eliminates the whole block. Rule decomposes an equality
between two terms into an equality between two subterms while preserving the same indexes. Then, th invariant
still holds. Rule [24] generates an equality constraint (v = v) where Varz(u) = Varz(v). Then, the invariant
remains satisfied. Rule replace an index by another in the whole block. It may lead to a generation of a
new constraint (u = v’) from a constraint (v = v) where Varz(v) = {j}, Varz(v') = {k}, Varz(u) = {i}
and 7,7,k € R. We must then have the constraint (¢; = ¢x) in the block. Then, we have ant(j, k) = k. We
distinguish two cases concerning the constraint (u = v’). In the first one, ant(i, k) = k. However, by induction
hypothesis for the constraint (¢; = ¢;) and since ant(j, k) = k, we have k € V which satisfies the invariant.
In the second case, ant(i,k) = i. However, ant(j,k) = k. Then ant(i,j) = ¢ and therefore by induction
hypothesis for the constraint (v = v) we have ¢ € V which satisfies the invariant. Thus, in both cases, the
invariant still holds.

Only Rules 26| and [27] of the fifth group may generate new constraints of the form (u = v). However, u
and v belongs to constraints of the form (X; = u) or the form (X = u) whose existential indexes are already
counted in V. Thus,, Group G5 satisfies the invariant.

Only Rule may generate a new equality constraint of the form (u,d, = v). Suppose Var%R(uo(So) = {i}
and Varg’R(v) = {j}. There are two cases. In the first one, it generates a new equality constraint (u,d, = v)
with fresh index variable ¢ and then ant(i, j) = j. However, j € V3. Then, ant(i,j) € V. Thus, the invariant is
satisfied. In the second case, it generates an old constraint that already exists in Hist(B). Then, by induction
hypothesis, the invariant is satisfied. O

Figure details the dependency between the different propositions and invariants.

Invariant 4 Invariant 5

Proposition 1 > Proposition 4
Invariant 6

Proposition 3

Proposition 7

Lemma 1

Proposition 5 Proposition 6

—

™| Proposition 2

—

Proposition The set of universal indexes generated by our inference system is bounded.

Invariant 2

This proposition will be used in the proof of Theorem [3] Proposition [28] and Lemma

Proof. There are only two rules that may generate universal indexes in constraints, i.e. Rules|[13|and Then,
the number of universal indexes is bounded by the number of constraints of the form (mpair(i,t) € Forge.(E, K))
and (mpair(j,u) = mpair(k,v)).

The number of constraints of the form (mpair(i,t) € Forge.(E,K)) is bounded by (the number of mpairs
* the number of different E * the number of different ). Let st the number of subterms of the protocol. The
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number of mpairs is bounded by st. The number of different E is bounded by 2! since terms in E have not
indexes outside mpairs according to the restriction of Well-Tagged protocols (See Deﬁnition@. The number of
different K is bounded by 2*¢¥* which is bounded by 25! since keys have not indexes outside mpairs according
to the restriction of autonmous keys (See Definition .

The number of constraints of the form (mpair(j,u) = mpair(k,v)) is bounded by (the number of mpairs
* the number of mpairs) which is bounded by (st * st). We conclude that the number of universal indexes is
bounded. O

Proposition Vary ®({vs.t (t € Sub(v, E,&,K)) or (t € Subg(v, E,E,K)) € Band 3X; <, t})UVark(€)
is bounded.

This proposition will be used for the proof of Proposition |28 and Theorem

Proof. Rule generates a bounded set of indexes. Indeed, let st the number of subterms of the protocol.
Then, the number of existential indexes in v from constraints (¢ € Sub(v, E,E,K)) or (t € Subg(v, E,E,K))
is bounded by the number of constraints of this form which is bounded by: (the number of possible terms ¢
% the number of different E * the number of different IC) * the number of existential indexes in v fixing the
other parameters. However, 3X; <,, t and according to Invariant[7} i € Q. Then, the number of indexes in ¢ is
bounded. Let b; this bound. Thus, the number of possible terms ¢ is bounded by 2°*s¢. Besides, the number
of different F is bounded by 2°¢ since terms in F have not indexes outside mpairs according to the restriction
of Well-Tagged protocols (See Definition E[) Moreover, the number of different K is bounded by 2%¢¥s which
is bounded by 2°¢ since keys have not indexes outside mpairs according to the restriction of autonmous keys
(See Definition . Then, fixing ¢, F, K and £ (which is fixed by the hypothesis on the derivation chosen),
the number of new existential indexes in v generating by Rule [19|is the number of mpairs which is bounded
by st.

We now prove Proposition [27] by proving the following invariant:
Var}v’R({v st (t € Sub(v, E,&,K)) or (t € Suby(v, E,E,K)) € Band 3X; <, t})UVarf(€) is stable or decreases
by our inference system except Rule [I9]
We denote by V the set of indexes defined in Proposition [27] We recall that in the derivation that we consider,
€ is fixed. Then, Varf(€) is fixed. Rules of the group G; does not generate Sub constraints. Then, the
invariant is valid.
Rule |§| of the group G2 generates a constraint (¢ € Sub(w, E,&,K)) with w € E. Then, Varz(w) = (), which
satisfies the invariant. The other rules of the group G5 do not generate Sub constraints. Thus, the group G,
satisfies the invariant.
Rule transforms a Sub constraint into either an other Suby constraint while preserving the same u and
then V is stable or an equality constraint and then V' may decrease. Rules and transform a Suby
constraint into a Sub constraint while decomposing the term inside a Sub without generating new indexes.
Then, V remains stable or decreases. Rule [20| eliminates the whole block, then V' remains stable or decreases.
Rules of the group G4 do not generate new Sub constraints. Besides, Rule 25] does not replace an universel
index by an existential one. The only case where Rule 25| may generate new index inside a Sub is to transform
a constraint (¢t € Sub(v, E,&,K)) or (t € Suby(v, E,E,K)) where Varz(v) = {i} and i € R into a constraint
(t € Sub(v',E,E,K)) or (¢t € Suby(v',E,E,K)) where Varz(v') = {j} and j € R by a replacement thanks
to the application of Rule to the constraint (¢; = ¢;). However, according to Invariant |§|7 i is fresh or
i € VarB(€). The first case (i is fresh) is contradictory with the existence of (¢; = ¢;). In the second case
(i € Varf(€)), the only way to replace i by j is to have ant(i,j) = {j}. Since i € VarZ(€), this case is only
possible if j € VarZ(€). Thus, V remains stable or decreases.
Rule[31] generates a constraint (¢ € Subq(w, E, €, K)). Suppose that 3X; s.t X; <, w and i € R. However, this
is contradictary with the fact that X; comes from the constraint (X = w) by priority of Rules |§| and |7l The
other rules of the group G5 do not generate Sub constraints. Then, V remains stable.
Rule [33] generates a constraint (¢ € Subq(ud, E,E,K)). Suppose that 3Y; s.t ¥; <., ud and j € R. However,
according to Invariant [6] for the master constraint taking into account &, we have j = m and then V remains
stable. The other rules of the group G¢ do not generate new Sub constraints. Thus, V' remains stable. O

Proposition Var%R({v | (t € Sub(v, E,E,K)) V (t € Suby(v, E,E,K)) € B and 3X; <,,, t)} has a bound.

This proposition will be used for the proof of Theorem [3] Lemma [T1] Invariant [IT] and Proposition
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Proof. We recall that we consider a derivation where we have £ fixed. Then, let by be the number of constraints
of £ and id = Var£(€). Then, let st the number of subterms of the protocol.

The number of existential indexes in v from constraints (¢ € Sub(v, E,E,K)) or (t € Suby(v, E,E,K)) is
bounded by the number of constraints of this form which is bounded by: (the number of possible terms ¢ x the
number of different E' % the number of different ) * the number of existential indexes in v fixing the other
parameters.

However, 3X; <,,, t and according to Invariant [7 i € Q. Then, the number of indexes in ¢ is bounded. Let
by this bound. Thus, the number of possible terms ¢ is bounded by 2°1*5*. Besides, the number of different E is
bounded by 2! since terms in E have not indexes outside mpairs according to the restriction of Well-Tagged
protocols (See Definition @) Moreover, the number of different K is bounded by 2¥¢¥* which is bounded by 2
since keys have not indexes outside mpairs according to the restriction of autonmous keys (See Definition .

Fixing ¢, E, £ and K for the constraint (¢ € Sub(v, E, &, K)) or (¢t € Suby(v, E, £, K)) there are four possible
rules that may generate existential indexes in v, i.e. Rules and Then, we distinguish four cases
depending on the rule that leads to the generation of an existential index.

In the first case, i.e. Rule[I9]is the rule that generates a new existential index. The number of possible
existential indexes in v is the number of mpairs which is bounded by st.

In the second case, i.e. Rule is the rule that generates a new existential index. Then, the number of
possible existential indexes in v is the number of constraints of the form (X = v)*™ which is bounded by bs.

In the third case, i.e. Rule[33]is the rule that generates a new existential index. Since we generate only
one existential index by indexed variable and by master constraint for this variable, the number of possible
existential indexes in v is the number possible replacement which is bounded by (the number of indexed
variables * the number of master constraints). The number of master constraints is bounded by by. The
number of indexed variables is bounded by (the number of vectors # the number of indexes inside the Sub for
indexed variables). The number of vectors is fixed from the specification of the protocol. The number of indexes
inside the constraint Sub is the sum of the number of universal indexes which is bounded in Proposition [20]
and the number of existential indexes (for indexed variables) which is bounded in Proposition Thus, the
number of existential indexes in v generated by Rule [33]is bounded.

In the fourth case, i.e. Rule[25]is the rule that generates a new existential index inside the Sub. This is only
possible when it transforms a constraint (¢ € Sub(v, E,&,K)) or (t € Subg(v, E,E,K)) where Varz(v) = {i}
and ¢ € R into a constraint (¢ € Sub(v', E,E,K)) or (¢t € Suby(v', E,E,K)) where Varz(v') = {j} and j € R
by a replacement thanks to the application of Rule [25|to the constraint (¢; = ¢;).

However, according to Invariant EI, i is fresh or i € VarZ(€). The first case (i is fresh) is contradictory
with the existence of (¢; = ¢;). In the second case (i € Varf(£)), the only way to replace i by j is to have
ant(i,j) = {j}. Since i € Varf(€), this case is only possible if j € Varf(£). Then, the number of indexes
generated inside the Sub in this case is bounded by id. O

Proposition The set of indexes in V' (defined in Definition is bounded.

This proposition will be used for the proof of Proposition |31 and Proposition

Proof. The proof is a direct consequence of the following Invariant |11 and the following Lemma

Lemma 11. The set of indexes in V' (defined in Deﬁnitz’on generated by the following rules:
Rule for a constraint (t € Subg(u, E,E,K)) when 3Z; < t;

Rulefor a constraint (t € Subg(Xpm, E,E,K)) when 3Z; < t;
Rule [37;
Rule for a constraint (X,, = v) when 32, <, v.

18 bounded.

Proof. Rule generates a new constraint ¢t € Sub(ud, F, &, ) that may contain a new existential index in
ud. However, since 37; <, t and according to Proposition and Proposition the set of existential indexes
that may be generated by Rule [19|is bounded. In the same way, Rule|33| may generate a new existential index
inside the constraint Sub, but that are bounded according to both Proposition 2§ and Proposition 27}

Rule |34 may generate new existential indexes in the constraint u,d, € Forge(E’, K). However the set of these
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indexes is bounded. Indeed, the number of existential indexes in u,J, is bounded by the number of constraints
of the form w0, € Forge(E’,K) which is bounded by: (the number of different K * the number of different
E’ * the number of existential indexes in u,d, fixing £’ and K).

However, the number of different £ is bounded by 2°! since terms in E have not indexes outside mpairs
according to the restriction of Well-Tagged protocols (See Definition E[) Besides, the number of different IC
is bounded by 2*¢¥s which is bounded by 2% since keys have not indexes outside mpairs according to the
restriction of autonmous keys (See Definition [10]).

Moreover, the number of existential indexes in u,d, fixing E’ and K is the number of possible replacements
which is bounded by (the number of indexed variable in Forge constraints * the number of master constraints)
since we have exactly one fresh index per indexed variable per master constraint. The number of master
constraints is bounded by the number of constraints in & which is fixed. The number of indexed variables
in Forge constraints is bounded by (the number of vectors * the number of indexes in variables for Forge
constraints). However, according to Invariantm these indexes are universal. Then, according to Proposition
the set of universal indexes is bounded. Besides, the number of vectors is fixed from the specification of the
protocol.

For Rule considering a constraint (X, = v) and since 37, <,, v, we have m € @ according to Invariant E
Then, for this rule, we have existential indexes only in u,d,. Therefore, the number of fresh indexes generated
by this rule is bounded by the number of constraints of the form (u,d, = v) which is bounded by ((st * the
set of universal indexes) * the set of existential indexes in u,d, fixing v). However, the set of universal indexes
is bounded according to Proposition 26 Besides, the set of existential indexes in u,0, fixing v is bounded by
(the number of indexed variables in equality constraints * the number of master constraints) since we have
exactly one fresh index per indexed variable in equality constraint per master constraint. However, the number
of master constraints is bounded by the number of constraints in £ which is fixed. Moreover, the number of
indexed variables in equality constraints of the form (X,, = v) is bounded by (the number of vectors * the
number of indexes in variables for these equality constraints). Since m € @ and the number of vectors is fixed
and according to Proposition this number of indexed variables is bounded.

We conlude that the set of indexes in V' generated by these rules is bounded. O

Invariant 11. V is stable or decreases by application of our inference system except:
Rulefor a constraint (t € Subq(u, E,E,K)) when 3Z; < t;

Rulefor a constraint (t € Subq(Xm, E,E,K)) when 37; <., t;

Rule 3]}

Rule[35 for a constraint (X, = v) when 3Z,, < v.

Proof. Vj is always stable by hypothesis on the chosen derivation. V5 is bounded according to Proposition [27]
and Proposition Then, in this proof, we consider this bound and show that, for each rule of our inference
system, the possible indexes that we may generate in V; and V3 exist always either in V5 and Vj that are fixed
or in V7 and V3 before the application of the rule. Rules of the group G; do not generate new Forge or Sub
constraints, then V; remains stable. Moreover, rules of this group do not generate new equality constraints
u =v with 3X;,Y; € X7 s.t X; <, u and Y} <;;, v. Thus, V remains stable or decreases by the group Gi.
Rules of the group G2 do not generate equality constraints, then V3 remains stable. Rule [J] transforms a
Forge constraint either into a Forge constraint or a Sub constraint with the same ¢ in both cases. Then,
V1 remains stable. Rule [13| generates a new constraint (¢ € Forge(E,K)) with Varz(t) C {k} and k € Q.
Then, V; remains stable. Rule [14] eliminates the whole block. The other rules of the group G5 transform a
constraint (¢t € Forge.(E,K)) into a constraint (t' € Forge(FE,K)) with mpair(t',t) without generating new
indexes. Then, V; remains stable. Thus, V is stable by the group Gs.

Rule [15| transforms a constraint (¢ € Sub(u, E, £, K)) into either another Subg constraint with the same ¢ and
then Vj remains stable or an equality constraint (¢ =wu). Suppose that 3X; st X; <t or X; <, u. We
distinguish two cases. In the first one, X; <,, t. Suppose that Jc¢; s.t ¢; <,, v and j € R. However, j already
belongs to V5. Thus, V5 U V3 remains stable and then V is stable. In the second case, X; <,, u. Suppose that
Jdej st c; <t and j € R. However, j already belongs to V;. Thus, V3 UV3 remains stable and then V' is stable.
Rule[16] transforms a Suby constraint into another Sub constraint while preserving the same ¢ but decomposing
the term inside the Sub without generating new indexes. Then, V; remains stable. There are not new equality
constraint. Thus, V3 remains stable and then V remains stable. Rule [17] transforms a Suby constraint into a
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Sub conctraint preserving the same ¢ and generating a Forge constraint. The last constraint (the Forge one)
uses a key b. According to Definition [10] of autonomous keys, Varz(b) = 0. Thus, V; remains stable and then
V remains stable. The reasoning is the same for Rule @ Rule [19|is applied when §§Zj < t and then V5 does
not change for this rule. Vi remains stable since the rule preserve the same ¢. Rule [20] eliminates the block.
Thus, V remains stable by the group Gs

Rule eliminates the constraint. Rule eliminates the whole block. Then, V' remains stable or decreases.
Rule [23| decomposes an equality constraint without generating new indexes. Then, V3 remains stable. It does
not generate other new constraints. Then, V is stable. Rule [24] generates new equality constraint (u = wdy x)
where Varz(u) = wd;, C {k} and k € Q. Thus, V5 remains stable and then V is stable. Therefore, V' remains
stable by the group G4 . Rule [25| replace an index by another one which may lead to the generation of a new
index for V. In this case, we must have in the block a constraint (¢; = ¢;) where é,j € R, i€V, j ¢ V and
ant(i,j) = j. However, according to Invariant for the constraint (¢; = ¢;), ant(i,j) € V which contradicts
the fact that j ¢ V. Thus, V is stable by Rule

Rule [26| generates a new equality constraint (v =v). If 3¢; s.t j € R and ¢; <, u or ¢; <, v, then j belongs
either to the constraint (X; = u) or (X; = v) and then V3 does not change. The same reasoning is valid for
Rule Rule [29| can add an index to V;. Nevertheless, this index comes from a sub-master constraint which
is already computed in V4. Then, V remains stable. The same reasoning is valid for Rule Rule does
not generate new constraints. Rule [32] eliminates the whole block. Thus, V remains stable or decreases by the
group G5

Rule @ is authorized only if iﬂZj s.t Zj <;t. Then, V5 does not change. Moreover, this rule generates a new
Sub constraint from a Suby constraint preserving the same ¢. Then, V; is stable. Rule [35]is only authorized
when (X, =v) and 3Z,, s.t Z,, <, v. Then, suppose this rule generates an equality constraint (uyd, = v)
that may add an index to V3, i.e. 37,,,¢; s.t j € R and Z,, <, Uodo. Then, j is already computed in V3
thanks to the constraint (X, = v). Thus, V3 remains stable. In the same way, the existential index that may
be generated by the addition of the constraint (v € Forge.(E.,K,)) is already computed in V3 thanks to the
constraint (X,, = v). Thus, V; U V3 remains stable. Therefore, V' is stable or decreases by the group Gg. O

We conclude that the set of indexes in V' is bounded. O

Proposition Varf({u|t € Sub(u, E,£,K) Vt € Subg(u, E,E,K) € B}) is bounded.

This proposition will be used for the proof of Theorem [3] Proposition [31] and Proposition

Proof. Considering a constraint of the form (¢t € Sub(v, E, £,K)) or (t € Subg(v, E, &, K)), since Varz(t) is now
bounded thanks to Proposition we follow the same proof as the one of Proposition in order to prove
that

Vary ®({vs.t (t € Sub(v, E,&,K)) or (t € Subg(v, E,E,K)) € Band 3X; <, t}) UVarE(€) is bounded. Then,
we follow the same proof as the one of Proposition [28] in order to prove that

Var%R({v | (t € Sub(v, E,E,K)) V (t € Suby(v, E,E,K)) € B)} is bounded. We conclude that

Varf({u|t € Sub(u, E,E,K) vVt € Subg(u, E,E,K) € B}) is bounded. O

Proposition ﬂ Var?’R({u\ (v=u)V (u=v) € B}) is bounded.

This Proposition will be used for the proof of Theorem [3| and Proposition

Proof. We prove Proposition [32| by proving the following invariant:

Vary "({u|(v =)V (u=v) € B}) is stable or increases by a set of indexes which is already bounded.

The first group does not generate new equality constraint with new indexes. Rules of the second group do not
manage equality constraints. Then, the invariant is satisfied by G; and Ga.

The only rule of the third group that may generate an equality constraint is Rule [I5] However, the possible
existential indexes that may be in this equality constraint already belong to the Sub equality. Then, the set
of these indexes is bounded according to Proposition 29 and Proposition [30] and thus, the invariant still holds.
Rule [21] eliminates the constraint. Rule [22] eliminates the whole block. If Rule [24] generates a new index, then
it would be an universal one. Thus, for these rules, the invariant is still satisfied. Rule [23] decomposes an
equality constraint between two terms into another equality constraint between two subterms while preserving
the same index variables. Then, the set of existential indexes remains stable and the invariant still holds.
Rule replaces an index by another using the constraint (c¢; = ¢;). However, according to Invariant
ant(i,j) € V. Then, even if Rule [251ead to the generation of a new index in other equality constraints, then,
this index belongs to a set which is already bounded since this index is in V and V is bounded according to
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Proposition Thus, the invariant still holds.

Only Rules 26| and [27] of the fifth group may generate new equality constraints. However, the possible indexes
in these constraints already belongs to equality constraints in the left side of rules. Then, the set of indexes is
stable and therefore the invariant is satisfied.

Only Rule of the sixth group may generate new equality constraints: (u.d, =v). If 3Z; st j € R and
Zj <mv, then according to Invariant |7, j,m € @ which is contradictory with j € R. The same reason is valid
for the case where 37; s.t j € R and Z; <,, u,0, since u, belongs to tha master constraint (Xi, = u,). Then,
the invariant still holds. O

Proposition Varg’R({u| (v=u)V (u=wv) € B}) is bounded.

Proof. We prove Proposition [32] by proving the following invariant:
Varg’R({u| (v=u)V (u=wv) € B}) is stable or increases by a set of indexes that is already bounded.
We only focus on equality constraints (v = u) that do not contain indexed variables. If 3X; s.t X; <,, u or
X; <mv then Var%R({u| (v=wu)V (u=wv) € B}) according to Proposition Suppose then that (v = wu)
does not contain indexed variables.

The first group does not generate new equality constraint with new indexes. Rules of the second group do
not manage equality constraints. Then, the invariant is satisfied by G; and Go.
The only rule of the third group that may generate an equality constraint is Rule However, the possible
existential indexes that may be in this equality constraint already belong to the Sub equality. Then, the set
of these indexes is bounded according to Proposition 29 and Proposition [30] and thus, the invariant still holds.
Rule [21] eliminates the constraint. Rule [22] eliminates the whole block. If Rule [24] generates a new index, then
it would be an universal one. Thus, for these rules, the invariant is still satisfied. Rule decomposes an
equality constraint between two terms into another equality constraint between two subterms while preserving
the same index variables. Then, the set of existential indexes remains stable and the invariant still holds.
Rule replaces an index by another using the constraint (¢; = ¢;). However, according to Invariant
ant(i,7) € V. Then, even if Rule [25]lead to the generation of a new index in other equality constraints, then,
this index belongs to a set which is already bounded since this index is in V' and V is bounded according to
Proposition Thus, the invariant still holds.
Only Rules 26| and [27] of the fifth group may generate new equality constraints. However, the possible indexes
in these constraints already belongs to equality constraints in the left side of rules. Then, the set of indexes is
stable and therefore the invariant is satisfied.
Only Rule of the sixth group may generate new equality constraints: (u,d, =v). If 3¢; st j € R and
¢; <m v, then it was already counted since this index belongs to the constraint (X,, = v) and according to
Proposition the set of such indexes is bounded. If 3¢; s.t j € R and ¢; <, uo0,, then we have a fresh index
per indexed variable per master constraint. Thus, the number of possible existential indexes generated this
way is bounded by (the number of indexed variable * the number master constraint). However, the number of
master constraints is bounded by the number of constraints in £ which is fixed. Besides, the number of indexed
variables is bounded by (the number of vectors % the number of indexes in varibales in equality constraints).
However, the number of vectors is defined by the specification of the protocol. Moreover, the number of
indexes in variables in equality constraints is the sum of universal indexes and the existential ones. The set of
universal indexes is bounded according to Proposition 26 The set of existential ones is bounded according to
Proposition We conclude that the invariant is satisfied by Rule O

8.3 Termination For Protocols with Autonomous Keys

We first define a weight ||-|| for terms, elementary constraints, blocks and constraint systems. Then, we show
that each rule decreases this weight.
In order to define the weight of a term, we need to introduce some definitions:

Definition 36 (Row of a term). A row of a term t is defined as follows:
e r(X) = max{l| XY, Y €eXUXr} for X e XU Xz
e r(t) = mar{r(Y)|Y <t,Y e XY U X1}

For a variable X € X UXz, If BY € X U Xz, 5.t XY, then, r(X) = 0.

Definition 37 (Size of a term t). We define the size of a term t denoted by |t| as follows:
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lt| =1 forte XUC

|h(u)] = 2+ |u| forh e H

|mpair(k,u)] = 2+ |ud| Vo
We extend this definition to sets of terms by: |E| = Xieg|t| for E CT.

Now, we can define the weight for terms, then, for elementary constraints and finally for constraint blocks
and constraint system.

Definition 38 (Weight of a term t). Let p be the size of the protocol, i.e. the sum of sizes of messages. We
define the weight of a term t denoted by ||t|| as follows:

1X] = p"@O*! for X e XU X7

lle]l = 1 forceCUCT

1f (s e um)[| = 1A Jluall + o+ [ |

Ih(uw)]| = 2 + |Ju|| forh e H

[lmpair(k,w)|| = 2+ ||ud|| Vo
We extend this definition to sets of terms in the following way: ||E| = 1+ Siepl||t]] for E CT.

Definition 39 (Weight of an elementary constraint). Let st be the number of the protocol subterms. We define
the weight of an elementary constraint ctr denoted by ||ctr| as follows:

o [[t € Forge(E,K)| = (st — #K, [[t]l + | Ell + [E] + 1)
[t € Forge.(E,K)|| = (st — #K, [It| + | E|| + |E])

[t € Sub(w, E,&,K)|| = (st — #K, [t + [|w] + |E| + 1)
[t € Subg(w, E,E,K)|| = (st — #K, ||t]| + ||lw|| + |E])
[t =ull = 0, [I£ll + [[ull)

Before defining the weight of a constraint block, we first prove this proposition:
Proposition 33. The number of application of Rule[2§ is bounded.

Proof. Rule [26]is applied once for each pair of constraints of the form X; = v and X; = v (thanks to Hyp24).
However, according to Theorem [3] the set of indexes generated by our inference system is bounded. Then,
the number of pairs of constraints for the same variable X; is bounded. Thus, the number of application of
Rule 26]is bounded. O

Definition 40 (Weight of a constraint block). We recall that, according to Theorem @ the set of indexes
generated by our inference system is bounded. Then, let Na be the mazimum number of application of Rule[26
(See Proposition this number is bounded). Let NcE be the maximum number of Equality constraints
of the form X =u where X € X , NcEF be the mazimum number of constraints of the form X =u or
X € Forge.(E,K) where X € X U Xz and NcN be the mazimum number of Negative constraints of type
Forge or equality.

Consider a constraint block: B = ctry A ..ctr;. We denote by Fcp the number of final constraints in B,
Ncp the number of of negative constraints in B, Scg the number of submaster constraints in B, M Ecp the
number of master equality constraints in B, M Fcg the number of master constraints in B of the type Forge,
Ecp the number of equality constraints of the form X =u (X € X UXz) in B and NRp the number of appli-
cation of Rule . We denote also the lexicographic order by () and the multiset by [|. We define the weight of
B as follows:

Bl = (Na— NRp, NcEF — Fcg, NcN — Neg, NcE — Scg, NcEF — M Ecg,
NcEF — MFeg, [||ctrilll .4, cps NcE — Ecp)
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Definition 41 (Weight of a constraint System). Consider a constraint system: S = By A..B;. We define the
weight of S as follows:

1S = [IBilll g, es
Proposition 34. Algorithm[1] terminates for protocols with autonomous keys.

Proof. We prove Proposition [34] by showing that each rule of our inference system decreases the weight of the
whole constraint system S. That is, considering a rule r, we show that ||post(r)|| < ||pre(r)||. We denote
always the block treated by these rules B. First, Rule [26| decreases the size of the block for which it is applied
since it decreases Na — NRp. Then, Rules eliminate one block of the constraint system since
they lead to L. Thus, they decrease ||.S||. Moreover, Rules and |30| eliminate a constraint from the block
treated B since they lead to T. Then, ||B|| decreases.

Rule [1] changes an equality constraint ctr € B into another one of the form (X = u) where X € X U Xz.
The only parameter that changes for the weight of B is Fcp which increases and then NcFE — Ecp decreases.
Then, || B|| decreases and so does ||.S]|.

For Rule we have || X|| > ||ul| since X = u € B. Indeed, ||u|| < |u|*pmes{TOINY <wYeXUXr} < fH(X)+1
Then, Y =X| = [|[Y||+ | X| > Y| + |Ju]| = [[Y =ul|. Thus, |Y =X]| > ||Y =u| and therefore ||B||
decreases and so does ||.S]|.

Rule [f] adds a new master constraint and changes only dull constraints. Then, the only parameter that
changes for the weight of B is either NcEF — M Ecg or NcEF — M Fcp. Then, ||B|| decreases and so does
I151]-

Rule [p| transforms a master constraint of the form Forge to a master equality constraint. Then, it increases
NcEF — MFecp but decreases NcEF — MEcp. Then, ||B| decreases and so does [|S]|.

For Rule|§|7 we have |[uA|| < |lu|| where A = [Y; « Z]. Indeed, since Y; = Z € B, we have r(Z) < r(Y;)
which leads to || Z]| < ||Yj||. Then, || X =uA|| < || X = u|| and therefore || B|| decreases.

For Ruld7] we reason similarly to Rule [6] to prove that | X = uX| < [|X =ul|. Moreover, ||Y; =Z|| <
|X =u|. Indeed, Y; < w. then, ||Y;| < |lu||. Besides, Z is a fresh variable and since X =u € B then
r(Z) < r(X). Thus, ||Z|| < || X|| and therefore ||Y; = Z|| < || X = u|. We conclude that ||B|| decreases since
the other parameters do not change.

Rule [8| adds a submaster constraint to the block B. Then, NcE — Scp decreases and therefore ||B|| de-
creases.

For Rule[9] [[pre(R[9)| > |[post(R ). Indeed, |[pre(RP)| = (k,[|t]| + [|E|l + |E| + 1) and [|post(R[9)|| =
(K, It + || EI| + |ED, (&, |It] + |lw]] + |E] + 1)], where k = st — #K and w € F and therefore |w| < || E].
Moreover, Rule [9] do not change the other parameters of the weight of B. Then, ||B|| decreases.

For Rule[10] [[pre(R[LO)|| = (k,1+ [[t1]| + .. + [[tw|| + [| E|| + |E|) where k = st—#IK. Moreover, ||post(R [L0)|| =
(K, NItall + (1Bl + |E1+ D]y, <4y 4.y~ Then, |pre(R[10)|| > ||post(R[I0)||. Besides, Rule [10] do not change the
other parameters of the weight of B. Then, ||B|| decreases.

We show in a similar way as Rule [L0| that for Rule | B|| decreases.

For Rule[12] ||pre(R[12))|| > ||post(R [L2)]. Indeed, ||pre(R: (k.24 |It] + || E|| + |E|) and ||post(R[[2)| =
(k, 1+ |It]l + | E|| + | E|), where k = st — #K. Moreover, Rule [12| do not change the other parameters of the
weight of B. Then, ||B|| decreases.

We show in a similar way as Rule [13|that for Rule ||B|| decreases.

For Rule[15] we have ||pre(R[15))|| = (k, 1+ [|t|| + ||lul| + |E|) and two cases for post(R [I5)): either ||post(R[15))]| =
(k. [|t]l + ]} or [[post(R[LB)|| = [k, ltll + [lull), (k. £l + [lull + | £])]. Inboth cases, |pre(R [L5)|| > |[post(R [L5)].
Besides, since this rule do not change the other parameters of the weight of B. Then, || B|| decreases.

We show in a similar way as Rule [10|that for Rule || B|| decreases.

For Rule[17] first, ||pre(R[L7)|| = (k, 1+ [|t]| + |lull + [[b]| + | E|) where k = st—#I. Second, |[post(R[I7)| =
[k, 1+ It + (lull + |E]), (&', 14 [|b]] + | E|| + | E])] where k' = st —=#K U {{u}b}. Since k' < k, ||pre(R[L7)]| >
Ipost(RID).

We show in a similar way as Rule [17|that for Rule IS]| decreases.

For Rule first, |[pre(RI9)| = (k, 2+ ||t|| + ||ud|| + |E|) where k = st — #K. Second, |post(R[19)| =
(k, 1+ [|t| + |[ud]| + |E[) . Then, ||pre(R[I9)|| > [|post(R[I9)||. Since this rule do not change the other pa-
rameters of the weight of B. Then, || B|| decreases.
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For Rule [23] first, |[pre(RR3)|| = (k, 2+ [|ur]l + .. + umll + [[wi]| + .. + [[wi|]). Second, ||[post(R[3)| =
[k, llwill + lwill)];—;_,, where k = st—#K. Then ||pre(R[23))|| > ||post(R [23)]| and since the other parameters
of the weight of B do not change, ||B|| decreases.

For Rule [|pre(R[24)|| > ||post(R[24)||. Indeed, |[pre(RPR4)| = (k,4+ ||ud|| + ||wdxd]]). Moreover,
[post(R24)|| = (k,||ud|| + ||wdy6]]). Then, since the other parameters of the weight of B do not change, || B]|
decreases.

We show in a similar way as Rule [2] that for Rule ||B|| decreases since || X|| > |lu| and therefore
[X = ol > [lu=wv].

We show in a similar way as Rule[27] that for Rule 28] || B|| decreases since X; = u € B and then || X;| > |u|
and therefore ||X; € Forge.(E',K)|| > ||u € Forge.(E’,K)|. The same proof is valid for Rule [29}

For Rule since X =w € B, || X|| > |lw||. Then, |t € Subs(X,E,E,K)|| > ||t € Subs(w, E',E,K)|.
Besides, this rule do not change the other parameters of the weight of B. Then, ||B|| decreases.

Rule [33] adds a new final constraint to the block treated B which decreases NcEF — Fep. Then, ||B||
decreases. Rule [34] either adds a negative constraint to the bloc treated B or adds a final constraint to B. In
both cases, || B|| decreases. In a similar way, Rule |35| decreases || B]|. O

9 Checking Satisfiability

Let F' =VQ3R By V..V B, be a normalized constraint system as created by our decision algorithm. We choose
two index variables ¢ and r, fixed for all the following, that we will use as replacement for index in @ or R
respectively. We rewrite here the definitions given earlier and give precise the application of rules £1 and E2.
First, let us define patterns of a term and a constraint system :

Definition 42. We say that u is a pattern of v for index variable i, denoted u <; v, iff u <, v and
Varz(v) C {i} or there exists mpair(k,t) <m, v such that u <; tdy ;.

Definition 43. Given a constraint system F = YQ3R By V ..V B,, let §, be g r—q and &, be g p—r. We
denote by Patt(F) the set of all patterns in F defined by :

Patt(F) = {u|Fv e T in F st u¢ Xz, Vary (u) C {qg} and u <, v5, or u <, vé, }

Second, we choose an order on Patt(F'), denoted < and fixed for all the following. For any u € 7, we denote
by ud the higher term in Patt(F) between ud, and ud, w.r.t <. Also, we define two extra deduction rules E1
and F2 ensuring that our system always uses the lower patterns w.r.t < with higher priority:

(X =y =V 3 ((Xm — W SE LA Ny (Vk'.Xm ” vagjm) AWk, = u) (E1)
u’ qu,
(Xm € Forge.(E,K)) — vV 3k ((Xm =u6F ) A Ny (Vk’.Xm # vég/m) Aol € Forgec(E,IC)> (E2)
u' € Patt(F) ' ’ '

V(Xm € Forgec(E, K:)) A /\vEPatt(F) (Vk/Xm 7& véi;:m)

To prevent cycles, the rule F'1 cannot be used if the block already contains A (Vk' Xm # véf;:m), and

the rule £2 cannot be used if the block already contains A, ¢ ps(r) (Vk’.Xm # véf;:m). Moreover, E1 and E2

implicitly update the environment &£ of each block in the constraint system by recomputing them the same
way as in Algorithm [} except that only variables present in some Forge.(E,K) in F can get values in &.
This way, we can normalize again any constraint system computed by E1 or E2 using the phase 2 of the
normalization from definition That is, we denote by |¥** the application of as many rules E1 and E2 as
possible (minimum one), followed by the phase 2 of the normalization. However, the normalisation may create
new constraints for which we need E1 and E2 again, and thus, we need to iterate | ®**. Hopefully, we remark
that :

vaud

Lemma 12. Patt(F) = Patt(F |#*'), and [F ] = [ F | == ]|;.

Proof. This follows directly from the definition of patterns, which includes subterms, and from the rules which
always extract subterms, i.e. nothing else than subterms of patterns can appear during the normalization.
More precisely, Patt(F) is stable by application of any rule since :
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Implicit reformation rules have no effect on patterns;

Prioritary rules do not create new patterns;

Forge, Sub or equality reduction rules : create new constraints with only patterns inherited from previous
ones;

e Interleaving rules : do not create new patterns;

e /1 and E2 rules : do not create new patterns.

which shows the stability of Patt(..). Moreover, the rules F1 and E2 naturally preserves the semantics, since
it creates disjunctions based on an exhaustive enumeration of all possible values of X,,. Details are similar to
the correction and completeness of the block interleaving rules. This proves the lemma. O]

Proposition 35. If | ®* jterated on CBSk41 terminates, then there exists €mq, computable such that :
Ve > emaz, [CBSki1]y = [CBSki1 ]y

Proof. As above, let F' = VQ3R B, V .. V B, be a normalized constraint system as created by our decision
algorithm, i.e. F' = CBSg4+1, and let ¢ and r be the two index variables fixed at the beginig of this section.
Using lemma [12| and hypothesis on |F*, we can iterate |#** until a constraint system on which no E1 or E2
rule can be applied, that is, a system where :

v4ud

e Any constraint (X,,, = u)" comes with A__ s (Vk' X # vé(’;:m) in the same block;

e Any constraint (X, € Forgec(E,K))" comes with A, cpo(r) (Vk’.Xm # vo¥ ) in the same block.

q,m

Let F’ be this constraint system obtained from F by iteration of | ¥t

Third, we transform F’ into a system where we choosed values for any variable under a forge con-
straint. Let ¢ be a ground term in FEjy, i.e a fixed message that the intruder knows from the start. Let
d= Z(qu)_EF, Depth(u) be the sum of all depth of equalities in F’. Note that d is bounded by the size of

- =

F'. For any X € & we choose a ground term b = (c, .., ¢) such that V)—(>, 1—/), by # by Now, for any Xed
let t = { {b}}c ..}C be the term of depth (d + 1). Note that by construction, V)_f, }_/), tx # ty and V?,
tw € DY (Ep,0). Now, let F” be the closure of F' by :

(Xi € Forge(E)) — (Xi=t3) (E3)
Lemma 13. If 3o € [ F']j then 30" € [ F"]j.

Proof. Here, we do not guaranty that any solution of F’ is preserved, but only that at last one survives. That
is, let o € [ F']; with F =VQ3IR B, V ..V B,. We define ¢’ such that :

o VX € X, 0/(X) = o(X);

o VX € /—1}7 Vs € {l..e}, if Ju € Patt(F’), I with 7(¢) = s such that 0(X;) = o(ur) and u minimal w.r.t
4, then o/(Xy) = o’ (ur);
Note that u is single by minimality w.r.t < and because Vary (u) C {q}.

o VX € 7(), Vs € {1..e}, if Yu € Patt(F"), V7 with 7(q) = s, we have 0(X;) # o(u7), then o/(X;) = t+.

We show that ¢’ € [F”]; : Thanks to o € [F']j, we know that V7q, 37 2 79, 3i € {l..p}, Vetr € B;
o € [ctr];. We examine all possible constraints ctr :

o If ctr = (X = u)®™ or ctr = (X € Forge.(E,K)), then ¢’ € [ctr]S since o/(X) = o(X);
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o If ctr = (X, = u)", then thanks to the definition of F’, we have also o € H/\Uqug (Vk/-Xm # U5§:m) ”e

Therefore, u' = ud, or v = ud,, with Vary (v') C {q}, is a pattern v’ € Patt(F). Moreover, it is
the minimal pattern w.r.t < (since Vary (u) € {m}) such that o(X,,7) = o(u'7’) with 7/(¢q) = 7(m),
7(r) = 7(k) and k € Varz(u)\Vary (u) if non-empty. Thus, v’ matches the second point in the definition
of o/, ie. 0/(X,,7) =o' (W'7') = 0’ (ur) and o’ € [ctr]:.

If ctr = (X, € Forge.(E,K))", then again thanks to the definition of F’, we have
oc H/\vepatt(F) (Vk’.Xm # vd§:m> ” . Therefore, o/ (X,,7) =t and thus, o’ € |[ X,, = t3 ||

e

.

If ctr = (Vk X,,, # u), we prove by recurrence a more general property of ¢ and ¢’. We do this in two
steps :

Claim 2. Yu € Patt(F), V1, V?, t # o' (ur)

Proof. We know that the value of some X, through ¢’ is a pattern using only variables indexed by
s. Therefore, we have only two cases : either there exists some t3 subterm of o'(ur), and thus
Depth(o’(ur)) > d+1since u ¢ Xz, or there is no such ¢+ subterm of o’(u7), and thus Depth(o’(ur)) < d
since the same patterns cannot appear twice in the same branch of ¢’ (u7) without creating a cycle. In
both cases Depth(c’(ut)) # d + 1 which proves the claim. O

Claim 3. Yw,v € Patt(F) U X7 with w = wd, v, V7 if o(ur) # o(v7) then o' (ur) # o’ (vT).

Proof. Assume that the property is true for Depth(u) + Depth(v) < n, n integer. Let u and v be two
terms as above with Depth(u) 4+ Depth(v) = n. We have cases depending of the structure of u and v :

—Ifu = f({w;}) and v = g({v;}) then either f # g and thus o’(ur) # o'(vr), or f = g and 3
o(u;T) # o(v;7) with Depth(u;) + Depth(v;) < n, i.e. o'(u;T) # o' (v;7) and thus o' (ur) # o' (v7).
This case includes constants, i.e. f of g with no parameter.

— Ifu=Y, and v = Z, with ¢/(Y,7) = ¢/(v/7) and ¢/(Z,7) = ¢'(v'T), it means that o(Y,;7) = o(u'7)
and 0(Z,7") = o(v'7), with o(u/T) # o(v'7). Thus, similarly as in the case above, we have o’ (u'T) #
o'(v'T) and thus o' (ut) # o' (vT).

—Ifu =Y, and v = Z, with o/(Y;7) = ty and 0'(Z,;7) = t, then t3; # t-; and thus o'(Y,7) #
o'(Z,7). Note that u = v is impossible.

— If u =Y, and v ¢ X7 with o/(Y;7) = t5, then thanks to claim |2 above we have o' (Y,7) = t3 #
o’ (vT). The same holds with u and v reversed.

— Ifu =Y, and v = Z, with o/(Y;7) = t3 and o'(Z,;7) = ¢'(v'7), then thanks to claim [2 again we
have o' (Y,7) =ty # o' (v'7).

This proves the claim. O

Consequently, since ctr = (Vk X,,, # u) we have 0(X,,,7") # o(ur’) with any 7/ 2 7 such that Dom(7’) =
Dom(7) U {k}, and thus thanks to claim |2} o/(X,,7’) # o’ (ut’) i.e. o’ € [ctr]S.

If ctr = (X, ¢ Forge.(E)), assuming X = {u € X U Xz |Vars (u) C {q}}, we prove two more generic
properties by iteration:

Claim 4. Vu € Patt(F), V7, let d be (one of) the minimal derivation proving o' (ur) € DY (E'oa’ K 70")

s.t. no term in {t} R is decomposed, with E' = E U {t)—g} Then Yt knowledge in d, Jv €

Patt(F) U X 37" s.t. t = o/(vr’). Moreover, replacing each t by o(vr') and E' by E" = E U
{o0(Xs)|Vw € Patt(F), V7', 0(Xs) # o(wr’)} in d maintains the validity of each rule’s application.

Proof. We uses the structure of any minimal derivation, i.e. that any decomposed term is a subterm of

the initial knowledge, and that any composed term is a subterm of either the goal or a decomposed term
(otherwise there would be useles rules in the derivation). Knowing this, we remark that :
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— Let L = Ly(o’'(wr’)) € d such that w € Patt(F) U X. Let t be the term generated by L. Then
either w = f({w;}), and thus 3i such that t = o'(w;7’), i.e. 3w’ € Patt(F)U X 37" such that
t = o/ (w'r"), since subterm of patterns are patterns too. Note that 7"/ = 7/ unless f is an mpair; Or
w € X U Xz, and thus ‘v’)_f, o'(wt’) # t< since such terms cannot be decomposed in d. Therefore,
Jv € Patt(F) 37" such that o' (wr’) = o'(vr"), and since v ¢ X U Xz we can repeat the same
reasonning as with w = f({w;}).

— Let L = L.(o'(wt’)) € d such that w € Patt(F) U X. Let {t;} be the set of terms used by L
to generate o'(w7’). Then either w = f({w;}), and thus Vi Jw, € Patt(F) U X 37/ such that
t; = o' (wir]); Or w € X U Xz with Jv € Patt(F) 37" such that o' (wr’) = o’(v7"), and thus the
same reasoning as for w = f({w;}) applies; Note that w € X U X7 with 3X such that o'(wr') =t3
is impossible by minimality, since each ¢ is already in E'.

Therefore, the first part of the claim follows by iteration of these two steps on the structure of d, starting
from Eo or o'(ur). Moreover, we remark that all the patterns we chosed for knowledges in d validates
the subterm property for each rule, modulo renaming of index variables: that is, a decomposition rule
generates a term with a pattern that is a subterm of the pattern of it’s argument, module index renaming,
and reversly for composition rules. Therefore, replacing ¢’ by o cannot change the validity of each rule’s
application, provided that the values of variables with no pattern are still available in the initial knowledge
(i.e. E” replacing E’), which proves the claim. O

We uses this claim on ctr = (X,, ¢ Forge.(E,K)), i.e. assume that ¢’'(X,,7) € DY;(EO'/,ESTO'/) despites
the fact that o(X,,7) ¢ DY.(Eo,K 70). Then there exists a derivation d defined as in Claim 4| with
E' = EU{t}, since VX tz € DY (Eo’ ,K°7¢"), and thus d holds the same properties. Therefore, there
exists a (valid) derivation d’ obtained from d as described above, starting from E” o, with goal o(u7), and
with the same structure as d i.e. finishing by a composition rule. Moreover, E”/\ E' contains only terms
that that can be forged with (non-redundant) derivations finishing by a composition rule, too. Therefore,
it follows that o(X,,7) € DY.(Eo,K 7o), thus contradicting o(X,,7) ¢ DY.(Eo,K 70). Consequently,
the hypothesis was false, i.e. o/(X,,7) ¢ DY.(Eo',K 70’) and thus, o’ € [ ctr 15

Since there are no other kind of constraint in a normalized constraint system, this proves the lemma, i.e.
o € [F"]g. O
0

Moreover, we remark that naturally, if o’ € [F"]j then o' € [F']j, since X; = t3 is strictly more
restrictive than X; € Forge.(E). Therefore, we have the following property :

[F']5 # 0 [F7]5 0

and thus, it is enough to check the satisfiability of F' instead of F’. However, F”' has a very interesting
property that will allow us to bound e with equivalent satisfiability. That is :

- —
Vo e [F"];, Vs e{l..e},VX € X, either o(X;) =

t (P1)
or Ju € Pait(F)

X
7 with 7(q) = s s.t. 0(Xs) = o(ur)

Note that this structure comes from rules E1, E2 and E3. From now on, let us fix some o € [ F" ] (assuming
there exists one), some pattern ux, € Patt(F') U {t3} and 7x, such that 7x (¢) = s and o(Xs) = o(ux,7x,),

according to P1. We remark that since Patt(F') and X are finite, i.e. bounded by a function in the size of
the protocol specification, there exists necessarily only a bounded number of possible choices for {u Xs})_g X
independently of s. Let e; be this bound. Moreover, for each X there is also only a bounded number of
set of knowledges E from F” and keys K such that o(X;) € DY.(Eo,Ko). Let e be this bound. We write

~,
emaz = €1 X €3 X #X . Naturally, if e > €,,,4, then there exists s # s’ such that {UXS};_(’EX = {uxs, }?e? and

V(. € Forge.(E,K)) in F", V?, 0(Xs) € DY.(Eo,Ko) iff 0(Xy) € DY.(Eo,Ko). We will use this to prove
that there is no need to search for attacks with e > e,44, i-€. :

Lemma 14. If ¢ > epq, and o € [F"]5, then 30’ € [F]5".
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Proof. Let s, s’ be as defined above, ie. st. {ux,}p .3 = {qu'})_fe/_\? and V(- € Forge.(E,K)) in F”, V)_(),

0(Xs) € DY .(FEo,Ko) iff 0(Xs) € DY.(Eo,Ko). We remark that equality of patterns do not imply equality
of values w.r.t o since index of constrants may change. However, equality of patterns will be sufficient to
guaranty that at indexes s and s’, variables validate the same unequalities. Thus, we will “remove” the index
s’ from o and show that s can effectively replace s’ in any case. That is, with 7 replacing any ¢, by ¢,_1 if

v > ', and replacing any ¢y by c¢s, ¢ € ?, let ¢’ be defined as :
o Vi<, VX € X, 0'(X;) = v(0(X)):
- =
o Vi > SI, VX e X, O'I(Xi) = ’Y(U(XiJrl));
e VX € X, 0/(X) = v(o(X)).

Assuming that I = VQIR By V ..V By, let 75 be any index substitution from @ to {1..e —1}. Thus, let ¢
be the index substitution from @ to {1..e} such that :

o Vi€ Q,if (i) < s’ then 7¢(i) = 7, (i), otherwise 7¢ (i) = 7, (i) + 1.

ie. we “insert” a blank column at index s’. Now, by definition of ¢, 37 2 7 such that o € [B1 V..V B,]’.
Thus, we define 7/ D Té) such that :

o Vr e R, if 7(r) < s then 7/(r) = 7(r); if 7(r) = &’ then 7/(r) = s; otherwise 7/(r) = 7(r) — 1.

ie. we “remove” the column at index s’. We must prove that o’ € [By V..V B,]S,. However, 3i € {1..p}
such that o € [ B;]¢, thus Vetr € B;, o € [ctr]S. As usual, we have different cases depending on ctr :

o If ctr = (X = u)”™ or ctr = (X € Forge.(E,K)), then ¢’ € [ctr]S, since ¢/(X) = o(X);
o If ctr = (X,, = u)", then :

— If 7(m) # ' and Varg (u) = {j} with 7(j) # &', then o/ (X,,7") = v(0(X;n7)) = v(o(ur)) = o' (ur’)
since any indexed variable in u must have m as index, and V? o' (Y1) = v(o(Yn7)) since
7(m) # s’; This includes j =

— If 7(m) = 5" and Vary (u) = {m} then o’(X,,7") = v(6(Xs)). Since Xg and X share the same
pattern for o, and since o validates ctr, this pattern is necessarily u, i.e. y(o(Xs)) = v(o(u[m «—
) = o' (ur);

—If 7(m) = ¢ and Varf(u) = {j} # {m}, then as above o/(X,,7") = v(c(Xs)), and X, and
X, share the same pattern w. Thus, o(Xs) = o(u[j < 7(j)]). Now, either 7(j) # s and thus
v(o(ut)) = o'(ur’), or 7(j) = s" and thus y(o(ur)) = o'(u[j <« s]) = o'(ur’). In both cases,
o' (Xs) = v(0(Xs)) = o' (ur’), and thus, o’ € [ctr]’,

o If ctr = (X,, =t3)", then o/(X,n7) = y(0( X, )) Y(tx) = tx since X, and X, share the same
pattern, and in this case this pattern is t<;. Thus, o’ € |[ ctr ]S,

o If ctr = (Vk X,;, # u), then :

— If7(m) # ¢, then Vv € {l..e}, o/ (X;n7') = v(0(Xn7)) # v(o(ut[k < v])), and thus Vo € {1..e — 1},
o' (X7') # o' (ur' [l — 2]);

— If 7(m) = ', then as above Vv € {l..e}, 0(Xy) = 0(Xn7) # o(ur[k — v]). However, X, and
X, share the same patterns, and for both of them this is the minimal one w.r.t <. Thus, v is
not the pattern of X, i.e. Vv € {l..e}, o(X;) # o(ur[k < v]). It follows that Vv € {l..e — 1},
o' (Xpt') # 0o (ut'[k — v]), ie. o’ € [ctr]S,

o If ctr = (X,, ¢ Forge.(F,K)), then by assumption on s and s’ we know that o(X;) and o(X,) are both
in € DY.(F'0,Ko) or none is, for any (- € Forge.(E',K)) in F”, ie. including E. Thus, o'(X,,7") ¢
DY.(Eo',Ko’) and o’ € | ctr]S,

Since these are the only constraints available in F”, it follows that, as expected, o’ € [ B;]<,. Therefore, for
any 74, from Q to {l.e — 1}, we could find 7/ 2 7;, from Q U R to {1..e — 1} such that o' € [ B;];,, thus

proving that o’ € [ F” ]\871. This ends the proof of the lemma. O
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€max

This claim shows naturally by iteration that [ F” ] has a solution with e > €4, if and only if [ F” ]
has a solution. And since for any e, [ F" ] has a solution if and only if [ F']j has a solution, this proves the
property.

O

10 Analysing Asokan-Ginzboorg

We have checked two scenarii of the synchronous version of the Asokan-Ginzboorg protocol (AG protocol).
Although this version of the AG protocol has not autonomous keys, the analysis of the two scenarii terminates
and gives two results. In the first one, we consider a 'normal’ execution of a single session. We show that this
execution is secure against a secrecy attack on the group key. In the second scenario, we consider two parallel
sessions. We have found an authentication attack. Note that for these scenarii, although the version of the
protocol does not only consider autonomous keys, the analysis terminates.

10.1 First Scenario: Asokan-Ginzboorg with a Single Session
Consider a single session of the tagged version of Asokan-Ginzboorg, specified as follows:

(L,1) Init = mpair(t,(l,{e}y))

(5,1)  mpair(i, (L, {Ei}p)) = mpair(j, ((a;, ({{rj; s;)}#,)9)7))7)
(L,2)  mpair(k, ({ax, ({{Be, Sk }epr)*))*) = mpair(m, ({{mpair(o, (S5)°), 8')}(r,ym)™)
(5,2) mpaﬂ"(q, ({(mpair(u, (s4)"), ") }(r)2)?) =
mpa“n( (aw, {<( w)w7 H((mpair(y, (Sy)y)7 >)>}F( (mpair(y, (sy)y) S’))>)
(Lv3) mpazr( <a’92’ {<( x)I’H«mpaiT(Z? (SZ)Z) >)>}F( (mpair(z,(S.)?) >) = End

The ordering on steps is: Wi, =1,2,3, Wg = 1,2 with 1 <y, 2, 2 <w, 3, and 1 <y, 2. The execution
that we focus on is the following: ((L,1),(S,1),(L,2),(S,2),(L,3)). The property we want to check is the
secrecy of the group key: Sec = F({(mpair(z,(S,)*),s’)). Then, the constraint system S that we have to solve
is specified below:

(stepl) mpair(i,(L,{E;},)) € Forge(El,(Z))

(step2) mpair(k, ({ar, ({{(Rk, Sk)}(e)x )ENF) € Forge(Esy, )

(step3) mpair(q, ({{mpair(u, (su)"),S) }(r,)a)?) € Forge(Es,0)

(step4)  mpair(z, {a, {{(S,)7, H((mpair(z, (S.)%). s "IN} (mpair(z.(s.)9).)))) € Forge(Es, 0)
(stepb) Sec e Forge(E5, 0)

where E; are defined as follows:

Ey = Ampair(t, (I, {e}p))} N

Ey = EyU{mpair(j, ({a;, {(rj, ;) }(£,)1)))")}

Es = EyU{mpair(m, ({{mpair(o,(5)°),s") } (r,)=)" )}

Ey, = E3U {mpair(wa <aw7{<(sw)waH(<mpaiT(ya (sy)y)’Sl>)>}F((mpair(y,(sy)y),s/>)>)}

By = Ey

The normalisation of S\{step 5} by our rules system gives the system below. Note that this system is not
put in the disjunctive form to avoid redundancy.

(S\{Step5})l = VZ, j7 ka k27 q, 0, q1, 01, X, 2, 21, 22, 23, 24, 25
(stepl)| A (step2)| A (step3)] A (step4)|

where,
((L € Forgec(E1,0) A (E; = €)™) V ((L = mpair(t, (I, {e})))"™ A (E; = )™)
(stepl)| = | V((L= (L {e}p)) ™ A (E; =¢)™) V ((L=1)"" A (E; = e)™)

)V
V(L = {e}p)™ A (Ei = e)™) V(L =1)"" A (Ej = e)™))

RR n° 6712



48 Chridi € Turuant & Rusinowitch

(Re = &)™ A (Sk = sk)™ A (E), = e)f)

(D2 | = (Ryy = 13,)™ A (Siy = 503)™ A (Bry = €)9))
Ry = rg)! A (S = 8™ A (S, = 5)7)
(P3| = | (R =g ) A (S = ) A S0y = 501)))
(((SLC = sﬂv)f /\ (SZS = SZS)f /\ (523 = st)f)v
(step 4)J, = | ((Se = s2)f A (Ssy = 52) A(S: =s2)T)V

((Sz, = Szl)f A (Sz; = SZ5)f NSz, = SZ2)f))

If we try to normalize the last step step 5 leads to :

dm Jos Jw
(F({mpair(z,(S,)?),s")) € Subqa(S’, Es, &, 0)
AF ((mpair(y, (Sy)y)7 S/>) € Forge(FEs, {{<(Sw)wa H((mpair(y, (Sy)y)7 Sl>)>}F(<mpair(y,(sy)y),S’))}))
V(F ((mpair(z,(S.)?),s")) € Suby((S,,)°%, E5,E,B)A
(Ry)™ € Forge(Es, {{(mpair(o,(S,)°), ") } (R, ) }))

The interleaving between F({mpair(z, (S;)?),s")) € Subg(S’, Es, &, D) with each block obtained above leads to
L since in each block, the submaster constraint for S’ is S’ = s’. In the same way, the interleaving between
F({mpair(z,(5,)?),s")) € Subg((S,,)°%, E5,E,0) and the master constraint for S, in each block leads to L
since the "value” of S, is a constant s,. Thus, we conclude that an execution of Asokan-Ginzboorg with a
single session is secure against a secrecy attack.

10.2 Second Scenario: Asokan-Ginzboorg with Two Parallel Sessions

Consider two parallel sessions. In the two following specifications (A, 1, j) denotes the step 4 of the participant
A in the session j. (L, 1) (resp (L,-,2)) denotes the leader of the first session (resp second session) and
(S, -, 1) (resp (S, -,2)) denotes the similator of the first session (resp second session). The specification of the
first session is given below:

(L,1,1) Init = mpair(t,(,{e}p)) o

(S11) mpair(, (L, {Bibp)) = mpair(j, (a5, ({05253} 5,001)))

(Lv 2, 1) mpair(k, (<ak’ ({<Rk7 Sk>}(e)")k>)k) = mpair(m, ({(mpair(o, (SO)O)’ Sl>}(Rm)"")m)
Awitness((L, -, 1), (S, -, 1), f_s, (mpair(o, (S,)°), s"))

(8,2,1)  mpair(q, {{mpair(u, (su)"), ") }(ry)a)?) =
mpai’l"(w, <aw7 {<(Sw)w7 H((mpair(y7 (Sy)y)7 SI>)>}F(<mpai?”(y7(5y)y)»5’>)>)
Arequest((S, -, 1), (L, _, 1), f_s, (mpair(u, (s,)*),S"))

(L7 37 1) mpair(x, <a17 {<(ST)I7 H((mpair(z, (52)2)7 5/>)>}F((mpair(z,(Sz)z),s’))>) = End

The specification of the second session is given below:

(L,1,2) Init = mpair(t, (I,{e2},))

(5,1,2)  mpair(i, (L', {Ej}p)) = mpair(j, ({a;, ({{r, 85)}m))7)7))7)

(L,2,2)  mpair(k, (g, ({(Ry S5 eap JDE) = mpair(m, ({{mpair(o, (55)°), ") by y)™)
Awitness((L, _, 2), (S, -, 2), s_s, (mpair(o, (S))°), s”))

(5,2,2)  mpair(q, ({(mpair(u, (s,)"), 57)}@)0)?) =
mpair(w, (aw, {{(sy,)", H((mpair(y, (sy)), S"))}F(mpair(y,s1)v),5")))
Arequest((S, -, 2), (L, -, 2), s_s, (mpair(u, (s,,)*),S”))

(L7 3’ 2) mpair(a:, <aw’ {<(S;)L7 H((mpair(z, (S;)z>7 S”>>>}F((mpair(z,(s’z)z),s”>)>) = End

Steps are ordered as follow: Wi =1,2,3, Wg = 1,2 with 1 <y, 2, 2 <w, 3, and 1 <y, 2 for each session.

We consider the following execution:
(L,1,1),(L,1,2),(S,1,1),(S,1,2),(L,2,1),(L,2,2),(S,2,1),(S,2,2),(L,3,1), (S, 3,2). The property we want
to check is the authentication of the group key in each session which is defined in the two specification below
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by witness and request. Then, the constraint system S that we have to solve is specified below:

step1) mpair(i,(L,{E;}p)) € Forge(Es,0)
) mpair(i, (L', {E}};)) € F0T9€(E37®)
) mpair (K, (e ({ s 81} ) € Forge(Es, )
) mpair(k, ({ag, (B S} ooy )0)F) € Forge(Es, )
step5; mpazrgq, {{mpair(u (8,)“),5’)}( ,))7) € Forge(Es,0)
) (
(z,

> ;S

(
(

mpair(q, ({(mpazr( ( '), S”>}(T/)q) ) € Forge(E7,0)

mpair(z, (az, {((S:)*, H((mpair(z, (S2)%), 8)) } F(mpair(z,(5.)7),57)))) € Forge(Es, D)
<ax7{<( ) H( 1)) € Forge(Ey, ()

where E; are defined as follows:

(step8) mpair(x (mpair(z, (;)z% I} (mpair(z,(52)%).5

Ey, = {mpair(t,(l,{e}p)), mpair(t, (12, {62}p>)}

E3 = E,U{mpair(j, ((a;, ({<TJ’SJ>}(E D)

Ey = EzU{mpair(j, ({a;, ({{r}, s5) r)1)7)))}

By = EyU{mpair(m, ({(mpair(o, (S,)°), s '>}(Rm )™)}

Es = E5U{mpair(m,({{mpair(o, (S,)°),s") }(r:,)m)")}

E7 = EG U{mpair(w,( w;{<(5w) ’ ((mpazr(y,( y)y)aS/>)>}F((mpair(y,(sy)y),S/))>)}
Es = ErU{mpair(w, {aw, {{(s},)", H((mpair(y, (s,)"), S"))} F(tmpair(y,(s)),5))) }
Ey — FEg

We normalise S by our rules system. We just focus on a single block of the normalized system:

L € Forge.(Es,0) NL" € Forge.(E3,0) A (E;, = e2)™ A (E], = e)™A
Ry, = T’;Cl)m A (Sk1 = Skl)m AN (E31 = e)f/\

q2 — T’;2 2 f/\
(Say = 85, Sy, = S' )f A (S' = sz)f A (8L, =s52,))
Awitness((L, 1), (S, 1), f-s, (mpair(o,(5,)°), )
Awitness((L, -, 2), (S, 72), s-s, {mpair(o, (S1)°),s”))
Arequest((S, -, 1), (L, -, 1), f-s, (mpair(u, (s,)"),S"))
Arequest((S, _, 2), (L, -, 2), s_s, (mpair(u, (s),)*),S”)))

Index variables in this block are quantified in S by:
Vil,W4,Vkl,ng,Vql,qu,Vol,VOQ,Vxl,ng,Vyl,Vzl, E|j1,5|j2

This block corresponds to an authentication attack on fs. Indeed, the solution o of this block gives the
value s/ to S,. Thus, the request for fs gives a value different from the one of the corresponding witness. The
same raison is valid for s;.

11 Conclusion and Further Works

We have proposed an extension of the constraint-based approach in symbolic protocol verification in order
to handle a class of protocols (the Well-Tagged ones with Autonomous Keys) which admit unbounded lists
in messages. This class can be used to model in particular interesting group protocols. We have proposed a
decision procedure for Well-Tagged protocols with Autonomous Keys. We have studied the Asokan-Ginzboorg
protocol with keys having index variables outside mpair’s. We showed that the analysis of this protocol
terminates. Thus, we conjecture termination for a larger class than Well-Tagged protocols where the restriction
of autonomous keys is weakened to include at least this protocol.
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