N

HAL

open science

Abusing SIP Authentication
Humberto Abdelnur, Tigran Avanesov, Michaél Rusinowitch, Radu State

» To cite this version:

Humberto Abdelnur, Tigran Avanesov, Michaél Rusinowitch, Radu State.
tication. Information Assurance and Security ( ISIAS), Sep 2008, Naples, Italy.

10.1109/TAS.2008.29 . inria-00326077

HAL Id: inria-00326077
https://inria.hal.science/inria-00326077
Submitted on 1 Oct 2008

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Abusing SIP Authen-
pp.237-242,


https://inria.hal.science/inria-00326077
https://hal.archives-ouvertes.fr

Abusing SIP authentication

Humberto Abdelnur Tigran Avanesov Michael Rusinowitch R&date

INRIA, Nancy - Grand Est
Campus Scientifique - BP 239 - 54506
Vandoeuvre-les-Nancy Cedex, France
{Humberto.Abdelnur, Tigran.Avanesov, Michael.RusineWjtRadu.Stated@loria.fr

Abstract

The recent and massive deployment of Voice over IP infretstres had raised the importance of the VoIP security
and more precisely of the underlying signalisation proid&i®. In this paper, we will present a new attack against the
authentication mechanism of SIP. This attack allows togrerftoll fraud and call hijacking. We will detail the formal
specification method that allowed to detect this vulnemgbihighlight a simple usage case and propose a mitigation
technique.
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1 Introduction

SIP is the IETF endorsed signaling protocol for VoIP. Theadepers of SIP leveraged well proven design concepts
from HTTP to build a robust and multi-feature signaling piail. The advance of highly dynamical services deployed
over multimedia enabled networks and end user equipmentichbe matched by an appropriate signaling protocol.
At the basics, SIP allows to create, maintain and tear dowediarsession. The media session is represented by an
RTP encoded audio/video data. The specific characteristitis RTP flow are negotiated by SIP. In the simplest
case, the call establishment with SIP has to be able to I&ttheommunicating partners send RTP data between their
two locations. However, in the more complex case, some iadditfeatures have to be supported. Call forwarding is
the simplest feature that has to be supported. Renegatiatinedia stream parameters (RTP) is also a minimum. For
instance, in case of network congestion, another codec earsd&d. In order to support these features the so-called
re-INVITE operation has to be used. The re-INVITE is issuedrj an already existing session and in order to avoid
a call-hijacking attack, the receiver is allowed to challerthe sender to authenticate. Ironically, it is this séguri
feature that can be abused to bypass the authenticatioramisols used in SIP network. We will show in this paper
why the re-INVITE operation is a major threat to any SIP netwand how a simple grandmaster attack is possible
due toit.

To examine SIP protocol security we have used AVISPA toolISRA is a push-button tool for the Automated
Validation of Internet Security Protocols [1]. It providasmodular and expressive formal language, HLPSL (The
High-Level Protocol Specification Language) for specifyjprotocols and their security properties, and integrates
different back-ends that implement a variety of statehef-art automatic analysis techniques. Experimental tgsul
carried out on a large library of Internet security protacaidicate that the AVISPA Tool is a state-of-the-art tawl f
automatic verification of security protocols.

2 SIP Vulnerability

When SIP is deployed without any underling cryptographa@eetion mechanism, the typical man in the middle
and impersonation attacks between a caller and its proag,Kfgure 1) are straightforward. However, these must are
constrained by some important factors . Firstly, the attagklling to impersonate the user has to be in the middle of
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Figure 1. Authentication Attack

the session path and be able to manipulate the session.ti&ftondly, the attacker cannot trigger the user to make
such a call at a specific time. Finally, the attacker is refgtd to use the generated response just to call the entity for
which the user directed the call. In other words, the attaiskeot able to call an entity of its choice.

During a testing process [2] carried out by us, we have disela scenario in which the user is reachable by the
attacker and the latest can trigger the former to generals\&ITE + credential$ (directed to any target destination).
This allows an attacker to impersonate the user at the Proxgarfy call. Therefore, the attacker can bypass the
previous restrictions and make this attack a real secunisat.

The synopsis is as follow: an attacker will issue a call dlyeto the victim, the victim answers and later on, puts
the attacker on hold (transfers him to any other place or asgother method which requires a re-INVITE). Once
the attacker receives the re-INVITE specifying the "On Fple will immediately request the victim to authenticate.
This last authentication may be used by the attacker to isgpete the victim at its own proxy. Section 3 formalizes
and describes in detail this attack.

Note, that to perform this attack, there are two headersenMVITE message that are essential. Tentact
header has to have the destination call that the attackasw@nall, because, as specified by SIP [7], this information
will be used to generate the message by the user entityR&berd-Routeheader specifies that all outgoing messages
from the user entity go directly to that entity.

3 SIP and HLPSL Specification

HLPSL is an expressive, modular, role-based, formal lagguhat allows for the specification of control-flow
patterns, data-structures, alternative intruder modelsiplex security properties, as well as different crypampic
primitives and their algebraic properties. These featoreke HLPSL well suited for specifying modern, industrial-
scale protocols. For instance it has been applied to ZRTR fthscovery in [5].

LThttp://voi psa. or g/ pi permai | / voi psec_voi psa. or g/ 2007- Noverber / 002475. ht ni
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Figure 2. SIP scenario 1

3.1 SIP scenarios

We have formalized two typical scenarios of SIP protocol.bath scenario€aller wants to callCallee The
first one is shown in Figure 2Caller is registered orfProxy and wants to call via his proxy, théfroxy requests an
authentication o€Caller.

The second case (shown in Figure Ggalleeis available only througRroxywhereCalleeis registeredCalleeputs

conversation on hold by sendingvi t e during the conversation. Having received this inviRegxy can demand an
authentication oCallee

3.2 SIP in HLPSL

In order to describe the protocol we should specify the astf each kind of participant, i.e. thasic roles To
describe both above scenarios in HLPSL we introduce threie bales:cal | er, cal | ee, andpr oxy. Each role
is obtained by merging corresponding roles from the two aien defined in 3.1 (this meaaller from Scenario 1
andCaller from Scenario 2 became one role and similarly@alleeandProxy).

We present now the declaration of basic roles and their patenrsiin HLPSL:

role caller(A B, P : agent, Apasswd : text,
SND, RCV : channel (dy))

role proxy(P : agent,
Keyring : (agent.text) set,
Real m: text,
SND, RCV : channel (dy))

role callee(B, P : agent, Bpasswd : text,
SND, RCV : channel (dy))

Here we haveA, B, P-agentsplayingrolesal | er,cal | ee andpr oxy respectivelyApasswd, Bpasswd
- passwords of agent A and B respectivéZV, SNDare channels for sending and receiving messagekeydi ng
— set of pairscusername, passwaoxd

In HLPSL variable names start with capital letters; contstakeywords and types start with lower-case letters. The
primed variable notation (e.gX’ ) indicates that a new value is assigned to the variable.
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To execute several roles in parallel, the composition isgméed in HLPSL. We defined two sessions (composi-
tions):out _sessi on (for a call by Scenario 1) andn_sessi on (for a call by Scenario 2).
role in_session(A B, P : agent,
Keyring: (agent.text) set, Bpasswd : text)

conposition
caller(A B, P, null, SA RA) /\
cal l ee(B, P, Bpasswd, SB,RB) /\
proxy(P, Keyring, realm SP, RP)
end role
rol e out_session(A, B, P : agent,
Keyring: (agent.text) set, Apasswd : text)

conposi tion
caller(A B, P, Apasswd, SA RA) /\
callee(B,P, null, SB,RB) /\
proxy( P, Keyring, realm SP, RP)
end role
Symbol/\ denotes here a parallel execution.
Now we show thdransitionsof roles that are responsible for the authentication patraAsition — is a rule that
can fire if the left-hand sidds satisfied. For rol€al | er :
get Aut h.
State=10 /\
RCV(A.B.Cal I I D.auth. Al gorithm .Realm.Nonce') =|> State’:=20 /\
SND( A. B. Cal | | D. ack)
This transition is callegjet Aut h and its left-hand side mean$f value of variable St at e equals to10 and
we receive on chann®CV message equal to concatenation of values of variabJesB, Cal | | D, constantaut h

2 pefore ‘| >”



and three more values that are to be assigned to variaBlegor i t hm Real mand Nonce”; the right-hand
side means®then assign 20 to the variabl&t at e and send via chann&ND concatenation of values stored in
A, B, Cal | | Dand constanack” . In other wordsget Aut h stands for getting hash-function narndé gor i t hm,
realm value Real m) and nonceNonce), and as a respon&aller sendsack?®.
sndResponce.

State=20 /\ RCV(start) =|> State’:=30 /\ Cnonce’:=new() /\ MC :=Al gorithm

Al gorithn( A Real m Apasswd). Nonce. Cnonce’ . Algorithn(invite.B)) /\

SND(A. invite.B.CallID. Algorithm Real m Nonce. MUIC . Cnonce’) /\ witness(A P,

client_nd, MIC)

In this transitioncal | er emits an authentication responsmal | er generates a new non@monce and com-
putes a message digest vaMiC (exactly like shown in HLPSL specification above). Theal | er sends this value
together with others. The last line is an authenticatiomewet ness. Here it should be read as follows:

get Pr oxyAut hl nf o.
State=30 /\ RCV (A B.Call|ID. MIP .ok) /\ MIP' =Al gorithn{Al gorithn(
A. Real m Apasswd). Nonce. Cnonce. Al gorithm(B)) =|> State’:=40 /\ SND
(A.B.CallI D ack) /\ request (A P, proxy_md, MIP)

Theget Pr oxyAut hl nf o transition checks authentication credentials receivethfthe proxy. If it is correct —
sendsack signal. Here we have the second authentication-relateat eegjuest ; it means* A accepts the value
MIP' and relies on the guarantee that agéhéxists and agrees with on this value”

Now we show som®r oxy'’s transitions responsible for the authentication procedvith Cal | er :

get | nvi t eSndAut h.
State=11 /\ RCV(X .invite.Y .CallID) /\ in(X .PasswdX , Keyring) =|> State’:=21
/\ Nonce’:=new() /\ SND(X .Y .CalllID . auth.nd5. Real m Nonce’)

Transitionget | nvi t eSndAut h. At first we receive information about who wants to call § and to whom
(Y'). The next condition tells that" should be registered in this proxy, i.e. the pdirpasswor d_of X should
belong to the keyring set. This is achievediby( X' . PasswdX' , Keyri ng) statementX is already defined,
so if thereis a paiK' . sonet hi ngin Keyr i ng, then the value of “something” is assigned to varidtds swd X' .

checkAut h.
State=31 /\ RCV(X.invite.Y.CalllD nd5. Real mNonce.MMIC .Cnonce’) /\
MIC =nd5( nd5( X. Real m PasswdX). Nonce. Cnonce’ . nd5(invite.Y)) =|> State':=41 /\
SND(X.invite.Y.CallID) /\ request(P, X, client_nd, MIC)
Transitioncheck Aut h checks if received authentication credentials are rigtitibthey are, sends invite to callee.
sndPr oxyAut hl nf o.
State=41 /\ RCV(X. Y.CalllD.ok) =|> State’:=51/\ MP :=md5(nd5( X. Real m PasswdX)
. Nonce. Cnonce. nd5(Y)) /\ SND (X. Y.CallID. MIP .0k) /\ witness(P, X, proxy_nd, MIP" )

Here we gebk from callee and send proxy authentication information tteca

We skip the HLPSL-specification of the ratal | ee and the rest opr oxy’s authentication related specification
as it is very similar to the one described above.

There is a special rolenvi r onnment , that it is a top-level one (it is “called” from HLPSL file) wheewe declare
agents and other constants, all the sessions to be exednteaseously and where we define an initial intruder
knowledge set usingnt r uder _know edge token. Here we initially let the intruder know the followisgnstants:
a, b, p, ¢, invite, try, ringing, ok, ack, auth,inotherwords he knows all agents names and
all SIP methods.

To make AVISPA tool search for an attack, one should intredagoalssection to define security goals:

goal
aut henti cati on_on proxy_nd
aut hentication_on client_nd
end goal

For example, the first line is a command that makes AVISPAIwak for an authentication attack for the witness-
request pair defined by constgntoxy_nd.

Now we can start AVISPA Tool. An attack is detected when tHi¥ang role composition is presented in the
top-roleenvi r onment :

proxy(p, Keyring, realm SP,RP) /\
callee(a, p, alice_passwd, SB, RB)

SNotice: all the messages in our specification constantlyaifrom, to andCalllD part. We omit mentions about this part



And Keyr i ng contains the only pai. al i ce_passwd. But we can also use two defined compositions (which

include necessary roles):
out _session(a,c,p, Keyring, alice_passwd)
/\ in_session(b,a,p, Keyring, al i ce_passwd)

3.3 MSC of attack

When running AVISPA tool on our HLPSL specification of SIP wet ¢he message: “UNSAFE". The tool auto-
matically builds and displays the attack trace in Figure 4.
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Figure 4. Attack trace

Herex236, x265 andx237 are variables that can take any values. Nota@ionnce( 7) indicates an instance
of a Cnonce variable (the parameter is used to distinguistirstance of the variable from another).

We can see that at first the intruder impersonates callehen speaking to proxy. After getting an authentication
challenge from proxy and sendiagk, the intruder starts a protocol execution withHere the intruder impersonates
a proxy for calleea. Once the intruder gets the necessary authenticationmesdoom callee, he reuses it (the
only change is CalllD value) to answer proxy’s challenge beag the beginning. Here we get a security violation on
authentication, as an appropriatet ness event was not generated to match tlegjuest event that is produced.



Table 1. Benchmark
proxy(p, Keyring, realm SP,RP)
/\bob(a, p, alicepasswd, SB, RB)
Keyring sip sip
a.callerpasswd 0.07s, unsafe 0.06s, safe
a.callerpasswd, 0.07s,unsafe 0.07s, safe
c.charleypasswd,
i.i_passwd

Table 2. Benchmark 2
out _session(a,c,p, Keyring, alice_passwd)
/\in_session(b, a, p, Keyring, ali ce_passwd)

Keyring sip sip
a.callerpasswd 0.39s, unsafe 11.81s, safe
a.callerpasswd, 0.40s,unsafe 13785.07s, safe
c.charleypasswd,

i.i_passwd

4 Mitigation

Authentication challenges in SIP are computed using pietie$ormation extracted from the authenticate message
plus the username and shared secret. In the simplest casetti@mtication response is computed by:

Al = username ":" realm":" passwd
A2 = Method ":" Digest-URI
resp = MD5(MD5(AL) ":" nonce ":" MD5(A2))

whereresp is the actual authentication response. Thus, the computbémtication responses will be rejected if
the method of the message is different than the method ugghierate the response.

However, the described attack abuses that restrictionalthetfact that SIP defines an INVITE method which can
be used in different contexts (i.e. for initiation of a sessand renegotiation). Therefore, the varialAleis the same
in both contexts. If different methods names are used fasehmntexts, then the generated authentication response
cannot be used for such an attack.

We propose a mitigation that consists in defining the re-IN&imethod as a proper method with a new name:
RE-INVITE. Note that computed authentication for such rageswill use the RE-INVITE method in the variable
A2 rather than INVITE. Thus, it will generate an authenticattoken useful only for re-INVITEs messages. Our
proposed solution is simple and it should not require to nmaoHdifications in the overall protocol.

Validation The proposed patch changes the scenario 2 (see fig. 3) suevéng nvi t e appearing after comment
“Callee presses hold” is changed foei nvi t e. So it is not difficult to change HLPSL specification takingan
account the proposed patch.

We ran AVISPA tool over “patched” HLPSL specification. Foe thatched version we got “safe” over the sessions
which were unsafe for original version. Tables 1 and 2 regea running time in seconds of AVISPA-tool with cl-atse
backend and safety result depending on sessions and valeyof ng variable. Columrsip represents the original
version of SIP andip’ — the patched one.

5 Related Work

The comprehensive overview on VoIP security is the refezdd] addressing the operational and deployment
aspects of VoIP security. The security mechanisms deploy&lP are well described in [6] without covering the



formal aspect of the security architecture.

Many works have been dedicated to analysis and testing & Wobtocols, but dealing either with the PSTN in-
terconnection as in [9], or [8]. Most of the performed worlstaddressed the prevention of SPAM over Internet
Telephony (SPIT) attacks [3] as well as mitigating deniakefvice ones (DOS) [10]. Very few of them did ad-
dress the cryptographic analysis of the protocol itself. ofwgnthe very few which did, most of them are based on
human-analysis of the protocol. As of today, very few wortdrass the formal specification and analysis of security
properties. Among them — a thorough study of ZRTP (VolP mégiasport layer protocol) using AVISPA tool [5],
has allowed to find a new authentication attack. There arefawilies of potential attacks that can be performed
against SIP. The first class of attacks is possible when nut@gyaphic protections are used in the SIP deployment.
For instance, a DoS attack on SIP protocol has also beenidilsing a Petri nets modelling in [12] — using faked
BYE message and showed an established conversation camlee tiown prematurely [4]. Until now, the authen-
tication and authorization mechanisms in SIP were constleound, and such that only denial of service and brute
force attacks were possible. We have disclosed some atigelsst specific implementatiorSVE-2007-5468, CVE-
2007-5469, where cryptographic tokens could be reused or even fixgdhbse were due to software implementation
flaws and not really SIP specification level vulnerabiliti€ur paper is the first to show a structural flaw in the SIP
authentication mechanism itself due to the feature intena SIP.

6 Conclusion

We have presented in this paper a new attack against the 8iPrdication mechanisms. This attack is extremely
dangerous since SIP is worldwide deployed and no solutianitigate this attack exists. We have confirmed this
vulnerability using AVISPA tool and shown that extending®$Vith one more operation can mitigate this attack. The
solution has been automatically validated by the tool. B f®llow-up activity to fully specify SIP and completely
analyze its behavior, but many scalability issues must heeddo achieve this task.
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216471, "AVANTSSAR: Automated Validation of Trust and Satpof Service-oriented Architecturesigw. avant ssar .
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