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Abstract—To document a formal model and to explain it to to compute an SLTS associated to an eugntodel. An
non specialists in formal methods , the usual approach is tose griginality in this proposition is the split of any transiti
another formalism which does not require any expert skill ard cross-condition in two parts: enabledness and reachalfitit

which gives a second viewpoint of the same model. According U . .
to this approach, we proposed in a previous paper to build a represented in Fig. 1, the enabledness condition (writkgn

symbolic labelled transition system (SLTS) to describe bedviours ~ Characterises the set of elements from the starting gidtem
of a B model. Extending this work, we now introduce hierarchies which the eventev can be launched, while the reachability

in SLTS in order to take into account the refinement process condition (writtenA;) characterises, among the elementgof

and to exhibit links between description levels. In this papr, we ; . ;
propose a formal definition of hierarchical-SLTS (HSLTS) and we \r’\g;gnqalgonv(\; :;l)ots()e ?rf)rrlla\?v%(i:gsg ’C;:efe?a(trfgm whiaty can
2 3.

extend the SLTS generation method in order to build a HSLTS
which represents behaviours of an evenB refined model.

Index Terms—Formal Methods, Symbolic Labelled Transition [D][A1] ev
Systems, Refinement, Hierarchy, Computation

ql
Al | A2
I. INTRODUCTION D
Formal methods, such as th® method [2], are used
in developments demanding high security requirements. For [D][A2] ev

instance, such a formalism can be used to describe the securi
policy of systems that will be certified. However, formaFig. 1. Meaning of Split Cross-Conditions
methods description languages are usually hard to undelrsta
by non-specialists. Since a specifier may have to describeNow, we propose to take into account additionally the
its model to non-specialists in formal method, who can befinement process and to visualise each design step (each
specialists from other domain, a usual method is to rewritefinement level). Ir'B, a refinement component is a specifica-
the model in a different language in order to have a moti®n that is more concrete than its abstraction. We thengsep
understandable viewpoint on the same system. to represent the refinement behaviours in terms of the astra
A first approach [11] consists in computing a UML [18]ones by introducing some hierarchy in the representatiarh s
class diagram from théd model. This technique gives athat each depth level is associated to a refinement levek, Thu
representation of the model architecture, but no functiontée global structure of an abstract representation is preden
information. order to describe the refinement behaviours. The link betwee
Another approach is to exhibit the behaviours of the modelbstract and refined data are underlined by state inclusions
that give functional information to non-specialists. Sugh Our computation method is based on the modification of
representation can also be used by the specifier, as it gie@sSLTS associated to the abstract specification. Supessta
a complementary representation of the system, sinceBtheare those states that originate from the abstract repeesent
language is data-based (description in terms of data modifén, while substates are introduced to precise some refined
cations and not in terms of system behaviours). However, thehaviours. Finally, this approach allows to re-use, in the
main motivations of existing work [4], [7], [10] is orientedrefinement, the understanding efforts performed on theatist
towards the verification of properties, e.g. by model-clegk case.
while our objective is to provide a representation which To illustrate this paper, we use the following running ex-
aids in understanding a formal specification. Particujagtg ample, which models gery abstract communication channel.
refinement process is an important concept of Bheethod Figure 2 is the abstract description level where a message
and that is not taken into account in cited works. is represented by its sizeMfessageSize) and Figure 4 is a
In a previous paper [5], we introduced a symbolic larefined description where a buffer has been introduced in
belled transition systems formalism (SLTS), which pregisethe channel. In this system, a message is sent bySthel
describes behaviours of an evéhtnodel, as well as a methodevent and received by thEreat event. Each occurrence of the



Treat event treats only one element of the message. The ffIEFINEMENT Communication_Channel_With_Buffer
. REFINES Communication_ Channel

treatment then need&lessageSize occurrences of thd’feat CONSTANTS BufferSize

event. Finally, the treatment can be cancelled at any tintle w| properTiES BufferSize € Ny

the Reset event. TheB syntax will be described in the next| varRIABLES InBuffer, ToSend

section. Here, we just propose to give an intuition of oUINVARIANT ToSend € N A InBuffer € 0.. BufferSize

approach which consists in computing behaviours of such a A InBuffer + ToSend = MessageSize
mppd [ puting INITIALISATION  InBuffer := 0 || ToSend := 0
odel. OPERATIONS

_ Send = SELECT ToSend =0 A InBuffer =0
sYsTEM Communication_Channel THEN ToSend :€ Ny END:

Y’\?\I/?AIQ?ALETS %Ejﬁgﬁ:ﬁgg cN SendNext = SELECT ToSend > 0 A InBuffer < BufferSize
THEN ToSend := ToSend — 1 ||

:EN\;EII:IA_:_‘;SATION MessageSize := 0 InBuffer := InBuffer + 1END;
Send = SELECT MessageSize =0 Treat = SELECT InBuffer > 0

THEN MessageSize :€ Ny END; THEN InBuffer := InBuffer — 1 END;

Treat = SELECT Messagesize >0 Reset = SELECT ToSend>0 V InBuﬁer>0
THEN MessageSize := MessageSize — 1 END; THEN ToSend:=0 || InBuffer:=0 END
Reset = SELECT MessageSize > 0 END
THEN MessageSize := 0 END Fig. 4. Refinement of the Communication Channel

END
Note thatN is the unbounded set of naturals, tHdf = N — {0}.

and that MessageSize :€ N1 assigns toMessageSize any value inNj. ) . L
MessageSize > 0. All associated transitions can thus be

Fig. 2. Abstract Description of a Communication Channel merged in a single factorised transition.
Concretely, the contributions of this paper are a definition

Figure 3 represents the communication channel behaviotba SLTS extension including hierarchy and method to build
It is a SLTS produced by th&énéSyst tool, which imple- a HSLTS from a refined everfd-model, by extending the one
ments our method. On the diagram, we nQtg [A] ev the Pproposed in the case of an abstract specification.
label of a transition that can be crossed by the eveninder In Sect. Il and Il a first part, we briefly introduce the event-
the enabledness conditidn and the reachability conditiod. B method and we recall the main results of [5] about SLTS
A condition equivalent tatrue is denoted| |. For instance, representation and computation from abstract eesystems.
the split of the cross-condition of everftreat exhibits that In Sect. IV, we introduce our Hierarchical-SLTS formalism.
the event is always enabled in the stdtessageSize > 0, After that, we presentin Sect. V, our methodology to compute
while the state reached depends on the system valuatios, THu HSLTS from a refined everi-model and we finish, in
MessageSize is set to 0 byTreat only if MessageSize = 1 Sect. VIl and VI, by describing some implementation work
in the previous state. and experiments.

[1[] Reset Il. EVENT-B

[ lMesageSize=1] Treat

, [MessageSize>1] Trea B [2] is a formal development method as well as a spec-

”M@ ification language, where components can be built through

[y nit 11 send a refinement process. The consistency and correctness of
models can be validated by proof obligations. EvBrtt] is
an extension oB in which models are described by events
instead of operations. Each event is composed of a gGard
8nd an actionS such that ifG is enabled, therS can be
executed. If several guards are enabled at the same time then
the triggered event is chosen in a nondeterministic waynisve
and initialisation are described with generalised sulnstibs,
which act as instructions of programming languages (Table |

Fig. 3. Example of SLTS Associated to Communication Channel

In the refined description, a buffer is introduced and
message can be sent block by block by the evemidNext,
which is introduced through the refinement proceSsud
then just initialises the emission. This means that sendirdy
treatment can be interlaced, whilzset can still occur at any
time. Finally, the buffer size RufferSize) is limited, but not
defined (just constrained to be at least 1). The link between

the abstract datad/essageSize and the refined datBufferSize [ Substitution name [ Notation |
and ToSend is given in the invariant clause. Do nothing skip
Figure 5 is a Hierarchical SLTS (HSLTS) associated to | Assignment Ti=e
the refined communication channel. We can read on it that | Guard . SELECT P THEN .5 END
the abstract set of valuation®essageSize > 0 is equiva- unbounded choice | ANY z WHERE P THEN 5 END
. . : Become element of| z:€ E
lent, in the refinement, to the union dfoSend > 0 and wherez a variable,c an expressionP a predicate,
ToSend =0 A InBuffer > 0. Moreover, the use of hier- S a substitution and? a set
archy allows to structure the diagram by choosing initial- TABLE |

substates and final-substates and by merging transitians. F GENERALISEDSUBSTITUTIONSUSED IN THIS PAPER

instance, Reset is always enabled from each substate of The generalised substitutions semantics is defined by the



(ToSend > 0 [InBuffer>0] [] Treat

°
~— [InBuffer<BufferSize] [ToSend>0] SendNe

[10] Init
[InBuffer<BufferSize] [ToSend=0] SendNext

[1[]Send

ToSend =0 &

(ToSend=0&
InBuffer > 0)

N >
(MessageSize = 0) [1[]Reset (MessageSize > 0)

Fig. 5. HSLTS Associated to the Communication Channel Refere.

[1[InBuffer=1] Treat

InBuffer = 0 -

[1[InBuffer>1] Treat

weakest precondition calculuBW{P). We note[S|R the weak- instance,InBuffer + ToSend = MessageSize is the gluing
est precondition such that the execution of the substitutio invariant of Fig. 4 and links the abstract variablessageSize
establishes the predicafe WP definition is given in [2]. to the refined one$nBuffer and ToSend.
The logical guard of an eventv, in contrast with its 1. BEHAVIOURS OF ABSTRACT EVENT-B SYSTEMS
syntactical guard, is defined in [1] as its feasibility cdmat, '
i.e. the set of all valuations for whickhy can be executed and N this section, we briefly cover the approach introduced
establish another valuation. in [5], that we extend in this paper. We first present the ddfine
Definition 1 (Feasibility): The feasibility of a generalised transition system and then introduce the generation method

substitutions, written f'S(SZ* Is defined by: A. Transition Systems for Abstract EvéhiSystems
fis(S) = —[S]—true

. . : . States are defined by first-order logic predicates and each
Intuitively, —true is the absence of solution anfl]-true is L "
transition is labelled by an event nam&. A transition

the set of valuation that have no solution after executiof.of .
. : ) . . represents a state change that can be done by an execution of
Thenfis(S) is the set of valuations for which there exists at[ : . "
: : its associated event. We also specify in each transitioal lab
least one solution after execution 6f o . " ]
Each evenis = S can then be written in the followin two conditions under which the transition can be crossed:
normal e\(/j forr?*n 7here the ntact'cvzlll ar:j is also thh\éviald 9 ablednessndreachability The use of two conditions instead
IS W sy icalguardis ais 9 ofa single one increases the understanding that we have of th
one: . 2 .
system behaviour, thanks to more precise information about
. _ . the origin of conditions. Indeed, an enabledness conditon
We then write Guard(ev) for its logical guard due to the guard of the event, while a reachability condition
(Guard(ev) = fis(S)) and Action(ev) for its action s associated to data modification. These two conditions are
(Action(ev) = S). In order to simplify the presentation,called cross-conditions
we consider in this paper that the syntactical guard is alsoThe SLTS are then defined by:
the logical one. Definition 3 (Symbolic Labelled Transition Systemsp
We defined in [5] the semantics of eveBisystems in terms SLTS(V, E, Q, qm., Def, L, R) is defined by:
of the events sequence that can be observed, as follows: . V: a set of variables:
Definition 2 (Trace of an EventB System):A finite se- « E: a set of event names;

ev = SELECT fis(ev) THEN S END

guence of event occurrencesit; eq; ... ;e, isatrace ofasys- « Q: a set of state names;
temA if and only if Init is the initialisation ofA4, {e1,...,e,} e Q. an initial state . € Q);
are events from4 and fis(Init;e1;...;e,) < true. « Def: a function which associates a definition predicate to

In the B method, the refinement process is done by parts. each state namelef € Q — P);
The initialisation is refined by a more concrete initialisat e L:asetoflabelsly. C P x P x E)
and each event is refined by its concrete definition. If ane R: a transition relaton R € Q x L x Q).
eventevy is refined by an everdvg, then the refined guard Where P is the set of all predicates on variabl&s and
has to imply the abstract one. Moreover, some events CBBf(qs,;:) = true.
be introduced during the refinement process (by refining theFinally, the semantics of a SLTS is given by its set of paths.
skip event), according to the same principlessastteringin A path is an events sequence starting from the initial state
TLA [12]: all traces of a refinemenk of S are included, and going over the SLTS through legal transitions crossings
modulo some new events, into the traces %f Data rep- Lett = (qi1, (D, A, ev),¢2) be a transition fromy; to ¢» by
resentation can also change. A predicdte(called gluing ewv, under the enabledness conditiéh and the reachability
invarianf) describes the relationship between abstract aedndition A. ¢ is said to belegal if there exists two system
concrete variabled. is the conjunction of the invariadtfrom valuationsz; and xo establishing respectivelPef(¢;) and
the specification and the invariafitfrom the refinement. For Def(¢2), and if ev can reache, from z;.



B. Generation of a SLTS from an Abstr&iSystem A SLTS is then a HSLTS without hierarchy

The state space is given by the user. It allows him/her {8 =0 A Qrina=0 A Qs =0). Notice than states

manage the generated view in order to focus on a partichglirthOUt superstate are called roots and that states without

property. Hence, to compute a SLTS fromBasystem it subs_tate are called leaves. Hence, we define the following
is sufficient to determine the cross-conditiopsand A of ~Predicates: )
each transition(qy, (D, A, ev), g2). If one of the conditions Leaves(Sup) A:dom(‘s“p)*ra”(‘s“p)
is false then the transition can not be pass through. The Roots(Sup) = ran(Sup) —dom(Sup)
proposed method then consists in determining these ptedica 'NOt€ than eacl® refinement level has its own variables set,
by proof obligations, by examining three casesie (always whlle a HSLTS is Qeflned on a single variables set. This point
enabled or reachable¥alse (never enabled or reachabley Will be discussed in Sect. V-A.
conditioned. If no proof obligation can be established for Finally, in order to keep a coherence between states-
condition, then we speak abolaick of proof This case exist Ni€rarchy and states definition, we impose that:
because of the first order logic non-determinism. For irtan  Property 11(H|erarch|cal Coherence)for eacnh clusterg,
if Vo (Def(q1) = Guard(ev)) is established theaw is always SUCh asé‘up; ot ={a1,-- -, an}: Deflq) & Vig Deflai)
enabled fromgy, while if Vz - (Def(q1) = —Guard(ev)) is WhereSup™[{g}] is the set of substates of
established thenv is never enabled from;.

B. HSLTS semantics

IV. PROPOSITION OFTRANSITION SYSTEMS FOR Transition boundaries can be partitioned in three types
REFINEMENTS (Fig. 6): factorised (in place of several transitions),tiali

In this section, we introduce the first proposal of this pape?_r final (in relation with an_initial or a final substate) and
a formal definition of hierarchical-SLTS (called HSLTS).igh Single (on leaves). We define each of them, and then the

formalism will be used to represent behaviours of a refin§gmantics of a HSLTS, in terms of flattening in a SLTS. Since
event8 model. This section ends with a discussion abofi€S€é diagrams have to aid in understanding, we consider a
related works. syntactical flattening, that can be easily done by a usercélen

we consider there is loss of information if the syntactical
_ _ o flattening includes some cross conditions that can be reduce
A. Hierarchical-SLTS Definition to true or false, but that are nevertheless conditioned.

We propose to represent data from each refinement levell) Factorised Transitions:A transition boundary is fac-
of a B model as a hierarchical level of states in a HSLTtrised if the associated state is not a leaf. Such a trangsi
diagram. Hence, states inclusion represents the relaipnsequivalent to the same transition copied out on each sebstat
between abstract and refined data. Since a valuation can(éh the same conditions). Moreover, each copy has to
potentially reached from any other valuation, we have tovall b€ legal (crossable). This restriction keeps cross-cimmit
transitions between all states, including states fromedtfit through syntactical flattening.
clusterd. In our approach, we define a hierarchical-SLTS 2) Initial and Final Transitions: If an external transition
as a single SLTS including a state hierarchy functidmp, Starts on aleaf which is also a final substate, then the transi
which associates, to each state, its super state. Thererisath can be represented as starting from the superstate. We then
unique transition relation in a HSLTS, allowing transitoro  distinguish the definition of such a transition which starts
connect any couple of states, including states from differefrom the leaf and the representation, which starts from the
clusters. Since a state can not be its own substateSthe Superstate. In the same manner, if an external transitids en
function, which associates each substate to its supersiase On a leaf which is also an initial substate, then the traositi
to be cycle-free. Moreover, each hierarchical state caludiec can be represented as ending to the superstate. .
an initial and a final substate. These states are respactivel3) Single TransitionsA transition boundary is single if the
characterised by th®;,;; andQ .., Sets. In order to define associated state is a leaf. In the particular case of anretter
the HSLTS as an extension of the SLTS, the roots (states tHansitions, the substate also have to be neither initiafinal.
are not substates) can not be in these sets and the initial st1e semantics is then the one of the SLTS transitions.
system isqp¢ - 4) Semantics of a HSLT34ence, we define the semantics

Definition 4 (Hierarchical SLTS): A hierarchical SLTS of @ HSLTS by the semantics of the SLTS in which it is

(VaEaQaq]nit7QInithFinahDefaLaRvSup) is defined by flattened:
V. E. O .. Def. L R) is a SLTS, such thad is the Definition 5 (HSLTS Semantics):The HSLTS
¢ > » Ainit > ' (Va Ea QH; q Init 5 anit7 QFW{LZ; DefH7 LH7 RH; Sup)

set ofall state namesncluding all levels of hierarchy semantics is defined, through flattening, by the SLTS

« Sup is a cycle-free function, associating each substate to (V, E, Qs, 9, Defs, L, Rg)
its superstate§Sup € Q + Q A id(Q)NSupt =0);  such as:
o Qpnit is the set of initial substate®;,,;; C dom(Sup)); Qs = Leaves(Sup) /* Keep only leaves */

o Qpina is the set of final substaté® rinq C dom(Sup)). Defs = Qs < Defu /* Keep only definition of leaves */

2Transition crossing a state boundary (between two states fiifferent
1Also called hierarchical state a clusteris a state including substates.  clusters).



/* Transition relation flattening */ ) ) we choose this original definition. However, the main insére
(', (D, A, ev), 1) €Ry of the usual case is to simplify the partwise verification of
Rs = {(q, (D, A, ev),r)|3(¢, ev,r’)- ﬁq g g“p_lg*ﬁq/ﬂ properties on the model (by model checking for instance).
Arq - @ZPA - és Hence, the proposed approach is not enhanced for verifiatio
Ls ={(D, A,ev)|3(q,7)-(q, (D, A, ev),r) ERs} /*Keep labels » but does not impose restriction on the choice of states space
Notation: to represent the model behaviours.
(Domain restriction)A < R = {(z,y) | (z,y) € R A x € A} In the following section, we describe how to generates a
(Kleene closureR* =id(A)URU(R;R)U(R;R;R)U. .., whereRe A— A HSLTS, by exploiting theB refinement properties.
5) Graphical Representation of TransitionBigure 6 (next

page) gives the graphical representation of each trangitjze. V. HSLTS GENERATION FROMREFINED B MODEL
Our objective is to generate an HSLTS which represents the
C. Related works behaviours of a refined eveBt-model, such that each depth

The proposed semantics is not the most usual approacHexel of the hierarchy is associated to data from a refinement
define hierarchical transition systems. Indeed, such systelevel.
are usually [14], [22] described by a set of SLTS and a com-In order to lighten the presentation, we consider in this
position function, such that a transition can only be defineggction thatl’4 is a SLTS associated to an evéhtmodel A,
between states from the same cluster. For instance, in thetR is a refinement ofd according to the gluing invariant
proposed semantics, the hierarchical transition systegn Fi L and thatT’z is a HSLTS associated tR.
is defined by the SLTS Fig. 8, where the hierarchy is used toWe propose to computEr as a modification of 4 in three
structure the representation. In the usual approach, Feadh steps, detailed respectively in the three following sestio
SLTS is independently defined and the composition function, State Space Definitiorby projecting the definition pred-
associates each SLTS to its parent state. icates ofTs states onR variables and by adding a new
hierarchy level;

E Foog « Computation of Transition Relation between Leaves
with the method introduced for SLTS and taking into
account the refinement properties;

e « Reduction of External Transition Amount by factori-

sation and choosing initial and final substates.

Fig. 7. Example of Hierarchical Transition System A. State Space Definition

A HSLTS is defined by a single set of variabl&s while
E F each description level of B model includes its own variables

° I e set. Since aB refined model is characterised by its last

refinement level, we defin¥ with the set of variables from
this last level. We then need to characterise each stafg; of

e Q by a predicate of¥V:
Definition 6 (State Projection):Let ¢ be a state name de-
Fig. 8. Proposed Semantics of Fig. 7 fined, on variablesr of A, by the predicateDef4(¢q) and

let L be a gluing invariant between variablesand y. The
projectionProj; (¢) of ¢ according toL is defined by:

- / Proj,(¢) = {y | 3z (L A Defal))}
Like in a SLTS computation, the user has to provide the state
Q e space describing the new hierarchy level (definition pragie

Defy, state name&)y and composition functioSup,;). In
the present work, we propose to use, as state name, the
Fig. 9. Usual Semantics of Fig. 7 textual representation of the predicate used to describe th
state initially. For instance, on Fig. 5 clusters are laaklvith

We argue than the proposed approach is more expresgvedicates in terms of abstract variabldgcgsageSize), while
than the usual one. Indeed, in the usual definition a tramsitithe substates are labelled with predicates in terms of kfine
cannot be defined between states from different clustevariables BufferSize and ToSend). In this case, abstract
because each transition relation is defined in terms of @allo states are those of SLTS Fig. 3, while the leaves have to be
states. Thus, if only one initial state is allowed per clysteprovided by the user, in addition to the hierarchy function.
then this state is the only one that can be reach from externalf 74 is the HSLTS associated to the abstract systém
transitions. Because of this restriction, behaviours ¢fBal then the state space @f; associated to the refinemeRt of
models cannot be represented in usual cases. This is wihyaccording toL is computed as follows:




HSLTS (r,(D,A,ev),q1) ER A
Transition Relation (r,(D, A, ev),q) €R A g & Leaves(Sup) @1 € Qi N Leaves(Sup) A 7 & Sup™ ' [{Sup(q)}]

Displayed Transition [Dl[Alev [D][Alev q o 2 }

@ “ & {@ @

A. Factorised B. initial or final

(g2, (D, A,ev),q1) ER A
@1 € Leaves(Sup) A g2 € Sup™ [{Sup(q1)}]

q

HSLTS

Transition Relation| (7 (D> A ev),q1) €R A q1 € Leaves(Sup) — Qunir

. . q
Displayed Transition

[D][Alev

~ (a2

C. Single (External or not)
Fig. 6. Representation of Each Transition Type, in the Case of thevéirState

eventev,, introduced through refinement can pass through a
_ transition fromg; to ¢o.
Defr :={(am — true)} /* Keepingami */ | Hence, if two clusters; andg. are disjointed, then no new

B{DEf: |I|DrOJL(E) | BEQa—{ame}} / 69%;%3:;@1‘::*/ evenft ct:';ll_n th?nneCL@ Eubsta;’;? to a]gfsubtl)statt_e. Be&q the

. » ) proof obligations shrinkage, this proof obligation is ing
Supri=Sup, U Supy /* Composition computation *f |\ -ause it depends neither on the event definition nor on the
) - ) substates predicates. Hence, in several cases, the aittomat

B. Computation of Transition Relation Between Leaves proof can be easier.

The computation of the transition relation is split into two
steps: in the first one we propose to compute the relatigh pequction of External Transition Amount
between leaves and in the second one we search for initial

and final substates, as well as for factorised transitionthis At this point, we know how to generate, from a refined

part, we propose to build a transition relation betweene!eaveventB model, an HSLTS with transitions stated between
aves. Now we propose to reduce the amount of extérnal

(Fig. 10). By taking into account refinement properties, V\)é’

minimise the number of generated proof obligations and thHgfns&tlons n Oiﬂe:jt? iaste the ?yste_rp under(sjtandlngr.t_We. th
the number of lack of proof. In the next section we propoé@ roduce a method to tactorise transilions and Some Mesis

a post-processing in order to factorise transitions andsho o fhoTose |_rt1_|t|al aFnd tf'nf”“ \:,_ubs.'t:ltes. ding definiti
initial or final substates. ) Transitions Factorisation:According to our definition

To compute transitions between leaves, it is sufficient fg factorised transitions (Sect. IV-B4), a transition med .
compute the cross conditiori3 and A for each pair of leaves ona clustey IS ngvalent to the same transition copied, with
(q1,92) and each eventv, by using the method proposed in|ts cross conditions, on each sub.sFateqpsuch that all thesg
Sect. lll. However, this naive approach can be enhanced tggns_mons are Iegal. Some trapsmons can Fhen be faeori
taking into account ever-refinement properties. Indeed, if© ly if thgy establish Fhe _foIIowmg cgndmon.
no transition goes from, to ¢ by ev in T 4 then no transition Condition 1 (Factorisation Cases):

goes from a substate @f to a substate ofs by ev in Tx. FaCt%'S"’X'on on Sltatrt|rf1g Staktle Ifbi Iega:cl trt?]nsmon
Property 2 (Cross Conditions Simplification): (a5, (Di, Ai, ev), r) exists for each substaig of ¢, then we

Let (q1, (D, Ar, ev), ¢2) be a transition fromTx and let can rep/lace th/ese transitions by, (D', A’ ev),r) if there
(Sup(q1),(Da, Aa,ev),Sup(qz)) be a transition fromT 4. existsD’ and A" such as, for each;:

- . ) Def(qi) = (D/ <~ D,‘)
If R refinesA according toL then: Def(qi) A Di = (A’ = A;)

Qr =QaUQu || /* Keeping state names 1/

(1.1)

L N Defa(Sup(q1)) N Dr = Da (2.1) o . .
L A Defa(Sup(q)) A Dr A A = A (2.2) Factorisation on E_ndlng State If a legal transition
Al Upiqy R R A (¢, (D;, A;, ev), r;) exists for each substatg of r, then we
Property (2.1) can be easily established using by the f&lan replace these transitions bly, (D, A’,ev),r) if there
lowing hypothesis, which is given by tH refinement: exists A’ such as, for each;:
L A Guardg(ev) = Guard 4(ev) Def(q) N D= (A" = A) 1.2)

However, Property (2.2) is slightly more difficult to estab- Note that, even if ther state or its substates are not
lish. The interested reader can find this proof in the Appendiexplicitly present in Condition (1.2), they are includedtire
Finally, if new events are introduced through refinemen, thd: predicate [5, Cond. 1].
associated transitions cannot be simplified with the previo To factorise transitions on the superstate of their orityiga
property. Nevertheless, since a new event refinesskip, we State (1.1),D" and A’ can be syntactically computed as
can establish that: follows:

Property 3 (New Events Reflexivityl:et ¢; and ¢ two 3With the single proof obligationDefr (Sup(q1)) = —Defr (Sup(go))
states fromTr. If their superstates are disjointed, then no “Transition crossing a cluster boundary (between states fre clusters).



4@ (101 Send

[InBuffer>0] [ ] Treat

~~ <
[InBuffer<BufferSize] [ToSend>0] SendNe>
(117 Init
[1[]Reset InBuffer<BufferSize] [ToSend=0] SendNex
* [1[]Reset
ToSend =0 & [1[InBuffer=1] Treat (ToSend =0 &
InBuffer = 0 [1[InBuffer>1] Treat

InBuffer > 0)

(MessageSize = 0) (MessageSize > 0)

Fig. 10. HSLTS with Transition Relation between Leaves

. D/’ % /\Z (D@f(qt) = DL) V((h,QQ) . ( @1 € Qrinat N 2 € Qrina N @1 7é q2 )
= A, (Defg:) A Di = A;) = Sup(q1) # Sup(qz)
To factorise transitions on the superstate of their endifch initial cluster includes an initial substate:
state (1.2) A’ has to be equivalent to each under the same  V4-(7 € Qi Nran(Sup) = Sup™ " [{g}] N Qumir # )
hypothesis. Hence, transitions factorisation on endidest Each final cluster includes a final substate:
needs to establish, for each pair of substdigsg;), that: vy . (¢ € Qrina Nran(Sup) = Sup~ ' [{¢}] N Qrina # 0)
Def(q) N D = (A; & Aj). A’ can then be any of the The choice of initial and final substate is not deterministic
A; conditions: and is then linked to some heuristics. We then propose devera
e A" = Ay /*ForinstanceA, */ criteria to select a set of initial substate candidates. 8pnqi

A syntactical solution is to factorise only transitionsttba successively each of these criteria, we obtain a singleinit

not have a reachability condition. This choice can be retste substate, but others heuristics can be addfe.d:
but allows to syntactically flatten the HSLTS, and thus to 1) A cluster reached by no external transition does not have

provide more information to the user. initial substate;
For instance, the statdoSend =0 A InBuffer =0 2) Else Substates reached by the maximum number of

external transitions;

3) In case of equality: substates originating in the mini-
mum of external transitions;

4) In case of equality: substates reached by in the mini-

Finally, the correctness of the propositions can be easily mum of internal ransitions;

proved by using [5, Cond. 1], which definés and A cross- 5) I!‘n case of e.quallty: non determmlstllc .ch.(?me.
conditions. For instance (Fig. 5), the staf®Send >0 is initial, because

it is the only one which is reached by an external transition.
In a same way, the statBoSend =0 A InBuffer >0 is chosen
a3 final substate since it is the state from which the maximum

can be reached by th&eset event from each substate of
MessageSize > 0, without any condition (Fig. 5). Transitions

associated tdkeset are then factorised on their starting state
without any crossing condition.

2) Computation of Initial and Final Substate$here is not
necessarily a single substate reached by all externaliticans
coming into a state. In this part, we propose some heurist . -
to build Q... The set of final SUDStaté®yy,q can be builtin "UMPer of external transitions originates, .
the same way and is not detailed. Moreover, there is almost nd:mally, the approach described can be used to describe the

interaction between the transitions factorisation ancctimce behaviours of eyerB sys;ems mcludmg several ref!nemen_t
of initial and final substates. This is why we consider th ?vels. Each refinement is then associated to a hierarchical

transitions are not factorised. _evel. The computatlt_)p method differs only during the reduc
. L . . . tion of external transitions, where each level has to bedrea
Since an initial transition which reaches a cluster effexdtyi

reaches its initial substate (Section IV-B4), every initlaster one by one from leaves to roots.

has to include an initial substate. In the same way, if a efust

includes many initial substates, then it is impossible tovkn VI. IMPLEMENTATION AND EXPERIMENTATIONS
which one is reached by an initial transition and under which, An Implementation: th&énéSyst Tool

condition. Hence, we limit the number of initial (and final)

L 5 )
substates to one per cluster. The GénéSyst [17] tool implements the approach de

N _ - _ scribed. Starting from an eveBt-system and a refine-
Condition 2 (Constraints on Initial and Final Substates): ment including the states space description, it produces an
Each cluster includes at most one initial and one fingiSLTS describing the model behaviours. We choose to let

substate:
V(g1 g2) - 1 €Qmit N @2 € Qi N @1 # @2 5Developed under the CeCILL licence (French equivalent & @NU
182 = Sup(q1) # Sup(qz) licence) and available at: http:/Avww-Isr.imag.fr/ughlisolas. Stouls/



the user describe the chosen states space as a disjune- the GraphViz [8] diagram generator, developed in AT&T
tion in the ASSERTIONS clause. For instance, the clause laboratory;
ASSERTIONS P, vV P, VvV Pj3 is provided for the states « theGrappa [16] Javainterface forGraphViz, developed
space composed of three states with the definition predicate in AT&T laboratory.
Py, P, and Ps. Hence, when the user proves his model before
generating its behaviours, he has to prove the correctrfesgz0
the assert clause which corresponds to the completendss of t
states space according to the invariant.

GénéSyst is based on the usage of automatic provers

Experimentations

1) Models Development and Properties Verificationhe
{.aénéSyst tool has been developed in the context of the

. ) 5 .
establish the validity of a formula. Hence, the main retioic  CECCOO” [9] project, as a prototype providing an assistance

is the non-decidability of the first order logic used. Som the specifier during the development process. Based on
transitions can then be considered as partially crossabite N complementarity of thé& view (in terms of data mod-

they can never or always be passed through. In this Cag'@,ation) and the behavioural view (in terms of authorised

we call it alack of proof However, note that this is only acvent sequences), tt@neéSyst tool provides a second point

syntactical restriction, since it is sufficient to manuaialuate ©f View of the model. This view can be used to manually
the cross condition to obtain the correct result. verify the model or to check its correctness with respect to

In order to minimise the number of lack of proof and t(gynamical properties, that can not be verified by invariant

clarify the HSLTS produced, we introduce some computaticmoc’f qbligatiqns. Indeed, the .produced Qiagrams haye the
optimisations, such as: properties to include all authorised behaviours, coriyrdad

L . the usual approach by animating the specification.
* h?:;;sggﬁ t;)tig(ra]cs:rease the complexity and the number 0F'More recently, some participants of tROSE’ project have

pr dicti ng fr ,h bility conditions. if an event can fe Cproposed to use@énéSyst to manage and limit the process
+ prediction ot reachabllity co ons, fhan eventcan lacqs test cases generation. This technique is complementary t

Zggaﬁrc](eariteze:]t?offr(t)r?; :u%grigtisctatzver efficiency b reduth—e generation by animation, because it provides an upper
* P Yy oy Sound to the generation, while the animation gives a lower

ing hypothesis. bound
Table Il gives some results obtained with tBéneSyst tool 2y Aid for Documentation and Understandin@ne of our
on published models. The communication channel is the opgirements is to aid in understanding a model, such tieat th
described in Fig. 2 and 4. The channel with big states spagggrams produced can be used as a communication support

is a representation of the communication channel with @stat,, 1on expert audience in formal methods. Hence, we based
space composed of 102 symbolic states. This bench is U$gfl noices on the understanding aid.

to show that the tool is sufficiently strong to compute SOme o jnstance, in the proposed definition of the transitions

diagrams too large to be used by humans as understandifigorisation, we started from the goal that a syntactical
aid. The DEMONEY model is an electronic purse modelyeyyiting on leaves is sufficient to obtain the HSLTS se-

described in section VII. mantics, including cross conditions, without validatingya
[Model [Ev.[St. [Tr. PO [P Dur. | proof obligations. However, this choice has a cost, since it
Chocolate Machine [15]5 |3 10 57 0 18 reduces the possibility for factorisation, especiallyhe tase
Refinement 7 l9 ll16 114 0o 26s of factorisation on ending super-state.
Parking [19] 4 |3 |4 32 0 6s According to this motivation,GénéSyst were used by
Refinement 4 |4 |6 29 0 6s participants of theEDEMOI [3] project in order to illustrate
Communication ChanneB 12 4 20 0 4s documents. This project aimed at modelling and validating
Eﬁzqnn‘“:mﬁg;ﬂon Channeg ‘1102 %g 1 :rﬁ o % 1452$mi1 the regulations relative to civil airport security. Stagifrom
(With large states space official documents, formal models have been developed to
DEMONEY 3 (4 |10 56 0 52s describe all authorised behaviours of each subject (pgesen
Refinement 7 |6 ||46 336 5 79min bagages, aircraft, etc.) and to exhibit if some sequences of

V.. number of events 7 St.: number of states 7 Tr.: transgibuil authorised event can lead to a Security failure.
/ PO: generated proof obligations / LP: number of lacks ofqdrb }
Dur.: generation duration (on a 2.8GHz P-IV with 1GB of RAM). In qrder to. presgnF the resu.lts J.[O the ICAO experts (In
TABLE Il ternational Civil Aviation Organisation), that are not rwal
SOME GénéSyst BENCHS methods experts, a document was built using natural lareguag
descriptions and some diagrams. A part of those diagrams
were produced by th&énéSyst tool, including all these
Finally, GénéSyst is based on several other tools: present in the documentation of the Amdt11 model [6] (de-
scribing the aircraft flows, passengers flows and bagages

« the jBTools [21] parser, developed in the LIFC labora: | > !
tory: flows). In conclusion to this project, the ICAO experts have

. the BoB [20] tool box (notably used foWWP calculus), appreciated and understood the diagrams, and the assbciate

developed in the LIG laboratory; formal model.
« the AtelierB or B4free automatic prover, developed by 6gom the french ACI sécurité.
ClearSy; “French national project of the RNTL network.



CurLifeState = Identified [7[] ExternalAuthentication CurLifeState = Unidentified

[1[] GetData
[1]] StoreData
1[] GetData [111 InitializeUpdate
_ [] StoreData (Selected = TRUE & icati
(Selected = TRUE & ] [[5 InitializeUpdate ChanState = Publi [%H ExternalAuthentication

] Initialize Transaction
[ T[] CompleteTransaction
[1[] VerifyPIN

ChansState = Administration & [ ExternalAuthentication
Logging = FALSE) S Initialize Transaction

CompleteTransaction

[1[] VerifyPIN

[H][H] GetData

StoreData
[1[1 InitializeUpdate
[1[] ExternalAuthentication
[ 1]] InitializeTransaction
[ T[] CompleteTransaction
[11] VerifyPIN

[1[] InitializeUpdate

[1[1 VerifyPIN [11] ExternalAuthéntication

] H] GetData
| [[5| [ ] StoreData

2 InitializeUpdate
[1[] ExternalAuthentication
]] Initialize Transaction

CompleteTransaction

(Selected = TRUE &
ChanState : {Debit, Credit, Creditldent}
Logging = FALSE &
Transaction = None)

(Selected = TRUE &
ChanState /= Public &
Logging = TRUE)

[1[] VerifyPIN
[1[] InitializeTransaction 1[] GetData y
[] StoreData A
[1[] InitializeUpdate
[1[] ExternalAuthentication [11] Select [11] DeSelect
[T1] InitializeTransaction
[ T[] CompleteTransaction

[1[] VerifyPIN CurLifeState = Unselected

[1[] DeSelect [1[] Init
pb— -«
Selected = FALSE <

VII. Y ET ANOTHER CONCRETE EXAMPLE Now, we argue that this short description paired with Fig. 11
In this section, we describe B formal model with only IS sufficient to understand all the concepts and actionscéat

one light representation of its behaviours (Fig. 11). DU done by this applet, while the model needs advanced
to space restrictions, only a part of the properties can Bl in B.

observed on the figure, but the interested reader can find the

original model in file Exemple_Demoney_V7.tar.gt http: VIIl. CONCLUSION

/hwww.lri.fri~stoulsn/. This model is an abstract destdp  The motivation for this work is to represent refined model
of an electronic purse, based on the public specification 9énaviours with the maximum amount of information, in order
the DEMONEY [13] JavaCard electronic purse. First of all, 15 nelp in its understanding. We argued that an HSLTS is
note than no transition of Fig. 11 has any cross conditioggsier to understand if its representation is describeldl th

because of a good states space choice and because the madgh general structure as its abstraction. Moreover, the us

still includes a part of non-determinism. _ of hierarchies allows to exhibit links between variablesnir
According to Fig. 11, the applet can be in three globalystract and refined descriptions.
states:Unselected Selectedor Identified The initial state is | this paper, we formally introduced the notion of

Unselected and &electevent is the only one that can ocCUhgrarchical-SLTS that we defined in terms of its flattened
in that state (hypothesis on thiavaCard virtual machine — g TS and then in terms of eveBt-model behaviours. In
JVM). Once the applet iSelectedno transaction can occur, opposition to some usual definitions of hierarchical tréosi
without the applet beinddentified To do that, there are two systems [14], [22], our proposal is based on the use of aesing|
methods: transition relation. This feature allows transitions beén
« with aPIN code This gives access to a Debit and Crediubstates from any clusters. We propose a method to compute,
actions (Creditldent is a particular case of credit whewgy solving proof obligations, an HSLTS from a refin@l
the money is deduced from a bank account) ; model. By using refinement properties, we limit the number
« with a cryptographic key exchange According to the of proof obligations and thus the number of lack of proof.
terminal used, this method can gives access either toFinally, we conclude this article with a new example which
Debit and Credit actions or to Administration actions. jllustrates that a well chosen HSLTS can be sufficient to
In the second case, the authentication needs a sequencdestribe a formal model to non formal method experts. The
two operationsinitializeUpdateand ExternalAuthentication example is an electronic purse used in GECCOO project
This mechanism is a protection to prevent attacks by rengovias a case study.
or shutting down the card, and ensures the card integrity. Th Thereafter, this approach can be integrated in a multi-view
same mechanism is used to do a transaction with a sequenceéesfelopment method combining a behavioural representatio
two operationgnitialize TransactiorandCompleteTransaction (such as HSLTS) and a data-based representation (such as

(Selected = TRUE &
ChanState : {Debit, Credit, Creditldent} &
Logging = FALSE &

Transaction /= None)

Fig. 11. DEMONEY Electronic Purse Behaviours
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B language). Finally, HSLTS can be extended with moreo] Nicolas Stouls. Compte rendu de stage de maitrise. iGhag,
annotations to describe and understand more precisely the Université Joseph Fourier / Laboratoire LSR, équipe VAS@®, de
system. For instance, it can be interesting to compute,doln e
transition, the sef” of valuations that can be reached in th@i] J-C. Voisinet, B. Tatibouet, and A. Hammad. jBTools: Brperimental
arrival stateg, from a statey;, by the eventw. Intuitively, T
can be defined as:

[ := 2| Def(q2) =

[z:=2|T & )
Jz - (Def(q1) AN D N A A prd,(ev))

la Passerelle, 38402 St Martin d’héres, juillet 2002. Eraaid: Marie-
Laure Potet.

Platform for the Formal B Method. IRPPJ'02 pages 137-140. Trinity
College, Dublin, Ireland, Juin 2002.

[22] Mihalis Yannakakis. Hierarchical State Machines. Hrploring New
Frontiers of Theoretical Informatics, International Cenénce IFIP TCS
volume 1872 ofLNCS pages 315-330. Springer, 2000.

Where[z := 2’| P is the substitution of non-free occurrences
of = variable byz’ andprd,(ev) is the functional description
of eventew (in terms of variabler, such thatx’ is the value
of x after execution otwv).
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Guardg (ev) A (Actiong (ev))Defr(q2)
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That is finally equivalent to :

L A Defa(Sup(q1)) N Dr AN Ar = Aa (2.2)
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8In B, the link invariant L is the conjunction of the invarianf from
abstraction and the invariant from refinement.



