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Introduction

We denote by V m the field GF (2 m ) of all m-dimensional binary vectors. A substitution box (in short, S-box) is a mapping F : V m → V n , which can be viewed as a multioutput Boolean function. The S-boxes of the form F : V m → V m are used by many block ciphers for the confusion part of the round function. For example, some very popular block ciphers like AES, DES, RC6 etc. use S-boxes. Therefore, most of the cryptanalytic techniques on block ciphers are based on the cryptographic strengths of underlying S-box. Differential cryptanalysis is one of the important techniques to verify the strength of Sbox against differential attack [START_REF] Biham | Differential Cryptanalysis of DES-like Cryptosystem[END_REF]. Differential attack can be applied successfully if the number of solutions of F (x + a) + F (x) = b for a = 0, b ∈ V m are non uniform. Hence, to prevent differential attack the output derivative F (x+a)+F (x), a = 0 should be uniformly distributed. The S-box satisfies this property is called Almost Perfect Nonlinear (APN) S-box [START_REF] Nyberg | Provable security against differential cryptanalysis[END_REF].

The randomness criteria demands to use permutation S-boxes in the design of block ciphers. At the same time, the S-boxes on even variable are being preferred in the design of some block ciphers for the reason of easy implementation and hardware friendliness of even variable S-box. Unfortunately, there is no evidence of existence of permutation APN S-box on even number of variables. Further, the power functions are being preferred in design of block ciphers for the reason of fast implementation of S-box. For example, the most popular block cipher AES uses inverse function as underlying S-box. However, the power APN functions on even number of variables are of the form X 3d . The S-boxes on even number of variables of the form X 3d are 3-to-1 functions (i.e, each nonzero element has either 3 or 0 pre-images and zero maps zero). For an instance, the function X 3 is 3-to-1 function and APN when m is even. Therefore, 3-to-1 functions on even number of variables have an important role in the study of APN S-boxes. In Section 3 we have studied on 3-to-1 APN S-box. We have presented a special type of 3-to-1 functions. Then we present some theoretical and experimental results that some of the known APN S-boxes on even number of variables fall in this special category of 3-to-1 functions.

Since the power functions are being used as underlying S-boxes in many popular block ciphers for its efficiency, the identification of APN power functions is an important topic in the study of design of block ciphers. In Section 4 we present a necessary condition for a power function to be APN. Using the necessary condition we can filter out some non-APN X d 's. Towards the end of the section we have presented some experimental results on the number of non-APN power functions can be filtered out. The necessary condition shows that if m is multiple of small primes, one can filter many power non-APN functions. In the following section we present some preliminary stuffs which are required for our results.

Preliminary

In this section we introduce some notations and motivations which are necessary for the main works. In this paper, we always consider the S-boxes are of the form

F : V m → V m .
The derivative of F with respect to a ∈ V m is defined as follows.

Definition 1 Let F : V m → V m be a S-box. The derivative of F with respect to a ∈ V m is the function D a F : V m → V m is defined as D a F (x) = F (x) + F (x + a), ∀x ∈ V m . δ is an integer valued function from V m × V m is defined as δ(a, b) = |{x ∈ V m , D a F (x) = b}| for a, b ∈ V m .
Abusing the notation δ, we define

δ(F ) = max a =0,b∈Vm δ(a, b).
δ(F ) needs to be as low as possible to resist differential attacks on block ciphers [START_REF] Nyberg | Provable security against differential cryptanalysis[END_REF]. Since D a F (x) = D a F (x + a) for a = 0 ∈ V m , we have δ(F ) ≥ 2. The S-boxes for which the equality holds are the best choices against the differential attack.

Definition 2 An S-box F : V m → V m is called Almost Perfect Nonlinear (in short, APN) if δ(F ) = 2.
The following result is easily derived from the above definition.

Lemma 1 F : V m → V m is APN iff there do not exist different x, y, z ∈ V m such that F (x) + F (y) + F (z) + F (x + y + z) = 0.

Now we define a class of functions as following.

Definition 3 Consider m is even. An S-box F : V m → V m is defined as 3-to-1 S-box if F -1 (0) = {0} and |F -1 (a)| = 3 or, 0 for a ∈ V * m = V m \ {0}. Note that, the 3-to-1 S-box is defined for even variable S-boxes. Since 2 m -1 is not divisible by 3 when m is odd, the 3-to-1 S-box is not defined for odd variable S-boxes.

The APN property is being preserved by some transformations like Extended Affine (EA) transformation [START_REF] Nyberg | Differentially uniform mappings for cryptography[END_REF] and CCZ transformation [4]. Two S-boxes F and F are EAequivalent if there exist two affine permutations A 1 , A 2 and an affine function A such that

F = A 1 • F • A 2 + A.
CCZ-equivalence corresponds to the affine equivalence of the graphs of two S-boxes [4]. EA-equivalence is a particular case of CCZ-equivalence. In [START_REF] Budaghyan | Constructing new APN functions from known ones[END_REF] one can find a list of APN functions which are EA-inequivalent and CCZ-inequivalent to power functions. In this paper we will show that some even variable S-boxes of them are 3-to-1 S-box. Hence, it shows that 3-to-1 S-boxes has an important contribution in the class of APN S-boxes.

We denote e ⊆ d for two non-negative integers e and d if e ∧ d = e where ∧ is the bitwise logical AN D operation i.e., e i ≤ d i , 0 ≤ i < n where e i and d i 's are ith bit of the n-bit binary representation of e and d respectively. In this paper we use Lucas' theorem [6, page 79] several times for the proof of some results. From Lucas' theorem, we have d e = 1 mod 2 iff e ⊆ d for two non-negative integers d and e.

3-to-1 APN S-box

In this section, we present a construction of a class of 3-to-1 APN S-box and show some of the known constructions of S-boxes on even variables are of this type. Note that, in this section we always consider m as even positive integer and k = 2 m -1 3 .

Construction 1 Let V m be partitioned into disjoint parts, P 0 = {0}, P 1 , P 2 , . . . , P k , such that each set

P i , 1 ≤ i ≤ k contains 3 different elements a, b, c where a + b = c. Further, let U ⊂ V m such that |U | = k + 1. Then the S-box F : V m → V m is constructed as F (x) = u i
where x ∈ P i and u i is the ith element in U following an ordering.

Notation 1 Referring to the partitions P i in Construction 1, we denote ( 1)

F (P i ) = {F (x) : x ∈ P i } and (2) for x ∈ V m , P (x) = P i where x ∈ P i .
In the following proposition, we present a simple case when the functions in the above construction are APN.

Proposition 1 Referring to the Construction 1, if there is no four elements w, x, y, z ∈ U such that w + x + y + z = 0, then F is APN.

Proof : To prove it, we have to show that for any a, b, c, d If one can choose k + 1 elements from V m of size 2 m = 3k + 1 such that no four elements from them can add to 0, then it is possible to construct an APN function. The question is whether such type of set exists for some even m ? For m = 4 the set U = {0, a 1 , a 2 , a 3 , a 4 , a 1 +a 2 +a 3 +a 4 } where {a 1 , a 2 , a 3 , a 4 } is a basis of vector space V 4 , satisfies the condition. Here we present an example of APN when m = 4.

∈ V m , a + b + c + d = 0 implies F (a) + F (b) + F (c) + F (d) = 0. If a,
Example 1 Let denote the m-dimensional vector (e 0 , . . . , e m-1 ) by an integer m-1 i=0 e i 2 i . The partition of V 4 is as P 0 = {0}, P 1 = {1, 2, 3}, P 2 = {4, 8, 12}, P 3 = {5, 10, 15}, P 4 = {6, 11, 13}, P 5 = {7, 9, 14} and the set U = {0, 1, 2, 4, 8, 15}. Now, define F as F (P 0 ) = 0; F (P 1 ) = 1; F (P 2 ) = 2; F (P 3 ) = 4; F (P 4 ) = 8; F (P 5 ) = 15. Then F is APN.

Unfortunately, the following theorem tells about the non-existence of such set when m ≥ 6.

Theorem 1 For m ≥ 6 (m even), there does not exist a set U ⊂ V m such that w + x + y + z = 0 for all distinct w, x, y, z ∈ U .

Proof : We use induction to prove it. For base case, we will show for m = 6. Now, we will construct a largest set W ⊂ V 6 such that there is no distinct w, x, y, z ∈ W such that w + x + y + z = 0. Since W is largest, it must contain a basis of V 6 . Without loss of generality we consider that W contains the unit basis e 1 = (0, 0, 0, 0, 0, 1), e 2 = (0, 0, 0, 0, 1, 0), . . . , e 6 = (1, 0, 0, 0, 0, 0) and all zero element (otherwise, one can use an affine transformation get the unit basis and 0). Now we will start with W = {0, e 1 , . . . , e 6 } and will try to add more to W . It is easy to check that we can not add any vector of weight 2 and 3. Further, it can be checked that the addition of the vector of weight 6 does not allow to add any vector of weight 4 or 5. Then one can not add two or more vectors of weight 5, because addition of two vectors of weight 5 results a vector of weight 2. Finally, one can not add more than 2 vectors of weight 4, since there always exist 2 vectors out of 3 vectors of weight 4 such that their sum results a vector of weight 2. So, one can add at most three more (two of weight 4 and one of weight 5). The size of W will be at most 10, but we need of weight 2 6 -1 3 = 21. Therefore, the theorem is true for m = 6. Now we suppose it is true for m = t and we will prove for m = t + 2. We prove it by contradiction. Consider such set U of size 2 t+2 -1 3 exist for n = t + 2. Now divide U into 4 parts U 00 , U 01 , U 10 and U 11 such that U ij ⊂ U contains the vectors having (t + 1)th and (t + 2)th co-ordinates are i and j respectively. Hence from pigeonhole principle, there must be a

U ij such that |U ij | ≥ 1 4 × 2 t+2 -1 3 = 2 t -1 4 3 ≥ 2 t -1
3 . Now one can use this U ij (excluding t + 1 and t + 2 th coordinates) for m = t, which contradicts our supposition.

Using Lemma 1 over Construction 1, we have the following result to be APN S-box.

Theorem 2

The constructed S-box F in Construction 1 is APN iff for all x, y ∈ V m such that P (x) = P (y), F (x) + F (y) + F (z) + F (x + y + z) = 0 for all z ∈ V m , z / ∈ P (x) ∪ P (y) ∪ P (x + y).

Proof : For the proof, we use Lemma 1. For this class of S-boxes the search domains of y and z are decreased by putting some extra conditions. Now we will show that the discarded y's and z's will not satisfy the condition F (x) + F (y) + F (z) + F (x + y + z) = 0.

Let y ∈ P (x). Then from the construction of P i 's, we have x + y ∈ P (x). F (x) + F (y) + F (z) + F (x + y + z) = 0 i.e., F (z) + F (x + y + z) = 0 implies x + y + z ∈ P (z) i.e, x + y ∈ P (z). Which implies x, y, z, x + y + z ∈ P (x), a contradiction that x, y, z and x + y + z are all distinct. Hence, F (x) + F (y) + F (z) + F (x + y + z) = 0. The exclusion of z's can be proved in similar way.

Note 1

In Construction 1, each set P i ∪ {0}, 0 < i ≤ k, forms a subspace of dimension 2. If P i would have dimension greater than 2 then for the following reason F can not be APN. Consider P i such that P i ∪{0} is of dimension greater than 2. Then P i will contain a subset {x, y, x + y, z, x + z, y + z, x + y + z}. Here the last 4 elements add to zero. This implies that we can not consider the partitions P i , 0 < i ≤ k, such that P i ∪ {0} is 3 dimensional.

In the remaining part of this section we will present theoretical and experimental results on some known APN S-boxes.

Power APN functions

The power APN functions on even number of variables are of the form F (X) = X 3d where gcd(d, k) = 1 and k

= 2 m -1 3 . Let α be a primitive element of V m . Since m is even, V 2 is a subfield of V m with β = α k is a generator of V * 2 = {1, β, β 2 }. Now consider P i+1 = α i V * 2 = {α i , α i β, α i β 2 } for 0 ≤ i < k and P 0 = {0}. {P i , 0 ≤ i ≤ k} makes a disjoint partition over V m and α i + α i β + α i β 2 = α i (1 + β + β 2 ) = α i .0 = 0 for 0 ≤ i < k. Now for the S-box F (X) = X 3d , F (P i+1 ) = {α 3di , α 3di β 3d , α 3di β 6d } = α 3di for 0 ≤ i < k. Since gcd(d, k) = 1, α 3di = α 3dj for 0 ≤ i < j < k i.e., |F -1 (α 3di )| = 3. Here U = {0} {α 3i , 0 ≤ i ≤ k -1}.
Therefore, the APN power functions i.e., X 3d , gcd(d, k) = 1 satisfies Construction 1. Hence, the power APN functions follow the restriction imposed on a S-box to be APN in Theorem 2. 2. F (X) = X 3 + tr(X 9 )

The function F (X) = X 3 +tr(X 9 ) (where tr(X) = m-1 i=0 X 2 i is the trace function from V m to V 1 ) is APN function and when m ≥ 7 and m > 2p where p is the smallest positive integer such that m = 1, m = 3 and gcd(m, p) = 1, X 3 + tr(X 9 ) is CCZ-inequivalent to all power functions on V m [START_REF] Budaghyan | Constructing new APN functions from known ones[END_REF]. Similar to the power function case (i.e., Item 1), one can easily prove that

F (α i ) = F (α i+k ) = F (α i+2k ) for 0 ≤ i < k = 2 m -1 3
and F (0) = 0 where α is a primitive element in V m . Let x = α i and y = α j where 0 ≤ i < j < k. Now we will show that F (x) = F (y) i.e., x 3 + tr(x 9 ) = y 3 + tr(y 9 ) i.e., tr(x 9 + y 9 ) = x 3 + y 3 . If tr(x 9 + y 9 ) = 0 then we are done because x 3 = y 3 . Now consider tr(x 9 + y 9 ) = 1. If x 3 + y 3 = 1 i.e., y 3 = 1 + x 3 then tr(x 9 + y 9 ) = tr(

x 9 + (1 + x 3 ) 3 ) = tr(1 + x 3 + x 6 ) = m-1 i=0 (1 + x 3 + x 6 ) 2 i = m-1 i=0 (1 + x 3.2 i + x 6.2 i ) = m-1 i=0 (1 + x 3.2 i + x 3.2 i+1 ) = x 3 + x 3.2 m = x 3 + x 3 = 0 which is a contradiction. Therefore F (x) = F (y) implies X 3 + tr(X 9 ) satisfies Consruction 1.
3. F (X) = X 2 i +1 + (X 2 i + X + tr(1) + 1)tr(X 2 i +1 + Xtr( 1))

The function F (X) = X 2 i +1 + (X 2 i + X + tr(1) + 1)tr(X 2 i +1 + Xtr(1)) is APN if m ≥ 4 and gcd(i, m) = 1. F (X) is EA-inequivalent to all power functions. Since tr(1) = 0 for even m, we have F

(X) = X 2 i +1 +(X 2 i +X+1)tr(X 2 i +1 ) = X 2 i +1 +((1+X) 2 i +1 +X 2 i +1 )tr(X 2 i +1 ).
That is, F (X) = X 2 i +1 when tr(X 2 i +1 ) = 0 and F (X) = (1 + X) 2 i +1 when tr(X 2 i +1 ) = 1. Since m is even and gcd(i, m) = 1, i is odd. Hence, 2 i + 1 is multiple of 3. Similar to the power function case (i.e., Item 1), it is easy to prove that prove that

F (α i ) = F (α i+k ) = F (α i+2k ) for 0 ≤ i < k = 2 m -1 3
and F (0) = 0 where α is a primitive element in V m . Here, α i + α i β + α i β 2 = 0, which satisfy the constraint on P i in Construction 1. But, experimentally we find that there are 0 ≤ i < j < k such that F (α i ) = F (α j ) which denies to be 3-to-1.

Those above studies make the 3-to-1 power functions and the functions of type Construction 1 interesting. The study on finding the exact relation of the ordered set U and the partitions P i which makes F APN will be even more intersting.

Power function

In this section we present a necessary condition for a power function, F : X → X d , X ∈ V m , to be APN. Unlike the previous section, in this section we study for general m unless it is specified as even or odd. There is not complete characterization of all APN power functions but some results on the characterization of APN power functions are available in literature. If a power function F is APN then gcd(d, 2 m -1) = 1 for odd m and gcd(d, 2 m -1) = 3 for even m. For another instance, if there is h which divides m and d = l(2 h -1) + 2 r for some l and r then F is not APN [START_REF] Charpin | On binary cyclic codes with minimum distance d = 3[END_REF]4]. Therefore, to be an APN S-box, a power function must not have the above property. For more detail one can refer [START_REF] Berger | Almost Perfect Nonlinear functions Research report[END_REF]. In this section we have presented another necessary condition for F to be an APN functions. If F is a power function then the Lemma 1 can be simplified as in the following lemma.

Lemma 2 A power S-box F : V m → V m is APN iff there do not exist different x = 1 and y = 1 in V m such that 1 + S(x) + S(y) + S(1 + x + y) = 0. The proof is simple, since for different x = 0, y, z ∈ V m , x d + y d + z d + (x + y + z) d = 1 + ( y x ) d + ( z x ) d + (1 + y x + z x ) d
. Now Lemma 2 can be written in terms of primitive elements as following.

Proposition 2 A power S-box F : V m → V m is APN iff there do not exist 1. 0 < i < 2 m -1 such that 1+F (α i )+F (1+α i ) = 0 (the case when one of x, y, 1+x+y
is zero), and

2. 0 < i < j < 2 m -1 such that 1 + F (α i ) + F (α j ) + F (1 + α i + α j ) = 0 (the case when none of x, y, 1 + x + y is zero),
where α is a primitive element in V m .

Therefore, the APN property of a power function (say, X d ) can be checked by solving Conditions 1 and 2 in the Proposition 2 for given m. It will be simpler if Condition 2 can be reduced to Condition 1. Now the question: does Condition 1 imply Condition 2 for some d and m. In the following theorem we find an instance where it is possible.

Lemma 3 Suppose wt(d) = 2. Then a d + b d + c d + (a + b + c) d = (a + b) d + (a + c) d + (b + c) d for a, b, c ∈ V m and any m > 0. Proof : let d = 2 p + 2 q . Then a d + b d + c d + (a + b + c) d = a d + b d + c d + d i=0 d i a i (b + c) d-i . According to Lucas' theorem, we have d i = 1 mod 2 iff i = 0, 2 p , 2 q or d. Hence, a d + b d + c d + (a + b + c) d = a d + b d + c d + (a d + a 2 p (b + c) 2 q + a 2 q (b + c) 2 p + (b + c) d ) = a d + b d + c d + a d + a 2 p (b 2 q + c 2 q ) + a 2 q (b 2 p + c 2 p ) + (b + c) d ) = a d + a 2 p b 2 q + a 2 q b 2 p + b d + a d + a 2 p c 2 q + a 2 q c 2 p + c d + (b + c) d ) = (a + b) d + (a + c) d + (b + c) d . Theorem 3 A quadratic S-box F : V m → V m such that F (X) = X d , where wt(d) = 2, is APN iff there does not exit 0 < i < 2 m -1 such that 1 + α id + (1 + α i ) d = 0 where α is a primitive element in F 2 m .
Proof : Here we reduce the item 2 to item 1 in Definition 2. For 0 < i < j < 2 m -1, 1 + α id + α jd + (1 + α i + α j ) d = 0 i.e., [START_REF] Berger | Almost Perfect Nonlinear functions Research report[END_REF] 

+ α i ) d + (1 + α j ) d + (α i + α j ) d = 0 (according to Lemma 3) i.e., 1 + [(1 + α i ) -1 (1 + α j )] d + (1 + (1 + α i ) -1 (1 + α j )) d = 0 i.e., 1 + α ld + (1 + α l ) d = 0 for some 0 < l < 2 m -1.
Hence a quadratic function F (X) = X d is APN iff the equation 1+x d +(1+x) d = 0 has no solution in V m \ {0, 1}. Using Lucas' theorem we have 1 + x d + (1 + x) d = x 2 p + x 2 q = 0, iff gcd(2 p -2 q , 2 m -1) = 1 where d = 2 p + 2 q . Hence X d is APN iff gcd(2 p -2 q , 2 m -1) = 1 i.e., gcd(p -q, m) = 1. Certainly, this is not a new result. It has been done by Nyberg in [START_REF] Nyberg | Differentially uniform mappings for cryptography[END_REF]. But the motivation is to find any other situations where Condition 2 can be reduced to Condition 1 which could be solved easily (because Condition 1 is dependent on one variable).

Since the Condition 1 is easier to solve, in the next part we study the S-box X d using Condition 1 to find some situations when they are not APN. Since X d is APN iff X 2d is APN, we consider d is an odd positive number. We can write every odd positive integer d of the form (2 a 0 -1) + 2 a 0 +b 0 (2 a 1 -1) + . . . + 2

q-2 i=0 (a i +b i ) (2 a q-1 -1) + 2 q-1 i=0 (a i +b i ) (2 aq -1)
where a i , 0 ≤ i ≤ q and b i , 0 ≤ i < q are the number of ith contiguous 1's and 0's in the binary representation of d. For example, (77

) 10 = (1001101) 2 where a 0 = 1, b 0 = 1, a 1 = 2, b 1 = 2, a 2 = 1 and q = 2.
Theorem 4 Let d be of the form (2 a 0 -1) + 2 a 0 +b 0 (2 a 1 -1) + . . . + 2 q-2 i=0 (a i +b i ) (2 a q-1 -1) + 2 q-1 i=0 (a i +b i ) (2 aq -1). Let denote l 0 = d, l 1 = 2 a 0 +b 0 (2 a 1 -1) + 2 a 0 +b 0 +a 1 +b 1 (2 a 2 -1) + . . . + 2 q-1 i=0 (a i +b i ) (2 aq -1), l j = 2 a j-1 +b j-1 (2 a j -1) + 2 a j-1 +b j-1 +a j +b j (2 a j+1 -1) + . . . + 2 q-1 i=j-1 (a i +b i ) (2 aq -1) (that is, l j = l j-1 >> (a j-2 + b j-2 ) -(2 a j-1 -1), where (t >> n) is bit wise right shift of integer t by n places) for 1 < j ≤ q. If • gcd(l i+1 -1, 2 m -1) = 1 or, gcd(a i , m) = 1 for 0 ≤ i < q.

• and gcd(a q -1, m) = 1.

then F (X) = X d is not APN. Proof : Let denote s j = j i=0 (a i + b i ), 0 ≤ j < q. Similar to l j , let denote k j , 0 ≤ j < q, as k 0 = 2 a 0 -1 and k j = k j-1 + 2 s j-1 (2 a j -1). Now we open (1 + x) d using Lucas' theorem. (1 + x) d = i:i⊆d x i = i:i⊆k 0 x i + i:i⊆k 0 x i 0 =i⊆2 a 1 -1 x i2 s 0 + • • • + i:i⊆k q-1 x i 0 =i⊆2 aq -1 x i2 s q-1 = 2 a 0 -1 i=0 x i + i:i⊆k 0 x i 2 a 1 -1 i=1 x i2 s 0 + • • • + i:i⊆k q-1 =i x i 2 aq -1 i=1 x i2 s q-1 = 1 + 2 a 0 -1 i=1 x i + (1 + x) k 0 2 a 1 -1 i=1 (x 2 s 0 ) i + • • • + (1 + x) k q-1 2 aq -1 i=1 (x 2 s q-1 ) i (gcd(l 1 -1, 2 m -1) = 1 or, gcd(2 a 0 -1, 2 m -1) = 1) and (gcd(l 2 -1, 2 m -1) = 1 or, gcd(2 a 1 -1, 2 m -1) = 1) and • • • and (gcd(l q -1, 2 m -1) = 1 or, gcd(2 a q-1 -1, 2 m -1) = 1) and gcd(2 aq -2, 2 m -1) = 1. That is, x d is not APN if (gcd(l 1 -1, 2 m -1) = 1 or, gcd(a 0 , m) = 1
) and (gcd(l 2 -1, 2 m -1) = 1 or, gcd(a 1 , m) = 1) and • • • and (gcd(l q -1, 2 m -1) = 1 or, gcd(a q-1 , m) = 1) and gcd(a q -1, m) = 1. Following Theorem 4, we can specify some m such that X d is not APN for a given d > 0. At first we present a simple case when d is of the form 2 p -1. X 2 p -1 is not APN if gcd(p -1, m) = 1. We present some initial examples in Table 1. Further, in Table 2 we present some initial examples for general case i.e., for all odd d (because the APN property is being preserved for 2 l d, l ≥ 0) which are not of the form 2 p -1. In Table 3, we present Table 3: some odd d :

X d is not APN in V m
In block cipher design point of view, this necessary condition may not be very important, because a designer needs APN S-boxes and there are few APN S-boxes. But, using the necessary condition in Theorem 4 we can filter some X d 's which are not APN. There are some X d 's can not be filtered using the necessary condition but X e , e = 2 l d mod (2 m -1) for some l may satisfy the conditions and can be shown as non-APN. In this case, X d can too be filtered out. For example, X 13 can not be shown as non-APN directly in V 4 but X 7 can be used to show X 13 as non-APN because 13 = (2 2 * 7) mod 15 and X 7 satisfies the necessary condition. Hence, using this technique we can filter out more non-APN S-boxes and present some experimental results on the number of filtered out S-boxes in Table 4. However,we have some interesting facts that we can filter out some power S-boxes X d , gcd(d, 2 m -1) = 3 when m is even and gcd(d, 2 m -1) = 1 when m is odd. In Table 4, we present some experimental results on the number of filtered power non-APN functions comparing with total number of power functions and on the number of filtered power functions from total number power functions satisfying gcd(d, 2 m -1) = 3 when m is even

  b, c, d are from four distinct partitions then from the supposition F (a) + F (b) + F (c) + F (d) = 0. If at least two elements, say a and b, are from one partition, then F (a) + F (b) + F (c) + F (d) = F (c) + f (d). To be F (c) + F (d) = 0, c and d has to be in one partition. c and d can not be in same partition where a and b belong because each partition contains 3 elements or 1 element. If c and d are in another partition then a + b + c + d = (a + b) + (c + d) can not be 0 because (a + b) ∈ P (a) and (c + d) ∈ P (c) are two different elements.

Table 2 :

 2 F (X) = X d , d = 2 p -1 and odd.

Table 1 :

 1 F (X) = X d , d = 2 p -1, p ≥ 0 | m 11 x 11 can not be APN if 2 | m or 3 | m 13 no information for x 13 17 x 17 can not be APN if gcd(15, 2 m -1) = 1 i.e., m is even 19 x 19 can not be APN if 2 | m 21 x 21 can not be APN if 19 | (2 m -1) and 2 | m 23 x 23 can not be APN if 2 | m or 3 | m 25 no information for x 25 27 no information for x 27 29 x 29 can not be APN if 27 | (2 m -1) and 2 | m

	p	d	Result: m such that x d is not APN
	1	1	x can not be APN for any m
	2	3	no information for x 3
	3	7	x 7 can not be APN if m is even
	4	15	x 15 can not be APN if 3 | m
	5	31	x 31 can not be APN if m is even
	6	63	x 63 can not be APN if 5 | m
	7	127	x 127 can not be APN if 2 | m or 3 | m
	8	255	x 255 can not be APN if 7 | m
	9	511	x 511 can not be APN if m is even
	10 1023 x 1023 can not be APN if 3 | m

d

Result: m such that x d is not APN 5

x 5 can not be APN if 3 | (2 m -1) i.e., m is even 9

x 9 can not be APN if 7 | (2 m -1) i.e., 3
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2 a q-1 -1 i=1 (x 2 s q-2 ) i +(1 + x) k q-1 2 aq -2 i=1 (x 2 s q-1 ) i + (1 + x) k q-1 (x 2 s q-1 ) 2 aq -1

Now, opening (1 + x) k q-1 in the last term of Equation 1 to separate out x d we have

x i2 s q-2 +

x 2 s q-1 (2 aq -1)+2 s q-2 (2 a q-1 -1) (1 + x) kq-3

Now from Equations 1 and 2 we have

If each term in Equation 3 is 0 then 1 +

Hence, x d is not APN if some odd d such that X 2 l d , l > 0 are not APN for a given m. There are some d, for which Theorem 4 can not say anything. Now we discuss some of such cases in the following notes.

Note 2 1. If a q = 2 then gcd(a q -1, m) = 1 for each m. Hence, we do not earn any information. For example, we can not say anything about X 3 , X 13 , X 25 , X 27 etc.

2. If a q > 1 and m is prime then gcd(a q -1, m) = 1. Hence, no information in this case. For example, we can not say anything about X 11 in V 7 , V 11 etc.

3. If m is Mersenne prime (i.e., 2 m -1 is also prime) then all gcd functions in the conditions return 1 except when d = 1. Thus, we can say only for linear functions (i.e., X 2 i ).

4. If m is a multiple of small primes then we can filter out many X d 's as non-APN because the chance of co-primeness with m and 2 m -1 decreases.