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Introduction

Traditional storage solutions rely on robust dedicated servers and magnetic tapes on which data are stored. These equipments are reliable, but expensive and do not scale well. The growth of storage volume, bandwidth, and computational resources has fundamentally changed the way applications are constructed, and has inspired a new class of storage systems that use distributed peer-to-peer (P2P) infrastructures. Some of the recent efforts for building highly available storage system based on the P2P paradigm are Intermemory [START_REF] Goldberg | Towards an archival Intermemory[END_REF], Freenet [START_REF] Clarke | Freenet: A distributed anonymous information storage and retrieval system[END_REF], OceanStore [START_REF]The OceanStore project: Providing global-scale persistent data[END_REF], CFS [START_REF] Dabek | Wide-area cooperative storage with CFS[END_REF], PAST [START_REF] Rowstron | Storage management and caching in PAST, a large-scale, persistent peer-to-peer storage utility[END_REF], Farsite [START_REF]Farsite: Federated, available, and reliable storage for an incompletely trusted environment[END_REF] and Total Recall [START_REF] Bhagwan | Total Recall: System support for automated availability management[END_REF]. Although scalable and economically attractive compared to traditional systems, these storage systems pose many problems of reliability, confidentiality, availability, routing, etc.

In a P2P network, peers are free to leave and join the system at any time. As a result of the intermittent availability of the peers, ensuring high availability of the stored data is an interesting and challenging problem. To ensure data reliability, redundant data is inserted in the system. Redundancy can be achieved either by replication or by using erasure codes. For the same amount of redundancy, erasure codes provide higher availability of data than replication [START_REF] Weatherspoon | Erasure coding vs. replication: A quantitative comparison[END_REF].

However, using redundancy mechanisms without repairing lost data is not efficient, as the level of redundancy decreases when peers leave the system. Consequently, P2P storage systems need to compensate the loss of data by continuously storing additional redundant data onto new hosts. Systems may rely on a central authority that reconstructs fragments when necessary; these systems will be referred to as centralized-recovery systems. Alternatively, secure agents running on new hosts can reconstruct by themselves the data to be stored on the hosts disks. Such systems will be referred to as distributed-recovery systems. A centralized server can recover at once multiple losses of the same document in the centralized-recovery scheme. This is not possible in the distributed case where each new host -thanks to its secure agent -recovers only one loss per document. Also, the distributed-recovery mechanism generates more management traffic than the centralized-recovery mechanism. However, the centralized solution can become computationally very heavy and poses the problem of a single-point of failure.

Regardless of the recovery mechanism used, two repair policies can be adopted. In the eager policy, when the system detects that one host has left the network, it immediately initiates the reconstruction of the lost data that once recovered will be stored on new peers. Using this policy, data only becomes unavailable when hosts fail more quickly than failures can be detected and repaired. This policy is simple but makes no distinction between permanent departures that need to be recovered, and transient disconnections that do not.

Having in mind that connections may experience temporary failures, one may want a system that defers the repair beyond the detection of first data loss. This alternative policy inherently uses less bandwidth than the eager policy. However, it is obvious that an additional redundancy is necessary to mask and to tolerate host departures for the extended period. This approach is called lazy repair because the explicit goal is to delay repair work for as long as possible.

In this paper, we aim at developing mathematical models to characterize fundamental performance metrics (lifetime and availability -see next paragraph) of P2P storage systems. We are interested in evaluating the centralized-and distributed-recovery mechanisms discussed earlier, when either eager or lazy repair policy is enforced. We will focus our study on the quality of service delivered to each block of data. We aim at addressing fundamental design issues such as: how to tune the system parameters so as to maximize data lifetime while keeping a low storage overhead and achievable bandwidth use?

The lifetime of data in the P2P system is a random variable; we will investigate its distribution function. Data availability metrics refer to the amount of redundant fragments. We will consider two such metrics: the expected number of available redundant fragments, and the fraction of time during which the number of available redundant fragment exceeds a given threshold. For each data recovery implementation (centralized/distributed) we will derive these metrics in closed-form through a Markovian analysis.
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In the following, Sect. 2 briefly reviews related work and Sect. 3 introduces the notation and assumptions used throughout the paper. Sections 4 and 5 are dedicated to the modeling of the centralized-and distributed-recovery mechanism, considering two different distributions for peer availability. In Sect. 6, we provide numerical results showing the performance of the centralized and decentralized schemes, under eitehr the eager or the lazy policy. We further discuss some important issues in different contexts using the parameters of four real distributed environments. Section 7 concludes the paper.

Related work and background

The literature on the architecture and file system of distributed storage systems is abundant (see [START_REF] Goldberg | Towards an archival Intermemory[END_REF][START_REF]The OceanStore project: Providing global-scale persistent data[END_REF][START_REF] Dabek | Wide-area cooperative storage with CFS[END_REF][START_REF] Rowstron | Storage management and caching in PAST, a large-scale, persistent peer-to-peer storage utility[END_REF][START_REF]Farsite: Federated, available, and reliable storage for an incompletely trusted environment[END_REF][START_REF] Bhagwan | Total Recall: System support for automated availability management[END_REF]; non-exhaustive list) but only a few studies have developed analytical models of distributed storage systems to understand the trade-offs between the availability and lifetime of the files and the redundancy involved in storing the data.

In [START_REF] Weatherspoon | Erasure coding vs. replication: A quantitative comparison[END_REF], Weatherspoon and Kubiatowicz characterize the availability and durability gains provided by an erasure-resilient system. They quantitatively compare replication-based and erasurecoded systems. They show that erasure codes use an order of magnitude less bandwidth and storage than replication for systems with similar durability. Utard and Vernois perform another comparison between the full replication mechanism and erasure codes through a simple stochastic model for node behavior [START_REF] Utard | Data durability in peer to peer storage systems[END_REF]. They observe that simple replication schemes may be more efficient than erasure codes in presence of very low peers availability. A thorough analysis of erasure codes under different scenarios is performed in [START_REF] Lin | Erasure code replication revisited[END_REF], where Lin, Chiu and Lee consider two key parameters: the peer availability level and the storage overhead.

In [START_REF] Blake | High availability, scalable storage, dynamic peer networks: Pick two[END_REF], Blake and Rodrigues argue that the cost of dynamic membership makes the cooperative storage infeasible in transiently available peer-to-peer environments. In other words, when redundancy, data scale, and dynamics are all high, the needed cross-system bandwidth is unreasonable when clients desire to download files during a reasonable time.

Characterizing machine availability both in local and wide area environments has been the focus of [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF]. In this technical report, Nurmi, Brevik and Wolski analyze three sets of data each measuring machine availability in a different setting, and perform goodness-of-fit tests on each data set to assess which out of four distributions best fits the data. They have found that a hyper-exponential model fits more accurately the machine availability durations than the exponential, Pareto, or Weibull distribution. More recently, Ramabhadran and Pasquale analyzed the All-pairs-ping data set [START_REF] Stribling | PlanetLab -All Pairs Pings[END_REF] that reports measures of both uptime and downtime for Planetlab [START_REF]PlanetLab, an open platform for developing, deploying, and accessing planetary-scale services[END_REF] nodes. By plotting the cumulative distribution function of each duration (uptime/downtime), they conjecture in [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF] that an exponential distribution is a reasonable fit for both uptime and downtime. This conjecture comes to support one of the key assumptions of the model presented in that paper, namely that "node participation can be modeled by an exponential distribution".

In fact, the main purpose of [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF] is the analysis of a storage system using full replication for data reliability, so in this aspect, [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF] is the closest work to ours even though their model and analysis do not apply for erasure-coded systems (we will see later that our models apply to either replicated or erasure-coded systems). The authors of [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF] develop a Markov chain analysis, then derive an expression for the lifetime of the replicated state and study the impact of bandwidth and storage limits on the system. However -and this is another major difference with the work presented here, transient disconnections are not considered in their model.

System description and notation

In the following, we will distinguish the peers, which are computers where data is stored and which form a storage system, from the users whose objective is to retrieve the data stored in the storage system.

We consider a distributed storage system in which peers randomly join and leave the system. Upon a peer disconnection, all data stored on this peer is no longer available to the users of the storage system and is considered to be lost. In order to improve data availability and increase the reliability of the storage system, it is therefore crucial to add redundancy to the system.

In this paper, we consider a single block of data D, divided into s equally sized fragments to which, using erasure codes (e.g. [START_REF] Reed | Polynomial codes over certain finite fields[END_REF]), r redundant fragments are added. These s + r fragments are stored over s + r different peers. Data D is said to be available if any s fragments out of the s + r fragments are available and lost otherwise. We assume that at least s fragments are available at time t = 0. Note that this notation can also serve to model systems using replication instead of erasure codes, in which case s = 1 and the r redundant fragments will simply be replicas of the unique fragment of the block. This notation -and hence our modeling -is general enough to study both replication-based and erasure codes-based storage systems.

Over time, a peer can be either connected to or disconnected from the storage system. At reconnection, a peer may still or may not store one fragment. We denote by p the probability that a peer that reconnects still stores one fragment and that this fragment is different from all other fragments available in the system.

We refer to as on-time (resp. off-time) a time-interval during which a peer is always connected (resp. disconnected). We assume that the successive durations of on-times (resp. off-times) of a peer form a sequence of independent and identically distributed (iid) random variables (rvs). We further assume that peers behave independently of each other, which implies that on-time and offtime sequences associated with any set of peers are statistically independent.

The off-times are assumed to be exponentially distributed with parameter λ > 0, in agreement with the analysis of [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF]. As for the on-times, we first assume them to be exponentially distributed with parameter µ > 0 (see previous work [START_REF] Alouf | Performance analysis of peer-to-peer storage systems[END_REF]). The resulting model will be denoted "the basic model". However, in light of the analyses reported in [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF][START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF], we realized that different distributed environments may exhibit different on-times distributions. Therefore, we propose and analyze a more elaborate model, called "the improved model", in which the distribution of on-times durations is hyper-exponential with n phases; the parameters of phase i are {p i , µ i }. The basic model is in fact a special case of the improved model when n = 1.

Data stored on a connected peer is available at once and can be used to retrieve or reconstruct a block of data. Typically, the number of connected peers at any time in a storage system is much larger than the number of fragments associated with a given data D. Therefore, we assume that there INRIA are always at least r connected peers -hereafter referred to as new peers -which are ready to receive and to store fragments of D. A peer may store at most one fragment of D.

As discussed in Sect. 1 we will investigate the performance of two different repair policies: the eager and the lazy repair policies. In the eager policy a fragment of D is reconstructed as soon as one fragment has become unavailable due to a peer disconnection. In the lazy policy, the repair is delayed until the number of unavailable fragments reaches a given threshold, denoted k. In the latter case we must have that k ≤ r since D is lost if more than r fragments are not available in the storage system at a given time. Both repair policies can be represented by the threshold parameter k ∈ {1, 2, . . . , r}, where k can take any value in the set {2, . . . , r} in the lazy policy and k = 1 in the eager policy.

Let us now describe the fragment recovery mechanism. As mentioned in Sect. 1, we will consider two implementations of the eager and lazy recovery mechanisms, a centralized and a distributed implementation. Assume that k ≤ r fragments are no longer available due to peer disconnections so that lost data have to be restored.

In the centralized implementation, a central authority will: (i) download s fragments from the peers which are connected, (ii) reconstruct at once the k unavailable fragments, and (iii) transmit each of them to a new peer for storage. We will assume that the total time required to perform these tasks is exponentially distributed with rate β c (k) > 0 and that successive recoveries are statistically independent.

In the distributed implementation, a secure agent on one new peer is notified of the identity of one out of the k unavailable fragments for it to reconstruct it. Upon notification, the secure agent downloads s fragments of D from the peers which are connected, reconstructs the specified fragment and stores it on the peer's disk; the secure agent then discards the s downloaded fragments so as to meet the security constraint that only one fragment of a block of data is held by a peer. This operation iterates until less than k fragments are sensed unavailable.

We will assume that the total time required by a secure agent to perform the download, reconstruct and store a new fragment follows an exponential distribution with rate β d > 0; we assume that each recovery is independent of prior recoveries and that concurrent recoveries are also mutually independent rvs.

The exponential distribution for the recovery process has mainly been assumed for the sake of mathematical tractability. We however believe that this is a reasonable assumption due to the unpredictable nature of the peer/user dynamics, and to the variability of network delays and the bandwidth available at peers. Table 1 recapitulates the parameters introduced in this section. We will refer to s, r and k as the protocol parameters, p, λ, µ and {p i , µ i } i=1,...,n as the peers parameters, and β c (k) and β d as the network parameters.

We conclude this section by a word on the notation: a subscript "c" (resp. "d") will indicate that we are considering the centralized (resp. distributed) scheme; in the basic (resp. improved) model, we will add to the rvs a superscript "e" (resp. "h") referring to the assumption on the distribution of peers on-times: exponential in the basic model and hyper-exponential in the improved model. The notation e (i) j refers to a row vector of dimension j whose entries are null except the i-th entry that is RR n°6392 Recovery rate in distributed implementation equal to 1; the notation 1 j refers to a column vector of dimension j whose each entry is equal to 1. Last, 1l{A} is the characteristic function of event A.

Centralized repair systems

In this section, we address the performance of P2P storage systems using the centralized-recovery mechanism, as described in Sect. 3. We will focus on a single block of data D, and pay attention solely to peers storing fragments of this block.

Recall that we consider two different assumptions on the distribution of peers on-times. The exponential distribution with parameter µ is used in the basic model whose analysis has first appeared in [START_REF] Alouf | Performance analysis of peer-to-peer storage systems[END_REF]. This model is reviewed in Sect. 4.1 for completeness. The hyper-exponential distribution with n phases is considered in the improved model whose analysis is presented in Sect. 4.2.

The basic model

Let X e c (t) be a {a, 0, 1, . . . , r}-valued rv, where X e c (t) = i ∈ T e := {0, 1, . . . , r} indicates that s + i fragments of D are available at time t, and X e c (t) = a indicates that less than s fragments of D are available at time t. We assume that X e c (0) ∈ T e so as to reflect the assumption that at least s fragments are available at t = 0.

If at a given time t a peer disconnects from the storage system while X e c (t) = 0, then there will be strictly less than s fragments of D in the system. Recovering then lost fragments is impossible unless one of the peers having a fragment of D reconnects to the system and still has its data. Recall that this happens with a probability p; in other words, recovering D becomes a probabilistic event. The block of data D is available with probability 1 as long as there are at least s fragments of D (implying X e c (t) ≥ 0 but the other way round is not true). Otherwise, we consider the block D to be lost.

Thanks to the assumptions made in Sect. 3, it is easily seen that X e c := {X e c (t), t ≥ 0} is an absorbing homogeneous Continuous-Time Markov Chain (CTMC) with transient states 0, 1, . . . , r and with a single absorbing state a representing the situation when D is lost. Non-zero transition rates of {X e c (t), t ≥ 0} are shown in Fig. 1.
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Data lifetime

This section is devoted to the analysis of the data lifetime. Let T e c (i) := inf{t ≥ 0 : X e c (t) = a} be the time until absorption in state a starting from X e c (0) = i, or equivalently the time at which the block of data D is lost given that the initial amount of redundant fragments of D is i. In the following, T e c (i) will be referred to as the conditional block lifetime. We are interested in P (T e c (i) ≤ x) and E[T e c (i)], respectively the probability distribution and expectation of the block lifetime given that X e c (0) = i for i ∈ T e . Let Q e c = [q e c (i, j)] i,j∈T e be a matrix, where for any i = j, the element q e c (i, j) gives the transition rate of the Markov chain X e c from transient state i to transient state j, and -q e c (i, i) for any i ∈ T e is the total transition rate out of state i. Non-zero entries of Q e c are

q e c (i, i -1) = a i , i = 1, 2, . . . , r, q e c (i, i + 1) = b i + 1l{i = r -1}c r-1 , i = 0, 1, . . . , r -1, q e c (i, r) = c i , i = 0, 1, . . . , min{r -k, r -2}, q e c (i, i) = -(a i + b i + c i ), i = 0, 1, . . . , r, (1) 
where

a i := (s + i)µ, b i := (r -i)pλ and c i := β c (r -i)1l{i ≤ r -k} for i ∈ T e .
Note that Q e c is not an infinitesimal generator since entries in its first row (i = 0) do not sum up to 0.

From the theory of absorbing Markov chains, we know that (e.g. [3, Lemma 2.2])

P (T e c (i) ≤ x) = 1 -e (i+1) r+1 • exp (xQ e c ) • 1 r+1 , x > 0, i ∈ T e . (2) 
Recall from Sect. 3 that e

(i+1)
r+1 and 1 r+1 are vectors of dimension r + 1; all entries of e

(i+1)
r+1 are null except the (i + 1)-th entry (entry i) that is equal to 1, and all entries of 1 r+1 are equal to 1. The term e (i+1)

r+1 • exp (xQ e c ) • 1 r+1 is nothing but the summation of all r + 1 elements in row i of matrix exp (xQ e c
). We also know that the expectation of the time until absorption can be written as [3, p. 46],

E [T e c (i)] = -e (i+1) r+1 • (Q e c ) -1 • 1 r+1 , i ∈ T e , (3) 
RR n°6392

where the existence of (Q e c ) -1 is a consequence of the fact that all states in T e are transient [3, p. 45]. Consider now

T e c (i, j) := T e c (i) 0 1l{X e c (t) = j}dt
that is the total time spent by the CTMC in transient state j given that X e c (0

) = i. It can also be shown that [1] E [T e c (i, j)] = -e (i+1) r+1 • (Q e c ) -1 • t e (j+1) r+1 , i, j ∈ T e , (4) 
where t e

(j+1)
r+1 is a column vector, transpose of e (j+1)

r+1 . In other words, E[T e c (i, j)] is the (i, j)-th element of matrix -(Q e c ) -1 .
Even when 

β c (0) = • • • = β c (r), an explicit calculation of either P (T e c (i) < x), E[T e c (i)] or E[T e c (i, j)] is intractable,
β c (0) = • • • = β c (r).

Data availability

In this section we introduce different metrics to quantify the availability of the block of data. The fraction of time spent by the absorbing Markov chain {X e c (t), t ≥ 0} in state j starting at time t = 0 from state i is

E 1 T e c (i) T e c (i) 0 1l{X e c (t) = j}dt .
However, since it is difficult to find a closed-form expression for this quantity, we will instead approximate it by the ratio

E[T e c (i, j)] E[T e c (i)]
.

Note that we have validated this approximation by simulation, as shown in Fig. 8, Sect. 6.4. With this in mind, we introduce the first availability metric

M e c,1 (i) := r j=0 j E[T e c (i, j)] E[T e c (i)] , i ∈ T e , (5) 
that we can interpret as the expected number of available redundant fragments during the block lifetime, given that X e c (0

) = i ∈ T e . A second metric is M e c,2 (i) := r j=m E[T e c (i, j)] E[T e c (i)] , i ∈ T e , (6) 
INRIA that we can interpret as the fraction of time when there are at least m redundant fragments during the block lifetime, given that X e c (0) = i ∈ T e . Both quantities M e c,1 (i) and M e c,2 (i) can be (numerically) computed from ( 3) and ( 4). Numerical results for M e c,2 (r) are reported in Sect. 6.4 for m = r -k in [START_REF] Reed | Polynomial codes over certain finite fields[END_REF]. Since it is difficult to come up with an explicit expression for either metric M e c,1 (i) or M e c,2 (i), we make the assumption that parameters k and r have been selected so that the time before absorption is arbitrarily "large". This can be formalized, for instance, by requesting that P (T e c (r) > q) > 1 -ǫ, where parameters q and ǫ are set according to the particular storage application(s). Instances are given in Sect. 6.3.

In this setting, one may represent the state of the storage system by a new Markov chain Xe c := { Xe c (t), t ≥ 0}, which is irreducible and aperiodic -and therefore ergodic -on the state-space T e . Let Qe c = [q e c (i, j)] i,j∈T e be its infinitesimal generator. Matrices Qe c and Q e c -whose non-zero entries are given in (1) -are identical except for qe c (0, 0) = -(u 0 + d 0 ). Until the end of this section we assume that

β c (i) = β c for i ∈ T e .
Let π e c (i) be the stationary probability that Xe c is in state i. Our objective is to compute 

E[ Xe c ] =
(µ + pλ z) df e c (z) dz = rpλf e c (z) -sµ f e c (z) -π e c (0) z + β c f e c (z) -z r 1 -z -β c r i=r-k+1 z i -z r 1 -z π e c (i).
Letting z = 1 and using the identities f e c (1) = 1 and df e c (z)/dz| z=1 = E[ Xe c ], we find

E[ Xe c ] = r(pλ + β c ) -sµ(1 -π e c (0)) -β c k-1 i=0 iπ e c (r -i) µ + pλ + β c . (7) 
Unfortunately, it is not possible to find an explicit expression for E[ Xe c ] since this quantity depends on the probabilities π e c (0), π e c (r

-(k -1)), π e c (r -(k -2)), . . . , π e c (r), which cannot be computed in explicit form. If k = 1 then E[ Xe c ] = r(pλ + β c ) -sµ(1 -π e c (0)) µ + pλ + β c , (8) 
which still depends on the unknown probability π e c (0). Below, we use a mean field approximation to develop an approximation formula for E[ Xe c ] for k = 1, in the case where the maximum number of redundant fragments r is large. Until the end of this section we assume that k = 1. Using [5, Thm. 3.1] we know that, when r is large, the expected number of available redundant fragments at time t, E[ Xe c (t)], is solution of the following first-order differential (ODE) equation

ẏ(t) = -(µ + pλ + β c )y(t) -sµ + r(pλ + β c ).
The equilibrium point of the above ODE is reached when time goes to infinity, which suggests to approximate E[ Xe c ], when r is large, by

E[ Xe c ] ≈ y(∞) = r(pλ + β c ) -sµ µ + pλ + β c . (9) 
Observe that this simply amounts to neglect of the probability π e c (0) in ( 8) for large r.

The improved model

We consider in this section that peers on-times are hyper-exponentially distributed, having n phases; phase i has parameter µ i > 0 and occurs with probability p i for i = 1, . . . , n. We naturally have

n i=1 p i = 1.
Recall that the hyper-exponential distribution is a mixture or weighted sum of exponentials and its density function is given by n i=0 p i µ i exp(-µ i x). This model is hence a generalization of the basic model, since setting n = 1 (then p 1 = 1) and µ 1 = µ returns the basic model.

The easiest way to think about hyper-exponential distribution in our context is to suppose that there are n types of peers, [4, p. 266], where peers of type i have on-times distributed exponentially with parameter µ i , and 0 ≤ p i ≤ 1 is the proportion of peers that are of type i. The system statespace, unlike the previous model, will have to include knowledge of the peers types to be able to incorporate hyper-exponential distribution into a Markov chain model, where the Markov property must hold. It is no longer sufficient to consider solely the number of available redundant fragments of D. Not only we need to keep trace of all available fragments but also on which type of peers are they stored.

For later use, introduce an n-tuple i = (i 1 , . . . , i n ) with i l ∈ {0, . . . , s + r} and a function S(i) := n l=1 i l . It will be convenient to introduce sets E I := {i ∈ {0, . . . , s + r} n , S(i) = I} for I = s, . . . , s + r. The set E I consists of all system states in which the number of fragments of D currently available is equal to I. For any I, the cardinal of E I is I+n-1 n-1 (think of the possible selections of n -1 boxes in a row of I + n -1 boxes, so as to delimit n groups of boxes summing up to I).

Let X h c (t) represent the system state at time t. The rv X h c (t) takes value in {a} ∪ T h where T h := s+r I=s E I . X h c (t) = a indicates that less than s fragments of D are available at time t, and X h c (t) = i = (i 1 , . . . , i n ) indicates that i l ∈ {0, . . . , s + r} fragments of D are stored on a peer of type l for l ∈ {1, . . . , n}, such that the total number of available fragments S(i) lays between s and s + r.

Thanks to the assumptions made in Sect. 3, the process 

X h c := {X h c (t), t ≥ 0} is

Data lifetime

Introduce T h c (E I ) := inf{t ≥ 0 : X h c (t) = a|X h c (0) ∈ E I }, the time until absorption in state a given that the initial number of fragments of D available in the system is equal to I. In this section, we will derive the probability distribution and the expectation of T h c (E I ). Let Q h c = [q h c (i, j)] i,j∈T h be a matrix where q h c (i, j) gives the transition rate of X h c from transient state i to transient state j for i = j, and -q h c (i, i) gives the total transition rate out of state i. Introduce for i, j ∈ T h and l = 1, . . . , n

A l := i l µ l 1l{1 ≤ i l ≤ s + r} B i,l := p l (s + r -S(i))pλ1l{0 ≤ i l ≤ s + r -1} C i,j := β c (s + r -S(i))1l{S(i) ≤ s + r -k} S(j -i) j 1 -i 1 , j 2 -i 2 , . . . , j n -i n n l=1 p j l -i l l
where the multinomial coefficient is used in the expression of C i,j . Non-zero elements of Q h c are

q h c i, i -e (l) n = A l , s + 1 ≤ S(i) ≤ s + r, 1 ≤ i l ≤ s + r, q h c i, i + e (l) n = B i,l , s ≤ S(i) ≤ s + r -2, q h c i, i + e (l) n = B i,l + C i,i+e (l) n , S(i) = s + r -1,              for l = 1, . . . , n, q h c (i, j) = C i,j , s ≤ S(i) ≤ min{s + r -k, s + r -2}, S(j) = s + r, j l ≥ i l for l = 1, . . . , n, q h c (i, i) = - n l=1 (A l + B i,l ) - j∈T h ,S(j)=s+r C i,j , s ≤ S(i) ≤ s + r. ( 10 
)
Similarly to (2), we can write

P T h c ({i}) ≤ x = 1 -e (ind(i)) |T h | • exp xQ h c • 1 |T h | , x > 0, i ∈ T h , (11) 
where ind(i) refers to the index of state i in matrix Q h c and T h c ({i}) is the time until absorption in state a given that the system initiates in state i. Let π i denote the probability that the system initiates in state i ∈ E I given that X h c (0) ∈ E I . We can write

π i := P X h c (0) = i ∈ E I |X h c (0) ∈ E I = I i 1 , i 2 , . . . , i n n l=1 p i l l . (12) 
We naturally have that i∈EI π i = 1 whatever I = s, . . . , s + r. Using ( 11) and ( 12) and the total probability theorem yields

P T h c (E I ) ≤ x = i∈EI P T h c ({i}) ≤ x π i (13) = 1 - i∈EI π i e (ind(i)) |T h | • exp xQ h c • 1 |T h | , x > 0, i ∈ T h . ( 14 
)
The expectation of the block lifetime when there are initially I fragments available in the system is given by

E T h c (E I ) = - i∈EI π i e (ind(i)) |T h | • Q h c -1 • 1 |T h | , I = s, . . . , s + r. (15) 
Similarly to (4), we can compute

E T h c (E I , E J ) = j∈EJ E T h c (E I , {j}) = - i∈EI j∈EJ π i e (ind(i)) |T h | • Q h c -1 • e (ind(j)) |T h | , I, J = s, . . . , s + r. ( 16 
)
where

T h c (E I , E J ) is the total time spent in transient states j ∈ E J given that X h c (0) ∈ E I .
In other words, T h c (E I , E J ) represents the time during which J fragments of D are available given that the system had initially I fragments of D.

Numerical results are reported in Sect. 6.

Data availability

The data availability are quantified, as motivated in Sect. 4.1.2, by the following two metrics for

s ≤ I ≤ s + r. M h c,1 (E I ) := s+r J=s J E T h c (E I , E J ) E [T h c (E I )] , M h c,2 (E I ) := s+r J=m E T h c (E I , E J ) E [T h c (E I )] . (17) 
The first availability metric can be interpreted as the expected number of available fragments during the block lifetime, given that the initial number of fragments at time t = 0 is I. The second metric can be interpreted as the fraction of time when there are at least m fragments during the block lifetime, given that the initial number of fragments at time t = 0 is I. Both quantities can be numerically computed.

Again similar to what was done in Sect. 4.1.2, we will assume that the parameters r and k are tuned such that the time before absorption in state a is arbitrarily long. Neglecting then the absorbing state a, we may represent the state of the storage system by an irreducible, aperiodic Markov chain on INRIA the state-space T h , denoted Xh c := { Xh c (t), t ≥ 0}. Let Qh c = [q h c (i, j)] i,j∈T h be its infinitesimal generator. Matrices Qh c and Q h c , whose non-zero entries are given in [START_REF] Clarke | Freenet: A distributed anonymous information storage and retrieval system[END_REF], are identical except for

qh c (i, i) = - n l=1 B i,l - j∈T h ,S(j)=s+r C i,j
for all states i ∈ E s (i.e. S(i) = s). Let π h c (i) be the stationary probability that Xh c is in state i. The (stationary) expected number of available fragments can be computed from

E[S( Xh c )] = i∈T h S(i)π h c (i) = s+r I=s I i∈EI π h c (i).
As the data lifetime becomes sufficiently long, the first availability metric given in [START_REF] Utard | Data durability in peer to peer storage systems[END_REF] converges to E[S( Xh c )].

Distributed repair systems

In this section, we address the performance of P2P storage systems that use the distributed-recovery mechanism, as described in Sect. 3. Alike in Sect. 4, we will start by reviewing the basic model that appeared in [START_REF] Alouf | Performance analysis of peer-to-peer storage systems[END_REF] and then study the improved model. Since the analysis is very similar to the analysis in Sect. 4 we will only sketch it.

The basic model

We assume, as in Sect. 4.1, that the successive durations of on-times of a peer form a sequence of iid rvs, with an exponential distribution with parameter µ > 0.

Data lifetime

Alike the basic model in the centralized implementation, the state of the system can be represented by an absorbing Markov chain X e d := {X e d (t), t ≥ 0}, taking values in the set {a} ∪ T e (recall that T e = {0, 1, . . . , r}). State a is the absorbing state indicating that the block of data is lost (less than s fragments of D available), and state i ∈ T e gives the number of available redundant fragments. The non-zero transition rates of this absorbing Markov chain are displayed in Fig. 2.

Non-zero entries of the matrix Q e d = [q e d (i, j)] i,j∈T e associated with the absorbing Markov chain X e d are given by with 

q e d (i, i -1) = a i , i = 1, 2, . . . , r, q e d (i, i + 1) = b i + d i , i = 0, 1, . . . , r -1, q e d (i, i) = -(a i + b i + d i ), i = 0, 1, . . . , r, 0 r -1 i + 1 rpλ + β d (r -i)pλ + β d 1l{k ≤ r -i} 1 sµ (s + 1)µ (s + r)µ (s + i + 1)µ a r i pλ + β d 1l{k = 1} . . . . . .
d i := β d 1l{i ≤ r -k} for i = 0, 1, . . . ,

Data availability

As motivated in Sect. 4.1.2 the two availability metrics are given by

M e d,1 (i) := r j=0 j E[T e d (i, j)] E[T e d (i)] , M e d,2 (i) := r j=m E[T e d (i, j)] E[T e d (i)] , (18) 
Numerical results are given in Sect. 6.4. Similar to what was done in Sect. 4.1.2, let us assume that parameters r and k have been tuned so that the time before absorption is "long". If so, then as an approximation one can consider that absorbing state a can no longer be reached. The Markov chain X e d becomes an irreducible, aperiodic Markov chain on the set T e , denoted Xe d . More precisely, it becomes a birth and death process (see Fig. 2). Let π e d (i) be the stationary probability that Xe d is in state i, then (e.g. [START_REF] Kleinrock | Queueing Systems[END_REF])

π e d (i) =   1 + r i=1 i-1 j=0 b j + d j a j+1   -1 • i-1 j=0 b j + d j a j+1 , i ∈ T e . (19) 
From [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF] we can derive the expected number of available redundant fragments through the formula

E[ Xe d ] = r i=0 iπ e d (i). Numerical results for E[ Xe d ],
or more precisely, for its deviation from M e d,1 (r) are reported in Sect. 6.4.

The improved model

Consider now that peers on-times are hyper-exponentially distributed, with n phases and same parameters as in Sect. 4.2. Again, the basic model can be retrieved by setting n = 1 (then p 1 = 1)

INRIA and µ 1 = µ. As discussed in Sect. 4.2, the state of the system can be represented by an absorbing Markov chain X h d := {X h d (t), t ≥ 0}, taking values in {a} ∪ T h . Non-zero entries of matrix Q h d := [q h d (i, j)] i,j∈T h associated with the absorbing Markov chain X h d are given by

q h d i, i -e (l) n = A l , s + 1 ≤ S(i) ≤ s + r, 1 ≤ i l ≤ s + r, q h d i, i + e (l) n = B i,l + D i,l , s ≤ S(i) ≤ s + r -1,        for l = 1, . . . , n, q h d (i, i) = - n l=1 (A l + B i,l + D i,l ), s ≤ S(i) ≤ s + r, (20) 
where D i,l := p l β d 1l{S(i) ≤ s + r -k} and A l and B i,l have been defined in Sect. 4.2.1.

P T h d (E I ) ≤ x , E T h d (E I ) , E T h d (E I , E J ) , M h d,1 (E I ) and M h d,2
(E I ) are given by ( 14), ( 15), ( 16) and ( 17) respectively, after replacing the matrix Q h c with the matrix Q h d . Observe that neglect of the absorption in state a yields a quasi birth-death process, where all states in E I are grouped together for I = s, . . . , s + r.

Numerical results for these metrics are reported in the next section.

Numerical results

In this section, we will first assess whether the basic model is robust against violation of the exponential assumption on peers on-times. Applying then the appropriate model to four different scenarios, we characterize the performance metrics defined in the paper against the system parameters. Last, we illustrate how our models can be used to engineer storage systems. Throughout the numerical computations, we consider both centralized-and distributed-recovery implementations.

Parameter values

Our mathematical models have been solved numerically using a set of parameters values. The protocol parameters have been set as follows.

Original number of fragments s. Block sizes in P2P systems are usually set to either 256KB, 512KB or 1MB and the fragment size to 64KB. This yields an original number of fragments s in the set {4, 8, 16}. We will consider s = 8 through most of our computations. The impact of this parameter on the performance of the system is assessed through the computation of the complementary cumulative distribution function (CCDF) of the block lifetime in two scenarios.

Number of redundant fragments r and recovery threshold k. The amount of redundancy r will be varied from 1 to 30 and for each value of r, we vary the threshold k from 1 to r. Our aim is to provide guidelines on how to select these parameters so as to guarantee a desired level of data lifetime and or availability. Observe that the optimal amount of redundancy r comes as a tradeoff between high data availability and high storage efficiency and is connected with the recovery threshold k. Smaller threshold values allow for smaller amounts of redundant data at the expense of higher bandwidth utilization. The trade-off here is between efficient storage use (small r) and efficient bandwidth use (large k).

Peers parameters λ, {p i , µ i } i=1,...,n and p. Concerning the peers parameters, we rely on the findings of [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF][START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF]. The three data sets analyzed in [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF] report different flavors of peer "availability", but all are best fit by a hyper-exponential distribution. An exponential distribution is found to "reasonably" fit the All-pairs-ping data set in [START_REF] Ramabhadran | Analysis of long-running replicated systems[END_REF]. The basic characteristics of the four data sets considered here and the corresponding values of the peers parameters are reported in Table 2.

The LMG set has been collected by Long, Muir and Golding [START_REF] Long | A longitudinal survey of internet host reliability[END_REF]. It is based on Poisson probes sent to 1170 nodes in the Internet every 10 minutes on average. Each poll returned either the time since the host was last initialized, or a failure. The sets CSIL and Condor have been collected by Nurmi, Brevik and Wolski [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF]. The CSIL set reports uptime of machines in the Computer Science Instructional Laboratory (CSIL) at the University of California, Santa Barbara. As for the Condor set, it reports CPU idle times of peers in a Condor pool [START_REF]Condor: High throughput computing[END_REF] at the University of Wisconsin, in other words, it reports the availability of peers to perform an external job (the Condor pool offers processing time to the whole Internet). This can be seen as the time during which a peer may participate in a storage system. The All-pairs-ping set has been obtained by Stribling [24] after the processing of ping requests between each pair of PlanetLab [START_REF]PlanetLab, an open platform for developing, deploying, and accessing planetary-scale services[END_REF] nodes. Each node pings every other INRIA node roughly 4 times an hour. A 10-probes ping is considered successful only if at least one probe response was received.

Out of the four scenarios considered, Condor experiences the highest dynamics. This behavior has been reported elsewhere concerning peers on the Internet. For instance, it has been observed in [START_REF] Bhagwan | Total Recall: System support for automated availability management[END_REF] that on average peers join/leave the Internet more than six times per day and that sessions last for one hour on average. The probability of finding a peer connected or equivalently the percentage of on-times in a peer life cycle is reported in the sixteenth row of Table 2 as a complement of information. We will refer to this metric as the peers availability. The smallest peers availability is considered in the Condor scenario for 1/λ = 1.567.

We have arbitrarily set p = 0.4 when peers availability is very high, like in the LMG, CSIL and All-pairs-ping scenarios, and p = 0.8 in the Condor scenario.

Recovery rates β c (k) and β d . The recovery time is composed of various durations: the download time of s fragments, the reconstruction of lost fragments, and the time to store the reconstructed fragments on their hosts. Observe that storage time depends on whether the storage is made on a local disk, like in the distributed implementation, or over the network on a remote disk, like in centralized implementation, in which case the network latency is to be accounted for. As a result, we should always have β c (k) < β d . From now on, the recovery rate in the centralized scheme is made constant.

In scenarios where peers are highly available, as reported in the LMG and CSIL data sets, we consider 1/β c = 22 minutes and 1/β d = 20 minutes. In scenarios where peers are either very dynamic or disconnected for long periods, like with the Condor or the All-pairs-ping data sets, we expect the recovery process to last longer. Thus we set 1/β c = 34 minutes and 1/β d = 30 minutes.

In scenarios having the characteristics of either LMG, CSIL or All-pairs-ping data sets, the dynamics of storage systems therein deployed will have two timescales. This is not observed in contexts with the same characteristics as the Condor data set, where the recovery process evolves in the same timescale as the peers arrival and failure processes1 .

Validity of the basic model

We have analyzed two models for the evaluation of distributed storage systems. These models are identical except for the assumption on the distribution of peers on-times. However, solving the improved model is much more time consuming than solving the basic one. In this section, we want to assess whether the improved model is really a necessity or not. To this end, we will evaluate the lifetime of a block of data D using both models and compare the results. We deliberately select a scenario in which peers have been identified to have a non-exponential on-times distribution, namely the Condor scenario. In [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF], a 2-stage hyper-exponential distribution is found to best fit the Condor data set, but the authors identify as well the parameter of the exponential distribution that best fits the same data. Figure 3 displays four plots of the expected data lifetime obtained with the centralized-recovery implementation versus the amount of redundancy r and the recovery threshold k. The improved model is used to derive the results depicted in Fig. 3(a) with 1/µ 1 = 0.094 hours, 1/µ 2 = 3.704 hours, p 1 = 0.592 and p 2 = 1 -p 1 . The basic model has been solved (i) using the fit found in [START_REF] Nurmi | Modeling machine availability in enterprise and wide-area distributed computing environments[END_REF], namely 1/µ = 1.543 hours, (ii) using 1/µ = 1.567 which is the first moment of the H 2 distribution, and (iii) using 1/µ = 2.367 which corresponds to equating the second moments of on-times in both basic and improved model. The results are depicted in Figs. 3(b), 3(c) and 3(d) respectively. In all four cases, we have s = 8, 1/λ = 1.567 hour, 1/β c = 34 minutes and p = 0.8.

Figure 3 reveals that the basic model returns substantially different results than the ones outcome of the improved model. Since the distribution of peers on-times is hyperexponential in the Condor scenario, the results obtained through the improved model are the correct ones. We conclude that the basic model does not capture the essence of the system performance when peers on-times are not exponentially distributed. Henceforth, we will use the basic model in scenarios with the All-pairs- ping characteristics, and the improved model in scenarios with the characteristics of either LMG, CSIL, or Condor.

The conditional block lifetime

We have computed the expectation and the complementary cumulative distribution function (CCDF) of the data lifetime given that all s + r fragments of D are initially available, namely T e c (r), T e d (r), T h c (E s+r ) and T h d (E s+r ). The expectation is given in ( 3) and ( 15) and the CCDF results from (2) and ( 14). Four scenarios have been considered as detailed in Sect. 6.1. The results are graphically reported in Figs. 4567.

The data lifetime in a PlanetLab-like environment (data set All-pairs-ping) and a Condor-like environment (with 1/λ = 0.522 hour) is depicted in Figs. 4(a) and 4(b) respectively, assuming a centralized-repair scheme. The same metric using a distributed-repair scheme is displayed against the redundancy r and the threshold k in Figs. 4(c) and 4(d) for the scenarios /lmg and CSIL respectively.

It appears that, whichever the scenario and the recovery mechanism considered, the expected data lifetime increases roughly exponentially with r and decreases with an increasing k. When peers are highly available, like in the LMG and CSIL scenarios, the expected lifetime decreases exponentially with an increasing k. In the other cases (All-pairs-ping and Condor), the decrease is sub-exponential. Observe how relatively "small" is the expected lifetime in the Condor scenario when compared to that in the other three scenarios. Recall that the system dynamics in the Condor scenario has only one timescale, unlike the other three scenarios.

For the same values of r and k, we observe a higher data lifetime when the peers availability is higher. Using the same recovery mechanism, the lifetime in LMG (respectively All-pairs-ping) is several orders of magnitude larger than that in CSIL (respectively Condor).

The CCDF of the data lifetime, given that r redundant fragments are available at time t = 0, is evaluated at points q = 1 and q = 10 years. The results are shown against r and k in Fig. 5 (All-pairs-ping), Fig. 6 (Condor), and Fig. 7 (LMG and CSIL). The CCDF appears to depend on r and k in the same way regardless of the recovery scheme implemented in all scenarios where the system dynamics has two timescale. In the Condor scenario, the shape of the 3D curve is different from that of the other scenarios, but here again it is not affected by whether the recovery mechanim is centralized or distributed.

The availability metrics

We will start this section by the validation of the following approximation

E 1 T (i) T (i) 0 1l{X(t) = j}dt ≈ E[T (i, j)] E[T (i)] , i, j ∈ {0, . . . , r}, (21) 
which has been made for computing the two availability metrics in all models presented in this paper.

In order to do that, we have simulated the Markov chain depicted in Fig. 2 The left-hand side (LHS) of ( 21), for i = r and j = 0, . . . , r, has been measured from the simulation results and the right-hand side (RHS) of it, also for i = r and j = 0, . . . , r, has been computed numerically using (4)- [START_REF] Neuts | Matrix Geometric Solutions in Stochastic Models. An Algorithmic Approach[END_REF]. Observe that for each value of the triple (r, k, j), there is one value of the RHS of ( 21) but there are 100 sample values of the LHS of [START_REF]Farsite: Federated, available, and reliable storage for an incompletely trusted environment[END_REF], that have been averaged.

We then derived the relative error between the averaged LHS of (21) (the correct value) and the RHS of (21) (the approximate value). Given all considered values of the triple (r, k, j), we ended up with a set of r=1 r(r + 1) = 4600 values of the relative error. The resulting complementary cumulative distribution function of the relative error is displayed in Fig. 8. We observe that only 10% of the values are larger than 0.75 × 10 -3 and, most importantly, the maximum value of the relative error is 0.004. We conclude that the approximation (21) is very good and will definitely not imperil the correctness of any result based on it.

Having validated [START_REF]Farsite: Federated, available, and reliable storage for an incompletely trusted environment[END_REF], the availability of data can safely be measured using the metrics defined in Sects. 4-5. We have computed the first availability metric in a Condor-like scenario using ( 17) and [START_REF] Weatherspoon | Erasure coding vs. replication: A quantitative comparison[END_REF]. The results are reported in Fig. 9: the centralized implementation of the recovery mechanism has been assumed when producing the top graphs whereas the bottom graphs assume a distributedrecovery mechanism; left-hand-side graphs correspond to 1/λ = 0.522 whereas right-hand-side graphs correspond to 1/λ = 1.567.

We see from Fig. 9 that metrics M h c,1 (E s+r ) and M h d,1 (E s+r ) are differently affected by the parameters r and k. In the centralized implementation, changing the peers failure rate alters the effect of k on the performance for large r: observe how the line cuts at r = 30 are different in Figs. 9(a)-9(b). Strange enough, the data availability at large r and small k is higher for smaller λ in the centralized-recovery implementation. A smaller λ implies a larger expected peer off-time, one could then expect the data to be less available as observed for large values of k in the centralized scheme and for all values of k and r in the distributed scheme; see Figs. 9(c)-9(d). We do not have an explanation for this counter-intuitive observation at the moment. Observe also that the parameter k seems to have a minor if not negligible effect on the availability metric M h d,1 (E s+r ) in the distributed implementation. As one could expect, the centralized scheme achieves higher availability than the distributed scheme.

Regarding the second availability metric, we have computed it in all four scenarios considered assuming either implementation of the recovery mechanism. The results corresponding to a PlanetLab-like context (All-pairs-ping), computed using ( 6) and [START_REF] Weatherspoon | Erasure coding vs. replication: A quantitative comparison[END_REF] in Fig. 10. When the scenario has the characteristics of the Condor data set with 1/λ = 0.522, we use m = s + r -k in [START_REF] Utard | Data durability in peer to peer storage systems[END_REF]; see results in Fig. 11.

In both considered scenarios, peers are connected to the storage system for the same percentage of time (75%) during their lifetime. However, a noticeable difference in the data availability is observed: according to the second availability metric, data in Condor-like systems would be much less available than if it were in a storage system with the characteristics of the All-pairs-ping data set, for the same protocol parameters s, r and k and the peers availability. This deterioration in the performance of Condor-like systems is mainly due to having a recovery process of the same order of magnitude than the peers arrival and failure processes.

Engineering the system

Using our theoretical framework it is easy to tune the system parameters for fulfilling predefined requirements. As an illustration, we consider two scenarios implementing a centralized recovery scheme: the first has the All-pairs-ping characteristics and is analyzed with the basic model and the second has the Condor characteristics and is analyzed with the improved model. In the All-pairs-ping scenario, we select two contour lines of the function P (T e c (r) > 10 year) depicted in Fig. 5(a) at values 0.86 and 0.99 and two contour lines of the availability metric M e c,2 (r) displayed in Fig. 10(a) at values 0.95 and 0.98. These four contour lines are reported in Fig. 12(a).

Consider point A which corresponds to r = 11 and k = 2 (recall s = 8). Selecting this point as the operating point of the storage system will ensure that P (T e c (r) > 10) = 0.99 and M e c,2 (r) = 0.95. In other words, when r = 11 and k = 2, only 1% of the stored blocks would be lost after 10 years and for 95% of a block lifetime there will be 9 (= r -k) or more redundant fragments from the block available in the system. Observe that the storage overhead, usually defined as r/s, will be equal to 1.375.

In the Condor scenario, the four contour lines selected in Fig. 12(b) are those of P (T h c (E s+r ) > 1) (illustrated in Fig. 6 (point B) achieves P (T h c (E s+r ) > 1) = 0.84 and M h c,2 (E s+r ) = 0.94 for a storage overhead r/s equal to 2.125.

Impact of the original number of fragments

We now investigate the impact of the parameter s on the performance of the storage system. We have computed the function P (T h d (E s+r ) > 10 year) in scenarios like the ones reported in the LMG and CSIL data sets for s = 4, 8, 16, r = 1, . . . , 12 and k = 1, . . . , r. We assumed the recovery mechanism to be distributed.

In the LMG scenario (respectively the CSIL scenario), and for each value of s, the contour line at value 0.99 (respectively at line 0.993) has been selected. The resulting curves are plotted in Fig. 13. Any point selected from any line in Fig. 13(a) (respectively Fig. 13(b)) returns values of s, r and k that ensure only 1% (respectively 0.7%) of the blocks of data would be lost after 10 years. However, the storage overhead r/s and the bandwidth usage (related to k) will differ from one point to another.

For instance, consider points A (s = 8, r = 3 and k = 1) and B (s = 16, r = 6 and k = 4) in Fig. 13(a). The storage overhead is the same at both operating points and equals 0.375. The difference is that the threshold at A is smaller than the one at B. In other words, the operating point A (s = 8) incurs a higher bandwidth usage during recovery than the operating point B (s = 16) while providing the same lifetime guarantee and using the same storage overhead. A similar observation can be made based on points C (s = 8, r = 4 and k = 1) and D (s = 16, r = 8 and k = 4) in Fig. 13(b).

Another difference between points A and B is related to the block size which is equal to s×64KB. The discussion on the consequences of having a large or small block size is beyond the scope of this paper. 

Conclusion

We have proposed analytical models for evaluating the performance of two approaches for recovering lost data in distributed storage systems. One approach relies on a centralized server to recover the data; in the other approach, new peers perform this task in a distributed way. We have analyzed the lifetime and the availability of data achieved by both centralized-and distributed-repair systems through Markovian analysis and fluid approximations considering two different assumptions on the distribution of peers on-times. Extensice numerical computations have been undertaken to support the analysis and illustrate several issues of the performance. We conclude from the numerical results that (i) modeling peers on-times by an exponential distribution when this distribution is not found in practice leads to incorrect results and does not accurately reflect the behavior of the P2P storage systems (ii) when the system dynamics have only one time scale, the quality of service delivered to users is severly impaired. Using our theoretical framework it is easy to tune and optimize the system parameters for fulfilling predefined requirements.
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 2 Figure 2: Transition rates of the absorbing Markov chain {X e d (t), t ≥ 0}.

Figure 3 :

 3 Figure 3: Expected data lifetime (expressed in years) in a Condor scenario using a centralizedrecovery peer-to-peer storage system. Comparison between E[T h c (E s+r )] (improved model) and E[T e c (r)] (basic model).
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 4 Figure 4: Expected lifetime (expressed in years) versus r and k.
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 5 Figure 5: CCDF of data lifetime versus r and k using All-pairs-ping data.
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 6 Figure 6: CCDF of data lifetime versus r and k using Condor data and 1/λ = 0.522.
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 7 Figure 7: CCDF of data lifetime versus r and k using (a) LMG and (b) CSIL data (distributed recovery).
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 8 Figure 8: The complementary cumulative distribution function of the relative error induced by the approximation (21).
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 9 Figure 9: Availability metrics M h c,1 (E s+r ) and M h d,1 (E s+r ) versus r and k in Condor scenario.
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 1011 Figure 10: Availability metrics M e c,2 (r) and M e d,2 (r) for m = r -k using the All-pairs-ping data.
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 12 Figure 12: Selection of r and k according to predefined requirements assuming a centralizedrecovery scheme.

Figure 13 :

 13 Figure 13: Protocol parameters yielding same P (T h d (E s+r ) > 10) using (a) LMG and (b) CSIL data.

Table 1 :

 1 System parameters.

	D	Block of data
	s	Original number of fragments of a given block
	r	Number of redundant fragments
	k	Threshold triggering the repair process
	p	Persistence probability
	λ	Peers arrival rate
	µ	Peers failure rate in basic model
	{p i , µ i } i=1,...,n	Parameters of the peers failure process in improved model
	β c (k)	Recovery rate in centralized implementation
	β d	

  r, where a i and b i are defined in Sect. 4.1.1.

	Introduce
	T e d (i) := inf{t ≥ 0 : X e d (t) = a} the time until absorption in state a given that X e d (0) = i, and let T e d (i, j) be the total time spent in transient state j starting at time t = 0 in transient state i. The probability distribution P (T e d (i) ≤ x), E[T e d (i)] and E[T e d (i, j)] are given by (2), (3) and (4), respectively, after replacing the matrix Q e c with the matrix Q e d . Alike for Q e c it is not tractable to explicitly invert Q e d . Numerical results for E[T e d (r)] and P (T e d (r) > 1 year) are reported in
	Sect. 6.3.

Table 2 :

 2 Data sets characteristics and corresponding peers parameters values

	Data set	LMG	CSIL	Condor	All-pairs-ping
	Context	Internet	LAN	Internet	PlanetLab
	Covered period	3 months	8 weeks	6 weeks	21 months
	Number of peers	1170	83	210	200-550
	On-times distribution	H 3 [19]	H 3 [19]	H 2 [19]	Exp. [15]
		(best fit)	(best fit)	(best fit)	(reasonable)
	On-times parameters				
	p 1	0.282	0.464	0.592	1
	p 2	0.271	0.197	0.408	-
	p 3	0.447	0.339	-	-
	1/µ 1 (hours)	910.7	250.3	0.094	181
	1/µ 2 (hours)	0.224	1.425	3.704	-
	1/µ 3 (hours)	199.8	33.39	-	-
	Mean on-time (hours)	352.2	127.7	1.567	181 [15]
	Mean off-time (hours)	48.43 [14]	48	1.567 or 0.522	61 [15]
	Percentage of on-times	0.879	0.727	0.5 or 0.75	0.750
	Persistence probability p	0.4	0.4	0.8	0.4

  with m = r -k, are depicted

	M h c,1 (E s+r )					M h c,1 (E s+r )		
	32	12				32	12	
	24	18				24	18	
	16	26				16	26	
	8	10 threshold k 20 30	0	0	10 redundancy r 20 30	8	30 threshold k 20 10	0	0	10 redundancy r 20 30
		(a) centralized scheme, 1/λ = 0.522		(b) centralized scheme, 1/λ = 1.567
	M h d,1 (E s+r )					M h d,1 (E s+r )		
	32	12				32	12	
	24	18				24		
	16					16		
	8	10 threshold k 20 30	0	0	10 redundancy r 20 30	8	30 threshold k 20 10	0	0	10 redundancy r 20 30
		(c) distributed scheme, 1/λ = 0.522				
											INRIA

(d) distributed scheme, 1/λ = 1.567

RR n°6392

Concurrent failures may occur when the recovery rate and the failure rate are of the same order of magnitude (like in the Condor scenario). This important aspect needs to be addressed in future models.RR n°6392