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Abstract—Distributed Denial of Service attacks (DDoS) are a that ask for protection will get this optional service froheir
major threat to the Internet and detecting this kind of attacks  direct Internet provider, who will charge them for it. Petio

as far as possible from the victim and close as possible t0gpseription requests are used to update the IPSs involved
its source is a real challenge. We propose a new framework .

named FireCollaborator to deal with this problem on the Internet in the _protectioq structure, and to remove _the pverhez_;\d of
Service Provider (ISP) level, based on collaborating Intrsion Protecting machines/servers that are down/inactive. &his

Prevention Systems (IPS). A potential victim asks and payshe chitecture based on a payable service is a real motivation fo
ISP to be protected. The key point is to use compressed metsic |SPs that could be reluctant to deploy a distributed defense
(i-e, frequency and entropy) based on the routing rules in order yachanism in the core of their networks. For the customer,

to extract suspected flows. The information and alerts are sired it i | in b h tf d to deol d
amongst the IPSs to enhance their believes about the network ' 'S @ féal gain because they are not forced 1o deploy an

status and thus to counter the attacks far away from the victm configure the security equipments on their own networks. In

and to save the network resources. the following sections, we describe the subscription proto
used by clients in Section Il, and an overview of the system
I. INTRODUCTION technique in Section IIl. In Section IV, the main components

ffthe system will be described. A preliminary evaluation is

Maintaining a secure network has become a necessity ; ) ;
{esented in Section V before a section about related works

the survival of many entities that depend on their Intern@ :
presence. Protection against network attacks is a musayo i"d the conclusion.

competitive in today’s global market. Thus, denial of seevi Il. SUBSCRIPTIONPROTOCOL
attacks (DoS) have been considered one of the main threats

against computer networks. Normally, a huge set of machines' "€ ISP needs to be aware of servers and clients that

(zombies) are used to launch a distributed denial of serviﬁgpsc_”be to the protection service it provides. Wlthquuh—s_
(DDoS) attack [1] against a certain server or set of servérs. scription protocol, _the ISP will Ioo_se the monetary inceatl
attack, originating from different sources, is very hardésect as ngl as forc_e his routers _to build tables containing all pf
via any single border firewall or IDS as each device has onl)}qélS client machines. The main tasks of t_he protocol; 1) build
local view. Besides, attackers try to generate packetddboét up-to-date tak?'es of subscnbe_rs_at each RS (outer_nodes),
like normal traffic. On the other hand, protecting the serv@rnd 2) organize these IPSs intotual rings customized for

at the close vicinity of its network is also inefficient besau each client. _ -

it becomes overwhelming for a single device to perform all Our protocol described in Fig.1 uses a 'Frusted seryer
the packets classification of the huge concentrated amdunt'd the ISP to play the role of the tc_)ken ISSuer. When a
traffic that it receives. The proposed system (FireCollatmy) client ;ubscnbgs (as a subnet or a s_lngle machlne). for the
is a distributed detection and alert/information sharipstem Protection service, the trusted server will add an entrywshg
that allows several Intrusion Prevention Systems (IPSs) {3 subscribing IP (or subnet) of the Cliefitalong with its

collaborate in order to stop distributed attacks as far asipte subicnptmn pher|o<lzl_ and the E“ergl capacnt.yeé.the maximum
from the victim. Contrary to common solutions which ar@acket ra|\;[e tfe C|enthcan ar;] eIZ' I_Derlo :caﬂy,reqyests
deployed in the lowest level in the network, an ISP levé& €W token fromS. Then, 5 checks its tables and issue a

solution should save a lot of resources because the attackEK€n, signed with its private key to the cliet The token
locations can be determined with high precision. Therefioee contains the client IDi(e., the IP or subnet of the client), the
countermeasures can be defined to suit well these locatimhs §¥PITY Of the token, and any optional informatiadi.will send

can be placed at the most effective points of the network. \fgnulti-cast subscription message (SMsg) to all routerien t

propose using the system in Tier 3 networks where the clieﬁ%,askin_g them to update their table; with his enbey, (all
participating routers are members of this multicast grotipe

1This research has been supported under the Natural Scieddéngineer- TTL _'n the periodic re_queSt message will be used to ld_em'fy
ing Research Council of Canada grant NSERC - STP - 322235-05 the ring number. In this way, routers at the same hop-distanc
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Client Domain . . . . :
( (tobe protected) ¢ ! | ' « At a lower level, an IPS receives different information
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= and can detect that a traffic is suspect. An horizontal
communication is initiated in order to determine the
Fig. 1. The subscription protocol, showing the differentncounication steps overall packets rate of this traffic. It is compared with
needed to build the environment . . o
the theoretic capacity of the destination host.
Generally, after the detection process, a response to @ount

from C will belong to the same ring (relative to this specifi¢he attack need to be provided. However, in this paper, our
C). In response to the subscription message (SMsg), routgtgin goal is to provide a solution for the detection and this
will send another set of multi-cast ring messages (RMsw)ll be the main focus of the paper.

identifying_themselves as ring members in the form _of R. Entropy and relative entropy

membership phrasee(g, “IPS 10.12.76.25 belongs to ring
3 of client 10.120.87.*" =<10.12.76.25, 3, 10.120.87.
Also, the IPS can piggyback several membership phrases in B B tL

the same RMsg to save bandwidth overhead. IPSs will use the H = —Eflogfi] = - Zf(l)logn(fi)
information in RMsg to know its neighbors in a ring w.r.t. a ) =l

specificC, by looking up the closest IPSs with the same rinfyhere fi is the frequency of the rul&;

level. Also, the IPS chooses the IPS that sent it the SMsg a&="troPY gives an idea of the traffic distribution. For exam-
the next in the path to the client (for vertical communicatio ple, if all rule frequencies of an IPS are equal (uniformraist
as will be seen in Section IV). bution), the entropy is one. The more skewed the frequencies

are the lower the entropy is. Relative entropy is anotherimet
I1l. TECHNIQUE OVERVIEW which is very useful for detecting changes in the distributi

The goal is to detect the DDOS attack as far from the victirWe utilize the Kullback-Leibler distance that is defined as:

as possible. Thus the system aims to detect and counter the K(f, f) = if' i
=1

The entropy for a set of rules is defined as.

attacks at the Internet Service Provider Level, specifididir
three. This level is splitted into a number of rings. Intteti, 5 . .
as we go closer to the source the traffic gets more concedtratihere v = logf_:f’ fi is the frequency of?; in the second
Then it is clear that it is easier to detect the attack at distribution, andf; is the frequency off2; in the first distri-
low level (.e. at a ring near the victim) but the goal is toPution. _ _

detect such flows as far as possible. Therefore, our approacH the distributions are equivalent, the entropy is zeroe Th
uses a detection process that goes from outer to inner ring9re different the distributions are the higher the value is
Traditionally, an IPS has only rules (routing rules) but wErom an |nf(_)rmat|on_ theoretic point qf \{le\%_ represents the
assume that the IPS has - for a subscribing client - a rule tif§pP in the information content of this individual flow.

matches packets with the client’s destination address.dtsio IV. IPS COMPONENTS

possible that the client wants a defense depending on ehifferégjr: this section and in the Figure 2, the different functidtyal

packet properties. Therefore the rule can be defined by a ki ponents of each IPS are described.

of aggregation of common rules. The frequency of a rule Is _ _
used in [2] to optimize the rule ordering of a firewall. Assumé. Profile the traffic
that f; is the number of packets matching the rutg, the Checking each rule for abnormalities can be a tedious task

frequency of the rule is: and will yield inaccurate results. A profile is very useful to
7 detect abnormal values in rule frequencies. For each ruée, t

F; o (1) values of the frequency and the entropy are saved. It isiplessi

>ic Ji to use multiple profiles: daily, weekly intervals or a simple

The general scheme is: form by taking just the previous values.



B. Selection manager Z &;‘5 Zi %%5
For scalability and real time constraints, all rules of each High entropya | 0.8 scorefactor | 05

IPS can not be analyzed. So an IPS has to select the rules High f"zq“encyﬁ 0i4 < 8'8é

to analyze. The selection is based on the attack belief. The : ABLE | -

selection manager has to determine the rules for which some-
thing abnormal is observed, and assign a higher belief foin su
rules. It uses two metrics; the rule frequency and its eptrop
The detection begins at the end of a time window when the
IPS uses the profile to determine if the current distribut®n + low frequency (case 4): the frequencies are very different
different or consistent with history. The trigger of a pbdsi and so probably there are high frequencies and thus the
attack is the relative entropy defined in IlI-A. So if the  current frequency is not a direct threat.

relative entropy is too low no rule will be selected because only the first three cases seem to be used for the detection
the traffic he_ave not changed. This |s_the First Selectiogith a different potential degree of attack, the aggressigs
Phase” on Figure 2. The process continues to the next sigf pe classified as follows: case Xl case 3> case 2.
if, K(f, f') > w, wheref is the current distribution anf’ is  Therefore, three numerical levels, b, and b; differentiate

THE VALUES OF THE DIFFERENT PARAMETERS

the profile distribution. _ case 1, case 2 and case 3 and the rule score can be computed:
This first checking is very useful in order to save resources.
This trigger is a global trigger and we need to know what Si = fixbj (2)

caused these changes and whether there is a potential.at%
To save resources, again, only rules with a significant fre-
guency change are checked out. R&lgwill be selected for
investigation if and only if at time

it
fi()>1+770§7

reb; is the corresponding case value.

Each IPS has to maintain a scores list of threaés, @ list
with tuples like< Rule, Score, Last_update >). This list
has to be updated at the end of the detection window:

1) All scores are reduced by a factetore sqctor, Say 0.5
filprofile) (i.e, aging process). A score is removed if it is too low

However, rules can have very high relative increases due '[02 EII'PT below_a(;hreshold;b). lief and the IPS has th
an initial low frequency €.g, at the beginning of a communi- ) The score indicates a belief and the as the current

cation). Thus, only rules with a significant frequency wié b Scores ,“St’ the new scores list (previously calcullat_ed)
selectedyf; () > e. and a list of the scores from other IPS. By combining

the believes, the new current scores can be computed
C. Score manager thanks to the Dempster's combination rule, please read

After the initial selection, the potential attacks have ® b [3] for more details about it.

extracted. To have an objective view, the knowledge of the From Figure 2, the next step is the detection of abnormal
“nature” of the traffic is needed. The entropy and the fregyenSCores. Rules will be reclassified via another thresheld;
metrics can help in this. Each metric can be “low” or “high'Rules with Score > 7 are considered as very potential
depending on a threshold for the entropy and3 for the attacks and will be managed by the detection manager (please

frequency. see the next section). Otherwise, the IPS sends the tuple
If the entropy is high that means that the traffic is wel Bule, Score > to the next downstream IPS which will
distributed, thus there are two cases: apply the belief combination function with this score.

« high frequency (case 1): an attack is potential becaupe Detection manager
the traffic is wel d'St.”bUIe.d and S0 all rules_ cannot be There is a final step which aims to determine the packets rate
high, and hence, having this rule being very different than o

) ) o . In packets per second because a suspect communication can
others is a good sign that it is a potential attack b v d he | . larity of ice. Ff
low frequency (case 2): so all the frequencies are abouef only dueto't © increasing popu arity of a service. Fitst,
* ) atch very potential attacks the IPS calculates the pachtds r

) . e
the same and it seems that is not an actual threat t?r“om the frequency of the rule and the general used bandwidth

maybe later because the frequency increased (first Selﬁ§\’/\/). If the rate is highest than the capacity of the desiimat
tlor_1) ) an attack is identified. Otherwise the IPS sends a message to
Considering the case of low entropy, there are also two casgg next sibling which computes the used bandwith of the two
but the conclusions are not so evident because in this caseths checks if the used bandwidth is too high (attack dedgcte
frequencies are quite different: or continues to forward the request to the next sibling. & th
» high frequency (case 3): in this case, the frequenegquest goes back to the first IPS on the ring, there is nokattac
increases and now is high but it can be high because there
are a lot of different frequencies which can be lower. In
this case, the attack is potential but not as much as wherlin this section, we discuss the effectiveness of our system.
the entropy is high. We built the system logic, and simulated it against healthy

V. EVALUATION



traffic, and traffic with embedded attacks. The topology used is not useful as the detection process is always triggered
is generated with different depthse(, number of rings), and at each simulation step.

different connectivities among the routers. Classicaligré « Thedetection timds the delay between the attack detec-
are 5 hosts to protect with 2 IPSs at the lowest level. The tion time and when the first attack packet is routed
fanning out effect is taken in consideration (that is outegs

are larger in number than the inner rings as discussed t)efo(r:e
with a factor of 1.5 between the number of routers of two 1) The score threshold parameter and the number of rings:

Results

consecutive layers. The score threshold is still under investigation due to its
important role. Thus, the first experiment aims to show the
A. Parameters effect of this parameter and helps us to choose a value for

The main parameters of the simulation are defined wiffher experiments. An attack of type 1 is generated at time 50
similar values for all routers as in Table I. These paranseté¥ith a varying topology from 1 to 8 rings. Figure 3(a) shows
were set by doing specific simulations where only one of thefe detection rate and Figure 3(b) shows the false alerts. An
vary in a simulation. Then, we keep the value which allows @ftack is detected if at least one router detects it and all th
obtain the best results. All these simulations cannot baileet false alerts of the system are summed. For all experiments
in this paper due to the space limitation. So, fixing the rigigxcept if mentioned, each point in the graphs is an average of
parameter needs a learning stage. Flow sizes are distlibid® independent simulation runs like. Logically, the lowee t
according to a power law formula to follow the behavior ofcore threshold is, the higher the detection rate is.
flow sizes and topology properties in the Internet [4] [5]€Th Therefore filtering with an high threshold could discard rea
main property in power law formulae is their scale invarancattacks. In the same way many false alerts are discarded and
As this property is preserved in exponential distributiore, Figure 3(b) highlights the variation of the false alerts:sto
can use the latter as an approximatidre.( to simplify ~©f the curves look to be logarithmic-linear (zero values are
implementation). Having limited range in the free variablgot displayed). For a topology of 5 rings, = 0.7 seems
ensures that the approximation is always acceptable. ler oth be @ good choice to have a good detection rate with few
words, flows to hosi have a relative size of x e—?* with false alerts. The healthy traffic can be considered as false
b chosen around 0.3 andchosen to have the sum of relativelerts because our simulation limits the bandwith of its but
sizes equal to 1. All routers are assumed to have the safi@ its variation. Obviously, increasing limits to select the
capacity. The detection process is triggered every uninuoé.t healthy traffic rules and reduce the number of false alehis. T
For the simulations, a very high normal traffic is used.(the detection time is relatively low and is less than one dedecti
packet rates are close to an attack). The simulation is ren owindow in the main cases and the highest observed value is

100 units of simulation time (and detection periods) 2 kinds32.The very poor results for a one ring topology is a proof
of attack are simulated: that the collaboration between different rings improvesatjy

« Attack 1: low attack against host 1, with a frequency Ieé@e detection rate. . L , .
The second experiment is similar to the first one with only

than 10% at each step, generated at the outer ring on . L .
about the half of the routers t 4,k5_or 8 rings and an attagktrc])f t)(;pf 2t_|s tnggerer:j. ':'(;uf)
« Attack 2: aggressive attack against host 3, with frequenﬁ/ic IIS dmo;etrz]igtgressgle and '?h € ectlonfrzioeo(; (f)u ”e
greater than 30% at each step, generated at the outer hg o ndeed that 1S observed with a rate o o for a
configurations withr < 0.7. The false alerts were counted and
on about the half of the routers . .
i o o the graph is very close to the Figure 3(b). Thus, an attack doe
For the profile, because no penodlc.trafnc is generatelyt affect the false alerts number. This is intuitively e,
an exponential moving average is usgnew_profile) = 44 faise alerts are caused by cross-traffic that appeargto th
a.fi+ fi(profile).(1—a). The parametes can be tuned and jetection metrics to be in the form of an attack.
for the tests the value i.5. 2) The attack aggressivenesBifferent attacks are gener-
ated from the type 1 attack (low attack) multiplied by a facto
_ _ _ (i.e., rate changes to cover different aggressiveness levals). |
~ In the simulations, a router detects an attack if the scogeder to see more visible variations, the score threshold is
is abnormal. The last step for calculating the packets mtefixed to have a detection rate abaw& in the first simulation:
not important for our simulation because the goal is to seegfg for 3 rings, 0.7 for 4 rings, 0.8 for 5 rings and 0.9 for
the selection process works well. Three different metries ag rings. Logically, the system detects more successfully th

B. Evaluation criteria

considered: more aggressive attacks and the detection rate increasgs ve
« The detection ratewhich is the number of attacks de-slowly from an attack factor of 4 as can be seen in Figure 3(c)
tected divided by the total number of attacks (for those score thresholds). Thus, after a certain level of

« A false alert is defined by a router detecting an attacdggressiveness, the system presents about the sameisgtisfy
although if the rate is too low to be an attack. The numbgerformances.
of false alertsmetric is the total number of them for all 3) The ring efficiency:Four attacks are generated in the
routers and for all simulation steps. The false alerts ratext set of simulations. An attack of type 2 at time 40 and



IR—W 10000 1 VE/&_%
0.9 4 €
0.3 1000 - B g%
P © -
% 0.7 £ 100 < IS .8 7
~ 0.6 ) §§ !
5, = ~ 5 % /BL/E
o 1k 1ring —<— 53 .6 . -
0 0.3r 2%%‘2% = 2rings —X— ke [s] )& 3r!ngs o
L 3rings —&— } A= 3rings —— | 0.5 4rings —¥—
0.2 4rings 0.1 F 4rings —o— . 5rings ——
gs —O— § g
0.1} 5rings —&— gringsﬁéf K 0.4 8rings —o—
8rings —— ) fings —— .
0 — 0.01 1 2 3 4 5 6 7 8 9 10
0.1 0.2 0.3 0.40.50.60.70.80.9 0.1 0.2 0.30.40.50.60.70.80.9
T T Attack factor

(a) Score threshold parameter effect on the defb) Score threshold parameter effect on the false (c) Attack aggressiveness effect

tection rate alerts
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50 and an attack of type 1 at time 50 and 60 on a 5 ringsnnected to a router at level — 1 with a probability
topology with = = 0.7. The mean value of 250 simulationl/i. Therefore, the average value of needed connections is
runs is computed. The detection rate is detailed for eaah ri[f:4 % X Froutersieypel i X Froutersiepe i—1 = 16,8 where
and the best ring is 4 and after 3 in the Figure 4(a). Tte #routers is the number of routers. Consequently, an attack
ring has a relatively low detection rate because it recenges provokes an overhead of about 17 messages in the network.
information from upstream routers. Thus, the exchanges of
scores between rings is a real factor to improve the detectio
efficiency. This communication is done only if needed and thi The collaboration between IPSs or firewalls is a topic
is why the detection rate of rings 1 and 2 is very low becauger which a lot of papers can be found. In [6] the author
the previous rings have already detected the attacks and gidposes to use the distributed firewalls to counter efftlyien
not send the scores. As rings 1 and 2 do not often recewe attacks. The author collaborates with other to propase a
scores, many false alerts are not triggered like in Figubg.4(implementation in [7] but in fact only the rules to enforce
The last one, Figure 4(c), highlights that the worst delay ige exchanged. So each firewall has to detect the attacks
observed for the ring 3 due to the same reasons. alone, the collaboration’s goal is to counter the attackaahe
To be brief, the core of the prevention system is locatdtlewall to avoid traffic congestion. Our work goal is to use
at rings 3, 4 and 5. This information is useful for a reahe collaboration to detect the attacks.
implementation to help determining the routers which haven [8] a peer-to-peer approach is introduced and in [9]
to participate. Moreover it proves that the attack is defcta mobile-agent solution is proposed but in these 2 cases,
early before reaching the final host, and very early into thee hosts communicate to exchange the new detected threats.
attack duration. As the ring which detects the attacks wilurthermore, they propose to detect another attack by using
respond rapidly and be able to drop attack traffic early,hal twhat happen on different hosts. The difference with our
downstream network overload should be quickly decreasedsroposition is that the score is a compressed metric contrar
4) The efficiency of our multi-level approaciThe dis- to the previous solutions which need to inspect users and I/O
tributed approach efficiency were highlighted in the firsictions.
simulations. Our framework is not only based on a scoresin [10], an intelligent firewall is described in order to
exchanges but also on a multi-level process. First of a#i, tidetect attacks proactively. The idea is to use the different
rules selection (selection manager) is very efficient beedlie characteristics of the emails to check a virus is attached. |
number of false alerts is reduced by 50% or more. Howevgict it's filtering content which needs a lot of resources. So
the scoring process performed is also important because #iean ISP level, it needs too much resources and it is too
number of false alerts decreases also. The variation seemgdmplicated contrary to our framework which uses only the
be lower (only 39% of false alerts) but an average of 49 fal$§&quency and the entropy computed easily.
alerts are avoiding thanks to this stage for 5 rings. Other authors propose to use simple statistics but the caetri
To be brief, the multi-level approach reduces the number géed are not distributed over several IPS or firewalls. The
false alerts. Moreover, less rules are selected and less as® authors in [11] use the conditional legitimate probability
exchanged. Thus the overhead of the system is greatly rddudetermine the deviation toward a profile.
thanks to this approach. The paper [12] aggregates the traffic in the network in order
to detect overloading links and to limit the rates for avogli
it. The aggregation can be seen as a more general rule with
Regarding the previous results, an efficient system canldcards. The authors in [13] proposes to use belief funmcti
be composed of three rings from level 3 to level 5. Th® detect distributed denial of service attacks too but only
simulation parameters implie respectively 4, 6 and 9 rautdsased on the number new source IP addresses. Our work
at respectively level 3, 4 and 5. A router at levelis focuses more on the potential victime. the mechanism

VI. RELATED WORK

D. Communication and storage requirements
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Fig. 4. Results of a 5 rings topology with a mix of attacks

observes the traffic to a certain destination according to aThe plan for the future is to use real traces to test our
specific rule. Thus it is a more practicable business saiutigolutions and deal with other problems like; security fog th
as an additional service offered by ISP to their clients wieo alPS communication, the effects of compromised IPSs or a
charged for this protection. limited number of participating routers.
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