N

N

Sound and Complete Computational Interpretation of
Symbolic Hashes in the Standard Model

Flavio D. Garcia, Peter van Rossum

» To cite this version:

Flavio D. Garcia, Peter van Rossum. Sound and Complete Computational Interpretation of Symbolic
Hashes in the Standard Model. Workshop on Formal and Computational Cryptography (FCC 2006),
Véronique Cortier et Steve Kremer, Jul 2006, Venice/Italy. inria-00080675

HAL Id: inria-00080675
https://inria.hal.science/inria-00080675
Submitted on 20 Jun 2006

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://inria.hal.science/inria-00080675
https://hal.archives-ouvertes.fr

Sound and Complete Computational
Interpretation of Symbolic Hashes in the
Standard Model

Flavio D. Garcia and Peter van Rossum

Institute for Computing and Information Sciences,
Radboud University Nijmegen, The Netherlands.
{flaviog,petervr}@cs.ru.nl

Abstract. This paper provides one more step towards bridging the gap
between the formal and computational approaches to the verification
of cryptographic protocols. We extend the well-known Abadi-Rogaway
logic with probabilistic hashes and give a precise semantic interpretation
to it using Canetti’s oracle hashes. These are probabilistic polynomial-
time hashes that hide all partial information. Finally, we show that this
interpretation is computationally sound and complete.

1 Introduction

In the last few years much research has been done to relate the symbolic and
computational views on cryptography [AR02,AJ01,MW04,Her05]. Such a rela-
tion takes the form of a function mapping algebraic messages m to (distributions
over) bit strings [m]. This map then should relate messages that are observation-
ally equivalent in the algebraic world (meaning that a Dolev-Yao attacker [DY83]
can see no difference between them) to indistinguishable distributions over bit
strings (meaning that a computationally bounded adversary can only with neg-
ligible probability distinguish the distributions). Such a map allows one to use
algebraic methods, possibly even automated, to reason about security properties
of protocols and have those reasonings be valid also in the computational world.

Micciancio and Warinschi [MWO04] briefly but explicitly question if this logi-
cal approach can be extended to, among other things, collision resistant hashes.
Backes, Pfitzmann, and Waidner [BPWO06] show that in their simulatability
framework [PWO0O0] a sound interpretation of hashes cannot exist, but that it
is possible to give a sound interpretation of formal hashes in the simulatability
framework using random oracles.

The problem with hashes is that in the algebraic world h(m) and h(m’) are
indistinguishable for a Dolev-Yao attacker if the attacker does not know m and
m/. In the computational world, however, the standard security definition — it
must be computationally infeasible to compute any pre-image of a hash value
or a hash collision [RS04] — does not guarantee that the hash function hides all
partial information about the message; hence there is no guarantee that [h(m)]
and [h(m')] are computationally indistinguishable.
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We give an interpretation of formal hashes using the notion of perfectly one-
way functions (a.k.a. oracle hashing) from Canetti and others [Can97a,CMR9S].
These are computable probabilistic hash functions that hide all partial informa-
tion of their input. Under suitable security conditions, we have shown sound-
ness [GRO6b] and completeness [GRO6a] of this interpretation in the standard
model.

2 The algebraic setting

Messages are constructed from constants c¢, keys k, nonces n and randomness
labels r using algebraic encryption, hashing, and pairing operations:

Msg > m = c|k|n|{ml [ b'(m) [ (m,m) O] K"

The closure U of a set of messages U is the set of all messages that can be
constructed from U using tupling, detupling, and decryption. It represents the
information an adversary could deduce knowing U.

As in [AR02] we define the function pattern that replaces unknown encryp-
tions and hashes by boxes.

pattern(m) = pattern(m, {m}),
where
pattern({my, ms), U) = (pattern(mq, U), pattern(ms,U))

pattern({mly, U {{Ipattern m,U)}y, if ke U;

gRr{mkL) otherwise.
. h'(pattern(m, U)), if m € U;
pattern(h’( {gﬁ(h (m)) otherwise.

pattern(m,U) =m  in any other case.

Here R is an injective function assigning randomness labels to messages.

Two messages m and m’ are said to be observationally equivalent, notation
m = m/, if there is a type preserving permutation o of keys, nonces, randomness
labels, and boxes such that pattern(m) = pattern(m’)o.

3 Oracle hashing

The underlying secrecy assumptions behind formal or Dolev-Yao hashes are very
strong. It is assumed that given a hash value h(z), it is not possible for an ad-
versary to learn any information about the pre-image x. In the literature this
idealization is often modelled with the random oracle [BR93]. Such a primitive is
not computable and therefore it is also an idealization. Practical hash functions
like SHA or MD5 are very useful cryptographic primitives even though these
functions might leak partial information about their input. Moreover, under the
traditional security notions (one-wayness), a function that reveals half of its input
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is considered secure. In addition, any deterministic hash function h leaks partial
information about x, namely h(z). Through this paper we consider a new prim-
itive introduced by Canetti [Can97a] called oracle hashing, that mimics what
semantic security is for encryption schemes. This hash function is probabilistic
and therefore it needs a verification function, just as in a signature scheme. A
hash scheme consists of two algorithms H and V. The probabilistic algorithm
H: Param x Str — Str takes as arguments a unary sequence and a message and
outputs a hash value; the verification algorithm V: Str x Str — {0,1}, given
two messages x and c¢, correctly decides whether ¢ is a hash of x or not. As an
example we reproduce here a hash scheme proposed in the original paper. Let
p be a large (i.e., scaling with 7) safe prime. Take H(z) = (r2,r>"*) mod p),
where 7 is a randomly chosen element in Z; and h is any collision resistant hash
function. The verification algorithm V(z, (a,b)) just checks whether b = a/(*)
mod p.

Canetti gives essentially two security notions for such a hash scheme. The
first one, oracle indistinguishability, guarantees that an adversary can gain no
information at all about a bit string, given its hash value (or rather, with suf-
ficiently small probability). The second one is an appropriate form of collision
resistance. It guarantees that an adversary cannot (or rather, again, with suffi-
ciently small probability) compute two distinct messages that successfully pass
the verification test with the same hash value.

Definition 3.1 (Oracle indistinguishability). A hash scheme (H,V) is said
to be oracle indistinguishable if for every family of probabilistic polynomial-time
predicates {D,,: Str — {0,1}},en and every positive polynomial p there is a
polynomial-size family {L,,},en of subsets of Str such that for all large enough
n and all z,y € Str\ L,:

B[D, (H(1",2)) = 1] - P[D,(H(1",)) = 1] < —.

p(n)

Here the probabilities are taken over the choices made by H and the choices
made by D,. This definition is the non-uniform [Gol01] version of oracle indis-
tinguishability proposed by Canetti [Can97a] as it is finally used throughout the
proof (See the full version [Can97b], Appendix B).

Definition 3.2 (Collision resistance). A hash scheme (H,V) is said to be
collision resistant if for every probabilistic polynomial-time adversary A, the
probability

]P)[<C,I,y> - A(ln);x FYA V(I,C) = V(y,C) = 1]

is a negligible function of 7.

4 Soundness & Completeness

Symbolic messages are interpreted in the standard way [AR02], using H to in-
terpret hashes.
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Theorem 4.1 (Soundness) Assume that the encryption scheme is type-0 se-
cure and that the hash scheme is oracle indistinguishable and collision resistant.
Let m and m’ be acyclic messages. Then m 2 m’ = [m] = [m/]. O

This result also holds for the standard ind-cca security notion by making
pattern length- or structure-aware, as in, for instance, [Her05,MP05].

Theorem 4.2 (Completeness) Assume also that the encryption scheme is
confusion free. Let my and mq be acyclic messages. Then [m1] = [me] =
mi = mo. O
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