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Résumé :
[esume

Le but de cet article est de présenter un panorama des diverses
approches du probléme des ruptures de modéles statistiques, telles
qu'elles sont apparues ces dernidres années dans la littérature rele-
vant des domaines de 1'Automatique et de la Statistique. L'originalité
de ce travail se situe dans une tentative de confrontation des méthodes
utilis@es en Automatique et en Statistique.

Les diverses méthodes recensées sont classées selon la complexité
des modéles qu'elles permettent d'étudier, et selon leur "type" (appro-
ches bayésiennes, points de vue séquentiels ou non séquentiels, analyses
par blocs glissants...).

Enfin, on présente quelques &tudes comparatives. L'étude d'un exem—
ple réel de ce probléme est décrite dans le deuxiéme article de ce rapport:

"UN EXEMPLE DE DETECTION DE RUPTURES :ELABORATION ET ETUDE COMPARATIVE

DE QUELQUES ALGORITHMES'.

par M. BASSEVILLE et A. BENVENISTE.

Abstract :

This survey paper is devoted to the problem of changes in statisti-
cal models :as it has been investigated in the literature concerning Auto-
matic Control as well as Statistics. The originality of this paper is a
tentative confrontation of the methods used in these two domains.

The various methods are presented and ordered according to the com-
plexity of the models they allow to be analyzed and according to their
"type" (bayesian appraoches, sequential or nonsequential framework, ana-
lysis by sliding blocks...).

Finally, some comparative studies are presented. An analysis of a
real example of this problem 1is reported in the second paper of this
report:

"AN EXAMPLE OF FAILURE DETECTION: DESIGN AND COMPARATIVE STUDY OF

SOME ALGORITHMS"
by M. BASSEVILLE and A. BENVENISTE.
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INTRODUCTION.

The purpose of this paper is to present an overview of the different
approaches for the problem of changes in statistical models, as they have
appeared during the last years in the literature concerning Automatic Control

as well as Statistics.

This problem has already been investigated in [2], [3b], [17b], [48],
[54]. However, the feferences concerning Automatic Control which are examined
in [54] are prior to 1976; and, on the other hand, the more recent studies [17b]
and [48] are concerned with Statistics and Econometry. Therefore, the originali-
ty of this work, as it has been sketched in [2] and [3b], seems to lay in a
tentative confrontation of the methods used in Automatic Control and in Statis-

tics.

Let us first emphasize that the purely "technical" approach of the
problem, as it can appear in the design of failure detectors for electronic
circuits for example, will not be considered at all; for this type of approach,

the interested reader is refered to [40].

After a short presentation of the general problem of the study of
changes in statistical models, of the main questions of interest, and of some
examples, the different investigated methods will be presented and ordered
according to the complexity of the models they allow to be analyzed, and, as
far as possible, according to their "type" (sequential probability ratio tests,
cumulative sums tests, estimation by maximum a posteriori probability, etc...);
this last distinction being sometime tricky (the recursive formulas for a
sequential probability ratio test leading to a "cusum" type test), the somewhat

arbitrary feature of this classification has to be noticed.

Finally, some comparative studies, which will consider only part of

the numerous methods introduced, will be presented.



I. FORMULATION OF THE PROBLEM.

Some key concepts introduced by A.S. WILLSKY in [54] will be resumed

in this section.

The study of changes in statistical models is concerned with the

following problem :

Let us observe a signal or a dynamical system, the most often des-
cribed by a linear stochastic model, some characteristics of which may be
subjected to sudden changes or "failures", and examine, for each of these

failures, the following three tasks:

7) detection of the "failure",
27) estimation of its magnitude,

17Z) possibly, updating the fitting procedure of the system after the
failure.

According to the practical cases, only the answer to the first or
the two first questions can be of interest, because the requirements of such
an analysis are different for a sequential method of fitting or when a failure
is looked for somewhere in a fixed size sample. Furthermore, the difficulty
in solving these problems is not the same if the characteristics of the system
before and after the jump are assumed to be known and the only unknown variable
is the failure time (which is often the case for the asymptotic studies propo-
sed by Statisticians), or if all the characteristics before and after the jump
are unknown. From a sequential point of view, a reasonable framework seems to
be the following: the characteristics of the system before the failure are
assumed to be known (and, if not, are identified), but are unknown the charac-
teristics after the failure, and also the failure time and the magnitude of

the failure. This point will be further investigated in the sequel.

This problem of segmentation of signals, which can also be considered
as a first possible approach to the identification of nonstationary signals,

raises in various domains of application. For example, let us mention:

- the aerospatial domain, where the complexity of the controlled systems
compells using numerical techniques for failure detection in captors
(81, [16], [33], [34]);
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- medicine, with the automatic segmentation of electroencephalograms [31],
or the automatic study of electrocardiograms for detecting arrythmias

in the heartbeats ([25a],[25b]);

~ speech processing: segmentation of the signal for speech recognition
purposes ([35a], [35b]), or detection of transmission errors for encoded
signals, using simple analysis of the signal rebuilt at the receivor
@491, [50]); |

- image processing, where the edge detection problem can be solved by the

detection, line by line, of jumps in the mean grey level [3al;

- digital transmission systems in which sudden changes in the characteris-

tics of the channel (for example, phase hits [19]) may occur;

~ econometry, where forecasting studies have to be combined with the study

of changes in regression models ([38], [48]);

- geophysics, where the detection of transitions between various geologi~-

cal layers is of interest [3c];

- and even detection of incidents on freeways [58].

Let us emphasize that, in all these examples, the word "failure" has
not necessarily a physical meaning as in the case of failures in captors aboard
airplanes. However, it will be kept in all the sequel, with the general meaning
of abrupt change in one or several parameters characterizing a model which des—
cribes the observed signal or system. The words "change" and "jump" will be

also indifferently used.

In order to solve the three problems related to the study of changes
in models whichhave been mentioned earlier, algorithms have to be designed,

which satisfy two tradeoffs, closely related to each other:

a/ the failure detector has to be able to give the alarm as quickly as
possible after a failure (minimum time delay for detection) without giving
raise to too many false alarms during normal system operation (high mean time
between false alarms). These two needs are obviously contradictory, at least
because of the sensitivity to high frequencies that the ability of quick de-

tection of sudden jumps involves. The way for solving this tradeoff depends



upon the considered application: in speech processing for example, non detec—
tions are greater nuisances than over-segmentation; on the contrary, in case ’
where the designed analysis system involves, at each alarm, a processing with “
the aid of a complex, time consuming and memory fulling algorithm, one has to

be more careful with the occurence of false alarms.

b/ On the other hand, and this second tradeoff refers to the remark which
has just been mentioned, for practical reasons it is often necessary to eva-
luate the efficiency of the failure detection algorithm by taking into account
its complexity, and to find a tradeoff between these two criterias. Further-
more, it has to be noticed that the complexity of a failure detection system
is not only of computational character but also of technological character:
some procedures require the simultaneous presence of several identical captors
and explicitly use the redundancy in the information for failure detection
(that is often the case in aerospatial domain; see [16], [34] for example),
and reducing such a complexity without degrading the performances of the de-

tector may be of interest.

The following sections are . devoted to the presentation of the dif-
ferent algorithms which have been proposed for the study of failures in models,
the complexity of which goes increasing, from simple changes in mean to the
identification of time-variable non-linear systems, through jumps in one or
several coefficients in ARMA models, for scalar or vectorial signals. But,
except for one example, the vectorial case will not be mentioned before

Section V.
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I1. CHANGES IN MEAN,

A bibliographical study of this problem already appeared in [2]
and [3b]. The purpose of this section is to complete it, in a non exhaus-
tive manner, of course. Let us emphasize that the algorithms which will be
presented in the following sections (for regression and ARMA models) may
obviously be used for the detection of changes in mean, and will not be pre-

sented from this point of view in the present section.

One is here concerned with the study of changes in mean in a
sequence of independent observations of a scalar signal which is supposed
to be gaussian, if it is real valued, or to be a Bernoulli trial, if it is
{0,1} valued.

More precisely, let Y "’Yn"" be a sequence of independent

1’
observations of a process governed by the probability law:

2 .
P0 N(uo,o ) (resp. B(po» for I<n<r

and

P

N(ul,oz) (resp. B(pl» for n>r+l,

where the failure time r is unknown, and possibly one or several parameters Hyo
Hys 02 (resp. P, pl) are also unknown. The considered test problem is related

to the presence of a failure of jump and challenge the two hypothesis:

H : "the observations (Y;) are governed by the law Po" (i.e. ngr).

1<i<n
and

H : "the observations are governed by the law P for 1<icr and the law P,

for r+i<i<n" (i.e. n>r+l),
where n is the current time in a sequential framework, or the fixed size N of

the considered sample in a nonsequential framework.

The introduced test statistics often occur to allow, more or less
directly, an estimation of the failure time at least (for example, the esti-
mate of the failure time is one stopping-time for the statistics), and there-
fore some authors will appear both in the item "estimation'" and the item "test"

of the summary table which will be found at the end of this section.



1/ Estimation problem.

* The maximum likelihood estimates T, ﬁo’ ﬁl (and possibly 82) or
T, 50’ 51 have been analyzed by D.V. HINKLEY (see [3b]) who built up an
efficient method for a numerical approximation of the asymptotic distribu-

. -~
tion of r.

* From a bayesian point of view, A.F.S. LEE and S.M. HEGHINIAN [36]
recently obtained the marginal and joint a posteriori probability laws of
the failure time and the magnitude of the failure, when the characteristics
of the system, which are all unknown, are governed by the following a priori
laws:
- gaussian zero-mean laws, with different variances, for the mean of the

observations before the jump and for the magnitude of the jump;

- uniform law (over the time interval during which the observations are

taken) for the failure time;

- "uniform" law over IR, for the standard direction o; all these parame-

ters being assumed stochastically independent from each other.

From these laws, some estimates can be deduced: for example, esti-

mates by a posteriori mode.

2/ Test problem.

* In the gaussian case, D.M. HAWKINS [26] derived the distribution,
under Ho’ of the likelihood ratio statistics whether ¢ is known or not. In
this later case, a correction has been brought up by K.J. WORSLEY [60]. On
the other hand, [2] has already provided the interested reader with the re-
sults proposed by D.V. HINKLEY who used exponential approximations for the
distributions of maxima of random walks and so derived more explicit asymto-
tic indications (r and N-r infinite). It has to be noticed that, from this
asymptotic point of view, it does not matter to assume that My and M, are
known or not, since the asymptotic distributions of the estimates and the

test statistics are the same in the two cases.

o~

-
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* Still in a nonsequential framework, J. DESHAYES and D. PICARD [17a]
studied, in this particular case of jump between two known means, the asymp—-
totic behaviour (in terms of exponential speed of the level and the power)
of two tests based upon the cumulative sums of the innovations or of their
squares, tests which have been proposed by R.L. BROWN, J. DURBIN, J.M. EVANS
[7]. These asymptotic results were obtained with the aid of results concerning

large deviations for random walks.

* In order to study jumps in the parameter of a Bernoulli law in a
sequence of independent observations, A.N. PETTITT [43] introduced another

test statistics, also of the "cusum" type, but in a nonsequential framework.
N

Let be: SN = z Yi’ where N is the size of the observed sample. The consi-~

i=1

dered statistics is of the form:

U

NS -nS§
n n

N

or, equivalently,

n SN
U = N 121 (¥; - =)
Let: P, = P(Yi=+l) =] - P(Yi=0) for i<r

and P, = P(Yi=+1) 1 - P(Yi=0) for i>r+]

be the state probabilities before and after the jump. Then, when po>p], the
failure time can be estimated by the time at which U reaches its maximum
value, i.e.:

"
r = inf {0 |U >V, k=I,...,N}

k!

For testing the hypothesis Ho agains the hypothesis H , the fol-

]’
lowing test statistics may be used:

+

\' = max U ,
1<n<N

V = min U,
1<n<N

or: V =  max IUnl
1<n<N

according to the a priori knowledge of the "direction" of the jump (p0>p] or

pl>p0). A.N. PETTITT showed that, since SN is a sufficient statistics for P,



. . . + - ..
the distributions, under Ho’ of V., V, V conditionally to SN=m are the same
. . . * * .
as the distributions, under Ho’ of m(N-m) Dm,N-m’ where Dm,N-m is the corres-

ponding Kolmogorov-Smirnov test statistics (% means +, - or no upperscript).

A.N. PETTITT compared these statistics to the likelihood ratio:

n ?ﬁ 1-Y
Wn = .Z Yi Log — + (I—Yi) Log ——
i=1 Y 1-Y

* L

n i

N
+ Z] [éi Log Yn* + (1-Y,) Log(l—Yn*i],

— 1 g
Y, and T, = Y.,
- o NP yone

i~

o[

where: Y =
n i

which is involved in test statistics of Ho against H,; for example:

1’

W, - max W, or W, ~Wa,
I<n<N N r
where r is the maximum likelihood estimate of r, as D.V, Hinkley proposed
(see the next paragraph). A simulation study showed that the two tests, based

upon Wn and upon V, have nearly the same power for a fixed level, and that,

N . . . . .
when r=y, the test based upon V is more powerful. Since the distribution,

under Ho’ of W, — max W _is furthermore incalculable, thus the test based
1<n<N

upon V seems to be preferable.

Then, A.N. PETTITT considered the problem of estimation of r with
the aid of the statistics Un’ and compared, from an asymptotic point of view
as well as for small samples, this estimate to the maximum likelihood one.
This point will be further investigated in section VII, which is devoted to

comparative studies.

Finally, the same author proposed a sequential procedure, which,
because of its complexity, seems to be unrealistic; it proceeds in the fol-
lowing manner when several failures possibly occur: test Ho against H, using
the first k observations (k=2,3,...,N); then examine the probability Py that
no jump occured and increase k until this probability reaches a local minimum
less than a threshold (of order of magnitude 0.1 or 0.05); this minimum at ko
indicates a possible failure, the occurence time of which can be evaluated with
the aid of the estimate t which has been mentioned earlier and the first ko
observations. After time (k0+1), the observations are again analyzed in the same

way. No example is given.
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b) Sequential framework.

* Tests and methods of detection based upon cumulative sums ("cusum"
tests) are frequently used. M. BASSEVILLE investigated in [3b] one of ﬁhese
algorithms which is based upon the deviations of these cumulative sums with
respect to their maxima, and which was proposed by E.S. PAGE and D;V. HINKLEY.
It proceeds in the following way: when My and M, are known, a change in the

sign of the mean has in fact to be tested. So, define: So=0 and
n U+
_ _ _ o 1 - . . _
SO-O and Sn = .Z (Yi 7 ) (n>1). If uo<0<u], m min Sk is compu
1=] 0<k<n
ted, and the alarm is given as soon as: Sn—mn > h, where h is a fixed threshold.

If uo>0>u], Mn = max S, is computed, and the alarm is given as soon as:
o<k<n

Mn-Sn > h; see figure n° 1. When H and M, are unknown, a reasonable procedure
consistsin identifying M, and fixing a minimum magnitude of jump: v = lul-uol

to be detected. Two tests are then activated in parallel:

on one hand:

n
= - - =
S iZl (¥; -u, =5 (@1 (s =0)
m = min Sk
o<k<n

alarm when S -m > h
n n -

is looking for upwards jumps (uo'* uo+v), whereas, on the other hand:

n
izl (Y; —u, +3) @1 (1,=0)

=3
1]

M = max T
o:kgn

alarm when M =T > h
n'n-

is looking for downwards jumps (uo'* uo—v).

Then, there are two possible estimates for the failure time: either
the alarm time, possibly reduced by its "bias" (i.e. mean time delay for de-
tection of a jump, conditionally to the fact that no false alarm occurs before
the jump), or the instant at which the maximum of Tk (resp. the minimum of Sk)
has been reached,
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This detector has been compared, via a simulation study, to some
others, of the "filtered derivatives" type which will be presented later,
and to a A.N. SHIRYAEV's algorithm (sequential probability ratio test;
see figure n° 2). Furthermore, new theoretical results, concerning mean
time between false alarms and mean time delay for detection of a jump,
have been derived in the two cases considered here: change in mean for a

gaussian law, change in the parameter of a Bernoulli law. See [3b].

It should be noticed that the setting of the threshold h, propor-
tional to the variance 02 of the observations (and not the standard deviation

0), requires estimation of this variance when unknown.

* In the gaussian case, W.G.S. HINES ([27], [28]) proposed a weighted
version of this cusum technique, which he called "geometric moving average",
and can be described in the following manner: let Sy be the state of the sys-—
tem at time n (i.e. sn=j if and only if Yn “'N(uj,o.z), where j=0,1), and

- J
let s, be the estimate of this state. The considered statistics has the form:

Gn B Yn * 0L(Sn—l) Gn-l’
where o is a weighting coefficient which possibly depends upon the estimated
state §n_]. The alarm is given as soon as: Gn > h(gn_l), where h is a thres-—

hold which also possibly depends upon §n_1, and the estimated state becomes:
S, = I - S -1’
is updated to the value:

and o and h are modified if needed, whereas the test statistics

Hs
n

1 - a(sn)
which is the mean value of the distribution of Gn when the system is always

under the state §n. See figure n° 3.

By approximating the sequence (Gn)n with a Ornstein-Uhlenbeck's
process and using approximated distributions of level-crossing times for such
a process, W.G.S. HINES obtained evaluations of the efficiency of such a fai-
lure detector, in terms of linear combination of frequencies of the two possi-
ble errors which can occur during estimation of the state of the system, under

the hypothesis that actual failures as well as false alarms scarcely occur.
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Such a measure of efficiency allowed him to set the various parameters of his
detector (a and h) for each system. It should be noticed that the knowledge
of the means and variances before and after the jump is required. Under the
hypothesis that the variance of the observations is equal to one and that
their mean varies from -y to +u, a simulation study led to an evaluation of
the precision of the involved approximations, and of the efficiency of the

proposed detector with respect to the bayesian one:

Y (1-p) R _, +7p
Rn = e =p + p Rn_] .

which is optimal for the criteria "mean time in error". (p is the a priori

probability for the system to be in the state 0).

In [28], W.G.S. HINES proposed an improved version of this "geometric
moving average" detector, for which the measure of efficiency takes into account
the frequency of the false alarms, and the updating of the statistics Gn is
modified: after an alarm, Gn is updated to the value:

~ -~ - Ugn
A(Sn) h(s ) + [1- A(Sn)] ;—tji;zg—; s
n
which lies between the new threshold h(gn) and the mean value of the distribu-
tion of Gn when the system is always in the state En. A numerical study showed

that A = A(o) = A(1) has to decrease when the cost of false alarms increases.

* The main drawback of all these parametric tests is that they require
a preliminary identification of the model. Thus, let us mention some non-
parametric tests (or nearly non-parametric tests) which may be useful. As far
as linear rank tests are concerned, the interested reader is refered to [22]
and [35a] (chp.4). We shall only describe here "filtered derivatives" detec~-
tors, which have been mentioned earlier in this section and studied, for

instance, in [3b], [3c].

These simple well known detectors first filter the analyzed signal
before comparing its derivative to a threshold A. Two simple filters have
been considered in [3b]: the integrating filter and a filter, called "triangu-

lar", the impulse response of which is of the form:
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-atl - a(22-t) 1 » Wwith a22=1.
{o<t<e} {a<t<22}

After one of these filtering operationsand derivation (in discrete

time), the obtained observations are:

7 - Yn+2 B Yn—ﬂ
n 22
in the first case, and:
7 = (Yn+l+Yn+2 "'+Yn+2) B (Yn-l+Y 2t '+Yn-£)
n 2

in the second.

With the aid of these two detectors, two ways of setting the alarms
are possible: the first one, called "rough" consists in giving the alarm when
Ian 2 A and forgetting the 24 observations following this instant, in order
to avoid successive detections in the neighborhood of a jump. The second method,
called "with counter", consists in counting the number of instants at which
the new signal lan exceeds the threshold A, and which occur within the 2%
instants following the first overcrossing, and in setting the alarm only if
this number of crossings exceeds a fixed value Nc; the alarm time is then
chosen to be the first of these crossing-times. The advantage of such a method
is obviously to avoid false alarms, the drawback being the risk of nondetection
if NC is too high. It was shown that Nc=2 was a good value, in the simulation
analysis of simple jumps in mean [3b] as well as in the framework of edge detec~

tion in noisy pictures [3a].

However, when applied to very noisy signals, these detectors seem to
be inefficient and a more elaborated type of counter has been studied in [3c]:
this new counter takes into account Zn itself and not only its absolute value,
and the alarm is now given when the number of crossings of the same type (i.e.
overcrossings of the level +) or undercrossings of the level -)) exceeds the
threshold NC during the 2% instants following the first one, which is taken

as the estimated jump time.

* To complete this section, devoted to changes in mean, let us mention
a particular case which has been investigated by S. ZACKS [62] in his numerical

study of distributions of some stopping-times which are used in sequential
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failure detection: the case of a change in the parameter of a Poisson distri-
bution. This point will be further analyzed in section VI which is devoted to

changes in "general" models.

Summary table.

Nonsequential Sequential
Bayesian ., Max. "Cusum" Bayesian "Cusum"
A Likelihood
TELoz L . ; . Hinkley,
Lée &t 4&l. Hinkley Hinkley Basseville
Estimation
Pettitt
Hawkins Hinkley Zacks Hinkley,
Basseville
Worsley
Test Hinkley Hines
Deshayes- Zacks
Picard Pettitt
Pettitt
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ITI. CHANGES IN LINEAR REGRESSION MODELS.

A great number of bibliographical references concerning this problem
will be found in [2], [3b], [17b], and an annotated bibliography is given in [48]
where problems encountered in Econometry are emphasized. On the other hand,
the reader is referred to section VII for comparative studies of failure

detectors in regression models.

Only some recent approaches will be presented here. As in the previous
section, many approaches used for more complex models which will be presented in

the next sections, may be used in the present framework of regression models.

Let : y. = x' 6 _+ ¢
n n n n

be the studied regression model, where en € R" is the parameter vector,

X € R" is a vector of non random variables, ("regression”variables), and
the e, are a sequence of independent random variables, gaussian, zero-mean,
with constant variance 02. The hypothesis Ho of absence of failure can be

written:

1/ Nonsequential estimation.

We recall that, from a nonsequential point of view, the problems
of estimation of the parameters 6 and of the failure time r with maximum
likelihood have been investigated by D.V. HINKLEY, and that the asymptotic
behaviour of the likelihood ratio when several failures may occur has been
analyzed in detail by P.I. FEDER. The interested reader is referred to [3b]

for precise references.

2/ Sequential test and estimation.

From a sequential point of view, when the "regression" variable x
is the time itself, test and estimation problems can be approached by using

the Hinkley's "cusum" statistics which hasbeen presented in section I1.2/B):
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one has only to use a Kalman filter adapted to the studied regression model,
and to apply the sequential detector of change in mean to the innovations of
this filter, as it has already been done in [3a] and [22] for the line-by-

line detection of edge elements in digitized pictures.

3/ Some nonsequential tests.

The remainder of this section is devoted to some nonsequential
approaches of the test problem for the constancy of the regression parame-

ters 6.

* B.P.M. Mac CABE and M.J. HARRISON [38] introduced a test based upon
least squares residuals, and compared it to the test proposed by R.L. BROWN,
J. DURBIN, J.M. EVANS [7]. It has to be noticed that the authors themselves
think of this test more as an aid for data analysis than as a precise test.

Let E be the vector of the N residuals coming from least squares estimation
of 6:

1

E =/ = (IN—x(x'x)' X"y,

N
' /
where Y = (yl,...,yN), and X = (x],...,xN).

The test consists in observing the statistics:

E' An E
Sn * E' ?
In 0
where A = » as a function of n, and its crossing=-times of the
" olo o
levels:
* n
+ g = tc + — for 1<n<N-m—1,
u N-m -~
and : + s* = + ¢+ 30 for mt+ ] <n<N-1,
L N~m - -

(see figure n°4).
For example, if the hypothesis H] is:
"en=e for 1<nzr and 6, =6+A for r+l<n<N",

then the cumulative sums of squares s tend to lay under the straight line
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joining the points ﬁ- (1<nsN), and the test of H0 against H, uses the levels

-SE and -s;, where ¢ is chosen in order to ensure a given {evel. (This choice
is made with the aid of a brownian motion approximation). This test statistics
is easier to compute than this of R.L. BROWN, J. DURBIN, J.M. EVANS [7] which
cumulates the squares of the innovations weighted by their variances:

T = E'B_ E
n n

v 0
where B = [ " and where Vn is diagonal, of ith element

0 o0
is estimated together with 6). Therefore, B.P.M. Mac CABE and M.J. HARRISON

1 .
;E;TEIY (which

compared, via a simulation study, the powers of these two tests by using the
simulation method proposed by K. GARBADE [21] (see section VII) for samples

of rather small sizes (N from 15 to 60). No noticeable difference between the
two powers appeared. However, if the sample size is very small and if the fai-
lure is of small magnitude, BROWN et al.'s test seems to be more powerful.
Finally, B.P.M. Mac CABE and M.J. HARRISON give an example of application of

their test to econometric forecasting models for telephone traffic.

* Let us now examine the asymptotic results recently derived by
P.K. SEN [47], which are related to two test statistics for changes in regres-
sion models, one of them being nonparametric. (The reader is referred to [3b],

[17b], [22] and [48] for other references of such tests).

Let yi=y(ti) (1<i<N) (tlf...ftN) be the observations, and consider

the following regression model:

a + B(t-r) + € if  t<r

a + y(t-r) + € if tr

where o, B, Y and r are unknown, and where the ¢ are independent, zero-mean

t
random variables, with distribution function F. For testing the hypothesis

HO: B=y against the hypothesis H .: B>y or the hypothesis HZ: B#y, P.K. SEN

x
proposes tests which are based upon least squares estimates and a linear rank

statistics, the asymptotic properties of which are studied. The asymptotic

comparison between these two tests will be further investigated in section VII.

The tests based upon the least squares estimates are built in the

following manner: let be:
_ ;] B n _ 9
t = - izl t, and T = izl (t,-t )" (n21).
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Under Ho, the least squares estimate of B based upon the observations Yiseeesy
n

is of the form:
n

B = —5 .2 (ti-tn)yi for  2<n<N-
T 1=]

and El = 0. Let §n =y, " EN t (1<n<N) be the residuals, and let us compute:
n

v 1

B = — ] (t.-t)y.
n T 2 i=1 1 n’1
n
= Bn - BN (2<n<N).
The considered test statistics are:
+
= max S
MN OfnSN N,m
and:
= max S R
MN Ofan N,n
where SN,O = SN,l = SN,N =0 and:
T 2 "
S = -—n_ B
N,n TN n
T2 .
= '7ﬁ; (Bn-BN) (2<n<N-1),

and the test procedure is the following one: when F has a known finite variance
2 . . + + +
0, reject HO if MN or MN exceeds the threshold o AE or o Ae’ where AE and AE

are the respective roots of:

2

1 - e 27 I-¢

and:
o 22
1-2 § (=nFe2kx o
k=
€ being the desired level. (These equations are obtained when SN 0 is approxi-
b
mated by a brownian bridge). When 02 is unknown, it is estimated by:
N N
A2 ] — A — .2 —_1
N T W nZ] Op = vy = By, where yy =g HZI %

and the same procedure is used, with o being replaced by GN'
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The nonparametric method P.K. SEN considers is based upon linear
L (D)
be the rank of Yy ~ btk in the sequence y]-bt'],...,yn-btrl (1<k<n), and let

rank tests, which are obtained from the following statistics. Let Rn

us consider the linear rank statistics:

n
L (b) = kzl (£t a (R, (b)) (n21),
where a_(k) = E[¢(Unk)] (1<k<n), with: U

size n of an uniform law over ]0,1[, and where ¢ is a growing function square-

<...< Unn an ordered sample of

integrable on ]O,1[.

Then let the estimates be:

*
By,; = sup (b |Ln(b)>0},
* .
By,2 = inf {b an(b)<0},
B* *
* 1 2
and Bn = ._r.l’__z_L. ( ]iniN) s

and let us introduce the linear rank statistics related to the later one:

*
" ) Ln(BN)
LN,n TN
1 9 — *
= ﬁ-kzl (tk-tn) a, (Rnk) (1<n<N)

* . * _ _ ¥ . * »*
whgre Rnk is the rank of Ve = Vi BN tk in the sequence MATRERED AN (1<k<n)
(n>1). The test statistics proposed by P.K. SEN have the following form:

D; = a7l ( max L )
0<n<N ’
and:
_1 *
D = ( max lL l),
N AN .OiniN N,n
2 ;N — 2 — 1
where, for N>2, AN = 5T Z [aN(k)-aN] and ay =g Z aN(k).
k=1 k=1
The test procedure is then: reject H if: p. > At or if: D_ > A , where at
o N - "€ N - "¢ €

and As are the roots of the same equations as before.
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For these two types of tests, built upon least squares estimatesg
or linear rank statistics, P.K. SEN studies the asymptotic power for a

sequence of local alternative hypothesis:

_ $
H.B-y+T

n

and derives from it some comparisons which will be presented in section VII.
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IV. CHANGES IN AR AND ARMA MODELS.

This section is devoted to the presentation of some techniques for
failure detection in autoregressive (AR) or autoregressive and moving average
(ARMA) models, still for scalar signals, except for the study of L. TELKSNYS
[52¢] who investigates the vectorial case. These techniques use the modelling
of the observed signal or system by such processes, and generally are distinct
from those that will be presented in the next section, where a state space

model is explicitly taken into account.

1/ Changes in autoregressive models.

Three types of processing will be distinguished in this paragraph:
a sequential algorithm ; a nonsequential framework in which a bayesian approach
and some "cusum" type algorithms will be presented; and then two analysis by
sliding blocks, involving either distance-measures : between spectral densities

or order-based-detectors, will be described.

a) Sequential framework.

Let us first emphasize some general ideas underlying sequential ana-
lysis of failures, in autoregressive as well as in autoregressive and moving
average processes. The main idea consists in, first, filtering the observed
signal (yt) through a known or identified AR or ARMA filter and to look for
failures in the residual signal of "innovations" (et). If a bias on the model
is looked for, a jump in the mean of the e, can be detected with the aid of
any method which was presented in section II. On the other hand, if jumps in
other parameters of the model are expected, looking for jumps in the mean of
etz, with the aid of the previous techniques, may be of interest. Finally, a
more sophisticated technique consists in computing likelihood ratios between
various hypothesis H] corresponding to the studied jumps and the null hypo-
thesis HO' These basic ideas will be found all along this section and the
following one, which is devoted to techniques based upon state variables mo-

dels, and should be kept in mind.
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Let us thus examine an algorithm, which has been introduced by
V.Y. LUMEL'SKI [37] and studied by L.I. BORODKIN and V.V. MOTTL' [6], and
which is based upon cumulative sums of squares of "innovations". This pro-—
cedure is intended to detect changes in any parameter of a scalar autore-
gressive process, and it shall be seen in section VI that it is nothing but
a particular case of a new failure detector which has been proposed by
J. SEGEN and A.C. SANDERSON [46] in a more general framework and studied by
them in EEG processing [44]. However, let us describe the algorithm in this

simple case. Let:

yo = £(,8) + 8z (n21) (o €ER")
be the AR(P) model, where Yp (y TRREE A p)', z is zero-mean white noise
with variance 1, and with known E(z ) =y; £ is a known function ; the (m+1)
(o)

parameters (6 ,B(o)) which characterlze the model before the jump are sup-

posed to be known, whereas the parameters (e(]),s(])) after the jump, which

occurs at the unknown time r, are unknown. Let us introduce the quantities:

'

C(0).12
A PR T
e = .

n B (o)

For n<r, E(enz) =1]. From which we consider the statistics:

n
z = —L 3 (ekz-l),
n Yiy=Dn k=1

which is zero-mean, and asymptotically governed by the gaussian law ¥(0,1)
for nzr. If (n-r) is large enough to allow neglecting the influence of the

transitory situation of length p which is established after a failure, then:

S(n-r)

E(Z )
n V(y-Dn

where S = E(ei-l) for n>r+p.

Typically, Zn is in the neighborhood of zero until r and monoFi—
cally varies after r (see figure n°5). In order to estimate the failure ”
time r, the overcrossings of a level by Ian will be observed and, so as
not to penalize long observation sequences where r is large, Zn is updated

to zero every T steps (provided that IZnI has not overcrossed the threshold),
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where T is fixed a priori as a function of the length of the periods during

which the observed signal is "stationary".

The failure detection algorithm is thus the following one:

(0),

estimate (6 B(o)) with the aid of the #<T first observations;

|‘_._.

2 compute the sequences ei and Zn;

3 if ’anih’ go to step 6;
if not, continue;

4 recursively refine the estimates of (6(0),8(0)) with the aid of Y3
increase n by unity; if n<T, go back to 2; if not, continue;
. . . (o) (o),

23 update n and Zn to zero; keep the estimates of (0 s B )

6 set the alarm; keep T=n; update n to zero and start again from 1.

This algorithm has been successfully tested over synthetical data, for which
T=150, #£=100, r=250, h=2.5, and which correspond to the following cases:

- jump in the regression coefficient of an AR(1) model;
- jump in the mean in an AR(!) model;
- jump in the variance (B coefficient) in an AR(2) model;

- jumps in the mean, the variance and the four regression parameters of
an AR(4) model;

- jumps in the variance and the regression coefficient of an AR(1) model.

The delay for detection is about 10. It has to be noticed that this
algorithm seems not to be too much sensitive to the set up of the threshold h,

but requires the knowledge of y = E(zi).

However, heuristic considerations allow to suppose that this algo-
rithm is not as efficient as Shiryaev's or Hinkley's one when they are applied
to the '"residuals' of the whitening AR(p) filter. Indeed, the threshold to
which the cumulative sum Zn is compared is in fact updated every T instant for
the present algorithm, from time to time (according to the evolution of the
observations) for Shiryaev's algorithm, and every time (because of the current
minimum of the cumulative sum) for Hinkley's one. Compare figures n°l, 2 and 5.
And, furthermore, the noise sensitivity of Shiryaev's and Hinkley's algorithms
under Ho is far less than that of the present algorithm, because their drift

under Ho 1s non zero.
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* Let us first consider L. TELKSNYS's bayesian approach ([52a], [52b],
[52c]) which uses the maximum of an a posteriori probability law, when the
observed system is vectorial and all the parameters, before and after the faji-
lure, are unknown, together with the failure time. The originality of this
work seems to lay in an artful writing of these a posteriori densities which
allows to avoid inverting large matrices: the idea consists in neglecting
some factors of the a posteriori law, under the hypothesis that the number of

available observations is far greater than the largest order of the model.

* B. CHALMOND [10] investigated the problem of jump in mean for an
autoregessive model, and studied the ratio of maximal likelihoods (i.e. the
generalized likelihood ratio which will be described in section V in another
framework), the behaviour of which is analyzed under H0 and for a known fai-
lure time. The threshold used for this statistics may be determined by stu-
dying the crossings of two linear barriers (tangent to a parabole) for a
brownian motion, as in [7]. A simulation study has been done for an AR(1)
process and showed that this test is uniformly more powerful than the test
based upon the cumulative sum of the deviations with respect to the model
""constant mean in the independant case". This later test has the advantage

< to be simple and not to require the knowledge of the order of the model.

Finally, B. CHALMOND studied the bayesian and maximum likelihood
estimates of the failure time and the magnitude of the failure and all the
unknown parameters before and after the failure (mean and regression coeffi-
cients). He noticed that maximum likelihood estimation is nothing but a
special case of bayesian estimation with the criterion of maximum mode (and
not of minimum risk); and so he avoided the need for a nonlinear method of
estimation (indeed the likelihood is not a linear function of the AR coeffi-
cients). The two estimation methods have been empirically compared for an
AR(1) process: the mean bias of the two estimates are comparable, whereas
the mean square deviation of the bayesian estimate is systematically less

than that of the maximum likelihood estimate.
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Two types of processing will be described in this paragraph; the
first one is often used in speech processing and EEG analysis and consists
in locally adjusting an AR or ARMA model which is then compared to known
models with the aid of distance measures between spectral densities; the
final choice for the local model results from a syntactic study of the
context, and simplifying heuristics or even dynamic programming techniques
are used (compare with multiple model method in section V). The second pro-

cessing is based upon the jumps in the estimated order of the model.

* Distance measures between spectral densities.

N. ISHII, A. IWATA, and N. SUZUMURA [29] studied the segmentation

of nonstationary electroencephalograms signals with the aid of different
distance measures between two spectral densities: Kullback's information,
Kullback's divergence, Bhattacharrya's distance and Chernoff's distance.
These distances allow detecting changes in amplitude and frequency, and
thus to segmentate a nonstationary signal in intervals where the signal is
stationary, for example by using a reference set of such characteristic in-

tervals (see [31]).

More precisely, consider two AR(m) processes with spectral densi-
ties having respective power pl(w) and p2(w). Kullback's information of the

former with respect to the later is:

. o (r (@) P, (w) dw
I(]-Z) = EI (W"'Logm—])i‘ﬂ_‘,

-

or, following A.H. GRAY and J.D. MARREL [23]:

4 L "[
0,12 T |A (eJ ) - A (eJ ) . g, 12
1 1 2 1 dw 1
I(1:2) = = ||— 1+ - ‘— o= |~ Log|—| -1
2 Oy IA (er)IZ 2m o
1

it

2 ,. . .. . .
where ci (i=1,2) is the prediction error variance for model i, and where

m .
Ai(Z) =1+ ) aél) 77k characterizes the AR model i.
k=1
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Kullback's divergence :
J(1:2) = I(1:2) + 1(2:1)
P (w)

is of interest because it is a symmetric function of d = Log N ON
2

In order to detect changes in amplitude for signals which are
supposed to have the same mean, N. ISHII et al. [29] compared the respec-
tive sensitivities of Rullback's infotrmation, Kullback's divergence and
Bhattacharrya's distance for non correlated signals. In this special case,

these three distances can be written as:

9 12 .
1 o 9
I(1:2) = iLOgﬂi'l'--rzfl.)
b} o
1 2
12 '2
1/ % %
J(1:2) = E —-,5+—-|—2——2 ’
% 9
2. "2
. o, +ag
oy = 1 1 2 1 2 _ 1 12
B(1:2) 5 Log 5 5 Log 9 > Log 9 s
where oiz is the variance of the signal i (i=1,2).
H
. ) . _ vozz
The variations of J, I, B as functions of K = —1§-show that J is more sen-
o

1
sitive than I with respect to varying amplitudes, and than I is more sen-

sitive than B (parabolic looling curves, very flat for B, more peaked for J).

Chernoff's distance, which can be expressed by:

1 ]+T(§-l) (Oftfl)

C(l:2; 1) = E-Log
in this special case, is, at its optimum value, comparable to Bhattacharrya's

distance.
In order to detect changes in frequency, N. ISHII et al. compared

I, J, B by considering only the term due to correlation, i.e. by supposing

'2 '2
0, =0,":

1(1:2) 1y lizl.+lcr s, s2t -1
: =32 °g|s]| 2 1 °2 »
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-1 -1

_ 1
J(1:2) = 5 tr (S1 S2 + s, S1 21),
Sl+82
B(1:2) = %-Log 2 R
S] S2
where S; denotes the autocorrelation matrix and ISil its deterTinant. The
. S
curves, which give the variations of I, J, B, as functions of Ig—l for various
. S . .- I p, :
values of IS]1 for an AR(1) model (i.e. Si'=' 1 ), show that Kullback's
p. 1
divergence is the most sensitive to changes t in frequency. However, as

the sensitivity of Kullback's information is of the same order of magnitude
and its computing is easier, Kullback's information has been kept by the au-
thors as a distance measure between spectral densities for segmentation of

nonstationary signals [31].

This work has to be compared with the studies of A.H. GRAY and
J.D. MARKEL [24a], R.M. GRAY and al. [24b], and D. KAZAKOS and P. PAPANTONI-
KAZAKOS [32] concerning spectral distances. According to [24a], Kullback's
information and divergence are well approximated, especially for their small
values, by the mean square distance between the logarithms of the spectra,

which can be written:

and which is of interest because it can be efficiently computed with the aid

of the cepstral coefficients and therefore without any Fourier transform.

It has to be noticed that N. ISHII et al. [30] also studied the
segmentation of EEG signals with the aid of another method due to T. BOHLIN
([4], see also [2]) which will be further investigated in the paragraph de-
voted to ARMA processes.

* A test based upon automatic order selection.

The underlying idea of this test is the following one: nonstatio-
narities in a signal involve an increase of the estimated order, and there-

fore transition areas correspond to peaks in the order estimates. The main
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interest of S.A. LAKEHAL's failure detector ([35a), [35 b]) is thus the
avoidance of threshold. He uses new formulations adapted from least squares
algorithms of Burg's type, and the failure test consists in observing the
jumps in the order of the AR model as it is estimated with the criteria of

H. AKATIKE, G. SSCHWARZ and J. RISSANEN or J. HANNAN. These three failure

tests were compared via a simulation study, in terms of purcentages of non-
detections and oversegmentations and of repartition function for the delay

to detection. Only H. AKAIKE's criterion allows a rate of nondetections less
than 10 7Z; the high over segmentation it involves is due to the bias it intro-
duces in the estimation of the order. The choice of the order criterion for
the failure test will depend upon the considered application (greater tolerance

for nondetections than for false alarms, or conversely).

The practical use of this algorithm, for which the absence of thres-
hold is a priori seducing, seems to require extra studies. Furthermore, non-
using of a threshold may be challanged, because the accuracy of the estimate
of the order is directly related to the more or less oscillatory feature of

the signal,

2/ Changes in ARMA models.

This paragraph is devoted to the presentation of some failure de-
tection algorithms for ARMA(p,q) models (autoregressive of order p, and moving
average of order q models). The case q=0 obviously allows to lengthen the list

of the previous paragraph.

Let us recall that these algorithms only process scalar signals or

systems.

* M. BAGSHAN and R.A. JOHNSON [!] proposed an extension of the statis-
tics introduced by E.S. PAGE and D.V. HINKLEY (see sections II.2/b) and III.2/)
for the case of an ARMA model: their test consists in observing the deviations

. . . - . . . w
with respect to its maximum or minimum value according to the "direction' of
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the failure, of the logarithm of the likelihood ratio between hypothesis Ho:

1"
"
"the parameter 6

"the parameter vector 8 is eo" and H']: "the parameter vector 6 is 9
(Let us notice that D.V. HINKLEY was testing Ho agains H]:
is 6, until time r, and 9l afterwards"). The test has then the following

form:
T (6,,6,) = min T, (6,,6,) > h,
n 0’1 1<k<n k*0°71
where:
n 2 2
= o)~ _ (1
Tn(eo,el) = z [ek e
k=1
and eél) is the one-step ahead prediction error at time (k-1) due to the use

of the parameter ei (i=0,1).

The threshold h is chosen with the aid of an approximation by a
brownian motion, the drift and the diffusion coefficient of which are given,

for instance, as functions of the parameters of an ARMA(1,1) model.

* I.V. NIKIFOROV [42] used an approach of the same type ("cusum" type
statistics) for solving the problem of change in mean for an ARMA(p,q) process.
His method consists in an extension of E.S. PAGE's and D.V. HINKLEY's test for
this case. This extension, which naturally involves the likelihood ratio , has
a rather complicated expression, and I.V. NIKIFOROV thus looked for approxima-
tions leading to evaluations of the mean time between false alarms and the
mean time delay for detection of a jump, and to measures of the sensitivity
of the test to a poor knowledge of the mean and the variance of the observa-
tions after the jump. Finally, the validity of these approximations has been

tested via a simulation study.

b) A nonparametric test.

Another "cusum" type statistics has been introduced by B. CHALMOND [10]
for solving the same problem as I.V. NIKIFOROV [42]: jump in the mean value
for an ARMA (p,q) process, all the parameters of which are unknown; but in a
nonparametric framework, in the sense that the knowledge of the parameters of

the model is not required (see also section IV.1/b)). This statistics is an
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extension of that of R.L. BROWN, J. DURBIN and J.M. EVANS [7] which is a cumu-
lative sum of the deviations with respect to the model: "constant mean in the
independent case": if (Yn)n is the observed signal, the considered statistics
is the following one:

n

s = ) (-1 ),
n ioke+1 1 i-]

where Y =
n

o~

1 , . .

Y Yi and where k will be precised later on; the test consists
i=1

in setting the alarm as soon as:

s |

max

C 2 >‘s
kfan o vYN=-k

~ ., . 2 . . . -
where ¢ is an estimate of o, o being the generalized variance of the deviation

process di = Yi - Yi—l:

2 e

o° = E(d_ 2y 42 Z E@ d )3

here n is greater than k which is an integer such that the process (dl) can

>k
be assumed to be stationary. B. CHALMOND empirically studied the probab111ty
of false alarm and the power of this test, before applying it to real data

(evolution of the amount of ozone in Los Angeles).

* N. ISHII, A. IWATA and N. SUZUMURA [30] investigated the segmentation
of EEG signals with the aid of a Kalman filter operating on an ARMA model, only
the autoregressive coefficients of which are time-varying. This algorithm was

introduced by T. BOHLIN [4].

Let :
y(t) = x(t) + ¢ x(t=1) +.,..+ cy x(t-n)
x(t) + al(t) x(t=~1) +...+ an(t) x(t-n) = A eo(t) + K(t)
ai(t) = ai(t—l) + qa; ei(t) (1<i<n)
K(t) = K(t-1) + S enH(t)

be the considered model, where the ei(t) are independent white noises.



- 3] -

For given n, m, Cl""’cm’ the parameters A, EPERRRRY are estimated by

maximum likelihood, and then a](t),...,an(t) and K(t)nzie recursively esti-
mated by Kalman filtering. Abrupt changes are detected when the square of
the (normalized) state estimation error exceeds a threshold, or when the
likelihood on a small observation window is less than a threshold. The de-
tections of the trends, or slow variations, involve the sum of the squares

of the autocorrelation coefficients of the observations.

* B. WITTENMARK [59] proposed an estimate of variable parameters
working at two levels: a coarse estimator, based upon a list of a priori
fixed models and a decision function allowing the choice of the best fitting
model (for example, the model which maximises the a posteriori distribution
of the parameters); and a finer estimator based upon the Kalman filter cor-
responding to the chosen model. The main drawback of this method lays in
the choice of the list of models and in the difficulty in discriminating
these models. However, this method seems to be useful in adaptive and dual
control, and B. WITTENMARK studied two examples of failures for ARMA (1,1)

processes coming from the stochastic adaptive control literature.

M. MILLNERT [39b] used a similar approach to study the problem of
recursive identification of abruptly changing systems. Considering an ARMA
(p,p) process, the coefficients of which are allowed to take one of m possi-
ble values in IRZP, he introduced two identification procedures for such sys-

tems. More precisely, if:

= ' +
Ve 0T ¢ e

where: e't [al(t),...,an(t), b](t),...,bn(t)]

and: (b't = [-yt—l’“.’_yt—n’ ut-]""’ut—n] >

the identification procedures of the parameter vector are of the form :

ak) _ a(k) (k) (k)

Oel T O T Y e O M T
where eék) =y - §£k) ¢t is the prediction error according to model k, and
where u(k) is chosen as below:

t
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- either use the minimal prediction error, i.e. take:

0 for 2#k
u W = when:
t 1 for =k
-2 2
(¥ 2#£k) [%Ek)] < [%EZ?] H

= or use the a priori probabilities of the different possible states of
the parameter vector 6. The computations so required can be thought of as a

non linear filtering of the residuals eék).

The convergence properties of the two algorithms are investigated,

and numerical simulations are presented; but no real example is given.

d) A problem of control.

To conclude this section devoted to failures in ARMA models, let us
examine a bayesian approach for stochastic control in this framework.
D.D. SWORDER and V.G. ROBINSON [51] built up regulators adapted to vectorial
systems submitted to jumps in parameters. Let the system to be controlled be

modelled by the linear differential equation:

Ve = A(t) Ve * B(t) A (0<t<T)
Y, given

and let us suppose that the matrices A(t) and B(t) depend upon a markovian

jump process r(t), for which a speed measure is given:

p

n

t f(yt’ Vt’ r(pt)) (OStST)
po = 0

where f is upper and lower bounded and continuously differentiable with res-

t
used feedback control. In the case where f weakly depends upon X, and v _,

pect to (yt,vt). Let be z, = (t, Yeo r(pt)), and let v = u (zt) be the
t
D.D. SWORDER and V.G. ROBINSON derived the optimal control, which, for
each z, , minimises the fonctional:
o

T
J(u,zto) = E f L(t, y(T;tO,xo,u), U(ZT)dT lzto

to
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where L is continuous and continuously differentiable with respect to x and v,

and where y(t; to,xo,ﬁ) is the root of:

]

Ve Alx(p)) y, + B(x(p,)) EKzt)

Ve, = Yo
for the given initial condition (to,yo,r(to)). In fact, for the chosen special
case, the computing algorithm of the optimal control only requires the reso-
lution of ordinary differential equations (and not partial derivatives equa-
tions as in the general case) and is a first step for computing the optimal

control in the general case.
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V. ANALYSIS OF FAILURES IN LINEAR SYSTEMS MODELLED WITH STATE VARTABLES.

A very detailed bibliographical study of this problem has already
been presented in [54] by A.S. WILLSKY who, for the first time as it seems,
precisely formulated the failure detection problem in this framework, and
presented a lafge set of both practical and theoretical concepts concerning
the ways of approaching it, as well as some heuristical comparisons between
the various mentioned methods, especially from the point of view of robust-
ness and tradeoff in complexity versus performance, as it has been presented

in section I.

This paragfaph is mainly devoted to complete this study by more
recent algorithms; but, in order to preserve the coherence of the presenta-

tion, some of the methods mentioned by A.S. WILLSKY will be recalled here.

The adopted order of presentation is the following one: methods
based upon analysis of innovations of Kalman filters; multiple models me-

thods; use of nonlinear filtering; use of redundancy in information.

But for a few exceptions which will be explicitly mentioned, the

studied systems are here vectorial ones.

1/ Innovations-based algorithms.

As we already mentioned in section IV, failure detection can be
achieved by more or less sophisticated processing of innovations of Kalman
filters. Detection of jumps in the mean of the signal can be achieved by
looking for jumps in mean of the innovations. For failures in the dynamics
of the system, jumps in the square of the innovations are of interest; but
it should be noticed that this kind of extension is non trivial because the
dynamics of a Kalman filter are difficult to be identified. Finally, when
the effect of the failure on the observations is known and can be modelled,
a more accurate detection can be obtained by using sequential probability

ratio tests or generalized likelihood ratio tests.
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Ten years ago, R.K. MEHRA and J. PESCHON [39] introduced some
elementary failure detectors based upon the innovations of the Kalman
filter adapted to the model which describes the system in its normal
operating mode. These tests are based upon the fact that any type of
failure (measurement bias, measurement noise, change in the dynamics of
the system, change in the level of the input noise, even change in the
system structure) makes the normalized innovations loose their fondamental

properties: zero mean, variance 1, whiteness.

Tests for whiteness classically use the autocorrelation function

(ck)k>0 and its asymptotical property of normality.

The centered feature of the innovations (Yn) may be tested either

with the aid of the asymptotical normality of their empirical mean:

N
Y = %- 2 Yo OF with the quadratic form related to:
n=1

N
-~ = l -—- -— ' —.
o = § 1L G (V' and to y:
n=1
2 - g by

o

Finally, the unity variance of the normalized innovations may be

tested with the asymptotic distribution of Eo which is Wishart's one, or of
the trace of Eo which is a x2 with (N-1)p degrees of freedom —(p = dimension

of the innovations)-.

The reader will find other examples of tests for whiteness, para-

metric or not, in time or frequency domains, in [35a] (chap. 4).

Some examples of use of such tests, in order to corroborate elemen-
tary failure detections, will be found in paragraph V.4/. Let us examine here

some algorithms in which the SPRT are involved at a different level.

First, a rather old example proposed by P.M. NEWBOLD and Y.C. HO [41]
who studied a simplified version of a SPRT of the hypothesis H : "a fatlure"

against the hypothesis H: "no failure is presemt",for the case of a change in



- 37 -

the variance of the input noise for scalar dependent observations, and applied

it to a gyro inertial system. This simplification tends to reduce the amount

of computations which, for such a test, goes increasing with the number of

observations. The proposed test is then, in fact, a SPRT of the hypothesis H :

"no failure, i.e. all the observations are governed by the law P " against

the hypothesis H'l: "all the observations are governed by the Zaw P.", and

1
which furthermore takes into account the informations concerning the system
vhich are known before the activation of the test. The experimental results
showed that the decrease in performance, which this involves, is acceptable,

at least for some applications.

More recently, T.T. CHIEN and M.B. ADAMS [12] have designed a sys-
tem for detection and isolation of failures in order to test the reliability
of the inertial measures of a space shuttle. This detector, based upon a
SPRT of Hy against H'] with "feedback", has been obtained by minimizing the
mean time delay for detection of a failure under some constraints concerning
the probabilities of false alarm and nondetection. In fact, the idea of this
"feed-back" has already been introduced by A.N. SHIRYAEV (see [2], [3b], and
section II.2/b) and figure n°2): in order not to degrade the detection of a
failure occuring after a long observation time, the threshold, that the SPRT

has to cross over, is updated from time to time according to the behaviour of

the test statistics.

Finally, T. YOSHIMURA et al. [61] introduced a detector which clas-
sically connects a filter corresponding to the normal operating mode of the
observed system and a failure detector based upon a SPRT of H0 against H']
for each component of the innovation, to which they joined an extended adap-

tive Kalman filter designed to estimate the unknown parameters and the states

when the failure hypothesis has been accepted. The only example of application

they considered was synthetical and concerned with a scalar observation, with

three dimensional state space, and state noise only on the first component.

This test is a sequential probability ratio test of the hypothesis HO:

"mo failure, i.e. all the observations until time n are governed by the law Po"
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against the hypothesis H: "a failure is present, i.e. the observations are
governed by the law Po until time r, and by the law P, from time (r+1) to
time n". But, the time r and the magnitude of the failure being unknown,
they are replaced, in the likelihood under Hl’ by their maximum likelihood

estimates.

This test, which is a classical one in Statistics, has been intro-
duced in failure detection first in the aerospatial domain ([45], [55]) and
first presented in its more general form by A.S. WILLSKY and H.L. JONES ([56],
[57]) whose presentation will be kept. A number of applications of this algo-
rithm, possibly including some modifications, can be mentioned in domains as
various as aerospatial ([8], [11a], [11b], [13]), electrocardiography ([25a],
[25b]), urban traffic supervision [58], geophysics [3c].

Consider a system which, under a possibly disturbed operating mode,

can be modelled by the following equations:

xk+] = ¢(k+1,k) xk + Fk Wy + 6r+],k+1 v
Vel T Herr Fuer * Vi
where the state X, € R", the observation Vie € ®’P, and {Wk} and {vk} are two

gaussian, zero mean, white and independent sequences, with respective cova-

riance matrices Qk et Rk (positive). v is the magnitude of the failure.

The GLR algorithm is essentially devoted to the detection of fai-
lures which have a "linear" effect on the system, of the type jump or ramp
on the state, jump or ramp on one or more captors, as is shown on the previous
model, and seems to be of poor interest for detecting failures in the dynamics
or changes in the parameters of the system (in ¢, I', H), because introducing
‘these failures in an augmented state espace for example leads to the loss of
the linearity of the state model, which is precisely the key point in the
elaboration of the algorithm (additive decomposition of the innovation). This
method is interesting because the estimates of the failure time and of the
magnitude of the failure and the generalized likelihood ratio can be computed
in a recursive manner, as it will be shown later; furthermore it provides a
compensation scheme for updating the filter estimates after a system change

has been detected.
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Under the null hypothesis HO (r=+»), the Kalman filter is described

by the following equations:

$(k+1,k) X[k

kT Frfe-r K Yk
where Yy is the innovation:
e T Yk T M Fpfi-re

and where the gain, the error covariance and the covariance of the innovation

*k+1]k

are given by:
-1
1]

K Prjr-1 B Yk

= ' ]
Prri = P01 By ¢ (elk) + T Q T
K|k (=K B Pypp

1

Vi B Prle-1 B ¥ Ry

and vy

P

Now, can be expressed in a form that explicitly involves

x|k’ Yk k
r and v. Indeed, because of the linear effect of the failure, we can write:

x = x) +x 2 X =zl 432

kK kT *k kk *kk & *kk
2

yk=yll<+yk Yk =Y11<+Y12<

where the upperscript | indicates all the effects but r and v, and the upper-

script 2 indicates only the r and v effects. From the filter equations, we

deduce:
x 2 = 4(k,r+1) v
k ’
y 2 o H ¢(k,r+1) v
k k ’
x2 = F(k,r+l1) v
k|k ’
8% z . G(k,r+l1) v
k bl

where:( F(k,r) = K G(k,r) + ¢(k,k=1) F(k-1,1)

G(k,r)

Bl o(k,x) = 6(k,k-1) F(k-1,1)]

Hy

(For k<r, ¢, F, G are obviously zero).

G(k,k)
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G is called the signature of the failure.

Therefore, the two hypothesis to be tested are:

Tk
yi + G(k,r+l1) v

0" Yk

Hl: Yk

where yé is a white gaussian sequence, with covariance matrix Vk' The gene-

ralized likelihood ratio test computes the likelihood ratio:

L. L(Y],...,Yk ]Hl, r=r,, v=vk)
k L(Yl""’yk lHo)

where ;k and Gk are the maximum likelihood estimates of r and v under the

hypothesis Hl:

~ -~ v o\
(rk,vk) = arg max L(y],...,yk IH]’ r=r, v=v),
(T,V)

Under gaussian assumptions, the log-likelihood ratio is:

z(k,fk+1) = 2 Log A

k
k "y k -1 .
= L VL oy, - ~G(,T, +1)V. )V, (v.-G(i,T. +1)9
jZl Yy Vi jgl»(YJ G B D)V (=6 (L E+1)0)
and Gk minimizes:
% 1
_ e - A -
£(y) = jzl (Yj G(j,r, +Dy) v (Yj G(J,T ¥ V).
~ -] -~ -~
So: Ve = C (k,rk+l) d(k,rk+l)

where: C(k,08) =

[
Il 58

' (j,0) vJT' G(j,6)

X -1
Y G'(j,0) V. ..
i=p i ]

and: d(k,8)

Besides ?kiis the time between 0 and (k-1) which maximizes the log-likelihood

ratio:

2k, 8 = d'GH Tl aw,d).
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The decision rule is as follows:

1
€.

AV T

2(k, ?k+1)
Ho
The first drawback of this algorithm is the increasing length of the bank of
filters it requires (searching ?k between 0 and k-1). In practice, the search

is restricted to a finite window of length M:

k=M <r, < k-l.

k

(In fact, k—MSE <k-n, where n is the state space dimension). The choice of

the length M of the window and of the threshold ¢ is a difficult task. We

have shown in [3c] that, in some cases, & should increase approximately linearly
with M, and that the number of false alarms and nondetections may be highly
depending upon ¢ for noisy signals. So a modified version of the algorithm

has been designed (see [3c]). It involves a minimal magnitude of failure to

be detected, and seems to be less sensitive to the choice of the different
parameters of the detector, which allow, furthermore, an easier adjustment

by the practical user.

Let us also notice that a simplified version of the GLR algorithm
has been investigated by E.Y. CHOW [13]: when the failure time is not of main
interest, the maximization on r is cancelled and the estimate © is constrai-

k
ned to the value k-M

2/ Multiple models methods.

This very fruitful approach uses a bank of filters, each of which
corresponds to a given direction of failure, and the decision function is
based upon the a posteriori probabilities of the different failures condi-
tionally to the observations. These probabilities can be sequentially

computed as functions of the innovations of the different filters (see [551).

However, apart from the fact that this method requires a good know-
ledge of the list of the possible failures, its drawback is to involve a bank

of filters, the size of which is exponentially increasing with time: indeed
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the a posteriori law of the state governed by the equation:

Ky = $0HLK) X+

where the variance of the noise Wy takes one of s values with probabilities

P; (1<i<s), is given by:
s s i
p(xsk) = J ... 7 p'NGx; n; P,
i =1 i
o

where p1 is the conditional probability that Wij has the state ij (1<j<k-1)
and n;» Pi are the mean and the variance which are estimated by the Kalman

filter corresponding to the noises w numbers ij (1<j<k-1).

In practice, the use of heuristical methods allows to suppress
the exploration of many branches of the tree. An approximated method, where

the failure hypothesis is only introduced every n steps, will be found in [55].

Recall that two algorithms based upon multiple hypothesis have
already been mentioned in section IV.2/c). (See [59], [39b]).

Furthermore, J.K. TUGNAIT and A.H. HADDAD [53] introduced probabili-
ties of transition between the various possible states of the system, which
are supposed to be in a finite number. They investigated the estimation of

the state of the system:

X = AX, +3Bw

k+1 k k
Vi = C Xy + Ve o
with the criterion of minimum mean square error, when the state noises w

k
and the measurement noises v, are governed by one of the S gaussian multi-

variate distributions of an a priori given set which is provided with a
S X8 transition matrix m. In other words, the considered estimate has the
form:

X

@)

€
Ij(k) Qk

where Ij(k) is a sequence of {io,...,ik} of index of the noise distributions,

()
and: Xk = E(kuYk,Ij(k)). J.K. TUGNAIT and A.H. HADDAD then tried to
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limitate the exponential growing of the size of the memory, and proposed
an approximated estimate which reduces the number of computations by the
choice, at each time, of the number of sequences of possible states for the
system: only the sequences, for which the normalized prediction error is
less than a threshold, are kept. The considered example of application is
synthetical, the state and the observation are scalar, and the system has

only two possible states.

Finally, B. FRIEDLAND [20] studied the system:

( Fre1 = Fp t Vg
e T B Xt v

where {vk} is a white sequence of gaussian variables with zero mean and
covariance matrix R, and {wk} is a white sequence of random variables, the
probability law q of which has a Dirac mass at the origine (for example,

Wes which models the jumps on the state, is the output of a nonlinear filter

which is excited by a white noise e —-see the figure=).

wl
.
— .

B. FRIEDLAND derived the maximum likelihood estimate for the state (condi-

tionally to the observations) and proposed a recursive approximated solution
for the two boundary-values problem which is involved. Indeed the estimate:

n n

k""’xn)’ which maximizes the a posteriori law pn(x],...,xnlYn),

Xn = (x?,...,x

is given by the following system of equations:

, Y(XE - x:_]) = AE—I (1<k<n-1)
n  _ .n - ' -1, _ n
Me-1 T M By R Gy - B x)

where y(w) = (y](w),...,yn(w))' and y'i(w) = B[Logm (w)] 0.? with the boun-
i

dary conditions:
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- i 9 [Log po(xo)]

o] 9x
o

>
U}

-1 n
R (Yn = Hn xn) ’

po(xo) being the a priori density of the initial state X The approximated
solution was derived by an analogy with a problem of an electrical network,

and its validity tested via a simulation study.

3/ Use of nonlinear filtering.

* In order to study failures in a linear scalar system of the form:

Xe1 © Ai X + Bi uk + Wk(l)

[}

Vi Ci ¥+ v (D

which is characterized by two sets of parameters (i=0,1), K. GIRIDHARAGOPAL

et al, [23] introduced a nonlinear stochastic model:

Xee1 = [Ag *+ gy AmAIx + [B) + g (B -B)lu + v (8 p)
Ber = Elgox) +
Ve = [C0 + gk(Cl-CO)]xk + v, (g)

where f is nonlinear, and they used an extended Kalman filter to estimate the
state variable x and the state (0 or 1) of the system; i.e. to compute iklk
and gklk. This filter has been compared to other filters of the same type

via a simulation study.

* On the other hand, M.H.A. DAVIS [15] applied nonlinear filtering
techniques to a problem of failure in the state dynamics of a linear scalar

system described by the following stochastic differential equations:

dxt

a(t) X, dt + z(t) dwt

b
dyt h(t) X, dt + dvt

where: a(t) = ao(t) (l-zt) + al(t) z,, and z = ]{tZT}'
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He derived an implementable approximation of the optimal (infinite dimensional)
filtering equations, which allows computing the estimates of the state X, and
of the failure time (by estimating zt). In practice, it seems that, as for

A.N. SHIRYAEV's optimal algorithm (see [2]), the choice of the threshold, to

which the a posteriori probability is compared, is a difficult task.

4/ Use of redundancy in information.

This approach is mainly encountered in the aerospatial domain. Only

three examples will be mentioned in this paragraph (131, [16], [34D).

M. LABARRERE et al. [34] designed a failure detector for a double
set of captors in a plane, which explicitly used redundancy relationships.
These relations, which do not depend upon atmospherical perturbations, allow
computing each measured quantity as a function of the others and their deri-
vatives, and estimating the failure time by a logical test on the difference
between the two measures of a same quantity. This elementary detector is
strenghtened by three sequential probability ratio tests (see section V.1/b)),
the first one devoted to corroborate the presence of a failure and the other

two to isolate the failing captor.

J. DECKERT, A.S. WILLSKY et al. [16] used a similar approach to
detect and identify captor failures in a doubly redundant environment; the
maximal exploitation of the functional relationships between the various
captors is connected to several sequential probability ratio tests. The direct
comparison between the two captors of a same pair allows a first failure détec-
tion and the activation of several SPRT which involves this direct redundancy
in the pair as well as all the possible analytic redundancy between the type
of the failing instrqment and all the other types of instruments. The main
advantage of such an approach is the noticeable reduction of the mean compu-—

ting burden.

The difference between these two approaches lays in the level at
which the redundancy between all the types of instruments is involved:

M. LABARRERE [34] used it from the estimation of the measured quantities,
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and thus before the elementary test on the difference between the two elements
of a pair of captors; whereas J.C. DECKERT et al. [16] only introduced in the
SPRT used to corroborate a failure and refine its identification, the elemen—
tary test being only preceded by a moving window filtering for each type of

measures.

Recently, E.Y. CHOW [13] presented a general formulation of the
concept of analytical redundancy in terms of parity relations, which are used
to design a robust residual-generation process (taking into account noises
and modelling errors). These residuals are then analyzed with the aid of va-
rious decision rules, which have been derived from a sequential bayesian
point of view and the performances (risks and detection probabilities) of

which have been numerically studied.
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VI. SOME APPROACHES FOR CHANGES IN MORE GENERAL MODELS.

1/ Nonlinear systenms.

The study of nonlinear systems submitted to changes in their struc-
ture has been approached by V.A. BUKHALEV [9], who considers scalar systems
described by nonlinear differential equations corresponding to various states
of the model, where the different states are supposed to form a Markov chain.
He investigates the estimation of the state variable of the system and of the
state of the model by mean of the least squares method and the a posteriori

mode.

Let us also recall the work of A.S. WILLSKY and others [58], which
was mentioned in the last section, and in which failures in nonlinear sys-
tems are analyzed with the aid of a linearized Kalman filter connected to a
generalized likelihood ratio detector or a multiple model detector. We shall

come back to that study in section VII for a comparison.

2/ Changes when the observations are scalar, independent, and governed

by an arbitrary law.

* When the probability laws before and after the failure are known,
and the later is absolutely continuous with respect to the former,
T. BOJDECKI [5] derived the stopping time which is optimal in the sense that
it maximizes the probability that the "delay" for detection is, in absolute
value, less than a given threshold. He worked with the little constraining
further hypothesis that the failure time is governed by an a priori geome-

trical law.

* Still in a sequential framework and when the probability laws before
and after the failure are supposed to be known, S. ZACKS [62] numerically de-
termined the distributions of two stopping-times used as failure detectors:
one of them, which has been introduced by A.N. SHIRYAEV in a bayesian frame-

work (see [2]), is the first time at which the a posteriori probability)that
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the failure time occurs before ipjexceeds a threshold; the other one is the
first crossing-time of a linear level by a cumulative sum of the observations.
The validity of the approximations used for the numerical evaluation of these
distributions has been tested for a change in the parameter of a Poisson's

law, as was mentioned in section II.

* From a nonsequential point of view, B.S. DARKHOVSKII [14a] studied
a nonparametric method for a posteriori detection of a change between two
laws, the distribution functions of which (F0 and Fl) are continuous and

such that:

+ o0
(a) f Fi(y) dF () # 5.

s
This method, based upon Mann-Whitney's statistics, is consistent, i.e., when
the number of observations tends to infinity, the estimate converges to the
true failure time. This estimate T is the time r which maximizes (or mini-
mizes, according to the "direction" of the change) the Mann-Whitney's statis-
tics:
1 N r
I ) er+1 izl 1{Y.>Y }
1 'k

An analogous test has been studied for discrete observations taking
a finite number K of values ([ 14b]). It seems that, in the case of continuous
laws, using a sampling on a finite number of levels and the "discrete" test
gives better results than the "continuous" test. One reason for this is the
fact that two continuous distributions are not always distinguishable in the
Mann-Whitney's sense (i.e. (o)), when discrete distributions are always dis-

tinguishable with respect to the criterion:
K

2
L (ma)” > 0.
1=1

It has to be noticed that, contrary to T. BOJDECKI's stopping-time,
this statistics does not require the knowledge of the probability laws before

and after the failure.
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3/ An example of change when the observations are vectorial, dependent,

and governed by an arbitrary law.

Let us first specify that J. SEGEN and A.C. SANDERSON's approach [46],
which is presented here, allows to rediscover, in the case of a scalar auto-
regressive process, the test statistics proposed by L.I. BORODKIN and
V.V. MOTTL' [6] which has been introduced in section IV.1/ . This relatively
general new test is of "cusum" type; it involves cumulative sums of entropy
and allows the detection of any change which does not decrease the prediction
entfopy. More precisely, let Yl""’Yn"" be a sequence of observations des-
cribed by the predictive probabilities gO(YnlYn—l),

o=l ' . _ n-1
where: Y = (Yn—l’Yn—Z""’Yl)’ and let be: Xn = - Log go(YnlY ).
The considered statistics Un is the cumulative sum of the innovations of this

sequence (Xn)n; in other words:
n
Un B .z Ti
i=1

_ n-| n-1 - n-1
where: Ti = f go(x|X ) Log go(x|X )Jdx - Log gO(anX ).

J. SEGEN and A.C. SANDERSON showed that, under H., {Un}n is a martingale se-
quence; under H], and with the hypothesis that the new law g after the change

verifies:
-1 - -1 -
f g, (x|X"") Log g, (x|x" yax < f g, (x|X"") Log g_(x|x" lax,
Un can be uniquely decomposed as:

Un = Mn * Qn’

where {Mn}n is a martingale and {Qn}n a predictable sequence (i.e. Q, is a

function of Xn_l) such that Qn=0 for n<r and Qn>Qn-l for n>r. It follows

that, under Hy and if {Tn} is furthermore stationary and ergodic and if:

YA =

2
a v, ] = var (Tn),

n

Q=

and: wn(t) = Z[ nt] ’

then —L— wn(t) converges in distribution towards the standard brownian motion.
n
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(N.B.: if {Tn} is nonstationary, consider:

n T.
z =) -

n

Furthermore, under Hl the mean of Un increases. The test for failure thus
consists in comparing Zn to a threshold of the form ﬁi'geg), where m is the
supposed order of magnitude of r (in other words, we come back to the test
problem:
(m) (m),
Ho By

s rom against : r<m),

and where g has to be anot toorapidly increasing function in order to ensure

a quick detection and a test power less than unity (for example:

g(t) = V2t Log Log t). For an autoregressive process:

2

1 ‘z‘ (ei ly

z = — = - 1),
n V2 i=1 02

where e, is the one-step prediction error (see [6] and section Iv.1/ ).

i=1 i-1 i-1 i- i-
1 f go(xlxl ) Log2 go(xlx1 )dx - [I go(X,Xl ]) Log go(Xle l)d%]

2)'

This test for failure has been used by A.C. SANDERSON and J. SEGEN [44]

for the segmentation of electroencephalograms.
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VII. SOME COMPARATIVE STUDIES.

All the authors do not bothér comparing the algorithm they propose
to competitive detectors. Therefore, the results of the comparative studies
which will be presented in this section are concerned with a few algorithms
from the list which has been studied in the previous ones. The preceding

order of presentation will be kept here.

1/ Changes in mean.

* In the case of a change in the parameter of a Bernoulli distribution,
A.N. PETTITT [43] compared two test statistics used in a nonsequential frame-
work: one base upon cumulative sums of the observations, the other built from
the likelihood ratio. In section II.2/a), we already mentioned that these two

tests have nearly the same power.

On the other hand, A.N. PETTITT also compared, from an asymptotic
point of view as well as for small samples, two estimates of the failure time:
the maximum likelihood one, and another one based upon the previous "cusum"
type statistics (see section II.2/a)). In the "symmetric" case (the two
Bernoulli parameters are symmetric with respect to %), the asymptotic distri-
butions of these two estimates are equivalent, provided that %-ﬂ'l. The com-

2
parison on small samples did not give raise to significant differences.

* S. ZACKS's study [62], which is concerned with the case of change
between any discrete known probability laws, involves a comparison of the
numerical distributions of the two considered stopping-times, for the Poisson's
law. (See section VI.2/). The bayesian procedure seems to tend to stop earlier

the "cusum" type test.

* Finally, concerning the case of change in mean for a sequence of
random independent gaussian observations, M. BASSEVILLE's comparative study [3b],
via a simulation study as well as from a theoretical point of view, allowed a

comparison between simple "filtered derivatives" detectors, A.N. SHIRYAEV's
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simplified detector (i.e. sequential probability ratio test) and D.V. HINKLEY's
detector. (See section II.2/b)). It has so been shown that the later is opti-
mal, in the sense that it minimizes the mean delay time for detection of a

jump (conditionally to the absence of false alarms before the jump) for a

fixed mean time between false alarms. Furthermore, Hinkley's detector is more
robust in so far as it is less affected than the others by a poor a priori

knowledge of the signal variance and of the failure magnitude.

2/ Changes in regression models.

* P.K. SEN [47] compared the asymptotic powers of two tests based
either on least squares estimates or linear rank statistics (see section III.3/).
The asymptotic relative efficiency of the later with respect to the former is
greater than 0.864 for any continuous probability law of the noise, reaches %
in the gaussian case, and exceeds 1 as soon as the noise law is more flat than

the gaussian one.

* K. GARBADE [20] compared two tests proposed by R.L. BROWN, J. DURBIN
and J.M. EVANS [7] (cumulative sums of normalized innovations or of squares of
normalized innovations) to a variable regression procedure, by analyzing their
powers via a simulation study. The likelihood ratio statistics seems to provide
a more powerful test than the cumulative sum of normalized innovations. These

two types of procedure have also been compared on economical data.

* Finally, let us mention M. BASSEVILLE and A. BENVENISTE's study [3c],
who compare, on geophysical data, several failure detection algorithms, among
which more elaborated "filtered derivatives" detectors, Hinkley's algorithm,
Willsky's generalized likelihood ratio detector and a modified version of it,

and a new algorithm mixing Hinkley's and Willsky's detectors.

@
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3/ Changes in autoregressive models.

B. CHALMOND [10] studied jumps in mean for first order autoregres-—
sive processes, and showed that the generalized likelihood ratio test is
uniformly more powerful than the test based upon the cumulative sums of the

deviations with respect to a model: "constant mean in the independent case".

From a completely different point of view, S.A. LAKEHAL [35a]
compared several failure tests based upon jumps in the order of the auto-
regressive model which is estimated with the aid of three different criteria

(see section IV.1/).

4/ Changes in linear systems modelled with state variables.

It seems that the first comparative study in this domain is due to
A.S. WILLSKY et al. [58] who balanced, on real data from urban traffic, the
results obtained on one hand with the multiple model method, and, on the other
hand, with an extended Kalman filter connected to the generalized likelihood

ratio algorithm.

Recall that the comparative study [3c] described at the end of

section III.2/ can also mentioned in the present one.
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CONCLUSION.

In this paper, number of failure detectors for changes in various
models have been presented, coming from the Automatical as well as Statis-

tical literatures,

In practice, the choice of an adequate algorithm is strictly depen-
ding upon the considered application: the examination of the constraints it
involves both in a hardware and software framework will fruitfully give a
guide for solving the tradeoff of complexity versus efficiency which was
mentioned in the Introduction. On the other hand, a detector can possibly
be chosen for a given application only after a careful inspection of the
models and the failure types which it is able to handle, of its complexity,
its performance and the tradeoff it realizes between false alarms, nondetec-
tions and delay for detection of a failure (this tradeoff also depending upon
the application), and finally of its robustness with respect to modelling
errors. Any comparative study between different detectors should consider all
these questions. But it seems that robustness is still an open problem. Howe-
ver, some recent studies have allowed some partial answers: among others, let
us mention  I.V. NIKIFOROV [42] and M. BASSEVILLE [3b] who studied the robust-
ness of D.V. HINKLEY's algorithm (based upon the deviations, with respect to
its extrema, of the cumulative sum of the observations), either in a theore-
tical framework for a change in mean or a change in Bernoulli parameter [ 3b],
or by approximations and simulations for a change in mean of an ARMA process

[42]. See also [3c] for another comparative study.

Let us emphasize that a theoretical study for robustness never dis-
penses from an experimentation of the algorithm on real data, especially if
these data do not meet the assumptions made for the theoretical study; for
example, D.V. HINKLEY's algorithm has been successfully used in image pro-
cessing for edge detection [3a], with data for which the assumptions of in~
dependent observations and constant variance are obviously not verified; the
same is true in proximetry where the used captors involve obvious nonlineari-

ties. (see [18]).
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On the other hand, robustness and complexity have also tc be
challenged, in order to avoid use of too expensive algorithms (for some
applications) which allow a poor gain in robustness: for example, it has
been recently shown [22] that nonparametric tests, of the type median,
Wilcoxon's test, Haga's test, the robustness of which is well known by
the statisticians, are of poor interest in image processing because of
the large computing time they require and of their poor performances on

highly detailed pictures.

Let us also notice that, apart from the problem of the robustness
of the detectors, the choice of the models to be used for failure detection
in real data is still a difficult task. However, some recent studies ([3c],
[25a], [25b]) tend to indicate that using simple models disturbed by fai-

lures with linear effects (see section V.1/c)) is a fruitful approach.

Finally, let us emphasize that, as far as failure detection is

concerned, two main types of problems can be distinguished:

- failures in signals for which either the models are well known and
the main problems are quickness, accuracy, and cost of the failure detection
(as in aerospatial); or the models are only a tool used for localizing the
failures, and where the main problem is robustness because the involved mo-

dels are often poorly validated (EEG, ECG, pictures, geophysics);

- segmentation ofa signal which is approximately represented by a large
amount of models, in an artificial intelligence framework (speech processing,
EEG signals), in which simple models are of no use and failures are not really
abrupt and therefore are recognized and accepted, using simplifying heuristics
and according to a kind of dynamic programming; for this type of study, the
final judgement should take into account the signal processing together with
the "artificial intelligence" processing, which do not have the same nature
nor the same computational weight (in speech processing for example, the for-
mer processing is about 5 Z or 10 % of the whole processing, whereas the later

is about 90 % or 95 Z).
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FIGURE CAPTION

Hinkley's algorithm.
Shiryaev's algorithm.
Hines' geometric moving average detector.
A failure detector in regression models.

A failure detector in AR models.
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