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Sur la factorisation des trindmes sur Fj

Résumé : Nous construisons une table qui donne le nombre de facteurs modulo 2 dans la
factorisation de trinomes sur GF(3). Le résultat dépend de la valeur des degrés des monomes
et de leurs coeflicients. Nous déduisons des résultats sur lirréductibilité des trindmes, et sur
comment diminuer le cou6t algorithmique du test d’irréductibilité sur GF(3) ainsi que du
test de primitivité.

Mots-clés : Trinémes, Codes cycliques, séquences, LFSR, chiffrement & flots
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Introduction

Trinomials are polynomials with three non-zero coefficients. It is well known that trinomials
over Finite fields are of most interest in a number of applications. For instance they are
the words of weight 3 in some cyclic codes [CTZ97] . Their properties are also strongly
related to the characterization of almost perfect non-linear boolean functions [CCZ98| or
with sequences that have the "trinomial property" (introduced by S. W. Golomb [Gol67]).
Their use is also recognized in the field of cryptography since Canteaut and Filiol presented
an attack on stream ciphers by identifying the factors of some trinomial [CF] following the
ideas of Meier and Staffelbach [MS89].

Whereas the binary case has been particularly studied, people are becoming interested
in problems over fields with an odd characteristic. In [CTZ97], Charpin, Tietdviinen and
Zinoviev study the minimal distance of some cyclic codes on any prime non binary field
and consider the special case GF(3). On the other hand Helleseth, Rong and Sandberg
constructed several new infinite families of nonbinary APN mappings [HRS99]. These papers
are both related with the properties of trinomials over GF(3).

In the paper we produce a table giving the parity of the number of factors in the fac-
torization of trinomials over GF(3) depending on the degree of its monomials. This induces
some natural applications like the study of the irreducibility of trinomials over GF(3). The
paper is based on an application of Swan’s results [Swa62] which link the value of the dis-
criminant and the parity of the number of factors of a polynomial. This very paper also
gives an explicit formula to calculate the discriminant of trinomials over any finite field.
We first recall the general results linking the value of the discriminant and the parity of
the number of factors. We then determine the value of the discriminant of trinomials over
F3 by splitting the study into several cases depending on the value of the exponents and
of the coefficients. Hence we exhibit a table providing the parity of the number of factors
of trinomials depending on the degree of the monomials and the values of the coefficients.
From this we also deduce cases where the trinomials cannot be irreducible and cases where
the trinomials cannot be primitive.

1 Preliminaries

Discriminant of polynomials

Definition 1 Let F,m be the finite field of characteristic p odd or even with p™ elements, let
f(z) € Fpm[z] and Fpm: be the splitting field of f. Then the discriminant of the polynomial
f is the quantity D(f) € Fpm: such that

D(f) = (=) D2 T (@i —ay)
aiFa;

where the (a;)7_; € Fym: are the roots of f counted with multiplicity.
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4 P. Loidreau

Hence we deduce the following properties

e Since D(f) is a symmetric function of the roots of f, D(f) belongs to the coefficient
field of f, i.e.

D(f) € Fym C Fpme
e D(f) =0 <= f has multiple roots

Discriminant and factorization There exist a tight link between the value of the dis-
criminant of a polynomial and the parity of the number of factors in its factorization. The
general result has been proven by Swan in [Swa62]. By applying the theorem to polynomials
over Fpm where p is odd, we have

Theorem 1 Let Fpm be a finite field of odd characteristic, let f(z) € Fpm|[x] be of degree
n, let r be the number of irreducible factors of f(x) over Fpm, then

r=nmod2 <= D(f)isa square in Fpm

Discriminant of trinomials Given a polynomial over some field it is not possible in
general to determine an explicit formula for its discriminant. However, in the case where
the polynomial f(z) is of the form

f(x)=2" +az® +b
one has [Swa62]
Theorem 2 Letn >k >0, d = GCD(n, k) and n = nid, k = kid, then

D(z™ + az® 4+ b) = (~1)Mn=D/2pk=1 [prapm=kr _(_1ym(p k)”l_klkklam]d

2 Discriminant of trinomials over Fj

In the following of the paper, we deal with trinomials over the field with odd characteristic
Fs.

From Theorem 1, to study the parity of the number of factors of trinomials with coef-
ficients in F3 one has to evaluate the discriminant of the trinomials over F3. In the case of
trinomials we use the general formula given in Theorem 2.

Trinomials over F3 There are four monic trinomials with coefficients in the field F3 =
{0,1,—-1}:

2"+ 41, 2"+ -1, 2=k 1, -2 -1

INRIA



Sur la factorisation des trindmes sur F3 5

Evaluation of the discriminant Since from Theorem 2
D(z" + az® +b) = (—1)"(”71)/2111“_1 [n"lbm_k1 — (=)™ (n-— k)”lfklkkla"l]d
to calculate the discriminant taking values in F3, one must consider

1. the values of a, b in F3, that is the type of the trinomial,

2. the values of n and k taken in the field F3, i.e. the integers n and k reduced modulo
3,

3. the value of (—1)*("=1/2 depending on the value of n modulo 4,

4. the parity of d, the GCD of n and k. It depends on the parity of n and k, namely

d=0mod 2 <= n, k=0 mod 2

5. the parity of n; and k; where n = dn; and k = dk;.

To determine the parity of these parameters, we must introduce the binary valuation
over integers

Definition 2 Let n be an integer and let us define the operator vy by

n= 2“2(")112,
na 1s odd

va(n) is denoted binary valuation of n

From this definition we deduce the following proposition about the parity of ny, k1, n;—
k1

Proposition 1 Let n = nid, k = ki1d be two integers where d = GCD(n, k) then

e ny is even <= wva(n) > va(k),
o ky is even <= wva(n) < wva(k),

e ny —ky is even <= wv2(n) = va(k),

From the previous remarks, we have to separate the study of trinomial over F3 into
several cases dealing not only with the value of the parameters a, b, n, k taken in F3 but
also with the parity of n and k and their binary valuation.

RR n° 3918



6 P. Loidreau

3 Degree equivalent to 0 mod 3

Since the degree n is such that n = 0 mod 3, the term n™b"*—*1 in the expression of the
discriminant vanishes. Hence

D(.’En + awk + b) — (_l)n(n—l)/2bk—1(_l)d—kknan

since a and b are non zero elements in F3, the discriminant D(z" + az* + b) is equal to
zero if and only if k is a multiple of 3, thus

Proposition 2 If n = 0 mod 3, then the trinomial " + ax® + b has multiple roots if and
only if k =0 mod 3.

In every other case, we have to split the trinomials regarding the values of n modulo 12
and k modulo 6. In the following of the section, we suppose that k is non zero in F3

Theorem 3 Ifn =0 mod 3 and k # 0 mod 3 then
e D(z" + 2% + 1) =1 if and only if

n=0mod 12, k=1,2mod 3

n=3mod 12, k=4,5mod6
n=9mod 12, k=1,2mod6
e D(z™ + 2% — 1) =1 if and only if
n=0mod 12, k=1,5mod6
n=3mod 12, k=2mod3
n=6mod 12, k=2,4mod6
n=9mod 12, k=1mod3
e D(z" — 2% + 1) =1 if and only if
n=0mod 12, k=1,2mod 3
n=3mod 12, k=1,2mod 3
n=9mod 12, k=4,5mod6
e D(z" — 2% — 1) =1 if and only if
n=0mod 12, k=1,5mod6
n=3mod 12, k=1mod3
n=6mod 12, k=2,4mod6
n=9mod 12, k=2mod3

INRIA



Sur la factorisation des trindmes sur F3 7

Proof We first study the trinomial 7} = 2™ + z* + 1.
We separate it in two cases

1. if » is even that is n = 0 mod 12 or n = 6 mod 12.
Since k is non-zero in F3, then k™ = 1 mod 3 whatever k be.

Since d is even is even if and only if &k is even, d — k is even whatever k be. Hence
D(Ty) = (-7
it follows that D(T}) is equal to 1 if and only if n = 0 mod 12.
2. if n is odd, then k™ = k mod 3 and the GCD d of n and k is also odd, thus
D(Ty) = (~1)" D2 (<1
and since k is non-zero in F3

n=3mod 12, k=4,5mod6

D(Tl):“:*{ n=9mod12, k=1,2mod6

Since D(2™ + az® +b) = b*"1a"D(T}), we deduce the result for the other trinomials from
D(Ty). m
4  Degree equivalent to 1 mod 3

In that case, there is no simplification of the expression of the discriminant. It has to be
studied for every possible trinomial. Namely the discriminant becomes

D(a" + az* +b) = (=1)" (= D/2pk=1 ks (_1ym( = pymh gk gm]?

where d is the GCD of n and k£ and n = nid, k¥ = kid. The value of the discriminant
depends thus not only on the value of n and k& modulo 3 but also on the parity of ny, k1, d,
that is on the valuation vy of n and k.

4.1 Trinomial z" + z¥F + 1

For the trinomial ™ + z* + 1, the discriminant is

D(a™ +a* + 1) = (=1)" D2 [1 - (1) (1 — k)™ R gk ]

Theorem 4 Ifn =1 mod 3, then
e 2" + 2% + 1 has multiple roots if and only if D(z™ + 2% 4+ 1) = 0 that is if and only if
k=2mod 3

RR n° 3918



8 P. Loidreau

e in every other case, D(z™ + z* + 1) = 1 if and only if
n=1mod 12, k=0,1mod3
n=4mod 12, k=0,1mod3

Proof We separate it in two cases

1. case k =2 mod 3
We have

D(a" + 2" +1) = (=1)" D2 [1 = (1) (=)™ k1 (—1)k]" =0
hence the trinomial ™ 4+ z* 4+ 1 has multiple roots if and only if £ = 2 mod 3,

2. case k =0,1 mod 3

Either k or 1 — k is equal to 0 in F3 thus the term (—1)"1(1 — k)™ %1% in the
expression of the discriminant vanishes and

D(JE” + .’Ek + 1) — (_l)n(nfl)/Z
hence the discriminant is never equal to 0 and

D(z"+zF +1)=1+=n=1,4mod 12

4.2 Trinomial z" + z*F — 1

For the trinomial ™ + z* — 1, the discriminant is

D(."L'n + .’Ek _ 1) — (_l)n(n—l)/2(_1)k—1 [(_1)n1—k1 _ (_1)n1(1 _ k)n1—k1kk1]d

Theorem 5 If n =1 mod 3, then
e 2" + 2% — 1 has multiple roots if and only if D(z™ + 2% — 1) = 0 that is if and only if
k =2mod 3 and va(k) = v2(n)
where v s the binary valuation.
e in every other case, D(z™ + x* — 1) = 1 if and only if

n=1mod12, k=0,1mod3

n =4 mod 12, k=5mod 6
n =7 mod 12, k =2mod 6
n=10mod 12, k=0,1mod3, k=2mod6

INRIA



Sur la factorisation des trindmes sur F3 9

Proof We separate it in two cases

1. case k = 0,1 mod 3

Either k or 1 — k is equal to 0 in F3 thus the term (—1)"1(1 — k)™ %1 k% in the
expression of the discriminant vanishes and

D(Z‘n + ok — 1) — (_1)n(n71)/2(_1)n71
hence the discriminant is never equal to 0 and

D(z"+zF —1)=1<+=n=1,10mod 12

2. case k =2 mod 3
We have

D(z" +a* — 1) = (—=1)"(" D21kt [k q]”
thus D(z™ 4+ z* — 1) = 0 if and only if n; — k; is even that is from Proposition 1 if
and only if vy (k) = v2(n)
If vy (k) # vo(n) then (—1)™ %1 —1=11in F3 and
D(.’E" + .Z'k _ 1) — (_l)n(n—l)/2(_1)k—1
and in that case

n =4 mod 12, k=5mod 6
D(z" +2F 1) =1 < n=Tmod 12, k=2mod6
n=10mod 12, k=2mod6

4.3 Trinomial z" — z* + 1

For the trinomial 2™ — z* + 1, the discriminant is

D(a" — 2k + 1) = (~1)Mn=D/2 [1 = (1 — )y~ k]

Theorem 6 Ifn =1mod 3 then
e 2" — ¥ + 1 has multiple roots if and only if D(2™ — 2% 4+ 1) = 0 that is if and only if
k =2mod 3 and va(k) < va2(n)
where v s the binary valuation

e in every other case, D(z™ — xz* + 1) = 1 if and only if
n=1mod 12, k=0,1mod3
n=4mod12, k=0,1mod3, k=2mod6
n =7 mod 12, k=5mod 6

RR n° 3918



10 P. Loidreau

Proof We separate the proof in two cases

1. case k=2 mod 3
We have

D(z" — z* +1) = (=1)"("D/2[1 — (—1)m]

the discriminant is null if and only if n; is even, which from Proposition 1 is equivalent
to va (k) < va(n)

Whenever v2(k) > v2(n), we have
D(z" — zF +1) = (=1)"(n=D/2(—1)¢

since d is even if and only if n and k are even, if k¥ = 2 mod 3 then we have

n=4mod 12, k=2mod6

n k j—
D" -2 +1)=1 < {n57m0d12, k=5mod 6

2. case k =0,1 mod 3

Either k or 1 — k is equal to 0 in F3 thus he term (1 — k)™ ~*1k*1 in the expression of
the discriminant vanishes and

D(.CL'" _ JIk + 1) — (_l)n(nfl)/2
hence the discriminant is never equal to 0 and

D(z" —2* +1)=1<=n=1,4mod 12

4.4 Trinomial z" — 2% — 1
For the trinomial z* — z*¥ — 1 the discriminant is

D(;En _ .'L'k _ 1) — (_l)n(n—l)/2(_1)k—1 [(_l)nl—kl _ (1 _ k)nl—klkkl]d

Theorem 7 Ifn =1 mod 3 then
e 2" — 2% — 1 has multiple roots if and only if D(2™ — 2% — 1) = 0 that is if and only if
k =2mod 3 and va(k) > va2(n)
where v s the binary valuation
e in every other case, D(z™ — xz* — 1) = 1 if and only if

n=1mod 12, k=0,1mod3

n =4 mod 12, k=5mod 6
n =7 mod 12, k=5mod 6
n=10mod 12, k=0,1mod3, k=2mod6

INRIA
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Proof We separate the proof into two cases

1. case k =2 mod 3
We have

D(a" = 2k = 1) = (=1)" D21k [(—1)m - (—1m]
the discriminant is null if and only if k; is even, which from Proposition 1 is equivalent
to va(k) > va(k)
Whenever va(k) < v2(n), we have

D(a" — 2 — 1) = (=1 V(=1L =) [(=1)h — 1

since in that case ki is odd, we have [(—1)% — l]d = (—=2)% =19, thus
D(."L'n —zkF— 1) — (_1)n(n—1)/2(_1)k—1(_1)n

and

n=4mod 12, k=5mod6
Dia"-zF-1)=1 < n=7mod 12, k=5mod6
n=10mod 12, k=2mod6

2. case k =0,1 mod 3

Either k or 1 — k is equal to 0 in F3 thus term (1 — k)™ % k¥ in the expression of
the discriminant vanishes and

D(.Z'n —zF— 1) — (_1)n(n71)/2(_l)kfl(_l)nfk — (_1)n(n71)/2(_1)n71
the discriminant is thus never equal to 0 and depends only on the value of n modulo

3. Hence

S T n=1mod 12, k=0,1mod3
D" -2t —1) =1+ {n510m0d12, k=0,1mod3

5 Degree equivalent to 2 mod 3

In that case, we replace the value of n in the discriminant by the value —1 in F3 thus the
expression of the discriminant is

D(xn + aa:k + b) — (_1)”(”*1)/2bk71(_1)n [bn1*k1 _ (_1)n1*k1(1 + k)n1*k1 kklanl]d

where d is the GCD of n and k£ and n = nid, k¥ = kid. The value of the discriminant
depends thus not only on the value of n and k& modulo 3 but also on the parity of ni, k1, d,
that is on the valuation vy of n and k.

In this section the proofs of the theorems which have exactly the same form as in the
previous section are skipped.

RR n° 3918



12 P. Loidreau

5.1 Trinomial z" + z*F + 1

For the trinomial ™ + z* + 1 the discriminant is
D(z" + zF + 1) = (_l)n(n—l)/Z(_l)n [1 . (_l)nl—ln(l + k)nl_klkkl]d

Theorem 8 If n =2 mod 3, then
e 2" + ¥ + 1 has multiple roots if and only if D(z™ + 2* 4+ 1) = 0 that is if and only if

k=1mod3

e in every other case, D(x™ + z¥ + 1) = 1 if and only if
n=8mod 12, k=0,2mod3
n=11mod 12, k=0,2mod 3

5.2 Trinomial z" + z*F — 1

For the trinomial z" + z* — 1 the discriminant is
D" +a* — 1) = (~1)"( D2 [ (14 k) Fagha]?

Theorem 9 Ifn =2 mod 3, then
e 2" + ¥ — 1 has multiple roots if and only if D(z™ + z* — 1) = 0 that is if and only if
k =1mod 3 and va(k) = v2(n)
where v s the binary valuation.
e in every other case, D(z™ + x* — 1) = 1 if and only if

n=2mod 12, k=0,2mod3, k=4mod6
n =5 mod 12, k=4mod6
n =8 mod 12, k=1mod6
n=11mod 12, k=0,2mod3

INRIA
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5.3 Trinomial z" — z* + 1

For the trinomial ™ — z* + 1 the discriminant is
D(:L‘n . :L'k + 1) — (_l)n(n—l)/Q(_l)n [1 _ (_1)k1(1 + k)nl_klkkl]d

Theorem 10 If n = 2 mod 3, then
e 2" — ¥ + 1 has multiple roots if and only if D(2™ — 2* 4+ 1) = 0 that is if and only if
k =1mod 3 and va(k) < va2(n)
where v is the binary valuation
e in every other case, D(z™ — xz* + 1) = 1 if and only if
n =5 mod 12, k=1mod3
n=8mod12, k=0,2mod3, k=4mod6
n=11mod 12, k=0,2mod3
5.4 Trinomial z" — 2% —1

For the trinomial 2™ — z* — 1 the discriminant is
D(z™ — =k _ 1) = (_l)n(n—l)/2(_1)n+k—1 [(_1)n1—k1 . (_1)k1(1 + k)nl_klkkl]d

Theorem 11 Ifn =2 mod 3, then
o 2" — 2% — 1 has multiple roots if and only if D(z™ — z* — 1) = 0 that is if and only if
k =1mod 3 and va(k) > va(n)
where v s the binary valuation
e in every other case, D(z™ — z¥ — 1) = 1 if and only if

n=2mod 12, k=0,2mod3, k=4mod6
n =5 mod 12, k=1mod6
n = 8 mod 12, k=1mod6
n=11mod 12, k=0,2mod3

RR n° 3918



14 P. Loidreau

6 Irreducibility testing

The results in the previous section can be used to obtain a table giving values of n and &
for which one can find irreducible trinomials over F3.

Parity of the number of factors In the field F3 = {0, 1, — 1}, the only non zero value
which is a square is 1 thus by applying Theorem 1 to the polynomials over F3 we obtain

Corollary 1 let f(z) € Fs[z] be of degree n with no multiple roots i.e. D(f) # 0, let r be
the number of irreducible factors of f(x) over F3, then

r=nmod2 < D(f)=1

For every trinomial ™ + ax®* + b and for every value of n, we build the following Table
1. This table gives the values of k for which the number of factors in the factorization of
2™ + az® + b over F3 is odd.

Irreducibility testing Since an irreducible polynomial is divided only by itself, the num-
ber of factors in its factorisation is odd. Hence the parameters of trinomials that are candi-
date to irreducibility have to be found in the table.

Irreducibility testing can thus be simplified. Suppose we want to test the irreducibility
of a trinomial 2™ + az® + b over F3 such that D(z™ + az® + b) is non-zero. We proceed the
following way

1. if the entry k corresponding to the polynomial ™ + ax* + b is not in the table then
z™ + az® + b is not irreducible.

2. if the entry k is in the table then apply one of the known polynomial-time algorithms
checking the irreducibility of a polynomial such as the Shoup algorithms [Sho90]

Remark
e 1 is root of the trinomial z” + z* + 1 in F3 whatever k and n be.

e Table 1 shows that there are values of n for which it is not possible to find any
irreducible trinomial,

7 Primitivity of trinomials
From the previous results we can deduce conditions on the parity of the exponent n for which

a trinomial over F3 is primitive. In the section we do not consider the trinomial 2" + z* 41
which has a trivial root over F3 and is never primitive.

INRIA
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Table 1: Values of k for which the trinomials over Fshave an odd number of factors

n "+ b +1 " + k-1
0 mod 12 no value for k k=2,4mod 6
3 mod 12 k=4,5mod 6 k=2mod 3
6 mod 12 k=1,2mod 3 k=1,5mod 6
9 mod 12 k=1,2mod 6 k=1mod3
1 mod 12 k=0,1mod3 k=0,1mod 3
4 mod 12 no value for k k=0,1mod 3,
k =2 mod 6, va(k) # va(n)
7 mod 12 no value for k k =2 mod 6
10 mod 12 k=0,1mod 3 k=5mod6
2 mod 12 k=0,2mod 3 k=1mod6
5 mod 12 no value for k k=4mod6
8 mod 12 no value for k k=0,2mod 3,
k=4 mod 6, va(k) # v2(n)
11 mod 12 k=0,2mod 3 k =0,2mod 3,
n " —xk 41 L |
0 mod 12 no value for k k=2,4mod 6
3 mod 12 k=1,2mod 3 k=1mod3
6 mod 12 k=1,2mod 3 k=1,5mod 6
9 mod 12 k=4,5mod 6 k =2mod 3
1 mod 12 k=0,1mod 3 k=0,1mod 3
4 mod 12 no value for k k=0,1mod 3,
k =2mod 6, va(k) < v2(n)
7 mod 12 k =5 mod 6 k =5 mod 6
10 mod 12 k =0,1mod 3, k =5mod 6
k =2mod 6, va(k) > va(n)
2 mod 12 k=0,2mod 3, k=1mod6
k=4 mod 6
5 mod 12 k=1mod3 k=1mod6
8 mod 12 no value for k k =0,2mod 3,
k =4 mod 6, va(k) < vs(n)
11 mod 12 k=0,2mod 3 k=0,2mod 3
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16 P. Loidreau

General result The general result about the primitivity of a polynomial is the following
[BGL94].

Theorem 12 Let f(z) = S fiz' be a polynomial with coefficients in the field F, and let
F(z) = Y7, fiz® 71, then f(x) is primitive over ¥, if and only if F(z) is irreducible over
F,.

Trinomials over F3 In the particular case of trinomials over F3 we have

Corollary 2 The trinomial 2" + ax® + b over F3 is primitive if and only if the trinomial
n k
23" 71 + az® ~1 + b is irreducible

hence we deduce the following proposition
Proposition 3 We have
o If x™ + 2% — 1 is primitive over F3 then n is even,
e if ™ — 2 — 1 is primitive over F3 then n is even,

o if x™ — zF + 1 is primitive over F3 then n is odd.

Proof For the proof, one has to consider the trinomials 23"~ + a2 ~! + b, then look in
the table if there are possible irreducible trinomials over F3 for the parameter 3" — 1 and
3% — 1 and then apply Corollary 2

For all integer k, 3* = 3 mod 6 and for all integer n,

3" =3mod 12 <= n odd

hence one has to consider the parity of n.

1. if n is odd then 3" — 1 = 2 mod 12.
The value 3* — 1 = 2 mod 6 appears in Table 1 only for the trinomial

231 a:3k_1 +1
thus if n is odd, the trinomials z3" ! + 23"~ — 1 and 2%" ! — #3°~! — 1 have either
an even number of factor or a root over F3.
2. if n is even then 3" — 1 = 8 mod 12.
The value 3*¥ — 1 = 2 mod 6 appears in Table 1 only for the trinomials

n__ k_ n__ k__
S NI A B e e e |

-1

. . . . n k_
hence if n is even, the trinomial z° — 23" 71 4+ 1 has an even number of factors or a

root over F3
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