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Abstract: We present a new methodology to calculate a filter that permits fail-
ure detection and isolation in a dynamic system. Assuming that the normal and
the failed behaviors of a process can be modeled by two linear systems subject to
inequality bounded perturbations, a method for on line implementation of a detec-
tion signal, guaranteeing detection of failure, is presented. To make the failures
detectable, the injection of the test signal that improves the detectability property
of failure in the dynamic process is proposed which achieves detectability on line.
All the operations needed for our method are implemented by using large linear
optimization problems. Examples are shown.
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Conception de signal de détection et d’isolation de
panne pour les systemes dynamiques linéaires

Résumé : Nous présentons une nouvelle méthodologie pour calculer un filtre qui
permet la détection et I’isolation de pannes dans un systéme dynamique. En sup-
posant que le comportement du systeme normal et du systéme en panne d’un proces-
sus peut étre modélisé par deux systemes linéaires avec des contraintes bornées, une
méthode pour trouver le signal de detection est presentée. Cette méthode, sous une
condition de détectabilité, peut garantir la détection et I’isolation des pannes. Pour
rendre les pannes discernables, on propose I’injection d’un signal de test qui réalise
la détectabilité en ligne. Toutes les opérations nécessaires pour notre méthode sont
résolues en utilisant la programmation linéaire creuse a grande dimension. Plusieurs
exemples sont traités.

Mots-clé :  détection de pannes, programmation grande échelle, isolement de
pannes, perturbations bornées, détection
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4 H.E. Rubio Scola

1 Introduction

The conception of failure detection systems entails the consideration of several
points. Conceiving a system that will react rapidly when a failure occurs is what
usually matters most interesting; yet, in systems with a high performance, one can-
not generally tolerate important degradation in performance during normal system
operation. That is why these two considerations are often conflicting. In other
words, a system which is conceived to react quickly to sudden changes needs to
be sensitive to some high frequency effects, which in turn will tend to increase the
system’s sensitivity to noise, through the occurrence of false alarms signals by the
failure detection system. The difference between these conception issues is best
studied if we take a precise example in which we can evaluate the costs of the
various differences. For instance, false alarms will be better tolerated in a highly
redundant system configuration than in a system deprived of significant backup ca-
pacities.

There are two ways of tackling the problem of failure detection and isolation. In
first place, a passive approach: the detector monitors the inputs and the outputs of a
system to know whether a failure has occurred and, if possible, what kind of failure.
To achieve this, the measured input-output is compared with the normal behavior
of the system. The passive approach is used to continuously monitor the system,
particularly when the detector cannot act upon the system for material or security
reasons. In the field of failure detection, most of the work is devoted to this type of
approach.

This approach of detecting changes in dynamical systems has been carefully
studied (Willsky, 1976; Mironovrski, 1980; Isermann, 1984; Basseville and Ben-
veniste, 1986; Clark 1986) in many field applications, to achieve failure detection in
controlled systems or signal segmentation for recognition. Most of the time domain
model-based methods use all the known or estimated model parameters to solve the
two fundamental steps of change detection, that is to say residual generation and
choice of the statistical decision function (Willsky, 1976).

For instance, both filter innovations and parity checks involve all the model
parameters, with possible inclusion of parameter uncertainties, and classical coeffi-
cients of probability or bayesian test proceed similarly (Basseville et all, 1987)

The active approach to failure detection consists in acting upon the system
on a periodic basis or at critical times using a test signal so as to show abnor-
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Detection signal design for failure detection and isolation 5

mal behaviors which would otherwise remain undetected during normal operation
(Nikoukhah,1998). The detector can act either by taking over the usual inputs of
the system or through a special input channel, perhaps modifying the structure of
the system. The structure of the failure detection method considered in this paper is
depicted in Figure 1.

v: test signal

noise

£ y: output
Dection -

System Filter Failure
u: input T decision

Figure 1: Active failure detection.

At some given time during normal operation of the system, a test signal is in-
jected into the system for a finite period of time. This signal exposes the failure
modes of the system which are detected by the detection filter.

The conception of test signals has been an important question in system identi-
fication, but their use to detect failures has been introduced in (Zhang, 1989, Ker-
estecioglu, 1993, Uosaki et al., 1984). The test signals (called auxiliary inputs) in
these works are regarded as linear inputs of stochastic models, and their objective
is to optimize some statistical properties of the detector.

This work is oriented to the detection and isolation of faults in an active ap-
proach. We present a methodology to calculate a detector (filter) that allow us to
make the detection and isolation of faults.

The selection of the test signal, as well as the calculation of the filter is com-
puted off-line. The complexity of filter computation and design of the test signal is
important when dealing with medium systems and long test signals. All the opera-
tions needed for our method are implemented by solving large linear optimization
problems.

The mathematical operations that must make the filter to decide the good or
bad operation of the system reduce to a multiplication and a sum of each input and
each output, which is very easy to implement in real time. Examples are given in
Section 4.

RR n°3935



6 H.E. Rubio Scola

Structure of the failure detection and isolation

A structure of the failure detection and isolation method is proposed in this work
at some given time during normal operation of the system, a test signal is injected
into the system for a finite period of time. This signal is supposed to expose the
failure modes of the system which are then detected by the detection filter.

The problem considered here has two parts:

Part 1: Find a signal » such that the possible input-output set of the normal
system be disjoint to the possible input-output set of the failed system.

Part 2: For a found test signal v, given an input-output, recognize if this input-
output is in the set of the normal system or in the set of the failed system.

The outline of the paper is as follows. In Section 2, basic assumptions are
presented and the model is introduced. The solution to Part 2 is characterized in
Section 3. This solution is computed off-line over a finite horizon, see for example
Nikoukhah (1999). The complexity of the off-line computation can be important
when dealing with very large systems and long test signals and this solution cannot
be used for real problems.

In this paper, we propose computationally implementable solutions, using algo-
rithms for sparse matrices. We obtain a reduced time of computation for very large
systems and long test signals, and we can use the proposed method to real problems.

The examples, one proposed by Nikoukhah (1998) and other proposed by Clark
(1980) are given in Section 4.

The solution to Part 1 is only given in the case where the test signal enters
the system linearly, the solution is considered in Section 5 and in Section 6 two
examples are presented.

INRIA



Detection signal design for failure detection and isolation 7

2 System model

We consider systems which can be modeled as follows:

-Ts(k + 1) = As(k)xs(k) + Bs(k)u(k) + bs(k) + Ms(k)Vs(k) (1)
y(k) = Cs(k)xs(k) + Ds(k)u’(k) + ds(k) + Ns(k)Vs(k)

fork =0,..,N — 1, wherev = v(k),k € [0, N — 1] isa test signal , u and y are
inputs and outputs which are measured on-line. A,, B,, C,, D,, M,, N,, b, and d,
are matrices and vectors of appropriate dimensions which depend on » and we use
the notation A;(k) = As(v(k)), etc.
The (known) inputs « (%) and the (unknown) perturbations v; (k) are both supposed
to satisfy
R, (k)l/s(k) < pus(k) )
Rys(B)u(k) < pus(k)

where z,(k) € R*®), u(k) € R™K) y(k) € RF), v, (k) € RMP), p,q (k) € Rk,
pus(k) € R9®) and R,,(k), R.,(k) are given matrices of appropriate dimensions.
The vectors p,(k), pus(k) and the matrices R,,(k), R,,(k) also depend on v, i.e.
R,s(k) = R,s(v(k)), etc. No assumption is made on R,,, and R, except that (2)
are consistent.

In the same way, for the failed system, we choose a similar model in the vari-
ables x, u, y, vy, and considered the system with failure as follows:

zr(k+1) = Ap(k)zs(k) + Br(k)u(k) + by (k) + My (k)vs(k) 3)
y(k) Cr(k)xp(k) + Dy(k)u(k) + ds(k) + Ny (k)vs(k)

fork=0,...,N —1,
Perturbation v and input u satisfy the inequality constraints:

Rys(k)vr(k) < pog(k) (4)
Ryp(k)u(k) < pyus(k)

where z;(k) € RV®), u(k) € R™H®), y(k) € RIB), ve(k) € R®), p, (k) €
R ), p, (k) € R®) and R, ;(k), R.s(k), are given matrices of appropriate di-
mensions. The vectors p,((k), p.s(k) and the matrices R,;(k), Ry,s(k) also de-
pend on v. No assumption is made on R, , R, except that (4) are consistent, for
k=0,..,N—1.

RR n°3935



8 H.E. Rubio Scola

The matrices and the vectors have not necessarily the same dimensions in both
systems. The systems have in common only the input « (k) and the output y (k).

The basic assumption is that the normal mode, and the failed mode of the sys-
tem can be modeled as in (1), (2), (3) and (4). But the system matrices can (and
hopefully are) different for different modes.
Note that unlike most other approaches to uncertainty modeling in dynamical sys-
tems for the purpose of failure detection, v is not a stochastic white noise sequence,
but rather an arbitrary inequality bounded discrete sequence.

A fundamental, and reasonable, assumption here is that, during the test period,
the system is either in normal mode or failed mode; no transition occurs during the
test period.

We assume that the test signal v = {v(k),k € [0, N — 1]} is given. The test
signal v is a sequence of vectors, as short as possible, such that the constraints on
the operating system (1),(2) and the constraints on the failed system (3), (4) are
inconsistent. In Section 5, we show how to construct a signal v.

We introduce the vectors w, p, ¢, defined by

w(k) = { [ (072, () (R (k) (R vy (R i k€ [0, N — 1]
[z,(N)T, zp(N)T] if k=N
bik)) pusgk;
— dS k _ DPus k
p(k) = bf(k) , q(k) = puf(k)
dy (k) Puy (k)

fork =0,..., N — 1, and the following matrix F' defined by the following scheme:

F) ]
O
F=| o P 0 ©)

INRIA



Detection signal design for failure detection and isolation 9

In the matrix F', the submatrices F'(k) and F'(k + 1) share the columns corre-
sponding to the variables z,(k + 1) and z¢(k + 1), and

— A, (k) 0 0 —Bs(k) —M(k) 0 I0
Fk) = —C,(k) 0 I —Dg(k) —Ns(k) 0 00
B 0 —As(k) 0 —Bg(k) 0 —Ms(k) 0 I
0 —Cy(k) I —Dy(k) 0 —Ng(k) 0 0O
fork=0,1,...,(N —1).
Analogously we define £ with a similar scheme:
[ [ E@Q) | ]
L B(1) |
E=| o B ] 0 (6)
_ (ENV=1 ]
where
000 0 Rk 0 00
100 0 Ryk) 0 0 00
ER=1000 0 0 Ry(k) 00
0 0 0 Ry(k) O 0 00
fork=0,1,..., (N —=1).
(1), (2), (3) and (4) can be rewritten as:
Fw =p
Ew < g (7)

We write in matrix form the equations and inequations for the operating system
(1), (2) and the failed system (3), (4) separately:

RR n°3935



10 H.E. Rubio Scola

e For the operating system :

F, w

Ps
B w (8)

ds

IA

We define F, and E, with a scheme similar to F' and E, where

—Ak) 0 0 —By(k) —M,(k)
Fs(k):[_cs(k) 0 I —Dy(k) —N(k)

o000 0 Rk 00O
ES(k)_[OOORus(k) 0 000]

e For the failed system :
Ff w = pf
Ef w S ch (9)

We define analogously F'; and E, where

0 —Ap(k) 0 —Bpk) —M;(k) 0
[0 —Cy(k) I —Dy(k) —Ng(k) 0

We define the following polyhedrons

Sy ={w / w verifies (8)}, Sy ={w / w verifies (9)}.

INRIA



Detection signal design for failure detection and isolation 11

3 Detection filter implementation

Letv = v(k), k € [0, N — 1] be a test signal such that the solution sets of systems
(8) and (9) have no intersection and let w = w(k), k € [0, N] be an observation of
the state of the system. The detection problem consists now to decide whether this
vector w is compatible with (8) or with (9).

Since inequalities (8) and (9) define two disjoint convex polyhedrons, our prob-
lem is reduced to know in which polyhedron the vector w stays. If a hyperplane can
be found that separates the polyhedrons, it is sufficient to find at which side of the
hyperplane the vector w lies. Our work is limited to find such an hyperplane. Its
existence is guaranteed by the classical convexity theory.

The following theorem shows that we can obtain directly constraints involving
only inputs « and outputs y for testing failure. Therefore we do not need to know
the states variables =, and z; of the systems (1) and (3).

Theorem 1 Let S and S, be two non empty disjoint convex cylindrical polyhedrons
defined by

S = {(xaxoayaua V,VO)/A1x+A3y+A4u+A5I/ S b}

SO = {($, Lo, Y, U, V, Vo) / Ao,2$o + Ao,3y + Ao,4u + Ao,GVo S bo}

If we note hiz + hox, + h3y + hsu + hsv + hgv, = d an hyperplane which
separates S and S, then hy = hy = hs = hg = 0, i.€. the hyperplane equation is

h3y + hyu=d (10)

Proof:
Let us suppose that the hyperplane is defined by

hix + hozy + h3y + hau + hsv + hgv, = d
where hq, ho, hs, hg are not all zero. Let (z°, 29, y°, u°, v°,v°) € S, then ¥(z,v)
the point (z, 22, y°, u®, v,12) € S,.

It follows that:

hl.’E + hQ.Tg + hgyo + h4uo + h5l/ + h6Vg 2 d (11)

RR n°3935



12 H.E. Rubio Scola

Since hoxd+ hay® + hau® + hev? is fixed, and hyx + hsv can take any value, because
x, v are arbitrary, the expression (11) can take values < d, which contradicts the
assumption that the hyperplane separates the two convex polyhedrons S and S,,.
Thus h; = 0 and hs = 0. Analogously h, and hg must be zero.

Construction of separating hyperplane

The following lemma and its corollary show that it is possible to convert the
problem separating two polyhedrons into an equivalent, problem separating of a
polyhedron from the origin of coordinates.

Lemmal Let S and S, be two non-empty convex polyhedrons. There exists an
hyperplane separating S and S,, if and only if the convex polyhedron S — S, does
not contain 0, i.e.,if and only if there exists an hyperplane separating 0 and the
convex polyhedron S — S,,.

Proof:
See Rockafellar [18] p.98 (Theorem 11.4)

Corollary 1 Let S and S, be two non-empty convex polyhedrons. Then, the hyper-
plane hz = d separates S and S, if and only if the hyperplane hz, = d,; separates
0 and the convex polyhedron S — S,. i.e. a hyperplane separating S and S, can be
chosen parallel to a hyperplane separating 0 and S — S,,.

Thanks to corollary 1, the problem that we are going to solve is to find an hyper-
plane that separates a polyhedron from the origin of coordinates. We will solve it by
linear programming and taking into account the geometric property of the convex
polyhedrons given in theorem 1.

The solution sets of systems (8) and (9) have no intersection then S, N .S; = (.
Let w,s and wy such that wy € S; and wy € Sy, where

INRIA



Detection signal design for failure detection and isolation 13

ws(k) — { [mé’(k)T’ :Ef(k)Ta ys(k)Ta us(k)T, V%(k)T, Vf(k)T]T if ke [O, N — 1]
[2s(N)T, 25 (V)] if k=N
and
wy (k) :{ [z (k) ’l"f(k)Tayf(k)TaUf(k)T,V;(k)T,Vf(k)T]T if kelo,N—1]
[2s(N)T, 24(N)T] if k=N

We note (ys, us) as operating system output-input pair, i.e. in the equation (1)
(of the operating system) we change the pair (y, u) by (ys, us) obtaining :

r(k+1) =

A (k) ( ) (12)
ys(k) = Cy(k)zs(k) + Dy(k)uy(k) + dy(k) + Ny(k)v,(k)

fork=0,..,N —1.
Analogously (yy, uy) as failed system output-input pair, i.e. in the equation (3)
(of the failed system) we change the pair (y, u) by (v, us) obtaining :

)
) (13)

fork=0,...,N —1.
We also introduce the deviation between input-output pairs for normal and failed
systems as follows :

=] o | = ni ] -1 =
We introduce the vector w defined by w = [ 1: ]

and the following matrices F' and E defined by F' = [F, F,], E =|[FE,E,]

where
Fe:diag{Fe(O)ape(l)a---aFe(N_1)}a and
E. = dlag {Ee(o)aEe(l)a ---aEe(N - 1)}

RR n°3935
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Figure 2: S, and S properties
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Detection signal design for failure detection and isolation 15

0 0 0 Ry(k)
EO=| 0 m | B®=] o
-1 0 —Rys(k) 0
Using now (12), (2), (13), (4) and (14) we obtain :
Fo = p
Bo < ¢ (15)

We define
T = {w/w verifies (15)}
We assume that the solution sets of systems (8) and (9) have no intersection, i.e.

system (7) has no solution. Then (15) has no solution of the form [ Qg ] because

(15) becomes (7) if @ = [ @(‘)’

We introduce a relaxation parameter

8 = [61(0), 62(0), 85(0), ..., 61 (N — 1), 8,(N — 1),63(N — 1)]"  (16)

in the equations (15), we obtain :

Fw+Fe < p+6d&
—Fw—Fe < —p+do a7
Fw+FEe < q+463

We define the following polyhedrons :
Ts = {e/w verifies (17)}
with following properties :

° O¢T5for5:0.

RR n°3935



16 H.E. Rubio Scola

o If 4! > 62 then Ts1 O Ty
e The projection of S; — Sy on the e coordinate is 75 for § = 0.

Chosing an adequate 6 we can enlarge the polyhedron T until e = 0 belongs to
it. See figure 3.

ey

A \ hiperplane of contact
AN

A
N

Figure 3: linear programming problem
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Taking into account the polyhedron (17) we solve the following linear program-
ming problem:

3 N-1
mind > 6;(k) (18)

7j=1 k=0

subject to

Fw+Fe < p+4d (19)
“Fuw—Fe < —p+06 (20)
EFw+Ee < q+ 03 (21)
e = 0 (22)
5§ > 0 (23)

Let §° = [6{’T,6§T,(5§T]T and w® a solution to (18). Then permuting the rows
of (19), (20) and (21) (evaluated at (w?, 0)), in such a way that equality constraints
appear first. We introduce the permutation matrix Py, P, P3 such that

F,, F, 0 ()4
P\ |[F,F,] = [ Fji Feji ] , Pip= [p?,l } , P = [ 6%i ] (24)

7,1

We rewrite the equation (19) using e = 0 as follows :

Fq,l’wo + Fe,q,lo = Pg1 + 53,1

Fiaw® + Fo;10 < pin + 64 (25)
Analogously, we define P, and P; for the equations (20) and (21):
_ Fq,2 Fe,q,Q _ Eq Ee,q
Py [F’ Fe] N [ Fz’,2 Fe,i,2 ] ’ P3 [E, Ee] N [ Ez’ Ee,i (26)
- q,2wo - Fe,q,20 = DPqg2 + 53,2
—Fipw® — Fe;i20 < pi2 + 65 (@7)
Eqwo + Ee,qo == Qq + 63,3 (28)
Ew® + E.,0 < ¢ + &3

RR n°3935



18 H.E. Rubio Scola
We write the active constraints of (19), (20) and (21)
Foaw® 4+ Fogi0 = pg1 + 654
- q,2wo Fe,q,20 = —Dg¢2 + 53,2 (29)
FEuw® + E,0 = ¢ + 055
The general equation for hyperplanes defined by these active constraints are :
Fpaow + Fegie = pgi + 0y
—Fyow Fegoe = —pgo + 52,2 (30)
Eqw + Ee,qe = qq + 5;,3
We rewrite (30) as:
dw + fe = b+ 0} (31)
where
Fq,l Fe,q,l Dg,1 5851
p=| —Foo |, B=| —Fega |, b=| —pg2 |, ;=1 92
E, Ee, dq 0g,3

As we said before, the variables =, z, v, vy do not appear in the hyperplane
definition, because it is defined by (z,y,u,v) and (zy,y, u, v¢), so the variables
which participate in the two sets are (y, u) (Theorem 1).

The following theorem will show how transforming (31) to obtain an expression
of the hyperplanes according to Theorem 1.

Lemma 2 Let K be a full rank matrix whose columns span ker(¢7). If e and w
satisfy the constraints 3e + ¢w = b+ 69, then e satisfies He = 0, where H = K7 3.

Proof:

We have £ € Im(¢) < (ker(¢T)T€ = 0. Multiplying by KT both sides of
(Bl)weget K™ e + K™ ¢gw = K™ (b+ 67)

The equation (31) for e =0 is ¢pw = b+dg, then KT (b+67) =0,ie. He+0 =0

|

INRIA



Detection signal design for failure detection and isolation 19

Multiplying by K7 both members of equation (31) defines a set of hyperplanes
He = 0 (Lemma 2). Considering (14) and Corollary 1, H(y,u) = d defines a set
of hyperplanes. It exists at least one that separates the two polyhedrons (8) and (9),
which we note H;(y,u) = d;. Simply we have left to determine d;. To do that, we
calculate the tangent hyperplanes to the two convex polyhedrons S, and S;.

m} = min Hi(y,u) M} = max Hi(y, u)

5.t.9 s5.t.9 (32)
m? = min H(y,u) M? = max H(y,u)
5.t.8 5.t.8

If M} < M?thend; = (M} +m?)/2 or If M}! > M2 then d; = (M? +m})/2
withe =1, ..., n,.

Then the hyperplane equation will be
Hi(y,u) = d;. (33)

Theorem 2 There exists ¢ € [1,n,] such that H;(y,u) = d; separates the two
convex the polyhedrons S and S;.

Proof:
We remark that

if[ﬂe:rthen He#0 (34)
Indeed, let us suppose that
[Z]ET and He = 0 (35)
1f| “ | €T then Be+ dw < b

Let b; such that
Be+ow=>b <b (36)

Multiplying by K7 both sides of (36), we get

RR n°3935



20 H.E. Rubio Scola

KTBe + K¢z = KTb,
He = KTbl

It follows that K7 b, = 0 i.e. by € Im ¢. Then Jw; such that
pw; =by < b (37)

d; is solution of the linear programming problem (18), i.e. 47 > 0 is the minimal
Iy norm such that ¢w < b + 47 has solution. §7 # 0 since (7) has no solution. It
follows that the inequality ¢w < b has no solution, i.e. (37) does not hold, i.e. (35)
is false. We can conclude that (34) holds.

It follows that 3i € [1,n,] such that

Hi(ys—yf,us—uf) # 0and H;(ys, us) # Hi(ys,us) VY (ys, us) € Ss, (Y5, ug) € Sy,
ie.

H;(Ss) N Hi(Sy) =0

Since S and S are convex, H;(S;) and H;(Sy) are convex, and we have
Hi(ys, us) < Hi(yy, uy) of Hi(ys, us) > Hi(yy, uy)

If H;(ys, us) < Hi(yy, us) then

Hi(ys,us) < maxH(ys,us) <di < minH(yr,up) < Hi(yg, uy)
(Ys, us) € Ss (yf’uf) € Sy

If H;(ys, us) > Hi(yy, us) then

Hi(ys,us) > minH;(y,u) >d;> mazH;(yp,ur) > Hi(ys,up)
(ysaus € Ss (yfauf) € Sf

It follows that the hyperplane defined by H;(y, u) = d;, separates the two convex

polyhedrons S; and Sy.

INRIA



Detection signal design for failure detection and isolation 21

4 Examples

4.1 Examplel

The model considered here represents a gas chamber [15]. We will indicate with
f; the gas flow in , and with f, the gas flow out. The chamber is supposed to have
a uniform pressure P;. A sensor is placed inside the chamber for measuring this
pressure.

Based on this measurement, a central computer may decide to open the emer-
gency valve which releases gas into the atmosphere. This happens in emergency
situation, for example if P; goes above a critical threshold.

The problem here is that emergency situations are rare and the emergency valve
which stays closed over long periods of time may not be functioning when needed.
For this reason, on a periodic basis, the emergency valve should be tested. The cen-
tral computer does that by periodically sending a signal to open the emergency valve
and monitoring the pressure P; to decide whether or not the valve has effectively
been opened.

The following assumptions are made. Every At seconds, the central computer
can either read the output of the pressure sensor, or send a signal to open (or keep
open if already open) to the valve mechanism. During the test period the valve
mechanism is either broken or functional; we exclude the case were the mechanism
can brake down or be repaired in middle of the test. The gas temperature is constant
during the test period and the gas can be modeled as an ideal gas. The flow f; is
bounded above and below, i.e., 0 < a < f; < b, and the output flow is given by
fo = a(P; — P,), where P, (the pressure outsize the chamber) is supposed to be
constant but unknown during the test period.

The state vector is

(k) = z1(k) | _ | Pi(kAt) | _ | pressure inside the chamber
T = zo(k) | | Po(kKAt) | | pressure outside the chamber

and the output vector is
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pressure in chamber | ifv(k) =0
y(k) :{ i D 20

v(k) denotes the test signal wich can take the values 0 and 1. When v(k) = 0,
the pressure is measured and the valve is closed. When v(k) = 1, a signal to open
the emergency valve (or to keep open in case it is already open) is sent but pressure
is not measured.

The sample period is At = 0.1 s. The resulting matrices and vectors of equations
(1) and (2) are given by

Aty = [ ) el DU=0WD ] g,
1 0 .
ifv(k) =0
Mk =1t o 0= g
0 } if u(k) # 0
a={ ' 1B Dy(k) =]

[ ]0,1] ifu(k)=0 _J 0 ifu(k) =
Nalb) = { ] ifu(k) #0 ds(k) = { [ ifu(k)#0
Rus(k‘) = [] pus(k) = []

([1 0
-1 0
ifv(k) =0
Rab)=4 |0 1,
1_1 if u(k) # 0

1We note with [ ] the empty matrix
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([ 20/(a(1 — O(K)))
—a/(a(1 = O(k))) if u(k) =0
pus(k) =4 F ;oc/((a +o(k)B)(1 - O(k)))
1—a/((a R =OE) | ity 20
\ —1

The function O(k) is defined by:
O(k) = exp(—(v(k)B + a)At)
and
a=125 a=3;c=1, g =10.

The constraints on initial conditions are z5(0) > 0 (pressure cannot be nega-
tive) and z,(0) > P, ,, (corresponds to the lowest steady state pressure P; with the
emergency valve closed). This clearly corresponds to the situation where f; = a,
and can be obtained by noting that in steady state f; = f,, which implies that

a(Pm—P,) =a

{3)1(0)—332(0) > a/a
iL‘Q(O) > 0

For the system with fault whose equations are (3)and (4), the matrices and vectors
are given by
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A= O 10O s -
M= o] b= g |
Cf(k):{ [[]1 O] ::Z;g Dy (k) =]
N(k)z{ [0,1] ifv(k)=0 d(k):{o ifv(k) =
I ifo(k) £0 @ 1] ifo(k) #0
Ruy(k) =] pur(k) =[]
([ 1 0
LU k) =0
RVf(k) = 9 8 1_1 ]
\ L 8} if o(k) # 0
([ 20/(a(1 - O(k)))
—a/(a(1 - O(k))) o) — 0
Posh) =3 T 20/ (0 + v(B)B)(L > O)

\ L
The constraints on initial conditions if the valve has failed are :

—o/((@+ oA - Ok)
1

if v(k) # 0

{:L‘fl(O)—xfg(O) > a/a

z72(0)

> 0
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The simple test signal v = [0,1, 1,1, 0], is such that the above constraints are
mutually exclusive.

Solving the linear programming problem (18) and applying the theorem 2 we
obtain:

d = —0.5959724y/(0) + 2.4596031y(4) (38)

The value of d can be determined by solving the linear programming problems:

Amaez = MmMax {—0.5959724y(0) + 2.4596031y(4)}
s.t.(9)
and
dmin = min  {—0.5959724y(0) + 2.4596031y(4)}
s.t. (8)

We obtain d,,., = 4.7095532 and d,,;, = 4.5194724. So any d satisfying
Apin < d < d,,q2 Can be used.
Then the hyperplane equation is:

—0.5959724y/(0) + 2.4596031y(4) = 4.6145128 (39)

Solving (32), with the output y of a system that works correctly we obtain from
the equation (38) the values d between —559.21481 and 4.5194724. For the abnor-
mal system the values of d will be placed between 4.7095532 and 1865.8638.
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4.2 Example?2

In this example we report the automatic control system (autopilot) for a hydrofoil
boat. A sketch of the basic boat, which employs submerged hydrofoils, is given in
Figure 4. A detailed description of this boat and its autopilot appears in [4], [5] and
[6].

\/ 1 :yaw angle

Differential
Flaps

¢: roll angle

Figure 4: Boat with submerged hydrofoils

The model considered here is the hydrofoil boat in its nominal cruise condition
of 45 knots speed and 6 foot foil depth. The state vector is

1 P roll rate, deg/sec
T ¢ | _ | rollangle, deg (40)
T3 R | | yawrate, deg/sec
T4 v

lateral velocity, ft/sec

where P(t) = ¢(t), R(t) = v(t) and v(t) is the component of the velocity of the
center of mass (with respect to the Earth) along the lateral axis. The yaw, roll, and
sway motions of the boat are controlled by the forward rudder and the differentially
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operated flaps at the rear ones. We assume for simplicity that we have only single
flaps on each side with deflection d,,(¢) for the port flap and é,(¢) for the starboard
flap. We further assume that the actuators for these flaps are exactly coordinated so
that 9,(t) = —d5(¢). The control vector is:

. [ Uy } _ [ N } _ [ horizontal flag deflection, deg 41)

uy | | 6, rudder deflection, deg

There are four sensors providing feedback signals and they are monitored. The
four instrument signals constitute the instrument output vector

Y1 apr indicated port acceleration , ft/s?
|y | | or | _ | indicated roll angle ,deg (42)
Y=y | = | Ry | T | indicated yaw rate , deg/sec
Ya arr indicated lateral acceleration , ft/s?

The difference equations for the system model are:

zs(k+1) = Axg(k)+ Bu(k) + Mvg(k) (43)
y(k) = Cux4(k)+ Du(k) + Nvs(k)

Ryvs(k) < pus (44)

In (43) the terms Mv,(k) and Nvg(k) represents the disturbance bounded by
(44).

The autopilot (control laws and actuators) generates the control input v from the
four feedback signals and the input command 6, (helm command) in a conventional
manner [5].

It is assumed that the autopilot and instrument failure detection will be realized
with digital computers, so a discrete time model of autopilot system is used here.
The difference equation for the autopilot model are:

u(k) = Jq(k)
g(k+1) = Fq(k)+ Gy(k) + HOu(k)

where the matrices A, B, C, D, M, N, R, and p, are listed in the Appendix. The
sample period is At = 0.02 s.

(45)
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It is assumed that two sensors consisting of roll axis gyro and yaw rate gyro are
used to measure the state of the system, and the initial state of the system is taken
to be

2T(0)=[0. 0. 0. 0.]

421 Casel

We shall consider failed systems with can be modeled as follows:

zs(k+1) = Azy(k)+ Bu(k) + Mv,(k) (46)
y(k) = Cux4k)+ Du(k) + Nvg(k) -+ [fault vector]

Rusys(k) S Dus (47)

The “fault vector” represents the effect of the instrument failures which are to
be detected and identified.

We choice a test signal the control vector u, therefore in (46) if v = wu then
B(v(k)) = Bu(k), ds(v(k)) = dv(k) and d¢(v(k)) = Duv(k) + [fault vector]. Now
“fault vector” was chosen to system with failure:

[fault vector] = [ 0. 0. 0.6 0.]"

The respective two candidate models are:
Failed system model

(Ef(k' + 1) = A:L'f(k) + b(U(k)) + Ml/f(k) (48)
y(k) = Caxg(k) +dg(v(k)) + Ny (k)
Ryvp(k) < p (49)
Operating system model
zs(k+1) = Axs(k)+b(v(k)) + Mvg(k) (50)
y(k) = st(k) + ds(v(k)) + NVs(k)
R, v, (k) < p (51)
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The fault is detected in At = 0.02s., the simple test signal would be

0.
V= [ 0 } (52)
So to decide whether or not a failure has occured, a possible test is

d = —0.0599478y,(0) + y3(0) + 0.3772902y4(0) (53)

The value of d can be determined by solving the linear programming problems
(32), it follows that:

If —0.0011959 <d< 0.0027537 The system works normally
If 0.5988041 < d< 0.6027537 The system works with anomalies

Then the hyperplane equation will be
—0.0599478y, (0) + y3(0) 4+ 0.3772902y,(0) = 0.3007789 (54)

The autopilot generates the control input u (figure 5) from the four feedback
signals and the input command 6,. The figure 6 shows the dynamic response of
the boat (four output), curve A is the response to 6, = 17 deg. step input and the
disturbance null w(k) = 0 and no instruments faults. The curve B is same as A, but
with disturbance w(k) # 0, the curve C is for instruments faults and disturbance
w(k) # 0.

The random sequence w(k) was chosen to represent Gaussian white stationary
noise with zero mean value and of such a intensity as to cause noticeable random
fluctuations in the state variable responses to the standard 8, = 17deg command.
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11

ul(t)
VA

Figure 5: Control variables u to a step of 17 deg.

4.2.2 Case?2

Failed system model

zy(k+1) = Az, (k) +b(v(k)) + Mu,(k) (55)
y(k) = Cray(k)+ d(w(k)) + Nvi(k)

Rqu(k) < Dv (56)
where

2.8 0.149 1.01 —-7.03
0. 1. 0. 0.
0. 0. 1. 0.
0. 0. 0. 0.

Cp=

The null line of C represents the effect of disconnect of the lateral indicated
acceleration.
The fault is detected in 4At = 0.08s., the simple test signal would be
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114

Figure 6: Dynamic responses of the boat to a step of 17 deg.
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Then the hyperplane equation will be

0. .2 20
V‘{o. 1.1 o} (57)
0.0004474y,(0) — 0.8358254y4(1) + 0.9789195y,(3) = —3.1432313  (58)

The autopilot generates the control input « (figure 7) from the four feedback
signals and the input command 6, = 17deg.. The figure 8 shows the dynamic
response of the boat (y1,y2,ys,y4). The curves A are response with disturbance
w(k) = 0 and no instruments faults. the curves B are same as A, but with w(k) # 0,
the curves C are the response with disturbance no null and instrument faults.

The random sequence w(k) was chosen to represent Gaussian white stationary
noise with zero mean value and of such an intensity as to cause noticeable random
fluctuations in the state variable responses to the standard 6, = 17deg command.

u(t)

12

Figure 7:

Control variables u to a step of 17 deg.
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Figure 8: Dynamic responses of the boat to a step of 17 deg.
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5 Test signal design

In this section, we show how can we find a detection horizon N and construct a test
signal v = {v(k),k € [0, N — 1]}, as short as possible, such that (1), (2) and (3),
(4) are mutually excluswe ie. SynNS; =0.

The solution to this problem is only given in the case where the test signal enters
the system linearly. This problem can be considered to be the counter-part of the
off-line auxiliary signal design problem of Zhang [27]. We show how a test signal
can be designed for a special class of Model (1), (2), (3) and (4). We assume that the
matrices A;(k), B;(k), Ci(k), D;(k), M;(k) and N;(k), for i = s, f do not depend
on v and that

b(w(k) = ban(K)u(k) + beolk)
dy(w(k) = dun(k)(k) + dulk) (59)
br(v(K)) = by (k)u(k) + by (k) )
di(w(k) = dya(K)u(k) + dyo(k)

where b;,(k) and d; (k) are matrices of appropriate dimensions and b, ,(k) and
d; »(k) are vectors, for i = s, f. Then (1), (2), (3) and (4) can be rewritten as:

Fw + Rv = p,
Eu B pq (61)
where
R = diag {r(0), 7(1), .., (N = 1)},
_bs,l(k) bs,o(k)
—ds1(k ds ok
0= el | om = el
—dy1(k) dy,o(k)

fork=0,..,N—1.

The problem is then to find v such that (61) is not satisfied. To solve it, we use
the classical convexity theory.

Consider the polyhedron:

Sy ={v /3w / (w,v) verifies (61)}
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Sy, is a convex polyhedron and can be expressed by means of inequality con-
straints in v (this results from the fact that the projection of a convex polyhedron is
a convex polyhedron).

We rewrite (61) as

Fvw + Rv = p,
Ew + 0 = ¢ (62)
0 > 0

Lemma 3 Let K be a full rank matrix whose columns span ker([F7T, ET]). If v
and ¢ satisfy (62) then v and § satisfy :

Lv + G§

; (63)

AV

where

cor (5] eer( 2] we]s]
0 1 q

If ker([FT,ET]) = 0thenV v (61) has solution.
The problem that we are going to solve is to find a v that does not satisfy (63).

Let L; be the i-th row of matrix L, we introduce the following linear programming
problem :

maJXLiv (64)
subject to
Lv + G§6 = h
5 > 0 (65)

Let (v°,6°) be a solution to (64) and we note h¢? = L;v°, then

LZ‘U = hzo
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is a equation of the tangent hyperplane to the polyhedron S;. Then we can chose v
such that

Liv > hzo
It is possible to consider many criteria for choosing a detection signal v , among

the v ’s for which (61) has no solution : for example, we can choose a minimal norm
v. We will consider here the following constraints :

Qk)v(k) < g¢u(k) (66)

fork =0,..., N — 1, which can be rewritten as :

Qu < g (67)
where @ = diag {Q(0), Q(1), ..., Q(N — 1)}.
We define the polyhedron :
S, = {v / v verifies (67)} .

We note that there exists no v satisfying (67) and not satisfying (61) if and only
if

S, € Sh. (68)
Using the convexity of S, we have :

Lemma 4 Let V, be the set of vertices of S,. There exists no v satisfying (67) and
not satisfying (61) if and only if

V, C Sh. (69)
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Figure 9: Test signal design
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It follows that the test signal that we are looking for should be such that v € V,
and v ¢ Sj. Our construction of the test signal v is equivalent to find v, a particular
vertex in V,, which does not belong to Sj,.

To test (69) is easier than to test (68) because V/, is a finite set and we can verify
element by element, if there exits some element v, such that v; € V, and v; &€ S, .
We can use this vertex like a test signal.

Even though v; verifies the conditions that we are searching for our test signal,
it is an extreme solution, therefore we will try to do better, choosing a point near
the boundary of S,,. Let vy € S, N Sy, (without loss of generality we can assume
that vy = 0) and v the intersection point of the segment vyv; with the boundary of
Sy, then v = Avy, where X is the solution of the following problem:

maf\x)\ (70)
subject to
Fw + ARvy = po
Buw < 4 (71)

To find v, over interval [0, N — 1], as short as possible, we propose the following
algorithm:

Algorithm 1
Stepl: LetN=1
Step 2: Find V,

Step 3: Ifexits v; € V, such that v; ¢ Sp, go to step 4, else let N = N + 1 and go
to step 1

Step 4 : Calculate A according to (70), (71), v = Av;

INRIA



Detection signal design for failure detection and isolation 39

Remark 1 To calculate the set of vertices V,, we exploit the property of the block
diagonal matrix . We will find the polyhedron vertices defined for each block, then
we do the corresponding permutations to find all the elements of V.

Letv, € V,, if0 € S, thenv =v,A € S,, VA €[0,1]

rr;g\xA (72)
subject to
Lv,A + GO = h
6o >0 (73)
1 > X >0

Let (6°, A°) a solution to (72), (73), if A > X\°and A € [0, 1], then v = v, does
not satisfy (63), i.e. v € V, issuch thatv & S,.
The algorithm 1 can be rewritten as follows :

Algorithm 2
Stepl: LetN=1
Step 2 : Find V/

Step 3: If v, € V, such that exist (\°, 4°) solution of (72), (73), goto set 4, else let
N=N+1andgotostepl

Stepd: v=v A, withl1 <)X > \°

Remark 2 The number of linear programming problem variables (72), (73), is
lower than the number of variables in the problem (70), (71) : in (72), (73) the
number of variables is equal to the number of inequality constraints in (71) plus
one.

There is some flexibility in the choice of the signal test and in some particular
cases, it can be interesting to select specific v’s.
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Particular cases of the signal test

Case 1
Ifin (67) Q(k) = Q,and ¢, (k) = ¢, for k € [0, N—1], we define the polyhedron

Po=A{v /[ Qov < g0} (74)

and let V,, = {wq, wo, . . ., w, } be the set of vertices of polyhedron P,. Then the
vertices of S, are permutations of elements of V.

Among all the vertices of S, we can restrict the selection of v in the following
subsets of V, = {v / v vertices of S}

e 1/ is the set of v such that

W; |f k S [O,ko]
v(k) = { w; if k€ [(ko+1),(N—1)] (79)

withk, =0, ..., N — 1 and w;, w; € V,,.
e V5 is the set of v such that
w; if k €0,k
v(k)=q w; if k€ [(ko+1), k] (76)
Wy if ke [(lﬁl + 1), (N — 1)]
with k,, k, € [0, N — 1] and w;, wj, w; € V,.
Case 2
Another type of signal test of interest can defined by :

v(k+1) =v(k) + z(k) kelo,N —1] (77)
n(k) < v(k) < m(k)
with & € [0, N — 1] and where z € V.
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We can see this problem as a way of aggregating one state variable in our system.
Equations (1), (4) are transformed as :

Rt R I N Y R EC R B R R

yk)y=[Ci d; ] [ f;((]f)) ] + Diu(k) + Nivi(k)

=

withi = s, f.

Given z, a test signal constructed for the extended systems, the signal v for the
original systems is completely defined by (77) once v(0) (or any v(k)) is fixed.

Then to design the signal test, we can set initial conditions or linear program-
ming problem (70), (71) with additional bounds on some components of v.

It is possible to consider many criteria for choosing a detection signal z, for
instance that z € 1, minimizes the following function :

=

12 =& (78)

0

B
Il
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6 Examples

6.1 Example3

The following results are taken from a random system having five state variables and
two outputs. For choosing a detection signal v we will consider here the following
criteria :

—-300 < v < 300

The values of v; and ) are determined by Algorithm 2 and typical signal tests
obtained by the method proposed in (75) which gives :

v = [—300, 300, 300, 300, 300] and A = 0.219.
Then we choose for detection signal :

v =0.3%v; =[—90,90,90,90, 90, 90]

Based on the algorithm described in the section 3, the failure detection test can
be based on the hyperplane:

d = 0.0016y:(0) — 0.00971,(0) + 0.059y1(1) — 0.022y5(1) — 0.080y; (2)
+0.024y5(2) + 0.041y,(3) + 0.095y5(3) — 0.35y1 (4) + 0.14y; (5) — 0.026y,(5)

The value of d is determined by solving the linear program (32) which gives d =
10.34 and we obtain here the following test:
For 11.047299 < d < 15.106376 : the system works normally
For 6.1376013 < d < 9.6385558 : the system works with anomalies
The following figures show typical signal tests obtained and dynamic responses
of system.The curve A are for the operating system and curve B for the failed sys-
tem.
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v(k)

v = signal test

90
70|
50|
30
10
-10
-30
.50
-70
-90|

Figure 10: Signal test

y1(k)

y1 = out put
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2 = out put
100 y2(k) Yy out pu
1 \ .
100 ]
-300 |
s0] T
700 |
900 |
-1100.
| K
-1300 T T T T T
0 Al 2 3 4 5 6
—————— B
Figure 12: Output s
6.2 Example4

This example show typical signal tests obtained by the method proposed in (77).
The results are taken from a random system having four state variables and two
outputs.

Test signal:

V=0, 1.1, 2.2, 1.1, 2.2, 1.1, 0, 1.1, 0]

The hyperplane equation found by the algorithm is:

22.83y1 (1) — 34.09y1 (2) + 27.20y2(1) — 40.12y5(2) — 0.348y4(3)
+5.572y1(5) — 6.512y5(5) + 2.656y1 (6) — 2.818y2(6) + 0.345y:(7)
—0.3251,(7) = —16.21

The figures display the signal test v and the output vector (y;, y2) as a function
of time. The curve A are for the operating system and curve B for the failed system.
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v(k) v = signal test
2.4
20
1.6
1.2
0.8 |
0.4 |
1 K
0 T T T T T T
0 1 3 4 5 6 7 8 9
Figure 13: Signal test
y1 = out put
35 YK
K
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.- y2(K) y2 = out put

33 |

29 |

25 |

21 |

17 |

13 |

9 |

5

1 K
-3 : : - : :

Llé 2 3 4 5 6 7 8 9

Figure 15: Output s

7 Appendix

The matrices A, B, C, D, M, N, R, and p, from (43) and (44) define the
dynamics of both the plant in discrete time from.

[ 0.7951 —0.008282 —0.07689 0.5078
A= 0.01785  0.9999 —0.0007949 0.005345
—0.01486 0.001104  0.9215 0.05294
| 0.01694  0.01073 —0.01560 0.9389
[ 0.1786 —0.1495
B— 0.001854 —0.001560
—0.02738 0.07352
| 0.001782 0.01689
0.0181 0. 0. 0. 0. 0. 0. O.
M= 0. 0.000187 0. 0. 0. 0. 0. O.
0. 0. 0.00566 0. 0. 0. 0. O.
0. 0. 0. 0.00207 0. 0. 0. O.
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Dy = [1-5, 6,15,6,15,6,15,6,15,6,15,6,15,6,15,6]"

[ 2.8  0.149 1.01 —7.03
0. 1. 0. 0.

0. 0. 1. 0.

| 0.307 0.588 —2.49 —1.117

[ —2.37  2.02
0 0.

0 0.

| —0.0442 3.727

[ 0. 0. 0. 0. 0. 0.0001 0. 0.

0. 0. 0. 0. 0. 0. 0.0001 0.
0. 0. 0. 0. 0. 0. 0. 0.0001

| 0. 0. 0. 0. 0.0001 0. 0. 0.

" 1. 0. 0. 0. 0. 0. 0. 0.
—1. 0. 0. 0. 0. 0. 0. 0.
0. 08 0 0. 0. 0. 0. 0.
0. —0.8 0. 0. 0. 0. 0. 0.
0. 0. 09 0. 0. 0. 0. 0.
0. 0. —0.9 0. 0. 0. 0. 0.
0. 0. 0. 0.7 0. 0. 0. 0.
0. 0. 0. -0.7 0. 0. 0. 0.
0. 0. 0. 0. 1. 0. 0. 0.
0. 0. 0. 0. —1. 0. 0. 0.
0. 0. 0. 0. 0. 0.8 0. 0.
0. 0. 0. 0. 0. —0.8 0. 0.
0. 0. 0. 0. 0. 0 09 0.
0. 0. 0. 0. 0. 0 —0.9 0.
0. 0. 0. 0. 0. 0. 0. 0.7
0. 0 0 0 0. 0. 0. -0.7

The matrices J, F, G and H from (45) define the dynamics of autopilot in
discrete-time form.

J =

0. 0. 0. 0. 0. 0. 1.
0. 0. 0. 0. 0. 1. 0.
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H=[0. 0. 0. 0. 0.039 0.00183 0.]"

[ 0.7837 0.008316 0. 0. 0 0. 0.
—15.8 0.05189 0. 0. 0 0. 0.
0. 0. 0.549 0. 0. 0. 0.
F=1]0. 0. 0. 0.549 0. 0. 0.
0. 0. 0. 0. 0.961 0. 0.
0. 0. —0.131 0. 0. 0.869 0.
| —0.128 0. 0. 0.174 0.0232 0. 0.942 |
[0 16.02 0. 0. i
0 —1786. 0. 0.
0. 0 0. 0.451
G=| 0451 0 0. 0.
0. 0. 0. 0.
0. 0.162 —0.131 0.
| 0. 0. 0. 0. |
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8 Conclusion

The problem of filtering approach for active detection in linear systems subject to
inequality bounded perturbations has been considered. Under certain conditions,
there exist test signals that can completely expose various failure modes of the sys-
tem. A method to design the filter for detecting and isolating failures in systems
excited by such test signals has been presented.

The complexity of filter computation and design of the test signal can be impor-
tant , all the operations needed for our method are implemented by solving large
linear optimization problems.

The method presented here can sometimes be applied to continuous-time linear
dynamical systems with discrete-time measurements.

This method does not have difficulties with very large systems because it works
with sparse matrices and solving large linear optimization problem taking advantage
of sparse matrix properties.

The efficiency of the proposed approach has been shown by two worked out
examples.
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