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Abstract: This paper compares the XL algorithm with Grobner basis algorithm. We
explain the link between XL computation result and Grébner basis with the well-known
notion of D-Grébner basis. Then we compare these algorithms in two cases: in the fields
Fy and F, with ¢ > n. For the field F, we have proved that if XL needs to compute
polynomial with degree D to terminate, the whole Grébner basis is computated without
exceeding the degree D. We have studied the XL algorithm and Fj algorithm on semi-
regular sequences introduced in report [1]. We show that the size of matrix constructed by
XL is huge compared to the ones of F5. So the complexity of XL is worth than Fj algorithm
on these systems. For the field Fy, we introduce an emulated algorithm using Grobner basis
computation to have a comparison between XL and Grobner basis. We have proved that this
algorithm will always reach a lower degree for intermediate polynomials than XL algorithm.
A study on semi-regular sequences shows that Fy always has a better behavior than XL
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Comparaison de l'algorithme XL et ceux des bases de
Grobner sur les corps finis

Résumé: Ce papier compare 'algorithm XL aux algorithmes de calcul de base de Grobner.
Nous expliquons le lien entre les résultats obtenus par XL et les bases de Grobner & partir
de la notion bien-connue de D-base de Grobner. Puis nous comparons ces algorithmes dans
deux cas : sur le corps Fy et dans le corps ', with ¢ > n. Pour ke corps Fa, nous avons
prouver que si XL a besoin du paramétre D pour terminer, alors un base de Grébner compléte
sera déterminé sans dépasser le degré D pour les calculs. Nous avons étudié 'algorithme X L
et l'algorithme Fj sur les séquences semi-réguliéres introduites dans le rapport INRIA [1].
Nous avons prouvé que la taille des matrices construites par XL est plus grande que celles de
F5. Par conséquent, la complexité de XL est plus mauvaise que celle de Fy sur ces systémes.
Pour le corps Fy, nous avons introduit un algorithme légérement modifié¢ de base de Grébner
pour permettre la comparaison. Nous avons prouvé que cet algorithme atteint toujours un
plus bas degré pour les polynomes intermédiaires que ’algorithme XL. Une étude sur les
séquences semi-réguliaires a montré que F; avait toujours un meilleur comportement que
I’algorithme XL spécialement lorsque le systéme a & peine plus d’équations que de variables.

Mots-clés : Algorithme XL, Polynémes multivariés, Bases de Grébner, Cryptanalyse
algébrique, Calcul Formel, séquences semi-réguliéres.



XL and Grébner basis algorithm 3

Introduction

Several cryptosystems can be boiled down to solving a multivariate equations system on
a finite field as HFE [15] or nonlinear filter generators [6]. At Eurocrypt 2000, Courtois,
Klimov, Patarin and Shamir have introduced XL algorithm to attack these cryptosystems
with linear algebra methods. Severals papers study the algorithm [7, 16, 10, 17].

With a system f; = 0,..., fm, =0, where f; € Fy[z1,...,z,], and a parameter D, XL
algorithm tries to find a basis of the F, vector space Ep = {Pf;|Vi € {1,...,m} and P €
Fylz1,..-,zn] st deg(Pf;) < D} so that an univariate polynomial belongs to it. All this
operations are done with linear algebra. Then XL algorithm solves this polynomial in the
finite field, substitutes the solution in the initial system and repeats the process. At the
end, XL algorithm finds a solution of the system.

Grobner bases of an ideal can be used to simplify solving systems. A Grobner basis
is a new family of polynomials defining the same system with some properties. For that,
we need to introduce a monomial ordering. Different algorithms compute this basis : the
first algorithm is the Buchberger algorithm [9], this algorithm chooses a pair of elements of a
generator family of the ideal, considered a special polynomial of this pair (the S-polynomials)
and reduces it by the family. If this reduction is not zero, we add this reduction to the family
and repeat the process. For this algorithm, most of the time is spent in computing zero.
B. Buchberger introduces criteria to avoid some computation to zero. D. Lazard presented
in 83 [13] another method to compute Grébner basis with linear algebra: he considered the
F, vector space Ep defined above and computed Gaussian Elimination on a linear basis of
Ep to find the Grobner basis for a D large enough. The last algorithm presented is the
Fy algorithm, this algorithm has a more powerful criterion in order not to spend 90% of
the time computing zero. This algorithm has no reduction to zero for random systems. We
present a matrix version of this algorithm.

It is difficult to compare XL computation result and a Grébner basis. First XL algorithm
does not introduce monomial ordering. But we have proved that if XL algorithm terminates,
it will also terminate with a lexicographic ordering. Moreover as the algorithm XL has the
parameter D, the well-known notion of D-Grdébner basis allows to understand the link
between Grébner basis and XL. So we find that XL computes the dehomogenization of the
D-Grobner basis of the homogenized starting system.

Solving systems with solutions in the finite field F, introduces new polynomials with
degree ¢ in the systems called the field equations (X? — X). Therefore, if ¢ is very high,
these relations will not be used. So we can have two different behaviors in finite fields, little
finite field as F5 for which the use of the field equations is very important and finite field Fj
with ¢ very large. And we have to distinguish both cases.

For the finite field F», we have proved that for a system of polynomials, if the XL
algorithm finds a solution with a parameter value D, then the whole Grobner basis with
Buchberger algorithm is computed without exceeding the degree D for the intermediate
polynomials. Moreover, we study the XL algorithm on semi-regular sequences introduced
by the report [1]. A conjecture is that a “random” system is a semi-regular sequence. For a
semi-regular sequence of m equations of degree d on n variables, it seems that the degree D of
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4 Faugere & Ars

the parameter needed for XL algorithm is almost the same as the degree of the polynomials
in the matrix constructed by Fj algorithm. But the complexity of these two algorithms is
specified by the size of the matrix: XL algorithm creates matrices with >.7*, (,_ dog( f,))

rows and (g) columns, whereas Fy creates square matrices with (g) columns. We complete
this study on generic systems with a comparison of XL algorithm and Buchberger algorithm
for a cryptosystem HFE. For this cryptosystem, Grobner basis algorithm finds a structure
in the multivariate systems and never exceeds a low degree, whereas, for the XL algorithm,
the degree seems to still increase with the number of variables 7.

The second field studied is the field I, with g very large compared to n. In this field, we
do not take into account the field equations. As XL does not compute a complete Grébner
basis, we can describe an emulated algorithm of XL using Grébner basis computation. With
this algorithm, we prove that we always reach a lower degree than XL. As in [y, we introduce
the notion of semi-regular sequences. For these systems, the univariate polynomial will be
computed at last, we show XL algorithm terminates for a degree higher than Grébner basis
algorithms with a DRL order. Moreover, for n = m, the univariate polynomial will have
as degree the Bezout bound, which is []}, deg(f;). This study shows that the algorithms
based on Grobner basis computation with DRL order always have a better behavior than
XL algorithm especially when m is near from n on generic systems. And on a cryptosystem
based on HFE, we experimentally find a better behavior of Buchberger algorithm compared
to XL algorithm.

In the section 1, we present how to solve multivariate systems on finite field and intro-
duce Grobner basis. Next,in the section 2, we present some algorithms for Grébner basis
computation. The descriptions of Fy algorithm and Semi-regular-sequences are done in sec-
tion 3 and we introduce the XL algorithm in section 4 with first remarks on this algorithm.
Section 5 explains the link between the XL computation and Grobner basis computation.
And then, we give a theoretical and experimental comparison on the degree on the specific
field F; in the section 6 then on the field F, in section 7.

1 Solving systems on finite field F,

In this section, we explain how to solve systems of multivariate equations on finite fields.
filXe,...,Xn) =0
Let A}, be a system of m multivariate equations on F, :
fm(X1,...,Xn) = 0
1.1 Systems and Ideals

Let us denote by S, ,, the ring of polynomials Fy[X7, ..., X,].

It is important to observe that the set of equations A7, is equivalent to any other set
a(X1,...,Xn) = =gx(X1,...,X,) =0 for which {g1,...,9r} generates the same ideal
I as {f1,...,fm}. So solving multivariate equations can be done by giving a new family
that generates the same ideal so that this family satisfies special conditions. But solving

INRIA



XL and Grébner basis algorithm 5

systems with ideal give us all the solutions of the system in the algebraic closure of ;. For
cryptographic applications, we only want solutions in the field F;, and not in the algebraic
closure. As F, is a finite field, we have simple algebraic relations on the variables X; which
describe exactly the elements of ;. These relations are the field equations :

Definition 1 The field equations in S, , are {X{ — X1,..., X2 — X, }.

So, in order to limit the solution in Fy, we do not study the ideal (f1,..., fm) in Sp
but the ideal (fi,..., fm, X7 — X1,..., X% — X,,). To simplify the notation, we denote
Ry, the ring Fy[Xy,..., X, ]/(X] — X1,..., X2 — X,,). Then we only consider an ideal
T ={f1,---, fm) in Ry corresponding to the ideal (fi,..., fm, X{ — X1,..., X2 — X,) in
Sy

In practice, if the cardinal g of Fj, is very large compared to n, we do not use the field
equations for solving systems. We prefer to compute new generators, as Grobner bases, of
(fi,-++, fm) in S, ,, because this computation stops on a degree D lower than g.

So we have distinguished two importante cases: the field Fa(in section 6) where the field

equations are very important and the field F,(in section 7) with ¢ > n.

1.2 Grobner bases

We refer to [9] for details on Grébner bases.

With univariate polynomials, finding a new generator of an ideal spanned by {f1,..., fm)
is done with the Euclidean Algorithm. To generalize the Euclidean Algorithm on multivari-
ate polynomials, we need to define a monomial ordering:

Definition 2 A monomial ordering on Sy, is a relation < on the set of monomials X,
a = (a1,...,ay) € Z™, so that < is a total ordering, conserves the product relation ( if
X < XP and vy € Z" then X°TY < XP+Y), and is a well-ordering (every nonempty subset
of the monomial set has a smallest element).

Example 1 Let X® and X? be two monomials.

e The Lexicographic order: We say X > X# if 3i € {1,...,n}, st a; > B; and Vj < i,
Qj; = ﬁj.

e The DRL order: We say X = XP if |o| = Y1, a; > |8| = X1, Bi or |a| = |B| and
Fe{l,...,n}st o <P;and Vi < j, aj = ;.

o The elimination order [X7,..., X}], [Xkt1,--.,Xp]: We say that m = m;my, >m' =
my, my if and only if m, = mj or (m, = m; and my > mj) with m, (resp. m,)
depends only on X;, 1 <i <k (resp z;, k < i <n).

Let us introduce some definitions:

Definition 3 Let us fix a monomial order and let f,g € R, be nonzero polynomials.

RR n° 5251



6 Faugere & Ars

e LT(f) is the leading term of f, LM (f) the leading monomial of f and LC(f) = %((ff))
the leading coefficient of f.

e A finite subset G = {g1,...,9s} of an ideal T is said to be a Grobner basis if Vf € Z,
e {1,...,s} such that LM(g;) divides LM(f).

e A reduced basis for a polynomial ideal T is a basis F for T such that:

(i) LC(p)=1 foralpekF.
(ii) For all p € F, and m monomial of p,  f € F, st LM(f) divides m.

e The S-polynomial of f and g is Spol(f, g) = Lcm(LIf}{}’)LM(g)) J- Lcm(LJZI}’E;’)LM(g)) .g

We don’t have the uniqueness of the Grébner basis. In fact, if G is a Grébner basis of
Iand f € Z, GU{f} is also a Grobner basis. We recall some basic properties of Grobner
basis in Ry -

Proposition 1 Let Z # 0 be an ideal of Ry, and < a monomial ordering.

e There is a Grébner basis G of Z, and (G) =T.

e T has a unique reduced Grébner basis G.

e G ={Xo+ag,...,Xr 1+ar_1} if (ag,-..,ar_1) is the only solution of the system A”,.
o G = {1} if there is no solution in Fy.

o A basis G ={g1,...,9s} for I is a Grébner basis for I if and only if for all pairsi # j,
the reduction of Spol(g;,9;) by G is zero.

e Let G a Grébner basis of I for the Elimination order [Xi,...,Xg], [Xg+1,---,Xn]
(or the Lezicographic order). Then G NF,[Xki1,...,X,] is a Grébner basis of I N
]FII[X/C+17 s 7Xn]

The last proposition explains how to compute polynomials depending on severals vari-
ables Xg41,...,X, with Grébner basis. As we have now the notion of Grobner bases, we
will see in the next section different algorithms how to compute it.
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XL and Grébner basis algorithm 7

2 Grobner basis algorithms

Before presenting the XL algorithm, we will initially carry out some recalls on the compu-
tation of Grobner’s bases by the Buchberger algorithm [3, 4]. For all proofs and further
details, we refer to [9)].

2.1 The Buchberger algorithm

The Buchberger Algorithm is a “generalization” of the Euclidean Algorithm to the multivari-
ate case, where the S-polynomial is used to match the leading monomial of two polynomials
from F' = {f1,..., fm}. If the reduction of the result is nonzero, then we add it to the
equations of F.

Buchberger’s Algorithm:

F =(f1,..., fm) list of polynomials
< an order

Output: G a Grobner basis for 7 with F' C G.

Input:

1. G = F'. Find all the possible pairs of polynomials of G.

2. Choose a pair (f,g) and reduce the Spol(f, g) by the family G. If the reduction
is a non zero polynomial, add this polynomial to G and consider the new possible
pairs defined by it.

3. repeat the previous point until we have a possible pair of polynomials.

The selection of the pair (f;, f;) is very important for the efficiency. A classical strategy
is to choose a pair (f;, f;) whose Lem(f;, f;) is minimal.

Futhermore the most expensive operation in the algorithm is the reduction of the S-
polynomials modulo F. Fortunately, B. Buchberger [4] developed two criteria for detecting
0-reductions a priori.

Buchberger’s Criterion 1: Let p,q € Ry,. If Lem(LM(p),LM(q)) = LM (p)LM/(q)
then Spol(p, q) will be reduce to zero by {p, q}.

Buchberger’s Criterion 2: If, when considering the pair {f;, f;}, an element f; of the
basis G different from f; and f; exists such that Lem(LM(f;), LM (f;)) is a multiple
of LM (fx) and Spol(f;, fr) and Spol(f;, fx) having already been considered, then
Spol(f, f;) will reduce to zero by the elements already computed.

These two criteria take advantage of being local (e.g. one needs to examine the leading
terms) but they are not perfect: most of S-polynomials still reduce to zero. For more details,
refer to [9]

RR n° 5251



8 Faugere & Ars

2.2 Grobner bases and Gaussian Elimination

D. Lazard in the articles [13] and [12] gave a relationship between the method of the com-
putation of Grébner bases and the one based on Gaussian Eliminations in some matrices for
the system A7,.

The matrices considered are the classic matrices named Macaulay [14]. Let us consider
a monomial order < and an integer D, the sets of polynomials B; p a subvector space of
{P € Ryn|deg(P) < deg(fi)}, for i € {1,...,m}, and Bp a subvector space of {P €
Rgn|deg(P) < D} .

So we can consider the following linear application :

mac . BipX--XBpp — Bp
. m
D,m (91,---9m) > g = Zi:l g’ifi7

The Macaulay matrix Macamay is precisely the transposed matrix of such a transforma-
tion on the basis describe above If we want to compute a Grobner basis for an order <, we
choose B; p and Bp the linear vector spaces spanned respectively by {m, monomial of R, |
deg(m¢) < D —deg(f;)} and {m,; monomial of R, ,, | deg(m;) < D}. And we need to sort
the linear basis of Bp with the monomial ordering. Then a Gaussian elimination corresponds
to a reduction for the monomial ordering.

In other words, this matrix can be constructed as follows : write down horizontally all the
monomials with degree lower than D, ordered by the monomial order < (the first one is the
largest one). Hence each column is indexed by a monomial of degree at most D. Multiply
each f;, 4 € {1,...,m} by any monomial m, with a degree lower than D —deg(f;), and write
the coefficients of myf; in the columns of their corresponding monomial, thus define a row
of the matrix which can be indexed by my f;.

mip>Ma >M3... > Mr_2 > Mr_1 > M[,
]
my X fi1
! f;
Macaulay _ My X Jiy
=
m3 X fz'3

We are only interested in the image of 547, note I m( B";ﬁ) So we compute a Gaussian

elimination on the the rows of the matrix Macamay to find a linear basis of Im(fp5s).

For the latter, we must define a bound on the degree D so that the linear basis of
Im(fp5y,) is also a Grobner basis of the ideal. This problem is summarized with the following
theorem:

Theorem 1 Let T be an ideal of Ry generated by polynomials fi,..., fn of degrees resp.
dy,...,d,. Assume the ideal I is zero-dimensional, i.e., ideals for which the set of solutions
of the systems is finite.

e Gribner base for a Lezicographic order is computed with D < dids .. .d,.

INRIA



XL and Grébner basis algorithm 9

o Grobner base for a DRL order is computed with D < d; +ds---+d, —n+ 1.

3 Fj algorithm and semi-regular sequences

In this section, we will present the algorithm Fy [11] and particularly Fj in a matrix fash-
ion [1]. The algorithm matrix-F5 constructs matrices incrementally in the degree and the
number of polynomials, and uses linear algebra. For this section, we will use the notation
introduced in section 2.2.

3.1 Explanation

We have seen in section 2.2, that we are only interested in Im( mac) for B;,p and Bp the
linear vector spaces spanned respectlvely by {m,; monomial of R4, | deg(myg) < D—deg(f;)}
and {m, monomial of R, | deg(m¢) < D}. So we try to exclude elements of the kernel
of fpin, denoted Ker(fp5,)- To predict elements in Ker(f5?%;), we introduce an order on
the row: Let (Py,..., m) and (Q1,-..,Qm) be two elements of By p X --- X By, p. We
say (Pr,...,Pm) < (Q1,...,Qm) if Ji € {1,...,m} st. LT(P;) < LT(Q;) and Vj, i < j <
m, P; = ); = 0. This order is not a total ordering on By p X --- X By, p. But, for example,
for the canonical basis {(...,0,m, O, ...), with m; monomial}, of B1 p X --- X B, p, it is a
total ordering. So all elements can be decomposed in an ordered linear basis. If this element
is in Ker(f3%,), a sufficient condition is to exclude the higher element of the basis. The
new basis still contains a supplementary vector space of Ker( g‘ﬁ%) and its image is still
Im(fp%y)- But if we want to keep this order during the computation, the only elementary
operation possible is the addition with lower elements. Thus for the Gaussian elimination
on the matrix Macamay the elementary operations on a row are only simplifications with
previous rows.

Moreover, an element of Ker(f529 ,,) gives several elements in Ker(f5%,). So we study
the Macaulay matrix Maca;zlay incrementally in the degree D and construct the vector space
Bi,p X --- X By,,p from a basis of Bi,p_1 X --- X By, p—1 computed after the Gaussian
elimination. Indeed, the basis of B; p is composed by the basis of B; p_1 and elements with
degree D which can be written as X,P; with P; in B; p_1. Thus, an element (P, ..., Py)
of Bi,p X - -+ X By, p is so that exists an unique (Q1,...,Qm) in Bi,p—1 X -+ - X By, p—1 with
Q; divides P; for all i € {1,...,m}.

An other problem is to prevent elements of Ker(f5?%;) which are issued from a trivial
relation fg — gf = 0. For this order, the matrix Maca‘ﬂay for i < m is only the first rows
of Macamay. So we want to avoid gf; — fig = 0 for j > 1and g in Im(f5*S;_ ;). As
fjg can be written as Zf;ll P; f;, we deduce that the relation gf; — fj9 = 0 corresponds
to fma.c( P, ...,—Pj,l,g,O,.. ) =0, ie. (—Pl,.. .,—Pj,l,g,O,. . ) € KGT( Bﬁ%) The
hlgher element of the basis in the decomposition of this element has this shape (x,...,*, P;,
0,...) with LT(P;) = LT(g). In other words, we do not consider the elements so that
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10 Faugere & Ars

LT(P;) is reduced by MaDCZ‘:liy That means that, for a degree D, the computation is done

incrementally on the number of polynomials.

3.2 description

To resume this explanation, we can present the algorithm for a system (f1, ..., fm) so that

deg(fi) = do
Fy algorithm: Execute the following steps:

1. Initialization: Consider the basis {(1,0,...),...,(-..,0,1,0,...),...,(-..,0,1)}

for By,4, X - - - X By, ao- Construct the matrix Macamay and then perform a Gaus-
sian elimmatlon with only simplification with prevlous rows. We obtain a matrix
Macaulay

do,m

2. Construction: Suppose Bi,p X -+ x By, p and /\;la,fizlay computed. Construct
a basis for By py1 X -+ X By, py1 from By p x --- X By, p so that an element
(...,%,P;,0,...) satisfied P; is not reducible by Macamay and the matrix M‘E)Cfﬂ‘z

~sacaula;
from MD_My.

3. Gaussian elimination: Perform a Gaussian elimination on rows with only sim-
plification with previous rows.

4. Repeat: repeat the step 2 for D < D + 1 until having a Grébner basis.

In fact, we do not need to keep all the basis of Bi,p X -+ X By,,p as we construct Mgﬁl’%
from /\;labcjimmay but the form of the elements (x,...,*,P;,0,...) which is characterized by

acaulay

(LT(Fj), f;), denote the signature of the row of M7 .
The degree D of the signatures reached to compute a Grobner bases is the same than in
section 2.2. But in the matrix Macamay all polynomials can have a lower degree than D.
In the field Fy, M. Bardet, J.C. Faugere and B. Salvy [1] have introduced a new criterion
to avoid relations f; f; = f; deduced from the Frobenius application. In step 2, P; does not

have to be reducible by M‘}f?‘ﬂa{y

3.3 Semi-regular sequences

In the report [1], the authors introduced the notion of semi-regular sequences for overdefined
systems. We have, in section 1.1, distinguished two important cases for finite fields, Fy and
F,. In the field Iy, we have a criterion deduced from the Frobenius application. If we are
interested by a system A}, on a field Iy, with ¢ > n, i.e. ¢ is very high compared to n.
Then the trivial relation issued from the Frébenius application will not be reached during
computation and all computation done is similar to computation on Q.

Definition 4

INRIA



XL and Grébner basis algorithm 11

Homogeneous semi-regular sequence : Let f1, ..., f, be a sequence of m homogeneous
polynomials (i.e. for all m monomial of f;, deg(m) = deg(f;)), and T = (f1,..., fm)-

e The degree of regularity of Z is the minimal degree d so that {LT(f)|f €
Z,deg(f) = d} is exactly the set of monomials of degree d in Ry, denoted
D,ey(Z).

e fi,..., fm is a homogeneous semi regular sequence on Fy if for i € {1,...,m},
if 9ifi = 0 in Ryn/(f1,...,fi-1) and deg(9:f;) < Drey(Z) then g; = 0 in
RQ:"/(fl)“'infljfi)-

e f1,..., fm s a homogeneous semi regular sequence on Q if for i € {1,...,m},
if 9ifi = 0 in Ryn/{f1,---,fi-1) and deg(gifi;) < Dreg(Z) then g; = 0 in
Rq,n/(fl;---:fiflafi)'

Affine semi-regular sequence : Let fi,...,fn be a sequence of m polynomials, and
Z={ft,.-., fm). Let f! the homogeneous part of largest degree of f;.

e fi,..., fm is a semi regular sequence if fl',..., f is a homogeneous semi-reqular
sequence.

e the degree of regularity of T is the degree of regularity of (ff,..., f), denoted
D,ey.

With this sequence of polynomials, the matrix generated by Fy algorithm has a full rank
for the degree d < D,,. i.e., the image of the basis of Bi,q X --- X By, 4 generated by Fj is
a basis of Im(f7'a’)-

This means that, for semi-regular sequences, the number of rows H,, ,,(d) of the matrix
in the homogeneous case, for d < D4, is known, and is given by a recurrence formula
Hyn(d) = Hy1,,(d) + #{m; monomial of degree d — d,;,} — Hy, ,,(d — dp,) with initial
conditions Hy, »(d) = 0if m <0 or d < min(deg(fr) |k <m}. Then the number of rows of
a matrix for the affine case is Zj’:l Hp, o (d).

The degree D,  corresponds to the degree d when we will have more rows than columns
for the homogeneous part of largest degree. It is the minimal degree so that Hp, (d) >
#{m, monomial of degree d}. If we consider the series f(t) = Y ;5o(Hm,n(d) — #{m¢ mono-
mial of degree d})t?, the degree D,., is give when the coefficient of this series is negative.

the expression of f for quadratic equations is : % for Fy and % for I, with
q>n.

Moreover, in the article [1], the authors have made a conjecture verified on many com-
puter experiments:

Conjecture 1 a “generic” sequence of polynomials is semi-regular.

The degree D,., is the minimal degree reached for a Grébner basis computation. For
example, for the Buchberger algorithm, consider a monomial m, with degree D,., —1 which
does not appear in {LT(f)|f € Z,deg(f) = Dyeg — 1}. Then for X;m, and X;m,, there
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12 Faugere & Ars

is g; and g; in the Grobner basis computed so that LT (g;) and LT (g;) divide respectively
X;mg and X;my. So the S-polynomial of (g;,g;) will be studied and we have m, divides
Lem(LT(g;), LT (g;))- So the degree of computation of the S-polynomial is at least Dyeg.

4 The XL algorithm

4.1 The basic Principle of XL

This subsection refers to the paper [5, 8]. Let D be the parameter of XL algorithm. The
problem is to find at least one solution u = (uy,...,u,) € Fg of a system A7 . Let be 7 the
ideal generated by {fi,..., fm}-

The XL algorithm Execute the following steps:
1. Multiply: Generate all the products (H;c:1 Xi,).fi € T with k < D — deg(f;).

2. Linearize: Consider each monomial in the X; of degree < D as a new variable
and perform Gaussian elimination on the equations obtained in 1.
The ordering on the monomials must be such that all terms containing one vari-
able (say X1) are eliminated last.

3. Solve: Assume that step 2 yields at least one univariate equation in the powers of
X1. Solve this equation over the finite fields (e.g., with Berlekamp’s algorithm).

4. Repeat: Simplify the equations and repeat the process to find the values of the
other variables.

Step 1 is the construction of the Macaulay matrix Mgcﬁn“l“y with such an order that all

terms containing one variable are eliminated last. So the step 1 and 2 are exactly the
same method as the one presented in section 2.2. We deduced that for D big enough and
if we have only one solution in the finite field, XL algorithm will terminate because it will
have computed the Grobner basis.

There are different extensions of XL called FXL (which stands for Fixing and XL) and
XL’ [7]: the algorithm FXL consists of guessing the values of a few variables and then
applying XL; the algorithm XL’ proposes to modify the Solve step of the XL algorithm to
find r equations in r variables. In the following we just study the XL algorithm, but all
points mentioned can be extended to FXL or XL .

4.2 Polynomials’ relations in the XL algorithm

The XL algorithm does not take care of simple relations between polynomials. The authors
take some relations, the trivial relations, into account in the article [7] for the behavior of
XL. But they do not integrate these relations in the algorithm and the study of the behaviors
of XL for a quadratic multivariate system with D = 5 could consider other relations deduced
from the second criterion too. . So the Gaussian elimination will reduce to zero a lot of
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XL and Grébner basis algorithm 13

the equations generated by XL. As the step 1 and 2 are ezactly the same method as the
one presented in section 2.2, we can use the same techniques as F5 algorithm to avoid some
reductions to zero deduced by the Buchberger criteria and the Frobenius application. The
relation are f; f;— f; f; = 0 for the first Buchberger criterion, Spol(f;, f;) fx — feSpol(fi, f;) =
0 for the second criterion and f9~'f — f = 0 for the Frébenius application.

All these relations are still true even if XL algorithm simplifies monomials by the relation
z! = z;. This simple proposition gives a criterion that can be applied directly.

Proposition 2 Let {f1,..., fm} be a multivariate system of equations Let,Vk € {1,...,m},
Ty the monomial ideal spanned by the LM(f;), LM(Spol(fi,f;), 1 < i < j < k and
M),

For all my € Ty, my fi, will be reduced to zero by the lines m, f; and my fy,, j < k, m} ¢ Z;
and my ¢ Iy.

4.3 The choice of the monomial ordering

To compare XL algorithm with Grébner basis, we need to give an explicit monomial ordering
for XL. As the algorithm does not give explicit monomial ordering, we need to introduce
the following lemma, :

Lemma 1 Let AT, be a system of m multivariate equations with n variables.

XL terminates for a degree D <= XL terminates for a degree D
with the Lexicographic ordering

Proof. Let be M (respect. M') the matrix generated by all the products (]_[f:1 zi;).fi €L
with k < D —degree(f;) for XL (respect. with the Lexicographic ordering). So we can write
M= (A|B)and M'=( A'| B") so that B (respect. B') correspond to the columns
for the univariate monomials. Moreover M', A’ and B’ are only columns permutation of M,
A and B.
If XL terminates for a degree D, it means that rank(M) > rank(A). Then rank(M') >
rank(A’) and then XL will find an univariate polynomial with the lexicographic ordering.
]

5 XL computation: D-Grobner basis

According to lemma 1, we assume that XL computation is done with a lexicographic order.
XL deals with polynomials of degree smaller than an integer D. We can look more precisely
how this limitation affects the computation of Grobner bases. It is the well known notion
of D-Grobner basis. See also [2] for further details.
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5.1 D-Grobner basis

Definition 5 Let G be a finite subset of Sy, and let d € N. Then we call G a D-Grébner
basis if V f, g € G with degree(Lem(LM (f), LM (g))) < D, Spol(f,g) reduces to zero by G.

With a selection strategy based on the degree, the D-Grobner basis is simply the first
element of the computed Grobner basis. The most significant results for D-Grobner basis
are based on sets of homogeneous polynomials (see [2]). These results can be used to
obtain a deeper understanding of the behavior of degrees in any non-homogeneous Grobner
basis with homogenization and (dehomogenization). For f € S, , with degree(f) = d,
we now define f* = de(%,...,%) the homogenization of f in Fy[X4,...,X,, Z]. For
g € Fy[Xq,...,X,, Z], we define g, € S, by g+(X1,...,X,) = 9(Xq,..., X5, 1). g4 is
called the dehomogenization of g.

Theorem 2 Let F be a finite subset of Sq.n, let D € N, and suppose G C Fy[X1,...,Xp, Z]
is a D-Grobner basis of F* w.r.t. some term order. Furthermore, let p € Sy, with
degree(p) = d'. Then the following are equivalent :
(i)  There is q5 € Sq;n such that p =3 ;. arf and maz{degree(qs f)|f € F} < D.
(i)  The reduction of Z4 p* by G is zero.

Corollary 1 Let F be a finite subset of Sq.n, let D € N, and suppose G C S, ,, is a D-
Grobner basis of F' w.r.t. some term order. Furthermore, let p € Sy p,.

If there is gy € Sg,n such that p =3 ;cpqrf and maz{degree(qs f)|f € F} < D then
the reduction of p by G is zero.

We do not have the reciprocity: let us consider Z = (X2 + X3 = 0, X; Xo— Xo =0, X3 +
X1 = 0) and let be G the 3-Grobner basis for the DRL order [X3, X5, X;1]. We have G =<
X2+ X3, X1 Xo— X0, X2+ X1, X1 X3 — X3, X2 - X; >but XZ2-X; = (X1 —1)(X2+X,)—
(X3X1 — X3)(X2 + X3) + X3X5(X1 X2 — X>). To see this, the reduction of the S-polynomial
of g and h in the homogenized computation keeps the degree of Ged(LM (g), LM (h)) whereas
in ordinary computation, we can gain a degree.

5.2 Link between the results of XL and D-Grobner basis

Let be F' = {f1,..., fm} a polynomial system. With lemma 1, we assume that XL algo-
rithm uses the lexicographic order for its linearization. We consider the set F'xr of all the
polynomials computed by the Gaussian elimination. Let us consider G a D-Grobner basis
of F* for the lexicographic order. As the XL algorithm result is not based on homogeneous
polynomial, we will find a link between Fxj and G.. As we do not have the unicity of
Grobner basis, to compare the two results, we need to reduce the bases.

Proposition 3 Let be Fy the reduced basis for Fx, U{X] — X;,..., X2 — X, } and G, for
G. where G is the D-Grobner basis of (F U{X{ — X1,..., X2 — X, })*.
Then F1 =G .
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XL and Grébner basis algorithm 15

6 Comparison of XL algorithm and Grobner basis on [y

6.1 Theoretical comparison of degree

In the ring Ry 5, the only univariate monomials in the variable X; are 1 and X;. They are
the first two monomials of DRL monomial ordering [X,, ..., X1].

More over the reduction of an S-polynomial of f and X; + a; corresponds to the substi-
tution step and does not exceed the degree of f. So we have the following theorem:

Theorem 3 Let A} be a polynomial system with n variables, m equations on Fs.

If XL algorithm terminates on the system A7, for a degree D eliminated in order X, ..., X,,
the Grobner basis computation for a DRL monomial ordering [X,,...,X1] does not over-
reach the degree D during the computation.

6.1.1 Comparison between F; and XL

For a random sequence fi,..., fi,, this sequence is a semi-regular sequence. XL algorithm
computes I'm( B,“;%) for an homogeneous system. So we need to consider the homogenization
of f1,..., fin- The homogenization of f1,..., f;, gives an homogeneous random sequence, so
it is also a semi-regular sequence. With Fj algorithm, we have the explicit number of rows
which do not reduce to zero. So if we want to find an univariate polynomial with XL, we
need to have a number of rows higher than the number of monomial with degree D minus
the number of univariate monomial in X; (i.e., X; and 1). This means that XL algorithm
will finish for a degree D > 1 if H,, ,,41(D) > ("+1+D) -2

n+1
We have compared this degree for a system A7, of quadratic equations. The degree
D corresponds to the first coefficient of the serie defined by % — }J_r—z which is

negative. The Figure 1 present a comparison of the degree reached between XL algorithm
and Grobner basis computation for a variation of the number of variables n and Figure 2
for a variation of the number of equations m.

With these figures, we do not have a noticeable difference between the degree reached
by the two algorithms. So we can say that for random systems, the methods of XL and
Grobner basis are almost the same.

For the complexity point of view, if Np is the size of the matrix constructed, then the
whole complexity is the cost of linear algebra on this matrix, which is Njj where w < 3 is

the coefficient of linear algebra. XL algorithm creates matrices with Y7, S0~ % (£) ()

rows and 4, (%) columns, whereas Fy creates square matrices with 35, (%) columns.
For example, for a quadratic multivariate polynomials with n = 128 and m = 130, both
algorithm reached the same degree 17 and the matrices generated by XL algorithm will
have about 19,7.10%° rows and 7,2.10%° columns compared to squared matrices with only
7,2.10%° rows and columns for Fy algorithm. So the number of columns for Fy algorithm
matrices is lower or egal to the one for X I algoritm matrices whereas the number of rows

of the matrices constructed is very different, Figure 3 presents the number of rows of each
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Figure 2: Behavior of XL and Fj on Fy with respect the number of equations

INRIA



XL and Grébner basis algorithm 17

matrices with a logarithm scale. As we can see, the difference between the two curves give
us a multiplicative constant.
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Figure 3: Matrices of XL algorithm and Fj algorithm on Fy

In cryptography, the systems studied seem to be random but have a structure behind
them. So we need to make experimental tests on cryptosystems to have an idea of the
efficiency of both algorithms.

6.2 Example on the cryptosystem HFE

Hidden Field Equations (HFE) is an asymmetric cryptosystem. It does not use the number
theory but it is based on multivariate polynomials over a finite field (cf [15]). The idea of
HFE is to take a secret univariate polynomial (the private key) on an extension of the finite
field, then to express this polynomial on the finite field. We thus obtain an algebraic system
(the public key). This system is composed with polynomials of degree 2.

We have implemented the XL algorithm in Magma to test on the examples. Moreover
as XL algorithm has a better behavior for m > n, we have fixed some variables to be in the
casem =n+ 2.

With Figure 4, we see that XL algorithm’s maximal degree increases whereas for Grébner
basis computation, the degree of resolution does not change and does not exceed 3. In fact,
XL algorithm seems to follow the Figure 1. So XL does not seem to find a difference between
a random system and the HFE cryptosystem contrary to Grobner basis computation.
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Figure 4: Comparison between XL and Grébner algorithms on HFE over Fy

7 Comparison between XL and Grobner bases on I,

As the XL algorithm does not compute a completed Grobner basis, we first present emulated
algorithms for which we can give theoretical results.

7.1 Presentation of an emulated algorithm

Let us consider F' = {f1, ..., fm} asystem of equations and G = FU{X{-X1,..., X1-X,}.

The problem of the XL algorithm is that we do not keep the computation we have done in
step 1. So when we repeat the step 1, many computations will be done again. We have seen
in the proof of theorem 5 that the substitution step of X; by a; can be replaced by adding the
polynomial X; — a; in the Grobner basis. We could emulated XL algorithm with replacing
step 1 and 2 by a Grébner basis computation with an elimination order [X,, ..., X;11],[X;]
to find the univariate polynomial. But we will loose computation results at each step. In the
new algorithm, we combine a Grébner basis computation on a fixed order, the DRL order,
and use FGLM methods to verify if we do not have an univariate polynomial.

An Algorithm
Execute the following steps:

1. Initialization: Initialize the variable ¢ at 1.
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XL and Grébner basis algorithm 19

2. Grébner Basis: Compute a Grébner basis G’ for G with the DRL order and a
selection strategy based on the degree so that at each degree d,we compute the

reduction X7 of X7 by the pretend basis G’ and {1,X_f, k<j},forje{1,...,d}.

We stop the computation if we find a j so that X{ = 0 and find a pretend basis
G'.

3. Solve: Find the explicit relation E?:o X f which is reduced to zero by the pretend
basis G' and Solve this equation over the finite fields (e.g., with Berlekamp’s
algorithm). We find a; a solution.

4. Repeat: Add the polynomial X; + a; in the pretend basis G', i + 7 + 1 and
Continue the computation of step 2.

Theorem 4 Let be A, a polynomial system with n variables, m equations.

If XL algorithm terminates on the system AV, for a degree D, the above algorithm ter-
minates too and the Grébner basis computation satisfies that all computed polynomials have
a degree lower than D.

This algorithm does not depend on a parameter D. Contrary to the XL algorithm,
this algorithm always gives out a result. In the worst of cases, it computes the Grébner
basis and then sends back the field equation to the univariate polynomial. Moreover, this
algorithm has the advantage to keep all the intermediate computations. So contrarily to the
XL algorithm,we do not waste time to redo the same computations.

7.1.1 Comparison between F; and XL

For a random sequence fi, ..., fm on Fy, ¢ > n, this sequence is a semi-regular sequence on
Q. XL algorithm computes I'm( Bf};) for an homogeneous system. So we need to consider
the homogenization of fi,..., f;,. The homogenization of fi,..., fi, gives an homogeneous

random sequence, so it is also a semi-regular sequence. With Fj algorithm, we have the
explicit number of rows which do not reduce to zero. So if we want to find an univariate
polynomial with XL, we need to have a number of rows higher than the number of monomial
with degree D minus the number of univariate monomials in X; (i.e., X, ... 1).

This means that XL algorithm will finish for a degree D > 1 if Hy, 41 (D) > ("TP) —
(D+1).

We have compared these degrees for a system A", of quadratic equations. The degree D

2\m

corresponds to the first coefficient of the serie defined by % - ﬁ which is negative.
The Figure 5 presents a comparison of the degree reached between XL algorithm and Grébner
basis computation for a variation of the number of variables n with m = n + 2 and Figure 6
for a variation of the number of equations m. First we can see that for random polynomials
we always have computed a Grobner basis before finding the univariate polynomial for a
degree D. Moreover, we can see the behavior of the degree of XL algorithm does not seem

to follow the formula —= as it was said in [8].
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We have said that the complexity is Ny, where Np is the size of the matrix constructed
and w the coefficient of linear algebra. As XL algorithm has a higher degree D than Fj
algorithm, the difference of the size of constructed matrices is very important. For exemple,
for quadratic multivariate polynomials with n = 128 and m = 130, XL algorithm reached
a degree 66 whereas Fy algorithm reached a degree 61. So the matrices generated by XL
algorithm will have about 94317.10*° rows and 6332.10*° columns compared to squared
matrices with only 8,4.10%° rows and columns for Fy algorithm.

For the case m = n, the number of solution with multiplicity of a random system with
quadratic equations is []}~, deg(f;) = 2", which is the Bezout bound. So the univariate
polynomial has this degree and XL will terminate for this degree. Whereas, the computation
of the Grébner basis will not exceed 1+ Y7 | (deg(fi) — 1) = n + 1 for any ordering. This
computation is done with a DRL ordering and then we use FGLM algorithm [9] to find the
wanted ordering.

All this study is still true if D < ¢ and not only for ¢ > n.

7.2 Examples on HFE systems

As in section 6, we can not only consider random polynomials, we need to look at cryptosys-
tems to see the efficiency of the algorithm.

We have tested the four algorithms on the field Fig. Moreover as in section 6, we have
fixed some variables to be in the case m = n + 2.
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Figure 7: Comparison between XL and Grébner algorithms on HFE on Fyg
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On the experimental results presented Figure 7, the Buchberger algorithm is still better
than XL algorithm for a number of elements higher than 6. The emulated algorithms still
give a better results. Nevertheless, the degree reached by the emulated algorithm can be
the degree reached for another Grobner basis algorithm.

Conclusion

This study proves that on Fs, Grobner basis algorithms will always have a better behavior
than XL algorithm. For semi-regular sequences, even if XL and Fy algorithm reached a sim-
ilar degree, the matrix constructed by XL is huger than the matrix of Fy5. So the complexity
of XL is higher than Grobner basis complexity. For specific systems, as HFE cryptosystems,
we found the same results.

For field F, with ¢ > n, we show that, for semi-regular sequences, F5 algorithm will have
a better complexity and we have tested on the HFE cryptosystem and still have the same
results.
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A Proof of the link between the results of XL and D-
Grobner basis

Let be F' = {f1,..., fm} a polynomial system. With lemma 1, we assume that XL algo-
rithm uses the lexicographic order for its linearization. We consider the set Fxp of all the
polynomials computed by the Gaussian elimination. Let us consider G a D-Grobner basis
of F™* for the lexicographic order. As the XL algorithm result is not based on homogeneous
polynomial, we will find a link between Fx; and G.. As we do not have the unicity of
Grobner basis, to compare the two results, we need to reduce the bases.
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Proposition 4 Let be F the reduced basis for Fxyp and Gy for G..
Then F1=G1.

Proof.

o First, we will prove that LT(Fy) = {LT(f)|f € F1} = LT(G1) = {LT(g9)|g € (G1)}-

Let f € Fi, as Fxp is a Fy-vector basis of < ). ¢;fi with degree(q;f;) < D >,
Jg;,i € {1,...,m} such that f =", ¢; f; and degree(q; f;) < D.

From the theorem.2, ZP~degree(f) f* is reduced to zero by G. So f is reduced to zero
by G1.

dg € G4 such that LT (g) divides LT'(f).

Moreover, as g € G, g is reduced to zero by G..

So, from theorem.2, 3¢;,i € {1,...,m} such that g = . ¢; f; and degree(q; f;) < D.
Then 3f' € F; such that LT(f') divides LT (g).

As LT(f") divides LT (f) and Fj reduced basis, f' = f and LT(f) = LT(g).

We have LT(G;1) C LT (Fy).

We prove, with the same methods, that LT (F;) C LT(G).

We conclude that LT (Fy) = LT(G4).

e Let assume Fy # (G1), 3f,g € F1,G; such that f # g.

Let consider f — g, we have two cases :

1. HT(f — g) € M(Y).
As 3g;,i € {1,...,m} such that g = >°, ¢; fi and degree(qif;) < D. f— g belongs
to the vector space < >, ¢; fi with degree(q;fi;) < D >.
So 3f" € Fy st LT(f") divides LT(f — g«). Contradiction with the reduced
properties.

2. HT(f — g) € M(g)-

As f isreduced to zero by G1, f—g too. Contradiction with the reduced properties
of G1 .

We conclude that F; = G1.
O

Remark 1 In this proof, we do not take care of the monomials simplification X = Xj;in
the first step.

But we have seen that the monomials simplification can be interpreted by the Gaussian
elimination of the system with the field equations.

So the reduced bases from the result of two systems’Gaussian elimination are the same
if we add for the first (i.e. with monomial simplification) the field equation.

Then we have the proposition :
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Proposition 5 Let be Fy the reduced basis for Fxy U{X{ — X1,...,X2—X,} and G, for
G, where G is the D-Grébner basis of (FU{X] — X1,..., X% — X, })*.
Then F1 :Gl.

B Proof of the comparisons of degree of XL and Grobner
basis

B.1 On the field F,

Lemma 2 Let us Ay, be a system of m multivariate equations with n variables.
Let consider X1, X, ..., X, the variables which are eliminated in this order and < a
monomial ordering on R, so that X1 < Xp < -+ < X,,.

XL terminates XL terminates
<  for a degree D
for a degree D with the order <

Proof.

In the ring R5 ,, the only univariate monomials in the variable X; are 1 and X;. They
are the first two monomials of this ordering.

as lemma, 1, we can prove that if XL finds a univariate polynomial in Xj, it will find it
with the monomial ordering <. d

Theorem 5 Let A} be a polynomial system with n variables, m equations on F.

If XL algorithm terminates on the system AT, for a degree D eliminated in order X1, ..., X,
the Grobner basis computation for a DRL monomial ordering [X,,...,X1] does not over-
reach the degree D during the computation.

Proof. The DRL ordering [X,,..., X;] satisfied the condition of lemma 2.

Let g be the first univariate polynomial found by XL algorithm for the degree D. As-
suming the corollary.1, the reduction of g by the D-Grdbner basis is zero.

As g =aX; + b, a,b € Fa, g can be only reduced by a univariate polynomial

So the D-Grobner basis computed contains a univariate polynomial X; + a;.

Moreover the reduction of an S-polynomial of f and X; + a; corresponds to the substi-
tution step and does not exceed the degree of f.

So, these remarks prove that Grobner basis computation does not exceed the degree D.
O

B.2 On the field F,

Theorem 6 Let be A7, a polynomial system with n variables, m equations.

If XL algorithm terminates on the system AP, for a degree D, the emulated algorithm
terminates too and the Grobner basis computation satisfies that all computed polynomials
have a degree lower than D.
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Proof.
Suppose that the theorem has been satisfied for the first variable X;,..., X;_1. Let fj
be the substitution of variable X by ay in the polynomial f;, for k <4 and j € {1,...,m}.
As XL algorithm terminates for the degree D, 3Py, ..., Py, € Ry, st deg(P;) < D — d;
and g € F,[X;] such that

9(X;) =) Pifjin Ry,
j=1

Or f] is the reduction of all monomial of f; by X; — a;.
Then 3Q1,...,Qi—1 € Ryn st deg(Qr) < D —1,

m i—1
g(Xz) = ijfj + ZQk(Xk — ak) in qu
Jj=1 k=1

Assuming the corollary 1, the reduction of g by the D-Grdbner basis G’ is zero.

So 3¢ < D, the reduction of X} by G' and {X},k < £} is zero.

Step 2 will stop for the degree D and step 3 finds a polynomial h € Fy[X;], solves it in
F, and find a solution a;.

This algorithm has found a solution a; with a computation degree lower than D.

We deduce the theorem from above. O
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