
HAL Id: inria-00070630
https://inria.hal.science/inria-00070630

Submitted on 19 May 2006

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

DoS-Resistant Self-Keying Mobile Ad-Hoc Networks
Claude Castelluccia, Jeong H. Yi

To cite this version:
Claude Castelluccia, Jeong H. Yi. DoS-Resistant Self-Keying Mobile Ad-Hoc Networks. [Research
Report] RR-5373, INRIA. 2004, pp.28. �inria-00070630�

https://inria.hal.science/inria-00070630
https://hal.archives-ouvertes.fr


IS
S

N
 0

24
9-

63
99

   
   

 IS
R

N
 IN

R
IA

/R
R

--
53

73
--

F
R

+
E

N
G

ap por t  
de  r ech er ch e 

THÈME 1

INSTITUT NATIONAL DE RECHERCHE EN INFORMATIQUE ET EN AUTOMATIQUE

DoS-Resistant Self-Keying Mobile Ad-Hoc Networks

Claude Castelluccia — Jeong. H. Yi

N° 5373

November 2004





Unité de recherche INRIA Rhône-Alpes
655, avenue de l’Europe, 38330 Montbonnot-St-Martin (France)

Téléphone : +33 4 76 61 52 00 — Télécopie +33 4 76 61 52 52

���������
	����������������	���������	 ����"!$#%�'&(���	*),+-��./��0�1/	2�435��6�7��

8:9<;>=@?BAC8�;4D�EFAG9H9I=@JKJGL<;NMPORQ>AKSNT@UBV�WXVBYZL\[

] ^�_�`�a�bdcfe�g�hia�jPkmlna�ophiqmhros_�`�a�h
tvuswyxra�ozh tv{|jy}�a�oia

epjy~�~>wPuio\�ma'uia��z^�a�uz�z^�a�}N�@�y�K�y�Xcf�\w��Ga�`��>a�up�P�P�P�'c��P��~4jy�Pa�h

�n�B���������P�P�
� ap~�uia�h�a�}Ko�j'}�a���hs�z^�a�`:a os^�j�o jy{�{ w��\hBor�2w'}�wm�ma�hvwy¡¢j�£¤wP��¥�{ a§¦��©¨H^�w©� }�a�or�2wPusª�oiw
��wP`�~�kmosa�j�h�^4jyusa��«ªPa�qn��¥¬os^�wPkmop��wP`�`�k�}�¥���j�os¥ }��4�®©k��z^Zhia�us�©¥���ad¥|h�¥�`�~4wGu�ozjy}Ko�oiw-hia���k�uia¯uswPkmos¥ }��
~�uiwPoiwm��wG{�h'°�bP±��m±N�F²<d] ^�a�hs�z^�a�`�a�¥|h§��jPhia��(wG}Zoi^�a�}�w��Pa�{���wP`���¥ }�jyoi¥�wP}ZwP¡³or��w«��a�{ { ¨Hª©}�w���}"osa��z^m¨
}�¥�´Kk�a�h�µ2ªPa�qn~�usa�¨¶�m¥|hrosui¥���kmos¥ wG}(jP}��"oi^�uia�h�^�wG{��Zhia���uia�oph�^4jyus¥ }��4�·�jP�z^Z}�wm�ma�wP}�{�qn}�a�a���h\oiwnh�oiwGuia�j
hi`�jy{�{�}©k�`��>a�u�wP¡BªGa�qmh�±©¥�}��ma�~4a�}��ma�}KopwP¡�os^�a'}�a�or�2wPusª-hi¥ ¸�aP

] ^�a(~�uswP~>wGhia��¹hi�z^�a�`�a«¥|h�h�a���k�usa(jy�GjP¥ }4hro���wP{�{�k�h�¥�wP}ºwy¡pk�~¹oswCjC��a�u�ozjy¥�}¹}©k�`��>a�u�wP¡p}�wm�ma�h�
»�k�uioi^�a�ui`�wPusaP±G¥¬o ¥|hRuswP��k4hro jy}��-¼§wK®©¨Husa�hi¥�h�osjP}Ko�h�¥�}���a§j�}�w©��apos^�j�o�xrwP¥�}�h�j�}�a�or�2wPusª���jy}na�½-��¥�a�}Koi{�q
�Ga�us¥¬¡¾q�a�jP�z^«hi^�jPuia§¥¬o�wP��osjy¥�}�h�¡¾uswP`¿hiwy¨¶��jy{�{�a��-jPkmoi^�wGui¥�¸�jyoi¥�wP}�}�wm�ma�h�jy}��-oiuzjP��ap¥�}K��jP{ ¥|�«hi^�jPuia�h� � a
a���jy{�k�j�osavjy}��¯��wG`�~�jyusaBÀp�©¥�j�jP}�jy{�qmh�¥|h�jy}��¯a�lm~4a�ui¥�`�a�}Kosh>À\os^�av~>a�ui¡¾wPus`�jy}���a³wy¡Koi^�aR��¥¬ÁNa�usa�}Ko�h�osjP�Pa�h
wP¡�wPk�uRhs�z^�a�`:a�ÂÃ}�wm�ma³xrwG¥ }¢±KªPa�q��ma�ui¥���j�os¥ wG}¢±P�Ga�us¥¬Ä4��j�os¥ wG}�jP}��:oiuzjP��a�jP��¥ {�¥ orqmÅ���¥ oi^�os^�a\~>a�ui¡¾wPus`�jy}���a
wP¡ oi^�a"] ^�uia�h�^�wP{|�©¨<¼¯®m¦,�4jPhia��Æhs�z^�a�`�a-~�uiwG~4wKh�a��X¥�}Ç° ��±@�F²<Èe�a�hik�{ osh:��{�a�jPui{�qÈ¥�}��m¥|��jyoia-os^�j�o�oi^�a
}�a��Éhs�z^�a�`:a¯¥|h�`�k4�z^«`�wPusa¯~�uzjP�Êos¥���jy{H
ËZÌKÍNÎsÏ�Ð ��ÑB�P� £¤wP��¥�{ a�¦��m¨H^�wm�d}�a�or��wGuiªmh�±KªGa�q-a�l��z^�jy}��GaP±mhia���k�ui¥ orq

ÒvÓ¾ÔBÕ¢Ó×ÖCÕ¢ØFÙÊÚFÛ¶Ü×Ö�ÝßÞPÛrà�áyâ4ã©ÖBÔBä�å�ä�æÊçÃèÊéFÞêvë èÊì�Þ�é�íHÛrçBî�ïrðßÛrÚFïrÛvñBÛrÞ�òzçÃíIì�ÛrÚ�í�áPó ë Ó×çÃô�ðßÚFÛ



���������
	����������������	���������	 ����"!$#%�'&(���	*),+-��./��0�1/	2�435��6�7��

��� ����� � ��� a�usjP~�~4wGu�o�~�uig�h�a�}Koiavk�}�}�wPk��Ga�jPkd~�uiwPoiwm��wG{ aR´Kk�¥G~4a�ui`�a�o�	p��a�kml¯}�w©a�k���h���
 k�}�usg�hia�jPk
`�wG��¥ {�a-jP�m¨H^�wm���ma«h�
 g��z^�jP}��Pa�u'k�}�an��{ g«h�a���us_�oia-hsjy}4h���wG`:`�k�}�¥|´Kk�a�u� � anhia�us�©¥���a�a�h�o�¥ `�~>wPuiosjP}Go
~>wPk�u§hig���k�ui¥|h�a�u\{�a�h§~�uiwPoiwm��wG{ a�h\�ma�uiwGkmosjP�Pa�°�by±N��±>��²Hd�\wyosuia�h�wG{ kmos¥ wG}Zuia�~4wKh�a�h�k�u§{�jn��wP`���¥�}�jy¥|h�wG}
¥�}�}�w���jP}GosaZ�maÈ�ma�kml¹osa��z^�}�¥|´Kk�a�hn��usqK~�oiwP�GusjP~�^�¥|´Kk�a�h���wG}�}©k�a�h�µ¤k�} hiqmhros_�`�a¤�ma¤~�usg�¨¶�m¥|hrosui¥���kmos¥ wG}
��a(��{ g�h:a�o-�ma(~�jyuiosjP�Pa"�maZh�a���usa�o	Chia�k�¥ {Hº¼djy}�h���a«~4jy~�¥�a�u�±R}�wGk�h:g���jy{�k�wG}�h�¨¯~4jyu�jy}�jP{ qmhia�h:a�o
a�lm~4g�ui¥�`�a�}Kosjyoi¥�wP}�h�¨³{ a�h ~4a�u�¡¾wGui`�jy}4��a�h���ad}�wyoiusa¯~�uswP~>wGhi¥¬os¥ wG}¢
�5Ð ��� Î ��� � �«� usg�hia�jyk�lnjP�©¨<^�wm�y±mg��z^�jy}��Gad��a���{�g�h�±�h�g���k�us¥¬osg



���������
	����������������	�� ������	�����! #"$�&%���'	)(
*+��,-�/.
0-	��213��465�� �

���������
	����������������	���������	 ����"!$#%�'&(���	*),+-��./��0�1/	2�435��6�7��

8:9<;>=B?@AX8�;>D�E�AK9H9I=@JKJGL<;BOÉQ>AGSNT@U¹W87�=@TÇYZL

� ap~�usa�hia�}Ko�j�}�a�� hs�z^�a�`�apoi^�jyo2jy{�{�w��\h@or��w�}�wm�ma�hRwy¡�j�£ZwG��¥�{ ad¦��©¨H^�w©�\}�a�or�2wPusª�osw���wG`�~�kmoia
j:hi^�jyusa���ªGa�q���¥ oi^�wGkmo���wP`�`�k�}�¥|��j�os¥ }���v®©k��z^"h�a�ui�©¥|��ap¥|h2¥ `�~>wPuiosjP}Go2oiw�hia���k�uia§uiwGkmoi¥�}���~�uiwPoiwm��wG{�h
°�by±N�m±��y²H ] ^�a�hs�z^�a�`�a'¥|h\��jGh�a��«wG}"oi^�a�}�w��Pa�{¢��wP`���¥ }4j�oi¥�wP}(wP¡�or�2w���a�{ { ¨<ªK}�w���}nosa��z^�}�¥|´Kk�a�h�µRªGa�q
~�uia�¨<�m¥|h�oius¥ ��k�oi¥�wP}�jy}���oi^�uia�h�^�wG{��:hia���usa�oRhi^�jPui¥�}����·RjP�z^:}�wm�ma\wG}�{�q�}�a�a���h@osw�hroswPusa j'hi`�jy{�{m}©k�`��>a�u
wP¡�ªGa�qmh�±m¥�}��ma�~4a�}��ma�}Go\wP¡�os^�a'}�a�or��wGuiª-hi¥ ¸�aP

] ^�a(~�uswP~>wGhia��¹hi�z^�a�`�a«¥|h�h�a���k�usa(jy�GjP¥ }4hro���wP{�{�k�h�¥�wP}ºwy¡pk�~¹oswCjC��a�u�ozjy¥�}¹}©k�`��>a�u�wP¡p}�wm�ma�h�
»�k�uioi^�a�ui`�wPusaP±G¥¬o ¥|hRuswP��k4hro jy}��-¼§wK®©¨Husa�hi¥�h�osjP}Ko�h�¥�}���a§j�}�w©��apos^�j�o�xrwP¥�}�h�j�}�a�or�2wPusª���jy}na�½-��¥�a�}Koi{�q
�Ga�us¥¬¡¾q�a�jP�z^«hi^�jPuia§¥¬o�wP��osjy¥�}�h�¡¾uswP`¿hiwy¨¶��jy{�{�a��-jPkmoi^�wGui¥�¸�jyoi¥�wP}�}�wm�ma�h�jy}��-oiuzjP��ap¥�}K��jP{ ¥|�«hi^�jPuia�h� � a
a���jy{�k�j�osavjy}��¯��wG`�~�jyusaBÀp�©¥�j�jP}�jy{�qmh�¥|h�jy}��¯a�lm~4a�ui¥�`�a�}Kosh>À\os^�av~>a�ui¡¾wPus`�jy}���a³wy¡Koi^�aR��¥¬ÁNa�usa�}Ko�h�osjP�Pa�h
wP¡�wPk�uRhs�z^�a�`:a�ÂÃ}�wm�ma³xrwG¥ }¢±KªPa�q��ma�ui¥���j�os¥ wG}¢±P�Ga�us¥¬Ä4��j�os¥ wG}�jP}��:oiuzjP��a�jP��¥ {�¥ orqmÅ���¥ oi^�os^�a\~>a�ui¡¾wPus`�jy}���a
wP¡ oi^�a"] ^�uia�h�^�wP{|�©¨<¼¯®m¦,�4jPhia��Æhs�z^�a�`�a-~�uiwG~4wKh�a��X¥�}Ç° ��±@�F²<Èe�a�hik�{ osh:��{�a�jPui{�qÈ¥�}��m¥|��jyoia-os^�j�o�oi^�a
}�a��Éhs�z^�a�`:a¯¥|h�`�k4�z^«`�wPusa¯~�uzjP�Êos¥���jy{H

9 : ����6@��+<;«0R������

£¤wP��¥�{ a�¦��©¨<^�wm���pa�or�2wPusª©h:ÂÃ£È¦p�\·�]2¨<hzÅdjyusaP±N�©q«os^�a�¥�u¯�Pa�uiq(}�jyoik�usaP±��©k�{�}�a�uzjy��{ a�oiw"`�jP}©q«orq©~>a�h
wP¡@jyo�ozjP�zªmh�v] ^�a�h�a���k�us¥¬orq«wy¡³£¤¦p�p·R]2¨¶h�¥�h\wy¡×oia�}Z~�usa��m¥|��jyoia��«wP}"os^�a�jF��jy¥�{�jP��¥�{ ¥ orq�wy¡@a�½-��¥�a�}KopªGa�q
`�jP}�jy�Ga�`�a�}Ko2oia��z^�}�¥�´Kk�a�h�>=\w��2a��Pa�u�±Goi^�a�k�hik�jy{N¡¾a�j�oik�uia�h wy¡rµ\ÂrbFÅ2{�jG�zª-wy¡³j���a�}GosusjP{ ¥�¸�a��«jPkmoi^�wPus¥¬orq
jP}���ÂI�GÅ��mq©}�jP`:¥|�³}�jyoik�usavwP¡m£È¦p�\·�]2¨<h�±�uia�~�usa�hia�}Ko¢`�j�xrwPu�wP��h�osjG��{�a�hNosw\~�usw��K¥|�m¥�}��\hia���k�uiaG±�a�Á>a��Êoi¥��Pa
jP}��¤a�½-��¥�a�}KodªGa�q(`�jy}�jP�Pa�`:a�}Ko� � ^�j�od¡¾k�uioi^�a�u'��wP`�~�{�¥|��j�osa�hpoi^�a:¥|hihik�a:¥�h§oi^4j�o�±�¥�}È`�jP}KqZjP~�~�{�¥¬¨
��j�os¥ wG}�h�ÂÃhik��z^ jPh'hia���k�uia�uswPkmos¥ }�� °�by±��m±��F²×Å���usqK~�oiwP�GusjP~�^�¥|��ªGa�qmh¯}�a�a��XoiwZ�>a�a�h�osjy��{ ¥|h�^�a��@?�4���+4
oswX��wP`�`�k�}�¥���j�oi¥�wP}�X¦ph:j¤usa�hik�{ o�±vh�osjP}���jyuz� ªPa�qXa�l��z^�jy}��GanhiwP{�kmoi¥�wP}�h�±@aP ���±R®Kosjyoi¥�wP}m¨HoiwP¨¶®©osj�os¥ wG}
~�uiwPoiwm��wG{v° Ay²H±Njyusa�}�wPodjP~�~�uswP~�us¥�jyoia�hi¥ }4��aPµ'Â�b�Å os^�a�q"usa�´Kk�¥�uia'os^�a�}�w©��a�hpoiw-¥�}Koia�uzjP��o§jy}4�ÆÂI�GÅ oi^�a�q
usa�{�qÈwG} h�wG`:a�¡¾wGui`�wy¡\j(tvk���{ ¥|�#B¯a�qDC¶}m¡¾uzjPh�oiusk��Êosk�uia¤ÂÃt3BEC�Å¯��^�¥|�z^ ¥�h�}�wyo�k4h�k�jP{ {�qXjF��jP¥ {|jy��{�a�¥�}
£È¦p�\·�]2¨<h�2e\a�{|j�oia��«oiw�os^�a'{�jyo�osa�u\¥|h�os^�a�k�}���a�us{ q©¥�}���k�h�a�wy¡@~�k���{�¥���ªPa�q"��usq©~moiwG�Puzjy~�^©q���^�¥|�z^(¥�h
osw©w:a�lm~4a�}�h�¥��Pad¡¾wGu\h�wG`:a¯`�wP��¥ {�a'�ma��©¥|��a�h�

F Ð�G ����H¾� ���IH Ð�G �P� ] ^�¥�hp~�jy~>a�u§~�uiwG~4wKh�a�h�jy}Za�½���¥ a�}Kodjy}4�Zh�a���k�usa'ªPa�q«`�jy}4jy�Pa�`�a�}Koph�wG{ k�oi¥�wP}"¡¾wPu
£È¦p�\·�]2¨<h�JC<o�usa�hik�{¬ozh¯¡¾uswP` j(}�w��Pa�{v��{�a�}��m¥�}��¤wP¡ or��wZ�2a�{�{¬¨<ª©}�w���}Xoia��z^�}�¥�´Kk�a�h�µ:ªPa�qÈ~�usa���¥�h�oius¥¬¨
��kmoi¥�wP}É°ß�m±@�y²\jy}��Æoi^�usa�hi^�wP{|�¹hia���uia�o:hi^�jyus¥�}��¤osa��z^�}�¥|´Kk�a�h"° KF²<LC¶}¹os^�¥|h:hs�z^�a�`:aG±RjX}�wm�ma�xrwG¥ }4h:j
Ò Ó¾Ô�Õ�Ó×ÖXÕ�Ø�ÙÊÚFÛ¶Ü×ÖBÝßÞyÛràiáFâ4ã©ÖBÔBä4å�ä�æÊçÃèÊéFÞê ë èÊì�ÞFé�íIÛrç�î�ïrðßÛ�Ú�ï�ÛRñBÛrÞ�òzç¾íIì�Û�Ú�í�áyó ë Ó×ç¾ô�ðßÚ�Û

Õ�Õ
Ú�MON�P�Q�P



� ����������� 	������O.�.���<����*���� ,	��
 

£È¦p�\·�]¯±K�©q:uia���a�¥ �©¥�}���j�hia���uia�ovoiwGªPa�}�¡¾uiwG` a�jP�z^-wP¡�v��¥¬ÁNa�usa�}Ko2jPkmoi^�wPus¥ ¸�j�oi¥�wP}�}�w©��a�h�±G��^�a�uia��³¥�h
j'hia���k�us¥¬orq�~4jyuzjy`�a�osa�u��ÂÃ¦p}-jykmos^�wPus¥�¸�j�os¥ wG}�}�wm�ma�¥|hvhi¥ `�~�{�q�j§`�a�`��>a�uvwP¡>os^�a\£¤¦§�\·R] ��^�¥|�z^�^�jPh
hiwP`�ada�l©oiuzj�~�ui¥��©¥ {�a��Ga�h� Å�] ^�a¯hi�z^�a�`�a§¥|h�jykmoswy¨¶��wG}mÄ��Pk�usjP��{ a�¥�}«oi^�a'hia�}�hiapos^�j�o\j�}�wm�mad�4a���wP`�a�h2j
`�a�`��>a�uvwG}�{ q�¥¬¡�¥ oR¥|hRjy~�~�uiw��Ga����Kq:j�oR{�a�jGhro��@jyk�oi^�wGui¥�¸�jyoi¥�wP}:}�wm�ma�h�v®©¥ `�¥�{�jPui{�qP±Gj���k�ususa�}Ko³`:a�`��>a�u
��jy}Z�Ga�o§~�uiwG`:wPoia��"oiwnjP}Èjykmos^�wPus¥�¸�j�os¥ wG}(}�wm�maP±>¥¬¡�¥¬od¥�hdjy~�~�uiw��Ga��«�KqZjyop{ a�jPh�o���wPoi^�a�u§jyk�oi^�wGui¥�¸�jy¨
os¥ wG}¹}�wm�ma�h���§}���a(jX}�wm�ma(�4a���wP`�a�h�`�a�`��>a�u�±R¥ o���jy} ��wP`�~�k�oiaZjXhia���uia�o:ªGa�q ��¥ oi^�jy}©q wyos^�a�u
`�a�`��>a�uzh���¥ oi^�wGkmo�¥�}Koia�uzjP��oi¥�wP}¢@C<¡pjZ`�a�`��>a�u:¥|h�~�uswP`�wyosa��CoswXjy}ÆjPkmoi^�wPus¥ ¸�j�oi¥�wP} }�w©��aP±@¥¬o���jP}
~4jyuioi¥|��¥�~�j�osa:¥�} jP�m`�¥|hihi¥�wP}Cwy¡ }�a�� `�a�`��4a�ush'jP}�� jykmos^�wPus¥ ¸�j�os¥ wG}X}�wm�ma�h�-] ^�a-~�uswP~>wGhia��Èhs�z^�a�`:a
¥|h'hia���k�uia�jy�Kjy¥�}�h�o¯��wP{�{ k�hi¥�wP}Cwy¡�k�~moiw¤j(��a�u�ozjy¥�}X}©k�`��4a�u'wy¡ ��wP`�~�uswP`�¥|h�a��È}�w©��a�h��»�k�uioi^�a�ui`�wPusaP±
os^�a«hs�z^�a�`:a«¥ }4��{�k��ma�h:�Ga�us¥¬Ä4jP��¥�{ ¥ orqCjP}�� osusjG��a�jP��¥�{ ¥ orqX~�uiwm��a��mk�usa�h�oi^�jyo�jP{ {�w��,j�xrwP¥�}�¥�}��È}�w©��a-oiw
a�½-��¥�a�}Koi{�qn�Ga�us¥¬¡¾q�os^�a'��jy{�¥���¥¬orq«wy¡@a�jP�z^(hia���usa�o�oswPªGa�}"¥¬opwG�mosjP¥ }4h2¡¾uiwG` jyk�oi^�wGui¥�¸�jyoi¥�wP}n}�w©��a�h�R¦ph\j
usa�hik�{ o�±>��^�a�}¤j-}�wm�ma�usa���a�¥��Pa�hpj-h�a���usa�o\oswPªGa�}Z¥ o§¥|hpjy��{ a�oiw-�Ga�us¥¬¡¾q«oi^�jyo�µ'ÂrbFÅ os^�a�¥|hihik�¥�}���}�wm�ma�¥�h
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]\®©¨<ep®�¦¿¥|h�}�wPo��Pa�ui¥ Ä4jP��{ aG±�¥H aP�±vjZ}�a��,`�a�`��>a�u���jy}�}�wyo��Ga�us¥¬¡¾qÈoi^�a"��wGuiusa���oi}�a�hih'wP¡�oi^�a«~�jyuioi¥|jy{
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��� ì�Ûrì��yÛrçNð�� Û��ßá�Ú�Ûrí	�NèÊç�
§ÚFè��Û����� � òzé�íIØFèÊçÃð��iòsíIðßèÊÚ'ÚFè��FÛ��� ÚFè��FÛvò��Fì�ðßàIàHðßèÊÚ�íHØ�çIÛràHØ�èÊÝ��� Ú�éFì��yÛrç�è���ÞFçIð ôzòsíHÛ�
ÊÛ���à�íIØ�òsí ��� ì2é�àIí�àÃíHèÊçÃÛ� ì\ò���ðßì2éFì àIð���ÛBè��4Ú�Ûrí	�NèÊç�
pÚFè��FÛrà� Ú�éFì��yÛrç�è�� ��èÊéFÚ!�FðßÚFæ ì�Ûrì��yÛrçÃà"�� � èÊéFÚ#�FðßÚFæ2ì�Û�ì$�yÛ�ç�&%�' ÚFÛ¶í	��èÊç(
§ð���Û�Ú�íIð í	�%�' � ïrç(��Þ�íIèzÜ	��òzàIÛ)�dð��FÛrÚ�íIð *�Ûrç�è�� �+� èÊç,�,� �-�./� ÞFé#��Ýßðßï�
ÊÛ��dè�� �+�./� 0 àHÛrïrçÃÛrí1
ÊÛ��pàHØ�òzçÃÛ2�3�yÛrí	�NÛ�ÛrÚ �+� òzÚ#� �&04 �65 �,7 çÃè8�¤è���ì\òsíIçIð �pÖ9��èÊç �+�:8: �;5=< 7 àHÛrïrçÃÛrí�àHØFòzçIÛvè��môÊòzÝßé�Û < � èÊç �+�>?:8: �0 5=< 7 Þ�òzç¾íHð òzÝKàHÛrïrçIÛ¶í�àHØ�òzçÃÛvè�� < ��èÊç �+� ��� �&0@ A � àHÞyèÊÚFàIèÊç¢ÝßðßàIíB� èÊç �+� íHè2çIÛrïrèÊÚFàIíIçÃéFï¶ívò2àHÛrïrçÃÛríCD5=< 7 Ø�òzàIØ§ôÊòzÝßé�Û³èÊÚdðßÚFÞFé�í <E,F#5=< 7 ÛrÚFïrç(��Þ�íIðßèÊÚG��ð íHØdò�
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