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Fonctions presque parfaitement non linéaires

Résumé : La sécurité des systémes de chiffrement symétriques repose en grande partie
sur les propriétés des fonctions booléennes qu’ils utilisent. Les propriétés de ces fonctions
sont, en effet souvent cruciales lors d’attaques contre ce type d’algorithmes. Ainsi, dans le
chiffrement itératif par bloc, efficacité de la plupart des cryptanalyses statistiques dépend
essentiellement des propriétés de la fonction de substitution utilisée dans la fonction de tour.
Cette fonction, appelée boite-S, est une fonction vectorielle représentée par ses composantes
booléennes.

Dans cette étude nous nous intéressons aux boites-S qui présentent la meilleure résistance
aux attaques différentielles [3]. Le but d’une attaque différentielle est d’identifier des couples
de textes clairs dont la différence est fixée, et dont la différence des images présente un biais
spécifique hautement probable. Pour une boite-S & n entrées représentée par une fonction
F sur F7, la résistance & cette cryptanalyse est quantifiée par le paramétre §(F) :

O(F) = n;aﬁ#{m eFy, F(x+a)+ F(x) =b}.

Une condition de sécurité est que la distribution des valeurs de toutes les dérivées de F' soit
proche de la distribution uniforme, c’est-a-dire que §(F’) soit le plus petit possible. Toute
boite-S F' & n entrées et n sorties vérifie 6(F') > 2. Les fonctions F telles que §(F) = 2 sont
dites presque parfaitement non-linéaires (APN, i.e., almost perfect nonlinear).

Les fonctions APN sont donc d’un grand intérét en cryptologie puisqu’elles offrent une
résistance optimale & la cryptanalyse différentielle, mais ce sont aussi des objets discrets
exceptionnels. La recherche théorique sur les fonctions APN a pour domaine ’ensemble
du codage binaire (suites, codes correcteurs, polynémes ...) La classification des fonctions
APN est loin d’étre achevée et de multiples problémes d’un grand intérét restent non résolus.

Nous étudions ici un certain nombre de ces problémes ouverts. Nous donnons des élé-
ments de caractérisation, principalement en généralisant les travaux de Nyberg [23, 24].
Nous apportons notamment des améliorations pour ce qui est de la non-linéarité des fonc-
tions APN et de 'existence de permutations APN (lorsque le nombre de variables est pair).
Nous donnons des éléments de description des fonctions puissances APN. Enfin, nous carac-
térisons une large classe de fonctions quadratiques qui ne peuvent étre APN.

Ce dernier résultat apporte des éléments nouveaux pour élaborer une classification des
fonctions APN quadratiques, et doit étre placé dans le contexte de plusieurs travaux trés
récents, initiés par I’équipe d’A. Pott, qui mettent en évidence la premiére classe de fonctions
APN quadratiques non équivalentes & des fonctions puissances (voir [ [17],(2005)).

Mots-clés : fonctions booléennes, fonctions presque parfaitement non linéaires, fonctions
presque courbes, fonctions puissances, polyndémes de permutation.
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1 Introduction

Most attacks on symmetric cryptographic algorithms are related to some properties of the
Boolean functions describing the system. For iterated block ciphers, the efficiency of the
main cryptanalytic techniques (such as linear cryptanalysis, differential cryptanalysis...)
can be measured by some quantities related to the confusion part of the round function,
usually named S(ubstitution)-box. This paper focuses on the S-boxes which guarantee a
high resistance to differential cryptanalysis [3]. This attack successfully applies when two
plaintexts with fixed difference lead after the last-but-one round to outputs whose difference
takes a certain value with a high probability. Therefore, a necessary security condition is
that the output distributions of all derivatives of the involved S-box, z — F(z 4+ a) + F(z),
must be close to the uniform distribution. The relevant parameter for an S-box F' with
n inputs is then
o(F) = gléaoﬁ#{z eF}, F(r+a)+ F(x) =0},

which must be as small as possible. When the number of output bits of the S-box is the same
as the number of inputs (this is the case in most ciphers), we have that §(F) > 2, and the
functions achieving this bound are called almost perfect nonlinear (APN) [25]. Therefore,
APN functions are those S-boxes which offer optimal resistance to differential cryptanalysis.

As optimal objects, APN functions are also used in several other areas of telecommu-
nications. Most notably, APN functions correspond to linear codes of length 2 — 1 and
dimension 2n which have the best minimal distance 5 [I1]. Thus, APN functions are of
great interest in coding theory. Despite a number of recent works, many problems remain
open. Actually, only a few APN functions are known, and most of them are affinely equiv-
alent to a power function (see e.g. [B]). The first infinite class of quadratic APN functions,
which are not equivalent to any power function, was exhibited very recently (see [4] and
[I7]). In this paper, we investigate some open problems on APN functions and we give
partial results.

The next section gives some basic definitions related to APN functions over F5. Actually,
in the whole paper, we identify the vector space F% with the finite field Fo» of order 2™ and
such a function F is expressed as a polynomial in Fa. [z]. Since F' can be represented by the
collection of its n Boolean coordinates, we also recall some properties on Boolean functions.
In Section Bl we study the APN functions by means of their Boolean components. We
prove that the necessary condition for a function to be APN, introduced in [24], is also
sufficient (Theorem ). Then, we derive a new characterization of APN functions (Corollary
M. We later characterize APN permutations of Fon (Proposition B)). This last result is
motivated by the conjecture that there is no APN permutation of Fo» when n is even. In
this context, and using our characterization, we prove that there is no APN permutation
whose component functions are plateaued (Corollary Bland Theorem Bl). We also give a new
characterization of APN power functions on Fo» when n is even and an upper bound on
their nonlinearity (Theorem H). The last section is devoted to quadratic APN functions.

It is well-known that the power functions of the form z2 1 over Fo» with ged(k,n) = 1

RR n° 5774



4 Berger, Canteaut, Charpin and Laigle-Chapuy

are APN. But, the classification of quadratic APN functions which are not equivalent to
the previous power functions is still an open problem. Here, we exhibit a whole subclass of
quadratic functions which does not contain any APN functions. This result gives us more
information about the form of quadratic APN functions (Proposition [).

2 Definitions and basic properties

In this section, we introduce notation and some basic properties which will be used in all
the paper. The next definition is general and then suitable for Boolean functions. Actually,
in this paper, we treat the cases m = n and m = 1 only.

Definition 1 Let n and m be two nonzero integers. Let F' be a function from F3 into F3.
For any a € F}, the derivative of F' with respect to a is the function D, F from FY into F5'
defined by

D,F(x)=F(z+a)+ F(z), Ve € F} .

If D,F is constant then a is said to be a linear structure of F'.
The resistance to differential cryptanalysis is related to the following quantities.
Definition 2 Let F be a function from Fy into F3. For any a and b in Fy, we denote
5(a,b) = #{x € Fy, D,F(x) = b} ,
where #F is the cardinality of any set E. Then, we have

= >
5(F) a?&g)l%gl?g 0(a,b) > 2

and the functions for which equality holds are said to be almost perfect nonlinear (APN).
The APN property can be equivalently defined as follows.

Proposition 1 Let F be any function on F4. Then, F is almost perfect nonlinear (APN)
if and only if, for any nonzero a € FY, the set {D,F(z),z € F3} has cardinality 2" *.

From now on, we identify the vector space F§ with the finite field with 2" elements, Fon.
Any function F from F% into F% can then be expressed as a polynomial in Fan[z]. Recall
that the degree of F' is the maximal Hamming weight of its exponents:

2" -1
deg (Z /\i:vi> =max { wt(i) | \; #0 },
i=0

where \; € Fa» and the weight is calculated on the 2-ary expansion of i. We denote by Tr
the trace function on Fon, ice., Tr(3) = B+ B2 +--- + 52" .

The function F' can also be represented by n Boolean functions of n variables, its Boolean
coordinates. Note that the coordinates are sometimes called the components of F', but it is
more convenient for our purpose to use the following definition, like in [24].

INRIA



Almost Perfect Nonlinear functions 5

Definition 3 Let F' be a function from Faon into Fon. The linear combinations of the
coordinates of F' are the Boolean functions

f)\ T e an — r_[‘I‘(AF‘(SC))7 A E an,
where [y is the null function. The functions f) are called the components of F'.

We denote by B,, the set of Boolean functions on Fa.. In our context, the linear functions
of B,, are the functions ¢, defined by

Yo : T € Fon — Tr(azx) ,a € Fi,. (1)

The following notation will be extensively used in the paper. For any f € B,,, we denote by
F(f) the following value related to the Fourier (or Walsh) transform of f:

F(f)y= > (-1)/" =2m—2wt(f) (2)

z€EFon

where wt(f) is the Hamming weight of f, i.e., the number of € F} such that f(z) = 1.
The function f is said to be balanced if and only if F(f) = 0 or, equivalently, wt(f) = 2"~ 1.

Definition 4 The Walsh spectrum of f € B,, is the multisedl
{F(f 4+ ¢a),a € Fan} .

The nonlinearity of f is its Hamming distance to the set of all affine functions. It is given
by
1
2" — —L(f) where L(f) = max |F(f+ va) -
2 a€Fan
The lowest possible value for £(f) is 27 and this bound is achieved for bent functions.

Definition 5 [28, [fl] Let f € B,. The function f is said to be plateaued if its Walsh
coefficients take at most three values, namely 0, =L(f). Then, L(f) = 2° with s > n/2.

If s = n/2 (and n even) then f is said to be bent and its Walsh coefficients take two
values only, namely +2% . Moreover, f is said plateaued optimal if s = (n +1)/2 for odd n
and s = (n+2)/2 for even n.

These functions belong to a particular class of Boolean functions, which notably includes all
quadratic functions and, more generally, partially bentH functions.

The nonlinearity of a function F' from Fa» into Fa» is now defined by means of the
nonlinearities of its components.

1 A multiset is a set with repetition allowed. Thus the Walsh spectrum includes each value with the
number of times it occurs.
2 These functions were introduced in [I0]; they can be seen as a generalization of quadratic functions.

RR n° 5774
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Definition 6 Let F' be a function from Fan into Fan with components fx, A € F5... The
nonlinearity of F' is the minimal value of the nonlinearities of the fx. It is equal to

1 A(F)
__on—1 _ _Z =
N(F)=2 5 where A(F) )\rélls%gi L(fr)-
The nonlinearity of F' is a measure of its vulnerability to linear attacks. The functions that
have maximal nonlinearity are called AB functions. They exist for odd n only.

Definition 7 [I9] Let F' be a function from Fan into Faon with components fx, A € Fan.
Then,

+1

AF) >2"7 .
The functions F which satisfy

AF)=2"
are said to be almost bent (AB). They exist when n is odd only. Moreover, if F is almost
bent, then for any a € Fan and for any nonzero \

{F(Fr+ @), A€ Fhu,a € Fau} = {0,£2°F}, 3)
i.e., all fx, X\ # 0, are plateaued optimal.

Remark 1 Let F' be a function from Fa. into Fan. Studying the APN property and the
AB property (for odd n) is equivalent to studying the weights of an associated code Cr and
of its dual C# (see an extensive study in [I1]).

The Walsh spectrum of a Boolean function and its derivatives are related by the so-called
sum-of-square indicator introduced in [28] and extensively studied in [6, [7] and [29]. The
proof of the following theorem can be found in [6] and [29].

Definition 8 The sum-of-square indicator of f € B,, is defined by:

v(f) = Z FADof)=27" Z FHf + pa) -

a€Fon a€Fon

Theorem 1 Any f € B, satisfies v(f) < 2"L2(f). FEquality occurs if and only if f is
plateaued, that is

L(f)=2° and v(f)=2""2 <s<n. (4)

2
3 On APN functions

A necessary condition for a function F' over Fan to be APN was provided by Nyberg in [24].
This condition involves the derivatives of the components of F'. In this section, we prove that
this condition is also a sufficient condition and derive another characterization by means of
the sum-of-square indicators of the components of F. We further discuss some conjectures.
We notably apply our characterization to achieve some new results on plateaued functions.

INRIA
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3.1 Characterizations of APN functions

The next theorem is mainly due to Nyberg [24]. We complete it only, providing a full
characterization of APN functions by means of the derivatives of their component functions.

Theorem 2 Let F be a function from Fon into Fon and let f), A\ € Fon denote its compo-
nents. Then, for any nonzero a € Fon:

> FADafy) = 22 (5)

AEF2n

Moreover, F' is APN if and only if for oll nonzero a € Fan:

> FADafr) =22 (6)
AeFgn
Proof. We have :
> FADafn) = 3 (—1) TE O @)+ F @) +F (yta) +F ()
AeFon A\z,y €EFan

= 2"#{ (z,y) €F3 | F(x+a)+ F(z) = F(y+a)+ F(y) }
22" 1 2" #{ (2,y) | DaF(x) = DoF(y), v 2y and y £z +a }

Thus @) is immediately deduced with equality if and only if F' is APN (see Definition B). ¢

The previous theorem is more efficient for proving that F' is not APN. For instance, if F' is
such that D, f\ and D, fy are constant, for A # )\ # 0 and for some a, then the sum in (@)
equals at least 22772 ; so F' is not APN. This argument was widely used for proving more
general results [24]. Conversely, the sufficient condition induced by Theorem B leads to a
better understanding of the properties of APN functions, as indicated in the next example.

Example 1 Let F be a polynomial of degree 3 on Fa., where n is even. Thus, any compo-
nent of F' has degree at most 3. Any component fy, A # 0, has all its derivatives of degree
at most 2 (fy is the null function). This implies that for all A and for all a, we have

F(Duofr) =0 (mod 2("+2)/2),

a congruence which is satisfied by any quadratic non-bent function. Suppose that for any
a, | F(Dafy)| equals 2(7+2)/2 for exactly 272 values of A and equals 0 for the others. Then,
by applying Theorem [, F' is APN. Is it possible to construct such a function F'?

It follows from the previous theorem that the APN property is related to the values of the
sum-of-square indicators, v(fy), of the components of F.

RR n° 5774
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Corollary 1 Let F' be a function from Faon into Fan with components fx, A € F5... Then

S vz @0 -2 ™)

AEF},

Moreover, F' is APN if and only if
S u(f) = (20— 1)22L (®)

AEFZ,
Consequently, if v(fy) = 22"+ for all nonzero \, then F is APN.

Proof. Set A=3,cp: YrcF,n F2(Dafy). According to (), we have A > 22n+1(27 — 1),
Since F2(Dofy) = F2(Dqafo) = 22" for any a and for any )\, then

Yo DY P = Y Y FADaf) = Y v
aEF;n AEF2n )\EF;n a€Fan )\EF;TL
Thus A = E/\ngn v(fy), implying [@). Now, if F' is APN then F satisfies (@) and we get
A =22"+t1(2" —1). Conversely, assume that A = 22"+1(2" — 1). Since for any a

Z fQ(Daf)\> 2 22714»17
AeFon

these inequalities must be equalities. Then F' is APN. The last statement is immediately
deduced. o

Example 2 When F is the inverse function x — 22" 2 over Faon, it is well-known that F is
APN for odd n et not APN for even n. The v(fy) are calculated in [IJ)]. As an illustration

of our purpose we recall these values:

e Letn be odd. Thus A(F) =max { k=0 (mod 4) | k <2"/2+1 } and, for all X # 0,
v(fr) = 22"

e Let n be even. Thus A(F) = 2"+2/2 and, for all X # 0, v(fy) = 2271 4 2n+3,

It appears from Corollary [[lthat the APN property only depends on the extended Walsh
spectrum of F', i.e., on the multiset

W(F) ={|F(fx+¢a)l, A€ Fn, a € Fan} .

Note that W(F') consists of all values taken by |F(fx + ¢q)| and the number of times they
occur. In other words, if F' is APN, any function F’ such that W(F') = W(F) is APN too.
Indeed, F is APN if and only if the v(f)) satisfy [§). But the values v(f\) are obtained by
means of the values of the set W(F') (see Definition B).

There are only a few extended Walsh spectra which are known to correspond to APN
functions. When n is odd, three APN extended Walsh spectra are known

INRIA
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e W(2?) whose elements lie in {0, 2" }. It is the Walsh spectrum of all AB function;

e W(x?"~2) whose elements take all values k = 0 mod 4 such that 0 < k < 23+1;

o W(a2* 2 +2%42°~1) for n = 5g [I6], which differs from both previous spectra since
it contains a value which is not divisible by 229%1, but all its elements are divisible
by 4 (see Prop. 5.3 and 7.13 in [9]). For instance, for n = 15 (i.e., for ¢ = 3), the
values in W(z2"/+2*+2%427~1Y gare 0,229, 3. 229 22042 5.229 9. 929,

When n is even, only two APN extended Walsh spectra are known:
e W(2%) whose elements lie in {0,2%,2% 71}

o W(g2 224271y for n — g [6], which differs from the previous one because it
does not have the same divisibility as previously mentioned.

It is worth noticing that two functions F’ and G with different Walsh spectra may nevertheless
be such that their components have the same sum-of-square indicators. For instance, when
n is odd, all known APN functions on Fy» are such that their components fy satisfy v(f)) =
22n+1 for all A # 0. Conversely, two functions with the same extended Walsh spectrum may
be such that the sets {v(f), A € Fi.} and {v(gx), A € F3.} are different, as we will see in
Example Bl

Open Problem 1 Find an APN function on Fan, n odd, such that v(fy) # 22"+ for some
nonzero \ € Fi...

Corollary [ enables us to characterize APN functions when the corresponding sum-of-
square indicators v(fy) take their values in a particular set. Such a situation occurs for
instance when all the fy, A # 0, are plateaued functions, as pointed out in Corollaries
and When n is odd, the situation is well-known. To be clear, we summarize it in the
next corollary and give as proof a short explanation. The even case, which we treat in
Corollary B is more interesting since we generalize the result of Nyberg [24, Theorem 10].

Corollary 2 Let n be odd and let F' be a function from Fan into Fon with components fy,
A € F5.. Then, the following statements are equivalent:

(i) F is APN and all fx, A € F5. are plateaued;

(ii) all £, X € F3.., are plateaued and satisfy v(fy) = 22"+1;

(iii) F is AB.

Proof. If f, is plateaued, then we have v(f\) = 272 with 2s > n + 1 (see Theorem [I]).
If Fis APN, then Relation () is satisfied with v(f)) > 227*! for all ), implying (ii). We

deduce from Corollary [l that (ii) implies that F' is APN. The equivalence between (ii) and
(iii) is mentioned in Definition [l o

RR n° 5774
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Corollary 3 Let n be even and let ' be a function from Fan into Fon such that all fy,
A € F3., are plateaued. Let B be the number of f\ which are bent. Then we have:

(i) If B=0 then F is not APN;

(ii) If F is APN, then B > 2- (2" — 1)/3 with equality if and only if A(F) = 2("+2)/2,
Conversely, if B=2-(2" —1)/3 and A(F) = 2("+2/2 then F is APN.

(iii) If F is APN then it is not a permutation. Moreover, there is no permutation of the
form F + L where L is a linear function on Fan.

Proof.

(i) Assume that there is no A # 0 such that f\ is bent. Since n is even, we then have
v(fy) > 22"*2 for all A\ which contradicts (§). Thus F' is not APN.

(ii) Suppose now that F is APN. Thus (§) holds implying that for some A we must have
v(fy) =22, i.e. f\ is bent. More precisely:

Z V(fA) = (271 — 1)22n+1 = 322" + N22n+2
AEF3,

and B+ N > 2" — 1. We must have B = 2(2" — 1) — 4N with —-N < B — (2" —1).
Hence B < 4B — 2(2™ — 1) which leads to B > 2 - (2" — 1)/3 with equality if and
only if N = (2" —1)/3. It is equivalent to saying that any non bent component f)
satisfies v/(fy) = 22"*2 and L(f\) = 2(»*2)/2 (since it is plateaued). Tt implies that
A(F) = 2(*+2)/2_ Conversely, assume that B = 2- (2" —1)/3 and A(F) = 2(»+2)/2,
Thus, the (2" — 1)/3 non bent components satisfies v(f)) = 22"*2 and (&) holds.

(iii) The functions f) which are bent cannot be balanced. If F is APN then there exists
A such that f) is bent. Thus, F' cannot be a permutation. Moreover, for any linear
function L, the component (F'+ L), is equal to f+ ¢ for some linear Boolean function
. Therefore, it is bent, implying that F' + L is not a permutation.

&

Example 3 There exist APN functions as characterized in the previous corollary. The most
famous one is F : x — 2% where fy is bent if and only if A # a for all @ € Fa». Note that
x +— 2% is APN for any n; it is AB for odd n.

Example 4 Let us consider an APN function F' on Fo» such that all its components fy,
A € F5.., are plateaued. When n is odd, Corollary B implies that, for any function G which
has the same extended Walsh spectrum as F', all components gx, A € F3,, are plateaued
optimal. For instance, the function

Gix—a? ™ (2 +2)Tr(@® T 42), 1<i< %,gcd(z}n) =1

INRIA
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defined in [5] is CCZ-equivalent to = — z2 +1. Therefore, G is AB, implying that, for any
A # 0, we have v(g)) = 2271,
When n is even, the situation is completely different. For instance, the APN function
defined in [5]:
Giom a4 (2% 4o+ 1)Tr> ), 1<i< gngd(l}n) =1

has the same Walsh spectrum as x3. But, it does not imply that all its components are

plateaued. For instance, for n = 6 and i = 1, v(gy), A # 0, takes 30 times the value
212 24 times the value 2'3 4+ 2! and 9 times the value 2'*. Obviously, the g\ for which
v(gy) = 2% + 2! are not plateaued.

The previous example points out that the APN property may lead to different sets {v(fx), A €
F3. } whereas only one configuration is known in the odd case. A natural question is to de-
termine whether the configuration that appears in the odd case may also occur when n is
even.

Open Problem 2 Does there exist an APN function F of Fan, n even, such that v(f)) =
227+ for all A € F5,, ?
3.2 APN permutations

The existence of APN permutations of an even number of variables is a major open problem,
especially for the design of block ciphers since practical cryptosystems act on an even number
of variables due to implementation constraints. In this subsection, we discuss this open
problem.

Open Problem 3 Let F' be a permutation on Fon, n even. Is it possible for F' to be APN?
We will first review what is known about this problem.

Theorem 3 Let F be any permutation on Fan, n = 2t.

(o) If n =4 then F cannot be APN.

(i) If F € F4[z] then F is not APN.

(ii) If F € Fy:[z] then F is not APN.

(iii) If F is such that all its components fx, A\ € F3.., are plateaued then F cannot be APN.

Proof. (o) was proved using a computer, for instance in [20]. (i) is easy to prove, since if
F € Fyz] then F(F4) = F4. Thus, with F4 = {0,1, 3, 8+ 1}, we obtain:

FO)+FQ1)+F(B)+F(B+1)=0.

(ii) was proved by Hou [20].
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The following result was proved by Nyberg in [23]: Let n be even. If any permutation

F is such that all its components fx, A\ € F5,., are partially bent then F cannot be APN;

in particular there is no quadratic APN permutation of Fon. Partially bent functions are a

kind of plateaued functions which have linear structures and the proof of Nyberg fruitfully

used the necessary condition given by Theorem I Our Corollary Bl generalizes this result,
proving (iii).

o

Now, we show that APN permutations are completely characterized by the derivatives of
their components. Recall that F' is a permutation on Fa» if and only if all its components
fr, A € F3, are balanced. It is well-known that this is equivalent to

> F(Dafr)=-2", VA€ F5. 9)
a€F%,
We can also use another characterization which leads to the following result.

Proposition 2 Let F be a function from Fan into For with components fr, A € F5.. Then
F is a permutation if and only if, for all a € F3., we have

Z f(DafA) - =
AEF},
Consequently F' is an APN permutation if and only if, for any a € F3.,
> F(Duf)=-2"and Y F’(Dafr)=2"".

AEF; AeF}

2n an

Proof.

Z f(Daf)\) _ Z Z Tr(\(F(z)+F(z+a)))

)\EF;n )\EF2n x€Fon

Z Z Tr(\(F(2)+F(z+a)))

zEFon AEF*

2n

The last sum is clearly equal to —2™ if and only if F(z) + F(x + a) # 0 for all z and for
all @ # 0. This means that F' is a permutation. The last statement of the proposition is
oviously deduced, by using Theorem o

3.3 APN power functions

More results on the APN property are known when we focus on the family of power functions,
i.e., F': 2 +— x¢ over Fon. For instance, if there is h which divides n and d = k(2" — 1) + 2"
for some k and r then F is not APN |15, [I1]. Also if F' is APN then ged(d, 2™ — 1) is known.
We present this last result, indicated by Hans Dobbertin, in a more general context.
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Proposition 3 Let r be a divisor of n. Let F be any function on Fon. Assume that
F € Forlz]. If F satisfies for some a € Far:

F(y)—'_F(y—’_a):ﬁ? 5€F27‘7

for some y such that y & For and y* +y+a # 0, then F is not APN.
Consequently, if F is APN with F(x) = z%, then gecd(d,2" — 1) = 1 for odd n and
gcd(d,2™ — 1) = 3 for even n.

Proof. Since F lies in Far[z] then the polynomial G(z) = F(x) 4+ F(z + a) is in Far[2] too.
Let y € For such that the hypotheses are satisfied. Thus

(GW)* =B=FE" )+ Fy* +a)=F(y) + Fly+a)
where y?" ¢ {y,y + a}. According to Definition B, F cannot be APN.

Let F(z) = 2¢ and set s = ged(d, 2" — 1). Note that such a polynomial F is in Fa[x].
Notably, it cannot be an APN permutation for even n. Assume that s > 1. Hence there is
y € Fo such that y? = 1. Observe that z — (x + 1)/z is a bijection on Fa. \ {0,1} and set
y = (z+1)/z. Then we get

=1, e (z+1)4+27=0.

So, we have z ¢ Fy such that F(z) + F(z+ 1) = 0. When n is odd, it is impossible to have
22+ 2+41=0. So, if F is APN, the hypothesis s > 1 leads to a contradiction (according to
the first part of the proposition). We then conclude that s = 1 for odd n.

Assume now that n is even and F is APN. This is possible only if 22 + z 4+ 1 = 0, that is
2z € Fy (soy € Fy). Then, in this case, y? = 1 implies y € F4. We conclude that s = 3, since
s > 3 would lead to a contradiction (y? = 1 for a subgroup larger than F7). This completes
the proof. o

The fact that, for power functions, the APN property has a deeper relationship with the
Walsh spectrum of the function is due to the following result.

Proposition 4 Let F be any function on Faon of the form x — x%. Let fy denote the

components of F. Set s = ged(d, 2™ — 1) and 2" — 1 = us. Let a be a primitive element of
Fon. Then F(Dyfr) = F(D1frge) for all a, A € F3,..

Moreover,
u—1
v(fa) =2+ 5> F*(Difrqu).
i=0
and
1 s—1
> D) = - Do vlfar) -
AEF2n 7=0
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14 Berger, Canteaut, Charpin and Laigle-Chapuy

Proof. We have, for any nonzero a:

F(Dafs) = 3 (-1 HOCTEED)
z€EFon
- Z (—1) TrQa” ()" +(E+1D)
z€EFon
_ Z (_I)T‘I‘()\ad(yd+(y+1)d)) — f(le)\ad)a

yEFan

by replacing y = xz/a. Now,

v(i) = > FX(Dafr)
a€Fon
2" —2
= 22 + Z fQ(lekaid)
=0
u—1
= 24 2.7:2(D1f)\aid)
=0
u—1
= 2" 45> F(Difras) (10)
=0

since a¥%d =1 for 1 < v < s — 1. Moreover, for any a € F3,, we have

Y. FDufr) = Y FDifras)
AEFS, AEFS,
s—lu—1
= ZZ]:2(leaiajs) )
i=0 j—0

where the last equation is obtained by writing A = o*7° and a? = o**. We then deduce
from (I0) that

|
—

S

1
Z F3(Dofr) = 3 (v(fas) —2°") .
\eF3, Jj=0
The result now comes from the fact that F2(D,f\) = 22" for A = 0. o

Now, the situation when n is odd is quite clear as pointed out in the following proposition.
Note that this proposition includes all APN power functions since any APN power function
is a permutation when n is odd.
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Proposition 5 Let F' be any function on Fan of the form x — x¢. Let f\ denote the
components of F'. Assume that gcd(d,2™ — 1) = 1. Then the v(fx), A € Fin, are equal and

v(fi)= Y FXDifr).

AEFon
Moreover these statements, which are possible for odd n only, are equivalent:
(i) F is an APN permutation;
(i) v(fr) =22 for some \;
(i) Yyep,. FA(D1fr) = 22"+

Proof. According to the previous proposition, we have for any A:

2" —2
v(fa) =2+ > FA(Difraia) = Y FX(Difu),
=0 HeEFon

since s = 1 and x — 2 is a permutation on Fy.. The second statement is directly deduced

from Theorem [ Recall that F' cannot be APN for even n (see Theorem Bl (iii)). o

The fact that ' APN, with F(z) = ¢ over Fan (n odd), implies that v(Tr(z?)) = 2271
when ged(d, 2" — 1) = 1, was proved by Helleseth [I8] in another context (see also [§]).

Here again, the situation is very different when n is even as pointed out in the following
theorem. Recall that A(F) is defined by Definition [l Note that it is conjectured that A(F')
cannot be less than 2("+2)/2 for even n. We prove here that this is true for APN power
functions.

Theorem 4 Let n = 2t be an even integer and let F' be any function on Fon of the form
x — 2. Let f\ denote the components of F. Then, I is APN if and only if

v(fi) +2v(fo) =3 22"

where « is a primitive element of Fan.
Moreover, if F' is APN, then it satisfies

()R if e {af, w € F3)
F(fa) = { (—1)t2! ifAg (2% z e F;} :

implying that .
A(F) > 21

i.e., the nonlinearity of such F satisfies N'(F) < 2"~1 — 2t
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Proof. Assume that ged(d, 2" — 1) = 3. Thus, from Proposition B, we have for any a:

3 F(Dafr) = v(fr) +2v(fa),

AEFan

where « is a primitive element of Fa.. This comes from the fact that v(f.) = v(f.2) because
both functions are linearly equivalent.

Recall that if F' : x — z? is APN, we have ged(d, 2" — 1) = 3 (see Proposition B). Hence,
according to Theorem B, F' is APN if and only if

v(fi) +2v(fa) = 3- 227

Let gx, A € Fyn, denote the components of G : x — 2% over Fon. If F : 2+ 2¢ is APN then
d= 3"k, r >0, with ged(d,2™ — 1) = 3. Thus we have :

F(h) = 3y

zEFon

— Z (1) TrOw™)

yEFan

= 2 ()N = F ).

z€Fon

This is because = +— z? is 3-to-1 from Fj. to the set { z® | 2 € Fa. }, since u? = v? if and

only if (u/v)® = 1, that is u = v3 where 3 € Fj.
Now we have F(f\) = F(gx) with gx(z) = Tr(A\z3). The values of F(g,) were determined
by Carlitz [12, Theorem 1]:
(_1)t+12t+1

f(g)\) = { (_1)t2t )
according as A is or is not a cube in F3,,. We deduce that

F(fr)=-2"" and F(fa) =2";

for even ¢ and
F(fr) =2""" and F(fa) = —2°

for odd t. Moreover, we have for any ¢ :
A(F) > |F(fr)l =21
o

Recall that for odd n, it is well-known that A(F) > 2("+1)/2 for any function F' on Fan
whose image has dimension n. The next conjecture comes naturally from the previous result.

Conjecture 1 Let F be any function on Fon where n = 2t. If F is APN then A(F) > 2t+1.
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Example 5 For APN power functions over Fa», n even, two different situations are known.
o For Gold exponents, d = 2° + 1, ged(i,n) = 1, 1 <i < 2, we have
v(f1) = 2% and v(f,) = 2%" .

This corresponds to the situation described in Corollary Bl These functions achieve
the highest possible nonlinearity for an APN power function as shown in the previous
theorem.

e For Dobbertin’s exponent, d = 249 + 239 + 229 4 29 — 1 when n = 5g, we have for
n € {10,20}

v(fi) =227t 4 2n 29t (220 4 929 — 1) and v(fq) = 27" — 27129 (229 429 — 1) |

Here, we have A(F) > 23+,

3.4 Functions with §(F) > 4
We previously focused on APN functions, i.e., the functions for which §(F) = 2 with

I(F) = a?&g}%é(l?g #{x € F, D, F(x) = b}.

Now, we point out that some results on the sum-of-square indicators of the components of
F can be derived from Nyberg’s result [24], when §(F) > 4.

Proposition 6 Let I’ be a function from Fan into Fan with components fx, A € F5.. Then,
there exists a € F3. such that

> FADafr) = 22 4 2"6(F)(8(F) - 2) .
A€Fn

Proof. We use the same notation as in Definition ] Let a € F5. be such that there exists
b € Fon with d(a,b) = §(F). Let A; denote the number of b € Fgn such that 6(a,bd) = i.
Recall the following formula due to Nyberg [24]: for any a € F3,

> FDafy)=2" Y 6*(ab) .

AeFon beFon
We deduce that
S(F)—2
27" N FADufr) = S(F)?Asry+ Y 024 (11)
AEF2n =2
S(F)—2
> O(F)Asry+2 Y id;,
i=2
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18 Berger, Canteaut, Charpin and Laigle-Chapuy

with equality if and only if d(a,b) € {0(F), 2,0} for all b € Fan. Moreover, we have

S(F)—2
D i =2" = 5(F)As(r - (12)
i=2
Thus,
> FADafr) =22 4 2"5(F)(5(F) - 2)
AEFn
with equality if and only if A5y =1 and A; =0 for all 4 <i < §(F) — 2. o

Corollary 4 Let F be a power permutation on Fon, n even, i.e., F(x) = % with ged(d, 2" —
1) = 1. Let fx denote the components of f. Then, all v(fy), A € F3., are equal and satisfy

y(fy) > 2201 4 gnts
Moreover, if equality holds, then 6(F) = 4.
Proof. When F is a power permutation, we have from Proposition Bl that, for all A € F3,.,
v(fa)= Y FADif) .
HEF2n
Moreover, we know from Proposition Bl that, for any a € F3,,
Y FAD = Y FADS)

neFon uEFn
From the previous proposition, we deduce that, for all A € F3,,

v(f2) 2 2+ 2"6(F) (8(F) - 2)
When n is even, F' cannot be APN, i.e., §(F) > 4. Thus, it implies that

v(fa) > 22"+ 273 for all A € F}. . (13)

Conversely, any power permutation which satisfies ([3) with equality is such that §(F) = 4.
Indeed, we clearly have that §(F") > 4 from Corollary [l Moreover, for §(F') > 6, we would
have
v(fy) > 2%t £3.2"3 for all A € F}, .
©

. . . n __ . . .
Example 6 When n is even, the inverse function F : x — 22" 2 over Fgn, which is used in

the AES S-boxes, satisfies
v(fy) = 22" 1273 for all A € F}.

(see Example B)). Then, the sum-of-square indicators of its components achieve the lowest
possible value for a power permutation of Fo» when n is even.
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Since it is still unknown whether APN permutations of Faon exist when n is even, the use
of permutations F' with 6(F) = 4 is suitable in cryptographic applications. When F is not
a power function, the values

Y FADafr)

AEFon

may differ when a varies. We know from (1) and ([I2) that any function F with §(F) = 4
satisfies
> FADafr) = 22 427 Au(a)
AEFan

where A4(a) is the number of b € Fan such that d(a,b) = 4. Therefore, we have

> w(f) = (2" — 127 4 A2t (14)

AEF},

where A = ZaeF;n Ay(a). Note that, if the sum-of-square indicators are such that () is
satisfied for A € {1,2}, then 6(F) = 4. Indeed, 6(F) = 2 implies that

ST () = (@0 -2t

AEF},

from Corollary[ll Moreover, if 6(F') > 6, we deduce from Proposition [l and Theorem B that

dovlhy) = Y Y FADafr)

AEF, a€F3, \eFan
2 (277, _ 1)22n+1 + 3 . 2n+3 .

The case A = 2™ —1 in ([I4) is achieved by the inverse function which is such that A4(a) =1
for any nonzero a. However, we can wonder whether some functions F' with §(F) = 4 achieve
a lower value for A. Thus, the following open problem arises.

Open Problem 4 Find a permutation F' on Fan, n even, with components fx, A € F5..,
such that §(F) = 4 and

> v(fa) = (2" = 1)227 4 A9ntS

AEFL,

for some integer A < 2™ — 1.

4 Quadratic APN functions

An infinite class of quadratic APN functions, which are not equivalent to any power function,
was characterized very recently (see [4] and [I7]). This disproves a conjecture on APN
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functions of degree 2, saying that such functions are equivalent to the power functions
x — 22"t over Fyn with ged(k,n) = 1 and 1 < k < n/2. Here, we contribute to the
classification of APN quadratic functions. We prove that there are no APN quadratic
functions on Fa» of the form

n—1
F(z) = Z cix® Tt ¢; € Fan, (15)
i=1

except the previously mentioned power functions. We will use the Hermite’s criterion. A
proof of the next theorem can be found in [22, Theorem 7.4].

Theorem 5 [Hermite’s criterion| Let F,; be any finite field of characteristic p. Then a poly-
nomial P € Fy[z] is a permutation polynomial of ¥y if and only if both following conditions
hold:

(i) P has exactly one root in Fy;

(ii) for each integer t with 1 < t < q¢ — 1 such that t # 0 (mod p), the degree of P(x)*
(mod x? — x) is less than or equal to ¢ — 2.

In order to specify our purpose, we first discuss some open problems.

4.1 Some open problems

Let F' be a quadratic function on Fan. Then, for any a, the function D, F is affine or
constant. Thus, it is obviously deduced from Proposition [Tk

Corollary 5 Any quadratic function F' on Fan is APN if and only if for all non zero a, the
set {DoF(x),z € F§} is a flat of codimension 1.

Recall that when n is odd then any quadratic function F'is APN if and only if it is AB, that
is all coordinate functions of F' are plateaued optimal. Note that we proved this property
for non quadratic functions by Corollary

More generally, Bending et al. introduced crooked functions in [1I, 27]. Such a function F’
is defined on F2» with n odd and is such that for all non zero a, the set {D,F(z),z € F}}
is an affine hyperplane. Crooked functions are AB and the only known crooked functions
are quadratic.

Open Problem 5 Construct crooked functions which are not quadratic.

Another problem is about the characterization of APN quadratic functions which are not
affinely equivalent to a power function. Note that in [5], Budaghyan, Carlet and Pott exhibit
the first known APN functions which are not affinely equivalent to a power function, but
these are of degree greater than 2. The first class of APN quadratic functions, not equivalent
to a power function, was recently exhibited in [4] and [I7]. It is composed of binomials of
Clearly, the classification of APN quadratic functions is not yet achieved. Fan[z] with n = 3k
and ged(3,k) = 1.
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Open Problem 6 Find new classes of APN quadratic functions. Notably, prove that there
are APN quadratic functions which are not equivalent to a power function for n # 3k, where
gcd(3,k) = 1.

In the next section, we prove that the class of quadratic functions defined by (&) is APN
only when it is an APN power function. Notably, our next Theorem [ has the following
consequence.

Proposition 7 Let F' be any quadratic function which is not a power function. Then if F
is APN its expression contains at least one term of the form cx® t2', c € F5,., where i > 0
and j > 0.

4.2 On a class of quadratic functions

Note that (I3 is not the general expression of quadratic functions on Fan since it does not
include any term of the form 2> 2, with i, j > 0. On the other hand, note that if F'is APN
then F'+ L is APN too, where L is any affine polynomial. We first prove a useful lemma in
order to characterize the APN property for the class of quadratic functions defined by (IH).

Lemma 1 Let H be a polynomial on Fan such that H(0) = 0 and satisfying:
Va, Vb a#2b#0, H(a)# H(b), (16)
and H(e) = 0 for a unique e # 0. Then the degree of H is exactly 2" — 1.

Proof. Since H(0) = H(e) = 0, then H is not a permutation. The image of H, i.e., the set
I = {H(z)|z € Fan}, contains exactly 2" — 1 elements, including 0, which appears twice.
Thus there is only one nonzero element, say 5 € F3,., which is not in I. Let us define the
polynomial P on Fa» by

H(z) forx#e

g forx=ce

P) = {

Then the image of P has cardinality 2", meaning that P is a permutation. Now we are
going to express the polynomial W = H + P. Note that, from the definition of P, W(z) =0
unless © = e and W(e) = P(e) = . We claim that the unique representation of W modulo
22" 4z is:

W(z) =g ((:c +e)? 4 1) .
This is simply because the right-hand polynomial above has degree 2" — 1 and is equal to
W for each x. Thus we proved that

P(z) = H(z) + ((:c re)? g 1) .

Since P is a permutation, its degree is at most 2" — 2 (from Theorem H). This implies that
H must have the term 322" ~1; its degree is 2" — 1. o
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Proposition 8 Let F be defined by (IH). Then, F is APN if and only if the polynomial
Q:x— F(x)/2?, ie.,

n—1 )
Qz) = Z e 1 (17)

is a permutation polynomial on Fon.

Proof. For any a € F3.., we have

n—1

D,F(x) = Z ¢i (J:Qia + za2i) + F(a) .

=1

<.

Then, the set {D,F(x),r € F4} has cardinality 2"~! if and only if the affine polynomial
D, F has a kernel of dimension 1, i.e.,
n—1 ) )
Z ¢ (xya + xan) #0 for all z ¢ {0,a} ,
i=1
or equivalently (by dividing by za the polynomial above):
n—1 ) n—1
Z cix? T £ Z a®> 1 for all z ¢ {0,a}.
i=1 i=1
Thatis Q(z) # Q(a) for all x & {0, a} . Therefore, F is APN if and only if for any two distinct
a and b in F3., Q(a) # Q(b). Moreover, if there exists a # 0 such that Q(a) = Q(0) = 0,
this element a is unique. In this case, we know from Lemma [ that @) has degree 2™ — 1,
which is impossible. Therefore, the previous condition is equivalent to the fact that Q is a
permutation polynomial. o

Now, using Hermite’s criterion, one completely characterizes the permutation polynomi-
als of the form ([[T). This was actually proved by Payne [26] in another context, the general
problem of the complete determination of all ovoids in the projective plane PG(2,2°) (see
also [T9, Lemma 8.40] and a generalization in [21I]). We give here a detailed proof in our
context. Our proof requires the following technical lemma.

Lemma 2 Let n and p be two positive integers with p < n — 1 and let (uo,...,u,) and
(ag,...,a,) be two words of length ;1 + 1 with components in the range [1,n — 1], such that
all u; are distinct. Let u and v be the integers defined by

1% 1
U= Z 2% and v = Z 20itui
i=0 i=0
Then,
7" =271 (mod 2*" + ) in Faonlz] ,

if and only if
{a; +u; (mod n), i €[0,u]} ={u; i €[0,pu]} .
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Proof. Since v > u, the congruence 2~ = 22" ! (mod z?" + ) is equivalent to
' =2" (mod ¥ + ).

But, we have
n

aj+u; (mod n) , n
x EH$2 o =2 (mod z? + )
i=0

where v/ = Y F_ 20:+us (mod n) - Therefore, 2V = 2* if and only if both sets
{a; +u; (mod n), i€ [0,u]} and {u;, i € [0, u]}

are equal. Indeed, both sets have the same cardinality, otherwise the congruence v = g
does not hold. S

By applying the previous lemma with p = 1, we deduce a first necessary condition for a
polynomial @ of the form ([I) to be a permutation polynomial.

Proposition 9 Let
n—1
Q(r) = Z cix® 1 ¢ € Fon .
i=1

If Q is a permutation polynomial on Fan, then for all k, 0 < k < n, at least one element in
the pair (ci,cn—1) is zero.

Proof. We use Hermite’s criterion (Theorem ) with t = 2¥ + 1, k € [1,n — 1]. We have
. n—1ln—1 . - ] .
Q2+ (z) = chzz o Y21
i=1 j=1
Let m, ;(z) = 2% +2'=2°~1_ The monomial m; ; has degree 2" — 1 if and only if

itk L oi ok n_ n
p? I = 92" (mod 22" + 1) .

Now, we use Lemma B with u = 1, (ug,u1) = (0,k) and (ag,a1) = (4,4), i-e., u = 28 +1
and v = 27 + 2% We deduce that m; ; has degree 2" — 1 if and only if {0,k} = {j,i + k
(mod n)} . This situation occurs only when i + k = n and j = k. Therefore, the only term

of degree 2" — 1 of Q2" +! has coefficient ¢2"_, c;. It follows that this term vanishes for any
k € [1,n — 1] when Q is a permutation polynomial. o

Now, we can prove the general theorem.
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Theorem 6 A polynomial of Fon[x] of the form

n—1
Qx) = Z chLl, c; € Fon

i=1

cannot be a permutation polynomial unless Q(x) = cx? 1 with ged(k,n) =1 and c € F3,,.
Consequently, a quadratic function F over Fon of the form (@3) is APN if and only if

F(z) = ca®+1 with ged(k,n) = 1 and ¢ € F,..

Proof. Let k € [1,n — 1] be such that ¢, # 0. Let r = n — 1 if ged(k,n) = 1 and
r, = n/ ged(k,n) otherwise. We will prove by induction on yu that

e =0 forall pell,r—1], (18)
where all indices are defined modulo n. From the previous proposition, Equation (&) holds

for p = 1. Now, let u < 7. We assume that c¢_,/,, = 0 for any 1 < z/ < p— 1, and we are
going to prove that ¢, = 0. Let u = Yk 28 (mod n) We have

i
n—1 25:02 ’

r ki okj+i__okj
J J+i_okj
= || C? x2 2

Q"()

oki

M y
J
- Y () mew

a€[l,n—1]r+1 \j=0

where

() = a0 270 =2
W(2) =

and a = (ao,...,au), a; € [1,n — 1]. From Lemma B we deduce that the values of a for
which m, has degree (2" — 1) are those such that

{a+kj (modn),je0,u}={kj (modn),je0,ul}
or equivalently those such that

a; =k(o(j) —j) (mod n), for all j € [0, u
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for some permutation o of [0, 4]. Since the corresponding monomials m, have coefficients
poo
_ 277
be = 1 ot -
§=0
we deduce that the coefficient of the term of degree (2" — 1) in Q" is equal to

b
> b= 3 [l -

oES), TES], j=0

where S;, denotes the group of permutations of [0, x| such that k(o (j) — ) # 0 mod n for all
j- Obviously, for any o € S, we have >/ (0(j) — j) = 0. Since o(j) # j for all j € [0, ],
there exists at least one index j € [0, p] such that o(j) — j < 0. If there exists a j such that
—(u—1) <o(j) —j <0, the corresponding coefficient b, is a multiple of c_j(;_4(;)), Which
vanishes by induction hypothesis. Otherwise, the only j for which o(j) — j < 0 satisfies
o(j) — j < —p. Therefore, o corresponds to the following permutation

J =0
1

2 ... pu—1 p
o(j) = 3

1
2 n 0

Moreover, this permutation o belongs to S, because k(c(j) — j) # Omod n since pu <
n/ ged(k,n). Therefore, the coefficient of degree (2™ — 1) of Q" is

p—1

2kd oku
H Cr C*,U,k .
Jj=0

Since u is even, Hermite’s criterion then implies that c_,; = 0 if Q) is permutation polyno-
mial.
Therefore, we have proved by induction that ¢_,, = 0 for all ;€ [1,r, —1]. Then,

e if ged(n, k) = 1, we have
{_IUJk (mOdn)7/u‘€[17n_2]}:{1v7n_1}\{k}a
implying that Q(z) = cra? ~1;

e if gcd(n,k) = d > 1, we have proved that c_(,_1), = 0 where n = 74 ged(k,n).
Therefore, —k(ri, — 1) = k mod n, implying that ¢, = 0 which is a contradiction.
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5 Conclusion

During this work, our main purpose was to tackle several open problems on APN functions.
Our main results have concern with nonlinearity, APN permutations and quadratic APN
functions. Despite these results, we point out that a number of interesting problems remain
open and that these are difficult problems. Among those open issues, one of the most
important ones from a cryptographic point of view is the existence of APN permutations
depending on an even number of variables. We want to mention also (in the even case)
that our result on the nonlinearity of APN power functions is conjectured to be true for
any power function, for a long time. In the last part of this paper, we emphasize that the
theoretical study of quadratic functions remains of great interest.
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