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Symmetric Boolean Functions

Anne Canteaut and Marion Videau

Abstract—We present an extensive study of symmetric Boolean
functions, especially of their cryptographic properties. Our main
result establishes the link between the periodicity of the simplified
value vector of a symmetric Boolean function and its degree. Be-
sides the reduction of the amount of memory required for repre-
senting a symmetric function, this property has some consequences
from a cryptographic point of view. For instance, it leads to a new
general bound on the order of resiliency of symmetric functions,
which improves Siegenthaler’s bound. The propagation charac-
teristics of these functions are also addressed and the algebraic
normal forms of all their derivatives are given. We finally detail
the characteristics of the symmetric functions of degree at most 7,
for any number of variables. Most notably, we determine all bal-
anced symmetric functions of degree less than or equal to 7.

Index Terms—Boolean functions, correlation immunity, degree,
derivation, propagation criterion, resiliency, symmetric functions.

I. INTRODUCTION

YMMETRIC Boolean functions are characterized by the

fact that their outputs only depend on the Hamming weights
of their inputs. These functions can be represented in a very
compact way both for their algebraic normal forms and for their
value vectors. This property is useful: for instance, a Boolean
function of more than 15 variables can be used practically as a
filtering function in a stream cipher only if it can be represented
in a concise form. As symmetric functions are the only func-
tions having a known implementation with a number of gates
which is linear in the number of input variables [1], they might
be good candidates in term of implementation complexity. On
the other hand, the fact that a symmetric Boolean function can
be entirely described by an (n + 1)-bit vector considerably re-
duces the amount of memory required for storing the function
and is of great interest in software applications.

However, the usefulness of symmetric functions in a crypto-
graphic context (e.g., in stream ciphers, block ciphers, or hash
functions) needs to be clarified: symmetric functions which pos-
sess good cryptographic properties have not yet been exhibited.

Starting from a suggestion of Briier [2] who stressed the im-
portance of not having any input of greater or lesser significance
than any other input, the property of symmetry was investigated
in a systematic way among other cryptographically significant
properties of functions in [3] and [4]. The aim was to check
that a sufficient amount of good functions could fulfill all the
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requirements. The property of symmetry was suspected to be
overrestrictive.

It is known that the algebraic degree and the nonlinearity,
which are two important cryptographic parameters, cannot
be simultaneously maximized for symmetric functions. Most
notably, it was proved in [5] and [6] that the highest possible
nonlinearity for a symmetric function is only achieved by
quadratic functions. However, symmetric functions with sub-
optimal nonlinearity might exist and might be of interest for
designing fast cryptographic primitives. Besides the Hamming
distance to linear functions, some other criteria, such as cor-
relation immunity or propagation characteristics, are required
in some applications and need to be addressed in the context
of symmetric functions. The existence of correlation-immune
and resilient symmetric functions has been investigated in
[71-[9]. For instance, a few infinite families of 1— or 2-resilient
symmetric functions have been exhibited, but there is a lack of
general results on the order of resiliency of symmetric func-
tions. The conjecture [8] which states that the affine functions
are the only 3-resilient symmetric functions remains open.

The present work establishes some general properties of sym-
metric functions related to the previously mentioned crypto-
graphic criteria. Most of the obtained results are based on a the-
orem presented in Section III which shows that the algebraic
degree of a symmetric function is characterized by the period of
the corresponding simplified value vector. This property has two
major consequences. From a practical point of view, it enables
to shorten the vector used for representing a low-degree sym-
metric function, since any symmetric function of degree d can be
completely described by a 2L1°%2 4J+1_bit vector. Additionally,
the link between the degree and the periodicity of the simplified
value vector leads to general results on the cryptographic prop-
erties of symmetric functions. For instance, we prove in Sec-
tion IV that the order of resiliency of a symmetric function of
degree d cannot exceed (2°#>4J+1 — 2) This new bound pro-
vides a general improvement of Siegenthaler’s bound for sym-
metric functions for large values of n, precisely as soon as n is
greater than 21122 4J+1 4 4 _ 1. Section V focuses on the prop-
agation characteristics of symmetric functions. Most notably,
we are able to provide the general expression of the algebraic
normal forms of all the derivatives of a symmetric function. Sec-
tion VI is devoted to an extensive study of all characteristics
(weight, Walsh coefficients, weights of derivatives) of the sym-
metric functions of degree less than or equal to 7. We notably
determine all balanced symmetric functions of degree at most 7
for any number of variables. Finally, in the last section, we link
the nonlinearity of a symmetric Boolean function to the period-
icity of its simplified value vector and investigate the cases of
suboptimal nonlinearity.

0018-9448/$20.00 © 2005 IEEE
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II. BASIC PROPERTIES OF SYMMETRIC FUNCTIONS
A. Notation

We first recall some general properties of Boolean functions
(see, e.g., [10]). Let F'5 denote the finite field with two elements.
To prevent confusion with the usual sum, we denote by ¢ the
sum over Fy. The Hamming weight of a binary vector v
(v1,...,vp), is defined by wt(v) = >, v;.

We denote by B,, the set of all Boolean functions of n vari-
ables, i.e., of all the functions from Fy into F's. Any f € B,
can be expressed as a polynomial, called its algebraic normal
form (ANF)

flar,..zn) = P M <ﬁx“> A € F
i=1

u€FY
with
Au = @f(x)
r=<u
where (z1,...,2,) < (u1,...,u,) ifand only if V 7, z; < u;.

The degree of f, denoted by deg(f), is the maximal value of
wt(u) such that A\, # 0.

Any function in B,, can also be identified with the binary
vector of length 2" consisting of all values f(z), z € F5 (the
order of the elements in F'y is fixed and will be the same in
the remainder of the paper, it will not influence the results). By
convention, the weight of f is the weight of this vector and will
be denoted by wt(f).

For any a € F ; , will denote the linear function in B,, :
z +— a - x, where z - y is the usual dot product between two
vectors. For any f € B,, we denote by F(f) the following
value related to the Walsh (or Fourier) transform of f

F(f)= Y (1)1 =2" = 2wi(f).
zeFYy

The function is said to be balanced if wt(f) = 2"~ ! or, equiv-
alently, 7(f) = 0.

Definition 1: The Walsh (or Fourier) coefficient of f € B,
in point a € F5 corresponds to

F(f+ea)= Y (~1)f 0T,

zEFY

The values of the Walsh coefficients F(f + ©,), a € F5 form
the Walsh spectrum of f.

The nonlinearity Ny of f is the Hamming distance between f
and the set of affine functions. It is related to the Walsh transform
via the following expression:

£(f)

N — 2’!7,—1 _
f 2

where £(f) = max |F(f + ¢a)] .

High nonlinearity is an important cryptographic criterion since
the existence of a good linear approximation should be avoided
in most applications (see, e.g., [11]). When n is even, it is known
that £(f) > 2"/? with equality for functions whose Walsh co-
efficients take the two values +2"/2 only—the so-called bent
functions [12]. When 7 is odd, any f satisfies £(f) > 27%.
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For odd n < 9, £L(f) > 2("*+1/2 where equality holds for the
so-called almost optimal functions (see [10, Definition V.1]).

Some other cryptographic criteria are related to the propa-
gation characteristics of Boolean functions. They focus on the
properties of their derivatives.

Definition 2: Let f € B,. The derivative of f with respect
to a € F is the function D, f € B,, defined by

Dof(x) = f(z + a) ® f().

Any nonzero a € F3 such that D, f is a constant function is
said to be a linear structure for f.

B. Symmetric Functions

Now, we focus on the particular family of symmetric Boolean
functions.

Definition 3: A Boolean function is said to be symmetric if
its output is invariant under any permutation of its input bits. For
a symmetric Boolean function f of n variables, we have

This equivalently means that the output of f only depends on
the weight of its input vector. As a consequence, f is related
to a function vy : {0,...,n} — Fy such thatVz € F3,
f(z) = vy(wt(z)). We will consider the sequence v(f)
(v£(0),...,v¢(n)) and refer to it as the simplified value vector

Proposition 1: A Boolean function f of n variables is sym-
metric if and only if its algebraic normal form can be written as
follows:

n
U
H Zj

j=1

D

u€FY

wt(u)=1

= @)‘f(é)Xln )‘f(L) € ng
1=0

f(z1,... 20) = @)\f(i)

where X; ,, is the elementary symmetric polynomial of degree
7 in n variables.

Then, the coefficients of the ANF of f can be represented
by the (n + 1)-bit vector, A(f) = (Af(0), Ap(1),...,Ap(n)),
called the simplified ANF vector of f.

The following proposition establishes the relationship be-
tween the simplified ANF vector and the simplified value vector
of a symmetric Boolean function. It generalizes [6, Theorem 3].

Proposition 2: Let f be a symmetric Boolean function of n
variables. Then, its simplified value vector v( f) and its simpli-
fied ANF vector A(f) are related by

Vie{0,....,n}, vs(i) = @ Ap(k) and Ap (i) = @ vy (k).
k=i k=i
Proof: Let f(x1,...,2n) = @ Af(1) X n. For a given
=0
z of weight k, X, ,, contains () nonzero monomials. The ex-
pression of binomial coefficients modulo a prime number p is
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given by Lucas’ theorem (e.g., [13, p. 79]). Given two integers
a and b and their p-adic representations a = Z?:o a;p' and
b =Y., bip', we have

(3) =11 (57) mot»

For p = 2, we obtain
(Z) =1 mod 2 if and only if supp(b) C supp(a)
i.e., b < a which means that V 7, b; < a;. We finally get

o) = @) () A1) = D As(
k=0 k=i
Conversely, the coefficients of the algebraic normal form of
f can be computed from its simplified value vector

VueFy, =P f(a)

A = k@) <Wt]£“))vf(k).

We can notice that \,, only depends on the weight of u. Then,
for wt(u) = 4, Lucas’ theorem leads to

This can be written as
wt(u)

K2

MO =D () ) -Bom. O

k=0 k=i

Symmetric Boolean functions are also characterized by the
symmetry of their Walsh transform.

Proposition 3 [5], [14]: A Boolean function is symmetric if
and only if its Walsh transform is a real-valued symmetric func-
tion. Moreover, the Walsh coefficients of a symmetric function
f € B, are given by

n

F(f +¢a) = Y (=1)" Py(wt(a))

w=0

where P, is the Krawtchouk polynomial of degree w, i.e.,

ro=5 () ()

k=0

VaeFy,

III. REGULAR PATTERNS IN THE SIMPLIFIED VALUE VECTOR

Here, we show that some cryptographic properties, such as
the degree or the balancedness of a symmetric function, are
characterized by the existence of regular patterns in the corre-
sponding simplified value vector.

A. Periodicity of the Simplified Value Vector

We first focus on the periodicity of the simplified value vector.
Let a = (an)nen be an infinite binary sequence. We say that
a is periodic with period T' if a,+7 = a, forall n € N. For
ag,-..,ar—1 € Foy, we denote by (ag, ...,ar_1)* the infinite
periodic sequence u = (Un)nenN, Un € {0,1} with period T

defined by
u; = a;,
UT i = Uq,
Definition 4: An n-bit vector (vg, ..., v,—1) is said to be a

part of an infinite sequence if it is composed of the first n values
of this infinite sequence. Moreover, we say that the n-bit vector

f0<i<T—1
VieN.
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the infinite periodic sequence (vg, ..., vr—1)*.

It was shown in [6, Theorem 5] that, for any odd n, the
quadratic symmetric functions of n variables are the functions
whose simplified value vectors are parts of either (0011)*,
(0110)*, (1100)*, or (1001)*. Here, we prove that the degree
of a symmetric function is characterized by the periodicity of
its simplified value vector.

Theorem 1: Let f € B, be a symmetric function with sim-
plified ANF vector A(f) = (Mo, ..., \n) and simplified value
vector v(f) = (vo,...,Vn).

Then, v(f) is periodic with period 2!, 2! < n, if and only if
deg(f) < 2t — 1. Moreover, (v, . ..,v: 1) is the simplified
value vector of the symmetric Boolean function of (2! — 1) vari-
ables with (A, ..., Ao:_1) as simplified ANF vector.

Proof: We decompose any integer i < n as i = 192" + i1
with 4; < 2% — 1. Proposition 2 leads to

D

k=in2t iy

=D D vz

ko <2 k1 =iy

D Do

ko =iz k1 =iy

— gwt(iz) @ Uk,

k1 =1

Niy2t iy =

which implies that \;,2¢4;, = 0 for all nonzero iy (i.e., that
deg(f) < 2')). Moreover, the first coefficients of the simplified
ANF vector (Ao, ..., A1) exactly correspond to the simpli-
fied ANF vector of the symmetric Boolean function of (2! — 1)
variables with simplified value vector (vg, ... v _1).

The converse can be proved by similar calculations. Let f €
B,, be a symmetric function with deg(f) < 2 — 1. Then, for
i =192t + 41 with 47 < 2¢, we have

@ )\k:@)\kzvi1-

k=2t +iy k=iq

Vip2t iy =

It follows that the simplified value vector of f is periodic with
period 2¢, and that its first 2¢ terms correspond to the simplified
value vector of the symmetric Boolean function of (2¢ — 1) vari-
ables with simplified ANF vector (Ag, ... Aot _1). O

For symmetric functions of degree exactly 2¢, we can precise
the previous result.

Proposition 4: Let f € B,, be a symmetric function. Then,
deg(f) = 2! if and only if v(f) is periodic with period 2!+!
and is a part of (vg,...,ver 1,09 D 1,... 091 B 1)*.

Proof: The calculations are based on the same principles
as above. Here, we use that, for all ¢ > 2%, \; = 0 and Ayt = 1.

Then, we have
D

k=in20 iy

P @
ko Rt k1 =iy

=v;, P (i2 mod 2).

Vip2t iy =
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Conversely, we can determine the degree of f if v(f) is a part of

Ut 1,09@ 1, ... v9e 1 D 1)*. We have forall i < 2¢

D

k=<2t 4i

D D v

ko<1 k=1

= @(Ukl & ’U2f‘+k1)

k1=1

=P 1=2"""mod 2

k=i

(v0, -

Aot 4

which is equal to zero except for ¢ = 0. O

Both previous properties are of great interest since they sig-
nificantly reduce the amount of memory required for storing
an n-variable function of degree d when n > 201082 4l+1 The
first 2L10g2 4J+1 bits of its simplified value vector together with
the (|log, 1| + 1) bits of the representation of n actually pro-
vide a complete description of the function instead of the (n +
1)-bit vector previously needed. It means, for example, that for
a 64-variable symmetric Boolean function of degree 15, 22 bits
are needed to represent the function instead of 65 bits.

The relationship between the degree of a symmetric function
and the periodicity of its simplified value vector has many
other consequences, especially on the cryptographic properties
of symmetric functions. It will be extensively used in the
following sections, especially for computing the Hamming
weights or studying the resiliency orders of low-degree sym-
metric functions.

B. Trivial Balanced Functions

Now, we focus on another particular pattern which may occur
in the simplified value vectors of some symmetric functions de-
pending on an odd number of variables.

Definition 5: Let n be an odd integer and f € B,, be a sym-

metric function. We say that f is a trivial balanced function if
V0<i<m, vp(i) =vp(n — 1) ® 1.

It is obvious that symmetric functions having this property are
balanced because of the symmetry of binomial coefficients for
odd n. Trivial balanced functions exactly correspond to sym-
metric functions f which verify D7 f = 1, where 1 denotes
the all-one vector. Indeed, functions with D1 f = 1 do not

exist for even values of n because, for any vector u such that
wt(u) = n/2, we have

Dif = f(u)® f(u+1) = vp(n/2) & vy(n/2) = 0.

Trivial balanced functions also correspond to the odd case of the
trivial partitioning in [3, Theorem 3.6.5]. The even case corre-
sponds to affine functions. Finding partitions of the set of the
n binomial coefficients leading to balanced symmetric Boolean
functions is, in fact, equivalent to finding patterns of the simpli-
fied value vector of balanced symmetric Boolean functions.

Trivial balanced functions can be characterized by the fol-
lowing equivalent properties.
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Proposition 5: Let n be an odd integer and f € B, be a
symmetric function. The following properties are equivalent.

i) Foralli,0<i<m,vp(i) =vp(n—1i) @1

ii) The derivative of f with respect to the all-one vector 1
is the constant function 1.
For all a € F} such that wt(a) is even, F(f + ¢,) = 0.
Foralla € F, Dyy1f = Do f + 1, hence,

F(Da-l-lf) = _f(Daf)'

iii)
iv)

Proof: We show that Properties ii) and iii) are equivalent.
Let H; be the hyperplane {0, 1}, composed of all the words
of even weight. According to [10, Lemma V.2], we have

Y PS4 wa) = 2" F(Dof) + F(D1f)).

Therefore, F (D1 f)
Va€ Hy.

We now show that ii) and iv) are equivalent. It is well known
that, for any f € B,, and any a,b € F5, we have

—2" if and only if F(f + ¢.) = 0,

Doyof =Dof +Dyf +DyDyf.
For b = 1, we obtain

Da+1f :Daf + le + Dale
=D, f+1+0.

Conversely, Dyy1f = Dof +1fora =0leadsto D1 f = 1.0

From simulation results, trivial balanced functions are ex-
pected to form a very large subset of all balanced symmetric
functions. Actually, the exhaustive search for all balanced sym-
metric functions up to 128 variables presented in [8] show that,
for odd n, all balanced symmetric functions are trivial balanced
except for

n € {13,29,31,33,35,41,47,61,63,73,97,103}.

Similarly, balanced symmetric functions of an even number of
variables n < 128 which are not affine only exist if n
6t + 2 for some ¢ or if n € {24,34,48,54}. Moreover, the
nonexistence of nonaffine balanced symmetric functions has
been proved in the following case.

Proposition 6 [8, Theorem 2.1]: Let p be a prime and f €
By,_1 be a symmetric function. If f is balanced, then f has de-
gree 1.

IV. RESILIENCY OF SYMMETRIC BOOLEAN FUNCTIONS

In many cryptographic applications, it is required that the
output of the involved Boolean function be not correlated to a
small subset of its input variables. Otherwise, a statistical de-
pendence between the output and a few inputs can be exploited
in some attacks, such as correlation attacks [15]. For instance,
the function used to combine several linear feedback shift reg-
isters in order to generate a pseudorandom sequence in a stream
cipher must remain balanced if a few coordinates of the input
vector are kept constant. This leads to the notion of resiliency.
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Definition 6: [15] A balanced Boolean function of n vari-
ables is ¢-resilient if it remains balanced when any ¢ input vari-
ables are fixed.

There is no general bound on the order of resiliency of sym-
metric Boolean functions. However, an infinite family of 2-re-
silient functions was exhibited in [7], while some infinite fami-
lies of third-order correlation-immune functions were found in
[9]. In [8], some infinite families of 1- and 2-resilient functions
were found and a computer search up to n = 128 has lead to
the conjecture that there does not exist any 3-resilient symmetric
function of n variables except the affine functions.

A. Restrictions of a Symmetric Function

The notion of resiliency is obviously related to the weights
of the restrictions of the function to some subspaces. For any
f € B, and any affine subspace V C F3, the restriction of f
to V is the function

fv:V —=F,
x> f(x).

Then, fy can obviously be identified with a Boolean function
of dim(V') variables.

Now, we focus on a subspace V' spanned by k canonical basis
vectors and its supplementary subspace V. We consider the re-
strictions of f to V and to all its cosets a + V', a € V. It
is worth noticing that, when f is symmetric, we can choose
V = {e1,...,er) without loss of generality. Moreover, if f
is symmetric, then f,+y is a symmetric Boolean function of
k variables. Indeed, for all z € V

Juv (@) = fla+2) = vy(wi(a) + wi(x))

which only depends on the weight of z when a is fixed. More-
over, the simplified value vector and the simplified ANF vector
of f,4+v can be deduced from f as follows.

Proposition7: Let f € B,, be asymmetric functionand V' =
(e1,...ex) where k < n.Foranya € V = (epy1,---,¢en), the
restriction of f to a + V' is a symmetric function of £ variables
which only depends on wt(a). Its simplified value vector and its
simplified ANF vector are given by: forany 7,0 < < k

Vs (1) =05 (i + wt(a))

)‘fnv+v(i) = @ )\f(l+])

jzwt(a)
Proof: Let
fl@)y= P Az, xeF;
uel"’;2 1=1

be the ANF of f. Then, we have, for any x € V

k n—k
u; vj
@ D roll= Il

ueF} veFy " i=1 J

= @ ﬁx? @ Auv

uGFé =1 'UEFgfk

fayv(z) =

L
—k

vj
H a; -
L
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Moreover,
n—k

H a;’ = 1if and only if supp(v) C supp(a)
7=1

i.e., v < a. Thus, we get

farv(z) = @ H%u @)‘u,v-

ueFki=l  v=a

Since f is symmetric, A, , = Af(wt(u) + wt(v)). Therefore,

D ruw = %) (Wt@> A(wt(u) + )

v=<a 7=0 J
= @ Alwilu) +4).
j3wt(a)

We finally deduce the ANF of f, v

k

fa+V($) = @

=0

D MG+ Xie. O

izwt(a)

As an immediate corollary, we deduce the following property
on the degrees of the restrictions of a symmetric function, which
does not hold in general for any Boolean function.

Corollary 1: Let f € B,, be a symmetric function of degree
dand V = (eq,. .._ek) where d < k < n. The restrictions of f
toalla+V,a €V = (egt1,...,en), have degree d.

B. Resiliency Order and Regular Patterns in the Simplified
Value Vector

Now, we focus on the relationship between the existence of
some regular patterns in the simplified value vector of a sym-
metric function and its order of resiliency.

Proposition 8: Let f € B, be a t-resilient symmetric func-
tion whose simplified value vector is ultimately periodic, i.e.,
v§(3) = vp(i+T) forall i > ng, withng+T —1 < t. Then, for
any m > 0, there exists a symmetric Boolean function of n +m
variables with degree at least deg(f) which is (¢ +m)-resilient.

Proof: From Proposition 7, f is t-resilient if and only if
all (n — t)-variable symmetric functions with simplified value
vectors

for 0 < ¢ < ¢ are balanced. Moreover, we know from Corol-
lary 1 that all these functions have the same degree as f since
n —t > deg(f) by Siegenthaler’s inequality [15]. Since f is
ultimately periodic with period 7', we have

o(fiyr) = v(fi),

Therefore, for all k& > ¢, the functions with simplified value
vectors

Vi ZTL().

v(fk) = v(fnoJr(kfno)modT)

are balanced because ng < ng + (k — ng) mod T' < t. Then,
for any m > 0, we consider the (n 4+ m)-variable function
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gm whose simplified value vector consists of the first (n + m)
elements of (Vg ...Vng—1(Vng - - - Vng+1—1)%). All restrictions
of g, to the cosets of (e, ..., e,_¢) are balanced, which means
that g,,, is (¢ + m)-resilient. Moreover, their degrees are equal
to deg(f), implying that deg(g,,) > deg(f). O

In the previous proposition, one has to be especially sensitive
to the condition ng + 7 < t+ 1. It means that among the (¢4 1)
balanced symmetric functions of (n — t) variables obtained by
restricting the ¢-resilient function f, some functions are equal,
due to the periodicity property.

Corollary 2: Let f € B, be a symmetric function
whose simplified value vector is ultimately periodic, i.e.,
ve(i) = vyp(t + T) for all ¢ > ng. If f is t-resilient with
t >mno+ T — 1, then deg(f) = 1.

Proof: Let p be any prime number such that p > n. From
the previous proposition, there exists a function g of (p — 1)
variables with deg(g) > deg(f) which is balanced (because of
its resiliency order). Proposition 6 then implies that deg(g) =
1> deg(f). d

The previous result can be first applied to the symmetric func-
tions with periodic simplified value vectors. It points out that the
order of resiliency of a symmetric function is limited by its de-
gree.

Theorem 2: Let f € B, be a symmetric function with
deg(f) < 2°.If f is (2° — 1)-resilient, then deg(f) = 1.
Proof: Tfdeg(f) < 2°—1,v(f) is periodic with period 2¢
(Theorem 1). Then, the result can be immediately deduced from
the previous corollary. If deg(f) = 2¢, we know from Proposi-
tion 4 that v(f) is a part of (vg, ..., V9e_1, 00D 1,..., Voe_1 B
1), for some vg, ..., vo_1 € Fo. f is (2° — 1)-resilient if and
only if all symmetric functions with simplified value vectors

v(fi) = (vf(i),vf(i + 1), ... ,vf(n —2¢ + 1+ L))

for 0 < i < 2° are balanced. The functions obtained by com-
plementing these vectors, i.e.,

v(fiyar)
=(vp(@) @ Lo+ 1) ®L,...,0p(n—2" +1+4) D 1)

are obviously balanced for any 0 < i < 2¢. By the same ar-
gument as in Proposition 8, we deduce that for any m > 0,
the (n + m)-variable function whose simplified value vector
consists of the first (n + m) elements of (vg,. .., ver_1,v0 B
L,...,v9r_1 ®1)*is (2° — 1 + m)-resilient and its degree is at

Jeast deg(f). Form = p —n — 1 where p is any prime number
with p > n, we get that deg(f) = 1. d

Proposition 8 also enables to prove that all restrictions of re-
silient functions are distinct. More precisely, we have the fol-
lowing.

Proposition 9: 1f there exists a symmetric ¢-resilient function
of n variables with degree d # 1, then there exist (¢+ 1) distinct
balanced symmetric functions of (n—t) variables with degree d.

Proof: We have to prove that the (¢ + 1) symmetric func-
tions f; of (n — ¢) variables, defined by their simplified value
vectors

v(fi) = (vp(2),vp(i + 1), ..., v¢(n — t + 1)), 0<i<t
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are distinct. Suppose that f; = f, for some (j, k) with 0 < j <
k < t. Then, the simplified value vectors v( fj+1) and v( fr+1)
are either equal or they differ on their last component, i.e.,

’U(fj+1) @ U(fk+1) = (070 . 70., 1).

In this second case, f;j41 + fr+1 has degree (n — t) since its
Hamming weight is odd. But, deg(f) < n — ¢ because f is
t-resilient, implying that deg(f;+1) = deg(fry1) = deg(f)
(from Corollary 1), a contradiction. Therefore, fj11 = frt1,
and we deduce by induction that f; ., = frym forall m <
t — k. It means that the simplified value vector of f is ultimately
periodic: for all s suchthat j < ¢ <t —k +j

vp(i+k—7) = vs(i).

It follows from Corollary 2 that f has degree 1. O

Now, we focus on 1-resilient symmetric functions. A straight-
forward method for constructing 1-resilient symmetric func-
tions of an even number of variables might be to start from trivial
balanced restrictions. However, we can prove that this construc-
tion always leads to affine functions.

Proposition 10: Let n be an even integer and let f € B,, be
a symmetric function. Let H = (ey,...e,_1). If both restric-
tions of f to H and e,, + H are trivial balanced functions, then
deg(f) = 1.

Proof: Assume that fy and f., ;g are trivial balanced
functions. It means for fy that Vi, 0 < i < n — 1, v(i) =
ve(n—1—4)@®1,andfor fe, 1y thatVj,1<j < n,vp(j) =
vg(n — j+ 1) & 1. Then, we get the system

o) =usln—1-1) &1,
vp(n—1—1) =vs(i+2) D1,

Vi, 0<i<n-—1
Vi, 0<i<n-—2.

Thus, forall 4,0 < ¢ < n — 2, v¢(i) = vg(i + 2). Theorem 1
implies that deg(f) < 1. Since f cannot be constant because its
restrictions are balanced, it has degree 1. O

A careful examination of the list of all 2-resilient symmetric
functions up to 128 variables [8] shows that all 2-resilient func-
tions are trivial balanced. From the previous proposition, it im-
plies that 3-resilient nonaffine symmetric functions up 128 vari-
ables do not exist. However, it is an open problem to determine
whether this property holds for any number of variables.

V. DERIVATIVES OF SYMMETRIC FUNCTIONS

In this section, we focus on the propagation characteristics of
symmetric functions. They are determined by the cryptographic
properties of their derivatives.

A. General Properties of the Derivatives

First, we point out that all derivatives D, f of a symmetric
function are linearly equivalent when a has a fixed Hamming
weight.

Proposition 11: Let f € B,, be a symmetric function and let
a,b € F7 be such that wt(a) = wt(b). Then, D, f and Dy f
are linearly equivalent, i.e., there exists a linear permutation o
of Fy such that D, f = Dyf o 0.



CANTEAUT AND VIDEAU: SYMMETRIC BOOLEAN FUNCTIONS

Proof: Let a,b € F} such that wt(a) = wt(b). There
exists a permutation o on {1,...,n} such that b = o(a). Then,
o is a linear permutation of F . Since f is symmetric, we have

Since most properties of the derivatives we consider, espe-
cially the weight and the degree, are invariant under composi-
tion by a linear transformation, we only study the derivatives of
a symmetric function with respect to the vectors e, = €,,— 41+

-+ 4 e, of weight k for 1 < k < n.

The derivatives of a symmetric function are not symmetric
in general. However, they can be decomposed into symmetric
functions.

Proposition 12: Let f € B, be a symmetric function. Let
k be an integer, 1 < k < n -1,V = (e1,...,en_k), and
€k = €n—k+1 + - - - + en. Then, the restrictions of D, f to all
affine subspaces b+ V, b € (€n_kt1,...,€n)

9b¢V—>F2
x— D, f(z+Db)

are symmetric functions of (n — k) variables and they only
depend on wt(b). Moreover, their simplified value vectors and
ANF vectors are given for all 0 < 7 < n — k by

vg, (1) = vy (i + wt(b)) @ vp(i + k — wt(b))
Ao(i)= @ Alit+ie @ Arli+i).

J=k—wt(b) j=wt(b)

Proof: Letb € V = (en_pi1,---,
y =x + bwithx € V, we have

en). Then, for any

wt(y) = wt(x) + wt(b)
wit(y + ex) = wt(z) + wt(b+ ex)
=wt(z) + k — wt(b).

Thus, forany z € V

Doy f(z+0) = f(x+b) ® f(z +ex +)

=vp(wt(z) + wt(b)) ® ve(wt(z) + k — wt(b))

which shows that g, is symmetric and only depends on wt(b).
Now, we compute the simplified ANF vector of g;. Let us
decompose the algebraic normal formal of f as

& @l

’U.EFW k UEF’”

(V,V).

n

o

Jj=n—k+1

m—l—y

for (z,y) €
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Then, forany b € V and = € V, we have

go(x) =De, f(x +b)

- @ @l

ueF” k UGF"
(H (b; ® 1)¥ @Hb”f)
=1

But, H b}* = 1if and only if supp(v) C supp(b), i.e., v <X b.
We then get

n—k
D 1« | Drw oD

weRp ksl \os =

where b = b + €. Since f is symmetric, we have A\, , =
Ar(wt(u) + wt(v)). Therefore,

P v & P Ao

v=b v=b
k—wt(b)

=| D Mwiw+i) (’f - th(b))
wt(b)

i=0
g% Ar(wh(u) + ) <Wti(b)>

= P Mwtw+ie P Ar(wi(u)+i).

ik—wt(b) i3wt(b)

Thus, the coefficients of the algebraic normal form of the (n —
k)-variable function g, are given by: forany 0 < j < n — k

ro()= P MiG+de @ MG+i. O

i<k—wt(b) i<wt(b)

We can illustrate the previous result by applying it to the
derivatives of a symmetric function with respect to a vector of
weight 1 or 2.

Corollary 3: Let f € B, be a symmetric function. Then, the
algebraic normal forms of D, f and of D, 4., f are

n—1
= @)\f(z + l)Xi,n—l
1=0
Den,l—‘,-enf(x) = (xn—l @ Tn, EB 1) @ )\f(l + 2)X1',,n—2~

Proof: For k = 1, we know from the previous proposition
that the restrictions of D, f to H = (ey,...,e,—1) and to
en + H, denoted by go and g; are equal. Forany 0 < ¢ <n—1,
their simplified ANF vector is given by

Ago (1) = Ag, (7)
=P (i +i)e @Al +3)
j=1 j=0

=Ap(i +1).
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Thus,
D., f(z) =(zn ® L)go(z1, ..., Tn-1) ® 2ng1(T1,...,Tn_1)
= 4o xl....,xn_l)
n—1
= @)\f(z + 1)XL n—1
1=0

Fork=2andV = {(ey,...,e,_2), we denote by go, g1, and g2
the restrictions of D.,_, 1., f to V,to e, + V (or equivalently,
toe,_1+V)andtoe,_1+e,+V.Wededuce from the previous
proposition that, for any ¢, 0 < ¢ < n — 2

)‘go (‘) = )‘92 (‘)
=@ i +5) @ @Al + )

jX2 j=0
=Ar(i+2)
and
A (1) = @D Ar (i +5) @ @ As(i +4) = 0.
J=x1 J=x1
Then
n—2
Dﬁhf‘l+€77 f(ill') = (xn—l b T, D 1) @ )\f(l + 2)X7;,n_2. O
i=0

The previous formula points out that

deg(De,,_,+e, f) = deg(f) — 1.

We can then deduce the following corollary. It generalizes a
result due to Dawson and Wu [14] which shows that the only
possible linear structure for a nonaffine symmetric function is
the all-one vector. Further necessary conditions on the existence
of linear structure will be determined in Section V-C.

Corollary 4: Let f € B,, be a symmetric function. Then, for
alla € F3 \ {0,1}, deg(D,f) = deg(f) — 1.
Proof: Forany a € F ; such that ¢ # 0, 1, there exists
b € F3 such that wt(b) = wt(a) and wt(a + b) = 2. Then, we
have

Dof +Dyf = Datof + DoDsf.

Clearly, both D, f and D, f have degree at most deg(f) — 1,
and deg(D, Dy f) < deg(f) — 2. Moreover, we know from the
previous corollary that D,y f has degree exactly deg(f) — 1
since wt(a+b) = 2. Therefore, D, f+ Dy, f has degree deg(f)—1,
implying that deg(D, f)=deg(f)—1. O

B. Symmetric Functions Satisfying the Propagation Criterion

Some cryptographic applications require that the output
difference of the involved Boolean function be uniformly
distributed for low-weight input differences. This property, re-
ferred as propagation criterion [16], is notably important when
the function is used in a hash function or in a block cipher.

Definition 7 [16]: A function f € B, satisfies the propa-
gation criterion of degree k (PC(k)) if F(D,f) = 0 for all
a € F such that 1 < wt(a) < k.

It is well known that the n-variable functions satisfying
PC(n) are the bent functions [17]. The symmetric functions
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satisfying PC(n) are the quadratic functions of an even number
of variables [5]. Here, we obtain a similar characterization of
the symmetric functions satisfying PC(2). Proposition 12 and
Corollary 3 lead to the following theorem, which has been
independently proved by Gouget [18].

Theorem 3: The symmetric Boolean functions of n vari-
ables satisfying the propagation criterion of order 2 are the
quadratic functions. Moreover, they satisfy PC(n) if n is even
and PC(n — 1) if n is odd.

Proof: LetV = (eq,...,e,_2). We denote by go, g1, and
g2 the restrictions of D, 4, f to V, to e, + V (or equiv-
alently to e,,_1 + V) and to e,,_1 + e, + V. The weight of
D572—1+en f is

wt(De,, ,ye, f) = wt(go) + 2wt(g1) + wt(g2).

But, we know from Corollary 3 that gy = g2 and g1 = 0. As a
consequence, D, _, ... fis balanced if and only if g9 = g2 =
1. Proposition 12 gives the simplified ANF vector of gy and g»
Ago (1) = Agy (1) = Ap (i +2)
implying that g¢ is the constant function equal to 1 if and only
if A\f(2) =1andVi,i >3, A¢(3) =0, ie., deg(f) = 2.
Moreover, all derivatives of a quadratic symmetric function
with respect to a € F'5 \ {0, 1} are balanced because they have
degree 1 (Corollary 4). Therefore, the quadratic functions are
exactly those satisfying PC(n — 1). Additionally, when n is

even, we also have that Dy f is balanced [5], implying that the
function satisfies PC(n). d

Therefore, the only open problem is the characterization
of the symmetric functions satisfying PC(1). A large subset
of these functions are those whose derivatives with respect to
any vector of weight 1 have trivial balanced restrictions (in the
sense of Proposition 12). These functions can be characterized
as follows.

Proposition 13: Let f € B,, n even, be a symmetric func-
tion. Then, the following assertions are equivalent:

i) f satisfies PC(1) and the restriction of D, f to

(e1,...,en—1) is a trivial balanced function;

ii) le:(,D1+6,€€F2;

i) Va€F3, F(f+¢a) = (1) FF(f + ¢a).
Moreover, if f verifies one of the properties above, then D, f is
balanced for all a € F5 with odd Hamming weight.

Proof: First we show that i) and ii) are equivalent. In the
following, g denotes the (n — 1)-variable symmetric function

corresponding to the restriction of D, f to {e1,...,e,—1) (or
equivalently, to e,, + {e1,...,e,_1)). From Proposition 7, we
have

vg(1) = vs(i) ®vp(i + 1), Vi, 0<i<n-—1

Therefore, g is a trivial balanced function if and only if, for all
0<i<n-—19.(i) =vy(n—1-1)d 1, which means that
forall;,0 < <n-—1

vi(t) ®up(i+ 1) =vpn—i—1)@vpn—i)® 1. (1)
Clearly, D f is a symmetric function of n variables since it
satisfies

Dyf(x) = f() @ f(x +1) = vp(wi(z)) ® vp(n — wi(z)).
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Then, (1) is equivalent to
op, (i) =vp,(i+1) @1, Vi,0<i<n-1

which means that Dy f has degree 1 (Theorem 1).
Now, we prove that ii) and iii) are equivalent. To that purpose,
we calculate F(f + D1f + ¢a), a € F3

F(f+Dif +¢a) = Y (—1)ftDome

z€FY
— Wt(a) Z f(z)qaa T
zeFy}

= (=) F(f + ¢a).

However, D1 f = p1 +¢,e € Fo,if and only if for any a € Fy
F(f+Dif+va) =F(f +oa+e)=(=1)°F(f + va)
Therefore, D1 f = @1 + ¢ if and only if
F(f +ea) = (=)™ T F(f + 0a)

forall a € Fy.

Finally, we prove that iii) implies that V a € F5, wt(a) odd,
F(D,f) = 0. Let H denote the hyperplane composed of all
n-bit words with an even weight. We deduce from [10, The-
orem V.1] that

Ff 40+ P(f+ea) =2 (-1

e€eH

) F(Def).

On the other hand, assertion iii) implies that

F2f + @a) + F2(f + 0a) = 2F2(f + ¢a).

But, we have

P(f+¢a) = 3 (~1)*“F(D.]).

EEF;

Thus, combining both equalities leads to

Y (=D F(D.f) =0
eeﬁ

where H = FJ \ H.We deduce that for any u € H

S (=D (=) F(Def)

acFy ecH

= S FD) Y (-1

eeﬁ aGF;’
— 2" F(D.f) = 0. O

C. Derivative With Respect to the All-One Vector

Finally, we focus on the derivative of a symmetric function
with respect to the all-one vector, since this is the only case
which is not covered by Proposition 12. This case is of in-
terest especially because it completely determines whether a
symmetric function has a linear structure. Here, we express the
algebraic normal form of D; f as a function of the simplified
ANF vector of f. We need the following lemma which involves
the higher order derivatives of f: for any k-dimensional sub-
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space V C Fy, we denote by D f the kth order derivative of
f € B,, with respect to V, i.e., the n-variable function

DY f =D, Da,...Da,f

where (a1, ..., ay) is any basis of V.

Lemma 1: The derivative of f € B, with respect to the
all-one vector is

Dif = ZZD(k

k=1i=1
where V7, = (e5,,...,€;, ) with1 <iy <--- < i < n.
Proof: The equality obviously holds for n = 1. Now, we
prove it by induction on n. Let us write f as

flz1, - zn) =xnfi(z1, . Zne1) @ fa(T1,. ..y Tno1)
where f1, fo € B,_1. Then we have
Dy, f(z1,...,20)
=Znf1(z1,. . Zne1) @ f2(T1,. .. Tno1)
(@, ®)fi(r1®1,...,2,-1D1)
@ folt1®1,..., 2,1 @1)
=x,D1,_ 1f1(a:1 ..... Tn—1) D D1, , fo(x1,..., Tp—1)
@ filx1 ®1,...,2n-1D1).

On the other hand, we evaluate the expression

n (%)
N=3 %Dy f

k=1i=1
where V7, = (e;,, ..., e ), 1 <iip < -+ <, <.
n (D)
ZZD(k) xnfl'i'f?)
=1i=1
nfl(nki-l)
= Z Z Dgﬁf(wnfwfz)
k=1 =1
ne1 (1)
+yN D&?D%}j?_(xnfl—i—fz)
k=1 =1

+ De, (znf1 + f2)
=rnAn_1(f1) + An—1(f2) + An—1(f1) + f1-
By applying the induction hypothesis to f1 and f, we deduce
An(f) = #nD1, it D1,y fotDr, i+ fr=D1,f O

Thus, we deduce the algebraic normal form of Dy f.

Proposition 14: Let f € B, be a symmetric function. Its
derivative with respect to the all-one vector is a symmetric
Boolean function of n variables whose simplified value vector
and ANF vector are given by

vp, (i) =vs(i) @ vp(n — 1)

Ap (i) = @D As(i+k)
k<n—i
k#0

forallz, 0 <27 < n.
Proof: The relation between the simplified value vectors
of f and D f directly follows from the definition. We now de-
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termine the simplified ANF vector of D1 f. From the previous
lemma, we have

Dif=% > DYy
k=1 i=1
where V7, = (ei,, ..., € ), 1<21< - < < .
The kth order derivative DV f only depends on the (n — k)
variables whose indices belong to
{1,....n} = {in, .. ig} = {i1, ..., iz}

More precisely, we deduce from Corollary 3 that

(k)
D f Qé )‘f i+ k i{i1, ik}
Therefore,

(%)
S s (@)
=1
- @ @ MG+ k)X, g

1<iy < <ip<n i=0
n—k

Drti+k) D X
i=0 1<iy < <ip<n

We now have to simplify the sum
1<y <@ik <n

It is composed of (nfk) elementary symmetric polynomials of
degree ¢, but which may have some variables in common. For
any fixed subset of 4 indices, the product of the ¢ corresponding
variables appears in exactly (", ") terms X; (_y. Therefore,

the sum consists of all products of ¢ variables, each of them
being repeated (,"7" ) times, i.e.,

n—1
® xoe (1)
4 {i1,.s i} L _ L
1<iy <--<ip<n b n—k—i
Then, we have
)@

(Z( D
:thfAf(i—l—k') ((nﬁ;i) mod 2>X

We finally get

:é(@mm((n;) ot 2) X)

k=1 \i=0

_ a%l (:@ixf(wk) <(”k_z) mod 2)) Xim

n—1
=P P rMi+h)Xin 0

i=0 k=<n—i
k#£0

D1 f(z)

We immediately deduce the following result on the degree
of Dy f

Proposition 15: Let f € B,, be a symmetric function of de-
gree d. Then deg(D1 f) = d — 1 if and only if (n — d) is even.
Moreover, if (n — d) is odd, we have deg(D1f) = d — 2 if
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Ap(d = 1) = =L mod 2 and deg(D1 f) < deg(f) — 4
otherwise.
Proof: Let p denote the simplified ANF vector of Dy f.

The coefficients are
P rli+k).

k=<n—i
E#£0

B rd-1+k)
k<n—d+1

k#0
which equals 0 if 1 A n—d+ 1, which means that n — d is odd,
and equals Ay (d) if and only if 1 < n — d + 1 which means that
n — d is even. We need to calculate ;(d — 2) in the case where
n — d is odd, getting

p(d —2) =

We have
w(d—1) =

B rd-2+k).
k<n—d+2
k#0
A similar argument leads to the following:
e ifn—d=1mod4then u(d —2) = As(d) + A\f(d — 1)

and u(d — 3) = 0. Then
=d—2, if A\p(d—1)=0
deg(D1f) <d-4, ifAp(d—1)=1;
o ifn —d = 3mod4 then u(d — 2) = Ag(d — 1) and
u(d —3) = Af(d — 1). Then
=d-2, ifA(d-1)=1
deg(D1f){§d_4, if A\p(d—1)=0. -

As an immediate corollary, we deduce that a symmetric func-
tion f € B, deg(f) # 1, does not have any linear structure if
n — deg(f) is even.

VI. SYMMETRIC FUNCTIONS OF LOW DEGREE

It was established in Section III that the symmetric functions
of low degree are characterized by simplified value vectors with
a small period. This property, combined with the previous tools,
enables us to provide an extended study of symmetric functions
of degree less than 8. Most notably, we compute the Hamming
weights of all these functions for any number of variables, and
we exhibit all balanced symmetric functions of degree less than
8. We also characterize, in terms of Walsh spectrum and prop-
agation characteristics, all symmetric functions of degree 2 and
3 since their simplified value vectors have period 4.

Thanks to the periodicity of its simplified value vector, we can
rewrite the expression of the Hamming weight of a symmetric
Boolean function f of n variables and of degree less than 2¢, or
equivalently of F(f)

n 2f-1
vV, n Vi n
A=Y () =Ser v (4
i=0 i=0 0<j<n J
j=imod2*
Using the formula of series multisection (see, for example,
[13, p 84]), we get

A= 3 ()

j=imodL

1 T\ . T
:ij:;) (2cos (jz)) cos (j(’n—2’é)z).



CANTEAUT AND VIDEAU: SYMMETRIC BOOLEAN FUNCTIONS

2801

TABLE 1
CHARACTERISTICS OF THE QUADRATIC SYMMETRIC BOOLEAN FUNCTION WITH SIMPLIFIED ANF VECTOR (0. A,1.0,...,0)
|| n =0 mod 4 n =2 mod 4 n =1 mod 4 n = 3 mod 4
n _n n—=2 n
F(f + #a) (-1)a2z (DM-1) T 22 (=D*+1) (=DM +1)
wt(a) = 0 mod 4 x(—D" 2t | x(—1)M 2t
F(f + ¢a) (—1)M1(-1)322 (-1)"7" 2% (DM1+1) | (M-
wt(a) = 1 mod 4 x(—D)" 2" | x(—1) M2t
n n—2 n
F(f + ¢a) (-natias (DMY=1)7T 22 | (=DM -1 (=D*=1)
wt(a) = 2 mod 4 x(—1) 2" | x(—1)" T2t
n _n n 2 n
F(f + ¢a) (—DM-1)*22 (-1 7 tlez (=D*=1) (=D*+1)
wt(a) = 3 mod 4 ><(—1)n4_12nz1 x(—l)%anl
F(Daf),a ¢{0,1} 0 0 0 0
F(D1f) 0 0 (=1)r2n (=1)M12n

For L = 2°, the previous expression simplifies into
4

22(472: (i) = Z <2COS (j%))ncos (](n — 2i)%)
_2n+22:—1 (2608 (J Z))nCOS (](n—QZ);)

+. 22:1 (—2cos ((2 j);))n

X COS (](n - 22’)%) .

We transform the last term of the sum

))ncos (](n —2i)—

":21)27171 (—2 cos ((QZ - )
z_: ( 2 cos ( [))ncos ((ZZ —k)(n— 22)%) i

Using that
cos ((2f —k)(n— 22');“7)
= cos((n — 24)) cos (k(n — %) 2[)
(—1)" cos (k(n )L )

™

j)?

s
2[

e
2L

we finally get
A% (@) =2
2711

421-¢ Z (2005( ))ncos(j(n—%)%). 2)

A. Quadratic Symmetric Functions

All quadratic Boolean symmetric functions of 7 variables can
be described exhaustively. It is known that all quadratic sym-
metric functions of n variables are bent if n is even [5], and
that their Walsh spectrum is three-valued and takes the values

0,+2°%

} if n is odd [6]. However, we are able to improve
these results and to completely determine the characteristics

of quadratic symmetric functions, especially the signs of their
Walsh coefficients F(f + ¢, ) as a function of wt(a) and of the
ANF of f.

Proposition 16: Let f € B,, be a symmetric function of de-
gree 2, n > 3, with simplified ANF vector
A(f) =(0,A,1,0,...,0), A€ Fs.

Then, its characteristics are given in the Table L.

Similarly, if we consider the quadratic function g with simpli-
fied ANF vector (1, A, 1,0,...,0),i.e.,g = f+1, we obviously
deduce the characteristics of g from Table I by

F(g+¢a) ==F(f +¢a) and F(Dag)=F(Daf),
a€Fy.
Proof: Let f € B, be the symmetric function of degree 2
given by its simplified ANF vector A(f) = (0,A,1,0,...,0).
From Theorem 1, its simplified value vector v(f) is a part of
(0, A, 1, A & 1)*. First, we compute the Hamming weight of f.
Since v(f) is a part of (0, A, 1, A & 1)*, we have
F(F) = A5(0) + (=) A5 (1) — A7 (2) + (=D)AL (3)
=A4,(0) = A5 (2) + (=1)* (45(1) - 43(3)) . ©3)
Thanks to (2), we can derive the values of A% (i), 0 < i < 3
depending on (n — 2i) mod 4

on- 2+2—*1( )7, ifn—2i=0mod4

A4 () = (—1) T, ifn—2i=1mod4
n() =9 on2  ifn—2=2mod4
on-2 4 9t S(=1)=F, ifn—2i=3mod 4.
4)

Therefore, (3) leads to
(-1)i2%, if n = 0 mod 4
F) = (D> +1)(-1)*T 2",  ifn=1mod4
' (=1)M(=1)"" 2%, if n =2 mod 4
(=DM 4 1)(—1)" 2", ifn=3mod 4.

Now, we determine the Walsh coefficients of f and their signs.
First, we deduce from [10, Theorem V.1] that

F(f)+F(f +¢e,) =2F(fn)
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TABLE II
VALUES OF F(f), WHEN f Is A CUBIC SYMMETRIC BOOLEAN FUNCTION
F(f) H n = 0 mod 4 n =2 mod 4 n =1 mod 4 n = 3 mod 4
n—2 n n—1 n—1 nt+l n—1
A(f) = (00010...0) on-1 n-ly(—1)"7 22 | vl (—-1)"F 272 ol _(—1)"7 272
n—2 n n—1 n—1 nt+l n—1
A(f) = (01010...0) on-1 on-l _(—1)"7 22 on—l —(-1)"7 272 on—l 4 (—1)"a 272
n_n n—1 n-—1 n4+l n-—1
A(f) = (00110...0) 2n—1l 4 (~1)222 on—1 2n—l 4 (-1)"7 272 2n—l 4 (—1)"2 272
n _n 1 —1 n+l n—1
A(f) = (01110...0) || =271 4 (—-1)a22 —on—1 —on-lyp(—1)y 722 | —2nl4 (=171 22

where fp is the function of (n — 1) variables corresponding
to the restriction of f to the hyperplane H = (e, ...,ep—1).
We know from Proposition 7 that fz is symmetric and that its
simplified ANF vectoris A(fg) = (0, A, 1,0,.. ., 0). Then, fg
is quadratic when . > 3, and its weight can be derlved from the
previous formulae. This leads to

F(f + ¢e,)
G EREa £ if n = 0 mod 4
) (m)M ) (=) 2%, ifn =1 mod 4
a (_I)EZ%, if n = 2 mod 4
(=DM —1)(=1)" 2", ifn =3 mod 4.

When n is even, f is bent. Then, all its Walsh coefficients are
equal to =22 and their signs are given by the dual function, f
[19]
F(f +a) = (-1)7(92%

Since F(f + ) only depends on the weight of a (Proposi-
tion 3), the dual of f is symmetric. Moreover, the dual of a
quadratic bent function is quadratic as well [19, p. 87]. Then,
the simplified value vector of the dual function is a part of
(vo,v1,v0 ® 1,v1 @ 1)* where vy and v, respectively, corre-
spond to the signs of F(f) and F(f + ¢, ). It follows that, for
any o and 3 in F'y such that wt(a) = wt(3) + 2 mod 4

F(f+¢a) = =F(f + ¢p).

When n is odd, F(f + ¢a.) can be computed as follows. For
a # 1, we choose b of weight 1 such that supp(a) Nsupp(b) =
(). For H = {0,b}* we consider (fz, f5) the decomposition
of f with respect to H. From Proposition 7, we have A(fg) =
(0,A,1,0,...,0) and A\(fz) = (A, A @ 1,1,0,...,0). More-
over

f(x)tax

F(f+ ¢a) =

S (- 3 ()

zeH zeH
=F(fu +¢a) + F(fg + ¢a)-

Since both fy and fjz are symmetric quadratic bent functions,
we deduce that, for any «, 3 € H such that wt(a) = wt(5) +
2 mod 4, we have

.7'-(f+(p(,) :}-(fH‘i"Pﬂ)"i'f(fH""Pa)
= F(fa +vp) = F(fa + ¢p)

—F(f + ¢p)-

The value of F(f + 1) can be derived from the previous cal-
culations since the simplified ANF vector of f + ¢q is (0, A &
1,1,0,...,0). By replacing A by A @ 1 in the value of F(f),
we see that F(f + p1) = F(f + ¢q) with wt(a) = n mod 4.

Finally, the weights of the derivatives can be easily obtained.
When n is even, f is bent, implying that F(D, f) = 0 for all
a € F3. When n is odd, D, f has degree 1 (implying that it
is balanced) for all ¢ # 1 (Corollary 4). Moreover, we have
deg(D1 f) < 1 (Proposition 15). Then Dj f is constant and its
value is given by Proposition 14

= D Mk {

k=n,k#0

Now, we determine all characteristics of symmetric functions
of degree 3. They are summarized in the following propositions.
The first one determines the Hamming weights of all cubic sym-
metric functions. Most notably, it points out that balanced sym-
metric functions of degree 3 do not exist.

A,
Ad1,

if n =1 mod 4

Ap, £(0 if n = 3 mod 4.

B. Cubic Symmetric Functions

Proposition 17: The Hamming weights of the symmetric
functions f € B,, of degree 3 are determined by Table II.
Proof: Let f € B, be a symmetric function of degree
3 with simplified ANF vector A(f) = (0, A1, A2,1,0,...,0).
Thanks to Theorem 1, we know that its simplified value
vector v(f) is periodic with period 4 and that it is a part of
(0, A1, A2, A1 @ g @ 1)*. Therefore,

F(f) = A5(0) + (=)™ 45(1)

()M AL(2) + (DM FFAL().

The result then is directly deduced from the values of A% (7)
given by (4). O

The previous study of quadratic symmetric functions can be
used to calculate the weights of the derivatives of a cubic sym-
metric function.

Proposition 18: Let f € B,, be a symmetric function of de-
gree 3 with simplified ANF vector

Af) =

Then, the Hamming weights of its derivatives are given in the
Table III.

Proof: From Proposition 11, we can restrict ourselves to
the derivatives with respecttoa = e,,_ry1 + -+ e, for 0 <
k < n. We use the same notation as in Proposition 12. Let V' =
(e1,...,en_p)yand V = en). All the restrictions

(0,A1,2,1,0,...,0).

<€n—k+l7 teey
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TABLE 1II
VALUES OF F(D, f) WHEN f Is A CUBIC SYMMETRIC BOOLEAN FUNCTION WITH SIMPLIFIED ANF VECTOR A(f) = (0, A1, A2,1,0,...,0)
F(Daf) n =0 mod 4 n =2 mod 4 n =1mod 4 n =3 mod 4
wt(a) =0mod 4, a # 0 on—1 on—1 on—1 2n—1
wt(a) =1mod 4, a#1 (14 (—1)r2+1) (14 (—=1)*2) (1) " (1) 1+r2
x(~1)%+ 2% x(—1) T+ 0% (—1)* T2
wt(a) =2mod 4, a# 1 on—1 on—1 on—1 gn—1
wt(a) =3mod 4, a # 1 (14 (=1)r2+1) 1+ (=1)*2) (—1) T Mgt (—1)M1+A2
x(—1)Tt 2% ><(ﬁ1)"T_2+>‘12% (*1)%&2%
a=1 (1 + (_1)>\2+1)2n71 (1 + (_1)>\2)2n71 (_1)%+A1 271T+1 (_1))\1+>\2
n—3 mn+tl
(-)"T 2"

g, b € V,of D, f to b+ V are symmetric and only depends on
wt(b). Their simplified ANF vectors are (see Proposition 12)

P ri+ie P rli+i)

J=wt(b)

/\gb (7’) =

Asforalli, j suchthati+j > 3, A¢(i+7) = 0, k and wt(b) can

J=k—wt(b)

tions. Thus, we deduce

be considered modulo 4: only their last two bits are involved in

the previous formula. This gives the following algebraic normal

form for gy:
o if wt(b) = 0 mod 4
(0,0,0,...)
) (A1, 22,1,0,..0)
Aol =9 (au1,0,..),
()\1@)\2@1,)\2@1,1,0,...),
o ifwt(b) = 1mod4
(A2 ®1,1,0,...),
A1, A2,1,0,...),
Algs) = Eold.g ) )
(A1 ® Ao, Ao @ 1,1,0,...),
e if wt(b) = 2 mod 4
(0,0,0,...),
_ (/\1@17)‘27170 ")7
Ags) (A2,1,0,...),
()\1@)\2,)\2@1,1,0,...),
o ifwt(b) = 3mod 4
(A @®1,1,0,...),
A1 @1, 02,1,0,...),
Algn) = Eolo.o...%). )

AMBA®L, A 1,1,0,...),

When £ is odd, we have

e ifk=1mod4

(2
(3)) =27, ifk=2mod 4.

When £ is even, all restrictions g, are constant or linear func-

)) =2"7', ifk=0mod4

if K = 0 mod 4
if k=1 mod 4
if k=2 mod 4
if K = 3 mod 4;
if k =0 mod 4
if k=1 mod 4
if k =2 mod 4

if £k = 3 mod 4;

if k =0 mod 4
if k=1 mod 4
if Kk =2mod 4
if £k = 3 mod 4;

if k =0 mod 4
if k=1 mod 4
if k=2 mod 4
if k = 3 mod 4.

We deduce that, fora = ep,_p41 + -+ €,

f(Daf) = Z]:(gb)

beV

" [k
=Y F(Gen—pprt-ten)
> () e

4

= f(genfi+l+"'+en)A%(i)'

=0

F(Daf) =F(g0) (Ar(0) + Ap(1) — A3(2) — Ax(3))

=F(go)(=1) T 277

e ifk =3mod4

F(Daf) = F(go) (A4(0) — AF(1) — AL(2) + AL(3))
= Flgo)(~1)F 2%

and the value of F(go) can be deduced from Proposition
16 since gy is a quadratic symmetric function of (n — k)
variables.
Finally, Proposition 14 enables to compute the weight of
Dyf:forall0 <i <2

Ap (i) = @D Ap(k+1i).

k=<n—i
k0
It leads to the following simplified ANF vectors for Dy f:
(0,2 ®1,0,...,0), ifn =0 mod 4
) (A2, X2,0,...,0), if n =2 mod 4
AD1f) = (A1,0,1,0,...,0), ifn=1mod 4
(M ®N®1,1,1,0,...,0), ifn=3mod 4.

The corresponding weights are derived from Proposition 16. [

Finally, we are able to determine the whole Walsh spectra
of symmetric functions of degree 3 from the weights of their
derivatives.

Proposition 19: Let f € B,, be a symmetric function of de-
gree 3 with simplified ANF vector

)‘(f) = (07)‘17)‘271707“'70)'
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Then, for any a € F5, a ¢ {0,1}, we have

|F(f + ¢a)l
=N if n is odd
= 2:—1|1 4 (=) 2wt if = 0 mod 4
2511+ (=1)t¥UD)| | ifn =2 mod 4.
Moreover, the nonlinearity of f is N, F= on—1 _ @ where

L(f) = max (|F()I, |[F(f + 1))

gn=1 if n +2X\y = 0 mod 4
— 2n—1+2%7 1fn+2/\252r[10d4
27—l 4 2" if nis odd.

Proof: We apply [10, Theorem V.1] to the hyperplane
Hy = {0,1}*, corresponding to the set of the vectors of even
weight: for any b ¢ {0,1}

FAHf+ o) + FHS + po11) —22 1" F(D.f).

e€ Hy

We know from Proposition 18 that, for e € Hy, e # 0,1, we
have F(D.f) = 2"~
When 7 is odd, 1 does not belong to H; . Therefore, we obtain

FAf + o) + F2f + oos1)

> (=1 + F(Dof)

e€Hq, e#0
=2(-2""1 27 = 2"

-9 2n—1

implying that F2(f + ¢;) = 2"~! for any b # 0, 1 (see, e.g.,
[10, Lemma B.1]).

When n is even, we have to add the term F (D f) which
depends on n mod 4. In this case, we have

F2(f + @b) + F2(f + @v41)

=" Z (—1)be

e€H1\{0,1}
+2 (F(Dof) + (-1 O F(D1)))
2" (14 (~)" @) 4 (1) O2F (D, f)
—on ( T (- 1)A2+1+‘”(”>> . ifn=0mod4
_on ( +(—1) +m(b>>

From [10, Lemma B.1], we deduce that for all b # 0, 1

if n = 2 mod 4.

|F(f + ¢v)]
2%—1 (1 + (_1))\2—1—1—1—Wt(b)) ;
= {2%1 (1 + (_1))\2+wt(b)) ,

if n = 0 mod 4
if n = 2 mod 4.

The values of F(f) and of F(f + ¢1) are given by Propo-
sition 17 (note that the simplified ANF vector of f + ¢ is
(0,A1 ®1,A2,1,...,0)). Then, we can notice that

L(f) = max (|F(H) 1 F(f +ea)l)- O
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C. Hamming Weights of Symmetric Functions of Degree Less
Than 8

We are now interested in the symmetric functions of degree
at most 7. Most notably, we want to determine if there exist bal-
anced symmetric functions of degree at most 7 for any number
of variables. When deg(f) < 7, the simplified value vector of

f is a part of (vg,vy,...,v7)* for some (vg,...,v7) € F5.
Therefore,
7
F(f) =Y (=1)"A5(0)
i=0

First, we focus on the weights of the symmetric functions of
degree at most 7 which depend on an even number of variables
n = 2t. Then, we obtain

7
F) =273
+ 9t—2 Z

1 t
Z(2-1-\/_)

‘ cos ( t—i)g)
(—1)" cos ((t—z’)%)

(=1)" cos <(t _ z)%”) .

N
\1||M\I
[e=]

+ 52— Vay

i=0
As the angles have to be considered modulo 2, the values
of the respective cosines only depend on (¢ — i) mod 8. We can

combine this property with the periodicity of v(f), which has
period 8 and we obtain

7
F(f) :22f—32(—1
(2 + x/_)t

) 282 27:(—1)“‘*’ cos (I,g)
i=0

()

(=1)"¢ cos <Z?ZT7F>

s
M\]
[e=]

~

(2-V2)

o~ =

_|_

I
=)

i
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where the indices in v;_; are considered modulo 8. Therefore, A similar computation for D_ leads to
7
f :22t—3 _1 v, D,; 2 + \/_ \/5 n
) =2 5 (e+var-e-var)
- vt Vi v v n n—itl
F 2T ((=1)7 = (=) 4 (=)t — (=)0 -3 (L)z
1 + 0<i<n
4\/5 ((2+\/_) ( \/5)) 1 odd
e e AR o A S
+5(@+v2)+2-v2))
4 - n— E_] n—1 LEJ
X ((—1) = -1y, pr> 2l 3 () 2ol
0<i<n
In the following, we use the notation, V k& > 0 todd
1 for any n > 3. Moreover
Df =5 (@+ V) +2-va)t) yn=
1 n n mn it1
D- = (2+\/§k_2_\/§k) 5 D;:n_2n—l+( )2n—2+( )2n—3+ (.)2n—2
k 22 ( ) ( ) ©) 3 5 7<;n v
d i odd
an <n 2n 1+(n) 2n—2+(7:)2n—3
a b c d 3 0
Aa,b ¢, d) = (=1)" + (=1)" + (=1)° + (=1) e (anl_n_ (n)_ (n))
B(a,b,e,d) =(=1)" + (=1)" + (=) + (=)™ (6) 3/ A8
, < 2n=5 4 on—d (7n+3( )+( ))
for any (a,b,c,d) € F5. Then 3 5
F(f) =223 (A(vs, v, V2, Vi) Since Tn+3 (%) + (%) < 272 forany n > 14, we obtain that
+ A(ve—1,V¢-7,04-3,0¢-5))
+ 2t72B(Ut7rUt—4aUt—27'Ut—6) D; < 228 + 26, O

+ %D;B(vtflyvtf%vtf&'Ut75)

Theorem 4: For any even n > 2, there is no balanced sym-
metric Boolean function of n variables of degree less than or
equal to 7 except the functions of degree 1 and the functions of
eight variables with simplified ANF vectors

5 DF (1" = (1)), @

Now, we want to determine the symmetric functions in B; of
degree at most 7 which are balanced. We need the following

lemma. A(f) = (¢,1,1,0,0,0,0,1,0)
Lemma 2: For any n > 3, we have and A(f) = (e,1,1,1,0,1,0,1,0).
212 < py . |
’ Proof: For any symmetric function f € B,, with n = 2t
and for any n > 14 even and deg(f) < 7, we have from (7)
on=1+[3] « p- < 925 4 926, F(f) =2%73(A + A)) + 2172
1 __ 1 o o
Proof: By definition, we have + §Dt By + §Dj ((_1) +(=1) _4+1)
1 where
D;i— = 5 ((2 + \/E)n + (2 - ﬁ)n) Al = A(vtavt—47vt—27vt—6)
n n_i Bl = B(’Ut,’Ut_4,’Ut_2,Ut_6)
- Z (z) 27 and
Osisn Ay = A(ve_1, 017,043, V4_5)
By = B(vs—1,v¢ 7,043,V 5)-
It follows that
D+ > on— |2] Z ( ) > gn-1 2[§] We have to distinguish the following cases.
! 0<i<n o If A;+ Ay # 0, then |A; + Ay| > 2. Tt follows that either

i even

for any n > 2. F(f)>2*"2-2"— D} —2D;



2806

or
F(f) < —2*72 42"+ Df +2D; .

Using that forany & > 0, D,‘: +2D, = Dl:+1’ we deduce
that

F(f) 2 272 = 2" = Dy > 0

for any ¢ > 14 where the last inequality is derived from
Lemma 2.
e If Ay + Ay = 0 and B; # 0, we have

FDI 2 5 D (-1 + (=) -++1) + D, Bu|-2"

It follows that for v; = v;_4 and By # 0
F(f)>D; —2'>0.
For vy = v;—4 and By = 0, we obviously have
\F(f) = 27%|B1] > 0.
For vy # vy_4, we have

1
‘D;r + 5D;B2 > |Df —2D;| =2D;_, > 2".

e If Ay + As = 0 and By = 0, we have
1 + vt vi_a+1 L
F(f) = 5DF ()" + (~1)"=+1) 4 2D By,

If (7 ;é Vt—4
[F(£) > |Df —2D5 | = 2D, > 0.

If v; = v4_4, weobtain F(f) = %D[Bz.But, Vi = Vp_4,
By = B; = 0, and A; + Ay = 0 occur if and only if
v; = € when 7 is even and v; = € ® 1 when 7 is odd. This
means that v(f) is a part of (0,1)* or of (1,0)*, i.e., that
f has degree 1.
Then, we have proved that for any even n > 28, a symmetric
function f € B, with deg(f) < 7 is balanced if and only if
deg(f) = 1. By computing all possible values of F(f) for the
symmetric functions of n variables when n is even and less than
28, we finally check that the only balanced symmetric functions
are the functions of degree 1 and the functions of eight variables
defined by the following simplified ANF vectors:

A(fl) = (67 17 1707 070707 170)
and A(f) = (e,1,1,1,0,1,0,1,0). O

? ? 7
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Now, we focus on the symmetric functions of degree at most
7 which depend on an odd number of variables n = 2t + 1. We
can rewrite the expression of F( f)

7
F(p) =223 (-1

+ 2“2\/52;(—1)“ cos ((t - g+ 2)

+ i (2 + \/i)t—i—% ;(—l)” cos ((f - L)% + %)

SOOI IS

A3m 3T
X COS <(t - Z)Z + §>

1
2

where the last equality comes from the fact that (¢ — 7) can be
considered modulo 8 and that the simplified value vector of f
has period 8. By expanding the previous sums, we obtain

7
F(f) =272y (1)

F ()" = (21t = (<) (<)
+ (=1t — (=1)"-s
— (_I)Ut—(i + (_1)1&77)
<(2 + \/§)t+% cosg +(2 - \/§)t+% cos 3%)
(1) = (1) = (=1 + (1))
+ - <(2 + \/i)H_% cos %r -(2- \/ﬁ)H_% cos g)
X ((21)77 = (1) = () 4 (1)),
With (5), we get
(2+V2)tts cosg +(2 - V2)17 cos 3%
=3 (@+vD++ - va)
= Ditrl
=2D; +2D;

+

=

X

—~~

=~ =

and
3
(2+ \/5)”'% cos g -(2- \/5)“'% cosg

- % ((2+ V2)i—(2- \/§)t)

= 2Dy .
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Using (6), we finally deduce
f(f) = 22t72(A(’0t7 Vt—7,Vt—3, ,Ut—4)
+ A(ve—1,Vi—6,Vt—2,Vs—5))
+ 2t_2(A(/Ut7 Vt—7,Vt-3, ’Ut74)
- A(Ut—h Ut—6, Ut—2; Ut—a))

1
+ ED:—B(vtavt—77vt—37’Ut—4)

1 _
+ §Dt (B(vt,v4—7,0t-3,Vt—1)
+ B(vi—1,Vt—6, Vt—2, Vi—5))-
Now, we focus on the functions for which the previous quantity

vanishes.

Theorem 5: For any oddn > 3, the only balanced symmetric
Boolean functions of n variables of degree less than or equal to
7 are the trivial balanced functions.

Proof: Forany f € B, withn = 2t + 1 and deg(f) <7,
we have

F(f) =2272(A1 + Ay) + 207 2(A; — Ay)

1 1
+ 5DjBl + 5D, (B1 + Bs)

where
{ A = A(Ut7vt77avt737vt74)
By = B(’Ut;’Ut—77Ut—3,Ut—4)
and
{ Ay = A(Ut—17vt—6,vt—2,vt—5)
By = B(vt—1,V1—6,Vt—2, Vt—5).

We have to distinguish the following cases.
o IfA;+ Ay # 0, then |A1 4+ Aa| > 2. Tt follows that either

F(f) > 2%t -2t — 2D} — 4Dy
or
F(f) < =227t 42t LoD+ +4D; .

Using that forany k > 0, Dif +2D; = Dy,
that

we deduce
|F(f)| >2* " =2t —2D; >0
for any ¢ > 13 where the last inequality is derived from

Lemma 2.
e If A1 4+ Ay = 0and A; # 0, we have

1 1.
ED;rB1 + §Dt (B1 + By)| — 2.

|7 >
It follows from Lemma 2 that for By = 0 and By # 0
\F(f)l > Dy =2'>0

for any t > 4. For B; = 0 and By = 0, we obviously
have

|F(f)l > 2" > 0.
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For B1 # 0

\F(f)l > (Dff + Dy) — 2Dy -2
>DF,—20>0

when ¢ > 3.
e If A = A> = 0, we have

1 _ 1 _
|F(f)] = 531 (Df + D7) + §B2Dt .
If By # 0, we deduce that
[F(HI = (Df +Dy) — 2Dy = Dy > 0.
If B; = 0, we obtain
1 _
F()| = 51B:ID;

which vanishes if and only if By = 0.
Then, we have proved that for any odd n > 27, a symmetric
function f € B, with deg(f) < 7 is balanced if and only if
Ay = Ay = By = By = 0. This situation occurs if and only if

v Dvp_r =1

V3D vg =1
Vi1 D v =1
Vo Dv_5 =1

where ¢ = (n — 1)/2. This condition exactly corresponds to
Vi @ vyqp1—i = 1 forall 0 < ¢ < 2¢ 4+ 1. By computing
all possible values of F(f) for the symmetric functions of n
variables when 7 is odd and 3 < n < 27, we finally check that
the only balanced symmetric functions are the trivial balanced
functions. O

Using both previous theorems which exhibit all balanced
symmetric functions of degree at most 7, we can determine all
symmetric functions of degree at most 8 which either satisfy
PC(1) or are 1-resilient. The functions satisfying PC(1) are
obtained by combining Theorems 4, 5, as well as Propositions 3
and 13.

Corollary 5: Let f € B,,, n > 3, be a symmetric function
with deg(f) < 8. Then, f satisfies PC(1) if and only if it
satisfies one of the following conditions:

© deg(f) =2,

* D f has degree 1,

e f is a 9-variable function of degree 8 defined by one of

the eight following simplified ANF vectors:

/\(f) = (607517171707070707170)
or A(f) = (e0,e1,1,1,1,0,1,0,1,0)

with eg,e1 € F,.

Corollary 6: Let f € B,, n > 3, be a symmetric function
with deg(f) < 7. Then, f is 1-resilient if and only if it has
degree 1.
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Proof: By definition, f is 1-resilient if and only if it is
balanced and the (n — 1)-variable symmetric functions fz and
fe,+m corresponding to its restrictions to H = (eq,...,en_1)
and to e,, + H are balanced. If n is even, fg and f. ;g are
balanced if and only if they are trivial balanced (Theorem 5).
Then, Proposition 10 implies that f has degree 1. If n is odd and
deg(f) # 1, then either fg or fe i is one of the 8-variable
function with degree 7 defined in Theorem 4. It follows from
Corollary 1 that f is a 9-variable symmetric function of degree
7.1t cannot be trivial balanced since deg(D1 f) = deg(f)—1 =
6 (Proposition 15). O

VII. HIGHLY NONLINEAR SYMMETRIC BOOLEAN FUNCTIONS

The maximum nonlinearity for symmetric Booelan functions
of n variables has been proved to be reached only by quadratic
functions. Precisely, when n is even, then these functions are
bent and the maximum nonlinearity is 2"~ 1_93-1 [5] and when
n is odd, then the maximum nonlinearity is 2”1 — 2% 5 [6] In
this section , we investigate cases of suboptimal nonhnearlty and
we point out that the nonlinearity is related to the periodicity of
the simplified value vector.

We recall the notation

L(f) = F(f +@a)l-

a€Fy}

Theorem 6: Let f be asymmetric Boolean function of n vari-
ables. If

L(f) < 2l ] 4ot

for some integer ¢, 0 < t < [ J then

ve(i +2) =vp(i) B 1, forall t<i<m—2-—t
or equivalently, f = ¢ + h where ¢ is a symmetric quadratic
function and & is a symmetric function of n variables such that
vp(i) = 0forallt < i <n—t.
Proof: By induction on ¢.
* Fort = 0. Suppose that

L(f )<2L o,

Then, L(f) = 23] since L(f) is an even integer.
Therefore, it is known from [5], [6] that f is quadratic
and the expression of v( f) is directly derived from Propo-
sition 4.

e Induction step. Assume that

L(f)<2

Let fz be the restriction of f to the affine subspace H =
{z € Fy, £p_1 + ©, = 1}. We have from [10, Corollary
V.3] that L(f) > L(fz). Moreover, with the notation of
Proposition 7, fz can be written as

fH(LEl, .

where V' = (eq,...e,_2). But, we know from Proposi-
tion 7 that f. v = fe,_,+v and that this function is a

7$n—1) = (1 + xn—l)fe,,-l—V + xn—lfe.ﬂ,1+V
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symmetric function of (n—2) variables. Letg = f. 4+v =
fe._1+v. Since

fH(a:l;"';xn*l) = g($17-~-7$n72>

we have L(fz) = 2L(g). Therefore, g is an (n — 2)-vari-
able symmetric function which satisfies

(n—2)+1

L(g) < ol==] + 2%

By induction hypothesis, we deduce that vy(i + 2) =
vg(i) @ 1forallisuchthatt —1<i<(n—2)+1—t.
However, the simplified value vector of g is related to the
simplified value vector of f by v,(i) = vy (i + 1) for all
0 <12 < n — 2 (see Proposition 7). It follows that, for all
t<i1<n—2-1t

vr(i+2)=v,(i+ 1) =v,(i-1)@dl=v(1) 1. O

As a direct corollary, we can deduce a necessary condition on
the simplified value vector of the symmetric functions f with

L(f) <28, if n is even

L(f) <2 425, ifnisodd.

Corollary 7: Let f be a symmetric function of n variables.

» For n even, if vy (% — 1) = vy (% + 1), then £(f) >
2" +2°%

+ Forn odd, if vy () = vy (252) orif vy (242) =
vr (251), then £(f) > 27 )

Theorem 6 also points out that the resiliency order of a highly
nonlinear symmetric function is limited.

Corollary 8: Let f be a symmetric function of n variables
such that

L(f) < 2] 4ot
for some integer ¢, 0 < t < [”T*” . Then, f is at most
(2t + 2)-resilient.

Proof: Let g denote its restriction to (e; €n—t). From
Proposition 7, g is a symmetric function of (n — t) variables
and its simplified value vector is given by v, (i) = v¢(%) for all
0 < ¢ < n—t. Therefore, v(g) is ultimately periodic with period
4 and pre-period t. Moreover, g is not linear since v, (¢ + 2) =
vg(t) @ 1. We deduce from Corollary 2 that the resiliency order
of g is at most ¢ + 2, implying that f is at most (2¢+ 2)-resilient.

O

Now, we can characterize the symmetric functions whose

nonlinearity is very close to the optimal nonlinearity. Here, we

use the following lemma which shows how the Walsh spectrum

of such a function can be computed from the Walsh spectrum of
a quadratic function.

IPEEER

Lemma 3: Let f be a symmetric function of n variables such
that

£(f) <2l 4ot



CANTEAUT AND VIDEAU: SYMMETRIC BOOLEAN FUNCTIONS

for some integer ¢, 0 < t < ["T*” Then, there exists a sym-
metric quadratic function ¢ € B,, such that, for any o € F5 of
weight w

F(f +¢a) = F(a+ ¢a)

-9 Z (hi(—l)“q(i) + hn_i(_l)vq(nfi)eBw) Pi(w)

where h; = vy (i) Duvg(i),i € {0,...t—1}U{n—t+1,...,n},
and P; is the Krawtchouk polynomial of degree ¢ as defined in
Proposition 3.

Proof: Theorem 6 implies that f = g + h where ¢ is a
quadratic symmetric function and h is a symmetric function
such that v, (i) = O forallt < i < n — t. Let h; = vp(4).
From Proposition 3, for any o € F5 of weight w, the Walsh
coefficients of f are given by

n

T+ 6a) = Y1) O P ).
1=0

Using that (—1)"/() = (=1)ve(@)(=1)" = (=1)»()(1-2h;),
we deduce that

F(f + ¢a) = F(g+ ¢a)

-2 (S(—l)”q“)hiﬂ(ww i (—I)UQ(i)hiPi(w)>

i=0 1=n—t+1

and the result comes directly from the fact that P, ;(w) =
(=1)" P;(w) for any integer w. O

Proposition 20: The symmetric functions f of n variables
such that

c(f) =251 42

are the eight functions of degree n defined by the following

simplified ANF vectors:

Af =(a,b,1,0,...,0,1) and Af=(a,b,0,1,...,1,1),
a, b € F2.

Proof: From Theorem 6, f = ¢+ h where ¢ is a quadratic
symmetric function and h is a symmetric function such that
v(h) = (ho,0,...,0,h,). Therefore, the simplified ANF
vector of h is

An = (ho, ho, ey h(), ho (&) hn)
It is well known that £( f) is not divisible by 4 if and only if f
has degree n (since its Hamming weight is odd). Then, we must

have hg @ h,, = 1. For hy = 1 and h,, = 0, we have from the
previous lemma that, for any « of weight w

F(f 4 ¢a) = F(g+ @a) — 2(=1)",

We deduce from Proposition 16 that, for any function f with
Af=(a,b,0,1,...,1,1), theset {|F(f+pa),a € F3}equals
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n+1

> +2,2}

{2% —2,2% 42} when n is even and {2% -2,2
when n is odd.
Similarly, for g = 0 and h,, = 1, we have

FUf+ pa) = Fla + ) = 215,
Then, for any function f with Ay = (a,b,1,0,...,0,1), the set

{|F(f + ¢a)|,a € Fy} equals {25 — 2,2% + 2} when n is

evenand {272 —2,2°7 + 2,2} when n is odd. O

Proposition 21: The symmetric functions f of n variables
such that

n41

£(f) =2l

J 44

are the four functions of degree (n — 1) defined by the following
simplified ANF vectors:
)\f:(a7b,0,17...,170)7 a,b e Fs.

Proof: From Theorem 6, f = ¢+ h where ¢ is a quadratic
symmetric function and h is a symmetric function such that
v(h) = (ho, h1,0,...,0, h,—1, h,). From the previous lemma,
we have, for any o of weight w

F(f + ¢a)
= Fla+0a) =2 (ho(=1)"@ + hy(<1) 0+

_ 2(’” _ 2’(1)) (hl(_1>11q(1) + }Lnfl(—l)U‘I(n_l)er) ]

Clearly, we have

‘ho(—l)“q@) + hn(_1)vq<n>+w‘ <2.

Therefore,

|F(f 4+ @a)l > |F(qg+ @a) = 2(n — 2w)

(o sy .

If (b1, hn—1) # (0,0), we have
hl(_l)vq(l)+hn_1(_1)vq(n71)+wE{(_l)vq(l)ﬂ(_l)vq(l)}

for w = vg(1) ® vg(n — 1) mod 2.
However, we can check from Proposition 16 that, when «
varies in the set of all elements such that

wt(a) = vy(1) ® vy(n — 1) mod 2

ntl

F(q+ ¢a) takes both values £2 L*+* ] Therefore, there always
exists an o with wt(a) = w < 3 such that

Flg+ pa) = (=1)reM+12[]

implying that
F(g+¢a)—2(n — 2w) (hl(_1>vq(1)+}Ln71(_1)vq(n_1>+w)’
> 215 4 o(n—2w).
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TABLE 1V

J — 2 WITH A NULL CONSTANT TERM

F(f + pa) H n =0 mod 4 n =2 mod 4 ‘ n =1mod 4 ’ n =3 mod 4

wt(a) = 0 mod 4 (-1)%2% —4 (~DM 1) 2% (( 1)A ) (=Mt 41)
—2) | ("2 -2

wi(a) =1mod 4 || (~1)M1(-1)F2% (—1)"T°2% —4 (( 1)A+1 1) (=D +1)

T 2" 7%

~2)

wt(@)=2mod 4 || (-1)F+23 —4 | (-1

PH(—1)*T 2

(( 1)A )
-2

n 712

DM-1)i2%

wit(a) = 3 mod 4 (—

nl

(-1~ -2

(1
(1
(

)
(- 1)*“ 1)
)

It follows that, for any choice of (hg, hy, ), there exists an « with
wt(a) = w < 3 such that
F(f +¢a)l 22UF] +2(n - 20) — 4
>ol*] 1 on—16

N -l

when n > 10. We then deduce that both h; and h,,_; must
be 0if L(f) = 2L"3*] + 4 when n > 10 and we checked by
computer that this condition also holds when n < 10. Therefore,
the simplified ANF vector of A is

)\h = (h07 h07 ceey }L(), }L() b hn)

and we must have hg = h,, = l—otherwise L(f)= ol 4o,

In this case
F(f +pa) = Flg+ pa) =2 ((—1)'”‘1(0) + (—1)7@(")%) '

If we consider the quadratic Boolean functions with sim-
plified ANF vector A(q) = (0,A,1,0,...,0), A € F5, then
v4(0) = 0 and v,(n) depends on the value of n mod 4

0, if n = 0 mod 4
1, if n = 2 mod 4
vg(n) = A, if n =1 mod 4
A1, ifn=3mod4.

We can compute the value of
Flg+pa) =2 (14 (<1 H)

that we present in Table IV.

The case where v,(0) = 1 is straightforward as we
get —F(f + <p(,). Then, for any function f with Ay =
(a,b,0,1,..., 1,0), the set

{IF(f + ¢a)l,a € Fy}

equals {2525 — 4,25 + 4} when n is even and {2"%
n+1
4,2 T - 4,0} when n is odd. 0

VIII. CONCLUSION

Our study points out that the symmetry property combined
with some cryptographic requirements, such as a high algebraic
degree, a high degree of propagation, or a high order of re-

siliency, can only be achieved by functions having a very reg-
ular representation. For instance, we proved that any symmetric
function of degree d can be described by the representation of a
(21082 4J+1 _ 1)_variable symmetric function repeated periodi-
cally. Such regularities considerably reduce the number of sym-
metric functions which may be optimal with respect to some
cryptographic parameters. It confirms, for other criteria, the re-
sults obtained by Savicky [5] and by Maitra and Sarkar [6] on
maximally nonlinear symmetric functions. As an illustration of
this situation, we proved that balanced symmetric functions of
degree less than or equal to 7 (excluding the trivial cases) only
exist for eight variables. The very small number of nontrivial
balanced functions seems to be the main obstacle to the exis-
tence of highly resilient symmetric functions. We actually con-
jecture that balanced symmetric functions of fixed degree do not
exist when the number of variables grows. However, the gen-
eralization of the technique we used for functions of degree at
most 7 remains open.
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