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Preface
Dear Workshop Attendee:

We are proud to present to you the Proceedings of the Third Edition of the Annual Conference on Wire-
less On-demand Network Systems and Services (WONS 2006). After Madonna di Campiglio (Ttaly) and St
Moritz (Switzerland), the conference takes place this year in Les Ménuires, set in the beautiful French Alps,
from January, 18th to January, 20th, 2006. The conference was organized by INRIA and sponsored by IFIP,
INSA de Lyon and Alcatel. We wish to thank all the sponsors for their organizational support and generous
contributions.

The WONS 2006 event consolidates the success of the previous editions of the conference series. It firmly
establishes WONS as the ideal forum for researchers from academia, research laboratories and industry from
all over the world to come and share their ideas, views, results and experiences in wireless on-demand net-
works, systems and services.

This year, 56 papers were submitted. From the Open Call submissions we accepted 16 papers as full
papers (up to 12 pages) and 8 papers as short papers (up to 6 pages). All the accepted papers will be
presented orally in the Workshop sessions. More precisely, the selected papers have been organized in 7
session: Channel access and scheduling, Energy-aware Protocols, QoS in Mobile Ad-Hoc networks, Multihop
Performance Issues, Wireless Internet, Applications and finally Security Issues. The papers (and authors)
come from all parts of the world, confirming the international stature of this Workshop. The majority of
the contributions are from Europe (France, Germany, Greece, Italy, Netherlands, Norway, Switzerland, UK).
However, a significant number is from Australia, Brazil, Canada, Iran, Korea and USA. The proceedings also
include two invited papers. We take this opportunity to thank all the authors who submitted their papers
to WONS 2006. You helped make this event again a success!

The review process was thorough. For each paper, we obtained at least two and typically three reviews.
This could only be realized through the hard work of an outstanding Technical Program Committee com-
posed of 39 members. We thank all the TPC members for their invaluable help with the paper reviews.

We wish to express our deep gratitude to Serge Fdida for accepting our invitation to deliver the keynote
message to the conference, entitled Networking in Autonomic Communications. We also wish to thank
Renato Lo Cigno for organizing a panel on the still very timely theme: Is There a Killer Application for
On-Demand Networking? We hope the answer will be YES, of course, and we thank all the panelists in
advance for agreeing to offer their vision and opinions on this controversial topic. We sincerely thank the
authors of our two invited papers: Pan Hui (University of Cambridge), James Scott (Intel Research), Jon
Crowcroft (University of Cambridge), and Christophe Diot (Thomson Research), will present Haggle: a
networking architecture designed around mobile users, and Longbi Lin (Purdue University), Ness B. Shroff
(Purdue University), and R. Srikant (UIUC) will present Energy efficient Routing in Sensor Networks: A
Large Systems Approach.

Finally, the success of the Workshop is due in no little part to the hard work of many colleagues. In
particular, we wish to thank Daniele Herzog for handling the organizational aspects and Claude Chaudet
for taking on all sorts of charges (including emergencies) as a true jack-of-all-trades!

We wish you a profitable participation to WONS 2006 and a productive interaction with your peers,

either during the sessions or on the alpine slopes!

Mario Gerla and Isabelle Guérin Lassous, General Chairs
Carla-Fabiana Chiasserini and Edward W. Knightly, Conference Program Chairs
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Towards End-to-End QoS in Ad Hoc Networks

OSMAN SALEM and ABDELMALEK BENZEKRI
Institut de Recherche en Informatique de Toulouse,
Université Paul Sabatier,
118 Route de Narbonne - 31062 Toulouse Cedex 04 - France
Email:{benzekri, osmay@irit.fr

Abstract— In this paper, we address the problem of supporting The migration of these architectures to MANETS is proved
gdaptive QoS feSC;]Lc{rf_Je Tan?jg?Tem in _|(111_obile ad htC_JC nletwcarks, to be inconsistent with the characteristics of these nétsvor
roposing an ertrcient model 1or providin roportional end-
tg-t—fndonSgbetween classes. The F<)effectiv§n‘(;sspof our propos [12], [13]. Many researche§ have_ been based on these cgncept
solution in meeting desired QoS differentiation at a specifi node ar.‘d the m't'gat'on.Of_ their |mped|mer?ts to make them suétabl
and from end-to-end are assessed by simulation using a queng ~ With the characteristics of MANETS, like INSIGNA [14], [15]
network model implemented in QNAP. The experiments results FQMM [16], and SWAN [17]. Most of these strategies rely
show that the proposed solution provides consistent propgional  on admission control, priority based resource allocatiod a
differentiation for any service class and validates our clam even  gchequling. They only ensure that a newly added flow achieves
under bursty traffic and fading channel conditions. . . . L
its desired QoS but can not prevent the degradation of egisti
|. INTRODUCTION flows due to the contention with newly admitted flows and link
A mobile Ad Hoc network (MANET[1]) is a collection of breaking.
autonomous mobile hosts, where each one is equipped withfaking into account that the bandwidth fluctuations and
a wireless card that makes it able to communicate with angutes change over time, existing QoS mechanisms thatreequi
other host, directly if this last is in the same receiving gonexplicit resource reservation and absolute QoS guarameee a
or indirectly through intermediate hosts that forward pisk difficult to realize in ad hoc networks. The mobility and
towards the required destination. Therefore, each hostasct link breaking make useless the network resources resernvati
a router when cooperating to forward packets for others, ts provide hard guarantee when the resources do not exist.
well as a communication end point. Clearly, there are a number of reasons to beleive that per-
With the evolution of wireless communications and thbop differentiation technique is more appropriate for ad¢ ho
emergence of diversified multimedia technologies, qualfty networks than resources reservation. Without loss of géner
service in ad hoc networks became an area of great int#y; DiffServ is addressed to the network core by aggreggatin
est. Besides existing problems for QoS in IP networks, tlilews in a set of classes. Thus allows per-hop differentiated
characteristics of MANETS impose new constraints due to tiservices for the aggregated flows in the core of the network
dynamic behavior of each host and the variation of limitedithout requiring any resources allocation. However, Séffv
available resources. architecture largely depend on available resources anaeis d
A lot of researches has been investigated in routing areat define any scheme for taking corrective actions when
[1], [2], 3], [4], [5], [6], [7], and today routing protocsl congestion occurs. This is why a static DiffServ model is not
are considered mature enough to face energy constraints anitiable for ad hoc networks, and it is imperative to use some
frequently changing network topology caused by mobilitkind of feedback as a measure of the conditions of the network
(e.g., DSR [2], [6], AODV [3], [6], etc.). Many QoS awareto dynamically regulate the class of traffic in the networkhwi
routing protocols that claim to provide a partial (or contpje respect to the perceived and required QoS.
solution to QoS routing problems have appeared conseguentl We turn our attention to provide an adaptive approach with a
e.g. QoS-AODV [4], MP-DSR [5], ASAP [8], CEDAR [9]. soft guarantee (small time scale violation) rather tharits
In the current days, the Integrated services (IntServ) [168he (strict guarantee). Adaptive services are very ateaat
and the differentiated services (DiffServ) [11] are the twad hoc networks, because networks resources are relatively
principal architectures proposed to provide QoS in wirestarces and widely variables, where resources fluctuatians
networks. While the IntServ approach achieves end-to-emwbstly caused by mobility, energy constraints and channel
services guarantees through per-flow resource resersatidading. In contrast to traditional techniques (IntServ anff-
the DiffServ focuses on traffic aggregates and provides mdderv), our model adjusts the spacing of QoS perceived by each
scalable architecture. Contrarily to IntServ, DiffServedo class proportionally and independently of network load.
not require any per-flow admission control or signaling, and Our approach to provide proportional end-to-end QoS in
routers do not maintain a per-flow state information. Rauter ad hoc is based on the idea of fighting QoS degradation
DiffServ domain, need only to implement a priority schedgli due to mobility, which will change the topology and will
and buffering mechanism in order to serve packets accordimgpduce bandwidth fluctuation due to load redistributiorewh
to specified fields in their headers. re-routing existing traffic, after link break caused by node



movement outside the radio range of its vicinity. Thereforand to provide consistent delay at all nodes in the path
the relayed packets by this node of an active communicatiaegjardless of their arrival rates and their backloggeditraf
flow towards a destination will be inevitably lost. To recoveour proposed solution uses a dynamic priority adaptor,iviéait
communication, source node initiates end-to-end altermatTime Priority (W T'P) scheduler at the network layer and a
route discovery with reactive routing protocol, and flowdl wi contention window adaptor for IEEE 802.11e. The qualitativ
travel through the newly discovered route if there is onend quantitative study of our scheme is conducted after a
causing load redistribution and changing the QoS perceivimal description, expressed through stochastic extessi
by existing traffic profile in the newly traversed route due tof process algebras and by simulation through a queueing
additional amount of traffic. network model. The algebraic description is not descrilved i
The Proportional Differentiated Service (PDS) [18], [19this paper due to space limitation.
model, which was proposed for IP networks, classifies flowsThe rest of this paper is organized as follows. Section II
into NV classes where clagsgets better proportional perfor-gives a brief introduction to the PDS model with the imped-
mance than class-1. PDS aims to achieve better performancinents that prevent its use in ad hoc networks. Section Il
for high priority class relatively to low priority class win  presents the components of our extended PDS (EPDS). Section
fixed pre-specified quality spacing. This proportionaliy ilV is devoted to the performance evaluation and analysis.
achieved through the use of a scheduling mechanism ableFinally, section V concludes the paper with a summary of
provide the pre-specified spacing between classes. The nthstresults and future directions.
important idea of PDS is that even the actual quality of each
class will vary with network load, the spacing ratio between |I. THE PROPORTIONAL DIFFERENTIATION SERVICE
classes will remain constant. MODEL AND PROPERTIES

A proportional approach outperforms the strict prioritiaa Th w0 basic t f ice diff it -
scheme, where higher priority classes are serviced bef c—i\ ere are two basic ypes of service diiterentiation scteme
% ]- The first one is the absolute service differentiatishich

lower ones. This means if the high priority classes are p o : : .

sistently backlogged in corresponding queues, the lowrifyio as aweak ability of aQaptanon to fluctuating arrival rdt_e_m .

will starve for bandwidth with strict priority scheduliniylore- various hosts anq Wh'ch leads _to allow resource utilization.
Ihe second one is relative service differentiation, wheoSQ

over, strict priority schemes do not provide a tuning mech . .
nism for adjusting the quality spacing among classes, aad {peasures for a class are guaranteed relatively to otheh®in t
’ etwork.

QoS perceived by a class depends only on the load distributi§€"vor . . ) L
Another advantage for using proportional differentiatervice Within the relative service differentiation infrastruogu

rather than strict one is that bandwidth degradation iserbnéraﬁic is divided intoN classes that are sorted in an increasing
firstly by the low priority flows, whenever it is desirable to2rder according to their desired levels of QoS. In this sahem

distribute the bandwidth degradation across differergsga in §ervice quality of class is better than _clas$— 1 for_ 1_ < )
< N. Thus assures that the class with higher priority will

a proportional fair manner. Furthermore, while some resear’ = - . i i
in ad hoc try to provide a static fairness in resource netwofkC€VE relatively better quality than the classes withelo

distribution, obsessive fairness is neither reasonahielesir- ON€S- Therefore, the application must regulate its pyidgitels

able in this kind of networks, where some applications expd@ Meet its end-to-end requirement in an adaptive manner.
better services than others. The primary objective of relative service differentiation

Usually, QoS parameters are specified in term of maximuh 0 Provide proportional differentiated level of QoS to
end-to-end delay, maximum loss rate and minimum througﬁ'—ﬁerent traffic classes even in the presence of burst in a
put. The differentiation between classes in a static mawiier SNOrt timescales. The best known effort in the PDS model
not to be able to respond to these end-to-end requiremefigs initially proposed in [18], [20], [21], which attempts t
with resources fluctuations. To resolve this problem, we wiprovide proportional queueing delay differentiation farcget
use a priority adaptor mechanism (or dynamic class sefectifprwarding in IP networks. It states that the average delay e
mechanism proposed in [20]) to dynamically adjust the figior amined by glasses should be proportional to the differgotia
of each flow according to the perceived/required QoS. ~ Parameters:

In this paper, we address the problem of providing a 4.t ¢+4++) 4, . o
proportional differentiation service that supports a widege TGir 5.0 v #jandi,j€{1,2,...,N} (1)

PO g it t+T1) 6
variation of the network load in ad hoc networks. The problem
of using PDS model lies in the additional random waiting tim&he class parametefs, ¢; are the pre-specified differentiation
for every frame due to medium access mechanism (CSMA/Qrarameters for classandj respectively. They are ordered as
in IEEE 802.11). Thus render network scheduler inefficiant that higher classes provide lower delay, dg.> d2 > ... >
providing proportionality between classes. Furthermahe, oy > 0.d;(t,t+7), d;(¢,t+7) are the average delay for class
medium access mechanism was initialy proposed to providg in the time intervalt, ¢ + 7].The delay perceived by each
bandwidth fairness between contended nodes, but it is unfeliass is relative to another class, and the higher classgeill
to penalize nodes forwarding more traffic for others with a better service (i.e. lower delay) than lower classes. &mua
higher delay than its vicinity. To overcome these problem$,must hold for each class regardless of its loads, which mean



that the ratio between classes will remain constant depgndi Due to shared medium and distributed access mechanism
only on the pre-defined differentiation parameters. in ad hoc networks (CSMAJ/CA used in IEEE 802.11 [23]),

As far as the design for scheduling algorithms to providd/TP can not achieve proportionality between classes at the
proportional delay differentiation, many schedulers hape same node, because of the contention based access and the
peared to achieve this proportionality, e.g. waiting timegty additional random probabilistic waiting time. In contréstP
(WTP[18]), Proportional Average Delay (PAD [21]) and thenetworks where the link is controlled by one router, frames
Hybrid Proportional Delay (HPD [18]). The difference beunderlying different classes at the MAC layer in ad hoc, wait
tween these schedulers is related to their speed of comezgdor an additional random time before transmission (digcret
under heavy and light load in the network, but it should beniform random variable), and thus render PDS inefficient
noted that all three schedulers use time dependent queueirip these kinds of networks. This additional random time
delays to assign priorities to packets in different fashion may cause priority reversal at transmission time, because a

Furthermore, Dovrolis et al in [20] introduced a methothis instance, the frame may no longer be the corresponding
to provide an absolute guarantee to the end user througte to the paquet with the highest priority. For clarificatid
the proportional differentiated services by adding a dyisampacketPacket,, received at MAC layer at time,, it will not
class selection mechanism, where the application can Ie transmitted immediately but after a uniformly distritatit
crease/decrease its traffic class dynamically based ondle @andom time. At transmission tim&,, this packet may no
feedback reports from the receiver to satisfy its requirisme longer have the largest waiting time priorijty(¢) as shown in

In the rest of this paper, we will adopt the WTP algorithrifigure 1.
which was studied in [22] with the name of Time Dependent
Priority (TDP), and which was used by Dovrolis in [21] as an Priority
effective means to achieve the proportional delay diffdaen i
tion in IP network. In WTP, the classifier adds.,;,q; to the
header of each packet and forwards it to the corresponding
gueue according to its belonging priority class. The sclexdu
serves packets from queues in the FIFO manner by calculating
the waiting time of each of head of line (HOL) packet (denoted

by wy(t) = t — terrivar) In €ach queue and chooses the packet A |
. . . . . . . - »Time
with the higher associated priority given by the following bt .
formula:
wp(t)  t—tarrival Fig. 1. Priority reversal
i(t) = =
0; 0;

The scheduler selects packet with the largest priorityevaiy ~ MOSt of the existing distributed QoS schemes for ad hoc

time ¢ from the HOL packets of all backlogged classes to Jgovide service differentiation by proposing a new medium
forwarded, according to the following formula: access mechanism, e.g. the use of priority based channel
’ access [24], [25], or distributed fair scheduling [26], or-|

ser_p(t) = arg,_; n max(p;(t)) ear mapping from network to MAC access priority [27],etc.
. However, even if some works have shown that it can achieve
Where N is the set of all backlogged classes. If two packefg re|ative service differentiation, where higher prioritgsses
have the same priority value at timethen they will be haye petter performance than lower priority classes, thiey d
transmitted in a random order, but the arrival process @fidra ¢ provide a means to adjust the degree of differentiaten b
usually follows the Poisson distribution probability weehe yeen service classes, nor a formal proof for the diffegeiatn
Pr(2 packets arrive at the same instant) is zero. result.
_Th_e different classes mu_st have an equal waiting t_imeRecentIy, the IEEE Task Group proposes the Enhanced
priority at the same node in order to make the requirgsisiributed Coordination Function (EDCF) in IEEE 802.11e
proportionality between classes hold, e.g. transmittetk@s [2g] which enhances IEEE 802.11 DCF with the introduction

of classi andj at time#, and¢, must have: of different traffic classes by the use of distinct Arbitoati
ity wj(ts viie (L9 N Ir_1ter Fram_e SpacesA( F'S;) and qontenti(_)n V\_IindOWC(’Wi)
55 i,j €{1,2,...,N} sizes for different classes. We will exploit this access Imec
i J

anism with the Markov analysis given in [29] to provide
While this mechanism is suitable for wired networks, it iglifferentiation between classes.

still desirable to use this model in the wireless domain. Bue

the fact that WTP is a centralized scheduling scheme, its1eed ||| SpecIFICATION OF THEPROPOSEDM ODEL

to know the waiting times of all packets before deciding viahic

one to transmit at a time. This is trivial in IP network, where Our objective is to extend PDS model in order to provide
all packets waiting to be scheduled originate from the sarmeed-to-end proportional delay differentiation betweesssés
routers. in ad hoc networks. Our proposed model is constructed by



composition of many mechanisms: priority adaptor, propoGontention Window valueW,,.x[AC;]) for differentiation
tional differentiation scheduling mechanism, enhancest dbetween packets belonging to the different ACs in contentio
tributed prioritized medium access EDCF of IEEE 802.1]ghase to access the channel, instead of sibgl€'S, CWiin,

and delay estimator component as shown in figure 2. and CWy,,, values as in 802.11 DCF. These parameters will
be exploited to provide proportional differentiation beem
Application -
5 v Estimated dela AC's and consistent equal delay for each classes at every node.
elay bound with
tolerance
¥ ¥ ’ Class Mapping to Access Categories ‘

Marker :égig’rj ; ; ; {
[ ‘ AC, AC, AC, AC,

Packet marked

+ ﬁPacket from other nodes—

Classifier ‘

I EHE S5EE

Delay overheard from y o .
Backo Backo, Backo Backo,
WTP Scheduler ‘ transmitted packets Z Z ol Z

¥ — (AIFS,) | | (AIFS)) | | (AIFS,) | |(AIFS,)
CWoina CW s CWoina CWins
IEEE 802.11e ’ )
Cu/mur.él CVVmun} C’/me,z C’/Vmu\‘.l

l Packet ; # & &
To physical layer ’ Scheduler: Resolve virtual collision ‘
Transmission
Fig. 2. QoS assurance mechanisms at each node attempt
This mechanism works as follows: each application specify Fig. 3. FourACs for EDCF.

its QoS requirements parameters (maximum supported end-
to-end delay, tolerated jitter, minimum throughput, eto.jhe Figure 3 shows the 802.11e MAC with four transmission
priority adaptor component. This last is used to specify thrieues in a station, where each queue behaves as a single
appropriate priority dynamically in order to meet the Qo®nhanced DCF contending entity, i.e., dd’; with its own
application requirements for its flow. The WTP scheduling/ F.S(AC;) and Backoff Timer BT (AC;)). After sensing
mechanism is used at the network layer to provide diffethe channel idle for time period equal I F'S(AC;) by an
entiation between tagged packets in the same manner asiiti;, it generates a random backoff value before transmit-
IP networks and to forward packets to the IEEE 802.11img. The backoff time counter is decrementBd’(AC;) =
layer. At link layer, a modification to the initializationghion BT,;4(AC;) — 1 as long as the channel is sensed idle for unit
of control parameters in the MAC layer are proposed time (aSlotTime). The value ofBT(AC;) is freezed when a
provide proportionality between different access catiegor transmission is detected on the channel, then reactivated w
and packet delay fairness in each class at every node. Tihis channel is sensed idle again for more theiF'S(AC;).
modification will be achieved through the use of congestiofhe AC; transmits when the backoff timBT (AC;) reaches
window adaptor component. In the next sub-section, we giveearo. Moreover, the backoff timer is generated B%; =
detailed specification of the tasks of each of these comgsnemandom (0, CW; ;) x aSlotTime, whererandom() is a gen-
A. |EEE 802.11e and contention window adaptor erator of random “T"fo”."'y distributed fr(_)rjﬁ), CW?J — 1]
i ) interval, andaSlotTime is a very small time period (8s)

In ad hoc networks, nodes access the medium with a decgy oy, | — oW, (AC;) at the first attempt. After each

tralized scheduling scheme such as the distributed coatidm |\ \ccessful transmissiofW; ; is increased exponentially

function (DCF [23]) of IEEE 802.11. It is based on Carbyafactor2 up to a maximum valu€'Win.x (AC;) as shows
rier Sense Multiple Access Collision Avoidance mechanisghuation 2

(CSMAJ/CA) with binary exponential backoff algorithm when . )
collision occurs. CW, : — { 2CWi O<j=m } )
%, m :

EDCF in IEEE 802.11e is an extension to DCF mech- 2mCWio m<j< R
anism for supporting QoS differentiation. The EDCF basi® is the retransmission limit at the MAC layer and it is equal to
access method [28] is shortly summarized as follows: eathin both DCF and EDCFCW; ; denotes contention window
packet from the higher layer arrives at the MAC layer witlof classi after a number of unsuccessful transmissioAfter,
a specific priority value. A 802.11e station implement foua successful transmissiofi}V; ; will be reset toCW; . When
access categories (ACs), where each packet arriving at there than oneAC; within a station have theiBT(AC;)
MAC layer with a pre-defined priority (traffic categories) isexpire at the same time, the collision is handled in a virtual
mapped into the corresponding AC. Basically, EDCF us@sanner. The highest priority packet among the collidingkpac
different Arbitration Interframe Spacingd( F'S(AC;)), mini- ets is chosen and transmitted, and the other queue performs
mum Contention Window value(W,,;,[AC;]) and maximum the backoff mechanism while increasiaghV (AC;) values.



AIFS (AC))

ASAG) backoff S. J

s (ac Tij = AIFSi+5. > Wi -1)+jPT. 0<j<R
backoff =0

SIFS

dj-j— with S; is the normalized throughput?; is the collision

probability andr; .. is the collision time. Interested reader must
Fig. 4. EDCF channel access mechanism.

Contention Window
(Counted in slots)

refer to [31] for a detailed explication. Consequently, thgo
of the average delay of adjacent classes can be written as:

SIFS

R=T7
> Piv1Tiv1 g

Diy1  j=0 B
The basic access medium in EDCF is shown in Figure 4. D,  R=7 -
This figure shows the timing diagram of the EDCF channel J;O BT

access. Basically, the smalldd F'S(AC;), CWnin[AC;], and

CWiax[AC;], the shorter the channel average access delay

for the corresponding priority, and hence the more capacity =7 . Sit1 < ‘

this priority obtains. However, the probability of collisis 2 (AIFSZH T bgo(CWHl’b —DF

increases when operating with smal@i,,,;,[AC;]. = " J
As Malli et al. in [30] show through simulations, EDCF > (AIFSi + 33 (CWiyp — 1)+
performs poorly when the medium is highly loaded. This is =0 b=0
due to the high collision rate and wasted idle slots caused 7 pit1 'Ti+1,c) “Piy1;
by backoff in each contention cycle. The best medium distri-
bution can be obtained only when EDCF supports a perfect Jpi Tiyc) B

scheduling algorithm among all the queues even in those atA h h . ¢ la th |
different nodes. That involves a complete synchronizadioc h S ; owsht 3 lprewous _ormudabt N conlécro azg;a;eters
is difficult to realize in this kind of networks. t at. affect the delay experienced by a pac et. v

IEEE 802.11e achieve distributed priority scheduling bR’ JPi-Tic, Fij and the minimum c_ontentlon _vymdow siz€

. . o T %ﬁroughCWi min- Yang and Kravets in [33], minimum con-

moderating the contention behavior in enhanced d'StrmUtFention window sizes and throughput have been shown to
coordination function (EDCF) [28] where better delays alfave the following relationship, where we can conclude the
provided using higher medium access priorities. The SerVigquivalence through the relatic')n between throughfiut)
differentiation is qualitative and does provide neithely an, d transmission delay(): !
specific delay assurance nor proportionality between etass
Consequently, we study the influence of the control pararmete TH CWLﬁ Diti CWitimin
(CWinin[AC;], CWiax[AC;], AIFS(AC;), etc.) that affect ~ 7 D, oW, H"lin

PDS. As a result, we knew thaiW,,;,[AC;] is the most TH; CWi min
effective parameters in providing a relative differentiat  This can be explained by the fact that is the same for
between classes. Therefore, we should search the relaitiong) the classesAIFS[i] and j.p;.T;. are smaller than the
between delay constraint andWnmin[AC;] for providing a other term. Therefore, delay proportionality can hold hesw
consistent differentiation. classes at the same nodes as in end-to-end, because the

Bianchi in [29] presents a Markov chain model for thgacket's end-to-end delay equals the sum of all per-hopydela
analysis of the IEEE 802.11 saturation throughput. By angtong the path. On the other hand, it is unfair to penalize
lyzing the chain in the way proposed by Chatzimisios et al #odes relaying more traffic than others. We turn our attentio
[31], we get all required value for average transmittingagtel to provide a fair delay for each class at different nodesg@lon
experienced by contending nodes: the path. We want to provide an extension to equation 1 that
must hold locally, to make it hold along every node in the
networks, according to:

®3)

- di(t,t+71) 0
j=1 3\ :_7, . .
i) 5, Vi#jandVp #q (4)

whereP; ; is the probability that a nodetransmits the frame _ )
at thej—th backoff stage, and; ; is the average delay. Thesel he superscriptp andq represent thed of two nodes along

parameters are given by Ligiang et al in [32], with: the path. An equal time delay between contending nodes
can be achieved through a dynamic adjustment of minimum
P;=(1-P)PY 0<j<R contention window as follows:

diy (tr—1) — 7 (tp—1)

CWP(t,) = CWP(t)— 1 _
;(tk) L (te—1)x (147 Z )

) ()

and



R P
with w?(t) = t”_tgﬁml = ng?’“et is the normalized delay if the received feedback report is inadequate with apptiocat

i

experienced by a packet at noﬂ’eandd_f(tk) is the average requirements. This mechanism works as follow:

of this normalized delay calculated as follows: o0 —1
P(ty) = aw? (ty) + (1 — @)dl (ty—1) CHIT) — CFT L1 if (CFT < N A Q0Spar ¢ SAT)
— — — — CHITY) = okT if (C*T = N A Q0Spar ¢ SAT)
d2.(t.) = 6dP (1) + BdL. (t.) + (1 — § — B)dB, (t i i i par
N (tr) i (tk) + Bdy (te) + ( B)diy (tk) CHTFD _ ORT 1 {F (CFT = 1 7 QoS,ur € SAT)
(
if (

d? (t1) denotes the estimated normalized delay of the network Cf T+1) — CkT
at nodep andr is a small positive constant. Each node must

estimate its average waiting timé (t) after the transmission Wherei is a flow indicator andS AT is the satification set

of each packet using the RTT average formula, and tRéQ0S parameters.

average waiting time of the networ&} (¢t) after overhear-

ing of a packet transmitted in its contending zone. Clearly, IV. PERFORMANCEEVALUATION
RTS/CTS/DATA/ACK frames can piggyback the waiting time | this section we study the performance of the proposed
of each pa_cket and the average network estim_atipn delay £heme using simulations performed in h&7 AP. Queueing

two reception zone away along the path. This informatiqfodel is used due to its flexibility in adding time to header of

in the packet header may be used to estimate the averagen packets and its offred facility in accessing HOL packet
delay experienced by a packet in the previous hop of tigormation from other queues. The formal specification of
network, and at the node forwarding other flows in the samggch component in our scheme has been described through the
reception zone. The basic idea is to equalize the average of algebraic operators of architectural descriptiogdae
normalized delay between nodes along the path such that equa y /71,4 [34], before the description i) N AP.

tion 4 is. satisfied._T.herefore, the_contgntion window adapto \yre have chosen a a small grid topology(8fx 3) (figure

must adjust the minimum contention window accordingly, by with linear mobility in the four directions for all nodes

comparing the average delay of its transmitting packetd wikyceptd andC' supposed fixe. The destination and the sources

the networks average delay estimated from collected data. {fom where the data have to be sent are randomly generated
provide proportionality at the same node, contention wmdoy, aqdition to that fromA to C. When nodeB fails for an

adaptor updates the minimum contention window of only ongyonential delay used to simulate mobility and link break
predefined class according to equation 5 after a succesgflen node moves out, existing traffic framto C will travel

transmission, and for other classes according to equation ?throughAE along the patt EC to reach required destination.

B. Network layer and waiting time priority scheduler

CHT =1 A Q0Spar € SAT)

o . : A

The classifier handles the received packets by forwarding ¥
them to the appropriate waiting queue, where they wait leefor (&) }@{ i@
transmission to the MAC layer. The WTP scheduling is used to
provide differentiation at the network layer in the same n&n @_3@;_@
as in IP networks, where packets are treated in a propoftiona :
manner. WTP selects the packet with the longest normalized Y
waiting time and sends it to the MAC layer. ©= CA O
C. The Priority adaptor Mojemem

directions

The end-to-end delay (throughput) sensitive applications
request a bounded maximum delay (minimum throughput) Fig. 5. Topology used in simulation.
with a jitter bound (tolerance bound). At the source nods, th

mechanism is responsible for determining the suitablesdtas e briefly describe the experimental setup and system
each traffic flow. It begins by tagging packets with the lowegbnfiguration of our proposed model. Next, we present the
priority and compares received QoS report feedbacks wéh thesults demonstrating the effectiveness of the proposetemo
required one. If QoS parameters are not satisfied, it incnésnejp, providing proportionality.

the priority by one until the perceived QoS is satisfied oysta The robustness of our proposed EPDS scheme is tested
in the same class if it reaches the maximum priority leVel sing two different packet arrival profiles. Packets cambel

The priority adaptor may select directly the adequate ftyior i four different classes and usually the arrival process is
if there is avai_lable information from e>_<isting rovx_/s..We dotn gescribed as a Poisson process. This process is the mosf wide
claim to provide a hard guarantee with this priority adaptopopuylar traffic model because it takes into account the fluctu

which tries to meet required bounds without providing antion of traffic. The timet between arrivalsiter — arrival)
guarantee if the network is not able to deliver requiremehts js exponentially distributed with rata:

the application. This mechanism begin with prior@ = 0
and increases the priority of the flow periodically afiétime Prit<T)=1—e*



and the number of arrivals in an interval of lengtls then
given by the Poisson probability:

zone, and a transient perturbation of the proportionaétjor
will occur and thus will result in short timescale violation
)"y, of proportionality. This perturt_)ation will .not appear ineth
¢ average and therefore a transient study is necessary tot dete
i he influence of mobility at performance degradation. Fégur
show a non significant perturbation at a local node where
roportionality between classes nearly continues to hottié
t 300sec of simulation run. The end-to-end delays propor
(ﬁonality continu hold perfectly with respect to differ@ated
arameters of : 1 : 1 : £, where we observe that the end-to-
nd achieved waiting time ratios are significantly closeth®
target ratios. Velocity of each mobile node was taken 1m/sec
during simulation.

Pr(n arrivals € [0,t]) =

In contrast, recent studies and measurements show
realistic traffic follows heavy tailed distribution wherdet
variance of data size is very large, even sometimes
finite and that can not be represented by Poisson distrituti
Heavy tailed distributions are more convenient, e.g. Bar
distribution function given in equation 6 is an example o
heavy tailed distribution. However, a robust model showt n
depend at distribution load assumptions for providing QoS.

1
PricsT)=1-5% ©)
Therefore, we consider Pareto traffic arrivals for eachs;las, =

where the packet arrival process follows the Pareto digidh '
with a shape parameter equals #o= 1.2. All packets are ’
constant length with 512bytes. o |
We first study the accuracy of EPDS model in providin-
differentiation between classes according to the preiipec .
ratios at the same node and under the two arrivals patte.
We focus on scenarios of only four service classes at tic
network layer mapped directly to the 4 access categories use
in IEEE 802.11e at MAC layer. All the parameters investigate

(a) Average local delay. (b) Average local delay ratio.

TABLE |

SIMULATION PARAMETERS.

. . - . Fig. 6. Inter-arrival is exponentially distributed.
in our model are given in table |. Results concerning thelloca
average delay at a node are presented in figure 6, 7. It is
obvious from these figures that average delay differentiati
is mostly achieved simultaneously between different servi . -
classes according to their differentiation weight. =
Parameters Value i ]
Number of classes at network layer || 4
Number of classes at MAC layer 4 |
Differentiation parameterss;, @ € || 61 = 1,02 = %, 03 = 1, “
{1,2,3,4} 5y =1
MAC CW; min, ¢ € {1,2,3,4]) for || [64, 32 16, 8] !
EDCF
MAC CW; max, % € {1,2,3,4} for 1024 (a) Average local delay. (b) Average local delay ratio.
EDCF
MacOverhead 28 Bytes Fig. 7. Inter-arrival is Pareto distributed.
aSlotTime Yus
SIFS 16us
DIFS = SIFS + 2 x aSlotTime 34us
ATFS, DIFS —— ===
AIFS; = ATF'S;1 + aSlotTime. “ +& | =
AIFS[4], AIFS[3], AIFS[2], || 34us, 43us, 52us, 61us
AIFS[]
Average weightsy, o, 3 a=0906=0108=01 i
Per-class queue size (packets) 512bytes
Propagation delay 1us 5
Delay jitter tolerances 20% of application delay

Fig. 8.

50
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(a) End-to-End delay.

150
Time (sec)

(b) End-to-End delay ratio.

End-to-End delay and delay ratio with Poisson distion.

User mobility leads to network topology changes after
link breaking and thereby rerouting of all forwarded flows Then we extend the study to the impact of network size
along the old path. When this occurs, traffic distributio&v at differentiation between classes. The variation curve is
changes significantly at other nodes in the same receptjpresented in figures 10(a) and 10(b) for Exponential and®are



= — that our model scheme is an efficient way in providing

=G : M differentiation between classes in predictable and ctiabie

~ way. Moreover, our scheme is easy to implement and work
in a completely distributed fashion. Finally, it is also pitie

to incorporate any proportional scheduling mechanismrothe
than Waiting Time Proirity (WTP), to provide better support

for differentiated services in mobile ad hoc networks.

End-to-End delay (sec)
End-to-End delay ratio

50 £ 0 0 (3 E) 00 150
Time (sec) Time (sec)
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Abstract—In this paper, an intelligent solution is proposed for
the congestion control in wireless ad hoc network. The presented
QoS architecture exploits the fuzzy logic for improving the
congestion control in the aim to support voice and video
multimedia applications, and non-real-time traffic services. We
present two techniques: the first one uses a fuzzy logic system to
perform the threshold buffer management. The second technique
is based on Fuzzy Petri nets (FPWICC) for modeling and
analyzing the QoS decision making for congestion control in
wireless ad hoc network. The performance evaluation was
studied under different channel, mobility, and traffic conditions.
The simulation results confirm that the intelligent fuzzy logic tool
is a promising solution to support QoS for multimedia
applications in wireless ad hoc networks.

Index Terms—QoS, multimedia application, congestion
control, fuzzy logic, threshold management, fuzzy Petri nets.

L INTRODUCTION

HE rapid development of the wireless technology has

been accompanied by an evolution of new multimedia
applications. Sample multimedia applications include
videoconferencing, distance learning, distributed games, video
on demand, etc. These applications consist of voice and video
traffic, and they need delay and loss guarantees. Others
applications, such as World Wide Web and FTP, are delay-
insensitive. However, maintaining the end-to-end voice and
video quality is too difficult to be accommodated by the
wireless ad hoc networks.

Wireless ad hoc networks are self-creating, self-organizing,
and self-administering [1]. The dynamic nature of these
networks presents significant technical challenges to ensure
better quality delivery to the multimedia applications. These
applications generate traffic at varying rates and usually
require that the network be able to carry traffic at the rate at
which they generate it. Besides, they are more or less tolerant
in terms of traffic delays and variation in traffic delay.
Therefore, it is vital to support the Quality of Service (QoS)
for multimedia applications.

In response to the challenges posed by the wireless ad hoc
technology, various approaches and protocols have been
proposed [4]-[15]. Note that the classical QoS architectures
(e.g., IntServ [2] and DiffServ [3]) proposed for the wired
networks are not readily applicable to this new technology.

10

Recently, many researches have focused on addressing the
QoS issue in the ad hoc networks: SWAN [4], INSINGIA [5],
and FQMM [6]. The later model is a hybrid approach
combining the advantages of per-class granularity of DiffServ
with the per-flow granularity of IntServ. It tries to preserve the
per-flow granularity for a small portion of traffic in MANETS,
given that a large amount of the traffic belongs to per
aggregate of flows, that is, per-class granularity. FQMM offers
a good solution for small- and medium-size ad hoc network,
but it is not suitable for large networks. INSIGNIA is one of
the noteworthy QoS frameworks with per-flow granularity and
reasonable treatment for mobility. The main goal of
INSIGNIA is to provide adaptive QoS guarantees for real-
time traffic. It employs an in-band signaling system that
supports fast reservation, restoration, and adaptation
algorithms. Three levels of services are implemented: best-
effort, minimum, and maximum. The bandwidth is the only
QoS parameter used in INSIGNIA. SWAN proposes a service
differentiation in stateless wireless ad hoc networks by using
distributed control algorithms. It relies on feedback from the
MAC layer as a measure of congestion in the network by using
a mechanism of rate control and source-based admission
control. It promotes a rate control system that can be used at
each node to treat traffic either as real-time or best-effort
traffic. However, one of the drawbacks of SWAN is how to
calculate the threshold rate limiting any excessive delay that
might be experienced [7]. SWAN uses merely two levels of
services: real-time and best-effort traffic, but it remains the
best example of stateless distributed QoS framework
developed for wireless ad hoc networks.

We have proposed in [9] GQOS model, which is an
intelligent QoS model with service differentiation based on
neural networks for mobile ad hoc networks. GQOS is
composed of a kernel plan which assures basic functions of
routing and QoS support control, and an intelligent learning
plan which assures the training of GQOS kernel operations by
using multilayered feedforward neural network (MFNN). The
advantages of using neural networks algorithm is the fast
learning of different operations performed by the kernel and
the reduction of time processing in the network. However, the
results of simulation show that GQOS is not suitable for high
dynamic networks. To overcome this drawback, we have
explored in [10] the use of a fuzzy logic semi-stateless QoS
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approach for service differentiation in wireless ad hoc
networks, called FuzzyMARS. This architecture support both
real-time UDP traffic and best-effort UDP and TCP traffic.
The resulted simulations have shown the benefits of using
fuzzy logic semi-stateless model, the average delay obtained is
quite stable and low under different channel conditions, traffic
scalability, and mobility scenarios. Nevertheless, in
FuzzyMARS we did not consider buffer management.

In this paper, we propose a new QoS approach for wireless
ad hoc networks, named FuzzyCCG. This approach explores
the fuzzy logic for improving the control of congestion for
multimedia applications. FuzzyCCG exploration is useful first,
because of the dynamic nature of buffer occupancy and
congestion at a node, second, because of the uncertain nature
of information in wireless ad hoc networks due to the network
mobility. FuzzyCCG proposes to use fuzzy logic approach for
threshold selection in order to deal with the dynamic buffer
occupancy and the uncertain and imprecision nature of
wireless ad hoc network information. Using fuzzy logic,
FuzzyCCG investigates the fuzzy thresholds ability to adapt to
the dynamic conditions over the classical inflexible thresholds.
The notion of threshold is practical for discarding data packets
and adapting the traffic service depending on the occupancy of
buffers. Therefore, the selection of a particular threshold may
be decisive to the control of congestion, and therefore to the
network performances.

This paper proposes also a new fuzzy Petri nets technique,
named FPWICC. The objective is to model and analyze the
QoS decision making for congestion control in wireless ad hoc
networks. The fuzzy Petri nets tool is used for its efficiency
and flexibility over other modeling tools (such as Petri nets) in
the aim of better modeling and representation the process of
buffer management.

The performances of FuzzyCCG are studied under different
network conditions in terms of network conditions. The
simulations results shown in Section IV confirm that the
proposed approach offers promising results to support
multimedia applications.

The rest of the paper is structured as follows: Section II
describes the proposed architecture. Section III illustrates the
proposed fuzzy Petri model for congestion control. The
simulation results under different network conditions are
shown in Section I'V. Finally, Section V concludes the paper.

II. FuzzyCCG ARCHITECTURE

A.  Overview of Fuzzy logic

L. Zadeh has introduced in the 1960s the Fuzzy logic
theory [16]-[17] as a tool for modeling the uncertain of natural
language, which has been commonly employed for supporting
intelligent systems. This technology has proven efficiency in a
various applications such as decision support and intelligent
control, especially where a system is difficult to be
characterized. A fuzzy logic system considers basically three
steps: fuzzification, rules evaluation, and deffuzification. The
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first step is responsible for mapping discrete (called also crisp)
input data into proper values in the fuzzy logic space. For that
end, membership functions (fuzzy sets) are used to provide
smooth transitions from false to true (0 to 1). The second step
performs reasoning on the input data by following predefined
fuzzy rules. Once the input data are processed by fuzzy
reasoning, the deffuzification takes the task of converting back
these input data into crisp values.

B.  Fuzzy logic approach for threshold management

The choice of applying fuzzy logic is justified by the fact
that fuzzy logic is well adapted to systems characterized by
imprecision states such as the case of ad hoc networks. Also
given the results found with FuzzyMARS [10], fuzzy logic
promises to offer an efficient tool for buffer management by
using adequate thresholds that deal with the imprecise
information in a wireless ad hoc network. Also, fuzzy logic
has been successfully applied to the queue management in the
cell-switching networks [18]. Nevertheless, to the best of our
knowledge, this is the first work that uses fuzzy logic for
buffer management in MANETs. We aim to apply a fuzzy
technique based on fuzzy sets theory. The later extends the
classical logic set {0, 1} to use linguistic variables (e.g. full
buffer, merely full buffer, empty buffer).

Using fuzzy logic, we investigate the fuzzy thresholds
ability to adapt to the dynamic conditions over the classical
inflexible  thresholds. The classical thresholds are
characterized by their limitation and restriction, because the
selection of threshold is based on a single value. Thus, the
utilization of a buffer may be either “poor” or “surcharged”.
When the selected value is small (e.g. 30% of capacity), then
the admission of new packets is possible only when the buffer
occupancy is low. This means a poor utilization of the buffer;
since most of incoming packets are rejected even if the buffer
is almost unfilled. On the other side, when the selected value
is big (e.g. 90% of capacity), problems may happen when the
bursty traffic is used. The transmission of packets generated
by a bursty traffic is very changing. It can vary from small to
“near-peack” rate in a short period of time.

Manually predefining a value for threshold in ad hoc
network is not suitable because most of events occurring in an
ad hoc network are dynamic and random. In addition, it is
important to note that the rate of packets arriving on a
particular node is not static. The threshold value divides the
buffer into an “admitted” part and a “no-admitted” part. Let
consider that the threshold of the buffer shown in Fig. 1.a is
equal to 60%. In this scheme, the occupancy level may range
from 0 to 60%. When the buffer occupancy is superior to
60%, no incoming packets is accepted in the buffer.
Therefore, the change in decision making from “admit state”
to “no-admit state” is performed from 60-61%. This means
that a small variation in the buffer occupancy may influence
the decision making of incoming packets.

The aim of introducing fuzzy logic is to develop a more
realistic representation of buffer occupancy that helps to offer
an efficient decision making. The proposed architecture
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attempts to extend the two-discrete states “admit” and “no-
admit” of the buffer occupancy by using fuzzy logic. Hence,
the definition of “buffer occupancy” will consider the two
fuzzy cases of “getting full” and “not getting full”, rather than
“admit” and “no-admit” in the existing approaches. This fuzzy
representation replaces the two-discrete sets by a continuous
set membership, and performs small gradual transitions
between different states of buffer occupancy.

The fuzzy membership function aims to determine the fuzzy
threshold based on the fullness of the buffer. For that purpose,
several membership functions may be used: “triangular”,
trapezoidal”, or “sigmoid” function. These functions can give
a representation about the buffer fullness level. In FuzzyCCQG,
we used the sigmoid membership function. This choice is
based on the fact that this function would reflect well the
dynamic occupancy of the buffers that we want to model.

It is observed in Fig. 1.b that the admit membership
function is inversely proportional to the occupancy fullness
level of buffer. Thus, when the occupancy fullness is small,
the value of the admit membership function is big. At higher
fullness occupancy levels, the admit membership function
value becomes small. When the value of the “no-admit”
membership function is getting big, then only a small quantity
of packets will be permitted to enter the buffer. In Fig. 1.b, the
value of the membership function is represented by the symbol
u,,, - The fuzzy rules associated are as follows:

<< When the value of the admit membership function is big,
then increase the accepted incoming packets into buffer >>.
<< When the value of the admit membership function is small,
then reduce the accepted incoming packets into buffer >>.

These fuzzy rules are illustrated by Fig. 1.b. The rejection
of packets is controlled based on the degree of fullness of the
buffer. For instance, when the buffer is occupied at 40%, this
means that the value of u_, is about 0.7 (i.e. the amount of
packets admitted is about 70%). Then, about “30%” of
incoming packets will be not admitted. Note that the fuzzy
threshold approach covers the continuous set of values
representing possible buffer occupancy (i.e. from 0 tou ,, ).
This is opposite to the classical threshold approaches that hold
only one predefined single value. Therefore, fuzzy logic adds
more flexibility to the threshold selection.

Full

60%
1.a) Classical buffer scheme

Admitted
packets Uladm

10% 20%  30% 40% 50% 60% 70%  80% 90% 100%

1.b) Fuzzy Buffer occupancy scheme

Fig. 1. Classical and fuzzy buffer schemes

III. CONGESTION CONTROL MODEL BASED ON Fuzzy PETRI
NETS

In the previous sections, we presented the fuzzy logic
approach for the congestion control. We interest in what
follows, to model and analyse the QoS making decision for
congestion control using a Fuzzy Petri tool. In [27], we have
presented a similar model for the traffic regulation.

The proposed model, called FPWICC, studies the fuzzy
congestion control rules in order to deal with the imprecise
information caused by the dynamic topology of ad hoc
networks. The representation of different fuzzy processes for
decision making can be performed by formulating the
production rules of these processes. Each fuzzy production
rule is a set of antecedent input conditions and consequent
output propositions. We proceed to construct the previous
aspects (the input and output parameters) of the production
rules in order to better represent and understand the process of
congestion control in wireless ad hoc networks. The
congestion control process used to avoid the congestion
depends on the buffer occupancy and the dynamic topology of
the network. These constraints represent the input parameters
of FPWICC. The buffer occupancy is given the FuzzyCCG
admit membership function. The later can give information
about the status of a network in terms of congestion. A small
value of this parameter signifies that congestion may be
appeared in the network. Therefore, the process of traffic
regulation should be started. The amount of the accepted
incoming packets into buffer represents the output parameter
of FPWICC. The choice of using fuzzy Petri nets tool is due to
its efficiency and flexibility over other modeling tools for
better representing the congestion control process.

A.  Fuzzy Petri Nets

It is observed that classical Petri Nets [19] do not have
sufficient capacity to model the uncertainty in systems [20].
This limitation of Petri nets has encouraged researchers to
extend the exiting models by using the fuzzy reasoning theory
[21] [22]. The combination of Petri nets models and fuzzy
theory has given rise to a new modeling tool called Fuzzy
Petri Nets (FPN). FPN formalism has been widely applied in
several applications such as, robotics systems [23], and real-
time control system [20], fuzzy reasoning systems [25], etc...

A brief description about the FPN modeling tool is
presented in the following [22] [24].

Let consider FPN = (PN, CND, MF, FSR, FM).

a. The tuple PN = (P, T, A, FW, FH) is called Petri nets
if: (P, T, A) is a finite net, where [19]:

P = {P, Py, ..., P,} is a finite non-empty set of places,
T = {Ty, T,, ..., T,} is a finite non-empty set of
transitions,

Ac (PxT)U(TxP) is a finite set of arcs between

the places and transitions or vice versa.

FW: A— N represents a weighting function that
associates with each arc of PN a non-negative integer
of N
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FH c (PxT): represents an inhibition function that
associates a place PeP contained in FH (T)) to a
transition T; itself.

CND = {cd;, cdp, ...., cd,} represents a set of
conditions that will be mapped into the set P; each
cd,e CND is considered as one input to the

place P € P. A condition cd; takes the form of “X is

7, which means a combination between the fuzzy set
Z and the attribute X of the condition. For instance, in
the condition “the admit membership value is small”,
the attribute “X = admit membership value” is
associated to the fuzzy set “Z = small”, but other fuzzy
sets can also be considered (e.g. “Z = medium”, “Z =
large”, etc.).

Consider MF: u,(x) > T, a membership function

which maps the elements of X (as defined in b.) into
the values of the range [0,1]. These values represent the
membership degree in the fuzzy set Z. The element x
belonging to X represents the input parameter of the
condition “X is Z”, and u,(x) measures the degree of

CSR = MAX(u,, (x,),u,(x,)) =1, (x,) Ve, (x,)

SWR is the selected wining rule Ry among the n-rules
Ry, Ry, ...., R;. SWR is the rule which has the highest
degree of truth. Let FSRy be the corresponding firing
strength of Ry, then the selected rule SWR is given as
follows:

SWR = MAX (FSR,,FSR,....., FSR,)

The marking task in FPN illustrates the satisfaction of
events occurred during the performance of fuzzy rules.
This marking function called “fuzzy marking” (FM)
distributes the tokens over the places of the nets.

The sequence ¢ =(T,,T,,...,T,) is said to be reachable
from a fuzzy marking FM,, if7, € T is a firable from
FM;, € FM and leads to FM;;;, € FM, for all
transitions 7, € 6 . The firing of transition 7, € T (Fig.
2) is performed in two steps: a) 7, removes tokens and

then, b) 7 places tokens.

truth of this condition. Note that the composition of  B. Fuzzy Congestion Control Rules Using
membership function degrees of the required

o . The following form of modeling is used by most of fuzzy
conditions is performed by fuzzy operators such as

systems [26]:

MIN/MAX.

) ) ) Rule R: if Ip; is A AND Ip, is B then Op is C
Let consider the following rule R;: Where:
R;: if x; is z; and /or X, 1S z, then A is B - Ip; and Ip, are the input parameters,

- Op is an output parameter,

The firing strength function of rule R; (FSR;) represents - A, B, and C are fuzzy sets,

the strength of belief in R;. The conclusion of R; - AND represent fuzzy operator,

(modeled by CSR;) can take one of the following - The fuzzy conditions of rule R are “Ip, is A”, and
forms: “Ip, is B”.

CSR = MIN(uzl ('xl ):uzz (xz )= u, (xl) AU, (xz)

Py P3 Pii Py P3 Pnt
T, To, ..., T
T T oo T » Ti T, Tha
Pz P4 Pn P2 P4 Pn

Fig. 2. The transitions firing in FPN

Pacd Tamnt Pamar
©) »
y “Al is decreased slowly with a degree of truth
« AM is small” man (AM ) - ) FSCi
FSCi
Pacar Tamn2 Pamaz
N| > _
©, . > FSC, = MIN(u,,,,(AM),u,,,,(NM))
“NM is slow” u, (NM)
Tamer, Tame2 Trsci
FM: Pocat, Paca2 R »  FM2Pau, Pave » FMs: Prsci

Fig. 3. The modeling of fuzzy rules structure and its dynamic behaviour
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| Admit membership value (AM) |

U g (AM )

| Node Mobility (NM)

(NM)

uslow (NM )

U edium

FSC = MIN (u gy (AM ), 1, (NM )

slow

FSC, = MIN (u,,, ,(AM ),u

| MAX (FSC,,FSC,)|

Output consequent of either R or Ry

A

4

(NM'))

medium

| The final decision of either R or R4

Decision making algorithm:

Rs.

Phase 1: enter the input parameters of the rules R, R,, R3, and Ry.
Phase 2: calculate the degree of truth of the antecedent conditions.
Phase 3: apply the operation of minimum composition (MIN) with the fuzzy operator AND/OR in order to

generate the firing strength value for each rule Ry, Ry, R3, and Ry.
Phase 4: apply the operation of maximum composition to select the wining rule among the rules Ry, R,, Rz, and

Phase 5: generate the output consequent of the selected wining rule.

Fig. 4. The fuzzy decision making mechanism of FPWICC

These above aspects (inputs, outputs, and fuzzy sets) are
constructed to perform the control of congestion depending on
the buffer occupancy and the dynamic topology of wireless ad
hoc networks. For that aim, FPWICC uses both the buffer
occupancy and the network mobility parameters. Thus, the
previous fuzzy aspects can take various values:

The first input parameter: is represented by the Admit
Membership value (AM) at a mobile node. AM can
be either small or large.

The second input parameter: is represented by the
Node Mobility (NM). NM can either be slow or
medium (note that “fast node mobility” is included in
the case of “medium node mobility”).

The output parameter: is represented by the Accepted
Incoming packets into buffer (AI). Al can either be
decreased (slowly or largely) or increased (slowly or
largely).

FPWICC uses the previous rules to help to establish
production rules that make an efficient QoS decision. In the
following, we explain the proposed fuzzy tool for the QoS
decision making.

Let consider the following fuzzy rule Ry :

Rule R;: if AM is small and NM is slow, then Al is decreased.
Ry takes into consideration the input parameter of the admit

membership value AM in the buffer and the node mobility

NM in wireless ad hoc networks. The accepted incoming

packets into buffer Al represents the output parameter.
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FPN that models the dynamic aspect of the fuzzy rule Ry is
illustrated in Fig. 3.
P.cq1: models the antecedent condition 1 (acd;) of Ry;
acd; = “AM is small”.
P..q: models the antecedent condition 2 (acd,) of Ry;
acd, = “NM is slow”.
Tavp: models the membership function of the

antecedent condition 1; 7, _u, ., (DM) .

Tavp: models the membership function of the

antecedent condition 2; T, _u,,, (NM).

P.vqi: models the membership degree value of the
condition 1 of a rule R;. This value determines the
satisfaction degree of the AM input parameter to the
fuzzy set “small”.

P.vp2: models the membership degree value of the
condition 2 of a rule R;. This value determines the
satisfaction degree of the NM input parameter to the
fuzzy set “slow”.

Trscr: models the operation of minimum composition
“MIN” between the antecedent conditions (e.g.
condition 1 and condition 2) of a rule Ry. The firing
strength of Ry is represented by the MIN operation:
MIN(u,, ,(DM),u,, (NM)).

Prscr: models the value of the firing strength of Ry.

This value defines the degree of truth of the output
proposition “Al is decreased”.

slow
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Fig. 5. FPWICC model

C. Fuzzy Petri Nets Model for Congestion Control

FPWICC considers the following rules:
R;: if AM is large and NM is slow then Al is increased
largely,
R,: if AM is large and NM is medium then Al is increased,
Rs: if AM is small and NM is slow then Al is decreased,
R4: if AM is small and NM is medium then Al is decreased
largely.

- Input parameters:

o The input parameter of the first antecedent
condition of the rules R;, R,, Rz, and Ry is the
admit membership value AM.

o The input parameter of the second antecedent
condition of the rules R;, R,, Rj, and Ry is the
node mobility NM.

- Fuzzy sets:
The fuzzy set of the antecedent conditions of the
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defined rules R}, Ry, R;, and R4 are: small, large, slow,
and medium.
Antecedent conditions (acd;):
o The first antecedent condition (acd;) in the
rules Ry, Ry, R3, and Ry is:
acdl: AM is small.
acd2: AM is large.
o The second antecedent condition (acd,) in the
rules R, Ry, R3, and Ry is:
acdl: NM is slow.
acd2: NM is medium.
Output parameters:
The output parameter of the rules R;, R,, Rj, and Ry is
the accepted incoming packets into buffer (AI).
The rules Ry, R,, R3, and R, use the following decisions
making: increased largely, increased, decreased,
decreased largely,
The fuzzy logic operator used by the rules R, R,, Rj,
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and R4is AND

The fuzzy operator “AND” is used in order to combine the
two antecedent conditions of each rule using the MIN
function. This provides the firing strength value for each rule.
After that, MAX composition function is used to combine all
firing strength values of the defined rules Ry, R, R3, and R4 in
the aim of determining the highest one that will be the selected
wining rule. Fig. 4 shows the fuzzy logic scheme for decision
making of rules R;, R2, R3, and R4.

In the following, we illustrate the steps of the proposed FPN
model.

a. Enter the input parameters into the places and

transitions:

- Pp={Pp, Pp...., Prpn} is a set of places that represent
the input parameters. In the Fig. 5, the places used are
P, and P, which represent respectively, the first (e.g.
admit membership value AM) and second (e.g. node
mobility NM) antecedent condition of the rules Ry, R,
R;, and R,.

- Tp = {Twp, T ...., Tipa} represents a set of input
parameter transitions. The transitions Tjp; and Tip,
illustrated in Fig. 5 are used to distribute respectively,
the input parameters “AM” and “NM” for making the
first and second antecedent conditions of the defined
rules Ry, Ry, R3, and Ry.

b. Represent the antecedent conditions, and compute the
membership function for each condition.

- Pug= {Pacat» Pacazs ----» Pacan} 18 a set of places that
represent the antecedent conditions. P,.q; and P4, in
the model presented in Fig. 5 describe respectively, the
antecedent conditions “acd;” and “acd,”.

- Tamr = {Tamrt, Tames---» Tamm) 1S @ set of transitions
that represent the antecedent membership functions.
Tamet, Tamps Tamm, Tames Observed in Fig. 5 represent
the membership functions of respectively, u,, ,(DM),

U (DM) s u,, (NM), u (NM).

- Pavia = {Pamar, Pamdzs---» Paman} 1S @ set of places that
represent the antecedent membership degrees. The
values of the place P,q4 indicates the degree of
satisfaction of the input parameter AM to the fuzzy set
“small”.

slow medium

c. Compute the firing strength of conditions

- TFSC = {TFSCIa TFSCz, ey TFSCn} represent a set of
transitions that model firing strength conditions. For
instance, the transition Tggc; shown in Fig. 5 performs
the operation of minimum composition (MIN) on the
antecedent conditions of the rule
Ry:MIN(u,,,(MD),u, (NM)). Note that the fuzzy

operator AND is integrated with the MIN operation to
combine the first and second conditions of R;.

- Ppsc= {Prsci, Prsca, ----, Prscn} 1S @ set of places that
represent the firing strength. Pgge; tokens are
proportional to the number of antecedent conditions of
a rule R;. This number is shown by the label illustrated
between the transitions T,y and the place P,yg. The

slow
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construction of the antecedent conditions of a rule R; is
performed by firing a transition Tgsc;. The inhibitor arc
designed between a place Ppge; and Tggc is useful to
note that Tggc; should fire one time.

Determine the selected wining rule among the activated
rules:

TFMAX = MAX {PFSCb PFSCZ; ceey PFSCn} is a transition
that models the maximum composition operation
(MAX) for the defined rules. The firing strength value
of arule R; is stored in the place Prgc;.

Pwrsci represents the firing strength condition FSC; of
the selected wining rule R;. The later rule is determined
as in the following step.

Trsp = {Tksp1, Trsp2s----, Trspn} 1 @ set of transitions
that model the firing strength comparison. For instance,
the transition Tggp; is useful to make a comparison
between FSC; of the rule R; and the selected wining
firing strength WFSC;.

Pswr = {Pswri> Pswr2, ---» Pswrna} 1S a set of places that
models the selected wining rules. The rule R; is
selected to be fired if the place Pgwg; contains a token.

The conclusion of the selected rules:

Tom = {Tbmi> Tom2, ---» Lpmn} 1S @ set of transitions that
represent the decision of the selected rule. Tp,,; deletes
the firing strength values of other rules in order to fire
only the selected rule R;.

P,, is a place that models the output parameter. As
shown in Fig. 5, the place P,, represents the accepted
incoming packets into buffer.

Pus = {Pest> Peisz, ---» Pesnp models a set of places that
describe the different decisions of the defined rules.
The places P, Pesp, Poss, and Py illustrate the
following conclusions respectively, “increased largely”,
“increased”, “decreased”, and “decreased largely”.
Only one place among all places will contain a token
which represent the conclusion of the selected wining
rule. For instance, the conclusion of the selected rule
R, is “increased largely” if Tp,, transfers a token from
the place Pgwg; to the place Py.

Towmr = {Tomsi> Tome----» Tomm} 1S a set of transitions
that represent the output membership functions. Ty,
Tomp, Toms, and Tomy represent the calculation
performed by the used fuzzy method to compute the
membership degree of respectively,

ul arge _increase (TR) > uirwre{lse (TR) > ude(,’,ml\,g (TR) s
ulargeideu‘ease (TR) >
Pomd = {Pomadi> Pomdzs ----» Poman} 18 @ set of places that

represent the output membership degree. The places
Pomdt> Pomaz, Pomas, and Pomgs indicate that the output
parameters of “Al is increased”, “Al is increased
largely”, “Al is decreased”, and “Al is decreased
largely” are satisfied with the following membership
degree, u (TR), u (TR), u (TR),

large _increase increase decrease

u (TR), respectively.

large_decrease
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Iv.

The simulation of the proposed QoS architecture is studied
with ns-2 simulator. Each mobile host has a transmission
range of 250 meters and shares an 11 Mbps radio channel with
its neighboring nodes. We compare the performance of
FuzzyCCG with the ‘original model’ and SWAN model
described in [4]. We use the word ‘original model’ to refer to
IEEE 802.11 wireless networks without FuzzyCCG
mechanisms. The simulation is realized in two steps: the first
one investigates the performance of the proposed model in an
environment characterized by a single shared channel. The
second simulation considers a multihop environment.

SIMULATION

A. Performance of a single shared channel

We consider a single hop environment that consists of a
square shape of 150m x 150m. The simulation includes a
variety of traffic types; FTP macro-flows, WEB micro-flows,
and real-time flows. The video and voice flows representing
real-time traffic are active and monitored for the duration of
100 seconds. Video traffic is modeled as 200 Kbps constant
rate traffic with a packet size of 512 bytes. Voice traffic is
modeled as 32 Kbps constant rate traffic with a packet size of
80 bytes.

The simulation considers a multiple scenarios of TCP best-
effort traffic, 4 voice and 4 video flows. The TCP traffic is
modeled as a mixture of FTP and Web traffic. Web traffic
represents micro-flows, whereas FTP traffic corresponds to
macro-flows. TCP flows are greedy FTP type of traffic with
packet size of 512 bytes. Web traffic is modeled as short TCP
file transfers with random file size and random silent period
between transfers. The file size is driven from a Pareto
distribution with a mean file size of 10 Kbytes and a shape
parameter of 1.2. The length of the silent period between two
transfers is also Pareto in distribution with the same shape
parameter with a mean of 10 seconds.

We explore in Figs. 6 and 7, the impact of scalability of
number of UDP video flows on the average end-to-end delay.
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Fig. 6. Average delay in the original and
FuzzyCCG models vs. number of video flows
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We consider a mixture of real-time traffic and TCP best-effort
traffic which consists of 16 Web and FTP flows. It is observed
in Fig. 6 that the original model shows an average delay larger
than 12 msec with only 5 video flows and over 20 msec with
15 or more video flows. FuzzyCCG shows delays inferior to 2
msec with 5 video flows and less than 2.4 msec with 20 video
flows. Hence, the reduction achieved by FuzzyCCG in terms
of the average delay is about 90% in comparison to the
original model. On the other hand, Fig. 7 illustrates that for up
to 20 video flows, FuzzyCCG outperforms SWAN by about
13%.

Figs. 8 and 9 show the impact of the scalability of a
growing number of web micro-flows on the average end-to-
end delay. It is observed in Fig. 8§ that the increasing number
of web micro-flows has much more impact on the average
delay in the original model than in FuzzyCCG. The average
delay in FuzzyCCG remains around 1.8 msec, whereas in the
original model the average end-to-end delay grows from 1.8 to
7 msec when the number of web micro-flows increases from 8
to 72 web micro-flows. On the hand, it is observed in Fig. 9
that the average delay in SWAN and FuzzyCCG models is
similar for up to 16 web micro-flows. For the highest number
web micro-flows, the average delay of traffic in FuzzyCCG
becomes smaller than in SWAN by about 18%.

B.  Performance in multihop environment

In what follows, the simulation considers a multihop
network of 50 mobile nodes. The network area has a
rectangular shape of 1500m x 300m. The AODV protocol
[28] is chosen as a routing protocol. The flows traverse three
intermediate nodes on average between source and
destination. In this multihop network, we consider a mixture
of real-time and TCP best-effort traffic. The real-time traffic is
modeled as 4 voice and 4 video flows. The TCP traffic is
modeled as a mixture of web micro-flows and FTP macro-
flows traffic.
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Figs. 10-13 explore the scalability impact of the increasing
number of TCP flows on the average end-to-end delay and
throughput of traffic. Fig. 10 illustrates a significant difference
in terms of the average delay between FuzzyCCG and the
original model. The average delay in FuzzyCCG grows slowly
with the increasing number of TCP flows, and it remains
between 2 and 3 msec. In contrast, the average delay in the
original model grows from 7 to 31 msec as the number of TCP
flows increases from 2 to 12 flows. Hence, the gain achieved
by FuzzyCCG in terms of the average end-to-end delay, is by
about 74-92%. Fig. 12 shows the average end-to-end delay in
both FuzzyCCG and SWAN models. It is shown that the
average delay is almost inferior to 3 msec in the proposed
model, whereas in SWAN model the average delay is around 5

18

1200
a = = &= = Original

900

600

e e

Throughput (Kbits/sec)
.

300

2 4 6 8 10 12
Number of TCP flows

Fig. 11: Average throughput in the original
and FuzzyCCG models vs. number of TCP flows

1200 ——e——FuzzyCCG
§ 1000 - - @- - SWAN
] [ ]
5 800 .
< “
5 600
2 Ry
2 400 ... - - = -
H - .-
£ 200

0+

2 4 6 8 10 12
Number of TCP flows

Fig. 13: Average throughput in FuzzyCCG and
SWAN models vs. number of TCP flows

700 [R———rere
3 600 - - @- - swAN
°
@ 500
2
¥ 400
5
3 300 . ---8.__
£ .- g---8
2 200
<}
£
= 100

04

300 200 120 60 30
Mobilty (Pause time, sec)

Fig. 15. Average throughput in the original
and FuzzyCCG models vs. mobility

————FuzzyCCG
- - @- - SWAN

W B O D
S 9 9 9
S & & o

n
o
=3

100

Throughput (Kbits/sec)

o

200 120 60 30
Mobility (Pause time, sec)

300

Fig. 17. Average throughput in FuzzyCCG
and SWAN models vs. mobility
msec. This means that the achieved gain offered by
FuzzyCCG is about 49% in terms of average delay.

Figs. 11 and 13 illustrate the impact of growing number of
TCP flows on the average throughput of TCP traffic over the
models of simulation. The average throughput of the TCP
traffic in FuzzyCCG is almost the same as in the original
model, as shown in Fig. 11. At lower number of TCP flows,
the average throughput in the original model is superior to that
in FuzzyCCG. A similar result is observed in Fig. 13 between
FuzzyCCG and SWAN.

Figs. 14-17 explore the impact of mobility on the
performances of FuzzyCCG. The real-time traffic is modeled
in the same manner as discussed previously. The best-effort
TCP flows consists of 5 web flows and 5 FTP flows. The
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random waypoint mobility model is implemented at each node
in the network. In the beginning, the nodes are randomly
placed in the area. Then, each mobile node selects a random
destination and moves with a random speed up to a maximum
speed of 20m/s. After reaching the destination, the node will
stay there for a given “pause time” then starts to move towards
another destination. This process is repeated during all
simulation time.

It is observed in Fig. 14 that the average end-to-end delay in
FuzzyCCG increases slowly. The average delay in the
proposed model remains almost less than 5.4 msec, whereas
the average delay in the original model grows from 25 to 38
msec. This means that the proposed FuzzyCCG achieves a
reduction in terms of average delay by about 79-87%. On the
other hand, it is observed in Fig. 15 that the throughput of
TCP best-effort traffic decreases slowly in the original model
as the mobility increases. The average throughput in
FuzzyCCG is superior to that of the original model by about
33% for different mobility scenarios.

Fig. 16 shows the average end-to-end delay with different
mobility scenarios in both FuzzyCCG and SWAN models. For
different mobility scenarios, the average delay offered by
FuzzyCCG is about 10-36% better than that offered by
SWAN. Fig. 17 shows that for different mobility scenarios,
the throughput in FuzzyCCG is better than in SWAN model
by about 43%.

The previous results show that the proposed architecture
provides an average end-to-end delay with low and almost
stable values, which is promising result for jitter-sensitive
applications.

V. CONCLUSION

In this paper we proposed an intelligent solution for the
congestion control of multimedia applications. The presented
approach includes a fuzzy logic technique for buffer threshold
management in order to show the ability of fuzzy thresholds to
adapt to the dynamic conditions over the classical inflexible
thresholds. In addition, the proposed solution includes a new
technique based on fuzzy Petri nets to model and analyze the
QoS decision making for buffer management in wireless ad
hoc networks. It is observed in the simulation results that the
proposed architecture can achieve a significant reduction in
terms of the average end-to-end delay in comparison to both
IEEE 802.11 and SWAN models. The obtained results
confirm that the intelligent-based solutions can offer a good
QoS support for multimedia services.
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Abstract— Great attention has been dedicated, in the recent
years, to the WLAN standards that are opening the market
to the short range and high data rate wireless services in
the local and hot spot areas. Technically speaking, the main
strength of the most quoted standard, the IEEE 802.11, is the
fully distributed nature of the access scheme, that provides
cheap and easy-to-install components, able to operate in the
unlicensed spectrum, still guaranteeing broadband capabilities.
The aim of this paper is to deeply investigate traffic issues
in 802.11b networks by emphasizing the interaction between
WLAN link layer parameters or Access Point buffer provisioning
with uplink/downlink TCP fairness. The novel aspect is that
this investigation is fully made in an experimental environment.
A great portion of flows that are exchanged in a WLAN are
TCP-based (e.g. FTP flows). We prove, with real experiments,
that TCP suffers of some inequalities that derive to unfair
bandwidth sharing between uplink and downlink. Our extensive
experimental analysis shows the main effects of these inequalities
on the TCP behavior and highlights some performance anomalies
that are difficult to be measured via simulations.

I. INTRODUCTION

Wireless LAN standards are drawing the attention of the
research and industrial community due to their potentialities
in opening the market to the short range and high data rate
wireless services in the local and hot spot areas. Technically
speaking, the main strength of the most quoted standard, the
IEEE 802.11, is the fully distributed nature of the access
scheme, that provides cheap and easy-to-install components,
able to operate in the unlicensed spectrum, still guaranteeing
broadband capabilities.

Several works regarding 802.11 WLANs have been pub-
lished: analytic models (e.g. [1]), simulation environments
(e.g. [2] and [3] ), experimental works (e.g. [3], [4], [5]. [6]
and [7]). In this paper we deal with experimental evaluation
of 802.11b and we specifically point out the unfairness issue
when uplink and downlink TCP flows compete in a WLAN.

The unfairness problem in a typical WLAN configuration
made up of one Access Point (AP) and several mobile stations
(STASs) has been highlighted by several works. Some papers
stress the unfairness between uplink and downlink traffic
and the disadvantages caused when the number of stations
increases. The problem is mainly due to the fact that, while
each station contends the medium to transmit its own traffic,

This work has been partially supported by the PRIN TWELVE project
founded by the Italian Research Ministry.
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the AP, with the same access mechanism, contends the medium
to transmit the whole downlink traffic directed to the various
STAs. To send the downlink traffic the AP relies on a unique
MAC queue. The immediate conclusion is that, when the
number of STAs increases, the downlink system performance
decreases steeply because the AP transmission opportunities
decrease inversely with the number of uplink competing flows.
A proposal to reduce this drawback is given in [8] where
authors operate at Logical Link Control (LLC) layer to solve
the unfairness due to the 802.11b MAC mechanism. In the
LLC AP a number of queues equal to the number of STAs
is introduced; on the other hand, each STA is equipped with
only one queue. A scheduling algorithm is then introduced to
suitably pass the LLC frames to the MAC layer. In [8], to
allow a fair share of the available bandwidth between uplink
and downlink streams, AP MAC queue is provided with a
lower contention window value than STAS’ queues.

A controllable resource allocation method between uplink and
downlink traffic flows has been proposed in [9]. This solution
is based on measurements of the current load performed
by the AP and on adapting some AP MAC parameters to
control the fair sharing of bandwidth. The efficiency of the
proposed method has been demonstrated by Markov analysis
and computer simulations.

The unfairness between downlink and uplink becomes more
critical when the flows exchanged in the WLAN are TCP-
controlled. The combination of TCP mechanisms with an
unfair bandwidth sharing increases the unbalancing between
downlink and uplink flows giving rise to deep unfairness
events. In [6] the TCP fairness over 802.11 is discussed by
showing: i) the effect of the AP buffer size in an experimental
test constituted by one mobile TCP sender and one mobile
TCP receiver; ii) the up/down throughput ratio derived by
carrying out an extensive simulation study. The main conclu-
sions are that the buffer size in the AP plays a key role in the
observed unfairness and that TCP throughput ratio between
up/down could become very high (~ 800), thus giving rise
to deep unfairness. Authors of [6] also propose a solution to
alleviate the unfairness that is based on the manipulation of
TCP advertised window. Simulative analysis of the proposed
solution shows that a 1:1 ratio is maintained, resulting in fair
allocation bandwidth. Two problems however exist: 1) the
solution is not tailored to TCP flows with different round trip
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Fig. 1. Testbed layout.

times; 2) the advertised window manipulation requires that the
AP is able to modify the TCP header fields and to re-compute
the checksum; this could become time/resource consuming and
results in a non-scalable solution.

The work in [10] considers unfairness at the TCP level due
to different channel behaviors at the physical 802.11 layer.
Authors propose an algorithm which improves the fairness
among STAs that experience short channel failures.

Finally, several works suggest to exploit the upcoming stan-
dard IEEE 802.11e to solve the unfairness by differentiating
the MAC access methods in uplink and downlink. The paper in
[7] investigates the use of the 802.11e MAC EDCF to address
transport layer unfairness in WLANS. A simple solution is
developed that uses the 802.11e AIFS and CW,,,;,, parameters
to ensure fairness between competing TCP uploads. Authors
in [11] present measurements made using 802.11e wireless
test-bed which shows how this new standard can be used
to mitigate damaging cross-layer interactions between MAC
and TCP. TCP ACK are prioritized by using suitable 802.11e
MAC parameters in both the AP and the wireless STAs. This
partially restores the fairness between uplink and downlink.

The aim of this paper is to deeply investigate the flow fair-
ness in 802.11b by stressing the interaction between WLAN
link layer parameters (e.g., ARQ retransmission persistence
degree) and transport protocols. The novel aspect is that this
investigation is fully made in an experimental environment
constituted by an AP and up to 8 wireless STAs. Thanks to
an extensive experimental analysis we are able to show the
main effects of the 802.11b MAC on the TCP behavior and
to propose a simple solution to alleviate the uplink/downlink
unfairness.

The rest of the paper is organized as follows: Section 1l
describes the testbed architecture and components. In Section
111 we report results of the measurement campaign focusing on
the goodput behavior of downlink and uplink. In Section IV,
we propose a simple mechanism, implemented in the AP, that
mitigates the uplink/downlink unfairness. Main conclusions
are drawn in Section V.

21

Il. DESCRIPTION OF THE TEST-BED SCENARIO

The test-bed reproduces a typical wired-cum-wireless sce-
nario (Figure 1). It is composed of a 802.11b infrastructured
WLAN and a dedicated 100BaseTX Ethernet link between the
802.11b AP and a PC (HOST A) that is the starting and/or
the terminating point of all TCP connections. One PC acts as
Access Point, 8 PCs as 802.11b client stations (from STA1 to
STAS in the figure), one PC equipped with a 802.11b network
card monitors all the traffic on the air. The AP acts as a bridge
between the wireless LAN and the 100BaseTX link exploiting
the standard linux bridging functionalities [12]. In the test-bed
topology, each STA is within the transmission range of all
other STAs. All STAs are located in the same room and are
motionless. The traffic is captured at:

« the monitor station, thus allowing the analysis of all the
802.11b frames exchanged on the air interface (this PC
is equipped with a 802.11 wireless card that reads MAC
headers and other 802.11b control information);

o the HOST A where it is easier to analyze the TCP
evolution.

The adopted wireless LAN cards are 3COM 3CRDW696
802.11b driven by the Intersil Prism 2.5 chip-set [13]. All
cards utilize the same firmware version (including the AP
and the monitor station). The choice of this chip-set has
been motivated by the high reconfigurability of the relevant
options and by the possibility to use the HOSTAP driver
[14] to implement a AP system on a linux PC. In fact, the
Prism 2.5 chip-set (that is used both in WLAN host cards
and in commercial APs) can be used to drive an AP in two
modes: Firmware-based and Host-based AP mode. In the first
mode, used in commercial APs, the chip-set utilizes a tertiary
firmware for the AP functionalities such as authentication,
association and forwarding of MAC frames. In the second
mode, used in our testbed, the most time-critical actions are
performed by the firmware (i.e. frame transmission, frame
reception, beacon and probe frame handling), whereas other
functionalities (such as authentication and association) are
demanded to the host driver (the HOSTAP driver in our
testbed). Moreover, the Prism MAC firmware implements a
monitor mode that enables a 802.11b card to receive and pass
to the host driver all frames with a PLCP header correctly
received, irrespective of MAC frame check sequence errors,
along with baseband layer information such as signal and noise
levels.

The key MAC parameters (e.g., DIFS, SIFS, MAC header,

etc.) are set according to the IEEE 802.11b standard. We set
the MTU at 1500 bytes (fragmentation has been disabled) and
the rate in the WLAN at 11Mbps. We disabled the RTS/CTS
mechanism. Specific manufacturer features (out of 802.11b
standard) have been disabled by default (e.g. power control,
fallback rate control, etc.).
To study the effect of the AP buffer size on the up-
link/downlink fairness, we exploit the standard linux traffic
control tools [15] that enable us to modify the network
interface card buffer size and queuing discipline.



The TCP version used in the experiments is the SACK-TCP
[16] with window scaling and timestamp enabled [17]; TCP
ACKSs are sent according to the “delayed ACK” algorithm [18]
(see [19] for a detailed insight into the linux TCP congestion
control implementation). The TCP buffer sizes have been
increased in order to avoid that the bottleneck of the TCP
mechanism is the receiver advertised window. In this way we
are able to capture all the effects of the congestion control
interacting with 802.11 MAC access mechanisms.

Different software packages have been used in the test-bed:
TCP traffic is generated to emulate bulk data transfer with
a modified version of ttcp [20], changed to allow the ttcp
server to accept multiple TCP connections simultaneously. The
packet capturing tool is tethereal [21]. The traffic analysis and
the performance metric computation have been performed with
several awk [22] scripts.

Experiments have been performed varying the maximum

number of transmission attempts M, at the 802.11b link layer,
varying the AP buffer size ) and the scheduling discipline (i.e.
FIFO and a custom scheduling discipline proposed to alleviate
the TCP uplink/downlink unfairness problem). All the PCs are
equipped with an additional 100BaseTX Ethernet card that it
is used for control purposes. Experiments are configured and
controlled by HOST A through ssh commands [23].
Each experiment lasts 500 seconds and all the metrics have
been computed on the last 450 seconds of the experiments to
remove the transient phase of TCP connections. A script runs
at the end of every experiment to check consistency of the
collected data and test-bed set-up: in particular, the number
of active STAs and connections, the rate of all transmitted
packets on the air and the absence of RTS/CTS packets are
controlled®. The purpose of these checks is to enhance the test
reliability.

I1l. ANALYSIS OF THE EXPERIMENTAL RESULTS

In order to understand the TCP uplink/downlink fairness
issue in the 802.11b scenario, we focus our analysis on two
main metrics:

1) the ratio between the overall TCP downlink goodput and
overall TCP uplink goodput?;

2) the packet loss probability estimated through the analysis
of packet traces captured at the HOST A.

Two scenarios are considered: in the first one there are 2 TCP
uplink connections (STA1-HOST A and STA2 -HOST A ) and
2 downlink connections (HOST A-STA3 and HOST A-STA4).
In the second scenario there are 4 TCP uplink connections
(between STA1-4 and HOST A) and 4 downlink connections
(between HOST A and STA5-7). In the remainder of this
paper we refer to the first and the second scenario as dI2-ul2
and dl4-ul4 respectively. Given the symmetric characteristic

1These checks are important in a scenario where it is difficult to distinguish
between standard features and features developed by 802.11b card producers;
e.g. by default the Intersil Prism 2.5 chipset decreases the transmission rate
after a pre-defined number of unsuccessful transmission attempts.

2The goodput is defined as the throughput at TCP layer, excluding retrans-
mitted packets.
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Fig. 2. Downlink/uplink goodput ratio vs. M, for different values of AP
buffer sizes.

of the scenarios, the ideal downlink/uplink goodput ratio is
1:1. We choose the symmetric scenario since it allows a
comprehensive understanding of the balancing between uplink
and downlink. In general, in typical WLAN scenarios, the
symmetric assumption is not respected and the most of the
traffic is in the downlink direction.

Figures 2(a) and 2(b) depict the downlink/uplink goodput
ratio versus the maximum number of transmission attempts
(M) at 802.11b link layer. The metric is measured for
different values of the AP buffer size, with a FIFO scheduling
discipline, in the dI2-ul2 and dl4-ul4 scenarios respectively.
It is worth noticing that the goodput ratio is influenced
significantly by both the maximum number of retransmission
attempts and AP buffer size. As far as the behavior as a
function of M, is concerned, it can be noted that:

e« When M;=1, in case of dl2-ul2 scenario, the down-
link/uplink goodput ratio is about 1:1 when the AP buffer
size is large (between 50 and 200 packets), whereas the
uplink is favored when the buffer size is smaller. In
the dl4-ul4 case, downlink connections achieve a higher
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Fig. 3. Uplink and downlink goodputs vs. M, for the FIFO scheduling
discipline (Q=100)

goodput with respect to the uplink connections;
o when the number of link layer retransmission increases
(M;=2) the downlink goodput increases in spite of uplink
performance. The larger is the AP buffer, the more the
downlink goodput is higher than uplink;
by increasing M, the uplink connections seize the avail-
able bandwidth and the downlink connections starve. A
larger buffer slightly alleviates the phenomenon.

Figure 3 depicts the downlink goodput (solid line) and uplink
goodput (dot and dashed line) varying M, in dl1-ull (one TCP
session in downlink and one TCP session in uplink), dI2-ul2
and dl4-ul4, when the AP buffer size is 100 packets.

Let us concentrate on the simple case dl1-ull: for M;=1, the
downlink behaviour is satisfactory in terms of downlink/uplink
goodput ratio. However, it could be noticed that the overall
goodput is about 370 packets/s (250 packets/s in downlink
and 120 packets/s in uplink). An useful expedient to improve
the overall goodput in 802.11b is to increase the number of
allowed transmission attempts at link layer to overcome the
collision problem and minimize packet losses. The resulting
performance anomaly is that, the overall goodput increases as
expected, however, the downlink/uplink unfairness reverses for
M, > 3, favoring uplink connections in spite of downlink. This
is mainly due to the different behaviour of TCP sender entities:
TCP senders of uplink connections are directly connected
to the bottleneck link, whereas in the downlink case the
bottleneck is not in the access link. A better insight into these
phenomena is given in Figure 4 where TCP DATA packet loss
probability (estimated exploiting TCP packet retransmissions)
is reported. Figures 4(a) and 4(b) depicts respectively the
uplink and downlink packet loss probability in the dl4-ul4
scenario. We notice that, when M;=1, the uplink packet loss
probability is higher than downlink one, allowing downlink
goodput to outperform uplink goodput. When the number of
retransmission attempts increases, the uplink packet loss prob-
ability decreases monotonically, whereas the downlink packet
loss probability decreases till A7,=2 and then it increases again.
While the uplink packet loss probability is mainly due to
packet collisions on the wireless channel, the downlink packet
loss probability is the combination of two phenomena. On
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Fig. 4. Uplink (a) and downlink (b) packet loss probability vs. M, for
different values of AP buffer sizes.

the one hand there are packet losses due to collisions that
decrease when M, becomes larger. On the other hand, there
are losses due to congestion in the AP buffer. These losses
increase when M, increases, because the congestion windows
of TCP connections are able to inflate and fill the AP buffer.
While uplink connections contribute to congestion the AP
buffer with ACK packets, their performance is not influenced
because DATA packets are not lost. It is to be considered that
in traffic saturation conditions [1], every device achieves an
equal portion of bandwidth (including the AP), leading to a
ratio 1:(n+1) between downlink and uplink, where n is the
number of STAs. With TCP as transport protocol, downlink
flows are greatly influenced by congestion in the AP buffer
and the ratio between downlink and uplink goodput decreases
below the 1:(n+1) ratio.

Our experimental results confirm the influence of AP buffer
size on the TCP uplink/downlink fairness problem (as also
shown in [6]). With respect to [6], we show that the phe-
nomenon is more complex and several factors influence the
equilibrium between uplink and downlink connection goodput.
We can summarize these factors as follows:
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Fig. 5. Scheduling discipline.

Small AP buffer sizes favor uplink flows by increasing
the downlink DATA packet loss probability;

Large AP buffer sizes alleviate the throttling of downlink;
A high number of transmission attempts favors the uplink;
The downlink/uplink goodput ratio is unbalanced even in
the dl1-ull scenario. The increasing number of supported
TCP flows worsens the unbalancing phenomenon.

IV. TCP UPLINK-DOWNLINK SEPARATION VIA TRAFFIC
CONTROL

To increase the fairness between uplink and downlink in
case of TCP flows we propose a simple traffic control mech-
anism. As well known, TCP sending rate is controlled by the
rate the ACKs are received by the sender entity. The idea is
to control the aggressiveness of the uplink flows by reducing
the ACK rate issued by the AP. In this way the AP is able to
control the throughput of the downlink versus the uplink one.

In the most of TCP implementations (see [19] and [24]), an
ACK is generated at the TCP receiver side, every two DATA
packets (according to the delayed ACK algorithm [18]). We
implemented a simple scheduling discipline, at the AP buffer,
that forces to 1:3 the ratio between ACK and DATA packets
flowing through the AP towards the STAs. Since the reception
of one ACK allows the transmission of two new packets, the
uplink rate is forced to be the same of the downlink one
because the ACK rate generates a doubled uplink data rate
identical to the downlink data rate.

The scheduling scheme is represented in Figure 5. It is
composed of a packet classifier that inspects packet charac-
teristics (in our case TCP header fields) and forwards packets
respecting user-defined rules to different queues. In case of
our schedule, the classifier distinguishes between TCP DATA
packets and TCP ACKs and enqueues them in Q1 and Q2
respectively. The scheduler is the entity that serves Q1 and
Q2 in a weighted round robin fashion with a ratio of 2:3 for
TCP DATA queue (Q1) and 1:3 for the ACK queue (Q2).
Figures 6(a) and 6(b) depict the ratio between the overall
uplink goodput and the uplink one in the dl2-ul2 and dl4-
ul4 scenarios respectively. Comparing Figure 2(a) with Figure
6(a) and Figure 2(b) with Figure 6(b), it is evident that in the
region where downlink goodput is higher than uplink goodput
the scheduler is not able to increase uplink/downlink fairness.
When M; increases and the AP buffer size is not too small
(larger or equal to 50 packets), the scheduler is able to keep the
goodput ratio about 1:1 indicating that uplink and downlink
connections are experiencing the same goodput. Benefits of
the proposed scheduler can be pinpointed by having a look
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Fig. 7. Uplink and downlink goodputs vs. My, for the custom scheduling
discipline (Q=100).

at Figure 7: in all the considered scenarios, the downlink and
uplink goodputs converge to same value when M, increases.
It is to be noticed that already for M; > 5 performance target
is reached.

An insight into the packet loss probability experienced by
TCP connections shows that the packet loss probability of
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Fig. 8.  Uplink (a) and downlink (b) packet loss probability vs. M, for
different values of AP buffer sizes.

the uplink does not change with the customized scheduling
discipline (comparison between Figure 4(a) with Figure 8(a)),
whereas the downlink packet loss probability trend changes
and the packet loss probability is reduced. The separation
of the ACK scheduling in the AP presents two benefits: i)
the TCP sender rate in the STAs decreases, ii) the ACK
packet pressure in the AP MAC queue is reduced, diminishing
downlink DATA packet losses.

It is worth noticing that our proposal is designed to equally
share the 802.11b bandwidth between uplink and downlink
not considering the number of active uplink and downlink
connections. A more complex mechanism that estimates the
number of active uplink and downlink connections and dy-
namically adapts the weights of the scheduler is needed to
maintain the downlink/uplink goodput ratio proportional to the
ratio between active downlink and uplink connections.

V. CONCLUSIONS

In this work, we deeply investigate the flow fairness in
802.11b in an experimental test-bed constituted by an AP and
up to 8 wireless STAs. The aim is to highlight the interaction
between WLAN link layer parameters and transport protocols.
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Thanks to an extensive experimental analysis we were able
to show the main effects of the 802.11b MAC on the TCP
behavior stressing in particular the effect of the AP buffer
size, the number of link layer retransmission attempts and of
concurring flows. The novelty of this contribution is a cir-
cumstantial report on TCP performance in a real 802.11b test-
bed. To solve some performance anomalies we implemented
in the AP a simple packet scheduling policy that succeeds in
alleviating the uplink/downlink unfairness. The scheduling is a
simple software module that can be included in the AP and that
acts only by reading the TCP header fields of the exchanged
TCP segments and by storing them in different queues handled
with different priorities. It results easy to implement, scalable
and not time consuming. Future work will be dedicated to
adapt the proposed scheduling discipline to dynamic traffic

conditions and asymmetric scenarios.
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Abstract—This paper presents a measurement study of TCP
performance at an operational WiFi deployment. After
presenting the network topology and the tools used to generate
and analyze traffic, we examine the throughput performance of
competing TCP connections. We investigate how throughput is
divided among the participating wireless hosts with respect to
signal strength, traffic direction and use of the RTS/CTS
mechanism. Our study shows that while competing clients with
comparable signal strength are treated fairly, achieving similar
throughput values, clients with lower signal strength are treated
unfairly, relinquishing a larger share of the available bandwidth
to clients with higher signal strength.

I. INTRODUCTION

The IEEE 802.11b standard for Wireless LANs (WLANSs),
also known as WiFi, is becoming increasingly popular
worldwide for providing wireless Internet access in University
campuses and many other public areas. WiFi client devices
(WLAN network interface cards) are now becoming standard
equipment for mobile devices such as laptops, PDAs and
advanced cell phones. Moreover, WiFi infrastructure devices
(Access Points or APs) are increasingly used even in
households, providing wireless coverage for home networks.
This popularity, along with its easy and cheap deployment,
indicates that WiFi technology will be an integral part of any
Wireless on Demand System with aspirations to appeal to the
masses. Such systems will have many users with diverse needs
and/or access rights.

The WLAN environment is characterized by the existence
of multiple wireless clients competing for a share of the
bandwidth. Quality of Service (QoS) tools (such as [1]) can be
used to allocate a fixed share of bandwidth to each client.
However, in order to apply efficient QoS policies for these
clients, it is useful to be able to estimate the throughput that a
client is likely to achieve for a given amount of bandwidth.

The objective of this paper is to investigate how TCP
throughout is affected by various network parameters by
measuring the throughput values achieved by the clients. The
parameters examined in this study are: i) signal strength and
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signal to noise ratio, determined by wireless card gain and
topological factors, such as distance from the Internet Access
Point (AP) and interfering obstacles, ii) RTS threshold value,
which effectively enables or disables the RTS/CTS
mechanism and iii) traffic direction, classified as either uplink
(from client to AP) or downlink (from AP to client).

Our study is not concerned with improvements of TCP
performance over WLANs. Measurements so oriented can be
found in [2] and [3]. Our work only aims to discover the rules
governing throughput behaviour in WiFi, so that they may be
used for purposes such as client classification in WiFi specific
QoS policies. We focus on the behaviour of TCP as it carries
the majority of the traffic encountered on our campus WLAN,
most other WiFi deployments and, of course, the Internet (e.g.,
see [4] and [5]); while UDP based measurements reveal more
about the underlying network, it is TCP performance that most
users experience. Our major conclusions are:

1. Throughput is unfairly distributed between competing
TCP connections experiencing unequal signal strength, at
least in a max-min sense of fairness. “Strong” clients
dominate the wireless medium, forcing “weak” ones to
drop their transmission rate below their fair share.

The RTS/CTS mechanism generally has a detrimental

effect on maximum achieved throughput, but it may help

to reduce the unfairness in some circumstances.
In the remainder of this paper we first describe the
measurement testbed, including the hardware and software
used and the procedures employed, and then proceed to
examine single connection measurements, which serve to
establish the base relationship between the throughput of a
TCP connection and the parameters under study. We use these
measurements as a baseline for our multiple connection
measurements, where we investigate the achieved throughput
per client when two clients are simultaneously transmitting or
receiving TCP traffic.



II. TESTBED SETUP

A. Hardware setup

The measurements took place in the operational
IEEE 802.11b WLAN deployed in the Computer Science Lab
(CSLAB) on the 2nd floor of the main building of the Athens
University of Economics and Business (AUEB). The WLAN
infrastructure consists of a Cisco 1200 IEEE 802.11b AP
directly connected to a Linux based router (Zeus), allowing
wireless nodes to access the Internet. We employed two
(mobile) clients for our experiments, Ares and Apollo; one or
both of them are active in the WLAN during tests. In order to
limit the number of parameters that could influence
performance, both clients used the same type of wireless
network interface card. We used the Zoom Air 4100 PCMCIA
802.11b wireless cards which are fully compatible over the air
with the AP, support nominal bandwidths of 1, 2, 5.5 and 11
Mbps and are equipped with a 2.2dbi dipole external antenna
and the Prism I chipset. We confirmed that the performance of
both our test hosts was symmetric by exchanging Ares’ and
Apollo’s roles during our tests; results were almost identical.
Table I shows the names and characteristics of each host. Ares
and Apollo are laptops, while Zeus is a desktop machine.

TABLEI
DESCRIPTION OF HARDWARE EMPLOYED

Name Processor Network Interface

Zeus Pentium III 802.11b AP via IEEE 802.3 100BaseTX
450Mhz

Ares Mobile Pentium PCMCIA 802.11b — Zoom AIR 4100
1700Mhz

Apollo  Mobile Pentium PCMCIA 802.11b — Zoom AIR 4100
1600Mhz

measurements. For each experiment performed, all hosts used
the same settings.

TABLE II

DESCRIPTION OF NETWORK SETTINGS
Parameter Value
ESSID AUEB
Channel 1 (2412 MHz)
RTS Threshold 200 bytes (ON) /2346 bytes (OFF)
Fragmentation Threshold 2346 (OFF)
Radio Preamble Short

Since Zeus acts as router, it has two identical IEEE 802.3
100BaseTX interfaces, one for Internet connectivity and one
for connectivity with the AP. We used the mii-tool [6] to
downgrade the interface between the AP and the router to
IEEE 802.3 10BaseT, as preliminary tests showed that the fast
Ethernet interface negatively affected the performance of the
wireless LAN. This was due to congestion arising at the AP
queue when forwarding packets from the (100Mbps) wired
LAN to the (11Mbps) wireless LAN. Therefore, in order to
avoid packet drops at the AP queue, we forced the wired LAN
to a speed comparable to that of the WLAN.

All wireless client interfaces were set to operate at 11Mbps.
We disabled the 802.11b rate adaptation mechanism in order
to avoid unpredictable effects and test the native performance
of TCP at a specific data rate. It should be noted that the rate
adaptation mechanism seems to have unfairness issues of its
own [7,8]. Table II shows the network settings used during our
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B. Sofiware setup

All hosts ran the Debian GNU/Linux operating system [9],
kernel version 2.4.27, using the orinoco_cs WLAN drivers
as kernel modules. Preliminary tests showed that the newer
2.6.x kernels face performance problems due to major changes
in the networking subsystem; therefore, we reverted to a more
stable kernel version. Linux was selected in order to enable the
use of the many freely available measurement tools and to
provide us with full control of all network parameters. All
hosts were in multiuser mode during tests, but no user tasks
were executing on Ares and Apollo. Zeus was running the
appropriate Network Address Translation / Firewall rules.

For the measurements we used the ttcp benchmark tool
[10], which sends a number of packets of a specified size to a
receiver using TCP (or UDP), reporting at the end various
transfer related metrics. We also used the tcpdump tool [11]
to record detailed logs of all packets sent and received by the
wireless interfaces during each test. Logs were later processed
by tcptrace [12], an analysis tool that provides statistical
and graphical analysis of TCP/IP traffic, correlating incoming
and outgoing packets in order to compute performance
statistics at both the IP and TCP layers. These statistics
include estimated congestion window size, number of out-of-
sequence and duplicated segments, throughput and RTT.

C. Measurement procedure

We present below measurements with the clients in two
different locations, while the AP is fixed. Location A is close
to the AP and location B is far from the AP. Table III shows
the signal strength, noise level and physical distance of each
location from the AP. Channel noise was nearly constant
during all tests, indicating that no sources of interference were
present, while the signal strength experienced some deviation
from time to time, due to the movement of people in the room.

TABLEIII
DESCRIPTION OF MEASUREMENT LOCATIONS
Location Signal Strength Noise Level  Distance
Location A -2dBm -96dBm 2m
Location B -91dBm -96dBm 30m




The measurements consisted of executing ttcp with
appropriate parameters in order to send 15SMB of data; each
run was monitored with tcpdump. The Maximum Segment
Size (MSS) used by TCP was 1460 bytes, that is, the
maximum LAN packet size minus 40 bytes for headers. The
main  test  parameters  were  transfer  direction
(uplink/downlink), RTS (On/Off), and the signal fo noise ratio
(SNR) defined by the location of the clients. A test script
automating the above procedure repeated each test five times,
allowing us to estimate the variance. The script recorded
ttcp output and SNR levels at both endpoints of the transfer.
The tcpdump output files were used with tcptrace to
generate dynamic TCP behaviour data that were plotted using
xplot [13]. Among the possible measurements produced by
tcptrace, we present in this paper the following:

o Throughput: 1t is computed by dividing the actual bytes
transferred by the transfer time. This was used to double-
check the throughput estimation of ttcp.

Congestion window: As there is no direct way to
determine the TCP congestion window without
instrumenting the TCP code at the sender, the amount of
outstanding (unacknowledged) data was used to estimate
the congestion window size. The tcptrace tool
measures the maximum, minimum, average and weighted
average values for outstanding connection data.

III. MEASUREMENT SCENARIOS AND ANALY SIS

A. Single connection measurements

In this section we present measurements involving a single
TCP connection between Apollo and Zeus. After preliminary
tests in many locations, we decided to present results from
locations A and B, as these were representative of the results
seen in other locations. For each location, we performed tests
in both directions (uplink/downlink) for two different RTS
threshold values: i) 2346 bytes, which is larger than the
segment size of the sender, thus disabling the RTS/CTS
mechanism, and, ii) 200 bytes, which is smaller than the
segment size of the sender but larger than the size of a TCP
acknowledgment segment, thus enabling RTS/CTS for data
but not for TCP level acknowledgments.

The following observations can be made from these tests:

1. Throughput values are substantially lower than the
available bandwidth (about 50% at best). Some
explanations for this behaviour are given in [2], [3], but
they are not within the scope of this paper.

2. Uplink and downlink throughput differ. The throughput

achieved when Zeus was the TCP sender (downlink) was
higher in all cases (Figure 1). This asymmetry was
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expected due to the differences between client and AP
hardware. The AP’s (Zeus) radio is more powerful
(during the experiments we configured it at 100mW) and
is also equipped with two 3dbi antennas working in
diversity mode. Thus, we had better reception when Zeus
was the sender, verified by the fact that the received SNR
at Apollo was higher than it was at Zeus.

Enabling the RTS/CTS mechanism has a negative effect
on achieved throughput (Figure 1). This was also
expected since the RTS/CTS mechanism imposes
overhead for each frame sent, by first exchanging an
RTS/CTS frame pair, leading to decreased TCP
throughput.

Lower signal strength leads to a greater frequency of
changes in the estimated TCP congestion window. The
result is a more “jagged” diagram for the estimated
congestion window at location B (low signal strength), as
opposed to a smoother congestion window diagram at
location A (high signal strength) (Figure 2).
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700000 -
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400000 - b
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200000 -
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Fig. 1: Average uplink/downlink throughput (bytes/sec) (single TCP
connection).

B. Multiple connection measurements

Having established above a performance baseline from the
single connection measurements, we then added a second
wireless client. Our goal was to investigate how the achieved
TCP throughput was distributed between two competing TCP
connections running on different hosts sharing the same
wireless channel. We only used a single TCP connection per
host since we were interested in the total throughput achieved
by each host, not in the manner that throughput is distributed
between competing TCP connections on the same host.

In the first scenario that we examined, the signal strength
between the laptops and the AP was roughly the same and
equal to its value in location A. This was achieved by
arranging the hosts in a triangular topology where both clients
were about the same distance from the AP and one another.



Again, we ran tests in both the uplink and downlink directions,
with the RTS/CTS mechanism either enabled or disabled.
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Fig. 2: Outstanding data (estimated congestion window size) at (a) location A
and (b) location B for downlink traffic (RTS/CTS disabled, single TCP
connection).

As the left side of Figure 3 shows, in this scenario total
throughput was divided evenly among the two connections in
both the uplink and downlink directions, whether RTS/CTS
was enabled or not. This is particularly important in the uplink
scenario, where the two clients are directly competing for use
of the medium, unlike in the downlink scenario where the AP
alone is sending data to both clients.

Another observation is that the total throughput achieved is
greater with two competing clients than with one client. This
is due to the conservative transmission behaviour of TCP: it is

easier to get two TCP connections to send with rate R
simultaneously than to achieve a rate of 2R with a single TCP
connection. These results indicate that the IEEE 802.11 MAC
protocol (CSMA/CA) is dividing throughput “fairly” when the
signal quality is equal.

In addition, the observations that we made for the single
connection measurements, that is, that an asymmetry exists
between the uplink and downlink throughput and that the
throughput is decreased when RTS/CTS is enabled, still apply.
The RTS/CTS mechanism is unnecessary in this scenario,
since the two clients can detect each other’s transmissions.
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Fig. 3: Average uplink/downlink throughput (bytes/sec) with (a) RTS/CTS
disabled and (b) RTS/CTS enabled (two TCP connections).

In order to investigate what happens when the competing
clients experience different signal quality levels, in the second
scenario Apollo was moved to location B, while Ares
remained at location A, so that Apollo would experience
worse signal level conditions than Ares. Throughput results
from this scenario are shown on the right side of Figure 3.

In the downlink direction, with RTS/CTS disabled, in the
single connection tests Apollo achieved a throughput of
474,680 bytes/sec at location B (Figure 1), while with Zeus



sending data to both Ares in location A and Apollo in location
B, the throughput at location B decreased to 196,550 bytes/sec
(Figure 3). Similarly, in the single connection tests Apollo
achieved a throughput of 647,822 bytes/sec at location A
(Figure 1), while with Zeus sending data to both Ares at
location A and Apollo at location B, the throughput in location
A decreased to 449,053 bytes/sec (Figure 3). We observe that
the host at location A and the host at location B lost
comparable amounts of bandwidth when competing against
each other, as opposed to when operating in isolation: the
throughput reduction in location A was 278,310 bytes/sec
while at location B it was 198,769 bytes/sec.

The throughput reduction is however considerably different
in relative terms: the host at location B lost 58.59% of its
throughput, while the host at location A lost only 30.68% of
its throughput. By comparing the two sides of Figure 3, we
can see the reason: in the competing clients scenario the
throughput of the host at location A (Ares) was considerably
increased when its competitor was moved to location B
(Apollo). That is, the TCP connection from Zeus to Ares took
advantage of the decreased transmission rate of the connection
from Zeus to Apollo, thus achieving higher throughput.

This unfair TCP throughput allocation is due to the delays
incurred by MAC layer retransmissions of corrupted frames
when Apollo is in location B, where the signal strength is
lower and the frame error rate is higher. These delays are
attributed to congestion by TCP, thus lowering the
transmission rate of this connection and allowing the
competing TCP connection to grasp a larger share of the
bandwidth. As a result, the competing connection ends up with
higher throughput than when both hosts had equal signal
strength. This is evident by looking at the estimated
congestion window sizes of Ares and Apollo in this scenario
(Figure 4): Ares stabilizes its estimated congestion window at
a large value, while Apollo keeps opening and closing it.

Enabling the RTS/CTS mechanism in the downlink
direction decreased all throughput values, as expected.
However, the overall behaviour followed the pattern observed
with RTS/CTS disabled: when one host was moved to location
B, the host at location A improved its performance at the
expense of the host at B. This is reasonable, as in the downlink
case the only data sender is Zeus, hence no conflicts occur and
the sole impact of RTS/CTS is its overhead. In the reverse
direction where there is contention, only acknowledgments are
transmitted, which are too small to use RTS/CTS.

It was only in the uplink direction of this scenario that we
expected the RTS/CTS mechanism to have some impact, since
the two clients competing for the wireless medium were so
positioned as to not be able to detect each other’s
transmissions all the time. We verified that this was the case

30

by testing the link between Ares in location A and Apollo at
location B and finding connectivity to be unstable. Indeed, in
the uplink direction, with RTS/CTS enabled, the gap between
the performance of the host at location A and the host at
location B was considerably smaller (Figure 3). That is, the
unfairness factor was smaller with RTS/CTS enabled, even
though the total throughput achieved was worse: the ratio
between Apollo’s and Ares’ throughput was 0.635 with
RTS/CTS enabled, compared to 0.36 with RTS/CTS disabled.
It seems then that in this case the RTS/CTS mechanism was
beneficial with respect to the fairness of TCP throughput
sharing between the two hosts at location A and location B.

OCutstanding Data(bytes)
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80
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Fig. 4: Outstanding data (estimated window size) for downlink traffic (a) from
Zeus to Ares and (b) from Zeus to Apollo (RTS/CTS disabled, two TCP
connections, Ares in location A and Apollo in location B).



A possible explanation for this phenomenon is that the
RTS/CTS mechanism, by introducing delays in the TCP
transmissions and throttling back the TCP sender, makes the
client at location A less aggressive when competing for
throughput with the client at location B, thus preventing the
client with the higher signal strength from grasping most of
the available bandwidth. Apollo’s throughput (Location B)
may have remained low, but the decrease was smaller.
Without RTS/CTS Apollo’s throughput was reduced from
341,243 bytes/sec to 171,225 bytes/sec (49.82% decrease),
while with RTS/CTS it was reduced from 232,567 bytes/sec to
166,615 bytes/sec (28.35% decrease). That said, the overall
effect of enabling the RTS/CTS mechanism was clearly a
negative one for both the individual and total throughputs
achieved.

IV. SOME MEASUREMENT ISSUES

Before we conclude our analysis, we discuss some
measurement difficulties that we encountered and which we
believe should be taken into account in similar tests.

1. Changes in signal strength levels can have great impact
on TCP throughput. When the corridor between the AP
and location B became crowded with people, for example,
during class breaks, throughput dropped dramatically.

When performing measurements from locations with low
signal levels, the results are more susceptible to random
disturbances. In order to collect a valid set of results, such
tests should be repeated a significant number of times.

V. CONCLUSIONS AND FUTURE WORK

Our study indicates that there exist serious unfairness issues
in the distribution of WiFi bandwidth among multiple hosts
with different signal strengths when TCP is used. It is not
trivial to predict how this affects the QoS policies applied in
such an environment. As we observed in our experiments,
when both clients were downloading data at the same time, the
performance of the client with the lower signal quality was
disproportionately affected by the client with the higher signal
quality. By employing a QoS policy on the AP that enforces
an upper bound on the rate of data sent to each client, for
example, the throughput that each client would achieve if all
clients had equal signal strengths, it is possible that clients
with lower quality signals would not be penalized as much.

Self-organized wireless systems providing roaming between
peers (e.g., see [14], [15]) may use QoS policies to assign
bandwidth shares to users in proportion to their contribution.
Our measurements indicate however that, despite nominally
different bandwidth allocations, users with lower contributions
may get better treatment due to their advantageous position.
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An issue for further study is how signal strength could be
taken into account so as to retain the reciprocity motive.

Another issue for further study is the role of the RTS/CTS
mechanism with respect to fairness. The scenarios that we
studied show that this mechanism considerably reduces total
TCP throughput achieved. On the other hand, measurements
in scenarios where clients are greater in number and
experience diverse signal quality levels indicate that the
RTS/CTS mechanism can have a positive effect on the
fairness of TCP throughput sharing. It is an open issue
whether it is possible to obtain these benefits of RTS/CTS
without its penalties.

Finally, we plan to extend our measurements to include:

1. Multirate tests in order to check the impact that the bit
rate adaptation algorithm has on the transport layer.
UDP and/or more TCP implementation tests, in order
to evaluate their performance with respect to fairness
and correlate our results with the MAC layer.

2.
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Abstract—Real-time applications, especially real-time multi- gaining much interest. Even though wireless networking in-
player games, are getting popular in mobile ad hoc environments frastructure, such as base stations or access points, might

as mobile devices and wireless communication technologies aren i pe ayailable, various heterogeneous mobile devices can
becoming ubiquitous. However, these applications have strict

demands on the underlying network requiring low latency with a Conn_ea t‘? each other _settlng up spontaneously a self-organized
minimum of jitter and a small packet loss rate. Therefore, Quality Mobile wireless multihop ad hoc network (MANET) that
of Service (QoS) support from the network is essential to meet does not rely on any existing infrastructure. However, ad hoc
the demands of real-time applications which is a challenging task communication introduces several challenges mainly due to
in mobile ad hoc networks due to the high level of node mobility, 1n6 mopjlity of the nodes, limited device resources, properties
properties of the wireless communication channel and the lack of the wireless channel and the lack of central co-ordination
of central co-ordination. . " h .
In this paper, we analyze and evaluate, via simulations, The routing protocol, which is needed to send packets from
common QoS extensions, like backup route or priority queuing, a source to a destination via multiple hops, must cope with
and propose some new ones, such as real-time neighbor awarethese challenges. Moreover, it has to be able to satisfy the

rate control policies or hop-constrained queuing timeouts, to ad r iremen f real-tim lication well. B
hoc routing in IEEE 802.11 mobile ad hoc networks. We show QoS requirements of real-time applications, as well. But QoS

how the performance, using these QoS extensions, of the selectedoViSioning in MANETSs Is even more d'ﬁ,'cu“ than |'r? wired
AODV routing protocol improves significantly for connections Networks because of, among others, arbitrary mobility, weak
up to three hops making possible to meet the demands of wireless links, signal fading and interference, and the used

real-time applications. Moreover, we present how some common channel access mechanisms. Thus, meeting the applications’
mechanisms like local repair of AODV and RTS/CTS degrade the demands in MANETS is very challenging and has been an
performance and should not be used in case of real-time traffic. open field of research in the last couple of years

In this paper, we analyze and evaluate common QoS
. INTRODUCTION extensions, such as priority queuing, backup route, broken

Online real-time applications such as multiplayer gamdgk detection, etc., and propose some new ones, like real-
have become very popular recently and are a big businesé!'iﬂe neighbor aware rate (_:ontr_ol and hop-constrained queuing
today’s Internet expecting increasing revenue. Real-time appll€outs, to ad hOC_ routing in IEEE 802.11.[2]_ MANETs
cations share the common property that the information, ffcusing on the requirements of real-time applications, specif-
instance, the game character movements have to be delivdféjy real-time multiplayer computer games. We selected the
as fast as possible to the counterparts. If this data is delay¥dPV [3] routing protocol as the starting point of our work
and arrives too late the game is not playable any more. Thgg_,gausg this _protocol had shown the best performance in our
real-time applications such as multiplayer computer gamggtlal simulations compared to some other ad hoc routing
have strict demands on the underlying network and requipPtocols, such as DSR, DSDV and OLSR[3]. However, our
low latency connections, generally in the range of up t§imulations show that end-to-end communication delay and
50 — 150 ms, with a minimum of jitter and low packet losdtér experienced using AODV are still too high to meet the
rate below 5% [1]. While multiplayer games are playable ifemands of multiplayer computer games. In orQer t.o improve
the Internet, in wireless networks Quality of Service (Qodhe performance of AODV for real-time applications, we
mechanisms are required to meet the demands of real-tif§guire improved congestion handling mechanisms which can
applications. cope with mobility and the properties of an unstable wireless

With the constantly increasing amount of powerful mobil§h@nnel. Thus, in our work, following a cross-layer design, we
devices, such as PDAs, laptops and mobile phones witRve used: (1) QoS extensions to AODV like local repair and
wireless networking support, real-time applications and ev8RCKUp route; (2) traffic management mechanisms like priority

multiplayer computer gaming in wireless environments af/€uing, tlmet_)uts, real-time neighbor aware rate control_; and
(3) MAC (Medium Access Control) layer support mechanisms
1we are using the termatencyand delay exchangeable in this paper  like broken link detection, signal strength monitoring, neighbor
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detection, RTS/CTS (Ready To Send/Clear To Send) adapperceive jitter differently. Furthermore, prediction mechanisms
tion. cannot always anticipate players’ actions accurately so high

We show in this paper, how the different QoS extensiomevel of jitter usually degrades the players’ experience. Hence,
do or do not improve the performance of real-time traffic ithe jitter level must be kept as low as possible. Moreover, the
MANETS. First, we categorize and briefly discuss the extepacket loss rate has similar effects and it should be kept in the
sions then present their combined impact on AODV's perforange of 3 — 5% for real-time multiplayer games[1].
mance via simulations using the NS-2 network simulator [4], L
Our initial routing protocol comparison results show that" Objective and Challenges
AODV outperforms the other routing protocols but still does Our objective is to extend mobile ad hoc routing with
not meet the demands of real-time applications. By applyi¢eS mechanisms by which the performance of the ad hoc
priority queuing with timeouts and real-time neighbor awaré@uting protocol and the network can meet the demands of
rate control combined with broken link detection and backujgal-time multiplayer games. However, to give QoS guarantees
routes, the end-to-end communication delay, delay jitter afiMANETS is a difficult task and the QoS extensions have to
loss rate can be reduced significantly. For connections upfése the following challenges:
three hops, AODV with the applied QoS mechanisms meetse Mobility - The topology of the ad hoc network might
the demands of real-time multiplayer games. However, some change unpredictably resulting in broken links and stale
common mechanisms like local repair of AODV and RTS/CTS  routes.
degrade the performance of real-time traffic and should not bes Congestion -Real-time traffic must arrive in-time even
used. if the network is highly loaded.

The rest of the paper is organized as follows: In Section. Shared Medium - Wireless networks operating in ad hoc
II, we discuss the issues of QoS provisioning for real-time mode do not provide any QoS guarantees at the MAC
multiplayer games. Then, we introduce the different QoS layer due to the applied contention based medium access
extensions in Section Il and discuss them in Section IV. In  mechanism.

Section V, we evaluate these extensions via simulations. Wes Wireless Signal -The wireless signal suffers from fading
survey related approaches in the field of QoS provisioning in  and interference which gives rise to gray zones[9] and

Section VI and conclude the paper in Section VII. frequent retransmissions.
1. QOS PROVISIONING FORREAL-TIME MULTIPLAYER 1. QOS EXTENSIONS TOMOBILE AD HOC ROUTING
GAMES In this section, we collect common and propose some

Real-time applications, especially multiplayer games su€w QoS extensions which are supposed to improve the
as first person shooters, real-time strategy games, or sp&@sformance of mobile ad hoc routing. Moreover, we classify
games have strict QoS demands on the underlying netwoifkese extensions into three different categories and point out
Moreover, in MANETs, compared to wired networks like¢he challenges they are supposed to tackle.
the Internet, the;e applications encounter addltlongl prob'lem_s QoS Extensions
due to the special challenges of MANETS. In this section, S
we discuss the substantial QoS requirements of real-time®S Q0S provisioning is a complex task and should be
multiplayer games then describe our objective regarding hgndled on several layers in the protocol stack we followed

QoS provisioning in the light of the challenges of MANETs@ Cross-layer design. Thus, we classify the collected and pro-
posed QoS extensions providing QoS support on the routing,

A. Requirements of Real-Time Multiplayer Games interface queue and MAC layer, as illustrated in Fig. 1, into the
In case of real-time multiplayer games, end-to-end corf!lowing categories: (1) enhancements to the routing protocol;

munication delay, jitter and packet loss to a certain degr&® traffic management; and (3) MAC layer support.

are the most important QoS attributes of the network, while

the available network bandwidth is of less importance [5], [6]. Application

For most real-time multiplayer games, a maximum of 150 ms

round trip delay is still acceptable[1]. The effects of jitter, Transport
however, are not so well-researched yet. In [7], the authors QoS -

suggest that latency and jitter are strongly coupled in the Inter- Provisioning m
net with the ratio of jitter to latency being 0.2 or smaller. This

also means that jitter in general is very small in the Internet ( Interface Queue )
if latency is below 150 ms and therefore has little impact on MAC

the game. Furthermore, players’ perception of jitter is game-

dependant [8] because high level of jitter usually leads to il Physical

packets not arriving in time thus requiring the use of prediction

mecha_nisms SUCh_aS de_ad‘rECkoning- As the quality of thw 1. Quality of Service Support in a Mobile Ad Hoc Network Node’s
prediction mechanisms differ from game to game, players alBmtocol Stack
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TABLE |
QOS EXTENSIONS

Challenges
[ Category | QoS Mechanism [| Mohility | Congestion [ Shared Medium [ Signal

Local Repair Vv
Backup Route Vv
Priority Queuing
Traffic Management | Timeouts

Rate Control

Broken Link Detection
Neighbor Detection

Signal Strength Monitoring N4
RTS/CTS Adaptation 4

AODV Enhancements

<<
SN SO
<<

Mac Layer Support

Moreover, the different QoS extensions address differeimt addition, IEEE 802.11 relies on the RTS/CTS (Ready
challenges of the mobile ad hoc environment. In Table |, weo Send/Clear To Send) mechanism to avoid the hidden
depicted the extensions and the corresponding challenges tteggninal problem. However, if usedRTS/CTS adaptatioto
are supposed to tackle. the application’s requirements is essential to not degrade the

1) AODV EnhancementsAs the results of the ad hocoverall performance.
routing protocol comparison in Section V show, the reactive
protocol Ad Hoc On-Demand Distance-Vect¢AODV) [3] IV. DESIGN CONCEPTS
provides the best overall performance among the consideredn this section, we describe our design concepts with regard
protocols. So, we selected the AODV-UU [10] implementatioto the mentioned QoS extensions and discuss these extensions
as the starting point of our work. To cope with mobility andn detail. We used NS-2 to implement these QoS extensions,
broken links, AODV makes use of lacal repair mechanism so implementation details will be given where relevant. We
that allows intermediate nodes that have detected a link failutiel not implement and investigate all of these proposals in the
to temporally queue packets and repair the route. In additi@imulator because, due to its limitations, we decided to do an
we extended AODV with the use dfackup routs to repair implementation for a real hardware driver. Unfortunately, we
broken links transparently and without any delays. could not investigate the real environment experiments due to

2) Traffic ManagementWhen employingoriority queuing time constraints.
real-time packets are preferably transmitted to make sure that
even in situations with higher load real-time packets do nbt AODV Enhancements
become obsolete. Still, it might happen that real-time packetsin order to extend the capabilities of the routing protocol to
have to wait too long in the high priority queue. To prevereact efficiently to network topology changes and route failures
for the transmission of outdated packets we introduce hoge usedocal repair and enhanced AODV withackup routs.
constrained queugmeouts These are used to drop obsolete 1) Local Repair: AODV makes use of a local repair mech-
real-time packets and thus save bandwidth by applyingaaism that allows intermediate nodes detecting link failures to
gradually decreased timeout timer. The actual timeout valuegateue packets temporally while it tries to repair the route. We
a given node is computed taking into account the number w$ed the built-in version of local repair from AODV.
already traversed nodes by the packet. In addition, to limit the2) Backup Route:AODV just stores the next hop entry to
amount of low priority traffic we introduce real-time neighbor certain destination in its routing table. If the link to that
awarerate controlpolicies which prevent the occupation of thenode breaks a new route discovery process has to be started
communication channel by nodes sending low priority traffizhich requires too much time for real-time data. The idea is
if other nodes have high priority traffic to be sent. to provide a backup route from the beginning that can be used

3) MAC Layer Support:Many features, already imple-instead. A backup route is a path with the same hop count as
mented in the IEEE 802.11 MAC layer, remain unused ithe default path but with a different next hop. For example,
higher layers and are implemented there again, however, lassume a scenario as illustrated in Fig. 2. Node S broadcasts
efficiently. With broken link detectiorbased on Link Layer RREQ messages to find a route to node D. Node | receives
Feedback (LLF) the routing protocol is notified instantly itwo RREQs, one from node 2 and the other from node 4.
packets cannot be sent any longer over a certain link. Both describe a 3-hop path to node S with the same sequence
general, routing protocols periodically broadcast messages fimmber. In this event, node | employs either node 2 or 4 as
neighbor detectiorHowever, IEEE 802.11 ad hoc networks althe next hop and uses the other as backup route. If a link to a
ready broadcast periodic advertisements and thus the periatkighbor on an active route breaks the backup route becomes
routing messages are not required any more, neither for brokba new active path. If hops with a higher hop count were
link detection nor for neighbor detection. With the help ofised as backup paths, routing loops might occur (e.g., node
signal strength monitoringnore stable routes can be selected.receives aRREQ from node 5 with a 5-hop path to node S
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but this path contains a routing-loop and cannot be employed Classifier
as backup route). I

v L

length: 10 length: 80
medium low
timeout: 500 ms timeout: 10 s

length: 10
high

timeout: 100 ms

Fig. 2. AODV Extension Using Backup Routes

Fig. 3. Design of the Priority Queue
B. Traffic Management

The gtoal of t]cra:ﬁi?f_manzgva_ment rif :10 dlifferT:nt]iate amongyer packets in their high and medium priority sub-queues
various types of traffic and give a higher level of service g, o aple to forward their packets quicker than nodes that

high priorifty tfaffi" at th_e cost of lower pri_ority traffic. To Iready have to forward multiple high priority data streams.
achieve thispriority queuingcan be used which we extendecf—liowever, to minimize the delay in the event of broken links

with hop-constrained queutmeoutsand real-time neighbor or the unavailability of routes for high priority data, we

awarerate control policies. introduced an additional flag (bit 6 in the AODRREQ header)

1) Prio[)ify Que::ula\ing:ZWe 'useld and quified the .interface[hat indicates that &REQ is of high priority to enable nodes
queue sublayer o S-2 to Imp emen_t priority queuing mec_lg- eeding up the route discovery process. But without marking
anisms. In our implementation, the interface queue consi

® RREQ the network layer of the node that replies to the

,Of three_ .sub—_queues with different p”‘?““es and every pgckﬁkEQ is not aware that the reply is urgent. Therefore, when
is classified into one of three categories, as shown in Fig. {Re destination node receiveRaEQ with a high priority flag,

employing the TOS/DS fiefdn the IP header. All data p""Ck‘ﬂs’the TOS/DS field of the corresponding IP packet that holds

that do not have any particular real-time QoS demands e RREP message is set to high priority to make sure that the

marked adow priority, for instance, file transfer and e-mauIRREPiS queued in the high priority sub-queue and forwarded
traffic. AODV routing management packets suchReeQ, G- as quickly as possible

?:E”FS ?ndIRtiErrTR zatckets akretma:ker(i ‘*ﬁfd&“m prl?ir |t%tAnd In addition to the interface queue, AODV itself queues data
ally, real-time data packets are markedtagh priority as dpackets if no route to the destination is currently available.

\I;vsgna:ef\%[)tvheREErzerge(S)iz?es |sz thli Tg:trggfrtl(t)yrgggiuhri Because the route discovery process generally requires much
P MRREQ. more than 150 ms, we suggest that high priority packets are not

and low priority, high priority packets are quickly outdateq : :
. X L .~ 1o be queued by AODV but should be dropped immediately.
and dropped if they cannot be delivered in-time. Low priority In o?der to c)(;pe with selfish nodes tha?tpsimply mark ;I

packets might on the one hand experience h|gh§r delays, Eggkets with high priority, packets could be filtered at the
on the other hand they are forwarded and delivered to the "~ " i )
Incoming interface to limit the amount of real-time packets

destination more reliably. Every sub-queue has a limited si¢e : .
. - from a certain node. However, we currently do not deal with
and allows a packet only to be queued for a certain time

. . . malicious nodes in our implementation.

interval. All sub-queues are exhaustive, meaning that a queue .~ __ ) )

with lower priority will only be processed if all queues with 2) Timeouts: Rea"“”?e multiplayer games demand .IOW
higher priority are empty. In order to limit the amount of reqllat€NCY connections with IE?'SS than 150ms rqund trip or
time and routing packets a node is allowed to transmit, the siZ@Ms one-way delay, assuming symmetric latencies. However,

of the high and medium priority sub-queues has been restric kets that are Qelgyed S”ght'Y more than 75 ms, might S.ti”
to 10 slots. A much longer queue for real-time packets wou useful to prediction mechanisms such as dead-reckoning.

result in more outdated packets. As the packets are mark re{ore, we decide tg anly dr.op pac(l;ets Wk;iChltaki mlore
with different priorities they can be handled specifically p{han 00ms one-way delivery time and are clearly obsolete

the routing protocol and the interface queue or real-time applications. Outdated real-time packets need-
The route request packeRREQ are marked with medium lessly consume bandwidth and delay other real-time packets.

priority by default. By doing this, the actual current queugherefore, every packet that is stored in the queue is marked

length of intermediate nodes are indirectly taken into accou\f.xﬂth a local tlme-stamp.. When the pqcket IS dequeugd the
e the packet spent in the queue is compared with the

during the route discovery process in AODV. Nodes that halg’ ) . . ) o
gueue policy. The timeout interval for a high priority packet

2nitially, Type Of Service now redefined as the Differentiated Servicd$ 10 ms for every hop with a maximum value of 100 ms.
field Hence, the timeout mechanism supports only up to 10 hops

3In order to establish a bidirectional route between the source and degom sender to destination which is fairIy Iarge for an ad
tination nodes, an intermediate node that replies toR&EQ carrying the hoc network. With every hOp the packet passes the timeout

gratuitous flag sends an additional route reply messagBREP to the - : ]
destination value is further decreased by 10 ms which approximates the
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time it takes to process and forward the packet. The timedbe rate control of low priority traffic upon the number of
information can be computed locally at each node by usimgighbors sending real-time traffic. By introducing artificial
the node’s routing table because AODV, as a distance-vectlaiays for low priority traffic, nodes with high priority traffic
routing protocol, knows about the number of hops to the sourbave a better chance of sending their data in time. If the
and the destination. The timeout mechanism is designed asability rate of the nodes is low and nodes with real-time
rather conservative approach and aims at dropping just tinaffic have not sent routing messages for a while, the actual
packets that will definitely come too late. number of neighbors with real-time traffic might be higher,
The medium priority sub-queue has a timeout of 500 nf®wever. In addition, selfish nodes might just mark all routing
which has shown reasonable performance in our simulatiopackets with the priority bit. But we assume normal and our
Since both priority sub-queues are rather small and the packetdicy conform behavior of the nodes.
are outdated quickly compared to the low priority sub-queue,
additional mechanisms that prevent for starvation of lofy- MAC Layer Support
priority traffic have not been added. In order to have accurate access to the current network state,
3) Real-Time Neighbor Aware Rate Controlthe current such as an up-to-date neighbor list and the wireless signal
IEEE 802.11 protocol standards do not support QoS at thgength for each neighbor, support from the IEEE 802.11
MAC layer and the medium access is carried out by tHdAC layer is required. We usleroken link detectiomeighbor
Distributed Coordination Function (DCF) handling every nodéetection signal strength monitoringndRTS/CTS adaptation
equally [2]. All nodes have the same probability to gain acceas supporting mechanisms from the MAC layer.
to the wireless channel and DCF does not distinguish betweerl) Broken Link Detection:For broken link detection we
high priority and low priority data traffic. Thus, there is ncemployed the Link Layer Feedback (LLF) mechanism from
guarantee that a node will send even high priority data packéte AODV-UU implementation. If a packet cannot be trans-
within a certain time frame. Therefore, nodes that send highitted successfully, that is the sender does not receivean
amounts of low priority data might consume most of the sharéwm the destination within a certain time interval, the packet
bandwidth. Due to the contention mechanism in DCF, othé&r retransmitted. Excessive retransmissions, however, can be
nodes which send high priority data might wait too long teeported by the MAC layer using LLF and this information
access the channel and cannot transmit their high-priority datn be propagated to the routing protocol to deal with the
in time, although priority queuing has been used. The reasbroken link. This mechanism has two benefits. First, it reacts
behind this is, that priority queuing works only locally ando broken links by usually one order of magnitude quicker than
does not take neighboring nodes into account. To solve tmédying on HELLO messages. And seconHELLO messages
problem at the MAC layer is one of the aims of the new Qo&sed for broken link detection are not required any more which
IEEE 802.11e[2] protocol that is still under development aneduces the routing overhead.
not yet available. Even with the advent of IEEE 802.11e, the 2) Neighbor Detection:To make routing decisions or man-
current standard will not be displaced immediately and thusagement actions in the ad hoc environment an up-to-date
mechanism is required that enables nodes that send real-tmeghbor list of a node is required. However, to maintain this
data to refrain other nodes from accessing the channel. list usually each application implements its own neighbor dis-
Our proposal is to limit the amount of low priority packetsovery procedure using network probesHELLO messages.
a node is allowed to transmit within a time interval dependinghis results in message overhead and a waste of the scarce
on the amount of nodes handling real-time traffic in iteandwidth. Since this service is commonly demanded it makes
neighborhood. Therefore, the interface queue needs accessetuse to provide a common interface to upper layers accessing
the actual number of neighbors sending high priority traffic tine neighbor list from the MAC layer. Unfortunately, NS-2
adapt the rate control system of low priority traffic. does not provide a way to access the neighbor list on the
For this purpose, every node maintains a time-stanMyAC layer, thus we did not investigate its effect but decided
PRIO.TIMEOUT that is updated when the node transmit® implement this feature in a Linux hardware driver. In a
a high-priority packet. If the node has sent real-time traffi@al environment implementation we can rely BEACON
within the last PRIO.TIMEOUT seconds the node marksmessages that are sent out regularly every 100 ms by the IEEE
broadcast routing messages with a real-time flag. Employi8§2.11 MAC layer if operating in ad hoc mode.
the unused bit 5 in the AODV header ®&REQ and RREP 3) Signal Strength MonitoringTo provide for link stability
messages, a hode indicates whether it currently transnatsd avoid the gray zones mentioned in [9] the signal-to-noise
high priority traffic or not. In addition to that, the routingratio (SNR) is measured for routing messages. If the signal
table entry has been extended by a time-statASTPRIO. strength of aRREQ is not beyond a certain SNR threshold
Every time a node receives high priority data or a routinthe request is not processed. Thus, other neighbors that have
message with the high priority flag, tHeASTPRIO time- received theRREQ with a higher signal strength will forward
stamp for that particular routing table entry is updated. Nowhe packet and create a more stable route. AODV employs an
the actual amount of neighbors sending high priority traffiexpanding ring searchased on the TTL (Time To Live) field
with an up-to-dateLASTPRIO time-stamp can be derivedin the IP header for dissemination BREQ messages. If a node
from the neighbor list and the interface queue can adaptceives aRREQ which has been sent with the maximal TTL,
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it does not drop théRREQ even though the signal strength is To evaluate the performance of the investigated QoS mech-

below the threshold, since no better route is available. Duednisms, we used the following metrics:

the limitations of the employed propagation model in NS-2, , Latency: the average time in ‘ms’ it takes to transmit a

we did not implement signal strength monitoring for NS-2 but  packet from the source to the destination.

did a real environment implementation. . Jitter: it describes how much the packets vary in latency
4) RTS/CTS AdaptationNS-2 supports a certain packet  and is determined by calculating the standard deviation

size threshold to indicate if RTS/CTS should be used. By of the latency.

default the threshold is 0 and RTS/CTS is always enabled. We, Loss rate: the loss rate determines the amount of sent

disabled RTS/CTS for real-time packets. Without RTS/CTS the packets in relation to the amount of packets that have not

transmission channel is shared equally among the contenting been received successfully at the destination.

nodes. Moreover, it requires less bandwidth and we assume

that it reduces end-to-end delay and delay jitter. B."Ad Hoc Routing Protocol Comparison
We have run some initial simulations to see which ad

V. EVALUATION hoc routing protocol has the best performance and can be

used as the starting point of our work. We investigated four

In this section, we evaluate the introduced QOS extensiofig. .t protocols, namely Ad Hoc On-Demand Distance-

via simulations and discuss the results in the light of ﬂ\‘;ector (AODV), Dynamic Source Routing (DSR), Destination-

demands of real-time multiplayer games. Sequenced Distance Vector (DSDV) and Optimized Link State
Routing(OLSR) [3].

With regard to latency and jitter, AODV showed the best

In our simulations, we have used NS-2 including wirelesg/erage performance while all the other protocols showed
extensions developed at CMU [11]. Throughout the simunuch higher latency and jitter in the range of some hundred
lations, each mobile node shares a 2 Mbit/s radio chanmgilliseconds. DSR’s performance was by far the worst in
with its neighboring nodes using the two-ray ground reflectiadhese comparisons. Concerning loss rate, the reactive protocols
propagation model [12] and the IEEE 802.11 MAC protoco[AODV and DSR) showed the best performance with less than
The simulation scenario consists of 20 nodes in an aréa% packet loss while the proactive protocols (DSDV and
of 650x650 m. The transmission range of each node i®LSR) produced significantly higher losses.
250 m, which is a typical value for WLAN in a free area Based on our initial simulation results, we selected AODV
without any obstacles. The nodes that do not take part ag the routing protocol of choice for our work because AODV
the multiplayer game follow the Random Way Point (RWP3howed the lowest latency, jitter and packet loss rate.
model [11] with a uniformly distributed speed between O- .
3 m/s and a pause time of 180 seconds. Player nodes GreEfiects of the QoS Extensions
assumed to move only slightly, within a distance of 0-15 Inthe following, we show and discuss our simulation results
meters, since it is rather difficult to move and play at thi#vestigating the effects of the QoS extensions. Fig. 4, 5, and
same time with today’s available mobile gaming devices. Weshow the impact of one QoS mechanism at a time.
simulated typical multiplayer game traffic [5] between the
player nodes as high priority bidirectional UDP data flows
with a Constant Bit Rate (CBR) traffic of 20 packet/sec and
a packet size of 64 bytes. Additionally, we simulated five Brscrson
bidirectional low priority data flows between any two random -
nodes as background traffic using the same traffic pattern as the
game traffic. We simulated 10 game sessions with a duration  «
of 600 seconds using different seed values and then averaged *
the results. The detailed simulation parameters are depicted in 2rope oroes roes "

Table 11. Fig. 4. Latency wrt Hop Count, and Average Latency of Game Traffic

A. Simulation Settings

Latency [ms]
S om
s B

TABLE Il

PARAMETERS OF THEUSED SIMULATION SCENARIO From these figures we can see, that more or less all the

QoS mechanisms, besides using RTS/CTS and local repair,

Parameter | Value improved somehow the experienced performance of the traffic,
Simulation Time | 600 s but it is hard to say clear statements about the level of the
Nodes 20 : improvements. However, it is more interesting to see the
X'r‘;zl'“ty Model 'gggfé:‘é iqa”dom Way Point (RWH) combined impact of these QoS mechanisms. Thus, in the rest
Speed 03 mis of the simulations we gradually extended the basic AODV
Pause Time 180 s protocol with the different QoS mechanisms in the order of
Traffic Type CBR with 20 packet/sec the expected significance of the improvement caused by them
Packet Size 64 bytes and in the following figures (Fig. 7, 8, 9, 10, 11) every
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are significantly higher if RTS/CTS is enabled. The reason
behind this is that multiplayer game data packets are very

Brscrsorr small in general and the RTS/CTS mechanism induces a huge
overhead in this case decreasing the performance in all metrics
oo significantly. As a result, RTS/CTS should not be activated by

default and instead a threshold should be maintained by the
system that depends on the number of neighbors and the size
2 ees 3 hops i rops o of the data packets that have to be transmitted. A neighbor
list can be discovered easily by collecting MAC layer beacons
from adjacent nodes.

o 3) Broken Link DetectionUsing the Link Layer Feedback
- (LLF) mechanism of the MAC layer, broken links can be
S detected very quickly. The average latency can be reduced

B s L otcton below 20ms and jitter below 15ms if LLF is activated. In
i N addition, the packet loss rate can be reduced further by some
percent as depicted in Fig. 9. Moreover, the amount of routing

Fig. 5. Jitter wrt Hop Count, and Average Jitter of Game Traffic

i traffic is much smaller if LLF is used since AODV does not
. requireHELLO messages for broken link detection any more.
4) Priority Queuing: To evaluate the effect of priority
Fig. 6. Loss Rate wrt Hop Count, and Average Loss Rate of Game TrafaUeuing, we handled the real-time game traffic as high priority
traffic and the background traffic as low priority traffic. High
priority packets that are not delivered within 100 ms (one-way)
bar represents the result applying its assigned plus all th& regarded as lost and consequently the average latency and
preceding QoS extensions. For the evaluation we droppediadkr of high priority packets are reduced significantly in all
game packets with a delay of more than 100 ms because #@ulated scenarios, in our case to 20ms and 14ms. As a
assumed that they would not be of importance for the garggje effect, the packet loss rate increases as more packets are
anymore. With this strategy, we could reduce the average gagifidated. Regardless of the applied QoS mechanisms the loss
traffic latency from approx. 300ms to below 30ms and th@te highly depends on the number of hops. The higher the hop
average jitter from above 50 ms to below 20 ms. Needlessdgunt, the more high priority packets are discarded since they
say that as we dropped late packets on purpose we simgfyjve too late at the destination. However, when employing
traded low latency for high packet loss. Fig. 7 and 8 show thgjority queuing, the loss rate of high priority packets can be
latency and jitter experienced by the game traffic in case @fibstantially reduced as illustrated in Fig. 9. On the other hand,
different hop-number connections. As we can see from Fig. |8tency and jitter of low priority traffic is increased as Fig. 10
we were able to reduce the game traffic loss rate significangpows.
by introducing our QoS extensions. The average delay, jitter5) Timeouts: When adding timeouts to priority queuing,
and packet loss rate for the background traffic are shown e |oss rate of high priority traffic is slightly reduced further.
Fig. 10 and 11. Because of the small timeout value of the high priority queue,

Note that using local repair and RTS/CTS mechanismggh priority packets which are late are now dropped earlier
degrade the overall performance in case of real-time traffigus alleviating congestion. Connections with up to two or
thus we discuss them first and do not use them in the restiffee hops have a loss rate of 2% or 8%, respectively. The
the simulations. In the following, we will discuss the effectaverage loss rate, however is still over 10 %. In addition, jitter
of every QoS extension in detail. and latency of low priority traffic can be also reduced.

1) Local Repair: Using the local repair mechanism de- 6) Backup RouteThe backup route mechanism increases
grades the performance of the packet loss rate as wellths loss rate of high priority traffic for 2-hop connections
latency and jitter. In particular, the average loss rate of higlightly to 3%. On the other hand, the loss rate of 3-hop
priority connections is increased by 5 %. First, this is due nnections is now reduced to 5%. Using the backup route
the fact that the local repair process takes too much time feechanism low priority traffic yields the lowest latency in all
delivering real-time packets. Second, repaired routes tend todeenarios as depicted in Fig. 10.
longer than the original route and in this case the node sends am) Real-Time Neighbor Aware Rate Contrdpplying our
additional route erroRERR message to the source which willrate control mechanism the loss rate of high priority traffic
itself restart the route discovery process again. Therefore, t&s been reduced to 2% and 4.5% for 2-hop and 3-hop
do not recommend to use the built-in local repair mechanisgpnnections, respectively. Thus, 2- and 3-hop connections can
of AODV in case of real-time traffic. be employed for real-time multiplayer games. Connections

2) RTS/ICTS MechanismThe RTS/CTS mechanism de-with 4 hops still suffer from a very high loss rate about 18 %
grades the performance of the routing protocol as well. Thaad therefore cannot be used for real-time applications. Thus,
latency and jitter, and even the loss rate of the game trafffte average loss rate of high priority traffic is just slightly

2hops 3hops 4hops avg
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below 10 %. However, latency and jitter of low priority traffic VI. RELATED WORK

are slightly increased since they remained in the same range )
in case of high priority traffic. Many QoS architectures have been proposed for MANETS.

Proposals like INSIGNIA [13], FQMM [14], or CEDAR [15]
use a reservation-oriented approach and keep per-flow state
information at the mobile nodes. Other approaches like SWAN
We can see that by applying the discussed QoS extensidi$] use a stateless feedback-based mechanism to achieve soft
except for AODV's local repair and the RTS/CTS mechanismeal-time services. All of these QoS architectures work at the
the packet loss rate for connections up to three hops canrtework layer or above, so they make little use of information
reduced below 5% since the end-to-end communication delairich is available at the lower layers. They also provide a
and delay jitter remain in the range of 25 — 30 ms and 15self-contained solution to the QoS problem in MANETS. In
20 ms, respectively. Moreover, the impact on the backgroutids paper we take a look at individual QoS mechanisms to
traffic is also tolerable, i.e., the background traffic is ndmprove latency and jitter for real-time applications. While
punished drastically in favor of the real-time traffic. Thussome of these mechanisms like priority queuing, rate control or
other, non real-time applications can still use the network backup route are also present in some of the QoS architectures
the same time. mentioned above, mechanisms like broken link detection or

D. Summary of the Overall Impact of the QoS Extensions
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backup route belong to the routing part of the network layer As future work, we plan to investigate the discussed QoS
and signal strength monitoring or RTS/CTS are features of thetensions in a real test-bed environment. Moreover, we intend
lower layers. We see this paper disjunctive to existing Qd8 design new mechanisms which can give protection against
architectures because most of the features presented heresedfish nodes and which can provide quick channel access to
also be applied to them. nodes handling real-time traffic.

One can find most of the QoS mechanisms mentioned in
this paper also in related works.

The RTS/CTS mechanism is a common solution to the This work has been partly supported by the European Union
hidden/exposed terminal problem found in wireless network&der the E-Next NoE FP6-506869 project.
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Abstract— Event detection and event localization are inherent
tasks of many wireless sensor network applications. The inac-
curacy of sensor measurements on the one hand and resource
limitations on the other make efficient event localization a
challenging problem. In this paper we propose a fully dis-
tributed localization scheme that consists of two algorithms.
The distributed election-winner notification algorithm (DENA)
performs the determination of the closest sensor node to an event
and notifies all other nodes about that winner. The intensity-
based localization algorithm (ILA) provides a signal independent
position estimation of the event and is calculated at the winner
node. The novelty of the ILA algorithm is its independence from
the kind of signal emitted by an event. In contrast, it solely
requires knowledge about the intensity of an event. The location
of an event can thus be estimated without pre-knowledge about
the nature of the event and with fewer constraints on the sensor
hardware. These properties constitute the practicability of the
algorithm in generic applications.

I. INTRODUCTION

In sensor network applications event detection and local-
ization are common features which imply two main chal-
lenges, namely how to observe a possible event location in
a distributed manner and how to compute the location of an
event efficiently and accurately. Due to battery and resource
constraints on the sensor nodes some present approaches shift
the computational burden of estimating the location of a node
away from the sensor nodes to a sink node with more com-
putational power and more memory. The main disadvantage
of these approaches is the increased data traffic to provide the
sink node with the necessary information to localize the event.
The observation of an event on the other hand is commonly
done by building clusters around predefined locations. Build-
ing up these clusters involves always communication overhead.
This overhead is increased in wireless sensor networks, where
battery constraint devices may follow sleep cycles to save
battery power. Consequently, exchanging information may be
expensive due to frequent topology changes or synchronization
overhead. For these reasons, we intend to provide a fully dis-
tributed event detection framework that avoids the drawbacks
of increased data traffic between the sensed area and the base
station and does not need any cluster formation.

'The work presented in this paper was supported (in part) by the National
Competence Center in Research on Mobile Information and Communication
Systems (NCCR-MICS), a center supported by the Swiss National Science
Foundation under grant number 5005-67322.
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In our approach, the detection of an event (e.g fire burst)
is observed as a set of derived values simultaneously sensed
by a node (e.g. increased temperature, significant shockwave,
etc.). Furthermore, the significance of the event can be deter-
mined by the sensor nodes, i.e. an event can be distinguished
from background noise. This can be achieved by the use of
fuzzy logics or probability theory. The task of filtering this
background noise is not subject of this paper and will be
considered in future work. Furthermore, the event is decreas-
ingly observable the farther away a node is. We propose that
considering these requirements all nodes in the relevant region
can derive the intensity with which they sensed a certain event.
Moreover, this intensity can be inferred as the barycenter of
the set of deviated values sensed by the node. Thereby, each
sensed value satisfies a certain membership function, e.g. 80°
Celsius could have a membership degree of 0.8 in relation
to the predicate "hot’. A key idea of our approach is to use
fuzzy logic mechanisms to classify the deviated values on the
one hand and to infer the intensity of the event from these
values on the other. The intensity of an event is consequently
represented as a value in the interval [0, 1].

Using these derived values we propose to use a distributed
election algorithm that determines the relevant subset of sen-
sors, which are responsible for handling the event further,
e.g. sending their information to a base station, or aggregate
the information among each other. The determination of the
relevant sensor nodes is performed fully distributed with a
minimal overhead of information exchange.

II. RELATED WORK

Event detection and localization are intrinsic features of
wireless sensor networks. Much work in this context has al-
ready been done. The proposed schemes differ in the way they
get range estimations and how they perform event observa-
tions. Some localization approaches ([1], [2]) depend on either
a central instance such as a sink node or a cluster head, where
the measurements from the sensors in the field are collected
and the event location is computed. In [1] The distance of
a sensor node to an event is approximated using the time of
arrival (TOA) of the signal emitted by the event. The TOA
values are routed together with the sensor node positions to a
sink node, where the location of the event is computed as the
maximum of a four-dimensional consistency function. [2] uses
a cluster head approach to track the location of an event. Thus,



the overhead of sensor node to sink communication is avoided
but additional communication to maintain the cluster structure
is necessary. Another approach is Sextant proposed by [3].
Sextant uses Bézier regions to represent the locations of nodes
as well as of events and does therefore without knowledge
of the node positions. Additionally, Sextant is independent
of a central instance. However, network properties which are
needed by Sextant have to be disseminated in a restricted
area, whenever one of them changes. Other approaches ([4],
[5]) are mainly concerned in enabling and establishing group
communication and data aggregation in a predefined area
which has to be observed. Both algorithms require cluster
formation what leads to extra communication overhead. A
distributed algorithm for object tracking has been proposed
by [6]. This approach supports event detection and tracking,
but no event localization. A moving object is thereby tracked
by a changeable cluster of nodes.

A common approach to estimate node locations is triangu-
lation against known positions derived from reference points.
APS [7] and GPS-Free [8] use angle of arrival (AOA) and
time of arrival (TOA) respectively to calculate the position of
a node. Both schemes are not practical for event localization
as they depend on specific hardware. In contrast, we will
propose a multilateration scheme that does only depend on
the feasibility to sense an event on a sensor node.

III. DISTRIBUTED ELECTION-WINNER NOTIFICATION

A key problem of event detection is the difficulty to identify
and organize the sensor nodes, which are relevant for the event
in a distributed manner with as little communication overhead
as possible. To fulfill this task we propose the fully distributed
election-winner notification algorithm (DENA). The DENA
algorithm basically consists of two parts. In a first step the
node closest to the event determines itself as winner node. In
a second step the winner node notifies all other nodes about its
election. The principle of the algorithm is depicted in Fig. 1.

Fig. 1: Notification of election losers by winner node

The winner node broadcasts a notification message to
inform all other nodes about its election. The notification
message is thereby only retransmitted by sensor nodes that
have overheard the event, i.e. the nodes bordered by the dotted
line in Fig. 1. All other nodes having received the notification
message (canceled in Fig. 1) simply ignore it. Additionally
to its basic functionality of electing the winner node and
distributing the notification message, the DENA algorithm
offers functionality to provide the localization algorithm (see
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Section IV) with the information it needs. The DENA algo-
rithm operates as follows:

1) Initially, each sensor node overhearing an event immedi-
ately calculates the intensity of the event as described
in Section I. Furthermore, it schedules a notification
message to inform all its neighbors about its election.
The release time of the message is delayed according to
the value of the derived intensity of the event, i.e. the
higher the intensity the shorter the delay. We use the
dynamic forwarding delay (DFD) mechanism proposed
in [9]. A detailed description of the DFD concept we use
is given below.

The sensor node closest to the event calculates the
shortest delay. Consequently, it broadcasts the notifi-
cation/IREQ message first. As it starts the notification
message distribution it is implicitly signalized as election
winner.

To gather the necessary information to perform the
location estimation on the winner node, the notification
message is combined with an information request mes-
sage (IREQ) that has to be distributed within the two-hop
neighborhood of the winner node. The reason for query-
ing the two-hop neighborhood is given in Section V-B.

Each sensor node receiving the notification/IREQ mes-
sage knows the existence of the winner node and imme-
diately cancels its own election.

Each node that has received the notification message
rebroadcasts it. Additionally, all nodes within two-hop
neighborhood of the event generate an information re-
spond message (IREP) to provide the winner with the
position information it needs to calculate the event lo-
cation. The IREP message may be piggy-backed on the
notification messages of each two-hop neighbor to avoid
additional transmissions.

The algorithm terminates when all election-losers have
rebroadcast the notification message. All one-hop neigh-
bor nodes of the winner perform their own location
estimation as soon as they have overheard the piggy-
backed IREP messages of their neighbors. Thereafter,
they forward their results to the winner node which is
responsible to calculate the final position estimation.

2)

3)

4)

5)

6)

The intensity w derived at each node in the reception

area decreases with the distance d to the event. The general

equation for this relationis d ~ §/ - L where a is larger than

one and wyi, is the minimum intensity necessary to identify
an event (see Section IV). The release time of the winner
strongly depends on the amplitude of the event. Consequently,
the weaker an event is, the slower it is detected by the DENA
algorithm. Furthermore, it is crucial that each election-loser
has to be notified before it determines itself as winner. This
has to be taken into account for the design of the DFD
function. The protocol proposed so far does not consider the
case of collisions between transmissions. For this case we
propose the usage of a backoff mechanism with an expo-
nential time window after which the notification message is




rebroadcast if no notification message from another node was
overheard in the meantime. We argue that collisions will not
occur frequently, as the DFD is designed to avoid them. The
simultaneous election of multiple winners is possible albeit
not very probable. In this case, each winner node calculates
its own position estimation and handles the result further,
e.g. sends it to the base station. The algorithm does not yet
consider any object tracking or the occurrence of simultaneous
events. These are difficult topics and will be investigated in
future work. Finally, an efficient broadcast protocol is used to
minimize the number of retransmitting nodes. This protocol
is again based on the DFD mechanism. The algorithm is
discussed in the next section.

It must be mentioned that in our framework each sensor
node knows its own location. This can be achieved by GPS,
or by other location algorithms ([10], [11], [12]).

Dynamic Forwarding Delay

We use the dynamic forwarding delay (DFD) concept in
two respects: Once to determine the release time of the
notification/IREQ message, and once to perform an efficient
broadcast in the reception area of an event. The DFD basically
depends on the node position x and looks as follows:

DFD = MAX Delay - f(z), f(z) €10,1]

The function f calculates a delay in dependence of the
position of the message receiver. By the concept of the DFD,
the decision to forward a packet is shifted from the sender
to the receiver avoiding communication overhead to supply
the sender with the information about its vicinity. This is
in particular important in sensor networks, where battery
constraint devices may follow sleep cycles to save battery
power. In these networks gathering information about the
neighborhood is expensive according to frequent topology
changes or synchronization overhead. For this reason we
think that a receiver based retransmission scheme is more
appropriate. A key feature of the DFD mechanism used for the
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Fig. 2: DFD Functions

release time determination is the support of significant release
time differences for nearby nodes. This is in particular true
for the nodes close to the event. Thus, simultaneous winner
election as well as collision probability are decreased. We
propose an exponential DFD function as depicted in Fig. 2. For
nodes with a higher significance, i.e. nodes that have derived
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a higher event intensity, the DFD timers are distributed over a
larger interval. Thus, the probabilities of simultaneous winner
election among these nodes as well as of collision occurrences
are decreased. The exact specification of the DFD function
for the notification/IREQ release has not yet been done. Its
existence is however warranted and needs just the effort
to find an adequate function and the according parameters.
Thereby, the trade-off between efficiency and overhead caused
by additional transmissions has to be minimized.

1) Dynamic Delayed Broadcast Protocol (DDB): Apart of
using the DFD for the winner election, we use the DFD
concept to perform an efficient broadcast. The algorithm
operates in principle as follows: the DFD determines the time
a node is delaying a broadcast message before rebroadcast
it. While the expiration of this time, the node overhears the
transmissions of other messages and cancels its rebroadcast if
the retransmit threshold RT' is under run, e.g. the distance to a
sensor node that has already released the message falls below
RT'. The retransmission threshold R7T" may also be zero.

In [13] we have investigated different metrics for the re-
broadcast decision. Thereby, the most efficient metric for the
calculation of the DFD as well as for the decision whether to
rebroadcast depends on the additional area a node may cover
with its rebroadcast. Thereby, each sensor node calculates
the additional area it covers as well as the DFD, whenever
it overhears the transmission of the broadcast message. The
node with the shortest DFD releases the packet first. The DDB
protocol has been evaluated extensively and compared to well-
known protocols. It was shown that the DDB protocol per-
forms even better than a neighbor-based protocol in terms of
energy consumption in most simulations. This is in particular
true under frequent topology changes, what makes it useful
for sensor networks where nodes often follow sleep cycles
and the topology consequently changes frequently. Detailed
information can be found in [13]. The main drawback of
the DDB approach is however its computational complexity.
To minimize this complexity, but nevertheless benefit from
its advantages we redesigned the DFD metric. In the rest of
this section we first shortly introduce the DDB concept with
additional area coverage and then introduce our new metric
which approximates the additional area approach, but uses
much fewer energy.

=

Fig. 3: Broadcasting with additional coverage

The basic functionality of broadcasting with additional area
coverage is depicted in Fig. 3. The source node S starts



the communication by broadcasting its message. All three
receivers calculate their DFD according to the additional
area they cover with their retransmission. Node 1 is farthest
away from S and accordingly calculates the largest additional
area it would cover with its rebroadcast what leads to the
shortest DFD. Nodes 2 and 3 overhear that retransmission
and recalculate the additional area they newly cover and
the respective DFD. Node 2 calculates the shorter DFD and
rebroadcasts its message next. Node 3 overhears this message
again and cancels its broadcast as it is totally covered by the
transmissions of the other nodes. The DFD of the additional
area coverage approach is calculated as follows:

The additional area is denoted by AC' and is always between
zero and the maximal additional area AC'j; 4 x a retransmitting
node may cover. AC'j;4x is achieved when a node is exactly
placed on the border of the previous sender. In this case it
covers an additional area of ~ 61%. As mentioned above,
the main drawbacks of this approach are its computational
complexity and its memory demand. To reduce this overhead
we redesigned the DDB by using a new metric. In Fig. 4 an
approximation of calculating the additional area by the usage
of the triangle connecting any three neighbor nodes is depicted.
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Fig. 4: Broadcasting with the triangle metric

Assuming that nodes A and B have already released their
message, any node C that has overheard both transmissions
lies in the intersection area of both transmissions. Moreover,
the additional area a node covers is larger the farther away
C from the connecting line AB is, largest at the position of
node C in Fig. 4, i.e. the area Aj;4x in this case is V3 2,
Consequently, we use the area of the triangle built by A, B
and any node C in the intersection area as an indicator for the
additional area a node C covers. Thereby, all nodes C with the
same distance h to AB calculate the same triangular area, i.e.
all nodes on the parallel line to AB with distance h. This adds
a certain error, as the additional area a node covers depends
on its location on the parallel line. The error is maximized at
the center of line AB. The area of the according triangle is
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zero, whereas the additional area a node covers is:

1 -1
4 [/ vV (r?2 —z?)dx —/ V(r? = a:Q)dxl ~ 0.0217r%7
0 3
We argue that a maximal deviation of about 2% is tolerable
and should not affect the algorithm in a destructive way.
Once determined, the area A, jangie Of the triangle is used
to calculate the DFD:

ATriangle
e—e EMAXI
DFD = MAX _Delay - 1
e —

The reason to use an exponential function is to favor nodes
with a bigger triangle and to minimize the probability of
collisions among these nodes. Obviously, the node with the
shortest DFD broadcasts first. With this broadcast a triangle
as mentioned above is virtually created. All nodes located
within this triangle cancel their retransmission of the message
(a similar approach to cancel the retransmission was used
by [14]). This test is very simple and can be easily calculated
by the use of barycentric coordinates. It adds however some
errors. The problem is depicted in Fig. 5:

<
A

Fig. 5: The maximal loss of additional coverage

If the node overhearing two sending nodes is positioned
exactly on the border of each node it must lie on the center of
the connecting line between both nodes. In this case it cancels
its retransmission, as it is within the triangle with height h = 0.
The additional area it could cover is however ~ 22%:

4 l / S / ' mdx] 0927

The determination of the DFD as explained in this section
is only applied if a node has already overheard at least two
messages. In the case of the broadcast initiator the instant
release of the message is obvious. If a node has overheard
exactly one retransmission it calculates its DFD according
to the mathematically exact additional area it covers. In this
special case (intersection of two circles) the computation is
simple.

IV. INTENSITY-BASED LOCALIZATION ALGORITHM

Existing localization algorithms ([1], [8]) depend on the
possibility to distinguish two kinds of signals transmitted by
an event. Thereby, the distance of the event is derived from
the time difference of arrival (TDOA) of two different signals.
For example, [1] uses the time difference of arrival between
the shock wave and the muzzle blast generated by a gun.



From the time difference of arrival of these two signals the
distance between the sniper and the measuring sensor node
is calculated. In many cases the dependence on two different
kinds of signals is restrictive and not easy to fulfill. In contrast
to these algorithms, the algorithm discussed in the next section
depends only on the intensity derived by a sensor node. This
algorithm is generically computable and does not depend on
predefined hardware what supplies a good degree of freedom.

A condition to determine the position (e, e,) of an event
E is that on any sensor node in the significance area the
intensity determining the amplitude of the occurred event can
be derived. We assume that the intensity w x derived at a sensor
node X is related to the distance dx the sensor node is away
from an event, e.g the farther away a sensor node is, the lower
its derived intensity is. This relationship is formalized in the
following relation:

e 1
b'e a5
The exponent « in (1) affects the degree of attenuation of the
measured intensity in dependence of the distance to the source
of the event. (1) is a generalized formula of the acoustic, radio,
etc. path loss models. The attenuation of an acoustic signal is
for example similar to d_12.

It is crucial that the intensity cannot be used as a direct
substitute of the distance in order to estimate the position of an
event, but the square root of the ratio of the intensities of two
sensor nodes is equal to the ratio of the distances of the two
sensor nodes to an event. This will be shown in this section.
Furthermore, we will show that if a sensor node A knows its
own intensity w 4 and position (a., a,) as well as the positions
and intensities of at least three not collinear neighbor nodes
B, C, D it can calculate the position of the event. The distance
d 4 of a sensor node A from the location of an event e can be
calculated with the theorem of Pythagoras:

a>1 1

d% = (az — ex)Q + (ay - ey)2 @)

From (2) and (1) we can derive the general equation to get
the ratio of the intensities of two sensor nodes A and B:
(ax - e:c)Q + (ay - ey)2

2
(b — €2)? + (by — €y)? ( )

(3) means that the ratio of the distances from two sensor
nodes A and B to the event location is equal to the ratio
of the intensities derived on both nodes. It forms a circle,
unless the ratio is 1. This case will be discussed later. As the
position of the event E is contained on all three circles and the
intersection point of the three circles is uniquely determined,
the location of the event F is equivalent to the intersection
point. This is true at least as long as the intensities derived
at the sensor nodes are correct (an example generated with
Maple is depicted in Fig. 6).

In order to prove the applicability of (3), we have to show
that the denominator cannot be zero. This is however trivial
as from (3) we can conclude that the denominator can only
become zero if b, = e, and b, = e,. This means the
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Fig. 6: Location of an event by intersection of three circles.

denominator can only be zero if the position of event E is
exactly at the position of sensor node B. This case can be
excluded, as the calculation of the position of an event is
trivial if it occurs exactly at the location of a sensor node.
Consequently, the position of an event is only calculated if it
occurred not exactly at the location of one of the participating
sensor nodes. In all these cases, the denominator cannot be
Zero.

Next, we calculate the intersection points of the circles that
are derived from the ratios of the intensities of n non-collinear
sensor nodes Sq, .., S,, with n > 1. In order to facilitate the
calculation, we set the point of origin of the coordinate system
at the position of .57 and the position of S5 on the x-axis. This
can be done without loss of generality. We will show that the
calculation of the intersection point of the circles is equal to
multilateration ([10], [12]). For better readability we replace
w3 with ¢ x. Using the ratios, we get the following equations:

2 2
Bx + ey o (bSZ
(o2 — P+ €L 03,
2 2
€z + ey o ¢S3

(s3, —€x)? + (83, —€y)? s,

2 2
ez t+ey

(S"m - ex)Q + (Sny

b5,
(bsl

5 =

—ey)

If we dissolve the equations to zero and leave out the denom-
inator from which we know that it cannot be zero , we get the
following equations:

s, (€3 +€7) — ¢, (G2 — €x)* +€2) =0
ds, (€3 + €5) — ds, (S35 — €x)” + (S5, — €,)%) =0
b3, (ei + 672;) — 95, ((Sne — ex)z + (Sny - ey)Q) =0



The equations can be transformed to the following equations:

(6, — ds)es + (95, — b5, )€y + 205, 52,00 — 5,527 = 0
(¢S1 - ¢53)692c + ((bsl - ¢53)e§+
2¢S3 (ngem + Sgyey) — (1553 (Sdi + 533) =0

(¢s, — 9s,)ea + (¢s, — ¢s, )en+
203, (Snzex + Snyey) — 65, (Snz + Sn2) =0

The system can be linearized by subtracting the first equation
from the last n — 1 equations. Therefore, the first equation has
individually to be multiplied with 05, 70Sy 95,7 %Sn Ty
. . ¢s1—Ps, ) Ps, —Ps,

resulting equations are subtracted from equations 2, ...,n. In
all n — 1 resulting equations the unknown variables e, e, are

on the left side of the equations:

2¢Sz SQxem (¢S1 - ¢S3)

2¢5’3 (SSxex + SByey) -

¢s, — ¢s,
_ 2 2y ¢S2‘S’2§:(¢S1 - ¢Sg)
- ¢SS (‘9393 + S3y) d)A — ¢52

_ 2¢S2‘S’2m6x(¢51 — ¢Sn)

2¢Sn (Snzex + Snyey)

bs, — s,
_ 2 oy 05,95 (ds, — $s.,)
= PsnBna Sy = e

The equations above indicate that ¢g, # ¢s,. The case of
equality of ¢g, and ¢g, is discussed in the next paragraph.
For now, we assume that ¢g, # ¢g, and therefore neglect the
denominator as soon as all terms are of the same denominator.
If all terms are reordered, we get a system of linear equations
of the form Ax = b, where

2(¢s593,1 + 05,524 (dsy — bs,)) 205,53,
A= .

2(¢s, Snel' + 05,52, (ds, — bs,))  2¢s, SnyT

G5, (932 + S30)T — ¢, 9% (b5, — s,)
- .

b5, (S32 + S32)T — 5,522 (b5, — bs,)

For better readability we substituted (¢s, — ¢s,) with I" in
A, b respectively. This system can be solved using a standard
least-square approach: E = (AT A)"'AT B, where E is the
location estimation of the event. When the inverse matrix
cannot be calculated, the location cannot be computed and
the multilateration fails. This can happen if ¢ 5, = ¢g,. This
is however no restriction, as in the case of ¢g, = ¢g, the
ratio of the intensities is 1 and the position of E lies on the
vertical line through the middle of S, S5. The intersection of
this vertical line with any of the participating circles results in
the possible locations of event E. Consequently, in the case
of ¢s, = ¢s, the matrix is not calculated and the location is
estimated using the intersection of the vertical line with any
two independent circles derived from the intensities.
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V. SIMULATIONS

In this section we present first simulation results of the
broadcast as well as of the localization algorithm. To evaluate
the two algorithms we implemented both in Matlab. All
simulations were run over 20 seeds with a 95% confidence
interval. The simulations described in this section share a
common scenario. This standard scenario consists of 300
sensor nodes randomly distributed in a square area with sides
of 100 meters. The radio range R of each sensor node is
ten meters, which results in an average connectivity of nine
neighbor nodes.

A. Evaluation of the DDB protocol

To evaluate the DDB broadcast protocol, we implemented
the triangle metric along with the additional area metric and
a simple flooding algorithm in Matlab. A detailed comparison
of the DDB protocol to other broadcast protocols can be
found in [13]. In this paper we will only investigate the
performance of our new metric compared to the additional area
coverage metric and a simple flooding protocol. It is to remark
that the results we gained match well the results presented
in [13] simulated with the Qualnet network simulator [15].
The thresholds for the protocols were chosen as follows: The
additional area coverage (DD B 4¢) metric uses a retransmis-
sion threshold RT of 22% of AC;ax. This means a node
using the DD B 4¢ metric cancels its retransmission when the
additional area it covers with a rebroadcast is below 22% of
AChprax. A value of 22% is chosen as the maximal loss of
the DDB triangle (DD Bryiangie) approach is intrinsic 22%.
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Fig. 7: Percentage of retransmitting nodes with different DDB
metrics

To evaluate the performance of the different broadcast
metrics, the network density is varied. The number of nodes
in the network are altered from 300 up to 1100 in steps of
200 nodes resulting in an average number of neighbors from
9 to 33. The broadcast was always initiated by sensor node
one. To have a benchmark for our algorithms we additionally
implemented a minimum connected dominating set (MCDS)
algorithm which computes the minimal set of nodes that is



necessary to reach all nodes within the network. The MCDS
algorithm calculates the optimal solution for the broadcast
problem, but is only computable with the knowledge about the
whole network topology. The results of the DDB simulations
are depicted in Fig. 7. The results of the delivery ratios of the
different protocols are not depicted, as the delivery ratios are
100% in all simulations over all seeds. The DDB 4¢ as well as
the DD Brriangie protocol decreased the number of retrans-
mitting nodes in the network considerably, especially when
the network density is high. Surprisingly DDB 4¢ needed
almost 20% less retransmitting nodes than DD Bryiqng1e OVer
all node densities, resulting in less than 25% of retransmitting
nodes as soon as the number of neighbors approximates 15
neighbors. The performance of the MCDS algorithm is by far
the best. The difference can be explained by the retransmitting
overhead of DDB for nodes close to the network area border.
As the DDB algorithm is receiver based it has no knowledge
about a possible area border and all nodes close to the border
retransmit their message even as there are no additional nodes
reachable.

We conclude that the DD B 4¢ protocol is the most suited
protocol as long as the resource constraints on the nodes are
not too restrictive. In other cases the DD B, ;qngie approach
seems to be a reasonable alternative. A main advantage of the
DDB protocol architecture is the absence of any states. The
rebroadcast decision solely depends on the position of a node
and of a function to assess that position. The results gained in
these initial simulations encourage us to use the DDB protocol
for the notification message distribution.

B. Evaluation of the ILA algorithm

In order to simulate noisy measurements on the sensor
boards we implemented the inverse square law with a signal
attenuation of d—lz, where d is the distance, as error model.
This model is for example appropriate for sound propagation.
Intensity errors that are caused by noisy sensor readings are

modeled according to the following formula:

err(w) =1£AN(0,1) - w “)

The error err depends on the derived intensity w as well as the
square distance d? between the event source and the measuring
sensor node. Its amplitude is adjusted via the parameter .
N(0,1) is a normal distribution with mean zero and standard
deviation one. According to (4) errors are normally distributed
around the intensity whereas the amplitude of the deviation
depends on the square distance a sensor node is away from
an event and .

The simulations in this section share the common scenario
parameters proposed above. Furthermore, a number of param-
eters are varied: number of sensor nodes, standard deviation
of the measurement error, and reception radius. The event is
always localized at position (50, 50). The reception radius D
determines the distance until which the event is observable.
In our simulations the reception radius varies from 10 m to
40 m. The amplitude of the standard deviation is adjusted
over A and its value varies from 0 to 25%. All simulations
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have in common that location estimations that are farther away
from the calculating sensor node than the reception radius are
discharged. This restriction is reasonable, as the event could
not have been sensed by a sensor board if it is farther away
than the reception radius. Very erroneous location estimations
are seldom, but possible as a normal distribution is used in
the error model, which permits very high deviations.

1) Influence of the distance on the accuracy: In these
initial simulations we investigate the influence of the reception
radius D. The location estimation is thereby performed on any
sensor board in the reception area bounded by the reception
radius and the location estimation error is averaged over all
computations. We varied the reception radius accordingly to
the values defined in the last section. In Fig. 8 the results of
these simulations are depicted. The location estimation error
is in all subsequent figures denoted in percentage of the radio
range R.
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Fig. 8: Location error with variable reception radius D

The gained results indicate that the position estimation error
is acceptable as long as the distance to the event is not too
far and the sensor readings are not too noisy, i.e. A is not
too high. This result is not surprising and enforces our choice
to elect the closest sensor node as winner and perform the
location estimation on it. In the next simulation section we
will explore the ILA performance if only the winner node
performs the position estimation.

2) Position estimation at winner node: In this simulations
we vary the number of nodes in the network to investigate
the influence of the network density on the location estimation
accuracy. 300, 500, and 1000 sensor nodes are simulated what
results in an average connectivity of 9, 15, and 31 sensor
nodes. We expect a better performance in denser networks, as
the average distance between winner node and event source
becomes smaller.

The results of the simulations are depicted in Fig. 9. The
location estimation error is in all simulations between one
meter and five meters. Thereby, the majority of the calculations
supply location estimations less than two meters away from
the exact event position. The large confidence intervals in these



100

—— 31 Neighbors
15 Neighbors
9 Neighbors

80

60

Location estimation error [%R]

20 25

5 10 15
Standard deviation [%]

Fig. 9: Location estimation of winner

simulations indicate that the calculation limitation on only one
sensor node is quite error-prone. This is substantiated by the
sensibility of the ILA algorithm. The location estimation works
well as long as there are no outliers among the measurements.
On the other hand, if some measurements are very noisy an
accurate event location estimation with only one sensor node
fails, as the least square method used cannot handle very
noisy sensor readings. We therefore will take the position
estimations of the one-hop neighbor nodes of the winner also
into consideration. The according refinements and simulations
are discussed in the next subsection. Another possibility was to
investigate other, less error-prone approaches to compute the
location estimation. This remains to be done in future work.

3) Position estimation enhanced with information from win-
ner vicinity: The results gained in the last section have shown
that the location estimation on only one sensor board is in
general not accurate enough. Consequently, we enhance the
computation on the winner node with the position estimations
calculated in its immediate vicinity. The necessary information
is provided by the DEA algorithm proposed in Section III.
The computation instruction is as follows: The winner node
calculates the mean value and the standard deviation of its own
position estimation as well as of the estimations of all of its
neighbor nodes. It disregards then all estimations that are more
than standard deviation away from the mean and computes
the location with the remaining estimations. Furthermore, the
location estimation fails if the standard deviation is more
than half the mean value. This could happen in a noisy
environment where a reliable location estimation is no longer
given. Enhanced algorithms to operate in such scenarios will
be investigated in future work.

The simulation results (see Fig. 10) show that the mean error
as well as the standard deviation are considerably diminished
with the algorithm proposed in this section. The node density
influences the location estimation positively, but even with a
rather low node connectivity of in average 9 neighbor nodes,
we get feasible results. We conclude our evaluation with these
first results, which indicate that a intensity-based localization
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on the winner node is possible. It moreover performed well
in the simulations done so far. The results encourage us to
continue our work and finally provide an efficient, distributed
and accurate event detection and localization mechanism.

VI. CONCLUSIONS

We introduced two algorithms in this paper, namely the
distributed election-winner notification algorithm (DENA) and
the intensity-based localization algorithm (ILA). The combi-
nation of both algorithms builds a framework to efficiently
and accurately detect and localize events. The dependence
of the ILA algorithm on merely the derived intensity of an
event on a sensor node constitutes its generic applicability as
well as its weak binding on sensor hardware. In this paper
we have shown that the performance of the ILA algorithm
verified our expectations. It was shown that the location of an
event can be computed in a distributed manner without need
to gather any information on a sink node and that the accuracy
of the event location improves the closer to the event the
ILA algorithm is performed. Concerning the DENA algorithm,
we have shown that the notification message is distributed
efficiently by the dynamic broadcast protocol (DDB). The
number of retransmitting nodes is decreased considerably with
both DDB metrics tested so far. It remains to mention that
both, the ILA and the DENA algorithm work close together
in our approach. This is reasonable, it does however not restrict
the applicability of the key functionality of both algorithms on
their own.

VII. FUTURE WORK

In future work we will further evaluate both algorithms.
Special interest will be focused on the additional delay the
DENA causes and on its ability to minimize the number of
retransmitting nodes. At time, the DENA algorithm causes
every node in the two-hop neighborhood of the winner node
to respond. The possibility to query only a subset of these
nodes will be considered. Furthermore, an implementation of
the framework using the OMNeT++ [16] network simulator
has been started. We will compare our framework to other



event detection and localization schemes. Thereby, we will
focus on energy and bandwidth consumption. At time, the ILA
algorithm needs the information of all neighboring nodes. In
future work we will investigate if a subset of these neighbor
nodes results in sufficiently accurate results. In that context,
we will also investigate appropriate techniques to filter outliers.
To deal with erroneous sensor measurements we currently use
a linear mean-square approach. We will consider the usage
of more sophisticated non-linear least square methods [17].
Finally, we will perform extensive sensor measurements on
real hardware to obtain sophisticated error models and we will
check if the algorithm is also feasible when applied on moving
events and with multiple event sources.
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Abstract—Considerable research has been done on the content-
based image delivery and access in distributed repositories. As
noted in the literature, there is always a tradeoff between the
image quality and the access speed. In addition, the overall
performance is greatly determined by the distribution of the
image data, specially, in a heterogeneous environment. In this
paper, a semantic-based image access scheme for a distributed,
mobile, heterogeneous database infrastructure, the Ubiquitous
Content Summary Model, is presented that addresses both the
data quality and performance issues. With the ability of
summarizing the content information and guiding the data
distribution, the proposed solution is distinguished by its
mathematical representation and concise abstraction of the
semantic contents of image data, which are further integrated to
form a general overview of a image data source and its
application of word relationships to construct a hierarchical
meta-data based on the summary schemas allowing imprecise
queries. Furthermore, it achieves the optimal performance in
terms of searching cost. The fundamental structure of the
proposed model is presented.

Index Terms—Mobile Image Retrieval, Content Distribution,
Data Integration, Ontology Model

1. INTRODUCTION

EARCHING and accessing image data from a collection of

heterogeneous mobile data sources such as sensor or ad
hoc networks is becoming important in many applications.
Undoubtedly, image information is among the most powerful
representations of the human thought — representation of
entities as objects and representation of the complex objects in
term of simpler objects [6]. However, image data is also one of
the most non-manipulative structures in computers [2].
Indexing on images is rather difficult, which makes accessing
or semantically organizing image data more difficult to realize.
In a heterogeneous distributed environment, the autonomy and
heterogeneity of local databases introduce additional comple-
xity to efficient representation and manipulation of image data.
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Traditionally feature vectors as the representative of image
data are employed to facilitate content-based query processing
[3, 8, 17]. For an application-specific domain, the features
from image data, empirically or heuristically, are extracted,
integrated, and represented as some vectors according to the
predefined application criteria. Due to the application-specific
requirements, this approach lacks scalability, accuracy, robust-
ness, and efficiency.

As a better alternative, one can manipulate the image data at
a unified semantic-entity level. In this approach, the hetero-
geneous image data sources are integrated into a unified
format — in spite of their differences. In addition, in this
unified paradigm, different types of media (audio, video,
image, and text) can be considered as inter-convertible objects.
With the thorough understanding of the image content, this
paradigm provides the QoS-guaranteed query processing with
higher scalability and lower resource requirements.

In this work, we present an iterative method to represent a
image object as a combinatorial expression of its simpler
objects. In addition, a novel content-aware image indexing and
accessing scheme for a heterogeneous distributed database
environment is discussed. The proposed scheme, as a target
platform, is used and enhanced based on the proposed content-
aware accessing scheme — Ubiquitous Content Summary
Model (UCSM). With the guidance of these summaries, the
content-based image retrieval scheme offers superior perfor-
mance than several well-known image indexing schemes, as
demonstrated in our experiments.

This paper is organized into seven parts: Section 2 briefly
overviews the related work and background materials. Section
3 addresses the concepts of the UCSM. Section 4 introduces
the methodology framework. Section 5 analyzes the perfor-
mance of the proposed model. Section 6 further discusses the
description of image data contents within the framework of
enhanced UCSM. Finally, section 7 draws the paper to a
conclusion.

II. BACKGROUND AND RELATED WORK

2.1 Image Retrieval

As witnessed by the literature [3-12], the research on the
content-based image retrieval processing has focused on three



interrelated issues:

» Representation of the image entities,

¢ Indexing and organization of the image entities, and

¢ Query processing strategies of image databases.

It should be noted that, most of the solutions that have
advanced in the literature, study the image entities within the
scope of the object oriented paradigm and hence, quantify a
image data entity based on the features of its elementary
objects.

Image data representation

The feature-based representation models can be further
classified into four classes: the cluster-based organization,
representative region approach, annotation-based organization,
and decision tree-based organization [7-10].

The clustering-based approach partitions the image data
objects into clusters of semantically similar objects [7, 20- 24].
The clustering approach can be further grouped into the
supervised and unsupervised mode [7, 23, 24]. The supervised
clustering approach utilizes the user’s knowledge as input to
cluster image objects, and hence it is not a general purpose
clustering approach. As expected, the unsupervised clustering
approach does not need the interaction with user. Hence, it is
an ideal mechanism to cluster unknown image data
automatically.  Alternatively, the representative region
approach, according to the Expectation Maximization (EM),
constructs a simple description of the image objects based on
several of the most representative regions of the objects [8,
25]. Motivated by the text attachment of image objects, the
annotation-based organization paradigm makes use of
manually or automatically added annotations [9]. Finally,
integrated with the relevance feedback, the decision-tree-based
approach organizes image data in a hierarchical fashion that
separates the data by recursively applying decision rules [10,
26, 27, 28].

Efficient indexing scheme

Employment of efficient indexing is the key issue to the
real-time retrieval of the image data . Efficient indexing is
relatively more complicated when heterogeneous image data
sources need to be integrated together. Two classes of
indexing schemes have been discussed in the literature: The
partition based indexing and the region-based indexing.

The partition-based indexing scheme, Quad-tree [11, 29],
K-d-tree [15, 30], and VP-tree [16, 31], is a top-down process
that recursively, divides the image object (or multidimensional
feature space) into disjoint partitions while constructing a
hierarchical data structure that represents the index of the
image object. The region-based indexing scheme, R-tree [12],
R*-tree [13], and SR-tree [14], takes a bottom-up approach in
forming an access index — regard the image data as point
objects in multi-dimensional feature space, employ some small
regions to cover all the points, and then recursively, combines
small regions into larger groups (how does the index form).
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Efficient query processing

Searching for the image data is the crucial step in providing
real-time image services. Based on the type of information
submitted to the search engine, three searching strategies have
been recognized: keyword querying, example matching, and
fast browsing [18]. Cox et al. [18] proposed a Bayesian image
retrieval system that accommodated all these three strategies.

Within the scope of a networked environment, the literature
has addressed several practical image systems. The IBM
Query by Image Content project (QBIC System by IBM
Almaden Research Center) [3] allows users to query an image
collection using features of image content — colors, textures,
shapes, locations, and layout of images and image objects.
Multi-dimensional feature vectors are employed to describe
image content, with an R*-tree as the indexing structure.
Speech Recognition (Jabber experimental system) [4] uses
concept clustering based on indexing on audio content of a
videoconference. It employs word recognition facility to set up
an index based on the recognized words. To find the main
topics and make a meaningful index, the Jabber system uses
several lexical conglomerates, such as chains, trees, and
clusters. The system uses surrounding words as restrictions,
then compares the semantic distances of different
relationships, and finally determines the relationship with
minimal distance as the meaning of specified word. The
Photobook System (developed by the MIT Media Lab) [5] is a
system for Face recognition based on eigenvector descriptor.
The Photobook System efficiently uses "distance-from-feature-
space" (DFFS) to detect eigen-features. Given an input image,
a feature distance-map is built by computing the DFFS at each
pixel. The global minimum of this distance map is then
selected as the best feature match.

In spite of the progress reported in the literature, the
content-based image research is in its infancy . The scope of
research in image database extends drastically when
parameters such as autonomy, heterogeneity, mobility, and
wireless limitation are added to the mix [6].

2.2 Multi-Database Systems

A multi-database system MDBS is a distributed system that
acts as a global layer sitting on top of multiple preexisting
distributed, autonomous, and heterogeneous local databases
{LDBS;, for 1 <i <n} [1]. The local databases are connected
via wired/wireless networks to form a global information
sharing system. The local databases play dual roles in
managing the data sources: On one hand, each local database
LDBS; located at site LS;, manages its local dataset LDS;. On
the other hand, all local databases are harmonized under the
restriction of a global access control mechanism. Figure 1
depicts a multi-database system.

Two types of requests exist in a multi-database system: local
requests and global requests. The local requests are performed
by the local database systems autonomously. The global
requests, however, require the cooperation among local data-
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Figure 1: The Multi-database System.

bases. Normally, a global request R® is the combination of a
set of sub-requests {R®;, for 1 <i < m}, where each sub-
request R®;;; is treated as a local request that can be executed
on one of the local databases. The global request R® is
complete only after all the sub-requests are terminated at the
local databases.

2.3 Summary Schemas Model

The Summary-Schemas Model (SSM) was proposed as a
solution to large-scale multi-database systems [1, 19, 32]. It is
a content-aware infrastructure that enables imprecise query
processing on distributed heterogeneous data sources. The
scalable content-aware query processing is made possible with
the aid of an indexing meta-data based on the hierarchy of
summary schemas, which comprises three major components:
a thesaurus, a collection of autonomous local nodes, and a set
of summary-schemas nodes.

The thesaurus provides an automated taxonomy that
categorizes the local access terms and defines their semantic
relationships — the thesaurus may utilize any of the off-the-
shelf thesauruses (e.g. Roger’s Thesaurus) as its basis. A
Semantic-Distance Metric (SDM) is defined to provide
quantitative measurement of “semantic similarity” between
terms [19]. A local node is a physical database containing the
data sources in different forms and representation, i.e., image
data, textual data, formatted data. The local node is organized
autonomously, on condition that its semantic content is
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communicated to the global mechanism at the thesaurus level.
With the help of the thesaurus, the local access terms are
classified, mapped, and integrated to their hypernyms. A
summary schemas node is a virtual database concisely
describing the semantic contents of its child (children) node(s).
More detailed descriptions about the SSM can be found in [1,
19, 32].

In contrast with other multi-database solutions, the SSM has
the following properties due to its unique semantic-based
organization:

The SSM allows automatic semantic-based data
integration regardless of the heterogeneity of data
sources.

The SSM allows imprecise query processing. As a result,
a user is able to submit his/her request in a free format
notation.

The SSM provides
indexing capability.
The SSM offers high scalability and robustness.

highly efficient content-based

3

To overcome the aforementioned shortcomings of existing
image systems, we introduced a novel image access paradigm
based on the summary schemas model (SSM). As a scalable
content-based scheme, the SSM prototype was originally
proposed to resolve the name differences among semantically
similar data in multi-database systems. Due to its concise

PRELIMINARIES



structure and strong cross-modal representation capability, the
SSM provides an efficient method of accessing image data.

3.1 Representation of Image Objects

The foundation of most image retrieval systems is the
feature representation of image objects [2]. Extracted in the
preprocessing stage of image representation, the features play
an important role in quantizing the non-structured image data.
The following definitions are the fundamental concepts of
image retrieval systems.

Definition 1: Feature extraction

Assume I'= {I;| 1 <j <nj} is a set of image objects, and @=
{¢; | 1 <i < m} is the ordered mask of feature extraction
priorities. The feature extraction process is a function f: I x @
— D, where D is the feature destination set. D could be a set
of high-dimensional vectors, a set of cluster IDs, or real
numbers indicating the semantic cluster that the image object
belongs to.

In the image retrieval systems, there are two types of
features: granule-level features and object-level features. The
granule-level features are derived from the original format of
image storage — i.e., those characteristics that directly or
indirectly are obtained from the pixels, such as colors,
textures, saturation. The object-level features, in contrast, are
obtained from the recognition of the higher-level
understanding of the image data — the semantic topics of the
image data. In the aforementioned image retrieval system, the
object-level features can be the recognized as elementary data
items, shapes, spatial relationship, and etc.

Definition 2: Semantic distance

Suppose I = {I;| 1 <j < n} is the set of image objects, and
@ = {@;| 1 <i<mj} is the ordered mask of feature extraction
priorities. The semantic distance on feature @; is a function gd’i:
I x1I - R, where R is the set of real numbers. The semantic
distance function g” compares two image objects and returns
their semantic distance.

The function g¢i satisfies the following characteristics:

1) For any pair of image objects x and y: g¢i x,y) >0,

2) g% (x, y) =0iff x =y,

3) For any pair of image objects x and y: g¢i x )= g¢i
(v, x), and

4) Forimage objects x, y, and z: gq’i (x,y) + gq’i O, z) < gq’i
(x, z).

The semantic distance provides a quantized measure of
comparing the difference between image objects. Based on the
definition of semantic distance, we introduce the nearest
neighbor concept that is widely used in most image retrieval
systems.

Definition 3: The 1-nearest neighbor

Assume I = {I;| 1 <j < nj} is the set of image objects, @ =
{w: | 1 <i < m} is the ordered mask of feature extraction
priorities, W = {w; | 1 <i < m} is the set of weights of the
feature extraction priorities, and X is the image object that is
used as the query example. The nearest-neighbor searching
process is a function Q:
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O (X, I &, W)= {I;| I;= min{X"1(g" (X, [)* w)} "1}
Definition 4: The K-nearest neighbor

Assume I = {I;| 1 <j <n} is the set of image objects, @ =
{p; | 1 < i < m} is the ordered mask of feature extraction
priorities, W = {w; | 1 < i < m} is the set of weight of the
feature extraction priorities, K is the parameter indicating the
number of nearest neighbors, and X is the image object that is
used as the query example. The K-nearest-neighbor searching
process is a function Q:

O (X, K1, W)= |
00X K 1, &, W),

("X 1)* wo)

The 1-nearest-neighbor search returns the image objects
with the smallest semantic distance from the query example.
The K-nearest-neighbor search returns K image objects, with
the decreasing order of their similarities to the query example.

Based on the definition of semantic distance, the nearest-
neighbor search can be performed in a multi-dimensional
space of features. If we consider each feature as a dimension,
the image object can be considered as a vertex in the
multidimensional space of features. In this multidimensional
space, the semantic distance between image objects is
quantified as the spatial distance between vertices. The nearest
neighbors should have similar positions as the querying
example object. In another word, the nearest neighbors resides
within a sphere whose center is the querying image object
(Figure 2). In Figure 2, the semantic distance between any
nearest neighbor and the querying image object is less than the
radius of the sphere.
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Figure 2: The search sphere for nearest neighbors.

Definition 5: The Elementary Entity

The elementary entities are those data entities that
semantically represent basic objects (objects that cannot be
divided further). Formally, the semantic contents of an
elementary entity (E) can be considered as a first-order logic
expression.



Let E=f, Of;, O...0f, where f; =p;; Up;; O... Op,, is the
disjunction of some logic predicates (true/false values) and p;;
... pin form a logic predicate set F;, — In the feature-based
image data sets, /; indicates the /" feature of the elementary

entity. The semantic contents of an elementary entity can then
be defined as:

E = D( pij)’
1

i=1

for every p; O F.
j:

Note that in any term f; = p; U p;; O... U p;y, there is one
and only one true predicate p;.. For instance, if p;, pi> ... pim
correspond to all possible color patterns, the semantic content
of f; at any time is a specific color pattern. Since f; is
disjunction of p;;, pi> ... pim, the false predicates do not affect
the final result. The content of an elementary entity is
restricted by its conjunction terms f;, f> ... f,, which are the
extracted features in application domains.

Definition 6: The Image Object

A image object is a collection of elementary entities. Given
the above definition of elementary entities E;, E,, ..., Ej, the
semantic contents of a image object can be defined as:

s U e
i=1

According to the definitions 5 and 6, a image object is
considered as a combination of logic terms, whose value
represents its semantic content. The analysis of semantic
contents is then converted to the evaluation of logic terms and
their combinations. This content representation approach
offers the following advantages:

The logic terms provide a convenient way to describe
semantic contents concisely and precisely — The features
of any elementary image object can be determined easily,
hence, the semantic content of a complex image object
can also be obtained using logic computations. The
similarity between objects can be considered as the
equivalence of their corresponding logic terms.

This logic representation of image content is often more
space efficient than feature vector. In a specific image
database system, the feature vector is often of fixed
length to facilitate the operations. However, for some
objects, some features may be null. Although these null
features do not contribute to the semantic contents of
image objects, they still occupy space in the feature
vectors, and hence lower space utilization. In contrast,
the logic representation can improve storage utilization
by eliminating the null features from logic terms.
Compared with feature vectors, the logic terms provide
an understanding of image contents that is closer to
human perception.

Optimization can be easily performed on logic terms
using mathematical analysis. By replacing long terms
with mathematically equivalent terms of shorter lengths,
the image representation can be automatically optimized.
Based on the equivalence of logic terms, the semantically
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similar objects can be easily found and grouped into the
same clusters. This organization facilitates the nearest-
neighbor retrieval, and at the same time reduces
overlapping and redundancy. Hence, searching efficiency
and storage utilization are both improved.

An interesting issue is that the logic representation approach
can be seamlessly integrated with SSM. Each concept in the
logic representation can find its counterpart in SSM, and hence
can be performed within the domain of SSM. For instance, the
equivalence between logic terms can be considered as the
synonym relationship between summary schemas. Hence, the
operation of finding equivalent terms in logic domain can be
mapped to searching for synonyms in summary schemas
domain. Similarly, other relationships between logic terms can
also be conveniently represented in SSM. If term A is equal to
a part of term B, then this “inclusion” relationship between A
and B can be described with hypernym and hyponym
relationships in SSM. Considering the strengths of SSM in
organizing data [1, 19], we incorporate the logic representation
within the framework of SSM. For simplicity, we consider
logic term and summary schema as the same concept in the
remaining part of this paper.

3.2 The Rationale of UCSM

The UCSM, the integration of SSM with logic predicate
representation of image data contents, takes the
aforementioned concepts further to a more general
representation of image contents, with a series of interrelated
access terms representing the relationship among image
objects at the data base granularity level. As noted before, the
SSM organizes and classify the data sources based on database
semantics — database schemas and summary schemas, and
word relationships. Within the SSM terminology then, a
database schema is a group of access terms that describe the
contents of image data source. A summary schema is a concise
abstract of semantic contents of a group of database schemas.
The summary schemas are connected through synonym,
hypernym, and hyponym links. These links are logically used
to represent the semantic relationship among image data
objects.

Synonym links in the UCSM hierarchy are used to represent
the semantically similar data entities regardless of their
representation and/or access term differences. Refer to our
methodology; a synonym link represents equivalence
relationship between two image (or two groups of image) data
objects. For instance, assume in an image environment, photos
are grouped according to their authors. As a result, two similar
photos taken by different authors will be kept in different
databases. To represent similarity relationship between these
two photos kept in two different databases, the UCSM
employs synonym links to connect and group the similar image
objects together.

* A hypernym is the generalized description of the
common characteristics of a group of data entities. For
instance, the hypernym of dogs, monkeys, and horses is
mammal. To find the proper hypernyms of image



objects, the UCSM maintains an on-line system
taxonomy that provides the mapping from image objects
to hypernym terms. Based on the hypernyms of image
objects, the UCSM can generate the higher-level
hypernyms that describe the more comprehensive
concepts. For example, the hypernym of mammals, birds,
fish and reptiles is animal. Recursive application of
hypernym relation generates the hierarchical meta-data
of the UCSM. This in tern conceptually gives a concise
semantic view of all the globally shared image objects.
Refer to our methodology; a hypernym link represents “a
member of” relationship.

A hyponym is the counter concept of a hypernym. It is
the specialized description of the precise characteristics
of image objects. It inherits the abstract description from
its direct hypernym, and possesses its own particular
features. The UCSM uses hyponyms links to indicate the
hyponyms of every hypernym. These links compose the
routes from the most abstract descriptions to the specific
image objects.

One of the merits of the UCSM is the ease of nearest-
neighbor search operation. In the UCSM, the nearest neighbors
are considered as synonyms that are connected through
synonym links. As a result, the nearest-neighbor search is
simplified into a process of finding the synonym links. In other
indexing models, the nearest neighbor indexing is a time-
consuming process that requires searching through a subset of
the distributed image databases [13, 14, 16].

3.3 The Structure of Summaries

The heart of the UCSM prototype is the generation of
summary schemas, which imply the semantic content of image
objects. Motivated by the observation that the low accuracy of
the present image retrieval systems is due to the improper
selection of granule-level features as the representation
foundation, UCSM prototype employs the object-level features
obtained from some computer vision algorithms [17, 25].
Since these object-level features usually have stronger
descriptive capability than granule-level features, the summary
schemas are able to describe the semantic contents of image
data using more concise terms.

To represent the content of image objects in a computer-
friendly structural fashion, the UCSM organizes the image
objects into layers according to their semantic contents. A
image object, say, an image, can be considered as the
combination of a series of elementary entities, such as animals,
vehicles, and buildings.

4  PROPOSED METHODOLOGY

Based on the summary schemas topology, the image
databases are organized in a hierarchy, which consists of leaf
nodes and intermediate summary schema nodes. The leaf
nodes, containing the real data, are clustered according to their
semantic contents. The common information of each group is
extracted and kept in a higher-level summary schema node.
This semantic summarization process continues until it reaches

55

the root node. Consequently, the root node keeps the most
abstract view of all the globally shared data objects. Traversal
from root node to leaf nodes, the UCSM hierarchy provides a
gradually refining method to find the image objects.

This UCSM hierarchy is notable in its strong support to
content-based image retrieval. The query can be submitted at
any summary schema node as well as the local databases. The
query is resolved as a series of matching query requirements
with summary schemas. The query processor first compares
the summary schema’s entry at the query origin node with the
query goal. In case of a successful match, then the query
processor returns the accessing terms as the result, if the query
is originated at a leaf node, or query goal is sent to the proper
child (children) node (s). Otherwise, the query goal moves up
the summary schema’s hierarchy and tries to match the query
at a higher level. This process continues until the query goal
reaches leaf node (s) or the query goal reaches root without a
successful match. Based on our experimental result [32], the
height of the UCSM hierarchy is short, which by default
implies efficient search process.

In the UCSM, a user could issue either imprecise or precise
queries. Imprecise queries are those that may have access
terms different from local access terms and/or may not specify
any location of the data. Precise queries, on the other hand,
use exact local access terms and also give specific data
location. A precise query can be resolved by sending the
query directly to the specified database whereas the process of
resolving an imprecise query is more involved in identifying
semantic intents of the user’s query and then, based on that
intention, the query shall be resolved.

The hierarchical structure of the UCSM is used to resolve
imprecise queries. The query resolution starts at the node
issuing the query. Each term ‘a’ in the query is compared with
the terms in the schema ‘s’ at that node. If the SDM between
all query terms and schema terms is less than or equal to some
specified threshold SDM, the query is resolved either at that
node (if it is a local node) or at the children of that node (if it
is an SSM node). On the other hand, if ‘a’ and ‘s’ are not
linguistically related; hence, not matched, the search proceeds
to the parent of the current node. This process will recursively
continue until either the search reaches the top of the UCSM
hierarchy and fails with no possible downward search, or the
search fails at a particular node on a downward traversal, or
the search reaches a local-node where the query is resolved.
The search fails at a specific node when the query terms do not
match the schema terms at that node.

Given a random set of image objects in a heterogeneous
multi-database environment, the UCSM prototype relies on its
summarization capability to construct a hierarchical indexing
structure for these objects. Hence, finding proper content
integration methods is the crucial step to show the
effectiveness of the UCSM. Two classes of content integration
are employed in the UCSM framework:

¢ Replacing a set of specific terms with a more general

term (hypernym relation), such as summarizing “car”,



“bus”, and “truck” into a more abstract concept “auto”;
and

Reorganizing combinations of features to a more concise
description, such as changing {[(object = dog) [ (color =

grey)] U [(object = dog) U (color = white)]} into a

shorter equivalent term {(object = dog) U [(color = grey)
[ (color = white)]}.

The first type of content integration is automated and relies
on a system thesaurus [19, 32]. The second type, however, is
an intriguing new issue that has not been explored. This
content integration process, if resolved with properly designed
strategies, would drastically reduce the cost of content-based
retrieval in image databases.

Our goal in the content integration process is to specify the
hidden semantic relationships among the image objects using
an effective analytical comparison of the features. Inspired by
the formation of Karnaugh Maps, we designed a combinatorial
optimization table to shorten the complex combinations of
features into condensed logic terms.

A UCSM-based indexing hierarchy is constructed during
this content integration process. Compared with other indexing
models, the UCSM hierarchy provides a more efficient content
description by exploiting the unique summary representation
of image objects. Our experimental results show that the
UCSM has superior performance than some classic image
indexing models, such as R*-tree and M-tree.

5

In this section, the performance of the proposed UCSM-
based searching scheme is analyzed. As it is expected an
effective content-based retrieval mechanism requires the
ability to capture the semantic contents of the data objects
accurately and efficient data searching. We analyze the
performance of the UCSM based on two performance metrics;
the size of the summary schemas and the searching cost in the
summary-schemas hierarchy. Some presumptions are given to
simplify the analysis process and final conclusions. The
rationality of performance analysis is further supported by our
simulation results.

THEORETICAL STUDY

5.1 The Analysis of Summary Schemas

In section 4, the semantic contents of image objects were
mapped to a multidimensional space of features, then
expressed as the disjunction of some first-order logic terms,
and finally converted to a concise representation with the help
of a combinatory optimization table. We now justify the
rationality of summary schemas by showing that the size of the
summary schemas is drastically shortened after optimization.

The size of summary schemas is measured by the number of
predicates, which is comparable with the number of features in
most of the other content-based indexing models. Reducing the
number of predicates can reduce the number of comparisons in
image object matching and consequently the communication
cost during the query processing.
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We assume a image object (say, an image) / having K
elementary entities E,;, E,, ..., E,. Each elementary entity is
within the multidimensional feature space indicated by f;, f5,
.s fny Where f; = p;; U p;; O... Opy, is the disjunction of some
logic predicates. As mentioned in section 2, the semantic
content of the image object / can be represented as the union
of the elementary entities, which are expressed as the
conjunctions of predicates. Refer to Definitions 5 and 6, we
have the following expression of semantic content:

k k n m
s = U E- [CJC [ el for every py O F
i=1

j=1 b=l

i=1

Since the semantic content of feature f; is uniquely
determined by the true predicate p,, within p;;, pis,... , Pim, W€
change the above equation into a simpler form:

k n
S = LJI (qu(l))
==

where p; (') is the true predicate of the jth feature of the ith
elementary entity.

Let S” be the final result from the combinatory optimization
table. Given the definition of combinatory optimization table,
S* by default expresses the same semantic content as S.
According to step 4 of the optimization method, S " is the union
of a collection of clusters C;, C,, ..., C,, with each cluster
indicating several elementary entities. Hence, S° can be
expressed as the following:

q
s =l e
i=1

As mentioned earlier, each cluster corresponds to a
rectangular region in the combinatory optimization table.
Assume cluster C; is horizontally indicated by labels L;’,
L,’,..., L., and vertically indicated by labels L;”, L,”, ..., L,".
Here any label in L;’, L,’,..., L,”or L;”, L,”,..., L;” can be the
conjunction of several predicates in equation (2). For instance,
L,;” may be (object = cat) [J (color = grey). Then C; can be
expressed as (L;” O L,” 0..0L,) O(,;” OL,” O...0O0L;”), or

(1] @ oL

=l j=l

When representing the clusters with labels, if a cluster is a
whole row/column, then the label for the row/column can be
omitted in the representation. For instance, if all texture
patterns are in a cluster, then this cluster does not need the
feature “texture” in its representation. For the clusters that do
not contain whole rows/columns, avoiding overlapping with
other clusters can reduce the size of summary schemas.

5.2 The Search Cost

Some content-based indexing models evaluated searching
cost in terms of the number of comparisons [18], while others
use the number of disk accesses as the searching cost [14, 16].
We believe that both parameters should be accounted when
determining the searching cost. In this section, the searching
cost of the summary-schemas hierarchy is calculated as the
average number of accesses at the summary-schemas nodes



(number of comparisons) and local nodes (number of disk
accesses).

We assume a set of n image objects, I, I,
following notations in our analysis:

e P(I): The probability of being queried for image object
1.
W . The average searching cost for all image objects in
any indexing tree model.
W (I;): The searching cost for image object /; in any
indexing tree model.
N (I;): The number of nodes on the path from root node
to image object /; in any indexing tree model.

..., I, and the

W ":The average searching cost for all image objects in
summary schemas model.
W" (I,): The searching cost for image object /; in summary
schemas model.
N’ (I)): The number of nodes on the path from root node
to image object /; in summary schemas model.

Given the above notations, the searching cost for a request
composed on n random objects is:

W=> [PUWU)
i=l
Considering the definitions of the indexing models [11-18],
the content-based searching always starts from the root node,
traverses within the indexing tree, and finally arrives at the
image object /;. Thus,
W) =N (1)

(1

2

W= [POWWI=Y. [PUNU
i=1 i=l
Lemma 1l: The UCSM hierarchy does not contain any form
of overlapping between its branches.

The elimination of overlapping between branches of the
UCSM hierarchy is due to the existence of synonym links.
While the other indexing models (R-tree family, SS-tree, etc.)
are striving for the reduction of overlapping, the UCSM
hierarchy can completely remove the overlapping data by
adding some synonym links to other branches.

Proposition 1: Given a fixed set of image objects, the
UCSM hierarchy has less or equal height than any indexing
tree.

Proof. We will prove that any indexing tree can be described
using the UCSM hierarchy with less or equal height. Given
any arbitrary set of image objects I = {I;, I,, ..., I,} and any
indexing tree model M, we can construct an equivalent UCSM
hierarchy in the following way:

Let T be the indexing tree generated from applying indexing
model M to the image data set I. And for any node n; in tree 7,
let feature (n;) be the set of features that globally identify node
n;, parent (n;) denote the parent node of n;, and children (n;)
be the set of child (children) node(s) of n;.

First, we group the leaf nodes into clusters C;, Cy ..., C;
according to common parents. For any cluster C;, make a
union of all features of the nodes in this cluster to get the
features for the common parent node. That is to say, suppose

€)
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n* is the common parent node of cluster C;, feature (n*) =

U feature (n;). The rationale behind this union is the fact
niCj
that any node in the tree-based indexing structure can be
identified by the route from the root to that node, which can
also be determined by the features available at that node.

Next, we can use the aforementioned summarization process
to generate a proper summary schema for the parent node n*.
By recursively making abstraction, we construct a UCSM
hierarchy with no more height than the indexing tree 7.
According to Lemma 1, this UCSM hierarchy does not contain
any overlapping, which may further reduce the height of the
UCSM hierarchy. Hence, the UCSM hierarchy can describe
any feature-based indexing tree with less or equal height. Or in
another word, for any image object /;, we have N’ ) <NU).

As mentioned earlier in sections 3 and 4, the query can be
submitted at any arbitrary summary-schemas node. In
particular, when a K-nearest-neighbor query is submitted to
the summary-schemas model, the searching is restricted within
a small region rather than the whole indexing hierarchy.
Assume the nearest neighbors are ordered by their similarities
as I’y I’,, ..., Ik, the searching of I’, will be restricted within
an area near the place of /’;, which makes W* (I’,) < N (I’,).
Hence,

W= PmwaEN< Y. PN I
i=1

i=1

“4)
Considering equation (3) and Proposition 1, we obtain

W< [PUN )<
i=l1

D PWNITIW (5)
i=1

Hence, the UCSM achieves the optimal performance in
terms of searching cost.

6  FURTHER DISCUSSIONS

In addition to the performance consideration, another
important factor — imprecise query processing — favors the
choice of summary-schemas model as the underlying platform
for content-based indexing. Most of the previous researches
[11-18] in content-based retrieval focus on searching cost and
similarity comparisons, and do not consider the imprecise
query processing. As mentioned earlier, the summary-schemas
hierarchy contains two types of summary schemas: the lower-
level summary schemas generated by optimization of features,
and the higher-level summary schemas constructed from
content abstraction of lower-level summary schemas. The
higher-level summary schemas may reveal some semantic
content beyond the features extracted from the underlying data
objects. For example, an image containing “flowers” and
“smiling faces” may express the concept of “happiness”. For
simplicity, we denote the lower-level summary schemas as
“quantitative summaries”, and denote the higher-level
summary schemas as “descriptive summaries”.

Section 4 presented an optimization algorithm for
generating  quantitative  summaries. However, these
quantitative summaries may not be able to reveal the
implication of image objects. For instances, gestures, facial



expressions, and background settings may have some
implications that can only be extracted with human senses.
Fortunately, these implications can be integrated within the
higher-level summary schemas (descriptive summaries).

The descriptive summaries obtain the implications with the
help of some common-sense rules, which indicate the semantic
relationships between visual components and their symbolic
meanings. For instance, “sun + flowers + smile” means
“happiness”, and “white doves + olive” symbolizes “peace”.
Some complex image objects may generate multi-level
descriptive summaries.

With descriptive summaries, an imprecise query can be
processed as follows: First, find a summary schema that
matches with the query; then decompose the imprecise query
into simpler descriptive summaries (or quantitative summaries)
as sub queries; and finally combine the results from the
decomposed sub queries. The capability of processing
imprecise queries drastically enhances the searching power of
the UCSM-based search engine, and makes the UCSM
distinguished from other content-based indexing models.

7

We proposed a novel content-aware retrieval model for
image data objects in heterogeneous distributed database
environment. In contrast with the traditional feature-based
indexing models, the proposed model employs a concise
descriptive term — ubiquitous content summary — to represent
the semantic contents of image objects. In short, the proposed
model offers the following advantages: (1) the concise
summary accurately represents the semantic contents of image
objects using optimized logic terms; (2) the descriptive
summary enables the search engine with capability of handling
imprecise queries; and (3) the performance of content-based
indexing within the UCSM hierarchy is optimal in terms of
searching cost. Our future work would include improvements
of the UCSM prototype, such as more efficient summarization
strategies and adaptation to wireless network environments.

CONCLUSIONS
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Abstract— The prospect of having an easily-deployable, self-
configuring network for a relatively low investment has made
wireless mesh networks an attractive platform to provide wireless
services. With the significant attention currently placed on
wireless mesh networking, deployment of these mesh networks
may be imminent. However, even with the infrastructure in place,
development of flexible middleware has yet to reach a level where
it can deliver on the promise of mesh networks due to the special
characteristics of wireless connectivity. In this paper, we propose
a fully decentralized news service based on epidemics. Its simple
design makes for a scalable and robust solution, flexible enough
to be used as the basis for other more sophisticated applications.

I. INTRODUCTION

As advances in wireless networking continue, we are grad-
ually seeing a shift in which distributed (middleware) systems
are moving from wired networks to heterogenous or com-
pletely wireless systems. Notably, wireless mesh networks [1]
offer the facilities to quickly and cheaply set up a networking
infrastructure that can easily span the size of a city. From a
distributed systems perspective, the challenge lies in provid-
ing services that can hide the inherent unreliable nature of
the underlying infrastructure. This unreliability is caused by
failing links and a relatively high rate of joining and leaving
nodes (purposefully or unintentionally), which continuously
affect the topology of the network.

This instability requires that we seek new solutions to well-
known problems. As a step in that direction, we are exploring
how gossiping protocols can help in the construction of highly
robust services. In this paper, we consider the problem of
providing a news service that runs entirely on a wireless mesh
network. This service provides mobile users news items that
are of interest to them. In our approach, we assume that a user,
by means of a PDA or a similar small device, can connect
to an access point (i.e., router) of a wireless mesh network.
When connected, the user can read news items as if accessing
a central database where all items are stored. Using content-
based filtering, for example by means of SQL-like queries,
only the items of interest will be delivered.

The problem we address can best be described as setting
up a simple, self-configuring news service in a mesh network,
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under the condition that it be fully decentralized. The reasons
for avoiding a centralized implementation are, in a way, related
to the nature of mesh networks. Wireless mesh networks
are based on the principle of cooperation between routers,
most notably exemplified by routers forwarding packets on
behalf of other nodes. With that in mind, we want to steer
away from a centralized solution where one node is solely
responsible for the availability of the service. A decentralized
solution effectively divides the workload (and responsibility)
among the collection of nodes providing the service, allowing
us to sidestep issues that may arise from having a single
point of failure and single ownership of the service. We
outline the requirements for a successful implementation of
our distributed news service as follows:

o Ease of deployment A collection of nodes should be
able to start providing the service with minimal configu-
ration. Nodes should be able to join the system without
going through complicated bootstrapping mechanisms. In
essence, we desire to have a decentralized system where
nodes can start making a contribution to the service as
soon as they are operational.

o Minimal requirements Contributing to the service
should not be a burden to the nodes in the mesh network.
Memory and computational requirements should be small
enough to allow any router to be part of the service.
No powerful nodes are expected to be in place for high-
performance tasks.

o Robustness The system should be minimally affected
by nodes joining and leaving the network. Moreover,
recovery from significant changes in membership should
be prompt.

« Scalability The service should be able to perform ade-
quately in the face of increasing number of nodes and
news items being published.

« Effectiveness When an item is published, it should be
made available to the interested users in a timely manner.

We expect to meet these requirements by having the routers
in the mesh backbone exchange news items using the epidemic
protocol we introduce in Section Ill. Epidemic (or gossip-



based) techniques have proved to be a robust, efficient, and
scalable solution for disseminating information in peer-to-
peer networks [2], [3], [4]. Aside from the robustness and
scalability inherent to gossiping, the protocol we present is
characterized by simple, independent one-to-one interactions.
The simplicity of this approach allows any router willing to
participate in the service to start contributing as soon as they
come in contact with a router that is already providing the
service. By basing our solution on gossiping, we expect to be
less vulnerable to topology changes.

Our main contribution is that we embrace the unpredictable
nature of wireless networks and attempt to use this to our
advantage by implementing a gossip-based solution. Our ap-
proach skews deterministic routing in favor of probabilistic
delivery of news. As a result, we can deliver a scalable
and robust service with predictable behavior for large-scale
deployments.

The remainder of this paper is organized as follows. In the
next section, we describe our system model, specifying the
assumptions we make and describing an application scenario
for the news service. Section Il details the implementation
of the gossip protocol executed by the network of mesh
routers. In Section IV, the performance of the service from
the user’s perspective is analyzed. Related work is discussed
in Section V. Section VI presents a discussion followed by
conclusions and final remarks in the last section.

Il. SYSTEM MODEL

The service we propose is provided by a mesh backbone
composed of a large number of wireless routers. Users running
the news service are able to publish events, which we call
news items, of interest to other users. These users carry around
clients, which are portable devices capable of connecting to the
mesh backbone to retrieve news items. Essentially, the clients
poll the routers for news items matching the interests of users.
By specifying their preferences in advance and using them for
filtering, users are able to receive in their portable devices only
relevant news items.

When initially contacting a mesh router, clients are expected
to send a filter to be used to identify the items of interest to
the user. As long as the client maintains a connection to the
router, it will receive updates whenever new items that match
the users interests are received. Filtering is done at the router to
avoid excessive communication with the client devices, which
may have limited power supplies. Filters are not propagated
through the network.

A. Assumptions

We assume the presence of a large collection of mesh
routers forming a mesh backbone. These mesh routers are not
mobile and, as a whole, provide coverage for an extensive
geographical area. As part of the fixed infrastructure, they do
not have strict constraints on power consumption. We expect
these routers to have a dedicated amount of memory space to
be used for storing news items. These caches will be updated
periodically using the gossip protocol described in Section Il1.
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News items are propagated through the network in the form
of news entries. While a news item is a piece of information,
a news entry is the representation of the news item in the
network and for each news item several news entries may exist.
The dissemination of news entries is done primarily within
the mesh backbone. Each router can communicate wirelessly
with the routers within its range. These routers are called its
neighbors. A unique id is associated with each router. The
entries that a router inserts into the network can be uniquely
identified by a combination of the router id and a sequence
number. In its most basic form, a news entry contains a unique
id, a timestamp and a time-to-live. There may be other fields of
information depending on the application. A limited number of
these entries can be stored by each router in its local cache.
In our experiments, the size of the cache is defined by the
parameter ¢, which is the same for all routers. The storage
capacity of the network as a whole is then N x ¢, where N is
the number of routers in the network. Routers in the network
gossip periodically, exchanging the entries in their caches. We
define a round as a gossiping interval in which each router
initiates an exchange once.

The clients in our system are, for the most part, portable
devices, such as phones, laptops or PDAs. These devices have
limited power supplies and, for that reason, do not participate
actively in the dissemination of news items. They do, however,
engage in communication with the routers to be updated on
news events.

B. Application Description

To illustrate the usefulness of the service, we propose a
possible application scenario: advertising in a shopping center
where products on sale need to be promoted. In this scenario,
routers could be located at any other shop. Some routers may
already be in place for use as hotspots or as part of a store’s
accounting system. As computers have become prevalent in
business environments, we do not expect lack of infrastructure
to be a major obstacle for the deployment of the mesh network.
With the mesh network in place, news items advertising
products would be disseminated through the mesh network
and be picked up by the mobile devices that costumers carry.

News entries have a limited lifetime. After this time period
expires, the information they carry is no longer valuable to
clients and should be flushed from the network. Going back
to our example, the lifetime of entries could relate to the time
period when a sale is effective (for example, drink at a discount
price during lunch time).

At any point in time, a router will have a partial view
of the complete set of news items in its cache. We do not
expect each router to store all items. Instead, each router will
devote a fixed amount of memory to store entries it discovers
through communication with other routers. Periodically, this
view will be refreshed with different news entries. According
to the interests that costumers have expressed when contacting
a router, their mobile clients will be updated with relevant
advertisements.
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Fig. 1.

I1l. SHUFFLE PROTOCOL

When a router participates in a gossip exchange, it assumes
either an active or a passive role. Each router initiates an
exchange once per round. We refer to the router that initiates
the exchange as the active one, while the one that is contacted
assumes the passive role.

The data exchange between routers follows a prede-
fined structure. Figure 1 shows the skeleton of the push-
pull epidemic protocol we use for communication within
the mesh backbone. Three methods, sel ect Peer (),
sel ectltensToSend() and sel ectltensToKeep()
represent the core of the protocol. By implementing different
policies in these methods, various epidemic protocols, each
with its own distinctive characteristics, can be instantiated.

Based on the structure shown in Figure 1, we introduce
an epidemic protocol we call shuffle. The shuffle protocol is
characterized by avoiding the loss of data during an exchange.
It achieves this by establishing an agreement between peers
that each peer will keep the entries received from the other
after the exchange takes place. We will elaborate on the details
of the exchange later on.

The shuffle protocol is partly based on a peer-to-peer
protocol used for handling flash crowds [5], which we recently
enhanced in order to maintain unstructured overlays that
share important properties with random graphs [6]. The most
important observation to make is that any two nodes that
engage in a shuffle essentially swap a number of entries. In
doing so, they not only preserve the data that are collectively
stored in the network, but also “move” these data around in
a seemingly random fashion. The underlying idea is that by
randomly shuffling data entries between nodes, all nodes will
be able to see all news items eventually.

A. Protocol Policies

In the shuffle protocol, each node agrees to keep the entries
received from a neighbor for the next round. This might seem
trivial, but given the limited storage space available in each
node, keeping the entries received during an exchange implies
discarding some entries that the node has in its cache. By
picking the entries to be discarded from the ones that have
been sent to the neighbor, we ensure the conservation of data
in the network. The policies are summarized as follows:

Skeleton of an epidemic protocol.

Method
sel ect Peer ()
sel ectItensToSend()

Description

Select a neighbor randomly
Randomly select s entries from
the local cache.

Send a copy of those entries to
the selected peer.

Add received entries to the local
cache.

Remove repeated items.

If the number of entries exceeds
¢, remove entries among the ones
that were previously sent until the
cache contains c entries.

sel ect | t emsToKeep()

B. Simulation Setup

In order to observe the behavior of the protocol in large-
scale settings, a series of simulations were conducted. We have
learned from earlier studies of other epidemic protocols [7]
that the results from emulations running in a cluster of
hundreds of nodes yield strikingly similar results to simulation
results when observing large-scale behavior. For this reason,
we decided to study the behavior of the protocol presented in
this paper through extensive simulations. The results presented
in this section correspond to a network of 10000 nodes with
a cache size of ¢, which may vary in different experiments.
Two types of topologies were used in the experiments:

o Grid topology The nodes were set up in a square grid
topology, with 100 nodes on each side over an area of
100 x 100 units. Two cases were explored: (a) the range
of each node was set to 1 unit, making communication
possible with the node’s immediate neighbors to the
North, South, East and West. On average, each node had
3.96 neighbors (due to the effect of boundary nodes with
less than 4 neighbors); (b) the range of each node was
set to 2 units, making communication with 12 immediate
neighbors.

« Random topology The nodes were placed randomly in a
square area of 100 x 100 units. Nodes were allowed to
reach neighbors within a range of 2 units, which was
enough to guarantee that each node had at least one
neighbor and that a path between any two nodes existed.
The average number of neighbors for each node was
12.19.

Both topologies were used to study the behavior of the
protocols. The experiments that we conducted focused on two
characteristics observed during the execution of each epidemic



protocol (a) the replication of items in the network and (b) the
time required to reach all the nodes in the network.

C. Properties

To understand the behavior of the protocol, we focus on
the way a single news entry traverses the network. On first
instance, a news entry is inserted into the network by a router.
Subsequently, the entry takes a step (moves to the cache of
another router) whenever the router that currently holds the
entry participates in an exchange. For every execution of the
protocol, the next step of the entry is chosen randomly. As a
consequence, the path followed by an individual entry consists
of a series of random steps. This behavior is analogous to a
random walk in the space defined by the mesh network.

Additionally, as an entry moves from router to router, there
is a chance that it will be replicated in the caches of the routers
it has passed through, given that there was space available. It
follows that a news item may have several news entries in the
network at the same time. For that reason, when referring to
an item in the network we are actually referring to all news
entries that represent that news item. These entries have the
same id. In the next sections we study the way these entries
are replicated through the network.

1) Distribution of Storage Capacity: Let us first consider
how different news items are distributed through the network.
After running the protocol for several rounds, we observe that
the storage capacity of the network is evenly divided between
the different items. By this, we mean that the slots available to
store news entries are used in a balanced way, with each news
item being able to place approximately the same number of
entries in the network. This behavior is not programmed into
the algorithm, but it is an emerging property resulting from
its repeated execution.

The value to which the number of entries of an item
converges is dictated by the number of different news items
in the network. Given a network of size N where all nodes
have a cache size of ¢, the network has a total capacity of
N x c. These N x c available slots have to be filled with d
different news items. Because of the randomness introduced
when choosing which entries to exchange, the total capacity
should eventually be evenly divided between the different
items resulting in an average of % entries for each of the
d news items. Considering that the protocol does not allow
more than one news entry representing the same news item in
the same cache, this means that ¢/d of the nodes should have
an item of each of the d different ids:
capacity of the network N x ¢
number of news items ~ d
Figure 2 shows the convergent behavior of the protocol. For
the experiment, a collection of 10000 nodes were placed in a
grid topology with 4 neighbors per node and 10 nodes were
randomly selected to generate different news items. Time is
measured in rounds, where a round is a gossiping interval in
which each node executes the exchange protocol once. After
an initial stabilization period, the number of entries in the
system for each of the 10 items converges to the same value.

# entries per item =
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600

values (sﬁufﬂe)
average (shuffle)

500 -

400

0F i P ¥ L%

Number of rounds

200 -

100 -

200 300 400 500
Number of different items

100 600

Fig. 3. Number of rounds required for all the routers in the backbone to
have seen an item using shuffling on a grid topology.

According to our previous reasoning, this value should be
10000 x 5/10 = 5000, meaning that 50% of the nodes in the
network have an entry from one of the 10 different news items
available, which is confirmed by our experiments. Similar
convergent behavior was observed when experimenting with
other topologies.

2) Dissemination Speed as a Function of the Diversity of
News Items: To demonstrate the effectiveness of shuffling for
disseminating information, we have conducted experiments
that show the effect of the number of different items on the
dissemination speed of the items through the network. In this
section, we look at the time needed for the news items to
have reached all routers in the network. The results presented
here correspond to a mesh backbone of 10000 routers. Unless
explicitly stated, the routers were set up in a rectangular grid
topology, with 100 routers on each side. For the experiments,
we measure the time it takes for the items to reach all the
routers in the network.

Figure 3 shows the time, measured in rounds, required for
various different items to have passed through the caches
of all the routers in the backbone. The cache size for all
routers was set to 50 and all items in the cache were shuffled
in each round. In each experiment, a different number of
distinct items (starting at 50 and up to 600, with increments
of 50) were inserted into the backbone by routers located in
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Fig. 4. Number of rounds required for all the routers in the backbone to
have seen an item using shuffling on three different topologies.

random locations. For each news item, the time required to
traverse the backbone was measured. Due to randomness in
the exchanges and the location of the routers inserting the
news items, the time measured for an individual news item
may vary significantly compared to the measurements for other
items. By calculating the average time for a news item to
go through the mesh backbone, we can observe that as the
diversity of news items in the network increases the average
time for a specific news item to reach all routers increases
linearly. We observe that this linear behavior is maintained
when conducting the experiments with different topologies, as
shown in Figure 4.

In our third set of experiments, we focus on the effect
of the cache size on the dissemination speed. As before, we
look at the average time required for an item to have reached
all routers in relation to the number of different items being
gossiped. The results, shown in Figure 5, reveal that the slope
of the curve of average values is directly related to the number
of items being shuffled. There is an inversely proportional
relationship between the number of items being exchanged
and the slope of the curve. The four curves shown correspond
to experiments with a cache size of 30, 40, 50 and 60 items. In
all cases, all entries in the cache were exchanged. By doubling
the number of entries shuffled from 30 to 60, the average time
for news items to pass through every router in the backbone is
virtually divided in half. Such a characteristic, as well as the
predictable behavior with an increasing number of different
items, are important factors to consider when choosing an
appropriate value for the cache size ¢ and the number of entries
to shuffle.

3) Robustness: In order to test the robustness of our system
in the case of node failures, we look at a scenario where the
nodes within a limited area go down, not unlike what would
happen in case of a power outage. The experiment, performed
with 10000 routers arranged in a grid with range 1, consists of
observing the number of entries per item in the mesh backbone
before, during and after the failure of all routers within a
square area. We assume that when a router fails, all the entries
in its cache are lost. When the router goes up again, its cache
is empty and has to be populated again.
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cache are exchanged.

Figure 6 shows the results of the experiment when 49% of
the routers experience a failure at the same time and recover
100 rounds later. The routers chosen for failure were arranged
in a 70 x 70 square inside the 100 x 100 grid. Like the exper-
iment in Figure 2, 10 items are being shuffled in the network
and all routers have a cache size of 5. Once the number of
entries per news item has converge to the same value, the
routers chosen for failure go down. As could be expected,
given that the entries were randomly located throughout the
network, the number of entries per item is virtually cut by
half once the failures occur. When the routers that failed rejoin
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the network, we observe a smooth transition to the previous
state, with entries quickly populating their caches. Unlike the
first rounds, the entries per item are replicated at roughly the
same rate. This is due to the fact that the routers surrounding
the area of failure already have their caches full of entries
and can update the routers that failed as soon as they become
operational again.

For a clear view of the recovery time, Figure 7 shows
the average number of entries per item. In addition to the
experiment presented earlier, we include the case where 25%
of the routers fail. These routers are arranged in a 50 x 50
square. Comparing both curves, we observe the same behavior
up to the moment of node failures. At that point, the average
number of entries per items falls according to the loss of
storage space. The recovery in both cases is quick despite
the difference in the number of routers that failed.

The speedy recovery of the affected area can be attributed
to information flowing in from multiple sides. For an affected
square area, we would expect the recovery time to be pro-
portional to the square root of n, where n is the number of
routers that experience a failure. As can be seen in Figure 8,
this seems to be the case. The results shown in the figure were
obtained using the random topology with range 2. Several
experiments where routers within a square area failed were
conducted. For each experiment, a square area of a different
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size was used, ranging from 20 x 20 up to 80 x 80 with
increments of 5 distance units on each side. Figure 8 shows
that, indeed, the recovery times obtained from the simulations
tend to be proportional to the square root of the number
of routers affected. To verify this, we also plot the curve
a*sgrt(n)+b which was obtained through linear regression. The
constants have values 0.504244, and 5.18383, respectively.

1V. PERFORMANCE ON THE CLIENT SIDE

In this section, we take a look at the performance of the
news service from the user’s perspective. Users of the service
have access to news items through clients in the mesh network.
These include portable devices such as laptops, PDAs or other
hand-held devices. Due to the variety of news items available
in the network, users need to configure their clients to retrieve
items matching the users interests. Item retrieval is based on
content filtering. Once a connection to a router is established,
clients must submit filtering criteria for the router to identify
which news items to forward to the client.

A. Recall Rate

To evaluate the effectiveness of the news service from the
user’s perspective, we observe the recall rate of items over
time. The recall rate is defined as the number of items of
interest to a user that a router delivers to the client device over
a period of time versus the total number of relevant items. We
test the recall rate through the following experiment:

A network of 2500 routers is arranged in a 50 x 50 grid.
Each router can communicate with its neighbors to the
North, South, East and West.

50 users are positioned at random locations.

500 news items are being shuffled in the network.

The interests of the users match 100 news items.

The news items are published at random locations in the
network and shuffled until the number of entries for each item
converges to roughly the same value (as seen in Section IlI-
C.1). At that point, the clients connect to the nearest router
expressing interest in certain kinds of items. A router responds
by forwarding the matching news items seen in its cache to the
client. Caches are updated with every gossip round prompting
the delivery of previously undiscovered items to the client.



As a result, we expect the recall rate to increase as the client
spends more time connected to a router.

The results of repeating the experiment with different cache
sizes can be seen in Figure 9. The figure shows the average
recall rates for the 50 users. In all cases, the recall rates
increase rapidly during the initial rounds and slow down
when most items have already been discovered. As could be
expected, larger caches lead to higher recall rates of items.
This is due to a higher storage capacity in the network that
allows for more entries to be placed for each news item.
Therefore, the probability of finding a particular item in the
cache of a router increases.

It should be noted that an increase in the total number of
news items would slow down the recall rate, as dissemination
speed decreases with the number of news items in the network.
This effect can be countered by an increase in cache size.
In the remainder of this section, we take a fixed number
(500) of news items and explore the effect of modifying
other parameters, such as the cache size, the number of items
shuffled and the topology of the network, on the recall rate.

B. Probability of seeing an item

Executing the shuffle protocol until the storage capacity of
the network is full yields a probability of ¢/d of finding a
particular item when examining the cache of a router picked at
random, for ¢ < d. If we define the success of our experiment
as finding a particular item in a random cache and knowing
that the probability of success remains constant, the probability
of succeeding after performing the experiment k£ > 1 times is:

k
p(k,e,d) =1— H (1 — prob_success(i)) =1 — ( )

=1

Figure 10 shows the probability of finding an item in a cache
selected at random after k attempts for different cache sizes.
We observe a similar, although not identical, behavior to the
recall rate results presented in the previous section. This is not
surprising, as the shuffle protocol ensures that after each round
a router refills its cache with entries received from a neighbor
chosen at random. However, due to the locality of the gossip
exchanges, when looking at the cache of the same router for
several rounds, we are bound to discover the items held by
our neighbors first. This limits the variety of items we might
see as our neighbors are more likely to hold many of the same
items as we do in comparison to a randomly chosen router in
the network. This accounts for the slightly lower recall rate in

the experimental results compared to the probability of seeing
an item when selecting a random cache every time.

k
L
d

C. Improving Recall Rate

Shuffling provides a random sample of the collection of
items in the network at every round for each router, however,
as can be inferred from Figure 9 and 10, there is a correlation
in the items seen from one round to the next, which accounts
for less than optimal recall rates. In other words, the reason
for the recall rate results not being identical to the probability
in Figure 10 is due to the results from each round not being
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independent. This can be attributed to the lack of variety of
items in the neighborhood of a router.

Figure 11 shows the effect of the neighborhood in the recall
rate. We confirm that the recall rate was being hampered by
each router having a limited neighborhood by showing that the
probability of seeing an item when a cache is picked randomly
is the same as the recall rate when the range of a router is
such that it can reach any other router in the network. In the
graph, the results for a network of routers with range 100 and
p(k, 50, 500) overlap. We also show the impact in performance
of doubling the range from 1 to 2 units, effectively increasing
the number of neighbors from 4 to 12. This experiment shows
that it is not necessary to be able to reach every node in the
network to achieve a close-to-optimal recall rate. Finally, as a
worse case scenario, we show what happens if the routers are
arranged in a single line, where each router can only reach
its neighbors to the left and right. In this case, the recall of
items after the first few rounds becomes increasingly slow.
We attribute this to new items being hard to come by after the
items of interest in the immediate neighborhood have been
discovered. Having only two neighbors, the likelihood of new
items reaching the neighborhood is reduced, requiring more
iterations of the protocol to update a cache with different items.
Obviously, this topology is not realistic and should be avoided.

Another option for improving the recall rate without in-
creasing the amount of entries exchanged per round is to
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increase the cache size. The results presented previously
assumed that all entries in the cache were exchanged in each
round. Figure 12 shows how increasing the cache size while
exchanging the same amount of entries provides an initial
boost in the recall rate. However, since the speed at which
news items move through the network depends on the number
of entries exchanged per round, having a bigger cache does
not provide any benefits for finding the last few items that
were not originally in the vicinity of the router.

V. RELATED WORK

From a functional point of view, the news service we
propose has some similarity with content-based distributed
publish/subscribe systems [8], [9], [10], [11]. With the increase
in popularity of wireless technology, some publish/subscribe
systems have been extended to support for mobile, wireless
clients [12]. For the most part, the systems proposed use a
single tree-shaped overlay to interconnect a set of brokers
which cooperate to deliver the events published to the appro-
priate subscribers. This approach, while efficient under static
conditions, might face robustness and scalability issues in
highly dynamic environments, such as wireless networks with
mobile users. Efforts in maintaining a tree overlay under fre-
quent topology changes aim at dealing with these issues [13].
However, depending on how frequently the changes occur,
maintaining a tree may introduce additional overhead and
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complexity. Our approach offers robustness and scalability at
the cost of periodic communication for gossiping.

Content-based publish/subscribe projects aimed explicitly at
wireless, mobile environments [14], [15], [16] are more closely
related to our work. In particular, systems that rely on proba-
bilistic techniques for the delivery of events. In particular, [17]
combines deterministic routing with probabilistic techniques to
increase the resilience when faced with topology changes.

Our work also relates, in a way, to efforts in distributed
storage [18], [19]. Like our news service, these systems rely
on data redundancy to ensure robustness when node failures
occur. However, while most of these systems carefully place
replicas based on the reliability of nodes, we replicate items
and relocate them in a random fashion. We do, nevertheless,
manage to use the storage capacity in a fair manner, dynam-
ically adjusting the number of replicas of an item according
to the number of items in the network.

V1. DISCUSSION

As mentioned in the introduction, one of the main advan-
tages of having a decentralized system like the one we propose
is avoiding single ownership of the service. Single ownership
implies that one entity is fully responsible for the availability
and quality of the service. This may not be a bad thing from
the point of view of managing the system, however it restricts
others from contributing to the service even when resources
are available. One of the strenghts of our news service is
the flexibility it allows for routers to have some control over
the quality of service they offer. As explained in Section IV,
the quality of the service as perceived by the users can be
improved by increasing the wireless range or the amount of
memory allocated for storing entries. Decisions to do so can
then be taken on an individual basis by the administrators of
each router.

Taking a more active approach for the recall of items is
also a possible way of improving the perceived performance
from the users point of view. As explained, clients connect
to a nearby router and retrieve news items matching the
user’s interests. While the matching news items from the
router’s cache will be made available to the client immediately,
discovering the totality of relevant news items may take several
rounds and, depending on the time period between rounds, this
delay might inconvenience some users. Instead of passively
waiting for the news items to arrive, a router may decide to
forward the user’s filter to other routers, thus increasing the
chances of discovering relevant news items. For example, we
can calculate that for ¢/d = 0.2 it would take at least 10
rounds to retrieve approximately 90% of all items. In this
case, by forwarding the filter to 4 other routers, the client
could receive almost all news items in 2 rounds.

The flexibility of being able to independently decide on the
amount of resources to invest in the news service coupled
with the minimal requirements to participate opens up the
possibility of deploying the service on a large scale using
heterogeneous nodes. Deploying the service over large ge-
ographical areas, such as a campus or a city, may require



some considerations in the dissemination of news items. As
mentioned before, we impose a time limit for the validity of
the entries in the network. However, when disseminating the
entries over a large area, it may also be necessary to establish
geographic constraints. By adding location-awareness to the
shuffling of entries, news items could be dispersed over limited
areas. For example, an entry may be forwarded only within
a radius from the location where it originated. As a result of
restricting the area over which an entry can travel, space which
would otherwise be taken by these entries is freed increasing
the number of different items that the network can hold.
Another consideration to keep in mind is security. A gossip-
based system like the one we propose is specially susceptible
to denial-of-service attacks. We can imagine a scenario where
a malicious node generates bogus news items and inserts them
into the network at a high rate. Having large numbers of items
at the same time slows down the dissemination speed, as there
are less entries per item in the network. Without any security
mechanisms in place, a single node could virtually bring the
service to a halt. It is clear that some kind of regulation
regarding who can publish news items is necessary.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we presented a highly robust distributed news
service suitable for wireless mesh networks. We have shown
that by using an epidemic protocol at the core of our service,
we can provide an efficient and scalable solution for delivering
news items while, at the same time, offering the participating
routers the flexibility of managing their own resources to better
suit their clients needs. Through the use of simulations, we
analyzed the effectiveness and robustness of the dissemination
of items through the mesh backbone. We corroborated the
effectiveness of the service by taking the user’s perspective
and providing an analysis of the quality of the service in terms
of the delivery of relevant news items to the client devices.

Regarding future work, in addition to the issues already
addressed in the discussion, we expect to explore other types
of services that could be deployed on top of these networks.
Even though large deployment of mesh networks is not yet
a common ocurrence, we intend to focus on developing
distributed solutions for large-scale networks with the belief
that a collaborative effort can yield efficient results under the
sometimes unpredictable conditions of wireless networks.
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Message-On-Demand Service 1n a Decentralized

Unified Messaging System

Prem Prakash Jayaraman, Paul Hii, and Arkady Zaslavsky

Abstract— Variety of service integration concepts have
emerged during the last few years. Most of these aim at the
concept of integrating telecommunication and the data
communication technologies. One form of such a system is
Unified Messaging. Unified Messaging enables users to manage
their messages independent of location, communication device
or communication medium. Most of the existing systems provide
centralized message-store based access to messages but lack
services like user personalization, message notification and are
non-pervasive. In this paper, we define UMS as a user-centric
system that provides messaging services based on user demands
and preferences. We have proposed a decentralized Unified
Messaging System (DUMS) that is pervasive and context-aware.
Based on our proposed architecture, we successfully
implemented and demonstrated a messaging system called i-
UMS that ensures a user receives almost instantly all messages
such as emails, instant messages and so on in an intelligent and
most appropriate manner.

Index Terms— UMS, Service Adaptation, Pervasive, Service
Personalization, Ubiquitous

I. INTRODUCTION

The Internet has now become the universal mode of
communication letting users to communicate with each other
by a number of means like email, IM, Voice over Internet
Protocol (VoIP), etc. This development has led to the
convergence of geographically separated users. Number of
messaging technologies and services has evolved during the
past few decades with the advent of new communication
technologies and devices. These messaging systems work in
common to deliver messages to the user, but differ in their
architectures and message formats. The systems use different
communication medium to deliver messages and users’ use
different end-terminals to receive messages. E.g. SMS is sent
and received over GSM network while email is sent and
received over a transmission control protocol (TCP). This
diversity in the various messaging systems has left end users
with a plethora of messaging services each of which provides
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services in a different format. Also users making use of these
messaging services have to consider the recipients’ location
and end-device to obtain prompt reply from the message
recipients [Wj04].This approach is unsatisfactory. Hence, this
led to the investigation of a message unification service that
enables end-users to send and receive messages irrespective of
the messaging system format and architecture. Unified
Messaging (UM), which is a widely accepted service, aims at
this goal of integrating various messages irrespective of their
architecture. Unified Messaging can be defined as a system
that enables transfer of messages independent of the
underlying message architecture, communication medium
and devices. Any form of messages such as email, SMS, fax,
voicemail, etc. can be delivered via any communication
medium [As99]. The UM can be a powerful means of
communication as it seamlessly integrates various
communication technologies hence, giving the user the
flexibility to receive and send any message, anytime and
anywhere [Vs00][As99].

UM incorporates services that convert messages like email,
fax, voicemail, SMS from one format to another format. Most
of the UMs perform this process of message conversion
without taking into consideration the user’s preferences. The
goal of UM is to deliver messaging services to the user’s in
the most appropriate method. Current UMs does not entirely
fulfill the goals of the unified messaging. Hence message
conversion is no longer the primary goal of a UM. The system
must be able to adapt itself into the user’s environment. It
needs to take in account user’s context [Dc02], user’s end-
terminals and user’s working environment. This is an
intelligent approach that creates the foundation in developing
a Unified Messaging System (UMS) that adapts itself based
on user’s location and user preferences hence enabling the
Messaging-On-Demand service. The Message-On-Demand in
this context can be defined as a service that provides users
with messages on demand based on user’s preferences, user’s
context and user’s personalized service preferences. The aim
of the user in such an environment is no longer to have
ubiquitous access [Vs00] to messages instead personalization
of the messaging services based on user’s messaging
demands. Since the system needs to be context-aware and
terminal-aware, the environment in which the devices work
can be described as a virtual personal area network (VPAN),
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where the devices function to deliver the best possible service
to the user in a timely and most appropriate manner possible.
The devices in the VPAN have enough intelligence built into
them to coordinated and exchange information with its peers
(others devices that provide messaging services).

The VPAN as depicted in figure | is a virtual environment
and is a vision of the future. Devices in the VPAN are
intelligent devices that have enough knowledge about the
user’s location and the capabilities of the other devices
working within the environment. To implement a Message-
On-Demand service in a UMS, the UMS need to be context-
aware, terminal-aware and must be able to adapt itself based
on user’s personalization. Such a system working within a
VPAN delivering messaging service to the user based on user
demands is more realizable using a decentralized design. The
devices constituting the VPAN depicted in figure 1 are
decentralized which have enough intelligence to respond to
user’s location. This paper discusses one such decentralized
architecture of a UMS that provides Messaging-On-Demand
services to the user. The decentralized UMS is a pervasive
[Rg00] system.

Figure 1: VPAN with user devices delivering message services to the user

Service adaptation and service personalization is one of the
key factors of the modern systems, to implement a Message-
On-demand service. With the evolution of pervasive
computing, users have started to feel the need of service
adaptation and personalization in their participating
environment.

This paper presents an overview of the challenges involved
in designing a decentralized UMS. A decentralized UMS tries
to provide service personalization to the end user hence
enabling message notification based on user demands. The
system is also location and terminal aware hence, tries to
provide the messaging services to the user in the most
personalized manner taking into consideration the user’s
context, location and the end terminal which the user uses to
handle the messages. The decentralized UMS also tries to
overcome the challenge of delivering messages to the user in
a most appropriate manner rather then just converting one
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message to another message format as in the traditional
universal mailbox systems. The decentralized UMS functions
in the VPAN in which the user is the primary objective of the
system. Section 2 discusses some of the existing Unified
Messaging solutions and how they differ from the system
being proposed in this paper. Section 3 proposes the
architecture of a decentralized UMS. It then proposes i-UMS,
a decentralized UMS that has been prototyped as a proof of
concept system. The i-UMS system uses wired technologies,
GSM, GPRS, 802.1X wireless technologies including
Bluetooth for communication between user devices for
message transfer. Section 5 discusses the results obtained
from the implementation.

II. UNIFIED MESSAGING SYSTEMS — AN OVERVIEW

There are a number of commercial Unified Messaging
solutions that try to satisfy the goals of the unified system.
Current systems depend on a gateway for message delivery
which is an obvious approach for most of the UMS. These
systems try to unify messages at a single end point message
store by collecting messages from different message stores.
The system aim at providing message delivery to the users
without taking into considerations the users need. In such a
system the user has minimum capability to define his reach
ability from message senders. Figure 2 depicts a Unified
Messaging solution provided by Eicon. Some of the other
commercial UM that are available are: Nortel CallPilot
[No05] [Lh03], Cisco Unity [Cu04], Global Com’s Internet
based UMS [Db02] and AVST Call Xpress [Av04].

~
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Telephone
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used with 3rd party unified
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Figure 2: Eicon Diva Server [Dh03]

The basic requirement to achieve for service
personalization and service adaptation is the ability to be
aware of the user’s environment. This primary function of
being context-aware and pervasive is absent in the current
UMs. The current systems also have the ability to convert
messages from one form to another but they do not provide
any service adaptation based on the user demands. E.g.
conversion of an incoming SMS into an email and storing it
in the central message store for retrieval. This example
provides message conversion but does not take into
consideration the wuser’s context before converting the
message into the most appropriate form. This is the same in
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case of message notification. The lack of service adaptation
also raises a few more questions. Some of the UM solutions
use only email or SMS as the one form of message
notification. But this will not satisfy the needs of the user
since the user may have limited resources and hence cannot
access one form of message service from another device
[As99]. This approach is not always applicable in all cases
especially in our VPAN where the devices work to deliver
services to the user in a most appropriate manner possible.
The method of using few types of message notification is not
enough with the evolution of newer end-terminals and newer
messaging technologies. To support this, we need to discuss
the properties of few of the existing messaging technologies
based on the properties show in tablel [Wj03] [Wj04]:

Time How long does the message needs to be stored
Direction Is message Uni or Bi directional
Audience The potential list of recipients

Address Does system provide support for multicast,
broadcast

Table 1 : EMS properties [Wj03]

Based on the above key properties of messaging service, the
following table2 [Wj03] [Wj04] gives a classification of four
messaging systems and to which category they fall into.

Email SMS voicemail | IM
Time Permanent Permanent Temporary Immediate
Direction Simplex Simplex Simplex Duplex
Audience World World Single Group
Address List List Single List

Table 2: Classification of four messaging systems

From the above table, it is clear that email messages fall
short in the most important feature of not being duplex. It is a
key factor for a pervasive messaging system to use duplex
communication which can enable the user to respond
immediately. Another problem is that email addresses only a
list of users and not the world. Hence, using email as a
method of message delivery in a pervasive environment is not
viable [Wj03] [Wj04]. Also if we can consider the properties
of other messaging systems, we see that each one of them fall
short in one particular property. Hence we cannot use just one
unique method of unification. This is where the service
adaptability plays a major role. The UM must be able to adapt
the message delivery based on the user’s location and the end-
terminal.

Another shortfall of the existing UM solutions is
personalisation for the end user. The current UM solutions
provides a basic level of personalisation that enables users to
filter certain messages. This level of personalisation is so
minimal that the system cannot personalize message delivery
based on user preferences. E.g. Users can block a particular
person from sending them an email irrespective of his/her
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location. But this is not satisfactory in terms of a UMS that
delivers messages on demand. The system must be able to
filter messages depending on user current environment and
his environmental preferences. E.g. delivering a high priority
message to the user when the user is in a meeting. The
priorities are set by the users and vary depending on user’s
preferences. Similarly present UMs do not provide any form
of service personalization. The system needs to choose the
appropriate service that can be used to notify the user of a
new message. As stated earlier, to implement service
personalization based on user’s location, the UMS must be
context aware and also terminal-aware. Service adaptability
and personalisation plays the key in developing a Message-
On-Demand UMS. Such a system is user-centric and is
pervasive. To implement such a Message-On-Demand
service, the central gateway technique that the current UMs
follow lacks the basic needs of being pervasive and not user-
centric. Hence a system that is user-centric and pervasive can
be realized by using a decentralized design rather than a
gateway approach. Such a system is terminal-aware (user
devices) and is context-aware, hence knowing the needs of
the user providing message delivery in the most appropriate
fashion possible based on user’s demands. It also fulfils the
goal of UMS to deliver any messages any where, any time in
the most appropriate manner possible.

III. DECENTRALIZED UNIFIED MESSAGING SYSTEM DESIGN
AND ARCHITECTURE

A. System Overview

Figure 3 illustrates the overall architecture of the proposed
decentralized UMS (DUMS). The DUMS is a peer to peer
architecture. Each device can initiate and accept a connection
request. The system receives incoming messages, notifies its
peer devices about the messages, gets a response from the
peer devices and replies to the sender.

INCOMING
MESSAGES FROM
SENDER

NOTIFY USER

OF NEW
MESSAGE

REPLY TO
NOTIFIED
MESSAGE

INSTANT
uessaces |/

SENDER

sMs

REPLY MESSAGE TO

Figure 3: Overview of decentralized UMS architecture

As we can see, the system obtains messages from external
sources, processes them and delivers to the user depending on
user’s context and end-terminal information. The devices
work within the VPAN delivering messaging service on
demand to the user in the most appropriate manner possible.
The decentralized architecture provides the option for the
user to reply to a message from any of the end-terminal
irrespective of the message origination type. The DUMS takes
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care of the message conversion before dispatching it.

B. Architectural Description

Figure 4 illustrates the DUMS architecture. The system, as
seen, is split into a number of blocks, each of which performs
a specific function. The entire system constitutes the DUMS.
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Figure 4: DUMS Architecture
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The DUMS software on each device frequently checks for
new messages. When a new message arrives, the incoming
message handler and notifier is the first module that
processes the message.

Message Parser

DUMS has the capability to convert messages from one
format to another based on user’s preferences and context.
The message parser is a key component which can understand
the various messaging systems message formats. It parses the
message to obtain information like sender’s address, phone
number, message body, subject and other relevant
information. The message parser also works on any new
message notification/ response received from peer. In this
case, it tries to retrieve information from the DUMS message
header. The pseudo code in figure5 describes the function of
the message parser.

if (incoming message = any message type)

then
parse the information
obtain sender information message body, subject
forward this parsed information to the message

handler
else if (incoming message is of type DUMS
message)
then

obtain message data from the DUMS message
forward this information to the message handler

Figure 5: Message Parser
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Routing Management

The routing management is the component that obtains
context information, user preferences and end-terminal
information to decide on the most appropriate message format
and the most appropriate device to be used for message
notification. The routing management comprises a routing
manager that obtains context information from a context
manager that is external to the DUMS. The context
information provides details on wuser’s location, his
environment details and end-terminal information. Context
information can be obtained by using a number of
technologies most of which are still under research. Since
context by itself is a major field of research, this paper does
not step into the development of a robust context management
system.

Message Handler

The message handler handles the inputs received from the
message parser and the routing management. The message
handler is the one that is responsible for the Message-On-
Demand service. It involves service personalization by taking
into consideration users preferences. Once message handler
receives the context and end-terminal information from the
routing manager, it uses the input from the profile manager to
obtain user preferences. Based on user’s preferences and
his/her context information, the message handler decides
whether or not to notify the user of the message. The data
flow between the message handler and the other components

is illustrated in figureo6.
Routing Manager

Context, Terminal
Information

Message Handlet

Message Information
User preferenceg/demands
information

Profile Manager

Figure 6: DFD for Message Handler, Parser and Routing Manager

Message Notifier

The message notifier handles two tasks. New message
notification that needs to be passed on a peer device and
notifications received from a peer device. The message
notifier based on the inputs from the message handler takes
into consideration, user’s end-terminal device. The message
notifier is responsible to establish a connection with the peer
device, sending message notification to the peer device,
waiting for an acknowledgement and disconnecting the
connection. If the message acknowledgement is not received,
the message notifier contacts the message handler to obtain
information of any other device that is within the user’s
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environment. If the message notifier receives a message
notification from the peer device, it takes into the
consideration the device capability on which it is functioning
and provides an appropriate notification to the user. The
pseudo code illustrated in Figure7 describes the message
notifier functionality.

Repeat
if (message notification is PDA)
notify PDA
wait for ack.
If ack = true
return success
else pass message back to message handler
else if (message notification is smart phone) then
notify smart phone
wait for ack.
If ack = true
return success
else pass message back to message handler
else if (message notification is laptop) then
notify laptop
wait for ack.
If ack = true
return success
else pass message back to message handler
while success

then

Figure 7: Message Notifier

Reply Message Handler and Delivery

The DUMS architecture provides a function that allows the
user to reply to any incoming message irrespective of the
device. This functionality is achieved by the Reply Message
Handler and the Message Delivery components. The reply
message handler is an integral component of the DUMS
architecture it can handle any reply messages that the user
wishes to send. The reply message handler obtains device
information to check if the same device can be used to send
the reply message. If it cannot use the same device, it then
chooses the appropriate peer device which has the capability
to send the message. For example, replying to an incoming
SMS message notification as an SMS from the laptop. If the
reply message handler decides to use a peer device to dispatch
the reply, it uses the message delivery sub system to
accomplish the task. The message delivery component uses
reply message information from the reply message handler,
communicates with the corresponding peer device and
dispatches the user’s reply message. The format of the reply
message by default is the incoming message type. The pseudo
code in figure8 describes the reply message handler and
delivery functions.
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Obtain and process reply message

Construct reply message format with appropriate
headers

Check reply message type

If require forwarding

Dispatch reply message to the peer device to be sent to
be dispatched to the message sender

else

dispatch reply message to message sender

Figure 8: Reply message handler and Delivery

DUMS Message Format

The system uses the DUMS message format for
transferring messages between the peer devices. The DUMS
message as illustrated in figure9 is made up of a set of
predefined headers that encapsulates the original messages.

C.

‘ID‘ STYPE DTYPE SADDRESS ‘ MESSAGE

Figure 9: DUMS Message Format

ID: This represents the Message ID. The message ID is a
unique identifier used to uniquely identify each message
handled by the DUMS.

STYPE: This determines the source type of the message. The
source type identifies in what format the message has actually
arrived from the sender.

DTYPE: The destination type identifies in which format the
message needs to be interpreted by the peer device. The
DTYPE takes the same values as the STYPE. E.g., DTPYE
will take value SMS if the destination device chosen to
deliver the message is the users Smart Mobile Phone.
SADDRESS: This identifies the sender of the message.

IV. IMPLEMENTATION AND RESULT DISCUSSION

The DUMS architecture differentiates itself from other
system by being distributed, decentralized and pervasive in
nature. The system is aware of the user’s devices hence,
allowing the system to notify the user of new messages
promptly regardless of location and time. The system is also
adapts itself based on wuser’s location and messaging
preferences. The goal of the system is to send and receive any
message anytime anywhere. The pervasive system requires
information about user’s context and environment. Context
information varies depending on the environment in which
the user can be in. E.g. In a meeting, at home or on the move
like walking in a shopping mall or even driving a car. Since
context information varies based on user location and
environment, the application of DUMS is classified into a few
scenarios based on the user’s environment. These scenarios
are:

At Home
In the office / meeting
On the Move such as driving a car
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The main objective of the DUMS is to ensure prompt
delivery of messages to the user in the most appropriate
manner possible. It is a major challenge to implement a
decentralized system. Since the design involves a number of
technologies that are still under research and are at various
stages of maturity, the proof of concept implementation is
based on a few assumptions. Also, as discussed earlier, since
context information can change depending on user’s
environment, the implementation to establish the DUMS
architecture has been developed in specific to the Home
Scenario. The system that has been developed works on the
proposed DUMS architecture discussed in section3. This
decentralized UMS called the intelligent-UMS (i-UMS) is
pervasive, context-aware and provides Message-On-Demand
service. The implementation of the prototype has been done
using the Microsoft .Net framework. The reason behind
choosing the .Net framework was, the devices, namely laptop,
PDA and smart phone were all based on Windows operating
system. Microsoft .Net provides rich programming api’s for
programming mobile devices and devices with restricted
resources like the smart phone. The i-UMS developed was
tested within the Home Scenario based on few real time
situations. The following section will provide a detailed
description of the Home Scenario and the various test case
scenarios with along with the results obtained.

A. Home Scenario Description

Home Scenario is one of the typical cases of the usage of
i-UMS illustrated in figurelO.

Figure 10: Home Scenario VPAN

A simple case could be: The user might be in watching
television having just the mobile phone with him/her. An
instant message arriving on his/her laptop from an important
contact is received and processed by the i-UMS. The system
then contacts the location manager to obtain the location
information of the user and the device nearest to the user. On
obtaining this information, the i-UMS sends a message
notification to the user’s mobile phone based on user’s
preference. The user on receiving the message has the option
of replying to the message through the mobile phone. The
home scenario is VPAN described previously where devices
are user-centric trying to deliver messaging services to the
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user irrespective of time, location and message type.

B. i-UMS Implementation

The i-UMS prototyped was tested on the following types of
message types: email, Instant Message, voicemail and SMS.
The i-UMS makes uses of Bluetooth, GSM, IEEE 802.11
based wireless networks and wired networks for
communicating between the users end-terminals. The end-
terminals used for the prototype implementation were the
laptop, PDA and Smart Phone. The main implementation
focus was to achieve the previously discussed goal of message
delivery in the most appropriate format possible irrespective
of time, location and message type. To achieve this goal, the
implementation will discuss mainly on the two primary
functions that is used to achieve this goal. They are message
retrieval and message delivery. The following sections will
provide the implementation details for the laptop, smart
phone and the PDA.

Message Retrieval and Parsing

The i-UMS on the laptop retrieves messages from the
user’s mailbox. The mailbox can be a POP3 server or an
IMAP server. This operation is performed by using a third
part tool called the PowerTCP Mail for .NET [PT04]. The i-
UMS also retrieves IM from MSN messenger. The working of
the -UMS on the laptop is very simple. Whenever the
messenger is set in away mode, i-UMS recognizes that the
user is not near the system. Hence, it immediately monitors
incoming messages. Once it receives a new message, it then
retrieves the message and passes it on to the message
notification module as depicted by the code in figurell. The
retrieval of IM from MSN messenger is done by using the
MSN messenger class module of the .NET class library. It
provides rich class libraries to query and retrieve MSN
messenger status and IM [DMO04]. The PDA can retrieve
email, IM and can notify the laptop or the smart phone
depending on the context information. The functionality of
the i-UMS on the PDA for message retrieval is almost similar
to that of the laptop with a few exceptions. In home scenario,
the assumption is that the laptop is connected to the network
and, hence, has the ability to check for new messages
frequently. Since the PDA is a low powered device, the need
for the PDA to check for new messages in this scenario is not
necessary. But the PDA does have the option of checking for
new messages which is more applicable in case of office or on
the move scenario. The message retrieval on the smart phone
involves the retrieval of SMS messages. i-UMS on the smart
phone has the added ability to retrieve any new SMS message
and then parse the SMS message into a DUMS message
format. Figurel2 provides code snippet for monitoring and
retrieving SMS messages from the smart phone.
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Public Class Messenger
Dim WithEvents msn As New
Messenger API.Messenger
Dim wnd1 As
Messenger API.IMessengerConversation Wnd
Dim contacts As MessengerAPI.IMessengerContacts
Dim contact As MessengerAPI.IMessengerContact
End Sub
‘Event to obtain instant message
‘this is a turn around method that grabs incoming
message
Private Sub msn_OnIMWindowDestroyed(ByVal
pIMWindow As Object) Handles
msn.OnIMWindowDestroyed
Dim wnd As
Messenger API.IMessengerConversation Wnd
wnd = pIMWindow
contacts = wnd.Contacts()
Dim str As String = wnd.History
For Each contact In contacts
username = contact.SigninName
Next
If msn.MyStatus <> 2 Then
‘Construct the DUMS message
Dim msg As New UMSData
UMSMSG.message = msg
If str.IndexOf(msn.MySigninName) >= 0 Then
Exit Sub
End If
UMSCollection. Add(UMSMSG)

Figure 11: IM retrieval

‘Retrieves new SMS message
Private Sub sms_InboxChanged(ByVal sender As
Object,
ByVal e As
SmartSMS.NETCF.InboxChangedEventArgs)
Handles sms.InboxChanged
'"TextBox1.Text=""
Dim Msg As SmartSMS.NETCF.SMSMessage
Dim datel As New DateTime
Dim date2 As New DateTime
Dim dt() As String
For Each Msg In e.Messages
Dim timeString As String =
DateTime.Now.AddMinutes(-2)
datel = DateTime.Parse(Msg.Time.ToString)
date2 = DateTime.Parse(timeString)
If DateTime.Compare(datel, date2) > 0 Then
messageDispatcher(Msg)
End If
Next
End Sub

Figure 12: SMS retrieval
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Message Notification and Replying

Message Notification is one of the important modules of i-
UMS. i-UMS does a number of processing before it actually
notifies the user of the incoming message. i-UMS first obtains
the priority of the message based on the user’s profile. It then
contacts the context manager to obtain the location of the user
and the device that is near to the user. Once i-UMS figures
out the appropriate device to be notified, it then checks for the
availability of the devices and the technology that can be used
to communicate with the device. E.g., if the device to which
the message needs to be forwarded to is a PDA, then i-UMS
checks if the PDA is in Bluetooth coverage. If it is not, then it
uses wireless IEEE 802.11 to communicate with the PDA.
This intelligence built into the i-UMS, completely makes uses
of the decentralized architecture which facilitates the device
to move from one location to another, but still keep in contact
with the other devices. Once the notification message is sent
to the user’s device, the message pops up on the user’s device
indicating the arrival of the new message. The user can view
and reply the message on the device. Once again i-UMS on
the device uses the same intelligence to find the best possible
way to forward the reply. This message dispatcher process is
described in figurel3.

Public Class MessageDispatcher
Public Function DispatchMessage(ByVal msg As
UMSMessage) As Boolean
Dim route As New MessageRouting
Dim response() As String
Dim msgSend As New SendSocket
response = route.getContextInfo("0").Split(",")
If response(0) = "1" Then
System.Console. Write("Notifying the PDA")
Return msgSend.send(msg, response(1), 22000)
Elself response(0) = "2" Then
SmsMessage(msg)
System.Console. Write("Notifying the smart
phone")
Return True
End If
End Function
End Class

Figure 13: Message Notification/Dispatcher

The message notification process of the i-UMS is same for
each device. The device communicates with the context
manager to obtain the location information of the user and the
device, and then checks on the user’s profile to see the
message priority and user preferences. Once it obtains this
information, -UMS decides on the device which needs to be
notified and sends the notification. The user has the option of
replying to the message from the handheld device. E.g., the
user can reply to an IM notification arriving to his’her PDA
from the PDA which sends the reply back to the laptop which
in turn forwards the message to the message sender. The user
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has also the option of replying to the message in any format.
E.g., the user can reply to an IM as SMS message.

C. Implementation Results

i-UMS was implemented based on the Home Scenario
environment discussed previously. The user devices that were
used for implementation were the PDA, laptop and the smart
phone. The laptop is an IBM T42 laptop that runs a Windows
XP professional edition. The PDA is a HP iPAQ 2200
running a Windows Mobile 2003 Operating System. The
smart phone is an [-Mate smart phone 2 running a Windows
Mobile 2003 smart phone Edition OS. The laptop, PDA and
smart phone are all Bluetooth enabled devices. The test
environment uses the context manager that is assumed to be a
web service that provides i-UMS with the context information
of the user and the user’s devices. Figurel4 illustrates a state
transition diagram of the i-UMS.
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PDA Phone

Laptop

New IM =
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Figure 14: i-UMS state transition

1) Scenario 1

In this test Scenario, i-UMS demonstrates its message
retrieval and notification functionality for an incoming
instant message received from MSN Messenger. The laptop
receives the new instant message, communicates with the
context manager to obtain user’s context information. It then
obtains user preferences from the user profiler. Once the
system obtains this information, it makes a decision on
whether to notify the user or not. Based on the outcome of the
decision, it chooses the most appropriate device to be notified
based on context and user preference information. The user
on receipt of the message can reply to the message from the
device. The reply is then forwarded to the laptop or forwarded
to the sender of the message based on the reply type. Figurel5
and figurel6 provides a few screenshots of the results
obtained for scenario 1. In this test the destination device
chosen was the PDA.
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Figure 15: i-UMS on laptop - Instant Messenger (Busy State)
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Figure 16: i-UMS on PDA — Receiving Notification

2) Scenario 2

Scenario 2 describes the functionality of i-UMS on the
smart phone and how the system responds to any incoming
SMS messages. The smart phone can retrieve SMS messages
and based on user’s context and user preferences, it notifies
its peer device. i-UMS does not notify all the messages. It
retrieves the messages and based on context, decides on the
most appropriate device to be notified. Figurel7 and figurel8
provide the screen dumps of the results obtained in Scneario2.
The peer device that needs to be notified in this case is the
Laptop.

New Message

Stop EXIT
Figure 17: i-UMS on Smart Phone retrieving New SMS Message



claude
Rectangle


i i T
0w HE)
UNIFIED MESSAGING STSTEM INBOX

UNIFIED
MESSAGING
SYSTEM

Pt

[ Bt

[Fom [t 1
16 w22

Cr

Figure 18: i-UMS on Laptop receiving SMS message notification

D. Evaluation Results

The evaluation of i-UMS is mainly based on its efficiency
to handle incoming messages and message responses from the
user. The i-UMS has been evaluated based on the following
calculations.

Total Delivery Time (Ty):

n
Ta= zf (M ret T M pres +M delivery)
m=1

M . = Time to retrieve message in seconds

M ;s = Time taken for message processing in seconds

M geiivery = Time taken to deliver message to the user’s device
in seconds

n = Total number of messages.

Message Retrieval Time(M ,):

n
M ret = ZT f (M access +N c)
m=1

T ¢- Time Function

M ,ccess = Message access time. Time to access the message
store in seconds

N . = Network/ Communication Medium delays.

Message Processing Time (M pyes)

n
M pres :ZT f (M analysis + T context + TUP + T decision)
m=1

M naysis = Time to parse and analyze the message in seconds
T context = Time to retrieve context information in seconds

T yp = Time to retrieve user preferences in seconds

T decision = Time taken to process context and user preferences
to arrive at a message delivery decision in seconds.

Message Delivery Time (M getivery)

n
M delivery = ZT f (T MT) +T f(M peer processing)
m=1

T mr = Time for peer to respond for message transfer.
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M peer processing = 11me taken by the peer to obtain message
notification and notify user.

The following calculation illustrates the time taken to
process a reply message that is created and sent by the user.
The time is measured in seconds and it considers the time
taken to process the reply and dispatch the message and does
not include the external time factor required to deliver the
message to the message recipient.

n
T Message Reply = Zf (P reply +T dispatch)
m=1

P .piy = Time to process the reply from the user

T gispatcn = Time taken to dispatch the reply message(s) to the
message sender. This might involve another time cost in
using a peer device to deliver the message.

In Scenario 1, the system retrieves message from instant
messenger and based on context and wuser preference
information notifies the PDA of the new instant message. The
total delivery time T4 calculated in this case was 11 seconds
for a single message. When the system was tested for multiple
messages from m=1 to 60, the average time to deliver
messages increased to 13.5 sec per message. The M  is the
time involved in retrieving the message which was less than a
second for a single message. The message processing which
involved the message analysis, retrieval of context and user
information and the delivery decision took 2 seconds for a
single message. Finally the message delivery which involves
the time to establish connection, transfer the message and the
time for the message to be processed by the peer took around
10 seconds or a single message. This was the same in case of
Scenario2. Since the notification device was the laptop in
Scneario2, the message processing time on the laptop was
much faster when compared to the PDA. Td in this case
summed up to 9.8 seconds for 1 message in queue and
increased to 11.5. The results of the time to message ratio is
graphically represented in figurel9.
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Figure 19: Performance results of i-UMS Message-Handling and Delivery

Times.
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V. CONCLUSION

Unified Messaging is not a completely new concept. But
Message-On-Demand service is now the key one in
developing pervasive messaging systems. The advent of new
technologies like WLAN, Bluetooth and hardware like
Personal Digital Assistant, smart phones have transformed
Mark Weiser’s' vision of pervasive computing into reality.
The enormous growth of distributed computing has led to
mobile computing which has allowed users to access and
retrieve data irrespective of location [Sd03] [Rg00]. Such
advancements in technologies have created the urge for
systems that are pervasive in nature, i.e., systems that get
integrated into user’s environment and remain transparent.

Hence the ultimate aim of the UMS is no longer to
integrate messages into one format but to deliver messaging
service to users based on their demands and preferences.
Service personalization and adaptation is one of the key
factors to establish Message-On-Demand service. The
pervasive UMS also facilitates message notification based on
user’s context. The system is end-terminal aware and is
context aware. This kind of a service personalization can be
made feasible in a decentralized design where the user’s end
terminals are intelligent enough to obtain user’s context
information. They also react to incoming messages based on
the user’s context. This paper has proposed DUMS, a
decentralized UMS architecture that is pervasive, context-
aware and user-centric. To realize the proposed DUMS
architecture, the paper has presented i-UMS, a decentralized
UMS based on DUMS architecture. The i-UMS has been
implemented within the VPAN environment of the home
scenario. Through the implementation, we have proved the
feasibility of such a decentralized messaging system.

The implementation of -UMS is based on a number of
assumptions. These assumptions are necessary due to the
primitive nature of some technologies used to realize such a
system. Hence the Message-On-Demand in a decentralized
UMS has still got a lot of doors open for further research.
There are several extensions that we have identified to the
proposed model that can render it working in the real world.
Some of them are Context Awareness, Speech recognition
and implementation of i-UMS based on DUMS architecture
for the other scenarios. i-UMS is a next generation UMS
which is pervasive, context-aware and user-centric.
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Abstract—Current mobile computing applications are a new network architecture following these principles (Sect.

infrastructure-centric, due to the IP-based API that these V). Finally, we present related work (Sect. V1) and conclusions
applications are written around. This causes many frustrations (Sect. VII).

for end users, whose needs might be easily met with local
connectivity resources but whose applications do not support
this (e.g. emailing someone sitting next to you when there is no Il. POCKET SWITCHED NETWORKING
wireless access point). We identify the general scenario faced by
the user of Pocket Switched Networking (PSN), and discuss why In designing a new network architecture, it is first important
the IP-based status quo does not cope well in this environment. 1o define the scenario in which that architecture will be
We present a set of architectural principles for PSN, and the ;o4 |p for example, was designed against a backdrop of
high-level design of Haggle, our asynchronous, data-centric . o . .
network architecture which addresses this environment by a mUIt'tUd.? of existing networks, and W'th the primary needs
“raising” the API so that applications can provide the network being resilient end-to-end communications in the presence of
with application-layer data units (ADUs) with high-level node failures, as befits its originator, the US Department of
metadata concerning ADU identification, security and delivery Defense [2].
to user-named endpoints. Pocket Switched Networking (PSN) is the term we use to
describe the situation faced by today’s mobile information
user. Such users have one or more devices, some/all of which
End user experiences of mobile, many-device computimgay be with them at any time, and they move between
are often marked by frustration and inconvenience. Users #peations as part of a normal schedule. In so moving, the
forced to be highly aware of their connectivity environmenysers can spend some (or much) of their time in “islands of
with many applications only working when networking in-connectivity”, i.e. places where they have access to infras-
frastructure is available. One ubiquitous example is that tificture such as 802.11 access points (APs) which they can
two people with laptops sitting next to each other, who cannose to communicate with other nodes via the Internet. They
email a file they wish to share because infrastructure is eitt@so occasionally move within wireless range of other devices
unavailable, not working properly, or too costly. While theréeither stationary or carried by other users) and are able to
are other ways to send the file, this requires training and furthetchange data directly with those devices.
understanding of the network situation — most often, peopleThus, in PSN, there are three methods by which data can be
simply fall back on the use of USB key flash drives. Theansferred, namely neighborhood connectivity to other local
billion US dollar market for these in 2005 [1] is a testamerdevices, infrastructure connectivity to the global Internet, and
to the failure of the mobile networking research communityser mobility which can physically carry data from place
to provide a network architecture that supports truly mobil® place. For the former two methods, the connectivity is
applications. subject to a number of characteristics, including those of
In this paper, we make the following contributions aimeflandwidth, latency, congestion, synchronicity (e.g. email or
towards beginning to address that failure. We first provide @MS are asynchronous, while ad-hoc 802.11 is synchronous),
formulation of the networking environment faced by mobil¢he duration of the transfer opportunity (i.e. the time till the
users, a scenario which we term Pocket Switched Networkidgvice moves out of range), and also monetary cost (usually
(PSN) (Sect. 1), and describe how the status quo of TCP/dnly for infrastructure). For the latter method of user mobility,
is unable to cope with PSN (Sect. Ill). We present a sasers acting as “data mules” can transfer significant amounts
of architectural principles which we believe will enable &f data, and while users’ movements cannot in general be
network architecture to perform well under PSN conditionsontrolled, they can be measured [3], and patterns in those
(Sect. IV). We then describe Haggle, our clean-slate design faovements can be exploited.

I. INTRODUCTION
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In addition to the issue of network connectivity, we mus
also consider the usage model for PSN. While different app
cations have different network demands, we can distingui
particular broad classes which are known to be useful: ( File System User Data
known-sendewhere one node needs to transfer data to a us
defined destination. The destination may be another user (w .
may own many nodes), all users in a certain place, users w App loglc + GUI
a certain. rolg (e..g. “poIice"), etc. The key poipt is that, ofter Application
the destination is not a single node but is instead a set
nodes with some relationship, e.g. the set of nodes belong Protocol
to a message recipient. (kRhown-recipientin which a device
requires data of some sort, e.g. the current news. The sou . .
for this data can be any node which is reachable using a Networking Delivery (IP)
of the three connectivity types, including via infrastructur
(e.g. a news webpage), neighbours (e.g. a recent cache
a news webpage) or mobility (e.g. the arrival of a mobil Interfaces
node carrying suitable data). In both classes described abc
the endpoints of a network operation are no longer describ.u
by network_layer addresses, but are instead a .Set of desirable Fig. 1. Current networking architecture for mobile applications
properties. As a result, general network operations no longer
have single source and destination nodes.

Finally, in PSN situations, resource management is a key is-
sue. Mobile devices have limited resources in terms of storad@m of infrastructure which is not always available. While
network bandwidth, processing power, memory, and battefpme applications can cope with infrastructure blackout, e.g.
The latter is perhaps the most important, since the others d4i#h @ “disconnected” or “offline” mode, most do not. Direct,
potentially be reclaimed without the user's assistance, whil€ighbourhood connectivity is used by very few widely used
charging the battery requires the user to perform the physi@gPlications, and human mobility is deliberately used by
act of plugging it in, and restricts the device’s mobility whileédlmost none. Thus, when infrastructure is not present, users
charging. Other resources are also precious, particularly @ Presented with huge inconveniences since the applications
the face of demands imposed by the usage scenarios ab¥aich are familiar to them stop working, and are forced to
where devices may need to use storage and network bandwid@de on the task of understanding these situations so that they
to help forward messages for other devices. However, thé@n be productive despite this application failure. For instance,
is also much cause for optimism — storage capacities a8€rs may require many alternative applications in order to do
increasing exponentially, wireless networking has the usefulsingle task depending on the situation, e.g. a file can be
property of spatial reuse, and processing power on mobfiéchanged by email, by putting it on a website for download,
devices is growing with Moore’s Law. For power, manyy Using an instant messaging client, by direct Bluetooth or
devices are plugged in more often than not, e.g. noteboirared transfer. More likely, the user will simply invest in a
computers, and low power electronics allows current mobitéSB key — and manually bypass the huge inconvenience of
phones to last for many days on a single charge. the status quo.

From the discussion above, we extract three motivations forThe root cause of this is the fact that applications are
a networking architecture in the PSN environment, in order pfovided with a networking interface that only understands
importance: streams of data directed at anonymous numeric endpoints

. Allow applications to take advantage of all types of datehamely TCP/IP). As illustrated in Figure 1, this forces de-
transfer (neighborhood, infrastructure, mobility) withouvelopers to implement protocols for naming, addressing and
having to specifically code for each circumstance data formatting internally in the applications themselves, e.g.

« Allowing networking endpoints to be specified by userSMTP, IMAP and HTTP. While at the GUI level, applications
level naming schemes rather than node-specific netwdtRve general user-level tasks such as “send this file to James,”
addresses, thus each network operation can potentidljce a particular network protocol such as SMTP is imposed
involve many endpoints. on that task, it becomes the a more specific task, e.g. “send

« Allowing limited resources to be used efficiently bythis file to the server pointed at by the MX record in the DNS

mobile devices, taking into account user-level prioritiegcord of the domain name part of james.w.scott@intel.com”.
for tasks. The latter task is specific to a particular kind of connectiv-

ity scenario, in this case infrastructure-based. It is therefore

Il. PROBLEMS WITH STATUS QUO impossible to execute even if James’s device is in the neigh-

Current applications perform very badly in the PSN erbourhood at that time — i.e. even if the user-level task could
vironment, since they are typically designed around sorbe satisfied.
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Another problem with the current networking APl is that it 1V. A NEw SET OF MOBILE NETWORKING PRINCIPLES

is synchronous. Applications cannot indicate a network task toywe now present a set of interrelated principles which we
be performed and then exit, since finished applications have gllieve are fundamental implications of the situation faced
their TCP/IP sockets closed. For example, an email applicatigp ysers’ devices in the PSN environment, and can provide
with pending outgoing email in the outbox will not be ablegytions to the problems with the status quo. These guide the
to use a passing AP to send this email if the application isjgn of the Haggle architecture presented below, but are also
not running when the AP is passed. Therefore, an applicatighpjicable to other architectures for any networking scenario
in the PSN environment has to be constantly on and mafith similar characteristics. Note that we do not claim that the
itoring the connectivity status of the device. This increasgsjividual principles below are novel, some (such as message
the complexity of a disconnection-aware application, Si”%‘%vitching) are very well-known. We do believe that we are

it must be able to wait through periods of bad connectivity,q first to assemble this particulset of principles.
and detect and perform networking actions when a suitable

endpoint is again visible. It also increases the load on mob#le Forward using application layer information

device resources, since many applications would have to beapplications should not be forced to specify endpoints using
present in the background at all times. addresses, such as IP addresses, that are meaningless at the
A third problem is that persistent user data is kept by appliser level. Instead, endpoints should be specified using higher-
cations in a file system which, in the current node architectutgyer information, e.g. the URL of a website. By performing
is unconnected from the networking system (again illustratéerwarding with such information, Haggle can satisfy the ap-
in Figure 1). This means that all “sharing” of data betweeplication’s needs using any form of connectivity — e.g. going
nodes must often be conducted by applications themselveg® that URL directly if there is infrastructure, or obtaining it
The biggest example of this is the device synchronisatigiirectly from a neighbour who has a cached copy, or using a
problem — when a user has multiple devices, they mugede known to be passing an AP soon to physically carry the
explicitly run an application on each which pulls their datsequest and propagate the answer back, etc. In other words,
out of the file system and shares it with their other device(sye need to move fromode-centrimetworking todata-centric
Such synchronisation is often a source of much inconveniergtworking.
for users, since the sync tools must understand the differenifaking this example a step further, website URLs are often
ways that each user application uses the file system to stfrend using search engines, whereas the user's request is
data and metadata, and often has to translate it so that difeetually for information matching a particular set of keywords.
ent applications can be sync'd with the same data. AnothHdaggle can use such keywords directly, e.g. a request for
example is in distributed web caching — the exact web padeurrent world news” can be satisfied with cached copies in
that a user wants may be in the cache of a neighbouring nothg environment of any news website (perhaps with a user-
but since web browsers do not explicitly support the transfepecified order of preference, or a whitelist/blacklist).
there is no way to get this off the neighbour’s file system and Similarly, using an email address for forwarding restricts a
into the network to be shared with the user. messaging application to using email protocols and infrastruc-
The final problem identified is that applications have nfré: While using a phone number restricts the application to
easy way to prioritise the use of a mobile devices' limitefPrwarding using SMS. By allowing Haggle to use the person’s
resources. These resources include persistent storage, netW8fk® (the hlgher—I(.eveI., more meanl_ngful identifier), |t.can use
bandwidth, and battery energy. Currently, an application sufY Protocol for which it has a mapping between the high-level
as a web browser must estimate by itself how much of tf@me and a protocol-meaningful address.
storage can be used for non-critical history caching, or hqgwy Asynchronous operation

much network bandwidth should be used for pre-fetching of Asynchronicity is important in three ways in Haggle. First,

web pages. This decision is often passed on to the user, who ;.7 '~ oo ; .

) . . S %?pllcatlons should be able to indicate networking actions
might have to adjust settings manually, at the application Ieva nchronously from the actions takin lace. This is in
(e.g. "Thow much disk to use as cache”), at the hardware leve y gp '

(e.g. turning on or off wireless network interfaces dependi contrast to the current model where applications must be “on”

on the battery level), or by only running certain apps WheHroughout the transmission (as described in Section lIl), and
Y ' y only 9 bp tﬂereby reduces the complexity of a PSN-friendly application.

they do not want to prioritise network bandwidth for Othe%econd, this also means that the decision of precisely which

tasks (e.g. network-hungry file-sharing apps). These Contr%éét-hop node(s) to forward data to can be left as late as

are coarse at best, and require expert understanding in orderto .. ;" . : .
. : ossible; in other words, the forwarding algorithm can use
properly exercise them. The result is that resources are of L -
ate binding” when assigning a low-layer next hop address,

inefficiently. S . . )
used inefficiently allowing it to best utilise up-to-date local context information
about which next-hop nodes allow the data to make the

1 , . most progress toward a destination. Third, asynchronicity is
Networked file systems can be used for data sharing, but these rely healgl h d-f d fH | hich all
on good connectivity, often to a particular server, and as such are not gener %}’ to the store-and-forward nature of Haggle, which allows

usable in PSN it to cope with non-contemporaneous connectivity between
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endpoints in a way that end-to-end protocols such as TGRte that we do not tackle the general data merging/versioning
cannot. problems that CVS does, but that we simply provide a means
for the communications part to be abstracted.
Second, users often have more than one device. Therefore,
In PSN, intermediate nodes (i.e. nodes on the transmiss@ven a user's most private data should be network-visible,
path that are not specified as destinations in the data beifignly for transmission to other devices that they own (or
transferred) may also be valid destinations for data. Fdevices that they trust, e.g. an Internet-based backup service).
example, if a mobile device acts as a forwarding node forGurrently, data synchronisation between multiple user devices
webpage, that device may wish to keep a cache of the webpé#ge very thorny problem both for the developers of such tools,
in case its own user later wishes to view it, or it comes intand for users who have to manually associate devices that they
contact with another device which requires that informatiowant synchronised. We can alleviate some part of this problem
This is in contrast to infrastructure-based networking whets making sure all user data is visible to Haggle and marked
intermediate nodes do not usually reconstruct application-layeith information on who is allowed to access it.
data to decide whether it is locally useful, and the data is By making all user data visible to the network, we decouple
simply transmitted end-to-end. the data from particular nodes and allow it to flow to the set
This is effectively ad-hoc multicasting, where the multicasif nodes with a valid interest in it. With Haggle, we aim to
group can be joined at any time by any device which can sgehieve this in the face of flexible connectivity environment
(or get to) a copy of the data. It has significant advantaggtherent in PSN.
over demand-driven data transmission — since a demand for
a data item at a particular location (with no infrastructures. Build request-response into the network
cannot be transmitted easily to a node which is moving towards

that location and has a chance to pick that data up. HoweverIn IP, there is no notlpn of a *request” for data at a layer
l0Wer than the application. However, many user-level tasks

if that node opportunistically stores the data, perhaps u&ggﬂ d therefore applications) make use of request-response

policies or learning algorithms to determine whether it is likel : . ) : Lo
. N . . .semantics, e.g. web browsing or file sharing. In PSN situations,
to be “popular”, then the data can arrive unbidden at a location ) . .
. we often need to locate data of interest using dynamic and
where it is useful. o .
local connectivity rather than at a static infrastructure-based
D. Message switching location. However, if requests and responding to requests were
All of the above three principles imply that message switc not part of the network, then we have situations as with the
Lo ) e . status quo where a webpage that | want may be on a computer
ing is more suitable than packet switching for Haggle. This is i
. . next to me, but there is no way for my computer to ask
not to say that the underlying networks might not use pac . . .
o o ar that webpage without relying on a particular peer-to-peer
switching, but that full application-level messages should . - . ;
. ) . Hlesharing application being active.
exchanged by neighbouring Haggle nodes when possible . .
To take another example, a mobile node might be at a

Message switching means that application-layer forwardin . . . o .
information does not have to be duplicated across many paﬁgatlon where it has no infrastructure connectivity, but it may
sh to facilitate incoming data from other nodes, e.g. so it

ets, it facilitates asynchronous operation by the networki ) . .
subsystem, and it means that intermediate nodes are provi\% g recewe emall, or re_tneve updates for the local web cache.
with the whole message so they can act as destinations as "sendlng a request, _'t can cause other negr_by nodes, Wh'Ch
as forwarding points for any given message. may for example have infrastructure cpnnectmty, to act on its
behalf, and eventually have the resulting messages propagated
E. All user data kept network-visible back towards it. This can lead to significant resource savings —
Asynchronicity implies that user data in transit needs ﬂ&the 'requests mclud’e mformaﬂon on the current connectivity
be kept in a node’s Haggle framework. However, we tgiituation (e.g. sender’s location, nea_lrby nodes, path_the request
this principle further: In PSNall user data should be madetO_Ok)’ then the responses can be dw_ectt_ad more quickly and/or
th a lower level of message replication (since successful

visible to Haggle at all times. In addition, data must be marked™ f h replica i likely wh . to-dat
with metadata about its user-level properties, such as acc ggvery ot each replica Is more fikely when using up-to-date
ngtwork state information).

authorisation, creation/modification/expiry times, etc. We hav
two main reasons for this. .
First, a significant fraction of user data is inherently shareg’,' Exploit all data transfer methods
i.e. the user’s task involves making it available to other usersThe aim of Haggle is to take advantage of all the com-
according to some access control profile. For example, CWunication opportunities offered by the PSN environment,
file stores are shared by many users via an infrastructure-baseduding local connectivity with neighbouring nodes, and
communication model. By making all user data visible tglobal connectivity using infrastructure. Human mobility pat-
Haggle, such data can be transmitted to other authorised uderas can be exploited by using forwarding algorithms which
without relying on infrastructure, making CVS-like applicatarget nodes known to have mobility patterns which are likely
tions capable of running under general network condition® be useful, e.g. because they have seen a destination node

C. Empower intermediate nodes
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recently [4], or because they share the same mobility pattdaptops have a “portable” rather than mobile usage model,
as a destination [5]. and are plugged in when they are on. Storage capacity is

Between neighbouring nodes, there are potentially magyowing at an exponential rate, with gigabytes already the
interfaces that can be used, e.g. two neighbour nodes migtality, but typically users have to manually decide to copy
have a Bluetooth, 802.11 ad-hoc mode, and infrared as potdata objects onto devices and personally manage the use of
tial connection opportunities. Haggle nodes must maintaintlas large resource. Wireless networks have the great advantage
mapping of interfaces to nodes, since it is wasteful to for twaf spatial reuse, but often only the space around APs is used,
nodes to exchange data multiple times using different inteand away from APs there is much unused bandwidth being
faces. Each connectivity method may have different propertiessted, despite mobile devices moving through those spaces.
in terms of bandwidth, latency, power consumption, etc, asl) Storage:Storage resources are currently often used on a
well as having time-dependent channel characteristics such'‘frst come first served” basis, and are only filled when appli-
congestion, so the choice of the correct connection metheations specifically request it. This leads many devices to have
may be dynamic. most of the disk empty, so that they are “overprovisioned”, and

Infrastructure connectivity is not uniform either, with &or devices which do run out of disk, the user often needs to
particular infrastructure method having associated costs (whittanually find and remove low-importance data such as web
may be per-byte, per-time, or more complex schemes withches. Haggle, since it keeps all user data, has the potential
varying rates, e.g. mobile phone contracts with a certaio manage storage space better, since some data is of clearly
number of “free text messages” per month), as well ddgher priority than others. For example, Haggle could flag
bandwidth, connection setup latency, per-message latency, etch data item as “manual deletion only” (e.g. a document
Some infrastructure methods are synchronous, e.g. when udiegng edited), “delete if absolutely necessary” (e.g. a local
direct TCP/IP between two Haggle nodes connected to tbache of the user’s old photo collection) or “deletion okay”
Internet. Some are asynchronous, e.g. the use of SMS téxy. the web cache), and with priority levels, so that the data
messages which are held until the recipient’s phone is on arddggle is holding in transit for a stranger is less valued than
has cell tower coverage. Haggle has to cope with both of thedata held for someone who regularly communicates with the
types. user of the device, i.e. a friend.

2) Networking: Networking resources must be managed
for two reasons. Firstly, as discussed above, a particular
In the PSN scenario, connection opportunities can be fleebnnection opportunity may be of limited duration, and it is
ing, e.g. when walking or driving past another mobile uséherefore important to prioritise the data sent using that scarce
or an AP. It is therefore important for Haggle to be able tbandwidth so it is used to obtain the greatest benefit from the
take full advantage of time-limited connection opportunitiesiser's perspective. The second reason is that a given Haggle
by prioritising potentially exchanged data so that the mosbde may have an almost unlimited set of networking tasks
urgent data is sent first, and by using underlying protocads its “to-do list”, due to transfers in progress, as well as
which make efficient use of bandwidth during short connectidhe need to use the network medium for neighbour discovery.

opportunities [6]. This also implies that neighbourhood discodo blindly execute the networking tasks in parallel or in
ery (neighbours meaning both mobile devices and APs in tti§=O order, as often done by network stacks now, will lead
case) is a key part of Haggle, since transfer opportunities mtstlow user-level goodput under high load (much of which
be detected in a timely fashion. may be speculative and replicated transmissions). Therefore,
networking tasks should be carried out in an order determined
by user-level priorities.

Many of the principles above refer to resource management3) Battery: Battery resources are perhaps the most impor-
in some sense. Resource management is key to the succesardfto manage properly on a mobile device, as once spent
Haggle since many of the proposals above have the potentf@dy cannot be recovered without user intervention. Misman-
to use up unlimited amounts of resources, e.g. data thataigement can cause many problems for users, e.g. the inability
currently being held and forwarded for other nodes requirés rendezvous with friends/family if your phone “dies.” Users
storage space, network bandwidth to send and receive, procese-therefore very protective of their battery life, and if Haggle
ing power to make and effect transfer decisions, and battggnd PSN technologies in general) are perceived to be battery-
power to do all of the above. thirsty this might prove to be a key roadblock to deployment.

This resource consumption might well be viewed a potentitilis less obvious is that, in some situations, users h@esaty
disadvantage of Haggle; for example, if a Haggle userd battery resource. For example, while in a normal weekday
device were to run out of battery because it spends it all ooutine, many people can easily charge my phone at night
forwarding others’ data, that user will quickly disable Hagglesince there is a charger by their bedside. Since many phones
In fact, Haggle offers a unique opportunity to build resourceormally require charging only once every few days, there is
management in to mobile devices in a scalable way, wifilenty of energy available if the users do not mind charging
minimal overhead for applications. Mobile devices often hatbem every night in return for better application performance.
plentiful resources. With battery life, many devices such &imilarly, many laptops move from being plugged-in at one

H. Take advantage of brief connection opportunities
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place to plugged-in at another, and are only on battery pow
for short periods of time.

For battery in particular, it is important to determine th
“scarcity” of the resource — i.e. an estimate of how lon Applications App Logic + GUI
it will be until the next convenient charging opportunity for
the user. This can be achieved usoantext-awareness- by
observing the patterns that the user exhibits at various tirr
of day, the device’s location, etc, a device can apply machi
learning techniques to arrive at a prediction of how scarce t
battery resource is. Thus, even if Joe User’s battery is full,

Joe leaves his home city and heads to the airport, Joe’s devi Haggle
could infer that there may be no charging opportunity for son

time, and therefore be conservative with battery consumptic

Conversely, if Joe User’s battery is only at 10%, but Joe w Protocols
be home in 10 minutes and habitually plugs their device in ¢
arrival at home, then perhaps there is plenty of battery to u
for even low-priority application tasks.

Because Haggle has the ability to centrally manage
networking and storage consumption of a mobile node, it
also the correct place for battery consumption to be managed
and where control over its consumption can be exerted — Fig. 2. Overview of Haggle architecture
e.g. a particular connection opportunity might be deliberately
unused because Haggle determines that the utility gained does

Interfaces

not outweigh the battery cost. the delivery method, and making the application code
simpler.

J. Use and integrate with existing application infrastructure  Haggle performs delivery using user-level names, allow-

where possible ing it to make use of all suitable protocols and network

interfaces for delivery of a given data item.

Haggle includes a resource management component
which mediates between the other three components
using user-specified priorities to ensure efficient resource

Haggle is not intended as an academic exercise in network
architecture design, it is intended to be practical and useful.®
We must therefore pay close attention to existing deployments
of applications and infrastructure for these applications, and
integrate and reuse these. Haggle can gain three key advan- ' . _ ) .
tages from doing so. First, Haggle is more easily incrementally V& now discuss the functionality of the four modules in
deployed to users if they can interact with other users wigore detail.
do not yet have Haggle, via backwards compatibility. Secongl, yser Data

users may wish to continue using the same, familiar appl"AppIication Data Units (ADUSs) are Haggle's format for user

cation interfaces that they already make use of. Third, there :
data, and as the name suggests they are an encapsulation for a

is a vast infrastructure already deployed that will not Chan%%ta item meaningful to an application such as a photo, a music

overnlg_h_t, Wh.'Ch Haggle must make use of in order to bfﬁe, a webpage, a message, etc. In the spirit of Application
competitive with the status quo.

Layer Framing [7], ADUs are not only the unit of data for
applications, but are also the unit used for transfer between
Haggle nodes, i.e. they are the messages in message switching.

Haggle is the name given to our new network architectur&n ADU is comprised of many attributes, where an attribute
which applies the principles outlined above to overcomie a type-value pair. The type is always a text string, the value
the problems with the status quo and effectively operate jnay also be a text string, but may also be a binary stream,
the PSN environment. Haggle is an unlayered architectusgy. for the mp3 file comprising the main content of an ADU
which internally comprises four modules; delivery, user datggpresenting a song. The intent is for rich metadata about
protocols and resource management, as shown in Figure edch object to be exposed as attributes — such data could
As compared to the current network architecture in Figure Be duplicated in the binary stream section if this is useful for
we immediately notice a number of high-level differences: the application.

« User data is not isolated from the network, allowing it to An ADU attribute can be used to store such information as:

be shared with other suitable nodes without an applications Descriptive information for user data, e.g. keywords for
being involved in each transfer a picture.

« The application does not include network protocol func- « Document management information, e.g. the creation-
tionality, making it easy for it to be agnostic as to  date, creation-user, modification-date, etc.

V. THE HAGGLE ARCHITECTURE
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« Security and permissions information, e.g. the list of locdle easily split off from the rest of the message, e.g. by
users with access permission, whether the item must &e intermediate node whose user had specified an interest
encrypted on leaving the node, and information to the photographs of sunsets, while the whole message was
encryption method and key delivered. In implementation, the photo itself would not be

Novel forwarding algorithms are a key research area f@¢Plicated on a node’s disk, but instead pointers to the same
Haggle, and the ADU structure provides flexible support féfata file would be used for efficiency.
forwarding algorithms. This is achieved by storing forwarding
state in ADUs as well as application data described above.
Unlike with packet headers in traditional protocols, ADUs arg. protocols and Naming
a flexible data format that can easily be modified to add or

remove fields. o _ A key feature of Haggle is the use of user-level naming
Thus, ADUs can also contain information about forwardingchemes for data transfer decisions. This immediately raises
state such as: the question of how these high-level names get translated into

« a list of destination names and addressing hints for tholeaver-level addresses that the physical network interfaces can
names (there can be more than one destination, each wige for transmission. In other words, what is the equivalent of
more than one way to get there). ARP for Haggle?

» details of the source node. In order to answer this question, we must examine what

« a list of forwarding hints, informing intermediate nodegn “address” is for Haggle. We define an address as any
of dynamic information (e.g. X-was-seen-at-time-T-by-Yhame for which there is a protocol available in the Protocols

« alist of nodes which it has passed through module (see Figure 2) which is capable of sending the ADU

« timeout/flooding avoidance parameters — e.g. max dty that address. Different connectivity situations and different
plication count, max hop count, deadline applications require different address types, for example, the

« a priority level specified by the source node use of local connectivity to share ADUs with a neighbour

« security information, e.g. an authentication signature @fight use a Bluetooth or 802.11 MAC address as a Haggle
encryption details for the claimed ADUs address, while when using infrastructure, an email address can

« any other data relevant for forwarding tasks — since thg used as a Haggle address (if an email protocol is supported).
ADU format allows a variable number of attributes, a newote that different nodes might regard different types of
forwarding algorithm can easily send other data. name as “addressable” because of their different capabilities

1) ADU Example: The example ADU below represents a— to a node with geographic information and forwarding

message including a photo, some text, and forwarding st@gpabilities, a GPS coordinate is an addressable name, while to

for the message. another node that name needs to be mapped onto another name
type before forwarding can occur. Mechanisms for mapping
Filename DSC10027.jpg between names are therefore very important in Haggle.
M|me.-Type image/jpeg There are many methods by which names can be mapped to
Creation-date  1/1/2006 17:32 other names. An ADU can contain mappings between names,
Created-by James Scott e.g. the ADU example given above, which specified mappings
Security-group  Public between a non-addressable personal name, and email, tele-
Keywords Athens, Greece, seashore, sunset  hjone and Bluetooth MAC addresses which various underly-
Data [binary jpeg data] ing protocols could use. Names can also be dynamic, e.g. the
_ _ current IP address of an infrastructure-connected mobile node,
Mime-type text/plain which changes from time to time, or the current location of a
Date "1/ 1,/ 2006 17:40 ) node (if a geographic routing protocol is available). Both static
Data Wish you were here! and dynamic name mappings may be found in the ADU itself,
or may be found other ADUs acting as name lookup tables
Date 1/1/2006 17:40 , on the local node. Such naming ADUs might be created by
From "James Scott ;”James.w.scott@lntel.conappncations (e.g. contact details for a particular person) or
To “Jon Crowcroft”; +447123456789; by forwarding algorithms (e.g. using neighbourhood device
jon.crowcroft@cl.cam.ac.uk discovery). The use of a standard ADU format for naming
To Pan Hui"; pan.hui@cl.cam.ac.uk; has the benefit of allowing different nodes, applications, and
. BT OF:CC:3E:C9:87:21 forwarding module implementations to parse naming ADUs
Priority > from each other. The flexible nature of ADUs also means that
TTL-hops 100 different naming schemes can be constructed easily, enabling
TTL-deadline  2/1/2006 17:40 the use of Haggle for new applications and protocols in a way

Note that this ADU comprises three sections, similar tthat highly-specified lookup tables (e.g. DNS MX records) do
emails with different message parts. Thus, the photo couidt.
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C. Neighbours and Forwarding « Haggle provides applications the ability to specify net-
working tasks based on the contents of ADUs, e.g. asking
Haggle to retrieve ADUs that are photos of a particular
place and time, or webpages with certain keywords.
Haggle abstracts the networking facilities of the mobile
device so that the application does not need to implement
particular transfer protocols which are infrastructure-
centric, and can instead transparently make use of neigh-
bourhood, infrastructure, and mobility-based data transfer
opportunities.

Haggle provides a way of naming and addressing entities
which are not single network nodes (as with IP) but are
high-level concepts such as people, places, services, or
information.

Haggle allows applications to specify priorities for tasks,
so that the limited resources of mobile devices can be
spent for maximal user benefit, and spare resource can be
used for secondary tasks (e.g. web prefetching) while not
jeopardising the primary tasks (e.g. urgent messaging).

As previously mentioned, Haggle must perform neighbour
discovery in order to take advantage of connection opportuni-
ties. The result of neighbour discovery is that some set of
addresses are marked as “nearby”. One example might bé
Bluetooth inquiry, which would result in a set of Bluetooth
MAC addresses being marked as “nearby”, while another
example would be that when an accessable AP is seen,
all Internet domain names would be considered “nearby”.
Forwarding algorithms in Haggle estimate the “benefit” of
performing a transfer of a given ADU (or set of linked ADUs) *
to a given nearby node. While some transfers are obviously
beneficial, e.g. the transfer of an ADU to an email address
which it lists as a destination, other transfers are less obvious,
e.g. the transfer of the same ADU to a node which is not the*
final recipient but might be willing to help in the transfer
process, or the transfer of a ADU requesting content to a
particular neighbour who may or may not help provide the
content requested.

D. Resource Management

All use of resources in Haggle is controlled by the re- VI. RELATED WORK
source management module. This operates by performing

. . . 3 this section we discuss related work by ourselves and b
cost/benefit analysis on “tasks” that other modules specify. Tgfﬁ ers y y

forwarding module, for example, specifies a number of poten-As with many pieces of research, the proposed architecture

tial transfers as “tasks” with associated benefit estimates, arlcgove Creates as many questions as it answers. There are many

also gives enough information so that the “cost” of those tasgﬁallenges faced in PSN [8]. These include the problems of

can be estimated in terms of resources consumed, includi &igning forwarding algorithms for the PSN environment, of

terlg use of network bandwidth, battery power, monetary CO%tr’eating suitable naming schemes and mapping those names

anto deliverable addresses, of security and privacy protection,
The resource management module compares the cost vr\élllﬂ?j
the

- ) X o of usability when there are no end-to-end guarantees.
the benefits to decide what action to take next. In addition, y g

t modul text-based inf Our approach towards these challenges is practical rather
resouree managemen: modu'e can use context-vasee Mo han theoretical, using implementation, deployment, and mea-
tion to estimate thescarcity of resources, e.g. the network

. . : i . t. Th hitecture desi b is being impl ted
bandwidth available, the expected time until battery Charg"?suremen © architecture design above 1S being Impiemente

) situations, and, in collaboration with others, to address the
By performing resource management centrally, we allo

licati in shari h h\V/\é\rious challenges detailed above.
applications to cooperate in sharing resources rather than, ... mobility for data transfer has been explored by

competing, since applications can specify priority levels fqa{ number of different research groups, including under the
various actions and allow low-priority actions to avoid usinE'

W I e th ith the abi ames of “data mules” [9] and “message ferries” [10]. In
scarce resources. We can also provide the user wi €a ”é{ggle, our approach has been to perform measurements of
to specify global preferences for the device, e.g. regulating t

. f ve bandwidth ble | fiman mobility patterns [3], [11]. These have found that
consumption of expensive bandwidth to an acceptable eVe‘tITuman mobility has significantly different characteristics to

those assumed in simulations which have previously been
used to evaluate neighbourhood forwarding algorithms, e.g. in

The Haggle architecture provides a new abstraction layer {@fohile ad-hoc networks which have relatively dense networks.

mobile applications, at a much higher level than the “socke€ch measurement traces can be used to help design and
abstraction that is currently used. The key properties of t@@ajuate forwarding algorithms for the PSN environment.
Haggle architecture from the application’s point of view are: Delay-Tolerant Networks (DTN) [12], [13] focuses on pro-

o Haggle supersedes the file system on mobile devicéscols addressing scenarios where TCP/IP networking is not
providing a persistent storage abstraction for Applicatidieasible, with two such scenarios being when there are large
Data Units (ADUs) which allows applications to specifitime delays (e.g. in interplanetary networks), or when there
a rich set of metadata governing how that data is useds no contemporaneous end-to-end link, e.g. when using a

E. Interacting with applications
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“message ferry” to physically carry data to remote locationsg] P. Hui, A. Chaintreau, R. Gass, J. Scott, J. Crowcroft, and C. Diot,

Haggle shares some of its principles with DTN, such as the use
of message switching and opportunity-oriented networking,
but is additionally exploring ideas such as the mapping of]
user-level names onto many parallel delivery methods, the

exposure of all user data to the network, the use of request

response as network primitives, and the key role of resource

management.

The data-centric networking aspect of Haggle is similé%ll
in nature to a number of efforts, including FreeNet [14]
and Distributed Hash Tables (DHTs) such as Chord [156
in which a hash of an object is used to locate an obje¢tg
and peer-to-peer networks such as eMule which allow text]
searches over metadata such as the file name to find objects.
In Haggle, we aim to perform data-centric networking in the
PSN environment, which does not have the relatively staljis]

connectivity assumed by the previous work.

VII. CONCLUSIONS ANDFUTURE WORK

Haggle is a network architecture designed from the ground
up around the needs of mobile users as characterised by the
Pocket Switched Networking environment. We have described
the motivation for a new architecture, and the principles
behind Haggle's design. We plan to build an open source,
cross-platform implementation of Haggle for mobile devices,
and trial this implementation with both new and existing
applications (via translating proxies when necessary). We also
plan to use Haggle to develop and evaluate solutions to various
challenges in PSN, including forwarding algorithms, security

policies, usability aids, and resource management policies.
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~ Abstract— Recently, the research on mobile ad hoc networks  In this paper, we propose and evaluate a practical archi-
is departing from the view of stand-alone networks, to focun  tecture to build multi-hop hybrid ad hoc networks used to
hybrid self-organized network environments interconnecéd to extend the coverage of traditional wired LANSs, providing

the Internet. This type of networks is built on a mix of fixed and . . . .
mobile nodes using both wired and multi-hop wireless techrlo- mobility support for mobile/portables devices in the loasta

gies, and may be easily integrated into classical wired/wéless €nvironment. More precisely, we envisage a hybrid network
networking infrastructures. In this paper we design a lightweight environment in which wired and multi-hop wireless techrolo
and efficient architecture to build such a multi-hop hybrid ad hoc gies transparently coexist and interoperate. In this netwo
network, which will be used as a flexible and low-cost extensi separated group of nodes without a direct access to the

of traditional wired LANs. Our proposed architecture provi des t king infrastruct f d hoc “islands” establishi
transparent global Internet connectivity and self-configuation to networking Inirastructure formad hoc “islands’, establishing

mobile nodes, without requiring configuration changes in te pre-  Multi-hop wireless links. Special nodes, hereafter intidaas
existing wired LAN. Differently from most of the implemented gatewayshaving both wired and wireless interfaces, are used
solutions, which are based on complex IP-based mechanismsito build a wired backbone interconnecting separated ad hoc
such as Mobile IP, IP-in-IP encapsulation and IP tunneling,our components. To ensure routing between these ad hoc parts,

proposed system operates below the IP level, and employs gnl . . .
layer-2 mechanisms. We have prototyped the core functionies & proactive ad hoc routing protocol is implemented on both

of our architecture, and we present several experimental reults gateways’ interfaces. In addition, the gateways use thiegdv
to verify the network performance constraints, and how different  interfaces also to communicate with static hosts belonging

OLSR parameter settings impact on them. to a wired LAN. The network resulting from the integration
of the hybrid ad hoc network with the wired LAN is an
|. INTRODUCTION extended_AN, in which static and mobile hosts transparently

communicate using traditional wired technologies or ad hoc
A mobile ad hoc network (MANET) is a collection of mobilenetworking technologies.
nodes connected together over a wireless medium, whichn this work we specifically address several architectural
self-organize into an autonomous multi-hop wireless netwo issues that arise to offer IP basic services, such as roatidg
Traditionally, MANETs have been considered stand-alone Internet connectivity, in the extended LAN. First, we prepo
networks, i.e., self-organized groups of nodes that opdrat a dynamic protocol for the self-configuration of the ad hoc
isolation in an area where deploying a networking infrastrunodes, which relies on DHCP servers located in the wired
ture is not feasible due to practical or cost constraintg. (e.part of the network, and it does not require that the ad hoc
disaster recovery, battlefield environments). Howevés,iiow node to be configured has a direct access to the DHCP server.
recognized that the commercial penetration of the ad hbt addition, we design innovative solutions, which exploit
networking technologies requires the support of an easysacconly layer-2 mechanisms as the ARP protocol, to logically
to the Internet and its services. In addition, the recenaades extend the wired LAN to the ad hoc nodes in a way that
in mobile and ubiquitous computing, and inexpensive, fibeta is transparent for the wired nodes. More precisely, in our
devices are further extending the application fields of ad harchitecture the extended LAN appears to the external world
networking. As a consequence, nowadays, multi-hop ad hice., the Internet network, as a single IP subnet. In this,way
networks do not appear as isolate self-configured networkise hosts located in the Internet can communicate with ad hoc
but rather emerge as a flexible and low-cost extension ofdwiraodes inside the extended LAN as they do with traditional
infrastructure networks, coexisting with them. Indeed,eavn wired networks. Previous solutions to connect ad hoc nédsvor
class of networks is emerging from this view, in which a mixo the Internet have proposed to use access gateways that
of fixed and mobile nodes interconnected via heterogeneammplement Network Address Translator (NAT) [2] or a Mobile
(wireless and wired) links forms a multi-hop hybrid ad hotP Foreign Agent (MIP-FA) [3]. However, such approaches
network integrated into classical wired/wireless infrasture- are based on complex IP-based mechanisms originally defined
based networks [1]. for the wired Internet, like IP-in-IP encapsulation and IP

87



tunneling, which may introduce significant overheads arthndoff between gateways without TCP-connection breaks.
limitations, as discussed in depth in the following sedicn In general, between pairs of gateways in radio visibility of
the other hand, the architecture we propose in this paper igach other, two direct links can be established, both wired
lightweight and efficient solution that avoids these ovadse and wireless. However, in our model we assume that the
operating below the IP level. By positioning our architeetu gateways always use the wired link to communicate. The
at the layer 2 (data link layer), we may avoid undesired amdotivations behind this requirement will be clearly disses
complex interactions with the IP protocol and provide glob@n Section V. However, this is a quite reasonable assumption
Internet connectivity and node self-configuration in a versince wired links have higher bandwidth than wireless links
straightforward way. and the routing protocol should assign them a lower link.cost

In the past, other architectures have been proposed to
provide ad hoc support below IP. For example, in [4] la-
bel switching was employed to put routing logic inside the
wireless network card. More recently, the LUNAR [5] ad
hoc routing framework and the Mesh Connectivity Layer S v i
(MCL) [6] have been proposed. These solutions locate the ad
hoc support between the lay2r(data link layer) and laye | Q%@ @} @
(network layer). This “layeR.5” is based orvirtual interfaces
that allow abstracting the ad hoc protocols from both the
specific hardware components and network protocols. How-
ever, this interconnection layer requires its own namind an
addressing functionalities distinct from the layer-2 addes N ‘
of the underlying physical devices. This may significantly e T %
increase the packet header overheads. On the contrary, our E
proposed architecture is totally located inside layer @uoing
implementation complexity and ensuring minimal additiona Fig. 1. Reference Network Model.
overheads.

We have prototyped the main components of our architec-The wired LAN is interconnected to the external Internet
ture in a general and realistic test-bed, in which we have céinrough a default routeR. In addition, one or more DHCP
ried out various performance measurements. The experaineservers are located in the wired LAN to allocate network
results show the performance constraints with mobility aratidresses to hosts. In the following sections, we will erpla
Internet access, and indicate that an appropriate tuninigeof how these DHCP servers could be used to assign IP configu-
routing protocol parameter may significantly improve thé& neration parameters also to the ad hoc nodes. For the purpose of
work performance. The rest of this paper is organized as faimplicity, we assume that all the IP addresses are alldcate
lows. Section Il introduces our network model. In Sectidn Il from the same IP address bloBHRs/L. According to standard
we discuss available solutions for Internet connectivitgl a notation IPg indicates the network prefix, and L is the network
node self-configuration in MANETSs. Section IV outlines thenask length, expressed in bits (e.l?s/L = X.Y.96.0/22).
relevant protocols used in our architecture. In Section ¥, wAssuming that the extended LAN adopts a unique network
describes the layer-2 architecture we propose to buildilybaddress implies that the extended LAN appears to the externa
ad hoc networks interconnected to the Internet. Section Wibrld, i.e., the Internet network, as a single IP subnet.
shows experimental results on the performance constrafints Standard IP routing is used to connect the extended LAN
our solution. Finally, Section VII draws concluding remarkto the Internet. However, a specific ad hoc routing protogol i
and discusses future work. needed to allow multi-hop communications among the ad hoc
nodes. In this work we decided to use a proactive routing pro-
tocol as the ad hoc routing algorithm (such as the Optimized
Figure 1 illustrates the reference network model we assumi@k State Routing (OLSR) protocol [7] or the Topology
in our architecture. We consider a full-IP network in whiclDissemination Based on Reverse-Path Forwarding (TBRF)
all the traffic is transported in IP packets. In this networkputing protocol [8]). The motivation behind this desigroate
mobile/portable nodes far away from the fixed networking that proactive routing protocols usually support gatesya
infrastructure establish multi-hop wireless links to coomia  allowing these nodes to use special routing messages to set
cate (e.g., using IEEB02.11 technology). As shown in the up default routes in the ad hoc network. Indeed, defaulta®ut
figure, gateways, i.e., nodes with two interfaces - both advir@are an efficient mechanism to forward traffic that does not
and wireless - are used to connect the ad hoc componedmise an IP destination locally known to the ad hoc network.
to a wired LAN (e.g., an Ethernet-based LAN). In our arin addition, proactive routing protocols, adopting claasi
chitecture, it is allowed the multi-homing, i.e., the pmese link state approaches, build the complete network-topplog
of multiple gateways within the same ad hoc componemnowledge in each ad hoc node. This topology information
Consequently, specific mechanisms are required to sugport tould significantly simplify the operations needed to aogui

Router

Wired LAN

Gateway

II. NETWORK MODEL
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Internet connectivity. In this work, the reference ad hadiirgy  working in the MANET, or the ad hoc nodes are configuaed
algorithm is OLSR, but our architecture is general and it jgriori. Indeed, a node in an IP-based network requires a unique
equally applicable to other proactive routing protocols. IP-based address, a common netmask and, eventually, dtdefau
gateway. In traditional networks, hosts rely on centralize
servers like DHCP [13] for configuration, but this cannot
The implemented solutions to provide Internet connegtivit be easily extended to MANETSs because of their distributed
MANETSs are mainly based on two different mechanisms. and dynamic nature. However, various protocols have been
One approach is to set up a Mobile IP Foreign Agent (MIroposed recently in literature for the purpose of address
FA) in the gateway and to run Mobile IP [3] in the MANET. Inself-configuration in MANETSs. In general, with protocols
this way, the ad hoc node may register the foreign agent caosing stateless approaches nodes arbitrarily select oeir
of-address with its Home Agent (HA). Whenever an ad haddress, and a Duplicate Address Detection (DAD) procedure
node MN wants to contact an external host X, it uses its horieeexecuted to verify its uniqueness and resolve conflicts. O
address (i.e., a static IP address belonging to its homeomi€w the other hand, protocols based of stateful approachesiexec
as source address. As a consequence, the return traffidéslrodistributed algorithms to establish a consensus amondyall t
to the home network through standard IP routing. The HAodes in the network on the new IP address, before assigning
intercepts the traffic, encapsulating it using the careduress, it. The protocols proposed in [14] and [15] are examples ef th
and it tunnels the encapsulated packets to the FA. The F#ter and former approach, respectively, while [16] prése
removes the outer IP header and delivers the original packgeneral overview of the several solutions currently audda
to the visiting host MN. Different versions of this approaciGenerally, all these protocols assume reliable floodingdteio
have been proposed and implemented for proactive [9] atadsynchronize nodes’ operations and resolve inconsiggnc
reactive [10] ad hoc networks. A drawback of these solutioms the MANET, but this is difficult to be guaranteed in ad
is that they require significant changes in the Mobile IRoc networks. Another main limitation of these solutions is
implementation since the FA and the mobile node cannibiat they are designed to work stand-aloneMANET, while
be considered on the same link. Moreover, the mobile node protocols have been devised to take fully advantage of
has to be pre-configured with a globally routable IP addrefi®e access to external networks. In addition, the problems
as its home address, limiting both the ability of formin@f selecting a unique node address, routing the packets and
totally self-configuring and truly spontaneous networksg a accessing the Internet are still separately addressede \ahi
the applicability of these schemes. unified strategy may be beneficial, reducing complexitie an
An alternative solution to interconnect MANETS to theoverheads.
Internet is to implement a Network Address Translation
(NAT) [2] on the gateway. In this way, the gateway may
translate the source IP address of outgoing packets from #tds section gives a short description of the protocols,cihi
ad hoc nodes with an address of the NAT gateway, whiclur architecture is based on.
is routable on the external network. The return traffic is
managed similarly, with the destination IP address (ilee, tA- OLSR
NAT-gateway address) replaced with the IP address of the Blde OLSR protocol [7], being a link-state proactive routing
hoc node. NAT-based solutions have been designed for betlotocol, periodically floods the network with route infor-
proactive [11] and reactive [12] ad hoc networks. NAT-basedation, so that each node can locally build a routing table
mechanisms appear as easier solutions than MIP-FA-basedtaining the complete information of routes to all the
schemes to provide Internet access to MANETs. Howevernades in the ad hoc network running on their interfaces the
problem that arises with NAT-based solutions is multi-hogni OLSR protocol. The OLSR routing algorithm employs an
i.e., the support of multiple gateways in the same MANEEfficient dissemination of the network topology informatio
Indeed, to avoid session breakages it is necessary to ehsitireby selecting special nodes, the multipoint relays (MPRs), t
all the packets from the same session are routed over a speddiward broadcast messages during the flooding process. The
gateway. A proposed solution to this issue is to explicitlimk state reports, which are generated periodically by MPR
tunnel all the outgoing traffic from the same communicatioare called Topology ControlTC) messages. MPRs grant that
session destined to the external network to one of the &kailaTC messages will reach all 2-hop neighbors of a node. In
gateways, instead of using default routes. A limitationto§t order to allow the injection of external routing informatio
strategy is the additional overhead introduced by the RRin into the ad hoc network, the OLSR protocol defines the Host
encapsulation. Moreover, the ad hoc nodes should be prbvidgend Network AssociationHNA) message. ThelNA message
with the additional capability of explicitly discoverindhé binds a set of network prefixes to the IP address of the node
available gateways. This would eventually require exmsi attached to the external networks, i.e., the gateway nade. |
to the ad hoc routing protocols. this way, each ad hoc node is informed about the network
Both the two classes of solutions discusses above implicitlddress and netmask of the network that is reachable through
assume that either there is a dynamic host configuratieach gateway. In other words, the OLSR protocol exploits the
protocol designed to configure the nodes such as to propeargchanism oflefault routego advertise Internet connectivity.

IIl. RELATED WORK

IV. PROTOCOLDESCRIPTIONS
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For instance, a gateway that advertises @te0.0/0 default CAd Hoc Wired LAN
route, will receive all the packets destined to IP addresses omponent
without a known route on the local ad hoc network.

Neighbor Req

Neighbor Reply

B. ARP Protocol Conf Req

IP-based applications address a destination host using its
address. On the other hand, on a physical network individual DHCP_Request ™M
hosts are known only by their physical address, i.e., MAC
address. The ARP protocol [17] is then used to translate,
inside a physical network, an IP address into the related DHCP_ACK.
MAC address. More precisely, the ARP protocol broadcasts DHCP_ACK |4
the ARP.Requestmessage to all hosts attached to the same
physical network. This packet contains the IP address the _ _ DHCP
sender is interested in communicating with. The target,host Node /i Node | Gateway  geryer
recognizing that the IP address in the packet matches its own
returns its MAC address to the requester using an unicaslt:ig )
ARPReplymessage. To avoid continuous requests, the hosts~
keep a cache of ARP responses.

In addition to these basic functionalities, the ARP protoco
has been enhanced with more advanced features. For instance

) . X : . Joining the ad hoc part of the extended LAN, it broadcasts
in [18] it has been proposed tRoxy-ARPmechanism, which a special message, thideighborReqmessage. At least one

allows constructing local subnets. Basically, the ProxyPARneighbor that is already configured, i.e., it has joined the a

technique allows one host to answer the ARP requests indende : . .
. N . oc network, will respond with &eighborReply message.
for another host. This mechanism is particularly useful mvh

a router connects two different physical networks, SstA FNOdez selects one of the responderas intermediary in the

and NetB belonging to the same IP subnet. By enabling ifyocess of address resolution. Then, nodends a&ConfReq

Proxy ARP on the router’s interface attachedN®tB any host m:zggg tt(()) i:;grr?lhr?zggthna?ji?\?v?lf é)e(ggiiev(\;lrghi tsa(i)%rrllffl}ctlﬁle
A in NetAsending an ARP request for a host BNietB will 9

receive as response the router's MAC address. In this Wiocess of acquiring the needed IP configuration parameters
t

Conf Ack
DHCP Request

DHCP_ACK .- »

P

Message exchanges during the ad hoc node self-coatfigu

when host A sends IP packets for host B, they arrive to t P’e nodej acts as groxyfor the node). In fact, on receiving

r
e v . . . .
router, which will forward such packets to host B. eConfRegmessage from nodenodej activates its internal

DCHP Relay agent, which issues an unicB$tCP_Request

V. PROPOSEDARCHITECTURE to one of the available DHCP servers. The DHCP server
. . _— receiving the request, will answer to the DHCP Relay with
Our design goal in the definition of the rules and opera- o i .
. : . ; a DHCP_Ack containing the IP configuration parameters. The
tions of the proposed architecture is to provide transgaren

. . ' - . configuration process is concluded when the DHCP Relay
communications between static nodes (using traditioneddvi " .

. i . forwards theDHCP_Ack message to the initial nodé that
technologies) and mobile nodes (using ad hoc networki

technologies), employing mechanisms that run below the |I§now configured and can join the network. After joining the

layer. As discussed in the introduction, in this work we adr network, node may also t_urn.|tself |_nto a DHCP R‘?'ay fqr
: ) . . the DHCP server from which it received the IP configuration
two relevant issues: node self-configuration and globairhet

connectivit parameters, letting other nodes to subsequently joiniagath
- hoc component. Finally, it is worth noting that it is not nedd
A. Ad Hoc Node Self-configuration any initialization procedure for the ad hoc network, beeaus

The main obstacle to use a DHCP server for self-configuratig)hne gateways are dlrec'_cly connected to the wired LA.N and
n broadcast ®HCP_Discover message to locate available

of ad hoc nodes is that the DHCP server may be not reachafic . : .
- . . ervers. In this way, the first mobile node to enter the ad hoc
to the new node, due to mobility or channel impairments. n

addition, the ad hoc nodes may need multi-hop commu network may find at least one gateway capable of initiating

- X ;
cations to reach the DHCP server, but a unique addressthg llustrated configuration process.

necessary to execute ad hoc routing algorithms capable ofOur proposed node self-configuration mechanism is some-
establishing such communications. To solve these prohlerhsw similar to the one described in [15]. In that paper,
we assume that the DHCP servers are located only in the wiedpreliminary message handshake was used to discover a
part of the network, while in the ad hoc part of the network weeachable MANET node that could act as initiator of the
implement dynami®HCP Relayagents. These are special reeonfiguration process. On the contrary, in our solution the
lay nodes passing DHCP messages between DHCP clients auitiator node exploits the resources of the external wired
DCHP servers that are on different networks. As illustrated network to which the ad hoc component is connected, to
Figure 2, when a new mobile hashot yet configured attempts perform the IP address resolution.
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B. Global Internet Connectivity IP longest-matching rules. More precisely, we split thgjioal
our design goal is to support Intranet connectivity (i.eme 'F Subnet into two consecutive smaller subriéts;. /(L +1)

munications with nodes inside the same IP subnet) and IeterﬂndIPSU/(L+1)’ such as to havg that the union of these two
connectivity (i.e., communications with nodes of extertl sets is equal téPs/L. In the considered casI(P%L/(L—i-l):
networks) for the mobile nodes, without any configuration Y -26-0/23 and IPsy/(L+1) = X.Y.98.0/23" Then, we
change in the pre-existing wired LAN. The assumption th&é)nﬁgure all the gateways in such a way that they announce,
we take as starting point in our proposal is that the mobil rough the HNA messages, also th? connectl_wty to these two
nodes are configured with an IP address belonging to tﬁ\ébnetworks. In this way, each mobile host will have, for any

same IP subnet of the wired LAN. This is achieved usin@lOSt on the local wired LAN, a routing table entry with a
the mechanism described in Section V-A. ore specific network/mask than the one related to its vagele

In the following we will separately explain how the pro_interface. To better clarify this point, let us consider tiale

posed architecture ensures connectivity for outgoing and {\ls routing table.as shown in Table I. The entr&sQ,. and
coming traffic. 11 are the ones induced by the HNA messages arrived from

1) Connectivity for Outgoing Traffic.As outlined in Sec- GWIL. The entryl0 i_s automatically s_et up l_)y the operating
tion IV-A, the OLSR protocol builds the routing tables Wi,[hsystem when the wireless interface is configured with the IP

entries that specify the IP address of the next-hop neighdaoarram_eters. However, when searchmg the routing tabl_e for
to contact to send a packet destined to either another hos tching theIPH_gddress, node N will found the routing
subnetwork. More precisely, to send a packet to a destimatid " y9 more specn‘|c_ than entry0. Qonsequently, the angest-
IP address, the mobile host searches for the longest IP préﬂQtCh criterion applied to the routing table lookup, wilbudt

in the routing table matching the destination IP addrese Tﬁl hode N ::orrecttly forw:;]\rdlné; trHafflc to gateway GW1 (i.e.,
matching routing table entry provides the next hop to seed t € nearest one) ta reach node H.

packet. Since the gateways adverfise0.0/0 as default route, TABLE |
all packets destined for IP addresses without a specifierout NODE N’S ROUTING TABLE.
on the ad hoc network, will be routed on a shortest-hop basis
to the nearest gateway and forwarded to the Internet. Haweve Entry destination next hop metric _ interface
using 0.0.0.0/0 as default route for outgoing packets, intro- "1 X.Y.97.51/32 X.Y.96.102 2 eth0
duces an inconsistency when a mobile host sends IP packets2 X.Y.96.102/32 0.0.0.0 1 eth0
to a wired host inside the LAN. To explain this problem _3 X.Y.98.44/32 0.0.0.0 1 eth0
4 X.Y.98.24/32 X.Y.98.44 2 eth0
5 X.Y.96.18/32  X.Y.96.102 3 eth0
6 192.168.111.1/24  X.Y.96.102 2 eth0
7 192.168.111.2/24  X.Y.96.102 3 ethO
<~ = 8 X.Y.96.0/23 X.Y.96.102 2 eth0
’F e 9 X.Y.98.0/23 X.Y.96.102 2 eth0
. o 10 X.Y.96.0/22 0.0.0.0 0 eth0
e 11 0.0.0.0/0 X.Y.96.102 2 ethO
e f! . 12 127.0.0.0/8 127.0.0.1 0 10
X.¥.98.44/22 §
O @ — O The mechanism described above resolves any eventual IP
T \i = x:t.o0.2022 inconsistency that could occur in the mobile hosts, but iy ma
® cause problems for the gateways. In fact, being part of the

X.Y.97.151/22

ad hoc component, the gateways will receive HNA messages
Fig. 3. lllustrative network configuration. sent by other gateways, setting up the additional routirigesn

advertised in these messages. However, when a gateway wants
let us consider the simple network configuration depicted ta send packets to a wired host on the local wired LAN
Figure 3. For illustrative purposes we assume that the IRegub(e.g., node H), the routing table lookup will choose one of
of the extended LAN i§Pg /L= X.Y.96.0/22L. If the mobile these two entries, instead of the entry related to its wired
node N {Px = X.Y.97.151/22) wants to deliver packets tointerface (i.e.,.X.Y.96.0/22). The effect is that the IP packet
the wired node HIPy = X.Y.99.204/22), the routing table will loop among the GW nodes until the TTL expires, without
lookup on node N will indicate that the node H is connectggaching the correct destination H. To resolve this problem
to the same physical network of node N’s wireless interface/e statically add in each gateway two further routing estrie
This will result in a failed ARP request for tH®y; address. To in addition to the one related to the default route”.96.1.
resolve this inconsistency, we will exploit the propertiéshe These two additional entries have the same network/mask as

the two announced in the HNA messages, but with lower

10n the gateways’ wireless interfaces we set up private |Resdds to
save address space. In this way, the gateways are globatipakle using the  2It is straightforward to observe that this operation is gisvéeasible, at
IP address on their wired interfaces. least for L < 32.
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metric. Again, to better clarify the routing operationg, lss to that node only over multi-hop paths not traversing other
consider the illustrative example shown in Figure 3. In &bl gateway3. Thus, it is highly probable that the considered
we have reported the GW1's routing table. In this examplgateway is the default gateway selected by that ad hoc node. T
eth0 is the GWL1's wireless interface andhl is the GWL1's illustrate how the proposed mechanism works, let us conside
wired interface. When gateway GW1 wants to send packetsth@ network in Figure 3. When a node on the wired local
node H, it will found two routing table entries matching th& AN (e.g., node H) wants to send packets to an ad hoc node
same number of bits of node H'’s IP address. These are gntrie.g., node N), it assumes that the ad hoc node is on the
(derived from HNA messages received from GW2) and entsame physical network. Hence, node H checks its ARP table
11 (statically configured on the gateway). However, entty for IP-MAC mapping and, if it is not present, it sends an
has a lower metric than enty (i.e., metricO against metric ARP request. The gateway GW1 fulfills the previously defined
1). As a consequence, the packets destined to host H cancbaditions (i.e., node N’s IP address has an entry in the GW1’
correctly forwarded to the host H on the local wired LANouting table with a netmas;5.255.255.255, which is related
through the GW1's wired interface. to its wireless interface), while GW2 does not. Conseqyentl
only GWL1 is allowed by the Proxy ARP server to answer with
an ARP reply. This ARP reply will insert the mapping [node
N’s IP address - MAC address of GW1'’s wired interface] into
the node H's ARP table. Thus, the packets sent from node H

TABLE Il
GW1'SROUTING TABLE.

Entr destination next ho metric  interface ) . . )

Y £ to node N will be delivered to GW1, which will forward them
1 X.Y.96.102/32 0.0.0.0 1 ethO de N. On the other hand. node N wil | de H
2 X.Y907.151/32  X.Y.96.102 2 eth0 to node N. On the other hand, node N will reply to node
3 X.Y.08.44/32 X.Y.96.18 3 oihl using GW1, as indicated by its routing table (see Table I).
4 X.Y.98.24/32 X.Y.96.18 2 ethl There are some network configurations where asymmetric
5 X.Y.96.18/32 0.0.0.0 1 ethl routing may occur, i.e., the forward path is different frome t
6 192.168.111.2/24  X.Y.96.18 1 etzl return path. For instance, let us consider the case in which
7 192'168‘1‘11'0/24 0.0.0.0 0 ctho node N is in radio visibility of two gateways GW1 and GW?2.
8 X.Y.96.0/23 X.Y.96.18 1 ethl SR : ’ :
9 X.v.98.0/23 XV 9618 1 oihl In this situation, the OLSR routing algorithm will randomly
10 X.Y.96.0/23 0.0.00 0 othl select one of these gateways as default gateway for node N.
11 X.Y.98.0/23 0.0.0.0 0 ethl However, both gateways are allowed to send ARP replies for
12 X.Y.96.0/22 0.0.0.0 0 ethl ARP requests issued by node H for the node N's IP address.
ﬁ 8-8-8-8;8 ))((-}3//5966-118 ? efﬁ In this case, the wired node H will update its ARP table using
5 157.0.0.0/8 5001 5 ) the information delivered in the last received ARP replyt Le

us assume that GWL1 is the default gateway for node N, but
GW?2 has sent the last ARP reply to node H. In this case, node
2) Connectivity for Incoming Traffic..A mechanism is H sends the traffic destined to node N to GW2, which routes it
required to ensure that the return traffic coming from hosts ¢o node N. On the other hand, node N sends packets destined
the local wired LAN or from the Internet (through the defaulto node H to GW1, which forwards them to node H. It is
LAN router, as shown in Figure 1), gets correctly routed timportant to note that asymmetric paths are not by themselve
the mobile hosts. Our basic idea is to introduce specific yProa problem. Indeed, both node N and H correctly receive and
ARP functionalities into each gateway, in such a way thaend their packets. In addition the asymmetric routing mccu
the gateways can hide the ad-hoc node identity on the wiredly in symmetric topologies. Thus, it is reasonable to amsu
physical network, which the gateways are connected to. , Thirsthis local environment, that both paths are charactdrige
all mobile nodes located in the ad hoc component will appesimilar delays.
to wired hosts as being one IP-hop away. Internally to the ad3) Mobility Support.: In general, solutions to support In-
hoc component, the ad hoc routing protocol will transpdyentternet connectivity for ad hoc networks, which are based on
provide the multi-hop connectivity and the mobility suppor gateways, experience TCP-session breaks when the default
This is somehow similar to what is implemented in theoute changes, depending on dynamics and mobility in the
LUNAR framework [5], in which the entire ad hoc networknetwork. To avoid that TCP sessions break, in [12] it was
appears as a single virtual Ethernet interface. proposed to replace default routes with explicit tunneling
In our proposed solution, a Proxy ARP server runs dsetween the mobile nodes and the gateways. However, this
the wired interfaces of each gateway. The Proxy ARP servesmplicates significantly the implementation and intragiic
periodically checks the gateway'’s routing table and ARRetabrelevant overheads. On the contrary, in our architectuee th
such as to publish the MAC address of the gateway’s wiredobility is supported in a transparent way for the higher
interface for each IP address having an entry in the routing
table with a netmask55.255.255.255, and the next hop on the 3it is worth reminding that gateways are always intercorgatsing their
gateway’s wireless interface. The former condition is fiedi Wired interfaces. Hence, a route to reach a mobile node @erse two
only by mobile hosts that have joined the ad hoc network. Tﬁgéeways only if one of the link along the path is a wired lifk.this case

> ) ] . ‘the farthest gateway will have the next-hop routing entrytfiat mobile node
latter condition implies that the gateway can deliver teaffion its wired interface.
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protocol layers. Indeed, the only effect of changing thexdif =t VI A=
gateway for node N, is that the node N’s outgoing traffic is
routed towards the new gateway (e.g., GW2), while the initia

gateway (e.g., GW1) continues to receive the incoming traffi Gk REbbhibr L6 P
and to forward it to node N. This results into asymmetric E o T :‘m = a 5 3
routing. However, this asymmetry can be easily removed ¥ . 1= I ) g
by using an advanced feature of the ARP protocol. More f fil e T___?
precisely, when GW2 becomes aware that the next hop for S oy

the node N switches from its wired interface to its wireless "TTY [ow :

interface, it generates@ratuitous ARPon the wired interface a x

for node N’s IP address. This will update the ARP table in all [ Shmetas

of the wired hosts that have an old entry for the node N'’s IP
address. which was mapped with the MAC address of GWl'é:ig' 4. Trial scenario for testing Internet access using @nchetwork.
wired interface. This action restores a symmetric path ter t

active packet flows destined to and/or originated from node N
P g throughput of the number of wireless hops traversed in the ad

VI|. EXPERIMENTAL RESULTS hoc network to reach the gateway. During these tests all the
OLSR configuration parameters have been set up according

In particular, we have developed the software componert[l_? the default values indicated in the RFC specification [7].

S .
. . . . igure 5 and Figure 6 show the UDP and TCP throughput,
described in Section V-B, concerning the support of lntem?egpectively ob%ained during a single experiment gasl? a

and Intranet connectivity for the ad hoc nodes. Currently, Yunction of the time and for different chain lengths. Severa

are completing the implementation of the modifications tgbservations can be derived from the shown experimental

the DHCF.) Relay agents descnped n Sectlon_ V-A. For theFeesults. First, we can note that the maximum UDP throughput
reasons, in the following we will show experimental resultls,S alwavs areater than the maximum TCP throughout. for
measuring the network performance with mobility and Inéern ys g ghput,

. . every network configuration. This is obviously due to the
access, while we left for further work the testing of the pert ﬁdditional overheads introduced by the TCP return traffic,

mance (such as address allocation latency _and COMMUMCAR; 1 consists of TCP ACK packets. In addition, as expected,
overheads) of the proposed node self-conflgurano_n SChem‘?he longer the route, the lower is the peak throughput aekiev
b Inv?furltest-gezgawe:\ Tave :Jsd‘ﬂM IT-SOIaptgp:\;anrr:lntel | %y the session flow (both TCP and UDP). The figures show
fo-VAreless S Integrated wireless card. Ve have aisgy, that, although the nodes are static, the throughputtis n
used the OLSE.U”'K |mpl_ementat|on fpr I__|nu_x N VETSION stable, but both UDP and TCP flows could be in a stalled
9”?'8 [393]' The gwstalled Linux kter;el_ dlﬁ;gtﬁz Wf%?'g' condition for several seconds. An initial explanation oisth

i ke at oc r?t(t)' es e;rethconnec_e via ‘ dﬁ M\k/)wre e_?s route instability is that losses of routing control framesc
ks, :anfhml ng at t'e Sgélmurz; _:%g traff SS'. Otinduce the loss of valid routes. Indeed, the routing control
generate the asymptotic an raflic: during rHaames are broadcast frames, which are neither acknowdedge

; ) 4 . .
experiments we used thigerf toof. More precisely, the iperf nor retransmitted, hence they are more vulnerable to amiks

server (termination of the traffic sessions) runs in a Staté%d channel errors than unicast frames. However, a careful
host in the wired LAN, while iperf clients (originators of X

irafi . h b h th bil d analysis of the routing log files has pointed out another
rafiic sess!ons) ave been set up on the moblie NOdes, doant condition that contributes to the route instapbiln
not otherwise specified, the packet size is constant in

th . ¢ d the t Ny load i I% r static network. Indeed, we discovered that the OLSR
14i8e>t§p;erlmeDrlﬁs antl fe rarlrs]port%yer pla:E/ oa 'E_er?l:r? tI%tocol implements an over pessimistic estimation of the

ytes. Differently from other studies [ .]’ In whic ink quality that may cause to consider as lost a link that
network topology was only emulated by using tiietables

: i == is overloaded. More precisely, each node keeps updating a
feature of Linux, our experiments were conducted in rdalist P y PS Up g

i . ink_quality value for each neighbor interface. Every time
Eﬁﬁg;réos, with hosts located at the ground floor of the Cl\f OLSR packet is logink_quality— (1—a) - link quality’,

while every time an OLSR packet is correctly received
link_quality = (1—«) - link_quality + o, where then value is
) i the smoothing factor of the estimator. The OLSR specificatio
To measure the performance constraints in case of INterQgt ects as default configuration-0.5. This implies that the
access, we executed se_veral experiments in the teSt'?ﬁz _quality value is halved after each OLSR packet loss. The
shown in Figure 4. The distances between the ad hoc no‘i‘%?k_quality parameter is used to estimate the link reliability,

were set up in such a way to form a 4-hop chain topology..,rding to a procedure denoted ksk hysteresis[7].
with high-quality wireless links. The first set of experinien

was conducted to evaluate the Impact on the UDP and TCBTO identify the loss of an OLSR packet two mechanisms are :used

1) tracking the sequence numbers of the received OLSR packetg)
“http://dast.nlanr.net/Projects/lperf/. monitoring OLSR packet receptions during HELLO emission interval [7].

We have prototyped the core functionalities of our architese

A. Performance Constraints of Internet Access
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TABLE Il

UDP THROUGHPUT IN ACHAIN NETWORK, WITH AND WITHOUT

6 1 hop B HYSTERESIS
2 Eops
3 hops -
> 4 hops 1 ubP
HYST NO HYST
§ 4t ] 1 hop | 6.124Mbps B04Kbps) | 6.363Mbps (893Kbps) +4%
= 41 ] 2 hops | 1.252Mbps G5Kbps) | 2.501Mbps G7Kbps) | +100%
‘ 3 hops 700.4Kbps (0Kbps) 1.306Mbps @7Kbps) +86%
P 4 hops 520.6Kbps (4Kbps) 1.141Mbps G6Kbps) | +119%

100 150

TABLE IV

TCP THROUGHPUT IN ACHAIN NETWORK, WITH AND WITHOUT

Time (sec) HYSTERESIS
Fig. 5. Throughput of a single UDP flow for different chain dgims. TCP
HYST NO HYST
1 hop | 5.184Mbps 335Kbps) | 5.172Mbps (393Kbps) ~—
ol ] 2 hops | 956.1Kbps (123Kbps) | 1.517Mbps G7Kbps) | +58%
¥ 3 hops | 638.1Kbps (149Kbps) 891.7Kbps (77Kbps) | +39%
5 1hop - 1 4 hops | 345.9Kbps @7Kbps) 631.2Kbps (74Kbps) | +82%
2 hops
3 hops -
4 4 hops b

Mbps

statistically correct results, we have replicated eaclesrpent
five times. Tables Il and Table IV show the average and
standard deviation (in parenthesis) values of the measured
throughputs for the UDP and TCP case, respectively. From
the results we observe that the throughput performances are
significantly improved, with the improvement for &hop
chain reaching119% in the UDP case an®2% in the
TCP case. The study of routing table logs clearly indicates
that these throughput increases are due to an improvement
in the route stability with less frequent declarations oikli
drops due to erroneous estimations of links’ reliabilityid
worth pointing out that this issue has not been identified in
with two thresholds, calleddY ST THRESHOLD_LOW  previous experimental studies because either the mugti-ho
and HY ST THRESHOLD_UP. When link_quality < communications where only emulated [12], or the channel was
HYSTTHRESHOLD_LOW, the link is considered as loaded with low-intensityping traffic [20].
pendingi.e., not established. A pending link is not completely In addition to the hysteresis process, the OLSR proto-
dropped because the link information is still updated fafol employs several other mechanisms, as the link sensing,
eachHELLO message received. However, a pending link iseighbor detection and topology discovery, which signifta
not a valid link when computing routing tables. In additionaffect the route stability. Indeed, recent works [20], [2&le
a pending link can be considered again as established oinlyestigated how the setting of the classical OLSR routing
when link_quality > HYSTTHRESHOLD.UP. parameters may affect the network performances. However,
The OLSR  specification  suggests as  defaulbese works have specifically focused on the time required
configuration HY ST THRESHOLD_LOW = 0.3 and for route recalculation after a link drop due to node mo-
HYST THRESHOLD UP = 0.8. According to these bility. On the contrary, to conclude this section we will
values and to the scaling factos even a perfect link (i.e., a analyze the impact of different OLSR parameter settings on
link with link_quality = 1) will be purged from the routing the performance limits of Internet access in static network
tables when two consecutive OLSR packets are lost. Wenfigurations. More precisely, each OLSR packet, and the
argue that the standard setting of the hysteresis parasneieformation it delivers, has a fixed validity time. For inst,
introduces a critical instability in the routing tables,chase the information provided in #IELLO message is considered
it is not infrequent to loose broadcast packets (as the OLSRIid for a NEIGHB.HOLD_TIME. This implies that a node
packets are) when the channel is overloaded. detects a link loss with a neighbor from the lack HELLO

To verify our claim we have carried out a second set ofiessages during BIEIGHBHOLD_TIME. A similar check
experiments in the same network configuration depicted im performed for theTC messages, whose validity time is
Figure 4, disabling the OLSR hysteresis process. To provil®P_HOLD_TIME, and for theHNA messages, whose validity

100 200
Time (sec)

Fig. 6. Throughput of a single TCP flow for different chain déms.

More precisely, the value of th&nk_quality, is compared
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time is HNALHOLD_TIME. A possible strategy to avoid thatthan doubled the measured throughputs) by properly setting
links and routes are dropped from the routing tables becauibe OLSR parameters such as to improve route stability.

the related information has not been refreshed within the . ] N

corresponding timeout, is to increase the frequency usedBo Performance Constraints with Mobility

generate OLSR packets. This may increase the probability test the mobility support in a multi-homed network configu
that at least one new OLSR packet is received before itstion we considered the network layout illustrated in Feg.
validity time expires. The drawback of this approach is that In our experiments, node MN2 alternates between position P1
more frequent the OLSR protocol generates control messagesd position P2. More precisely, it starts in position P1ereh

the higher is the routing overheads. To quantify the tradiis in radio visibility of node MN1. After50 seconds it moves
off between routing overhead increases and route stability position P2, where it is in radio visibility of node MN3.
improvements, and how this impacts network performance, Wae time needed for moving from P1 to P2 38 seconds.
have carried out a set of experiments in a 3-hop chain using #fter other50 seconds, host MN2 goes back to position P1.
OLSR parameter settings shown in Table V. As listed in thEhis mobility patterns is periodically repeated throughthe
table, we compare the default parameter setting with déshbkest. TheHNA messages from GW1 and GW2 form default
hysteresis get]) with the cases in which the frequency ofoutes to the external network on a short-hop basis. Hence,
OLSR packet generations is two timese(2 and four times while connected to MN1, the node MN2 uses GW1 as default
(set3 higher, while the validity times are kept constant. gateway. On the contrary, when connected to node MN3, the
routes are recalculated and MN2 uses GW2 as default gateway.
The new default gateway GW?2 will also begin to act as Proxy
ARP for the mobile node. The return traffic will be consistgnt
routed through the new gateway as soon as either a new ARP

TABLE V
OLSRPARAMETER CONFIGURATIONS

OLSR parameters setl set2 set3 default

HELLO.INTERVALS) 2 T 0% 5 request for the MN2's IP address is iss_ued by the exterr_1a|
NEIGHR HOLD_TIME(s) 6 6 6 6 host, or the gateway GW2 sends a Gratuitous ARP; otherwise
TC.INTERVALS) 5 95 1.95 5 it will continue to arrive at the GW1 (see Section V-B.3 for
TOPHOLD_TIME(S) 15 15 15 15 the details).
HNALINTERVAL(S) 5 25 1.25 5
HNAHOII_D_TIME(S) 15 15 15 15 R R “»"ﬂmﬁ_ﬂ;ﬂ_‘“”‘ i
Hysteresis no no no yes @
. n wa . j)
. S " 'I ;%ulvk%ézalnﬁ g ﬂgz
TABLE VI LR =2 T b
UDP AND TCP THROUGHPUTS IN A3-HOP CHAIN NETWORK FOR g B — — | J :
DIFFERENTOLSR FARAMETER SETTINGS. " fify 1 ___f ;
{ .\ - ] | |7
Parameter Setting UDP TCP L le ] ‘T‘T—l—‘"_*_ &
default 700.4Kbps ©0Kbps) | 638.1Kbps (149Kbps) li4r 1 ‘._.’ A i
setl 1.306Mbps @7Kbps) | 838.5Kbps (7T9Kbps) L \‘J{I)—————————{}s ————— {ID
set2 1.605Mbps (76Kbps) | 1.020Mbps (LO5Kbps) ng] ]
set3 1.84Mbps (106Kbps) | 1.306Mbps (G6Kbps)

Fig. 7. Trial scenario for testing mobility support.

The experimental results obtained by replicating five times Figure 8 shows the TCP throughput achieved by MN2
the throughout measurements for UDP and TCP traffic adering a mobility test. We compare these results against the
listed in Table VI, in which the average throughput and ithroughput measured when node MN2 is fixed in position P1.
standard deviation (in parenthesis) are reported. The sholduring both experiments, the hysteresis process was digabl
results indicate that increasing the frequency the OLSRetac and the other OLSR parameters were set up according to
are generated by a factor of four, and maintaining the defatile default values indicated in the RFC specification [7]e Th
validity times, it is possible to improve the average thioogt shown results confirm that the TCP session does not break
of 40% in the UDP case, and 6% in the TCP case. We havewhen node moves. The major effect of node mobility is to
analyzed the routing table logs generated during the tdald introduce holes in the TCP traffic due to the time needed
again we have observed that the throughput increases are wueecalculate the new routes to reach the default gateway.
to an improvement in route stability. On the other hand, tHa the considered case of "soft” handoff, i.e., the mobile
increase of routing overheads has a negligible impact on thedes is in radio visibility of both node MN1 and node MN3
throughput performance. when changing position, we measured up2bseconds for

In summary, our experimental study indicates that thecomputing a consistent routing table in node MN2. It is
network performance of Internet access in static configamat worth noting that in similar experiments conducted in [11],
can be significantly enhanced (in some cases we have mtre throughput of mobile node was approximat&dys lower
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when mobile node changed position. This was expected Héis work was partially funded by the Italian Ministry for

cause the TCP-session continuity was ensured at the dédtication and Scientific Research (MIUR) in the framework
of using IP tunneling that introduces significant additionaf the FIRB-VICOM project, and by the Information Society
overheads. On the contrary our solution is very efficient affi@chnologies program of the European Commission under the

lightweight, because it operates directly at the data layjet.
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Fig. 8. Throughput of a single TCP flow with node mobility. 7]

VIl. CONCLUDING REMARKS 8]

In this paper, we have presented a practical architecture
to logically extend traditional wired LANs using multi-hop [g]
ad hoc networking technologies. Our proposed architecture
provides ad hoc node self-configuration and both Intrandt aﬂo]
Internet connectivity in a way that is transparent to theedir
nodes, i.e., without requiring changes in the pre-existiirgd
LAN. In addition, by locating our architecture below the 1A1]
level, we have designed a lightweight and efficient ad hoc
support framework, which is easy to be implemented antb]
introduces minimal overheads.

We have prototyped the proposed architecture to test g,
functionalities. The shown experimental results indisdtet:
i) the network performance of Internet access in static config¥

IST-2001-38113 MobileMAN project.
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Abstract—With the wide adoption of wireless communication has evolved through a patch style which has not added variety:
technologies, the current networking design of the Internet additions were made in a stealth way and have not dared
architecture has shown some limitations. Restricted by inherent to radically change or extend the core of IP forwarding. We
layering constraints, valuable networking information cannot ? . . . .
flow freely inside the network stack and potential operational refer here to _the introduction of the hidden routing hierarchy
optimizations are impossible to achieve. To overcome these limita- ahd mechanisms of AS, CIDR or MPLS as well as other
tions, we extend the current trend of cross-layer approaches with less successful projects (in terms of large-scale deployment)
a framework called underlay protocol fusion the basic building |ike RSVP, IP Multicast, and Mobile IP. Due to the end-to-
blocks of Internet functionality are factorized out and merged end principle, the place where the Internet has envisaged and
in a function pool where information sharing and operational - . . -
optimizations are performed. endorsgd functlonal_scallng, t_hat is the p053|b|_llty _to freely

To illustrate our approach, we present LUNARng (LUNAR add arbitrary customized functionality, is the application layer.
next generation). It is a fully distributed underlay protocol This is where remarkable breakthroughs have been achieved
designed for the Internet integration of wireless ad hoc net- and variety was obtained: DNS, eMail, Web, VPN, VoIP and
works (MANETs) where fundamental services such as name P2P are the highlights to mention here.

resolution, address autoconfiguration, and IPv4/IPv6 routing are The | flexibili f th | | sui
transparently available whether the MANET is connected or not e _OW exi '!tY of the current_ nt(_arnet prqtoco _swte
to the Internet. Internet integration refers here to the ability IS particularly striking when considering mobile wireless
to insert/removea MANET into/from the logical organization ad hoc networks (MANETS). The inherent distributed and
of the Internet without any loss of functionality. Moreover by infrastructure-less nature of MANETSs has indeed highlighted
using protocol modelsthe underlay nature of LUNARNg allows  y fundamental services of the Internet rely on a centralized
to optimally merge (with respect to the multi-hop nature of i del. That i h b f basi .
MANETSs) network operations which are traditionally carried client-server model. . at Is, the a Sence_ Or basic SerVI_CeS
out at different layers of the protocol stack. such as name resolution or address allocation does not strictly
prevent networking, but it strongly restrains the adoption of
Index Terms— Underlay MANET, Internet Integration, Proto- ~ Wireless ad hoc networking as a plug-and-play technology for
col Fusion. the masses. Therefore the ability of an autonomous MANET to
exhibit Internet-like functionalities (while not being connected
. INTRODUCTION to the Internet) is one facet of Internet integration: users should

A. Internet integration not experience a loss of commaodity other than the loss of

The design of the Internet is based on a thirty-years ofobal connectivity.
layering approach which aimed at factoring out functionality. A complementing aspect is the seamless integration of
Networking concepts were sought which are able to strettéfesh) MANETs with the logical (e.g. global addressing) and
from local scale to global size, from slow links to highspee@Perational (e.g. name resolution) organization of the Internet.
trunks, from PDAs to supercomputers. In spite of its slow evdhis property is the second facet of Internet integration: the
lution and monolithical design, the “canonical set” of protocol@bility for a MANET to adapt its internal behavior in order to
collected in the Internet-Suite has done a surprisingly good j#sertitself into a larger organization such as the Internet.
durmg the' last decade. Today however, thg I|m|tat|on§ of t  Underlay design for MANETS
one-size-fits-all approach have become visible especially wi
the advent of wireless communications. As stated earlier, the strict layering approach of the existing
These limitations can be linked to the incapacity of thkgacy TCP/IP model is slowing down or even preventing

Internet to scale in a functional way at the networking layer. #gnovative functionalities to appear at the network layer. It is
commonly agreed that more inter-layer coordination is needed

This work was carried out while Christophe Jelger was being sponsorggl\yireless networks when considering on one side the network
by an ERCIM fellowship during his stay in the Computer Networks Resear

h ; . .
Group at the University of Basel. He is now with Fraunhofer Fokus, als?élyer* and on the other_3|d'_e the_ phy3|cal an_d the link Iayer_s [1]
sponsored by an ERCIM fellowship. However, more coordination is also required among higher
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layer protocols. For example, we already demonstrated in [2]

how a single DNS name resolution request procedure can Application

gather enougleross-protocoldata to fulfill the tasks of link- Transport Additional

layer resolution aqd path setup.. o . Network /A Information flow
In order to achieve such optimizations, we introduce an from lower-layers

underlay shim that performgotocol fusionbased orprotocol Link é Z

models The goal is first to gather the previously isolated Physical

information provided by different task-specific protocols of the
network stack, and second to optimize the operation of these Fig. 1. Lower-layer feedback
protocols by anticipating their needs. In contrast to more clas-
sical cross-layer techniques which provide hints and triggers
between layers, we use an underlay located between thethp transport layer (e.g. to achieve TCP performance optimiza-
and Ethernet layers in order to have full control over the dai®ns via wireless-specific fine-tuning of TCP parameters). We
coming in and out of a node. Tasks that were previously carrilgnote such approaches as lower-layer feedback techniques,
out by remote servers at different layers are now performedaitd illustrate them by Fig. 1 where valuable information is
layer 2.5 (i.e. hence the namederlay, and the historical Passed from the lower-layers to the higher layers, which can
barriers between the somehow isolated protocols involvédbsequently optimize their operation. The main advantage of
at the network layer are suppressed. As a result, effectffés approach is that it becomes possible to re-design a given
optimizations can now be achieved. Moreover, to realize tigotocol such that it specifically reacts to some lower-layer
two facets of Internet integration, the functionalities providegignals, i.e. the protocol becomes aware of what happens in
at layer 2.5 are activated on-demand when the MANET is ngWer-layers. However, such lower-layer awareness does not
connected to the Internet, or they can be bypassed dependirfgP€ Wwithout a cost: it requires code modifications inside
a given service is provided by the infrastructure-based netwdf€ Protocol stack which can restrict the possible wide-scale
which provides the global connectivity. adoption of such changes. As a consequence, most cross-layer
The paper is organised as follows. In the next section, yeghemes remain research prototypes. It is also worth mention-
situate our approach with respect to traditional cross-lay@g that cross-layer designs using arformation-bus(i.e. a
schemes and we introduce our underlay technique. We tHE#Nsversal layer that receives/sends specific feedback from/to
briefly introduce LUNARNg and summarize the features #ll layers via specific function calls) unfortunately suffer from
provides. We then describe the mechanisms that we usetftg same implementation and deployment restrictions.
perform the Internet integration of wireless ad hoc networks, _ . .
and we also detail the concept of protocol fusion. We also Case study: the failure of name resolution
present some implementation details of our approach whichin the Internet, name resolution is performed via the Domain
has been successfully validated and deployed on a real testtiéaime System (DNS) which relies on a hierarchy of servers
Finally, we conclude with a discussion of future open researdistributed around the world. One issue is that dynamic name
challenges. resolution in traditional IP networks assumes that there exists
a reachable DNS server at all time: the whole operation of
name resolution collapses if no server is available. All existing
[I. CROSSLAYERING VS. PROTOCOL FUSION operating systems do not even try to send a name request if
no DNS server is configured in the system: if a node is not
o o ~configured with a DNS server address, it simply assumes that
Cross-layer design is an active field of research which a?namic name resolution is not available. The implementation
far has no.t Iookgd into Interne_t mtegrz_itlon issues. Insteggk 5 DNS-compatible name resolution system in a MANET is
the focus is onwwe]ess networ!qng, mainly beca}use_ Manytherefore challenging in many ways.
protocols and services .of thm.red Inte.rnet are mefﬁmgnt Actually, anatural way of performing name resolution in a
in the presence of unre!lable wireless links ar?d unpredlgta.tkl/mNET is to use a decentralized approach in which a node of
topological changes. Without cross-layer design, the existifigs MANET replies to a broadcasted name request for which it
layer boundaries unfortunately prevent the development @fine target. Different flavors [2][3][4] of such an approach can
potential optimizatior's Since the differences between wireqye found in the literature. Although the operation of distributed
and wireless networks lie in the physical and link layers, i.@ame resolution resembles the route discovery procedure of
the layers located below the IP layer, a large majority of reactive routing protocaol, it is more difficult to implement
cross-layer techniques concentrates on providing lower-layghn, youting since the DNS operationhiard codedin current
feedback to the network layer [1] (e.g. to notify link-layelynerating systems and applications. That is, by default, a
events such as layer 2 handovers) and, to a smaller extenty&ge configured with a DNS server address sends its unicast
15 , _ ____DNS request messages via the network interface towards the
ne can note that thestricted-scop®f competencies of standardization . .
bodies (i.e. IEEE vs. IETF) also restricts the design and potential outcomis! Ve In a MANET, this prOCEdure becomes irrelevant and
of cross-layer optimizations. it should be replaced with a MANET specific mechanism.

A. Traditional cross-layer design
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Traditional client-server based
communication model

Node model with protocol fusion

DNS client | <---» | DNS server |
DHCP client |<' '>| DHCP server|
Routing “«-> Routing Routing Network layer
table table table
SAA (IPv6) |«-->| SAA (IPv6) |
| ARP/ND |«--»| ARP/ND |
-
! DHCP server
""""""" Emulated
I A services
i DNS server
Link layer Link layer Link layer
(Ethernet) B (Ethernet) (Ethernet)

Physical layer

Physical layer

client

server

Physical layer

Ad hoc network node

Fig. 2. Protocol emulation and fusion

Moreover, a name resolution scheme for MANETSs should niot both the network and the application layers. It thus becomes
prevent a node from resolving names in the classical way wheossible to buildprotocol modelswhich mimic the behavior
the MANET is connected to an infrastructure-based networtdf some specific network functionality in order to provide
In particular, the existing APIs and related protocols shouldternet-like services while the MANET is not connected to
remain unchanged since it is not conceivable to modify thke Internet. We define this property of Internet integration as
huge amount of existing applications such as web browseervice emulationOne can note that the underlay can also be
and email clients. used to hide the multi-hop nature of a wireless ad hoc network

C. Internet integration (part I): service emulation with modelguch .that the IP stack behgves that the pode is connected to a
Classical IP subnet on a single layer 2 link.

As introduced earlier, our approach relies on an underlay
protocol located below the IP layer and above the EthernetThe concept of protocol emulation and fusion is illustrated
layer. Being located below IP, the underlay protocol is awaky Fig. 2. The left side of the figure shows the client-server
of all traffic Coming in and out of a node. By manipu|atindn0de| used in traditional Internet-like netWOfking. Funda-
the stream of messages passing by’ it becomes poss|b|éﬂﬁj’1tal services such as domain name resolution (DNS) and
perform somecross-protocoloptimizations. By cross-protocol address autoconfiguration (DHCP for IPv4/IPv6, and SAA [7]
optimizations we mean that, among other options it is possid® IPv6) fully rely on the presence of a dedicated server.
to merge the operation of independent protocols by anti@ther protocols such as ARP and ND [8] are not based on the
ipating the needs of a given protocol: the global behavighent-server model but for optimization purposes (as described
of a TCP/IP-based protocol stack is indeed well known. F&ter) their operation is also preempted by the underlay. In
example, with a reactive routing protocol for wireless ad hdbe right part of Fig. 2, we illustrate the underlay-based
networks (such as AODV [5] and DSR [6]), a successfinodels located at layer 2.5. In order to overcome the absence
route request (RREQ) procedure will always be followed bg,f legacy servers, models of the basic Internet services are
a link-layer resolution request for the next hop node towardi§plemented in the underlay: thesenulatedfunctionalities
the destination. One can therefore design the route requdit activated on-demand when required. Moreover, at the
procedure such that it also performs the anticipated link-layeépderlay level it is now possible to optimize the operation
address resolution. A main advantage of using an underfypProtocols which were previously opaque to eachother. With
protocol is that it requires no modifications to the existingis protocol fusion, network operations become optimized to
protocol stack. Furthermore, protocol fusion is invisible tée topological and operational properties of wireless ad hoc
legacy layers: it is thus possible fool the higher layers by hetworks.
sending appropriate control messages to the protocols located
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Il. LUNAR NG target host name,

- 4. The IP stack sends an ARP/ND request in order to
To explore and demonstrate the feasibility of underlay |ecoive the link-layer address of the next hop

fusion, protocol emulation, and Internet integration, we have towards the target (or of the target itself).
extended the original operation of LUNAR [9], i.e. a reactive . . :
. ginal opera 9] In a MANET that uses a reactive routing protocol, if we
routing protocol initially designed to back up the development . i .
) . assume that a node is configured with a DNS server address,
of network pointers [10]. As for the features provided by the™" . . .
S . Qnd if we assume that there exists a DNS server in the
protocol fusion in the underlay, our next generation LUNA MANET. the following steps are executed:
(LUNARNQ) combines IPv4 and IPv6 path setup, link-layer ' g step '
address resolution (ARP/ND), and name resolution in a singIeTh_ehuser specifies the namﬁ of the host s/he
; o atr ; wishes to communicate with,
request/reply operation optimized for distributed wireless azt_j The MANET routing module triggers a route request
hoc environments. Moreover, thanks to the use of network (RREQ) procedure to find a path to the DNS server,
pointers as the basic forwarding abstraction, an IPv6 mulfi- The IP stack triggers an ARP/ND request in order

; : to resolve the link-layer address of the next hop
hop data path can include nodes which are only IPv4 enabled towards the DNS server (or of the server itself)

(and vice-versa). 4. The system sends a DNS request to resolve the IP

The two facets of Internet integration are also covered, address of the target host name,
since LUNARNg provides Internet-like services via protocol T;icg"dﬁ';'eETto“%‘;tc'j”% ”ggt‘:]“'fo ragers a RREQIAREP
emulation when the MANET is autonomous, and Internet target host,
adaptation via coherent global addressing, routing, and naf€erhe IP stack sends an ARP/ND request in order to
resolution when the MANET is connected to the Internet. [esc’"’e the link-layer address of the next hop

. . . owards the target (or of the target itself).

Moreover Internet integration is transparent to the MANET
users, in the sense that they only witness the appearance dt is clear that the specificities of MANETSs already increase
loss of global connectivity. the total overhead because routes have to be discovered on-

In practice, LUNAR is implemented as a Linux kerneflemand. Moreover, we assumed here that there existed a
modulé that can be dynamically loaded on a host and whidBNS server, but this assumption will usually be false in real
requires no single modification to the Linux kernel codénfrastructure-less MANETs. Hence to resolve the specific
LUNAR positions itself between the IP and Ethernet layeiissues introduced by the distributed and autonomous nature of
(actually just above the wireless device driver) and create#eless ad hoc networks, we introduce an optimized scheme
a subnet illusion with respect to the IP stack. Upon startughich specifically considers and addresses the particular fea-
the LUNAR module creates a virtual network interface thaures of MANETS.
is internally linked with the real wireless interface connected
to the MANET. Hence, all traffic that flows via the virtualB. Revisiting route requests

interface is seen by the LUNAR module which can specifically 1o key element of our underlay approach is that in a

react to particular messages. MANET, one can trigger the route request procedure with the
name of the destination host rather than with its IP address.
At the same time, if the RREQ procedure can gather enough

IV. INTERNET INTEGRATION IMPLEMENTED . . ;
i ] ] ) information, the number of required steps can now be greatly
In this section, we describe the mechanisms developggy,ced:

in LUNARNg in order to perform Internet integration and

optimize the operation of Internet-like protocols with respeét The user specifies the name of the host s/he
wishes to communicate with,

to distributed wireless networking. 2. The MANET routing module triggers a route request
. . o RREQ/RREP procedure to find a path to the
A. Filling expectations and building models specified target host name. The RREP eventually

contains the target IP address(es) and the link-

As stated previously, the basic steps and behavior of a layer address of the next hop towards the target.

communication startup with the TCP/IP protocol stack is well S ' o '
known. In a wired network, the initiation of a communication Once the originating hQSt receives this mformatl_on bund_le,
usually conforms to the following steps (we assume that eaitknows all relevant details to answer subsequent information

step is successful): requests (ARP) internally, and the communication can start
1. The user specifies the name of the host sihe immediately. The path dlscovgry procedur_e |s.thus triggered by
wishes to communicate with, the name request message, i.e. an application layer protocol.
2. The IP stack triggers an ARP/ND (IPv4 Address The route is then discovered (network layer), and the link-
Resolution Protocol or IPv6 Neighbor Discovery) layer address is resolved at the same time (network and link
request in order to resolve the link-layer .
address of the next hop towards the DNS server layers). Our underlay approach perfectly suits to the above
(or of the DNS server itself), optimization since we can capture the initial DNS request and
8. The system sends a DNS request to resolve the translate it to an appropriate RREQ message: with a single
2Available at http://core.it.uu.se/adhoc - The Uppsala/Basel Ad-Hoc ImpIBREQ/RREP pro_cedure, we have performed name resolution,
mentation Portal. path setup, and link-layer address resolution.
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Fig. 3. LUNAR DHCP operation Fig. 4. LUNAR DNS operation

C. Internet integration (part Il): Internet adaptation possible since we introduce a virtual namespace as described
On top of the merging of resolution requests, LUNARN# subsection IV-E.
supports address autoconfiguration by implementing a virtual .
DHCP server which assigns the IP address to the virtdl DNS operation
interface, should the user want to automatically configure thisThe interception of a DNS request is illustrated by Fig. 4.
interface via DHCP. This mechanism is illustrated by Fig. 3n step 1 of Fig. 4, an application triggers the sending of a
In step 1 of Fig. 3, a DHCP client sends a request towar88S request that is intercepted by the LUNAR DNS engine.
the LUNAR interface. This request is intercepted by th€his triggers a route request procedure which uses the name
DHCP engine of LUNAR which randomly chooses an addres$ the target to identify the expected destination (steps 2 and
within a pre-defined LUNAR subnet (e.g. 192.168.42.0/243). When the target discovers its name in the route request
and which then checks the uniqueness of this address by tryingssage, it sends back a route reply message which contains
to build a path towards this address (steps 2 and 3). If tiie IP address (steps 4 and 5). Note that this message also
path setup fails (i.e. indicating that the address is not usedyntains the MAC address of the next hop node towards the
a faked DHCP message is sent to the dhcp client applicatimnget destination: the node which triggered the name resolu-
(step 4). This message includes the IP address to be usediom request therefore also implicitly performs the link-layer
this interface, thenet.lunardomain name, and the address ofesolution usually carried out by the ARP and ND protocols.
a faked DNS server reachable via the LUNAR interface. The LUNAR module can then send back a classical DNS
We also use a similar mechanism in order to performeply message to the application which eventually learns the IP
IPv6 stateless address autoconfiguration (SAA [7]). LUNARddress of the target. At that point, the network path is already
intercepts router solicitation (RS) messages sent by the dBtablished and the link-layer address of the next hop node
stack, and returns back a faked router advertisement (Ri8)already known. When the IP stack subsequently issues an
message which contains a MANET-global préfix ARP or neighbor discovery (ND) request, the LUNAR module,
Moreover, in order to perform Internet adaptation when thehich also intercepts these messages, can reply immediately
MANET is connected to the world-wide network, LUNARNgwithout sending out any messages on the network.
also supports global address autoconfiguration baseatedix
continuity [L1]. That is when there exists a gateway to thE- net.lunar

Internet, LUNARNg can coherently distribute a topologically The net.lunardomain name is configured at startup by the
correct and globally routeable prefix to the nodes of theUNAR module as being the default domain of a MANET
MANET. The subnet illusion is maintained, and IPv6 multinode. Hence, a hostname request (i.e. not fully qualified) is
homing is also possible (if multiple gateways are presentjansformed by the operating system into a net.lunar request
Moreover, DNS requests for targets which are not insidghich is recognized by the LUNAR module as being a
the MANET are forwarded to the gateway: this is madmANET name resolution. In this way it becomes possible

. to identify a simple hosthame lookup within the MANET
3Since IPv6 scope-local addresses have been deprecated, we currently.

y. . . ipe
unique local IPv6 unicast addresses (FC00::/7) as MANET-local addres§£§t%e user/a_lppllcatlon Only speC|f|es a hostname (e-g- the
See the recently standardized IETF RFC-4193 for details. request forcjelger becomes a request fajelger.net.lunay.
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“name” “HIT” “HIT” “path” RREQ (flooding, triggered by node a)
[name = “c.net.lunar’]

DNS-name HIT-1 | — HIT-1| path1 details [return path = 00:0B:5D:58:9E:EC]
e HIT-2| path2 details ae
DNS-name HIT-3 | path3 details o d
P4 HIT-2
Peer table eb
P4 HIT-3
AN
U U ceo RREP (unicast)
[IP = 192.168.42.3]
NameDB table [HIT = e82c-2177-56de-9f29-6505-90fe-fbf3-176d]

[IP6 = 2001:620:0:1:20b:5dff:fe58:9eec] (global)
[IP6 = fd00:47a3:2cd1:1f4d:20b:5dff:fe58:9eec] (MANET-local)
[next hop = 00:A0:C5:B5:83:7A]

Fig. 5. NameDB and peer tables

Fig. 6. RREQ/RREP procedure

In other words, a user can easily express its desire to trigger a
name resolution inside the MANET. In contrast to hostnam% | 32 tabl ties. 4
requests, FQDN (fully qualified domain name) requests (e.d. unar (32 table entries, 4 peers)

informatik.unibas.ch) are left unchanged by the operatinGLAGS: N=name, H=hit, 4=IPv4, 6=IPv6,

system and the LUNAR module will recognize them as being a r=resolved, s=search, G=gateway

request for a host located outside the MANET. If the MANET ,opap netiunar ~ NH46.. > Localhost

is connected to the Internet via a gateway, nogt.lunar dns.net.lunar N.4r. -> No lifetime

DNS requests can be forwarded to the gateway which wilf"ango.net.lunar NH46r.  -> Last heard 6s ago
banana.net.lunar NH.6rG -> Last heard 13s ago

potentially contact a traditional DNS server. cactus.netlunar  N..s. -> No lifetime

F. “Name” cache and path discovery Fig. 7. Theprocinetiunar file

In order to avoid unnecessary path discovery procedures,
each LUNAR node maintains a “name” cache, the so called
NameDB (DataBase) table as shown by Fig. 5. This tabRREQ procedure has been started (i.e. search state). Note that
contains all the known identifiers of a given correspondafur all resolved nodes the HIT is always known.
(also called apee: a DNS-name, one IPv4 and possibly When possible and to avoid bandwidth waste, LUNAR
multiple IPv6 addresses, and a host identifier tag or Hidlso uses the NameDB table in order to reply to DNS-PTR
inspired from the Host Identity Protocol (HIP [12]). As arequests for the net.lunar domain. We remind that the goal of
HIT we use a random 128-bit string which becomes the entitljis inverse resolutiorprocedure is to obtain the DNS name
which LUNAR uses to re-establish paths to a peer. That @ssociated with a given IP address. One must note that with
with either name resolution or plain ARP or ND resolutionthe traditional DNS operation, a host will send a PTR request
we bind a peer's name and address to its HIT. All subsequdatits DNS server even if it just resolved the IP address
path lookup will be carried out with the HIT: as long as ouof the corresponding name. This additional overhead occurs
name cache contains an entry for a peer, we will address thiacause current operating systems do not implement a name
peer using its HIT. In order to populate the NameDB tableache and therefore a previously resolvesne— IP address
we use the LUNAR route discovery procedure to obtain threapping cannot be re-used to perform the inverse resolution.
identifiers of a given target, as illustrated by Fig. 6. In contrast, if a net.lunar name has recently been resolved

Moreover, each node can gratuitously populate its NameDio the corresponding IP address by a given node N, no
table by overhearing the information contained in the RREBTR request is sent into the MANET if the node N wants to
messages it forwards. Also, a quiet node which does rr@ssolve this IP address into a name, as we use the NameDB
send RREQ messages can also send unsollicited HELl&ble as a cache. Finally, to cope with the volatility of ad hoc
messages in order to notify the network about its existendetworks, the name cache is periodically drained in order to
A user can thus learn the names of other computers cdrandle address or name changes.
nected to the MANET, since a summary of the information
contained in the NameDB table is available via the Linux
Iproc/net/lunar file, illustrated below by Fig. 7. On this V. OPEN ISSUES
figure we can see themulatedDNS server peer, the localhost An open issue is the case of two nodes picking iden-
baobabwhich is IPv4 and IPv6 enabled, the peeangofor tical hostnames in their FQDN. For example, two nodes
which a path (IPv4 and IPv6) is active (peer is resolved), tlespectively namegbhn.domainl.neand john.domain2.com
IPv6-only gatewaybanana and the peecactusfor which a will both end up being identified inside the MANET as
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john.net.lunar To resolve this issue, we plan to add a mecha- In addition to Internet integration, the underlay scheme also
nism to check for duplicate names at the same time when a#ows to optimize network operations with respect to the
check for duplicate IP addresses i.e., with the same RRERecific properties of distributed wireless ad hoc networking.
message. Similar to picking another random IP address This protocol fusion permits to merge the network operations
case of a collission, LUNAR will start adding a suffix to theof name resolution, link-layer address resolution, and network
hostname and test again with the new name. For the previgath setup in a single and efficient procedure. In particular
example, the two nodes would thus end up being for examplés is done without any modifications of the existing oper-
namedjohn.net.lunarand john33.net.lunar ating systems, applications, and name resolver library. Since
Note that the new name is only used inside LUNAR i.e., &lANETSs break several implicit assumptions (like client-server
layer 2.5 and is mostly relevant to tlither MANET nodes orientation) of IP networking, our underlay approach permits
trying to contact the node with the new name: No attempts aerearrange basic functionalities in a MANET-friendly way. It

made to change the host’s original FQDNHh.domain2.con

is a first step towards a functional re-composition of IP-related

which (a) would be a challenging implementation excerciggotocols outside layering constraints.

and (b) could also be an unwanted source of confusion to the

end user. In other words: we keep a mapping table between the

new names and the LUNAR IP addresses, not the old (derived
from FQDN) names and the old IP addresses. To allow use[y
to distinguish betweejohn andjohn33which with very high
probability should have different HITs, a user could use th
/proc/net/lunar file to distinguish the two nodes if the
HIT is derived from a well-known public key identity (see
[12)). <

A second issue relates to the case of merging network
clouds: This can lead to a MANET where some hosts havé!
identical IP addressésand/or identical LUNAR names. We
(already) solve this problem by introducing stealth “hosts]
identifier tags” (HITs): any node joining the network with a
colliding name or IP address will not be discovered by théa]
LUNAR path establishment procedure as it has a different
HIT. This strategy, which was proposed by [13] and whicH7]
is inspired from [12], permits to maintain TCP connections{g]
although new hosts appeared in the MANET with the same
IP address. However, we still need to implement a scheme {8
perform a large-scale IP(v4) renumbering.

VI. CONCLUSION [10]

In this paper, we have shown and demonstrated how a
MANET network can exhibit full Internet integration, thanksgy)
to the use of a dedicated underlay scheme which positions
itself just below the IP layer. A key insight of this paper i? |
that this underlay has to incorporate a model of the IP stacll%
that it serves, should it wish to create a perfect fixed Internés]
illusion for it.

4Note that address collision is merly an IPv4 issue, since the probability
of IPv6 address collisions is very low, thanks to the use of Ethernet Unique
Identifiers of 64 bits (EUI-64).
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Abstract— Performing global node mobility requires to support  system based on a pair of Client-Server modules at the
seamless vertical and horizontal handovers between different application layer. These modules interface the communication

network providers and technologies. The optimization of the han- patwveen the actual Client and Server applications hiding the
dover processes requires not only continuous network services

but also continuous service performance. In this paper we present mobility to them, by letting them “believe” that they run on

a novel design approach based on autonomic components andthe same machine.

cross-layer monitoring and control to optimize the performance While these core characteristics of the WiOptiMo approach

of the WiOptiMo system, which provides seamless internetwork have been left unchanged, in this paper we present several
roaming by handling mobility at the application layer. We also jhrovements of the system in terms of self-tuning and adapta-
distinguish from past work, in that we pragmatically followed .. Lo . .

the approach to rely only on existing technologies, deployed tlon_of paramete.rs_anc.i optimization strategles_, _coIIected infor-

protocols and lightweight calculations, such that our system can Mation, and optimization of the adopted decision procedures

be straightforwardly implemented as it is on most of the currently on the basis on this same information. The proposed modifi-

available mobile network devices. We report results from some cations are the result of a novel design approach based on the
simple real-world experiments showing the benefits of using a |, ofautonomic[3], [4] components andross-layer[5], [6]

cross-layering approach. We also describe a first version of the o . L
new WiOptiMo based on the innovative design. Results from Monitoring and control. We claim that this is the way the go

preliminary tests in real-world scenarios indicate the effectivness t0 deal effectively with the challenges posed by the dynamic,

of our pragmatic approach. The system is still under development probabilistic, and technological aspects of the multiobjective

and testing, and we plan to integrate in it several autonomic optimization problem at hand. More specifically, the proposed

components, which are presented and discussed in the paper. pqye| approach, which is based on the collaboration among
l. INTRODUCTION physical network and application layers to act efficiently at

e network layer, is expected to boost-up system performance,

. . : h
In forthcommg_ scenarios for heterogenous mob|!e networg% well as to show a good level aflaptivity, which is a key
users can benefit of ubiquitous coverage by roaming betwee

; X . I in the highl i
different access networksnfernetwork roaminyy The chal- ccﬂnponent to properly act and react in the highly dynamic

4 . L . scenarios of interest. Furthermore, the architectural innovation
lenge consists in providing seamless and continuous connec-

- : . o .18 supported by autonomic components: the system is able
tivity with the QoS requ_lred by the user applications gl\_/e[;? self-configureand to self-optimizeits internal parameters

. . - .‘When introduced in a novel hardware/network context, and
cost, etc.) of the different available networks. The optimizatio

- . AlUOH the future it is expected to use past experience to show
of the decisions and procedures of internetwork roaming 1 ticipatory behaviors and/or learn about user preferences.

a key issue for the successful deployment of pervasive apn opposite to what hase been proposed in the past for the

ublqwtous. network serwces.'WhlIe severgl solutlops have b%ﬁ?ernetvvorking roaming problem, in tW&iOptiMosystem we
proposed in the past for the internetworking roaming problem

. . . ragmatically followed the approach to rely only eristing
usually t_hey are either top c_omplex 1o be efficienty ImIOIeFechnologies, deployed protocols and lightweight calculations
mented in real-world applications, or they assume the acc

. ; . . C&XReh that our system can be straightforwardly implemented as
to parameters and information Wh'ch are hardly available 9Vs on most of the currently available mobile network devices.
current standard protocols and devices. Clearly, our approach has the “drawback” that we have to face

The solutions we present in this paper, integrated in ﬂ3‘?‘1allenging limitations in terms of information available to

WiOptiMo [1], [2] SyStem’ have bee_n dQS|gned to overcomgy e statistically sound and optimized decisions, and in terms
the drawbacks of previous work. WiOptiMo is a mlddlewar%f complexity of the implemented algorithms

1This work was partially funded by the CTI Swiss programme under the _ThIS_ paper has to be seen as Q.bl’ldge be_tween the orlgmal
KTI-7640.1 ESPP-ES Optimised always-on solution project. WiOptiMo system, based on traditional design, and the new
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version of it, based on cross-layering and autonomic coraxisting differences in the information available to the MT at
ponents. In fact, the new system is still under developmetécision time and in terms of coverage, bandwidth, cost, and
and testing. Such that in this paper, we introduce the genesajnal strength between the two different types of networks.
motivations and characteristics of the novel approach, discus8uilding-up on previous work for handover in GSM net-
the envisaged solutions, and report some experimental resultgks, the majority of the approaches for horizontal handover
supporting our point of view. We also describe in some details WLANS reason on the “quality” of a connection making use
the current status of the new implementation. of simplethreshold-based schemesually includinghysteresis
The main contributions of the paper are: (1) the introductiomargins [7] and dwell timersto enhance overall robustness
of a novel cross-layering and autonomic approach for seamléssy., see [8]). The quality of a connection can be expressed
and efficient internetwork roaming, (2) a set of experimentlly means of any desired combination of metrics related to
results from real-world scenarios providing a first validation #HY measures of the quality of the received signal and/or
the soundness of the approach, and (3) the description of a hetaAC/TCP/APP measures of the available bandwidth. It
implementation of the new WiOptiMo, based on a minimaliss common practice to restrict the use to the signal strength
cross-layering and autonomic design to allow the effective aadd/or the signal-to-noise ratio of the received signal, and to
portable implementation on commercial platforms. measure the amount of packet losses. A handover is executed
The rest of the paper is organized as follows. Next sectiomly if the new AP seems to provide better connection quality
reports a short summary of the general characteristics of #ner some stability/dwell period, avoiding a "ping-pong” effect
internetwork roaming problem and of the proposed solutiomhen the MT crosses the overlapping edges of two cells and
approaches. Section Il and its subsections describe the genthral signal from the connected AP usually shows significant
architecture and the specific components of the original WiOfuctuations. Considering that each AP switch involves time-
tiMo system. Section IV provides the generalities about ttmnsumingauthenticationand reassociationprocedures (e.g.,
cross-layering and autonomic design approach. Subsection $&e [9]), it is important to avoid unnecessary handovers by
A discusses the proposed solutions for cross-layer monitoriogrefully assigning the values of all the used parameters and
and control at the physical and application layers. Subsdbresholds.
tion IV-B describes the autonomic components of WiOptiMo, Also in the case of vertical handover from WLAN to
while Subsection IV-C discusses the components of the systéWWAN and vice versa, a threshold-based scheme (sometimes
dealing with user interaction. Section V reports results @bmbined with additional adaptive or fuzzy mechanisms) has
real-world experiments aimed at showing the effectivenessladen adopted in the majority of the studies(e.g, [10], [11],
application layer active measures to infer traffic load infof12], [13], [14]). Using dual-mode or multiple NICs, it is
mation. Section VI describes the new implementation of thEossible to monitor alternative connection points while using
Check Activity, one of the main components of WiOptiMothe current network connection (even if this has a negative
redesigned according to the cross-layering and autonormgpact of the on-board energy consumption). Due to the
point of view. Finally, Section VII draws some conclusiondandwidth and coverage differences existing between WLANSs
and discusses future work. and WWANSs, as rule of thumb most of the decision schemes
tend to always favor WLAN to WWAN handoversigward
Il. DEFINITIONS AND GENERAL CHARACTERISTICS OF |ink handovers) in case of high speed, while tend to favor
THE INTERNETWORKROAMING PROBLEM WWAN to WLAN handovers ackward linkhandovers) for
The problem of internetwork roaming is also referred to dew speeds. Often, load/bandwidth information is not even
the problem of networkandover(or handoff). The switching took into account, relying on the fact that WLAN's bandwidth
between two different types of networks is callgdrtical outperforms WWAN’s bandwidth even under quite high loads
handover while horizontal handoverrefers to the case of such that it is always preferable to switch to a WLAN (see [12]
networks of the same type. The handover can be eibéir for an argument against this strategy). This approach is also
(or alternativg when it is executed for the sole purpose ofmotivated by the intrinsic difficulty for an MT to derive sound
optimization of the connection cost or QoS, drard (also estimates of thevailable bandwidth(see also [15], [16] for
termedimperativg, when it is executed due to imminent orrelated work in wired and wireless environments). On the other
present loss of connectivity. hand, for the connection points it is relatively easy to measure
The handover of the mobile terminal (MT) isetwork it, such that they could provide this information to help the MT
executedf it is done by the network connection point (e.g.to take its decisions (realizing a mobile executed fetivork
as it is the case between UMTS/GSM/GPRS celdpbile assisted handovexsUnfortunately, given the current status
executed handovas the case in which the handover decisioand practical implementations of the IEEE 802.11 standards,
is autonomously taken by the MT. This is the modality prén current WLANs MTs cannot rely omany feedback from
scribed by the currently deployed 802.11 standard for WLANRe APs. Indeed, this fact puts strong limitations on the actual
and this is the main focus of our work. For mobile executeaptimization of mobile executed handovers (the activities of
handovers the strategies for horizontal handovers betwdbe IEEE 802.11k working group are precisely addressed to
WLANSs, and vertical handovers from WLAN to WWAN andremove these limitations in the deployed standards). However,
vice versa, have slightly different characteristics due to tliee work is still in progress and it is still unclear how soon and
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if the new specifications will be formally adopted (see [17] foor a new connection becomes available again (obviously,
a discussion about problems related to disclosing user/netwdrkhe reestablishment exceeds the application timeout, the
information in both network and mobile assisted handoversjpplication may detect a network problem).

Using the same terminology adopted in [13], the whole In the following subsections we briefly describe the main
handover process can be practically decomposed in to thokmracteristics of the original WiOptiMo system. From Sec-

functional blocks: tion IV onward, we discuss the rationale behind the design of
« Handover Initiation the new version of WiOptiMo, and we present the already im-
« Network Selection plemented modifications as well as the general characteristics
« Handover Execution of the modifications that are still under implementation and

Handover Initiation consists of theroactive monitoringof ~ t€sting.
the current connection and/or of possible alternative conn
tions in order to: (i) effectivelyanticipate or explicitly deal o ) o
with imperative handovers, or (i) trigger alternative handovers The WiOptiMo system does not require any modification
in order to optimize costs and performance. In our caseXf the layers of the OSI protocol stack and it does not
the CNAPT Searchand Check Activities(see Section 11I-B) introduce any additional sub-layer. The seamless handover is
both participate to the Handover Initiation process, whicpPtained by a pair of applications (OSI Layer 7), @BAPT
is however mostly focused on the treatment of imperatiklient Network Address and Port Translator) and $APT
handovers. Network Selection comprises the procedures(%’rver Network Address and Port Translator), which deceive
select the new connection point accordingitzision metrics the communicating Client and the Server applications letting
like quality of the signal, cost, bandwidth. etc.. Informatiothem believe that they are running on the same device, or
about these metrics can be gathered either proactively and?Br different devices belonging to the same network. The
reactively according to the proposed scheme and to the liffilient and the Server applications do not realize that they
tations imposed by the used protocols and technology. In G communicating via the Internet. The CNAPT and the
case, Network Selection is supported by the results providelAPT collectively act as aniddlewareand interface the
by the Search Activity. Handover Execution stands for tHeommunication between the Client and the Server applications
set of procedures to be carried out for the authenticati®¥fing the mobility to them. The CNAPT is an application that
and reassociation of the MT. This pertains to the WiOptiM6an be installed in the same device as the Client application or
CNAPT/SNAPT switching procedure (see Section II-A). in a different device in the same mobile network (e.g., in the

Assessing the goodness of the current and alternatk@Se of a team of consultants or auditors that require mobility
network connections requires, for both Handover Initiatioyhile working together, the CNAPT can be installed in only
and Network Selection, the proactive and/or reactive passR@e of the mobile devices of the mobile network and the whole
gathering of PHY data concerning the behavior of signi§am can share the seamless handover provided by it). The
quality and/or MAC/TCP/APP layer data about the effec®NAPT is an application that can be installed in the same
tive bandwidth and latency associated to the wireless liflevice as the Server application or in a different device of the
(e.g., [10], [18]). More complex approaches consider also mg@Me network or in any Internet server (e.g., in a corporate
bility/location information [19], or learning user preference§ont-end server, in the home PC, or in any Internet node or
and behavior [20]. The use of active monitoring based dRuter). Thanks to this flexibility, the mobility of multiple users
probing packets to estimate load conditions has also receiféH be handled either using a star topology, with central servers

% WiOptiMo Application Layer Solution

some attention [16]. with large computational capabilities and large bandwidth and
managed by telecommunication companies or ISP, or using a
. THE WIOPTIMO SYSTEM distributed topology, in which every user manages its mobility

WiOptiMo [1], [2], [21] is a solution for seamless handoveby installing the SNAPT on the accessible nodes (e.g., in the
among heterogeneous networks/providers. That is, it transpgasme PC if directly connected to the Internet), saving in terms
ently provides persistent connectivity to users moving acrosé transmission costs. With the distributed topology, WiOp-
different wired and wireless networks. WiOptiMo detects theéMo can provide a sort of "democratic” seamless handover.
available network access points and provides, in automatic o )
or semi-automatic/assisted way, the best Internet connectfonWiOptiMo Handover Initiation and Network Selection:
in terms of estimated QoS (e.g., bandwidth, reliability, angearchand CheckActivities
security) and/or cost effectiveness among all the availableThe CNAPT application acts as an application relay system,
connections at a certain time and location. The optimizexhd also activates a decision task in order to provide persistent
handover is executed without interrupting active network apnd optimized Internet connectivity. The decision task consists
plications or sessions and avoiding or minimizing user inteof two main activities: theSearch Activityfor soft handovers,
vention. Furthermore, if the current connection becomes mdich proactively searches for new network providers and
longer available and if no other connections can be establistmmhnectivity, and theCheck Activity for hard handovers,
(e.g., inside an uncovered area), the system hibernates whech continuously monitors reliability and performance of
applications to perform re-establishment when the currethie current connection. Moreover, at any time, the user can
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manually ask the decision task to switch to another availabyer data are necessary to collect the information necessary
network connection. This can be useful when the user wamtsdeal with the intrinsic variability and uncertainty associated
to use a specific network that would be not selected otherwise.the physical measures of interest like the Received Signal
1) Search Activity: The Search Activity periodically Strength (RSS) and the available bandwidth. On the other
searches for other available network connections. In thand, autonomic components are based on the proactive mon-
forthcoming new version of the system, this will be doné#oring of the system’s performance and behavior which, in
without disturbing the current connection, even in the casern, results in the self-optimization of internal thresholds and
that both the current and the checked connection are WLANthe continual adaptation of the delivered Quality of Service
(the new behavior builds on the results reported in [22]). THEO0S) to the ever changing external conditions. Adopting this
handover to a new network can be triggered in either manwgiproach, the user can experience seamless connectivity in a
or automatic mode. Imanual modewhen the Search Activity fully transparent way, letting the system to adapt to his/her
finds at least one network that could provide an Interneeeds and to struggle to provide the required QoS.
ponnection better thgn the current one (based on the parametefg, g general architecture of the new WiOptiMo system con-
input by the user), it asks the user whether she/he wantsgigis of three main functional componentsiofiyss-layer mon-
switch. Inautomatic modgthe Search Activity autonomously jioring, that performs active and passive monitoring activities
decides whether to execute or not the handover (again, §igy data collection at the physical, network, and application
decision is made on the basis pf a set of lparameters assig rs, (ii) self-optimization and learningcarried out by an
by the user). In some cases, in automatic mode, the Seagimization modulavhich makes use of a repository of past
Activity might still require some minimal user interaction t0gyperiences to adapt internal parameters and derive statistical
the complete the network association procedures. In all casggasures of trend, (jinteraction with the userintended to
from the running application point of view, the Search Activityet yser's feedback for the selected handovers and to allow

avoids any interruption of the service during the handovghe yser to input its preferences’ profile through an intuitive
After the handover has been performed, the user can chogsg face.

to keep the old Internet connection, otherwise it will be closed
in order to reduce power consumption.

2) Check Activity:Following a periodic activation scheme,
the Check Activity verifies reliability and performance of the
current connection. In the current implementation the chegk
interval is a parameter set to one second. If the reliability gr Application Layer

WiOptiMo CNAPT

performance index go below some specified critical thresholgls

(possibly set by the user), or the current network connectign

is experiencing an interruption, the Check Activity tries tq Search | a Transport Layer
switch to a new network provider, or tries to set up a ney Activity Cross-Layer

Internet connection from the same provider if the signal i . Network Layer
comes back (i.e., the disconnection was only a temporalry Check || Monitoring |, |

problem, like when crossing a small uncovered area durit gH Activity |[ Datalink Layer
a UMTS connection). If the Check Activity does not find I l

Physical Layer

any available network providers, it notifies the user that the —

. . . Optimization
current connection will be no longer available and changgs Module
its operational mode t@unneling modewhich consists of a
continuous search for an available network connection. When
it eventually finds at least one available connection point, it
automatically establishes the connection and comes back to
its normal operational mode. During the switch, the Check Fig. 1. Functional components in the WiOptiMo CNAPT module
Activity avoids any interruption of the service. After the switch
has been performed, the user can still choose to close the old
Internet connection, if it is still alive, in order to reduce power Both the original Check Activity and Search Activity com-
consumption. ponents have been re-designed according to this combination
of cross-layering and autonomic approach. In the following we
provide a general discussion on cross-layering and autonomic

Given the complexity and the multiple dynamic aspecissues in WiOptiMo, as well as a description of their imple-
of internetwork roaming, a design based owrrass-layering mentation in the new version of WiOptiMo. However, since the
architecture [5] interleaved withutonomiccomponents [3] is new release of the system is still undergoing full development
almost an unescapable choice to achieve adaptive behavior and testing, we keep the discussion at a rather general level
performance optimization. As it is also witnessed by other afer those aspects that have not been fully implemented and
proaches to handover optimization (e.g., [10], [23], [6]), crossarefully tested.

Past
Experience

Repository

IV. CROSSLAYERING AND AUTONOMIC DESIGN
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A. Cross-Layer Monitoring of Network Connections 2) the effective loadof the connection, which would
not be possible to infer from the measures available
at physical layer. We are aware that ICMP traffic
is controll traffic. However, as we are not trying
to quantitatively measure the throughput, but we

Simple PHY monitoring, while necessary to understand the
physical status of the connection, is unable to offer information
on the connection traffic load. On the other hand, we could
not take into account LINK monitoring of variables related X . 2
to frame count, since apparently some NICs do not allow simply want to hgvg a d)_/n_amlc estimation of the
to read these values using standard APIs. Therefore, in our WLAN charge, this is sufficient for our purpose.
novel design, we integrated the application layer approach ofs Avoid to improperly react to temporary fluctuations of
WiOptiMo system with the access to information and protocols ~ Physical parameters. While a negative indication from
belonging to other layers, and in particular to the physical —Physical monitoring (e.g., a very low RSS level) corre-
layer. From one side, this solution introduces interdependen- SPonds to a high probability that the physical connection
cies of the WiOptiMo system with other layers, which create  (and consequently the CNAPT/SNAPT connection) is not
additional complexity at design and implementation time. On ~ @nymore valid, this can be due just to some temporary
the other side, we observed in practice that this solution can cause. On the other hand, if a short train of ping messages
really allow to optimize system performance without having a  €Xperience a timeout, this evidence can provide a more
negative impact on the overall efficiency of the system. robust confirmation of the fact that a link is down.

1) Physical Layer Monitoring:¢From our experiments, weg - aytonomic Design

derived that physical monitoring is significant and reliable only |

for few parameters, namely the RSS and FCS, and we decided’ previous work [21], [24] we conducted extensive ex-
to use tr;]e RSS a's the FéS does not offer rr,10re informati (ra]rimental tests in real-world scenarios to gain insights on
’ L L the possible metrics and strategies that can be adopted to

than the RSS [21], [24]..In _the original WioptiMo system, "9 tingize the procedures of integrnetwork roaming Oge of
decided to perform periodic (every second) sampling of ﬂ%é)e results that has emerged from our experiments is that
RSS. The R lue i ithout furth hing. .
Tr?es useeof ?aswv?/:lﬁelz L;Sn?jd Srjr;] V:tlo?/tljts;:; Tirnsnlgfet \IN e goodness of a metric or of a parameter value, strongly
Piing 8epends on the wireless scenario at haRdr instance, the

justified by the need of keeping as low as possible the . .
computational load on the mobile device. However, due to t?})gha_mor of the RSS. can be a _good or bad p_redlctor of th?
ality of the connection depending on the considered scenario

high and frequent fluctuations of the raw RSS, we realiz&ly o .
that we need richer and better information to derive prop Pd on the specific hardware used. Therefore, this tells us

conclusions on the evolution of the RSS. At this aim, in the at an optimization mechanism based on static parameters

new version the system will read RSS information for eac%nq strateglgs IS not apt t(.) deal sat|sf_actorlly with the large
variety of wireless scenarios of practical interest. Our ap-

received frame. In this way, it will have sufficient data to be T ; .
Y roach to solve this issue is ®mpower the cross-layering

able to robustly smooth the sampled values through Slmrﬁ? hitecture with an autonomic desigour system is able
weighted moving averages, and at the same time calculat 4 o c desmy y
. N ) I . 0 adapt and self-optimize/tundts internal parameters and
simple trend indicator to be used in cross-validation with the . .
: T erformance according to an understanding of both the current
moving average (both the chosen statistical indicators can'bé ; L : o
- . : . . ontext (wireless scenario inclusive of the specifically used
efficiently implemented using elementary integer calculations):

2) Application Layer Monitoring: WiOptiMo conveys all gquipment) and the user preferences and mobility patterns. In

. : order to show a truly adaptive behavior, and in some extent
the traffic exchanged between the client and the server appll-eolict and anticioate changing in the environment and in
cations on the CNAPT/SNAPT connection, and the CNAP. ahticipate changing
Kknows at each time whether there is or not some traffit e user activities/mobility, it is necessary learn from past
Therefore the system can easily monitor the connection at ?éperience At this aim, the new WiOptiMo will include a
Y y . . _repository of the most significant information (trends, failures,
layer, perform further check on the quality of the connection, . . ; !
trajectories, user choices, etc.) about past experience. For

and derive useful information. While it is not feasible to mter’nstance, if an on-board GPS is available, the system can

act with the information contained in all the exchanged da% : . e
ecide to store and learn maps identifying good coverage

packets, as it WOUld be too expensive, we founq appropraig, »s together with the characteristics of the network access
to carry out active measurements at this layer by injecting f.Wat can provide the coverage. This might result quite useful

control pagk_ets in the conr_lect|on and observe their behav'&arhd relatively easy to learn) in the case of users constantly
More specifically, we senging messagedCMP packets) to L .
travel along the same routes, as it is the case for people daily

the access point, for the purpose of: . .
commuting between their homes and work places.

« Estimate the connection in terms of available through- The WiOptiMo system is intended to run unchanged on the
puton the basis of the experienced Round-Trip-Tim@ajority of the portable devices in commerce. This is reflected
(RTT). This gives some indication on: in the fact that the system can self-detect the characteristics of

1) the effective statusf the connection (if it is active the on-board hardware and take the appropriate action flows
or not), as the status detected at the physical laygee Section VI). This is a fundamentaélf-configuration
could be not correct, as discussed in Section VI feature already present in the system, that, together with
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the discussed properties of self-optimization and and seffegative consequence of this consists in the fact that it is really
tuning, support even more the view of WiOptiMo modulebtard to assess the validity of the proposed simulation-based
as autonomic modules. approaches in the perspective of the implementation in real-
1) A concrete example: Self-tuning of the RSS thresholdvorld networks [26]. On the other hand, as already pointed
The default RSS threshold value that we used in the originait, our choice is to face the real-world challenges. In this
WiOptiMo system to check connection reliability (in bothperspective, and we the aim of gathering experience for a first
the Check and Search activities), does not always refla@tidation for the use of cross-layering monitoring, we realized
the characteristics of the current context in terms of signalset of real-world experiments focused on the use of ping
characteristics at the specific location, and hardware amkssages (see IV-A.2) for the establishment of the effective
software configuration. In order to achieve adaptive contextatus of the connection, and for channel load estimation.
dependent tuning, we designed a simple adaptive componenthe soundness and performance of the (original) WiOptiMo
for the self-tuning of the RSS threshold according to th&ystem in the case of using only simple physical monitoring
current context. We continuously check if the system, whemas assessed in previous work [1]. In [21] we reported
it looses the connection (i.e., an IP address is not anymaneensive results concerning the effectiveness of a number of
available), has reached an RSS value lower than that different metrics at the physical and MAC layers. Here we
the currently stored RSS threshold value. If so, we assumpkesent a set of experiments aimed at assessing the utility and
that this new lower value is the inferior limit for successfuthe usability of integrating physical layer controls with appli-
communications at the current location, given the hardwatation layer controls. The results of these experiments gave us
and software configuration. Therefore, we take this new valaefurther motivation to proceed along the way of integrating
to adapt the value of the variable containing the RSS threshatdgss-layer monitoring and control in the WiOptiMo system,
and we start using it. This behavior can be started either by it is discussed in the next section.
the system, under reception of an event of loss connectionAll the experiments were conducted in favorable conditions
or by the users, for example when she/he installs a ne@f strong and stable RSS, to see if, given good physical
hardware. The current implementation, which can be ongpnditions for the connection, we could observe different
started manually, requires that the user moves around foindications at the application layer in relationship to variations
while, in order to gather the required information. However, im the wireless scenario. More specifically, we report the
the final release of the next version we intend to fully automatesults concerning the use of ping messages to derive load
the procedure. estimates at the application layer as a function of variations
in the load offered to the wireless environment.
Ping messages are proactively sent to the access point
An important part in the definition of the context that thén order to evaluate the connection status in terms of: (i)
optimization strategy has to take into account, is played Itgroughput on the basis of the observed RTTs, anddfiznnel
the user itself, with its current preferences. In many casesngestionaccording to the number of experienced timeouts.
in practice it is not possible to assume that the system c&munderstand whether or not the RTT of ping messages can be
infer/learn user’s preferences in relationship to its needs at tirged as a robust indicator of channel congestion, we performed
current time and location. In order to provide a satisfactotyaffic-intensive experiments with an increasing load offered to
service some user interaction must be assumed. For instartke, WLAN. We considered the following four scenarios: (1)
if a specific download is very urgent, bandwidth might ban increasing number of laptops (from 1 to 10) continuously
more important than cost, but this cannot be known in advandewnload data from one PC connected via LAN to the AP,
to the system without additional information from the usewhile another laptop sends the ping messages to the AP; (2)
who has to input is current QoS requirements in uter an increasing number of laptops (from 1 to 7) continuously
profile. Moreover, some additional information concerning fodownload data from each other passing through the AP, while
instance the “typical” current speed of the user (e.g., vehiculanother laptop sends ping messages to the AP (in this way
pedestrian, etc.) might be of great help to the system, evre network load was doubled with respect to the previous
if this information might be inferred from lower layer datacase); (3) an increasing number of laptops (from 1 to 10)
At this aim, we are realizing an intuitive and user-friendlgontinuously download data from the Internet through the AP,
user interface, to facilitate the input and the updating efhile another laptop sends the ping messages to the AP; (4) 11
profiling information. We are also considering mechanisms taptops with an increasing number of downloading processes
trigger requests of user-assistance in case of very ambigu@issm 1 to 5 on each laptop) from the Internet through the AP,
situations. while another laptop sends the ping messages to the AP. In
each scenario a continuous train of 1000 ping messages (size
of 32 bytes) was generated during the experiment. The size of
each single download was of 1.5 Gbytes. The WLAN is based
Experimental results concerning work in the domain ain 802.11g devices.
vertical handover optimization are mainly restricted to simu- As shown in Figures 2 and 3, in the first two scenarios
lations (a notable exception is reported in [25]). An importathe average RTT and the number of experienced timeouts

C. User Interaction

V. EXPERIMENTAL RESULTS FORMEASURES OFLOAD
ESTIMATION AT THE APPLICATION LAYER
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increased each time that a new laptop joined the network walde, that was lower than that available in the WLAN. In the
a new download. Moreover, the number of timeout rose uast scenario we overloaded the WLAN with a large number
very fast when the number of laptops in download grew frowf downloads (11 up to 53) from the Internet. As shown in
7 to 10 in the first scenario, and from 3 to 7 in the secorfeigure 5, the average RTT remained more or less the same but

scenario. the number of timeouts rose up very fast reaching more than
10% of the total number of ping messages sent in the worst

20 60 case. Therefore, in these last two scenarios, the advantage
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Fig. 2. Experimental results for the first load estimation scenario. An 01 2 3 4 5 6 7 8 910
increasing number of laptops download data from one PC connected via LAN Number of Dowloading Laptops
to the AP while another laptop sends ping messages to the AP.
Fig. 4. Experimental results for the third load estimation scenario. An
increasing number of laptops download data from the Internet through the
AP while another laptop sends ping messages to the AP.
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Fig. 3. Experimental results for the second load estimation scenario. An
increasing number of laptops download data from each other passing through Number of Dowloading Sessions
the AP while another laptop sends ping messages to the AP.
Fig. 5. Experimental results for the fourth load estimation scenario. 11
. .. laptops with an increasing number of sessions download data from the Internet
In these scenarios, the RSS was always above the critiggdugh the AP while another laptop sends ping messages to the AP.

threshold. Therefore, no handover indications could have been

derived from this physical measure. However, from Figuresg} a cross-layering approach have been less evident, but still

and 3, itis clear that the throughput was significantly decreagseful to estimate the quality of the connection throughput.

ing, and the channel congestion increasing, with the increase

of the active users in the WLAN. Therefore, the combined VI. THE NEW CHECK ACTIVITY

analysis of the RSS and RTT values seems to be necessary tbhe experimental results discussed in the previous section

become aware of a situation of pure traffic congestion. seem to indicate that the information obtainable at the applica-
On the contrary, in the third scenario (Figure 4) the both thin layer can fruitfully complement the information from the

average RTT and the number of timeouts remain low almgshysical layer to derive more robust estimations of the status

independently from the number of laptops in download. ThiE a connection link. As shown by the previous experiments,

was probably due to the available bandwidth on the Internge can have discordant indications between physical and
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CIT = Check Interval Time (usually 1
second)

application layer monitoring of the connection, such that they
should be used in cross-validation. This is one of the maj
reasons behind our choice to adopt a cross-layer approach
and modify the Search and Check Activity according to the
design ideas presented in IV. Here we present the basic Dial-Up Networking modem=a PCMCIA.USS ¥
structure of the new Check Activity, which includes both T Seror Catie o Bhatoot irat san be sonrated
passive monitoring at the physical layandactive monitoring oy e sandarg AT conmands
at the network/application layein the new Check Activity,
the use of ping packets, even if not fully exploited, resulted
very useful, as discussed below. The new Check Activity
repeatedly interacts with the user, and tries to learn from
past experience, to adapt and self-tune internal parameters and
derive trend measures (for the RSS). However, we are still i

testing and improving these mechanisms, such that they are%

not further discussed in the following.

Strength less than
the critical
threshold?

Sleep for CIT ms

connection wired,
i.e. Ethemet LAN,
Wireless WAN=GPRS EDGE,UMTS HSDPA,CDMA 1x and EV-DO
Programmable Device=a PCMCIA,USB,CF device providing an
API SDK (e.g. Nokia D211/311 and Sierra Wireless PC cards)

Is the current nnection wirele
WAN and done with

ion wireless N
LAN, i.e. Wi-Fi a Dial-Up
Networking
Yes

Is at least one
service active?
Yes

Check W-Fi signal
strength

nnection wirele
WAN and done with
Programmab|

The flowchart of the actions of the new Check Activity
based on cross-layering design ideas is reported in Figure 6.
The flowchart shows only the stable core of the function
omitting the parts still under developments.

S the signa
Strength less than
the critical
threshold?

U

The Check Activity first checks the presence of the |
address for the current connectiddefwork Layer chedk If ¥ ves
the IP address is present (i.e., from the operating system paint, irongh win an seme
of view, the communication device miniport is connected), It
verifies that the current connection is a wired connection, (e.g.,

active service
exchanging data o
e networ

S the signa
Strength less than

No
Ethernet LAN, ADSL, Token ring, FDDI). This phase is calleg Fing Tiaout = sreanody Y%
. . . . .. WAN_PING_TIMEOUT
First Physical checklf this is the case, no additional checks No
are needed, as the wired connections are considered as always Is e at leadboqe
. . . . . active service
good and reliable connections. Otherwise, if the connection Yo ~ezehanung dats o
is a wireless one and it is in use that is, there is at least N Ping Timeout =
one application or service that needs to access the Internet LA PING TMEOUT @’E
PingCheck

(First Application Layer chegk the Check Activity performs

a number of additional actions which depend on the type

devices used to make the wireless connections. These dev
are grouped in three categories:

No

Is PingCheck OK?

Fig. 6. Flowchart of the Check Activity function
1) Wireless WAN Programmable devices: GPRS, EDGE,

UMTS, HSDPA.’ CDMA .1).( or EV-DO PCMCIA, and. system to provide the WAN connectiod. Therefore, the
USB or CF dewc_es proy|d|ng an API SDK (e.g., _NOk'aCheck Activity cannot perform any further physical check.
Dle./3.11 and Slerr_a Wireless PC ca_rds), that g|ves_tEﬁ1 the contrary, for the Wireless WAN Programmable devices
possibility to e_stabllsh/destroy the wireless connecno(;hd for the Wi-Fi devices, a check on the signal strength is
an_d pontrpl aI.I Its parameters; performed Second Physical Layer chgck the RSS is greater

2) Wi-Fi devices; . than acritical RSS thresholdor if a Wireless WAN Dial-Up

3) Wireless WAN Dial-Up Networking (DUN) modems: Networking modem is used, the Check Activity controls the

GPRS, EDGE, UMTS, HSDPA, CDMA 1x or EV-DO network activity for the active applications or servic&g¢ond

PCMCIA, USB, CF devices or mabile phones accesApplication Layer chedk If an exchange of data is going

sible via USB, Serial Cable or Bluetooth that can be
controlled only via standard AT commands. 2 As already discussed, WiOptiMo is intended to run unchanged on
the majority of the portable devices in commerce, thus it has a modular
architecture, with the core module being platform-independent (JAVA). The

other modules are platform-dependent. Considered that as a matter of fact,
In general, for the third category, once the DUN connectiahe majority of portable devices rely on the use of some version of Windows

has been established, it is not anymore possible to acc@.g@perating system, the other modules has been developed in Windows
vironment, assuming the Windows’ NDIS driver for the communication

the connection parameters (e.g_., th_e signal strength), as mﬁ the NIC. Therefore, in the following all the references to the operating
COM port used for the interaction is held by the operatingstem and related issues have to be thought as referred to Windows.
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on, the current connection is considergdod Otherwise, a design. Considering several scenarios, we found that cross-
ping checkis started Third Application Layer chedk The layering monitoring and control can be very beneficial, as
ping check sends three ICMP ECHO REQUEST packets tatacan allow to discover situations requiring handovers that
reachable host (or if it is not possible, it establishes three T@Eherwise would go unnoticed. We also point out that we made
connections with a reachable host), and starts a timeout timast specific assumptions, and that we are working for a system
If all the three attempts are not echoed within the requesttttht can work in any context.

timeout, the connection is considered lost and a handover iGiven the preliminary encouraging results, which validated
requested. Actually, since it is expensive in terms of time ardir approach, we are designing new components for quanti-
cost (e.g., in case of GPRS connections), the ping check is mative analysis that will enhance the autonomy of the system
performed at every single run of the Check Activity, but wittand the interaction with the user.

a frequency modulated by the number of timeouts observedn our current work, we are including statistical evaluations
during previous runs. This simple but rather effective strate@yr the results, the use of different type of traffic in the
is similar to that adopted in [27], where the authors showireless network (to ensure the generality of our solution with
some empirical evidence that the fall of a connection can bgspect to the traffic generated) and the monitoring of other
robustly assessed after three consecutive frame losses (withsdtameters to further improve the response of the system.

considering any additional metric). . ~ Furthermore, we are also investigating the use of techniques
We performed some tests with this new implementation amgk efficiently smoothing the noisy RSS and for the calculation
observed that the new design is very beneficial for: of trend measures to be used in cross-validation with the RSS

1) DUN connections. Cross-layer monitoring allows tdo add robustness to Handover Initiation decisions. Moreover,
bypass the impossibility of physical monitoring, as exwe will explore the use of learning techniques based on the
plained above, and is the only way to check if an IRse of past experience to improve the overall autonomy of the
connection is still alive or not. system. This work is expect to further improve the already

2) WLAN connections. If the RSS suddenly drops, someery satisfactory performance and flexibility of the system.
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Abstract— Scheduling in 802.11e networks is managed by the
Hybrid Coordination Function (HCF), located within the access
point. HCF has access both to traffic descriptions (TSPEC) and
to feedback information sent in every frame by stations. In this
paper we discuss the use of open-loop or closed-loop scheduling;
the first one is based only on the TSPECs, while the second one
relays also on the feedback information from stations and builds
upon classical control theory design.

We discuss how closed-loop scheduling can be used to manage
both the QoS guaranteed traffic and the best-effort traffic with
a non-marginal performance improvement compared to open-
loop scheduling algorithms. We propose a simple max-min fair
scheduling algorithm based on a positional controller which
measures buffer levels. The controller is up- and down-clipped
to meet strict QoS guarantees, while optimally distributing
stochastically guaranteed and spared resources.

Simulation results based on ns-2 are presented to support the
theory and the design, showing that the proposed scheduler is
robust and performs always better than open loop scheduler in
presence of traffic uncertainties.

I. INTRODUCTION

Wireless access through 802.11 W-LANS is spreading fast,
becoming quickly as ubiquitous as cellular networks in places
where access to the Internet is demanded.

While there are not hints that the use of the ISM 2.4 GHz
spectrum is creating serious problems of interference and/or
saturation, it is doubtlessly true that congestion within infras-
tructured Service Sets — i.e., “cells” served by an Access Point
(AP), often spoils performances, specially of applications that
require low latency. Even VoIP services work well on W-
LANS, but their quality drops drastically as soon as traffic on-
air becomes heavy or even just moderate [1]. Service support
problems arise in all WLAN environments, but most of all
in public HotSpots where customers pay for the service and
specifically in networks conceived to support highly variable
service demands, where dimensioning is more problematic, if
at all possible.

IEEE 802.11 Task Groups have been at work to propose new
solutions for the improvement of the Quality of Service (QoS)
and service differentiation (IEEE 802.11 TGe), and more
recently with 802.11 TGn to improve the throughput of the
radio interface beyond the simple increase of the transmission
speed, having recognized that the actual MAC protocol claims
too high a toll on the scarce resources.

802.11 TGe completed its work on July 2005. The final doc-
ument is now under revision for publication as IEEE standard,

This work was supported by the Italian Ministry for University and
Research (MIUR) under the PRIN project TWELVE (http://twelve.unitn.it)

and we can expect the first standard-compliant devices to be
on the market as early as mid 2006. 802.11 TGn work is still
in an earlier stage, but it is already clear that the MAC and
management part of the outcome of this TG will build upon
802.11e, making this latter an even more interesting solution.

As we discuss shortly in SectI-A, 802.11e defines a frame-
work for the management of resources and traffic, but the
actual algorithms and techniques used within the framework
are open to competing implementations, and they can heavily
affect the final performance obtained by a QAP (a QoS enabled
Access Point) and the associated QSTAs (QoS enabled Sta-
tions). How much the research community is still interested —
and working— on service provisioning in WLANS is testified
by very recent surveys and position papers as [2], as well as
scientific works discussed in Sect. I-B.

This paper addresses the problem of traffic scheduling
by the QAP, discussing different possible implementations.
The reference point, albeit naive, is the simple scheduler
(SS) drafted as example by the 802.11 TGe [3], which is
conceived purely for CBR traffic, and obviously fails under
any other condition. We propose and discuss two radically
different possibilities: i) improving performances by a better
characterization of the traffic, leading to open loop schedulers
based on the notion of “equivalent bandwidth” (see Sect.II);
and ii) improving performances by taking advantage of the
feedback QSTAs send to the QAP describing the status of the
local queue and applying closed-loop control techniques (see
Sect. I1I).

In light of the results presented in Sect.IV, we argue that
only the second choice represent a safe and robust imple-
mentation, and the overall complexity of the system, taking
into account not only QAP computational requirement, but
also QSTA “cooperation” and the interaction with existing
applications, is indeed not larger that an open-loop solution
with fixed allocation.

A. Overview and Modeling of 802.11e

The MAC protocol defined by 802.11e is the compromise
between different needs: maintaining a backward compatibil-
ity, keeping the system complexity at bay, and enhancing its
performance in terms of QoS support and differentiation. We
refer to the Draft 11.0 [3], which is almost definitive and
should not bear substantial differences with respect to the
version submitted for Standard approval in July 2005.

The MAC protocol blends together an enhanced, QoS
enabled version of the CSMA/CA used in the Distributed
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Fig. 1.

Coordination Function (DCF) of 802.11, and named EDCA
(Enhanced Distributed Channel Access), and a polling-based
access named HCCA (HCF Controlled Channel Access').

A plethora of solutions has been presented in recent years
to differentiate services both in EDCA and HCCA. In this
work we focus on scheduling within HCCA only, assuming
that the EDCA period is used only for legacy stations, and is
not used for QoS support or service differentiation. In Sect. I-B
we discuss the literature that is most related with our work.

Fig. 1 describes the general evolution in time of the access
procedure. The time is organized in superframes, which corre-
sponds to the Beacon Interval (BI), i.e., the time between the
transmission of two subsequent beacon frames. A superframe
is divided into a contention free period (CFP), managed via
HCCA, followed by a contention period (CP), where EDCA
is used. The HCF, however, can interrupt the CP with periods,
named Controlled Access Periods (CAP) when HCCA is used
and the access is again contention free.

The HCF assigns resources to stations by allotting time in
a Service Period (SP). An SP includes the time needed for the
QAP to transmit frames to the QSTA and the Transmission
Opportunity or TXOP for the QSTA. As shown in Fig. 2 TXOP
assignment is done via polling. We identify the transmission
opportunity of the i-th QSTA ad TXOP(i) and the service
period for the same QSTA as SP(i). TXOP(i) represents
the maximum time QSTA ¢ can use the channel, including
management and control frames. A QSTA that has nothing to
transmit while its TXOP is still not expired should end it by
transmitting a null frame.

QSTAs communicate their needs to the QAP on a per-
connection basis (Traffic Stream — TS) and each QSTA can
have up to eight parallel TSs.? The signaling and negotiation is
done through the exchange of Traffic SPECifications (TSPEC),
that contain (among others) the parameters relevant for traffic
scheduling described in TableI. Besides the TSPEC, a QSTA
sends the status of its internal queue to the QAP in the header
of each data packet it transmits on-air. It is immediate to notice
inspecting Fig. 1 and Tablel that there are a number of open
issues which must be addressed in implementing the HCF. For
instance TXOPs are normally assigned on a per-station basis

'HCF or Hybrid Coordination Function is the QAP entity that controls and
manages the resources within the “cell.”

2In the following we use the terms TS, connection, and flow interchange-
ably.

General organization of the MAC protocol in 802.11e

TSPEC parameter Description

Nominal MSDU Size Length (in octets) of MSDUs. One bit of
this field indicates if MSDU size is constant

or must be considered as “nominal”

Maximum MSDU Size Maximum MSDU length in octets.
The QAP should grant time to transmit at

least one Maximum size MSDU per TXOP

Maximum admitted time between two
consecutive polls (SI)

Maximum Service Interval

Minimum Data Rate The scheduler is expected to allocate at

least the time needed to serve this data rate

Mean Data Rate The average traffic the TS generates

Peak Data Rate The maximum data rate of the stream

Maximum amount of data that can arrive
to the MAC-SAP with Peak Data Rate

Burst Size

Delay Bound Maximum time a MSDU is allowed to

queue before being successfully transmitted

TABLE I
TSPEC PARAMETERS RELEVANT FOR TRAFFIC SCHEDULING

to spare resources wasted by multiple pollings to the same
QSTA, while TSPEC are negotiated on a per-flow basis.

QSTAs need not be polled in round robin, provided that con-
secutive pollings to the same station are not spaced more than
an upper limit known as maximum Service Interval (SI) and
negotiated between the QSTA and HCF. The service interval
SI(%) of station 4 is the result of the different requirements of
its traffic streams, but the HCF can also set it to a smaller value
than needed, for instance to optimize the polling cycle. A very
simple way to meet the requirements (though not necessarily
the best in terms of performances) is setting all the SI identical
one another and choose as common polling time the largest
submultiple of the Beacon Interval which is smaller than the
smallest required SI. This is the choice done in the simple
scheduler SS.

Let k be a discrete time parameter indexing the successive
polling cycles (PC). We define: r,(k) the vector representing
the resources available during the k-th PC; 7; the mean
(average) resources assigned to the i-th QSTA; r;(k) the
resources actually assigned to the i-th QSTA during the k-
th PC.

Notice that representing the system as a discrete time system
there is no need to have all SI(%) equal one another: if station
i is not polled at (discrete) time k, then r;(k) = 0.

We assume that there is an admission control function that
ensures stability of the system, so that for any meaningful
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observation interval K, given the number of associated QSTAs
N, the relationship

Ngs

1 K
E Z Ta(k) > ZF'L
k=1 i=1

holds and 7; can also be seen as the guaranteed resources
assigned to station 4. 7,(k) is not necessarily constant over
k, since PCs can have different length, due to non constant
SIs, or to varying resources reserved for EDCA access (e.g.,
a non-QoS enabled STA associates or leave the QAP), etc.

From a scheduling point of view, we can assume that the
802.11e framework can be represented as in Fig. 3, where the
the system a) represent the case of open-loop scheduling, and
the system b) the case of closed-loop scheduling. The only
difference between an open-loop and a closed-loop scheduler
is whether the resource assignment function takes into account
the remaining backlog of QSTAs bl;(k) at the end of the k-th
SI or not. The block D; is a one-step delay representing the
fact that the schedule defined by HCF during the k-th PC will
be implemented by QSTAs during the next PC.

ey

B. Related Work

There are many different proposals for managing the
scheduling of resources in 802.11; we just mention here those
that are closer to our approach, leaving aside all proposals
centered on EDCA mechanisms.

The work in [4] is probably the closer to our work.
The authors use a continuous time modeling, which is very
accurate in analyzing performances, but is less prone of future
optimization applying control-theoretical results.

The papers [S] and [6] discuss the use of variable service
intervals trying to meet the deadlines of frames, the first one
with an open-loop approach, and the second one accounting
also for QSTAa feedbacks. Similar is also the approach
described in [7], where an open-loop predictive scheduler is
proposed. The prediction algorithm is based on measures of
the actual traffic sent by TSs.

TSPEC(i)
1a(k)
— HCF
+
Y
i (k); for all i D1

[
r(k+1) foralli

L QSTA-i 8

=
a) open—loop model

TSPEC()

HCF

Y
D1

!
1?

i (k); for all i

bl (k); forall i |
: v L(k+1); foralli

—

QSTA-i
=
b) closed—loop model

Fig. 3.  Model of 802.11e scheduling: a) without using the feedback from
QSTAs; b) using the feedback from QSTAs

Compared to all these works, the approach proposed in
Sect. IIT is characterized by a faster dynamics of the closed
loop scheduling adaptation, that leads to smaller delays in the
channel access.

II. EQUIVALENT BANDWIDTH SCHEDULING

The concept of “Equivalent Bandwidth” (EB) is not new.
Indeed it dates back to the first CAC studies on VBR traffic.
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The basic idea is quite simple. Given the stochastic charac-
terization of an VBR source (e.g. a voice codec with Voice
Activity Detection —VAD- and silence suppression) the EB of
the source is the amount of resources r; that must be reserved
to the source in order to guarantee that the amount of traffic
T? generated by the source will not exceed rg with a given
probability p,. Formally, given a source i

Tes (1) : P[T?(4) > res(1)] < po(t) 2)

On the one hand, implementing an EB scheduler within
the context of 802.11e scheduling is extremely easy. In fact,
it is sufficient that the QSTA negotiate ry, instead of the
average bit rate in the reference SS of the standard draft and
the QAP will regularly allocate the required resources. If the
traffic generated by the flow is smaller than the negotiated
T, then the QSTA terminates TXOP(3) with the null frame
and the spared resources are automatically freed for other
stations’ use. On the other hand, the main drawback of the
equivalent bandwidth is not solved at all: if the QSTA traffic
characterization is not precise, then 7y will not meet the
requirements of (2). Indeed, even if the source characterization
is good, but it does not have Markovian properties, finding
rgg May not be an easy task. Finally, resource assignment
in 802.11e is heavily quantized, since MPDU fragmentation
is deprecated and inefficient. Quantization implies that the
resources assigned will not match exactly the equivalent
bandwidth of the flow, resulting in additional impairments.

We implemented (in ns-2) VBR sources as two- and three-
states stochastic chains in order to to control the effect of
approximated traffic characterization on the scheduler perfor-
mance: if the transitions probabilities between chain states
are geometric, then the chains are Markovian and (2) can
be computed exactly. In most other cases (e.g., heavy tailed
dwelling times, or even simple constant dwelling times) the
equivalent bandwidth of the source is an approximation, and
we expect the scheduler to have a worse performance in one
way or the other, i.e., not meeting the requirements of the
flow or performing poorly in accepting TSs. Fig 4 reports the
discrete time chains implemented in ns-2. For each state s
the user can choose the bit rate Rp(s), the average frame
dimension Dy(s) and their distribution (e.g., constant, or
truncated negative exponential), and the frame interarrival
distribution.

The actual implementation is in form of a Discrete Time
Chain with transitions upon packet transmission. The tran-
sition probabilities P;; from state ¢ to state j describe the
behavior of the source every time a packet is generated. The
transitions probabilities are computed so as to respect the
average transmission rate of the source. For the three-state
source some additional constraints may be required in order
to have a unique solution.

III. CLOSED LOOP SCHEDULING

As discussed in Sect. [-A QSTAs transmit their buffer level
to the QAP. At the same time, the QAP is perfectly aware of

" Pune” Pu

1-

pHZH1 3 pH2L

Fig. 4. Two- and three-state VBR models implemented in ns-2

the amount of traffic that has to be transmitted at the beginning
of each SP to every QSTA.

Let’s assume that the QAP knows the PHY transmission
rates of QSTA, which is not unreasonable, since it can be
assumed that transmission rates do not change from one SI
to the next, so that the occasional transition from one rate to
another can be accounted for as a disturbance in the control
loop and it will be compensated automatically. In this situation
the resource assignment can be done in bytes, and transformed
in time to assign TXOPs taking into account the timing of the
protocol, only at the end. Without loss of generality we can
assume that the schedule is computed on a per-TS basis, and
then the assignment is done on a per-QSTA basis in order to
reduce the polling overhead.

The evolution of the transmission buffer B; for each flow
jis

Bj(k + 1) = max (0, [B;(k) — rj(k + 1) + T (k + 1)])

If Bj(k+1) > BJC, where Bjc is the buffer capacity for flow 7,
then Bj(k+1) — B information is lost and B;(k+1) = BY .
As stated with (1) we assume that the system is stable, so that
the goal of any control technique that regulates r; reduces to
the minimization of some given metric A of the evolution in
time of all the flows’ buffers; first of all the loss probability.

There are many optimal control techniques that, given the
metric H (e.g., Ha or H) and the stochastic properties of
the T'®s define the scheduling algorithm (see for instance [8]).
At this stage of the research, however, we’re more concerned
with the fundamental properties of closed-loop scheduling,
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rather than finding a theoretical optimal scheduler, which may
turn out to be computationally complex, or loose its optimality
properties due to implementation impairments. Therefore we
resort to a basic positional controller (P-control) that tries to
assign resources proportionally to the backlog. Since there is
a guaranteed assignment to all flows, the assigned resources
to flow j are
ri(k) = rmm(k) + 7] (k)

where rf(k) is a non-negative amount of additional resources
assigned to flow j based on any weighted proportional function
of the backlogs B;(k — 1). Notice that 7™ is a function of
the discrete time k since SIs may be non constant.

Since we are dealing with a system that is intrinsically stable
and inf-clipped (the buffer cannot be negative), we do not have
to worry about stability of the controller, so that the repartition
of resources among flows can also lead to a controller gain
larger than one without affecting stability of the system.

A max-min fair proportional scheduler assigns additional
resources based on the following proportionality

Nrs
S (B'f) & —;r?‘i“(k) 3

where (; is a coefficient that can take into account flow
priorities or any other differentiation policy within a given
traffic class. The apportioning coefficient §; can also be used
to properly “weight,” flows with different mean rates, since
draining the same amount of information from different buffers
takes a time which depends on the draining rate, so that the
same backlog can result in different queuing delays. Ny is the
number of TS admitted by the CAC function.

Traffic classes can be easily taken into account either with a
fixed priority scheme (i.e., the highest priority class is assigned
additional resources first, then leftover resources are assigned
to the second class, and so on) or with any other priority
scheme that leads to the computation of rf for the given class.
Deriving the overall assignment scheme with a given priority
enforcement is just cumbersome and is not reported here for
the sake of clarity.

It must be noted that uplink and downlink flows are not
identical, since the backlog information of uplink flows is
one polling cycle old, because it reflects the situation at the
QSTA when the last frame of the flow was transmitted on air,
while the backlog of downlink flows can be known at the QAP
without delays. We do not consider this problem anymore in
this work, assuming that it does not introduce any meaningful
bias.

The max-min based resource assignment (possibly distorted
by the weights §; that include the different mean rates), is
based on the following considerations:

e The system is stable and backlogs are due to statistic
fluctuations of the traffic sources (voice with VAD, video,
etc.);

o The larger the backlog, the larger is the delay imposed
to the the waiting information, and the larger is the
probability that the flow buffer will overflow;

T;_(k +1)=5;

o If nothing is known about the stochastic processes driv-
ing the buffers, then the information loss probability is
minimized when the buffers are all equalized.

A. Closed-Loop scheduling with fixed SI

The 802.11e draft [3] recommends using a fixed polling
time for each station. Notice that, as depicted in Fig. 2, this
does not necessarily mean that every SI is identical, but only
that the same station is polled at fixed time intervals.

Implementing the proportional max-min fair P-controller
defined by (3) with fixed SIs is straightforward and does not
require any additional explanation?.

We call this scheduler ‘MaxMin Fair-Adaptive’ or MMF-A.

B. Closed-Loop scheduling with dynamic oversampling

The implementation described in Sect.III-A is perfectly
complying with the draft. However, as already noted in [4],
the reaction time of a closed loop scheduler with fixed SI can
be as large as 2SI even for very low load conditions, which
might penalize VBR sources, specially if sources have high
variability. As we discuss presenting the results, the trivial
solution of reducing SI is not practical, because reducing SI
increases the overheads, thus penalizing the network under
heavy load.

One possible solution is using dynamic SI values. This is not
explicitly admitted by [3] (albeit neither explicitly forbidden),
but we’ll see that may significantly increase performances
under rather normal operating conditions.

The discrete time theoretical framework depicted earlier
in this paper remains identical also if SIs are changed dy-
namically. The problem is finding a way of changing SI
dynamically. Fortunately, releasing the requirement of polling
intervals to be constant, the solution is easy: if the k-th
CFP ends at time t(k) before a deadline 7(k) that defines
a minimum guaranteed EDCA period before the next CFP,
then the resources relative to the the time interval 7(k) —
t(k) can be re-assigned with a new CAP, which defines a
dynamic ’oversampling’ of the controlled system. When the
traffic fluctuations temporarily bring the system in overload,
then t(k) = 7(k) and the normal SI intervals are used, so
that global efficiency is preserved; when the system is not
overloaded, but a few QSTA offer more traffic than their
guaranteed share, the possibility of immediately re-assigning
resources reduces the queue length, but most of all increases
the probability that a frame will not violate the flow delay
bound.

Since 7(k) — t(k) is normally rather small, assigning re-
sources proportionally to the queue length is not possible due

3Indeed, the actual implementation requires a great deal of care to fulfill all
standard draft requirements, and also due to the fact that resource assignments
are quantized. These are however cumbersome details that do not add much to
the fundamental idea explained so far. We refer the interested reader directly to
the ns-2 implementation available on the TWELVE project website under the
’tools’ menu (twelve.unitn.it/tools.html) — *802.11e closed-loop scheduling’
— both for this scheduler and for all the others mentioned in this paper.
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to quantization, so we decided to assign all of them to the
source ¢ for which

_ Bitk)
1< < N </3 Ty B,-(k))

up to the equalization of its buffer with the one immediately
smaller (in case of multiple stations with equal backlog values
the one which is first in the polling schedule is selected).

We call this scheduler ‘MaxMin Fair-Adaptive with Re-
scheduling’ or MMF-AR.

Concluding this discussion of closed-loop scheduling, let’s
consider best effort traffic. It is common idea that the EDCA
access scheme in 802.11 is the best one in supporting TCP-
based best effort traffic, since polling schemes tend to be too
rigid to adapt to the fast variability of best effort traffic. Indeed
a closed-loop scheduler that reacts quickly to the presence of
additional best effort traffic would spare the resources spent
in collisions and backoffs of the EDCA protocol. There is
however a major difference with respect to guaranteed traffic.
In presence of greedy best effort sources, the stability of
the system is not guaranteed with the traditional control-
theory meaning, and the assignment of resources based on a
P-controller of the source buffer obviously results in heavy
unfairness. An example helps visualizing the situation. If
two sources compete, but one starts before the other, say s;
starts before s9, then the transmission window of s; is much
larger than the transmission window of s; when this latter
starts transmitting. The buffer level at the QSTA will reflect
the dimension of TCP transmission window. Any assignment
scheme proportional to the buffer size, will favor s; and
maintain the unfairness in time, unless there are losses and
TCP reduces the congestion window size.

Indeed, to correct this bias, it is sufficient to apply a
counting function

g [ 1 ifBi>0
Bi =1 0 otherwise

and evenly distribute the resources among stations that have
some backlog.

We are currently evaluating the performance of the closed
loop schedulers applied to best effort traffic, but the topic of
best-effort traffic is not discussed further in this paper.

IV. INITIAL RESULTS

We have implemented the schedulers and the VBR sources
discussed in previous Sections in ns-2 [9] to evaluate the per-
formance of our proposal. We consider five different possible
schedulers: i) SS — the draft simple scheduler conceived for
CBR traffic only; EB(0.2) and EB(0.01) — the same scheduler,
but applied to TSPECs that reflect an ideal computation of
the equivalent bandwidth of the VBR sources; MMF-A —
the closed-loop scheduler with constant SI; MMF-AR — the
closed loop scheduler with re-scheduling. The simple, open-
loop scheduler allocates CFP and CAPs based on fixed SI

Mean bit rate = 128 kbit/s
State Param Value Param. Value Param. | Value
L Ry 64 kbit/s D¢ 120 bytes Tgw 2.38s
H Ry 640 kbit/s D¢ 1200 bytes Taw 0.03s

TABLE II
PARAMETERS CHARACTERIZING THE TWO-STATE VBR SOURCE IN THE
SIMULATIONS; Ty, 1S THE AVERAGE DWELL TIME IN THE STATE

Mean bit rate = 128 kbit/s

State Param Value Param. Value Param. Value

L Ry 64 kbit/s Dy 120 bytes Tiw 0.36 s
H1 Ry, 640 kbit/s Dy 120 bytes Tiw 0.009 s
H2 Ry 640 kbit/s Dy 1200 bytes Tiw 0.021 s

TABLE III
PARAMETERS CHARACTERIZING THE THREE-STATE VBR SOURCE USED
IN THE SIMULATIONS; T 3,, IS THE AVERAGE DWELL TIME IN THE STATE

intervals equal for all stations. The allocation is based only on
the mean rate parameter of the TSPECs.

We have used both two- and three-state VBR sources, whose
characterizing parameters are summarized in TablesII and Il
respectively. Ty, is the average time spent in the relative state.

For the sake of easy we only report results for homogeneous
VBR sources competing for the uplink, leaving more complex
scenarios including best effort traffic for further research. In
this situation SI can be identical for all sources and we set
it to 50 ms. Simulations have been run for 200s of network
operation or more.

Fig.5 reports the loss probability performance of the five
different scheduling schemes with non-delay sensitive sources.
For these sources the delay bound of frames is set to oo and
frame losses are only due to buffer overflows. The buffer size is
measured in packets and is B¢ = 50. Notice that this implies
that the buffer size in bytes is variable depending on the size
of frames it stores. Simulation points where no losses were
recorded are not plotted.

The advantage of closed-loop scheduling with re-scheduling
is evident in both plots, The other curves behavior is less
straightforward to understand. With the simple two state
sources, none of the other schedulers offer an acceptable
behavior, even for highly underloaded networks where only a
few flows are present. The reason lies in their impossibility to
exploit unused resources, which are left for use to the EDCA
access. Clearly letting all sources compete for resources during
the EDCA phase would change the situation, but this is left
for future research. MMF-AR, instead, re-scheduling unused
resources at the end of polling cycle, is able to provide much
better performance.

The results relative to the average transmission delay of
packets, reported in Fig.6, confirms the results, with the
MMF-AR scheduler consistently obtaining lower transmission
delays with respect to the others. We point out once more
that fragmentation is inhibited in our results, and allowing
fragmentation may change some results, allowing stations to
exploit parts of the TXOPs where the whole packet to be
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Fig. 5. Packet loss probability for the two-state (upper plot) and three-state

(lower plot) VBR sources as a function of the number of concurrent flows
for the five different considered schedulers for non-delay sensitive sources

transmitted cannot be fit. However, we deem that finding
a scheduler that performs well with variable size frames
without requiring fragmentation is a major achievement, since
fragmentation introduces overhead (in transmission and pro-
cessing), and requires that both the sender and the receiver
supports it.

We now restrict to study the more complex three-states
sources for the sake of brevity. Fig. 7 refers to delay-sensitive
sources, whose packets must be transmitted within 100 ms or
they are discarded. This delay bound can be typical for voice
of video-conferencing applications.

The behavior in this case is more easily interpreted. The
SS and EB(0.2) schedulers make sources loose frames even
in non-congested situations, simply because the resources
allocated are fixed, and the VBR sources exceeds them.
The loss rate in these cases can be theoretically computed
starting from the VBR sources characteristics and the delay
bound, and this computation confirms the simulation results.
BE(0.01) and MMF-A behaves similarly, due to the delay
in reaction of MMF-A, while the MMF-AR scheduler, re-
assigning unused resources to those flows that are currently
above average obtains a performance that can be orders of
magnitude better than the other schedulers. We point out here
that the quantization of resources in the MMF-A and MMF-
AR schedulers are slightly different and the one implemented
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Fig. 6. Average frame delay for the two-state (upper plot) and three-state

(lower plot) VBR sources as a function of the number of concurrent flows
for the five different considered schedulers for non-delay sensitive sources
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Fig. 7. Packet loss probability for the three-state VBR sources as a function
of the number of concurrent flows for the five different considered schedulers
for delay sensitive sources

in MMF-A is less efficient with large packets and high loads,
which leads to the very bad behavior between 16 and 21
stations. We investigate this behavior in more detail at the
end of the paper using real video sources.

As we already mentioned, the trivial solution to improve the
performance of delay-sensitive traffic may seem the reduction
of the SI. Fig.8 reports the results with the same traffic
configuration as Fig.7, but with SI = 25ms. As correctly
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Fig. 9. Packet loss probability for the three-state VBR sources as a function
the QSTA buffer size with 8 concurrent flows for the five different considered
schedulers

predicted in the analysis, the overheads of a shorter SI are
dominant and it is very difficult to see any improvement, apart
for very low loads. Indeed, comparing the two figures, it can
be seen that all schedulers provide a smaller loss rate for very
low loads, but as soon as the load increases the overheads, and
the impossibility to assign the TXOPs to support a maximum
size frame, makes the system performance unacceptable. The
curve relative to MMF-AR with SI = 50ms is reported in
Fig. 8 for reference, showing that adapting the polling interval
to the network conditions puts together the benefits of high
load efficiency and low load performance.

To gain a better insight on the behavior, we analyze the
sensitivity of the schedulers as a function of the buffer
dimension (Fig.9) and of the delay bound (Fig.10). The
behavior is consistent with theory, with the loss rate decreasing
exponentially, but with different slopes depending on the
scheduler efficiency. In both cases the MMF-AR scheduler
performs consistently better than the other considered, while
the MMF-A is always comparable to the EB(0.01), without
requiring the complex (and unreliable) source characterization
required to define the equivalent bandwidth.
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the number of flows when the sources behaves differently from the declared
TSPEC; non delay-sensitive sources

We further analyze the performance in two non-standard, but
realistic cases. Fig. 11 analyzes the behavior of the schedulers
when the sources do not behave as declared in the TSPECs.
Namely, the mean data rate is left unchanged, but the average
time spent in the states is larger, so that high traffic bursts
result longer. This result should be compared with Fig.S8.
The performance loss of open-loop schedulers is evident,
but also the MMF-A scheduler suffers, while the MMF-AR
performance is far less influenced and remains acceptable.
Fig. 12 explores what happens when sources are time sensitive,
but the SIs supported by the QAP cannot be reduced. We
set the delay bound to 1.5 the SI. All schedulers, apart from
MMF-AR, have similar and unacceptable performances, with
high losses even with only a few active flows. In particular
MMF-A suffers from the fact that the delay bound is smaller
than 2xSI, which is its response time.

Finally, Fig.13 refers to simulations obtained with real
video traffic* traces [10]. Since the stochastic descriptions

4The video traffic traces and the scripts to import them in ns-2 can be
found at:
http://www-tkn.ee.tu-berlin.de/research/trace/pub.html
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of the sources is not available, we calculate EB’ (we call
it this way in order to distinguish it from EB previously
defined in a more rigorous way) by considering as parameter
the percentage of the difference between the peak and mean
rates, and by adding such calculated value to the average
rate. So, EB(0%) and EB(100%) corresponds to the mean
and peak data rates respectively. The results show that SS is
totally inefficient and MMF-A suffers quantization problems
in adapting resources, due to the large average size of the
MSDUs, while MMF-AR experiences better performances
than all the others schedulers.

The curve labeled MMF-A’ refers to the MMF-A scheduler
with the quantization adopted by the MMF-AR scheduler.
This enables to appreciate the behavior due to quantization
phenomena from the one due to the SI flexibility.

The arrows labeled BE’(70%), BE’(30%), and SS reported
on the x axis, indicate the CAC thresholds (resources nomi-
nally saturated) for the three open-loop schedulers. It is clear

that BE’(30%) can guarantee the QoS, but only at the expenses
of very low resources utilization. Finding a CAC surface for
the closed-loop schedulers might be a difficult task; however,
it is clear that simply using the declared mean data rate
as in the SS scheduler guarantee a very good compromise
between performance and resource utilization for the MMF-
AR scheduler.

V. DISCUSSION AND CONCLUSIONS

This paper discussed different scheduler implementations
to support QoS in 802.11e networks. In particular we argued
about the use of open-loop, i.e., static and using only TSPEC
information, or closed-loop, i.e., dynamic, using also informa-
tion send back form the QSTAs schedulers.

Additionally we considered the possibility of using non-
constant service intervals, showing that a close-loop scheduler
with dynamic polling intervals trying to assign spare resources
based on a P-controller on the buffer size can outperform
other schedulers, including schedulers based on an Equivalent
Bandwidth approach, and a closed-loop P-controller scheduler
without dynamic polling.

The results we presented are not definitive, and additional
research, for instance applying optimal control techniques
or non-linear control techniques, is needed before the ideal
802.11e scheduler is found.
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Queueing Delay Analysis of IEEE 802.11¢
EDCA

Paal E. Engelstad and Olav N. Osterbg

Abstract— The majority of analytical work on the performance
of IEEE 802.11 [1] focuses on predicting the throughput and the
mean delay of only the medium access, although higher layer
applications and protocols are interested in the total performance
of the MAC layer. Seen in this perspective, surprisingly little
focus has been on predicting the queueing delay. The main
contribution of this paper opposed to other works is that it
presents the full delay distribution through the z-transform. As a
result, the mean medium access delay is found by the first order
moment of the transform, and the mean queueing delay by the
second order moment. Together this gives the average total delay
associated with the MAC layer. The z-transform is derived from
an analytical model that works in the whole range from a lightly
loaded, non-saturated channel to a heavily congested, saturated
medium. The model describes the priority schemes of the
Enhanced Distributed Channel Access (EDCA) mechanism of the
IEEE 802.11e standard [2]. EDCA provides class-based
differentiated Quality of Service (QoS) to IEEE 802.11 WLANS,
and distinguishes between four different traffic classes — called
Access Categories (AC). By setting the number of ACs to one,
and by using an appropriate parameter setting, the results
presented are also applicable to the legacy 802.11 Distributed
Coordination Function (DCF) [1]. The model predictions are
calculated numerically and validated against simulation results.
A good match between the analytical predictions and simulations
was observed.

Index Terms—802.11e, Queueing Delay, Performance
Analysis, EDCA, Z-transform of the Delay, Virtual Collision,
Non-Saturation, AIFS, Starvation.

I. INTRODUCTION

URING recent years the IEEE 802.11 WLAN standard [1]
has been widely deployed as the most preferred wireless
access technology in office environments, in public hot-
spots and in the homes. Due to the inherent capacity limitations
of wireless technologies, the 802.11 WLAN easily becomes a
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bottleneck for communication. In these cases, the Quality of
Service (QoS) features of the IEEE 802.11¢ standard [2] will
be beneficial to prioritize for example voice and video traffic
over more elastic data traffic.

The 802.11e amendment works as an extension to the
802.11 standard, and the Hybrid Coordination Function (HCF)
is used for medium access control. HCF comprises the
contention-based Enhanced Distributed Channel Access
(EDCA) and the centrally controlled Hybrid Coordinated
Channel Access (HCCA). EDCA has received most attention
recently, and it seems that this is the WLAN QoS mechanism
that will be promoted by the majority of vendors. EDCA is
therefore the area of interest of this paper, and HCCA will not
be discussed any further here.

EDCA allows for four different access categories (ACs) at
each station and a transmission queue associated with each AC.
Each AC at a station has a conceptual module responsible for
channel access for each AC, and in this paper the module is
referred to as a “backoff instance”.

The majority of analytical work on the performance of
802.11e EDCA focuses on predicting the throughput, the frame
dropping probabilities and the mean delay of the medium
access. Surprisingly little focus has been on predicting also the
queueing delay.

The importance of the queueing delay is evident. In realistic
network scenarios, most of the MAC frames will carry a
higher-layer packet, such as a TCP/IP or a RTP/UDP/IP packet,
in the payload. A higher layer protocol or application will
normally not interfere with the inner workings of the MAC
layer. It might observe that it is subject to network delay
(which is the case for TCP and many applications running on
top of RTP), but it will normally not be able to distinguish
between the types of delay. Thus, in most cases it is the total
delay that counts. For analytical predictions of the delay of
802.11e EDCA to be useful, both the queueing delay and the
medium access delay should be considered.

With little generated traffic (or with rate limiting e.g. in
order to satisfy the Differentiated Services Expedited
Forwarding Per-Hop-Behaviour) the mean queue length can be
less than a packet, and the medium access delay is dominant.
However, this case is not of the highest interest. First, the
medium access delay then is typically less than a couple of
milli-seconds (ms), and can normally be neglected compared to
the comparably higher total end-to-end delay experienced for
common Internet communication. Second, QoS analysis is not



of very high interest with abundant channel resources. It is at
the point when the channel becomes saturated that the
differentiating features of 802.11e EDCA comes into play.

When the inter-arrival time of the generated traffic
approaches the medium access delay, the queue begins to grow.
It is observed that the medium access delay is still comparably
low in this situation, while the queueing delay easily becomes
dramatically higher. (The benefit of keeping the queue finite as
a counter-measure is normally restricted, since a higher layer
protocol is indifferent to whether the delay of the packet
exceeds the limit for being useful or whether the packet is
dropped in the queue.)

This paper presents a prediction of the mean queueing delay
in addition to the mean medium access delay also predicted in
earlier works. The z-transform of the delay is first found. This
can provide all higher order moments of the delay. With the
second order moment at hand, the mean queueing delay is
easily derived. However, in order to derive the z-transform of
the delay, an analytical model that also covers non-saturated
channel conditions is first needed.

Most of the recent analytical work on the performance of
802.11e EDCA stems from the simple and fairly accurate
model proposed by Bianchi [3] to calculate saturation
throughput of 802.11 DCF. Later, Ziouva and Antonakopoulos
[4] improved the model to find saturation delays, however, still
of the undifferentiated DCF. They also improved the model by
stopping the backoff counter during busy slots, which is more
consistent with the IEEE 802.11 standard. Based on this work,
Xiao [5] extended the model to the prioritized schemes
provided by 802.11e by introducing multiple ACs with distinct
parameter settings, such as the minimum and maximum
contention window. Furthermore, this model also introduced
finite retry limits. These additional differentiation parameters
lead to more accurate results than previous models. (A list of
references for other relevant efforts and model improvements
of DCF can also be found in [5].)

We use a version of Xiao’s model, however, extended as
follow:

e The presented model predicts the performance not only in
the saturated case, but in the whole range from a non-
saturated medium to a fully saturated channel. (Some
works, such as [6] and [7] have explored non-saturated
conditions, however, only of the one-class 802.11. They
are also primarily focussing on the non-saturation part
instead of finding a good descriptive solution for the

whole range.)

In the non-saturation situation, our model accounts for
”post-backoff” of an AC, although the queue is empty,
according to the IEEE 802.11 standard. If the packet
arrives in the queue after the “post-backoff” is completed,
the listen-before-talk (or CSMA) feature of 802.11 is also
incorporated in the model.

Our model describes the use of AIFSN as a differentiating
parameter, in addition to the other differentiation
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parameters encompassed by Xiao’s efforts and other
works.

Virtual Collisions between the different transmission
queues internally on a node are incorporated in the model.

The remaining part of the paper is organized as follows:
The next section summarizes the differentiation parameters of
802.11e and provides the basis for understanding the analytical
model. Section III presents the analytical model with AIFS
differentiation and starvation prediction. Expressions for the
throughput are first presented in Section IV (to give a complete
presentation of the model), although it is the delay expressions
presented in Section V that are the main contributions of this
paper. The z-transform of the delay is first found. Then, the
medium access delay is found as the first order moment of the
transform. Finally, the queueing delay is found by means of the
second order moment. In Section IV, the throughput
expressions of the model are first validated against simulations
to illustrate the accuracy of the model. Then, the mean access
delay is validated, mainly because the prediction of the traffic
intensity at which the queues grows to infinity, depends on it.
By the end of the validation section, the queueing delay
expression is validated. Our findings are finally summarized in
the conclusions.

II. DIFFERENTIATION PARAMETERS OF 802.11E

A. Selecting Contention Windows (CWs)

The traffic class differentiation of EDCA is based on
assigning different access parameters to different ACs. First
and foremost, a high-priority AC, i, is assigned a minimum
contention window, CWw, and maximum contention

i,min
window, CW,

i,max

+1,
+1, that are lower than (or at worst equal to)
that of a lower-priority AC.

For each AC, i(i=0.,,,.3), let W, ; denote the contention
window size in the j-th backoff stage i.e. after the j-th
=CW. _+1. Let also

i,min

unsuccessful transmission; hence W,
j=m, denote the j-th backoff stage where the contention
+1. Finally, let L, denote the
retry limit of the retry counter. Then:

W, =
) zml VVL

B.  Arbitration Inter-Frame Spaces (AIF'Ss)

Another important parameter setting is the Arbitration
Inter-Frame Space (AIFS) value. When a backoff instance
senses that the channel is idle after a packet transmission, it
normally waits a guard time, AIFS, during which it is not
allowed to transmit packets or do backoff countdown. Each
ACTJi] of 802.11e uses an Arbitration Inter-Frame Space
(AIFSJi]) that consists of a SIFS and an AIFSN[i] number of
additional time slots. In this paper 4, is defined as:

window has reached CW.

i,max

2'W,
0o =CW, .. +1

i,max

i=0,1,....m, —1
/ (1)

j=m,...,L

i



@

where N is the number of different ACs (i.e. normally four),
and AIFSN[N —1] is the AIFSN value of the highest priority
AC, i.e. the lowest possible value. The 802.11e standard
mandates that AIFSN[i] > 2, where the minimum limit of 2
slots corresponds to the Distributed Interframe Space (DIFS)
interval of legacy 802.11.

A, = AIFSN[i]— AIFSN[N 1] ,

C. Transmission Opportunities (TXOPs)

Due to space limitations, priority based on differentiated
Transmission Opportunity (TXOP) limits is not treated
explicitly in this paper. Calculating the model with respect to
different packet lengths and adjusting it to also cover
contention-free bursting (CFB) is not difficult.

III. ANALYTICAL MODEL

A.  The Markov Model

Figure 1 illustrates the Markov chain for the transmission
process of a backoff instance of priority class i .

Figure 1. Markov Chain (both saturation and non-saturation)

In the Markov chain, the utilization factor, p,, represents
the probability that there is a packet waiting in the transmission
queue of the backoff instance of AC i at the time a
transmission is completed (or a packet dropped). Now, the
backoff selects a backoff interval k£ at random and goes into
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post-backoff. If the queue is empty, at a probability 1- p,, the
post-backoff is started by entering the state (i,0,k,e). If the
queue on the other hand is non-empty, the post-backoff is
started by entering the state (i,0,k). Hence, p, balances the

fully non-saturated situation with the fully saturated situation,
and therefore plays a role to model the behaviour of the
intermediate semi-saturated situation. When p, —»1 the

Markov chain behaviour approaches that of the saturation case
similar to the one presented by Xiao [5].

On the other hand, when p, — 0 the Markov chain models

a stochastic process with a channel that is non-saturated. Then
the backoff instance will always go into “post-backoff” after a
transmission without a new packet ready to be sent.

While in the “post-backoff” states (i,0,k,e) where k> 0,

the probability that a backoff instance of AC i is sensing the
channel busy and is thus unable to count down the backoff slot
from one timeslot to the other is denoted with the probability

p; - If it has received a packet while in the previous state at a

probability ¢, it moves to a corresponding state in the second

row with a packet waiting for transmission. Otherwise, it
remains in the first row with no packets waiting for
transmission.

While in the state (i,0,0,e), the backoff instance has

completed post-backoff and is only waiting for a packet to
arrive in the queue. If it receives a packet during a timeslot at a
probability g¢,, it does a “listen-before-talk” channel sensing

and moves to a new state in the second row, since a packet is
now ready to be sent. If the backoff instance senses the channel
busy, at a probability p,, it performs a new backoff.
Otherwise, it moves to state (i,0,0) to do a transmission
attempt. The transmission succeeds at a probability 1-p,.

Otherwise, it doubles the contention window and goes into
another backoff.

For each unsuccessful transmission attempt, the backoff
instance moves to a state in a row below at a probability p, . If

the packet has not been successfully transmitted after
L, +1 attempts, the packet is dropped.

Let b,,,,and b, ;, denote the state distributions of the
Markov chain. Since, the probability that transmission attempts
enter stage j (where j=0,l,...,L,) is p/, chain regularities
yield:

3)

Furthermore, a backoff instance transmits when it is in any
of the states (i, j,0) where j=0,,..,L,. Hence, if 7, denotes
the transmission probability (i.e. the probability that a backoff
instance in priority class i transmits during a generic slot time,
independent on whether the transmission results in a collision
or not), it gives:

b o= pijbi,0,0 5 J=0,1..,L;.



l_piL,+l

2 o)

LI
n= Zbi,,f,o =bioo
=0

Ways to express b, ;, and p, in terms of 7z, are presented

in the following. Hence, a complete description of the system
can be found by solving the above set of equations (one
equation per AC 7).

From chain regularities, and by working recursively
through the chain from right to left in the upper row, it is seen
that:

(I-p; )bi,0,0 1-(1 _ql'*)WLﬂik

ke = Wod—p) pr s k=12,.,W, 1. (5)
Furthermore:
s = (1= p)b;go 1-(1 —?j)m~° ©
W04, q;
and also:
biox :L_k*(bioo +4:Pibigre) ~bioke
MW
for k =1.2,..W,, —1. @)
The same analysis for the rest of the chain, gives:
— W, —k J .
pPi b,-,o,o Sj=lenLisk =1, W, —1- ®

bi ik T T 4 A
A=)
Finally, normalization yields:

L Wk W —k 1=p 1=(1=g" )" W, -1 .9
1 ZZ{H 1 g }H p1--g)" Wy =Dap, . (9)
Jj=0

b

i,0,0

W,

ij

1-p/ = q, W,oq; 2(1-p,)

The first sum in Eq. (9) represents the saturation-part, while
the second part is the dominant term under non-saturation.
Hence, the expression provides a unified model encompassing
all channel loads from a lightly loaded non-saturated channel,
to a highly congested, saturated medium. This full-scale model
will be validated in Section VI

By performing the summations in Eq. (9) above and by
assuming m, < L,, Eq. (4) might be expressed as:

1 _(-2p)

7, 210-p)

W, ((1- p)A-2p)")+(1-2p)(2p)" (1—1!),-L"""“))Jr
2(1-p))A=2p)A=p;/™)

1-p, \1=p 1=(=g)" | Wy =Dap

e W 2(1-p)

1-p

Eq. (10) is the key result in the analysis of the model. It
represents a set of N equations that must be solved. They are
normally inter-dependent in such a way that they must be

( ) (10)
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solved numerically. However, there are cases, such as the one
presented in [8], where a closed form solution can be found.

A. Estimating p, without Virtual Collision Handling

The probability of unsuccessful transmission, p, , from one

specific backoff instance is given when at least one of the other
backoff instances does transmit in the same slot. Thus,

N-1 1-
p=1- JJa-z)y =1-—

c20.ci Z;

[without VC], (11)

where p, denotes the probability that the channel is busy (i.e.
at least one backoff instance transmits during a slot time):

py =1-[J(-7,)" (12)
i=0

Furthermore, n, denotes the number of backoff instances

contending for channel access in each priority class i, and
N denotes the total number of classes.

Eq. (11) is valid if each QSTA is transmitting traffic of only

N-1

one AC and there are therefore totally 2 #; number of QSTAs

i=0
transmitting traffic. Hence, no virtual collisions (VCs) will
occur between different transmission queues on one QSTA.

B. Estimating p, with Virtual Collision Handling

If each station is transmitting traffic of more than one AC,
on the other hand, there will be virtual collision handling
between the queues. Upon a virtual collision (VC) the higher
priority AC will be attempted for transmission while the
colliding lower priority traffic goes into backoff.

To illustrate this, consider that each QSTA is transmitting
traffic of all N possible ACs, AC[N-1],..,AC[0]. In this paper
AC[N-1] is by definition of the highest priority (normally equal
to the “AC VO” of 802.11e) and AC[0] of the lowest
(normally equal to the “AC _BK” of 802.11e). The virtual
collision handling implies that a backoff instance can transmit
packets if other backoff instances don’t transmit, except the
backoff instances of the lower priority ACs on the same QSTA.
Hence, instead of Eq. (11), , p, is now found by:

1-p, [with VC] (13)

r[(l -7,.)

where p, is calculated as before [i.e. as in Eq. (12)].

pi=l=

B. Estimating p, with Starvation Prediction

The reason for the distinction between p, and p; in the

model is that AIFS-differentiation can be modelled with pretty
good accuracy by adjusting the countdown blocking

probability, p; .



Lower priority backoff instances of class i have to suspend
additional 4, slots after each backoff countdown. By assuming
these are being smeared out randomly and distributed
uniformly over all slots, it is possible to “scale down” the
probability of detecting an empty slot, as illustrated in Figure 2.

- M
busy slots A
N —
N REEEAEAEEAAAAARD
n slots
~Nx(1- (A;+1)%p,) (nis large)

unblocked empty slots

Figure 2. Simplified illustration of the principle of AIFS differentiation.
With this assumption, p; can be approximated as:

*

A,p
p; _b) .

min(l, p, + 0

(14)

i

(The resemblance with Eq. (11) stems from the fact that the
countdown blocking is not directly affected by the virtual
collisions handling.)

Thus, starvation for AC i can be roughly predicted to occur

when p’ =1 orp, Zﬁ by Eq (14).
+4

i

C. Estimating p,

For a G/G/1 queue, the probability that the queue is non-
empty, p is given by p=AD, where A represents the traffic
rate in terms of packets per second and D is the average

service time. In this context D is the frame transmission delay
from the time a packet has reached the front of the transmission
queue and is the first packet to be transmitted until the packet is
successfully transmitted or dropped.

For simplicity, here it is assumed that the traffic rate faced
by all backoff instances of a class is the same on all stations,
and use A, to denote the traffic rate (in terms of packets per

seconds) of traffic class i on one station. Then;
15)

where D" and DY*'"" are the delay with or without

taking into account the post-backoff, respectively. It is correct
to include the postback-off under full saturation and in this

min(l’&ﬁf\'oAM—SAr)S p < min(l,/ll.BfAT) ,

region D.*" provides the best description of the delay. Under

perfect non-saturation conditions, on the contrary, it is correct
to omit the effects of post-backoff, and here
DNV provides the best delay description. The minimum
bounds in Eq. (15) ensure that under saturation conditions,
when the queue is always full of packets ready to be
transmitted, the utilization, p,, never exceeds 1. It is possible
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to use arguments to determine p, with higher accuracy. Due
to space limitations, this is beyond the scope of this paper.
Expressions for D" and D" delays will be

provided in Section IV.

D. Estimating q, and q;

To estimate ¢, of the non-saturation model it is assumed

that the traffic arriving in the transmission queue is Poisson
distributed, i.e. that the system is of the M/G/1 type. g, is the

probability that at least one packet will arrive in the
transmission queue during the following generic time slot
under the condition that the queue is empty at the beginning of
the slot.

Thus, g, is calculated as:
(16)

We tested a number of different expressions for ¢, and

g, =1= (. + A= p)e " +(p, = p)e ") .

observed that setting ¢ equal to g, for simplicity worked as a
good approximation in all the scenarios explored.

IV. THROUGHPUT

Although the main focus of this paper is on the delay, the
throughput predictions of the model is first presented. The
reason is that it introduces some important probability
definitions used also for the delay predictions later. Moreover,
later in this paper the model is validated in terms of not only
the delays, but also the throughput to give a more complete
description of the accuracy of the model.

Let p;, denote the probability that a packet from any of
the 7, backoft instances of class i is transmitted successfully (at
probability z.(1- p,)) in a time slot:
a7

where p, is determined from Eq. (13) if there are virtual
collisions [or Eq. (11) otherwise].

Pis = nz,(1-p,)-

Let also p, denote the probability that a packet from any
class i is transmitted successfully in a time slot:

N-1
ps = Zpi,s :
i=0

Then, the throughput of class i, S, can be written as the

(18)

average real-time duration of successfully transmitted packets
by the average real-time duration of a contention slot that
follows the special time scale of our model:
5 = pi,sTi,MSDUB
© (=-p)T, +p, T, +(p, —pT.

) (19)



where 7,, T, and 7, denote the real-time duration of an empty

slot, of a slot containing a successfully transmitted packet and
of a slot containing two or more colliding packets, respectively.
The length of the longest colliding packet on the channel
determines 7, . If all packets are of the same length, which will

be considered in this paper, then 7, =7, . (Otherwise refer to
[3] to calculate 7. based on the average duration of the longest

colliding data packet on the channel.) Finally, B denotes the
nominal data bit-rate (e.g. 11 Mbps for 802.11b [9]), and
T, \ispy denotes the average real-time required transmitting the

i

MSDU part of a data packet at this rate.

V. DELAY

A.  Z-transform of the Medium Access Delay

We first deal with the delay associated with counting down
backoff slots for the packets to be transmitted. While being
blocked during countdown, the weighted average delay is

Py T +(1- P )T., and the corresponding z-transform is:
Py Py
D(z) =L 20 4 (1= Loy " (20)
Py Py
While the backoff instance is counting down, the

probability of facing an empty slot is 1—p; while the
probability of being blocked is p; . Hence, the z-transform of

this blocking delay is:

D)= =, @1)

-p,D(z)
When it is not blocked anymore, the system will spend an
empty time-slot, 7,, when moving to the next countdown state.

Hence, the z-transform of the total delay associated with one
countdown state is:

D;mte(z) = ZED[ZI (Z) . (22)

The total delay in a backoff stage is derived by a geometric
sum over the probabilities associated with each countdown
state:

1 1=(D,.(2)"
W, 1-D. (z)

ij state

Di

stage, j

(2)= ; (23)

where the factor 1/ W) reflects the uniform distribution of the

selection of the number of backoff slots at each stage.
For simplicity the term D (z)is introduced as:

i
level,j,s

. i
Dllevel,j,s (Z) = HD;mge,[ (Z) (24)
I=s

Here, s is set to 0 under saturation conditions, because the
post-backoff is undertaken before the transmission of each
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packet. Then the transform for the saturation delay may be
written as:

L' . Pk .
D;at(z) = (l_pi)zpijznfﬂi Dllevel,j,O(Z)
Jj=0

L,+1Z(L,+1)rj

+ pi Dlievel,L,,O (Z) . (25)

Under extreme non-saturation conditions, on the contrary,
the post-backoff is always completed before a new packet
arrives in the transmission queue. Thus, under these conditions
the post-backoff will not add to the transmission delay, as it did
when the saturation delays were calculated above, and s is now
set to 1 in Eq. (24). Then, the transform of the non-saturation
delay can be found as:

L’ . P .
DI’VUn—Sat (Z) = (1 - pi )ZpijZTﬁlTv Dlle'vel,j,l (Z)

J=0

L+l
i

+ p Z(L’H)I;‘Dlievel,L‘,l (Z) > (26)

where Dy, (z) =1has been defined for convenience.

The first part of Eq. (25) and of Eq. (26) represent the delay
associated with packets that are eventually transmitted
successfully on the channel, where p;is the probability of

colliding after each j-th stage, adding an extra delay of
T (thus the factor " per stage). (1— p,) is the probability
of finally transmitting the packet after a stage, which adds an

extra delay of T, (thus the factor z"). The last part of Eq. (25)

and of Eq. (26) represent the delay of packets that go through
all 0,...,L, stages without being transmitted successfully, and

are eventually dropped.

B.  Mean Medium Access Delay

Finally, the mean medium access delay when the post-
backoff delay is taken into account, D", is found directly
from the transform in Eq. (25):

_ Lo . . ) Bi.\-mze :
D" =Di, (=1~ p" )T, +T, ﬁ) vk (27

where D is defined as the mean delay associated by a
countdown state:

Py
Py

(28)

Ei‘“‘”e = D,sl:mte(l) (1) = ]1’ + |:]7571‘ + (1 -

b

]
a=p)

and the sum R, is given by:

Rli = z pi/(W'j - . (29)

By performing the summation above in Eq (25) for the case
m; < L, the following explicit expression for g!is obtained:



m; + m;+1 L;+1 L;+1
R;‘=W,-o[1_(2p') ) J_l—p,- (30)
1-2p, 1-p, 1-p,
The mean medium access delay when the post-backoff
delay is not taken into account, D" can be calculated
similarly using Eq. (26), or it may alternatively be found by:

(O]
EIJVOJV*SAT |:D‘D.L5‘m :| (ZII)

Stage,0
i i i i )
_ D, <1)Ds,n,,,fo(1>—Dgﬁ,,a)Ds,,,gf,o ) GD
S'ruge 0(1)
— W, —1
=D, ()= Dipo ()=DHT — D T

2
where D is given in Eq.(28). The resolution of D;'mgej‘“(l),

shown by the last equality, is found by simple derivation of Eq.
(23) and subsequent application of L Hopital’s rule three times.

C. Mean Queueing Delay

By considering the medium access delay as the “service
time” for a packet in an single server queue we may obtain the
mean queueing delay by applying the corresponding formula

for the M/G/1 queueing model, A, ; given through the second

order moment of the delay [10]:
_ "2
A oD (32)
2(1-p,)

To apply an M/G/1 model for the queueing delay we must
also assume that the medium access times are independent
stochastic variables. This will not be an exact assumption,
however, it is believed that the dependencies will be weak, so
that Eq. (32) will provide an accurate approximation.

We will first consider the queueing delay when effects of
the post-backoff delay are taken into account, which gives the
best description close to saturation conditions. Later in this
section we deal with the opposite case, which better describes
the non-saturation situation. The second order moment of the
delay is found by derivation of the z-transform [10]:
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=
I — 2 33
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Furthermore, i  is given by Eq.(28) and
D”““ =o,. " m+0," ()=
: (36)
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By performing the summations in the expressions above we

obtain:
——S4T
D> =(-p L“{T 77 J+
l—p,

(=L +)p + Lp | T e P | Py
( (Li+Dp +Lip ) T, Tp )i p, 37)
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where the sum g’

s

is defined by Eq. (28) and the other sums
Ri,...,R: are defined by:

Z(WD : (38)

R = Z Pl W, =1, (39
Z Pl W, ~D(W,-2) , (40)

R =§p/‘(wy—l)§% : S

Explicit expressions for the sums r!,...,R! in Eq. (38) —
Eq. (41) can be found by performing the summation for the
case m, < L,. These explicit expressions are found in the
Appendix of this paper.

. ——SAT
One may make the same type conversion between p?>  and

p2" ™" using a similar approach as in Eq. (31):

i
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and where D and Dy are given by Eq.(28) and Eq.(36).
and

—— NON-SAT
Furthermore, p,

Eq.(37).

p" are given by Eq.(31) and

VI. VALIDATIONS

A.  Simulation Setup

We compared numerical computations in Mathematica with
ns-2 simulations, using the TKN implementation of 802.11e
[11] for the ns-2 simulator.

The scenario selected for validations is 802.11b with long
preamble and without the RTS/CTS-mechanism.. The
parameter settings for 802.11b are found in [9]. Based on
these, the model parameters 7, =20us, T, vspw = Toos = 520us

and T

T =13211s were estimated. Finally, setting the time a

colliding station has to wait when experiencing collision, 7,

equal to the time a non-colliding station has to wait when
observing a collision on the channel, 7., corresponds with the

ns-2 implementation used for validations.

Parameters such as CWmin and CWmax are overridden by
the use of 802.11e [2]. For the validations, the default 802.11e
values, also shown in Table 1 in [8], were used.

The node topology of the simulation uses five different
stations, QSTAs, contending for channel access. Each QSTA
uses all four ACs, and virtual collisions therefore occur.
Poisson distributed traffic consisting of 1024-bytes packets was
generated at equal amounts to each AC.

The throughput values of our ns-2 simulations were
measured over 3 minutes of simulation time. The simulations
were started with a 100 seconds transition period to let the
system stabilize before the measurements were started.

B.  Validation of the Throughput Predictions

Although the main focus of this paper is on the delay, the
throughput predictions of the model is first validated, in order
to give a more complete impression of the accuracy of the
model that is being used.

Figure 3 compares numerical throughput calculations of the
analytical model with the actual simulation results. It is
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observed that the model corresponds relatively well with the
outcome of the simulations. However, there are some
differences that exceed the 95% confidence interval of the
simulations. (Since the intervals are so small they have only
been shows for 3000 Kbps and 5000 Kbps in Figure 3).

We also see that the starvation of AC[0] and AC[I1],
experienced with simulations, is described with relatively good
accuracy by the analytical model. However, the starvation
expression in Eq. (14) seems to be a little to coarse-grained to
model the exact throughput behavior when these ACs face
starvation. In the semi-saturation-part (middle part) of the
figure it is also observed some inaccuracies in the numerical
calculations of model. Mathematica have difficulties in
converging in this region, for example when the traffic
generated per AC is around 2500 Kbps.

C. Validation of the Medium Access Delay Predictions

Even in all the cases where the queueing delay is
significantly higher than the medium access delay, the latter is
not unimportant. It is the medium access delay that determines
whether the service rate of the MAC is able to match the traffic
rate that enters the queue. For this reason, the medium access
predictions are validated first.

Figure 4 compares numerical mean delay calculations of the
analytical model with the actual simulation results. The solid
marked with triangles show the numerical results for the mean

saturation delay, D.*", i.e. the delay that includes the post-

backoff. The dotted curves marked with triangles show the
mean non-saturation delay, pr*"-57, i.e. the delay that does

not take into account the effects of the post-backoff. Ideally,

the mean delay, D,, of each AC i (represented by dashed
curves marked with ‘X’s in Figure 4) should lie between the
two numerically calculated curves for p,**'~5" and ps:
EiNOAuSAT < 5‘ < EiSAT . (45)
We observe that this is the case in most parts of the figure.
However, the model predicts a delay for the second highest
priority AC, AC[2], that is slightly lower than experienced by
the simulations around 3000 Kbps. The 95% confidence
interval for AC[2] - drawn at 3000 Kbps in Figure 4 - shows
that this discrepancy cannot be explained by simple statistical
variations. (The 95% confidence intervals are also shown for
5000 Kbps.)
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Furthermore, the model predicts that the delay for the
lowest priority ACs, AC[0] and AC[1], increases to infinity a
little faster than observed in the simulations. This result
corresponds well with the inaccuracies seen for the throughput
in the corresponding region in Figure 3.

D. Validation of the Queueing Delay Predictions

The predicted mean queueing delay (numerically
calculated) is compared with simulation results for the same 5-
station scenario above. As argued for earlier, the mean

queueing delay, A,, should lie between the two numerical

predictions, A;" and A, ', depending on whether the

effects of the post-backoff delay are taken into account or not:

— NON—-SAT —s4T
‘ <A LA

i

(46)

Figure 5, Figure 6, Figure 7 and Figure 8 show the
queueing delay comparisons for AC[0], AC[1], AC[2] and
ACJ3], respectively. It is observed that the simulation results
are largely within the prediction range given by Eq. (46).

However, close to the saturation singularity where queues
grow infinitely, it seems that the model is less accurate, and
the simulation results are outside this range (except for AC[0]
in Figure 6). The most important reason is probably that
inaccuracies in the mean delay directly affect the exact
location on the absissa axis (x-axis) where this singularity
occurs. This is seen directly from Eq. (32), since in the
nominator o is determined by P, =Max{l, AIB,-]. Hence, the

prediction of whether the system has reached the saturation
requirement, p; =1, or not at a given traffic intensity, A is

fully dependent on the size of D;. Small inaccuracies in the
prediction of D; can translate into large inaccuracies in the
prediction of the exact traffic intensity where the singularity
will occur.

VII. CONCLUSIONS

This paper demonstrates the importance of the queueing
delay, and shows how analytical models can predict it. Using a
saturation model makes no sense, since the queueing delay is
infinite under saturation conditions. Instead, a model that has
been extended to cover the full range from a non-saturated to a
fully saturated channel is used. Furthermore, a simple way to
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introduce AIFS differentiation into the model is proposed.
Thus, the default medium access parameters recommended by
the 802.11e specification, which wuses this kind of
differentiation, can be studied.

Earlier works (such as [5]) have mostly focused on mean
values for the medium access delay. Here, however, all higher-
order moments of the delay are found, through the explicit z-
transform of the delay. The average queueing delay can then be
predicted by means of the second order moment of the delay
transform, as a direct consequence of basic queueing theory.
The mean medium access delay and the mean queueing delay
together, constitute the average total delay of the MAC, as seen
from an upper layer protocol or application.

The mean queueing delay predictions of the model are
calculated numerically and validated against simulations. The
mean access delay was also validated, since it has a direct
impact on when saturation occurs and when queues as a result
grow to infinity. To make the analysis complete, validations of
the throughput were also presented.

It is observed that the predictions of the mean queueing
delay give a relatively good match with simulations. The mean
access delay and the throughput were also relatively well
predicted by the model.

It is finally pointed out that expressions for the mean
queueing delay and mean access delay were found under two
extremities of the model, namely whether or not the effects of
the post-backoff queuing delay were taken into account
(depending on whether one wants to find the delay close to
saturation or under non-saturation conditions). In fact, the z-
transform was given in terms of these two limits. Thus, the
delay predictions presented here say that the real mean delay
values must lie somewhere between these limits. The presented

model, however, contains parameters (such as g; shown in

Figure 1) that should make it feasible to derive a more exact
expression. As a first order approximation, the following could
be attempted:

5 ~ (l—pA)B-NONﬂSAT + p.BSAT_
NON-SAT

i

. (47)

+ P, Ai

A= (1= p)A

These and more exact expressions will be explored in a
follow-up paper.



This paper presents the medium access delay distribution
through the z-transform. In addition to finding the moments of
the delay, the z-transform can be inverted numerically with a
configurable error bound. By assuming an M/G/1 queueing
model it is possible to obtain a complete delay description,
containing the distributions both of the MAC delay, the
queueing delay and the total delay. All desirable delay
percentiles follow. This follow-up work will be published and
presented soon [12].

APPENDIX

The explicit expressions for the sums Ri,...,R! of Eq. (38)

— Eq. (41) can be found by performing the summation for the
case m; <L,:

=Wy @ Limm) 1)+ (48)
R; =W,0( ( —(m, +D(2p)" +m,(2p, )M)Jr
(1 2p,) @)
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Abstract—In third generation mobile networks, transmission Yet, a second important consideration in assigning threugh
rates can be assigned to both real time and non real time puts in networks is fairness. Several fairness concepte hav
applications. We address in this paper the question of how 10 peen syggested and implemented in various network arehitec
allocate transmission rates in a manner that is both optimal . L
and fair. As optimality criterion we use the Pareto optimality ~tU'eS, but let us first recall the concept of global optiméat
notion, and as fairness criterion we use a general concept of Global optimization Consider a system wittV' transmitting
which the max-min faimess (which is the standardized fairess source. Letr = (r(1),...,7(N)) be a assignment vector of
concept in ATM networks) and the proportional faimess (which  transmission rates. The global optimization maximizes the
characterizes fairness obtained by some transport protocols fo total throughpu@neN r(n). It can lead to situations in which

the Internet) are special cases. We show that the problem is a jdin the allocation i i | di
optimization system of the transmission rate and the power. We e allocation is null for one or several sources, and is=floee

formulate the fair allocation problem as an optimization problem NOt consider as fair.
and propose both exact as well as approximating solutions. We Max-min fairness In ATM networks, the standardized fairness
consider both uplink and downlink problems and study also concept in traffic whose rate is controlled (the ABR - Avaitab
macrodiversity. Bit Rate class) is the so called "max-min fairness” [2]. An
assignment vector of rates is said to be max-min fair if one
cannot increase the assignment of a souraithout decreas-
Rate control of calls is an important network managemeintg the assignment of a sourgéor whichr(j) < r(¢) [2], [3].
issue in third generation mobile networks. Indeed, not onijhe quantity that is assigned fairly in ATM is the excess of
data transfer but also real time audio and video applicatiothe throughput beyond a prenegociated minimum transnnissio
can be transmitted at various rates by selecting an appteprirate. Another related standardized fairness concept in &AM
Codec. In the case of voice applications, UMTS will use thiae "weighted max-min fairness” in which the quantity that
Adaptive Multi-Rate (AMR) codec that offers eight diffetenis to be assigned fairly is the excess throughputs (beyond
transmission rates of voice that vary between 4.75 kbps.® 1Zhe minimum guaranteed) weighted by some multiplicative
kbps, and that can be dynamically changed every 20 msec.d@hstant depending on the connections.
course the transmission rate has an impact on the perceidportional fairness In the Internet, the large majority of
quality. The reduction of the transmission rate is necgssaransfers use the TCP/IP transport control mechanism. The
for maintaining a call whose received energy per bit is taamssignment of throughput to various connections using TRCP/
small, and it allows to maintain a larger number of calls ifand other related protocols) can be described using the
the system; it will be studied here in conjunction with powetoncept of "proportional fairness” as was shown in [4]. An
control which is yet another tool that can be used to increaassignment is said to be proportionally fair if it is feasible
the received energy per bit (but which also has an impact (gatisfies the system’s constraints) and if for any othesifda

I. INTRODUCTION

the interference experienced by other calls). assignment*, the aggregate of proportional changes is non-
A well studied problem is that of choosing transmissiopositive:

rates so as to maximize the system’s throughput, see [1]. (i) — (i)

Alternatively, if two mobiles A and B transmitting at the Z O <0. (1)

same rate have the same received power at their base station i=1

and if A has larger attenuation tha®, then it transmits with The proportional fairness is known to maximize the quantity
larger power than3, thus causing more interference th&n [],r(i). Equivalently, it is an assignment that maximizes
in the base stations of neighboring cells. Hence systemwi$€, logr(i). A (weighted version of the) proportional fairness

it is profitable to assign to mobild lower throughput than to is also advocated for future developments of TCP, see e.g.
mobile B if there are not sufficient radio resources to assigs]. The way TCP shares bandwidth between connection has
the maximum throughput to both. This suggests large diffdsecome a reference for other real-time applications over th
ences in throughputs assigned to mobiles according to thiiternet that do not use TCP; such applications are call&@P'T
attenuation level when seeking the system optimal viewpoirfriendly”.
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Both proportional fairness and max-min fairness possess|l. RELATED WORK ON RATE CONTROL IN WIRELESS
optimality properties: they are both Pareto optitndlhe pro- NETWORKS
portional fairness is a good compromise between the system ) . ) ,
global optimum (i.e. the sum of all mobiles’ rates) and the e briefly mention in this section some recent papers on

welfare maximization approach of max-min fairness. rate control in CDMA wireless systems._ _
Generalized faimess criterionlt has been shown in [6] that 1N€ Paper that mostly relates to ours is [1]. It considers the

all three approaches: the system optimization, the max-nfifPPlem of optimizing transmission rates and powers. [@iscr
fairness and the proportional fairness are all specialscaga  2vailable rates. The problem is formulated mathematicasly
generalized fairess concept. Given a positive constaatl, & Mixed linear-integer programming, for which polynomial
consider the optimization problem: optlmlzanon algorithms are not avalla_ble._ A heuristic ap
mation approach based on a Lagrangian is proposed and.tested
Another related paper is [11], where the authors study
1-a the optimal control of both the power, and spreading gain

, , . ] (the latter is equivalent to controlling the throughputheT
subject to the problem’s constraints. Assume thatiti¢ are 5 thors restrict to a single cell and to the uplink. The model

defined on a convex set. Then since the objective function;is des channel coding (FEC, Forward Error Correctiony} a

concave and the constraints are linear, this defines a ”ni%‘&eneral function for BER (Bit Error Rate) as a function @& th

allocation which is called thev-fair allocation. It turns out SIR (Signal to Interference Ratio). Similar models are istdid
[6] that this allocation corresponds to the globally optima,, [12], [13].

allocation whena — 0, to the proportional fairness when
a — 1, to theharmonic mean fairness (another well known

Ls;}rgrelzsﬂco;cept) whem — 2, and to themax-min allocation In [14], the quantity that is maximized is the effective data
. . . rate: the transmission rate times the BER , where the later i
We shoulq menUon that other aspects of fa|r FSOUrGEt inction of the SIR and the transmission rate. A Lagrangian
assignment in wireless networks have been studied prdyiou roach is used. There is no a priori target SIR. This aghroa
These were aspects related to scheduling back logged pac gﬁseful for NR‘I" (Non Real Time) traffic. Not.e that if we
[71-[9], so as to achieve already given average tr<r’m‘e’mﬁSSigssign to a source a transmission of ratewith O percent

rate_s Oftg |ﬁ?rent Sources. (t)ur study aims, in contrastaitdyt losses, the effective throughput is the same as if we tratesmi
assign the fransmission rates. at 2R and lost half the information. In contrast to NRT, for

Our main contributions are RT (Real Time) applications, the two scenarios would give

L A methodo!ogy for combined rate anq power control fo(ﬂifferent utility (quality perception). In [14] the functn of
achieving c'_;lrbr[rary tradeoff beftween fa|rn_ess and SYSIeMe SIR is taken in an example to be the Shannon capacity;
global maximum for both downlink and uplink as well as fmhote that approaching that capacity requires long blocks of

macrodiversity. codes which makes the scheme not useful for RT. There is

2. Transforming a non convex opt|m_|zat|on problem Into Aiso a part that considers both RT and NRT (sec VI) but only
convex problem with linear constraints. This extends o e throughput of NRT is optimized

results in [10] in which only the uplink was considered an In [15], the authors consider uplink CDMA with two

which proposed only an approximation in order to derive &asses, mobiles of the first class (RT) transmit all the time

Co_?\éixszziglrzeag??hgrogle;'is as follows. We first mention ithe other mobiles (NRT) are time-shared. The benefits of time
. pap ‘ S srharing is studied as well as the conditions for silencingeso
the next section some other works on rate control in wireles

. . Where one of the studied objectives is that of maximizing
networks (not directly related to fairness concepts). Wanth : .
introduce in Section Ill our model and show how the faitrhroughputs (while keeping the SIR at acceptable levelsy. T

. .paper takes in nt that when a mobile is silent, it stil
assignment problem can be formulated as one of two p055|8%pe takes into account that when a mobile is silent, it st

A . ; o requires energy (for synchronization). We also note that th
optimization problems: one in which transmission rate can B . , o

. o . . amount of information to transmit is not changed by the
assigned any real value within some given interval, and Dnes'cheduling

hich finitel issi ilable f . . .
which finitely many transmission rates are available forheac In [16], the author studies the Erlang capacity as a function

mobile. We analyze the properties of the system in Section IVf the throughputs assigned to NRT applications. Unlike the

We then apply our results to the uplink problem in Section ? : . : ;
. . ) framework in [1], which we adopt in this paper as well for
and propose exagt anq apprquatlng solutions. Thg doWnll T application[s] the volume ofpinformatign ptransmitted by
prob_lem. 'S examlned n Sectpn VI and the m_acrogiwersﬂy ﬁRT applications (such as a file transfer) is not affected by
studied in Section VII. Numerical results are given in Satti . ; S
. . . . . the assigned throughput. Thus a static optimization prople
VIII. A concluding section ends this paper with extensioos t . : . .
. . as done in previously mentioned papers, is not adequate
utility-based fairness concepts.

to describe the effect of throughput assignment for NRT

1An assignment is Pareto optimal if one cannot increase the assignmeﬁtppllcanons' The mOdeI in [16] takes into aCC_Ount_ the inpac
of one source without strictly decreasing an assignment of another sogirce0f throughput assignment on the call duration in order to

T’(Z')lia

Maximize Z
7

Several papers study optimizing throughput assignment for
non-real time traffic.
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compute the Erlang capacity as a function of the assigned™ a mobile unit

throughput. b a base station
Another related research direction has been the assignment (m,b) = { (5.1) n :Ee zpllnkl_ csse
of instantaneous rate of packet transmission at the buiflers (t,s) inthe downlink case

the cell of mobilem

the number of mobile units

N, the number of mobiles in cell

N(m,b) the background noise power at the receiver (it
represents thermal noise and also radio inter-
ference from non-power controlled channels.)
a multiplicative constant

the normalized powerdK ., p;n)b = K tPst-

CDMA wireless systems. In these papers, the actual transmis?&i
sion rate of the source is not controlled.

In [17] the packet transmission rates at the link layer isffe
is allocated at as a function of the traffic profiles and is
computed according to required bounds on packet losses at
these buffers. The paper uses effective bandwidth notions f
CBR/VBR traffic (Constant/Variable Bit Rate), and others fo y

. . m,b
:rliR[l(Q\ﬁlzlg;ale Bit Rate). Some other closely related papers We will show that -
' m the link gain) in the uplin

In [21], the author considers combined power and rate K= ? b i(n the dogvnlir)wk plink
control of each of a number of queue so as to minimize gjyen a POWEr VECIOP = (p1.tot, ..., Ps.tot), the received

power and delay. In the considered model, the power aE%nal to interference ratio of mobile is given by
rate assignments determine loss probabilities and theee is

given constraint on the loss rate. No retransmissions and ng;;p (P) = Pinb 1<m<M. (3)
scheduling are considered. " Nmb)+C Y phy
In [22], the authors describe the feasible set of poweesrat m/#m

m/ Ecm

in a single cell. They show that this is not a convex set.

Convexification is possible by an appropriate time sharingAs pj ;.; is bounded, them/, , is bounded by a value that

or scheduling of packets. The results are used for assigning will denote byp;mb. The values ofC, N andp’ will be

transmission rates at the buffers (again, the source rages expressed in Section V for the uplink and Section VI for the

given and not controlled), so as to achieve required boundiswnlink.

on delays. The scheduling decisions are taken according tdAs explained in [1], the above model can be useful for both

the traffic profile of each mobile which is characterized by thuplink and downlink. However, we shall later use the patéicu

average rate and the burstiness (the so-called constraints). structure of the uplink and of the downlink in order to sinfpli
Among all the research directions we mentioned above, die solution.

paper is related to the first two references as it is concernedVe next describe two possible settings for the power and

with the actual assignment of transmission throughpusrate transmission rate control.

the sources (rather than inside the network) of real timéiappA. The continuous model

cations. We consider a multicell environment with partcul i .
attention on uplink and downlink rate control, and include ' the first model, mobilen can use any value of throughput

a study on macrodiversity. (This is in contrast to [11] wh§€tWeen a minimum guaranteed vallig,,, and a maximum
considers only the uplink control in a single link, or [1] v value PR,,,. This can be achieved if a packet mode is used with

framework seems more adapted to the uplink multicell cas@") @PPropriate scheduling (see e.g. [23], [24] and refe®nc
Yet, an important feature of our paper is the introduction Sperein). Denote(m) the transmission rate assigned to mobile

new faimess considerations into the rate allocation grobl 77 Nd R = (r(1),...,r(M)) the rate vector. We assume that,
for each mobile, there is a minimum required valueSér,,,

per transmitted bit per second, which we denotejhy
1. THE MODEL Let (E,/I,); be the ratio of bit energy to interference
power spectral density of mobile:, and W,,, the spreading
We use the notations of [1] applicable for both the uplinkandwidth at chip rate for mobile:. We then have

and the downlink and extend their model. Consider a cellular

; ) o 1 (E, SIR,,(P)
radio system withS transmitting sources. Sourgecan trans- S < T ==’ (4)
mit with total powerp; ¢,; within the interval(0, ps.;o¢]. In the m \to/m r(m)

following, if sources has different channelg ; will denote implying Smr(m) < SIRm(P).Z

the power of the signal emitted by sourgdo destinationt.

Also, pyc.s represents the power of the non-power controlledNote that we implicitly assume thdt, /I,). does not depend on the

channels ’ Therefore: transmission rate(m). This is a standard assumption in modeling literature,

: : see e.g. [1]. In practice, however, it may dependr¢m), see e.g. [25, p.

151, 222, 239]. But as we see from [25, Fig. 10.4, p. 222], itltse to a
_ ) 2 constant throughout long range of bit rates. For exampleydmt 16Kbps and

Ds,tot Zps’t TPNCs @ 256Kbps, the maximum variation around the median value is tess 20%.

We thus propose to take for the value @@, /1, ) its average or median

) ) value over the rangeéMR,,, PR.,]|. However, if the exact dependence is

We take the following notations: available analytically, it can be included into our model.

t
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Thus the solution of our joint power and transmission rate Then the solution of our joint power and transmission rate
assignment problem is constrained to belong to thdl§et assignment problem is constrained to belong to thdlet

(P, R), defined through: (P,Y) such that:
ngs,tot §m7 1 <s< S’ ngs,tot Sps,tota s = 1;"'353
k Ki |k
mm S r(m) S PRma ym € {07 1}7 Ek:l ym S 1’
I1<m< M. (5 m=1,..., M.

b (m) < s s+ (1= ), > Dnan

TNmD) +C Dty e m) M = TR (P)

m/£m The first constraint represents the power constraints. The

A fair allocation can now be obtained using the followin seconq states th‘Tﬂ at most_one bit rate can be aIIocgted to
optimization problem: ga mobile. The tr_urd constraint reduces to thg constraint on
SIR,, when rk is the rate allocated to mobile. For rF,
_ o M r(m)l—e which is not the allocated rate, the inequality constrasrjust
Find (P, R) € II° that Maximizes Z e a consequence of the definition df:,.
m=1

I=a A fair allocation can now be obtained using the following
B. The discrete model optimization problem:
There is a finite number of available transmission rates for K vk e
each mobile. Letr!, < 72, < ... < r5™ pe the available M Zyme
transmission rates for mobile.. Find (P,Y) € II* that Maximizes Z k=1 .
One way to formulate the discrete model is to use the m=1 l-a
continuous model and add a constraint on the discrete values ] o (8)_
that the throughputs can have: In this sgcuon we mad_e explicit the sys@em of equations
corresponding to the continuous and the discrete models. In
] _ o M r(m)'— particular, we showed the need for a join allocation of rates
Find (P, R) € II° that Maximizes Z 1_a (6) R and powerP vectors. In the following section, we focus on
m=1 the first model.
with r(m) € {rl  r2,, .. rKmy, @)

IV. PROPERTIES OF THE SYSTEM
We present below an alternative formulation of the problem Equivalent problem
following [1].
To properly receive messages at transmission sritevith b
tolerable error probability, mobile: is expected to attain an
SIR,,(P) not less than a target®,.

We provide here an equivalent formulation of the problem
ased on a simple change of variables.

Lemma 1: The continuous problem (see section IlI-A) is
equivalent to finding(P, C) in e = (P, C) that maximizes

Let Y = (y*) be a 0-1 matrix such that for every mobile Moy p(m) 1—a
and rater®, Z(C) := where II¢ = (P, @
m : © =3 7= (g (P.e)
. { 1, if mobile m is transmitting with rate-* , is given by:
m 0, otherwise. 0 < Ps,tot < Dy tot» 1<s< 8,
Introduce arbitrarily chosen constant§, that represent the
o . MA - MR,, PR,,
transmission power that mobile needs in order to attai’,, —" < p(m) < ,
regardless of the interference power. More precisely, tey L+ 0m MR, L+ 0mP R, l<m<M
be chosen arbitrarily so as to satisfy o -
e _ dmp(m) < mb :
Ar zfym(N(m,b)—FC’x Z p;n,’b) N(m,b)+CZp;n,7b
7n;¢7n (9)
Teem Proof: Let € be the N-dimensional vector such that
for all m and k (we allow in the definition to havel®, > Vm = 1...M, p(m) = r(m) _We should notice
Pl,,)- Hence the constantd”, satisfy 1+ Comr(m)
thatd,,p(m) = 1 — ————— and simply make the change
e o o o) L 200 ST ’
m 2 WAX m, of variables fromR to € in the inequalities (5). [ ]

Lemma 2: The objective function”Z is concave if for any
which is in fact the condition that defines these constants Ghin the set of feasible solutions, we hawén,1 < m < M,
[1]. 20mp(m) < a.
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Proof: Note that the denominatoi — J,,p(m) is B the matrix

nonnegative over the feasible solutions (from the second by ... b
inequality of system (5)). To determine whether the ob- by ... by
jective function is concave, we differentiate it twice with B = (11)
. 0°Z
respect top(m), m = 1,..,N. and obtain 3p(?7(£g = bn., ... bn,
26,,p(m) — a p(m) - with Vi, b; = Cd;p;. If U is an eigenvector ofl associated to
(L= ,p(m))p(m) (1 s p(m)> . This is nonpositive e|genvalue)\ then AU = AU = U — BU. ThereforeU is an

eigenvector ofB with eigenvaluel — A. But ranK B) = 1 and
tracgB) = ), b;. ThenA has only two eigenvalues that are
and1—C)", d;p;. Therefored is singular ( —C >, 0;p; # 0

for all feasiblep(m) if 25,,p(m) < a.
Remark 1: A sufficient condition for the objective function
to be concave ise > 2. This condition can further be

weakened. Let by Lemmg (3)) andPP exists and is ur_1ique. o m
Proposition 1: For any acceptable fixed transmission rate
w= max O PRy, vector R (respectivelyC), there corresponds a unique mini-
m=1,..., e 1+ 0mPRy mum (component wise) powe?’ ™" that satisfies the system

(5) (respectively (9)). MoreoveP’ ™ = PP.
Proof: As the problems (5) and (9) are equivalent, we
only prove the proposition in the first case.

We extend the proof of Lemma 1 in [26] which only
considers the single cell case. Suppose that there exists a
r‘5‘eaS|bIe power assignmerft] satisfying the constraints (5).

We construct a sequence of power assignmétitarhere

Then a weaker sufficient condition for the objective funatio
to be concave is that > 2w. Quite oftenw is close to zero
(see e.g. discussion before Lemma 1 in [26]).

In the following, we will call acceptable transmissio
rate vector any vector R (respectively) that accepts at
least one feasible assignmemt satisfying the constraints
(5)(respectively (9)).

(Php)yyr = Omr(m) | N(m,b) +C Y (9 ),

B. Properties of acceptable rate vectors m'#m
We should start by noticing that: We have ) )
Lemma 3: For any feasible? and for any cell: 0< (Prnp)ipy < Prmp);-
, Therefore the decreasing sequence converges to an assignme
OZ O p(m) < 1. P'™" satisfyingvn, P’™ < P! component wise and
Proof: Let c be a cell and its associated base station. _ _
Consider the last inequality of system (9): vm,pgmbm'” = 0,,r(m) [ N(m,b) +C Z pgn,ﬁm'”
p/ m’#m
¥, 6p(m) < = n

N(m,b) +C A i .
(m,0) + €3 s P b Lemma 5: Let € be a fixed acceptable transmission vector.
/ The set of feasible power assignments satisfies:

pm b
As N(m,b) > 0, thend,,p(m) < 702 oo By summa 0 < Pasor < Driat, 1<s<8,
C Y P b { :
tlon c 5m/ mim =1. | | mp CZ 6m p m 7b) - N(ma b)]
Z '0 ) CZW/ pm’ b
Lemma 4 Consider the last |nequaI|ty of system (9) when +N(m, b)} < (1 —cy,, 5m/p(m’))p;n N
replaced by equality. We obtain: For a given cellith base ’
stationb, Vm € ¢, I<m< M.
(12)
Py Proof: We consider the last inequality of system (9)
dmp(m) = : (10)

N(m,b) —i—C’Z]U;n,}b7

Then one can prove that this linear system/\of equations

of N. variables admits one and only one solutiB® for any We can now consider celt separately, and reduce the un-

feasibleC. known variables to the power and transmission rate within
Proof: It is sufficient to prove that theN, equa- that cell only. We then sum over all mobiles of cell

tions are linearly independent. They can be written as:
N - - 1 Pm/ I i f h / _ , /
V', O prm N (M, 0) = pmp — COmpPm Y, Pmr b It is Of the (m; Pm/,b) (1 Cm,ezc S p(m )) > (14)

p;n.,b > 5mp(m) <N(ma b) + Czplm’,b> ) (13)

m’

form AX =Y with: Y = (6;p:N(i,b))i;, X = (pip); and
A = Idy, — B with Idy, the identity matrix of sizeV,. and Yot Oy p(m/ )N (m/, b).
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We finally combine this with (13) to obtain the second We make the following approximating assumption that is

inequality of (12). m frequently used for the uplink case (see e.g. [27]):
From Proposition 1 and Lemma 5, we get: ' Hypothesis 1: The interference caused by mobiles from
Lemma 6. For a given acceptablB (respectivelyC), P’™  other cells is proportional to the interference due to theites

™ — 6 p(m)x in cell ¢, i.e. there is a constant such thatloine, = Mown.

In other words:

> Gy P =X Y Gurp Pur- (17)

is given byvm =1... M, pl,,,

N(m,b) + C’Zém/p(m’)[N(m', b) — N(m, b))

1-C Z 5o s (m’) (15) m/ in any other cell m’ incell ¢
-« P Under hypothesis 1, the uplink can therefore be modeled
We finally conclude that: with system (5) (equivalently with system (9)) with:

Theorem 1. A rate vectorC is acceptable if and only if it C=xt1 N(m,b) =

r
satisfies the two following conditions. Prm,p = Gm.bPm,b-

(1) MR, < p(m) < PR, We then can apply the results of Section IV. In particular,
146, MR,, — P =~ 146,PR,,’ _ we obtain (see also [16], [27]ym € [1, M]:
(C2) Vm, m = 1...M, 0 < p% < Poior, With p™ir,
defined by (2) and (15).
Proof: If € is feasible, then (C1) is verified. Proposition jmin( ;) — 1 Vb‘smg(m) . (18)
1 states thaP’™" is a solution of the system, so that (C2) is ’ Gom \1— (L+ X)X, 51 O p(m)

also satisfied. .
Equivalently, if condition (C2) is satisfied, the® ™" is a
solution vector (it satisfies the first and the third inediesi 0 < 1,4,,p(m) < gb7mm(1 —(1+ ) Z 5m,p(m/)).
of (9)). Finally, (C1) is the last inequality of (9). [ ] m €cm
In this section, we focused on the continuous model and
provided an equivalent system of equations based on a chap

Moreover, conditions (C2) of Theorem 1 is now:

Hence, the problem can then be summarized by: Bitltat

of variables (Lemma 1). We then expressed a sufficien Imizes, 1 p(m) 1-a
condition for the objective function to be concave (Lemma Z(C) := Z ( . ) s.t
and Remark 1). We showed three properties of this system oo 1= a \1=dmp(m)
(Proposition 1, Lemma 5 and Lemma 6). In particular, wi MR PR,,

: . . ; I L < ———m—

showed that if a rate vector is acpeptable (that is to say if |t 110, . MR, = p(m) < 1+6.PR,’

corresponds to at least one feasible power assignment), tie

all the corresponding power vectors are greater (component0 < v40,,p(m) < gpmPmp |1 —(1+A) Z Smrp(m/)|.

wise) than the feasible power vectBt™ given by:p/, ,™" = m'E€em
B p(m) x | o (19
, ) Remark 2: The set of constraints is now a (convex) poly-
N(m,b) + C 3 O p(m/)[N (m,0) — N(m, b)] tope.

1-C%,,, 6m/p(m’) Remark 3: A sufficient condition for all rate vectors to
We finally concluded with a sufficient and necessary congiticatisfy Lemma 3 is :
for a rate vector to be acceptable (Theorem 1). Opnt PRy

V. THE UPLINK CASE mice 1 T Om Elom

) ) ] ~ We conclude that fora Cz 2w (and in particular for
In this s_ectlon, we apply the results of the previous sectl%pz 9, see Lemma 2 and Remark 1), the multicell problem
to the uplink case. of controlling jointly the power and the transmission rate
can be reduced to a standard minimization problem with
. o ) linear constraints and concave objective function that lman
Let us consider a mobile: in cell c. Let g, , be the link - gaqjiy solved by either decentralized Lagrangian algorith

gain between source: (the mobile) and a destinatidn(the o efficient centralized methods based on SDP (Semi Definite
base station). We assume that time intervals are S“ﬁ'y'enlgrogramming) see e.g. [28].

short for gin;, t_o be constant W|th|n_the |r_1tervaj>,,mb IS the We finally note that for the single cell case, the above
power of Fhe signal err_utted by mobite to |ts_c0rrespond|ng solution is an exact one.

base station. As mobile: emits only one signal, we have:
Dstot = DPmp- Finally, v, represents the thermal noise aB. Further approximations for the uplink solution

A. Continuous case

destination. Then, th&1,,, of mobile m can be written: The conditiona > 2w does not cover the interesting case
_ 9b,m Pm.b of a = 0 which corresponds to the problem of maximizing the
SIR’"L - . (16) .
vy + Z Gm/ b P global throughput. We therefore propose below two approxi-
m’in any cellm’#£m mations, both applicable for aft > 0.
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1) First approximation scheme: approximating the objec- first express for given transmission rates the correspgndin

tive function. minimum power that satisfies the constraint (4). Again the
One can approximate the objective functidfi(p) by approximation (17) can be used to obtain explicit expremssio
(p(m))lﬂ ) _ for optimal power assignments for given transmission rates
> T, e neglect the termj,,p(m) in the de- This reduces to the same optimization problems we had hefore
=1 . . . .
ﬁominator, as it is quite often much smaller than 1 (é@th the same linear constraints, along with the new extra

mentioned before). With this new objective function refigc Ntegrity constraint (7).

the previous one, we obtain a convex optimization problem VI
for any a > 0 (excepta = 1). We note that the constraints ) i . )
(and thus the set of feasible solutions) for this approxingat  Following [29], we write @ more precise expression for
method are the same as in the initial problem. We also ndf¥ Signal to interference ratio (Equation (3)) that mobile
that the value obtained from this approximation is a lowéF Colg‘”e%ted to base statioh experiences:SIRy, =
bound for the original optimization problem. bm=bm , With ;e and I;,,;,., denoting respec-

1 1 - i i U, + I’L’n er + Iin ra . . .
R 2) eSgcgd approximation scheme: approximating the con- |y i& fntercéll and the intracell interference at nebi.
rain .

. o . ‘We have :
An alternative approximation can be obtained by consid-

ering the original formulation (5) in terms of the rate vecto Lintra = miﬁOtb = Pom)ho,m + (1= B) Pscr,phy,m,
R rather thanC, in which the objective function is already I _ Z Pk

concave but the constraint set is not convex (see more sletail | ~ """ (ob bk me

on this set in [22] that considers the single cell case). Our V=LY
approximation then consists in replacing the last corstiai Equivalently SIR,,, , = Py m/

(5) by:

B
1
(SmT(m) < 9gb,mPm,b , om=1,.., M. (20) ﬂz Pbm’ + Pyep + chch + F |:Vm + Z Ptot,b/hblﬁm:|.
Vp + ZmIECm 9b,m’Pm/ m/#Em " e (22)

. DOWNLINK SOLUTION

We can now proceed as in Prop. 1 and consider the equa”tXNhere we denote by:
constraint instead of the inequality, which provides thaimi '

mal solution of (20), given by e P, ,, the transmission power of base statiorto the

Dedicated Physical Channel (DPCH) of mobitg
1 VpOpmr(m) 21) e Pscu, the power of the (non orthogonal) synchroniza-
-1+ N ee Omr(m’) tion channel from base statidn
’" e Pccom,y the power of the (orthogonal) common channel
(see the derivation of Eq. (18). from base statiom,

SubStituting this into our new approximation problem, we . Ptot,b the total Output power from base Statibngiven
obtain the equivalent optimization problem of maximizing by

Pinp (1) = .

r(m)t=@ L
Z T over the sefl,pp of vector R satisfying N,
Piotp = Z Py + Pocmp + Pscm,p- (23)
MR,, <r(m) < PR,,, m/=1
Mapp 0 < vpdpr(m) o hpm the path gain from base statiérto mobile m,
< gm,bm(l - (1 + )‘)Zm’incm(sm’r(m/)) : * Um receiversim noise.

« (3 the synchronization factor,
We see that the set of constraints is how a (convex) polytope, B the number of base stations.

Furthermore, let us consider a couplg™™®, R), where
p™in s computed in (21) for thak. If it is finite then the
couple satisfies the third constraint in original constraiet

et us denotef; ,,, the ratio between the received intercell
and intracell power, defined as

I1°. Therefore we replaced the set of constraints by a strict E,, = Iintm'
subset of that set. We conclude that the approximating enobl ' Tinter
gives in fact alower bound on the throughput assignment for Then SIR, =
eachm and a lower bound for the objective function. P
b,m
c The.dlmrete.rmdel . (1 + Fb,m.) (ﬁ Z Po,m/ + Psch,b + BPcch,b) + Ym
We finally briefly comment on the discrete model. The so- miEm ho.m

lution of the model (8) can be found in the same way as in [1], (24)

using a distributed algorithm based on Lagrangian relarati ~ As in [29], we shall further approximatk, ,,, by its average
Alternatively, one can use the formulation (6). Its solaotiovalue F', and assume thaccm, and Pscr,, are the same
can follow a similar path as we had for the continuous cader all base stationsb(is then omitted). They are known
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parameters and are not subject to power control. Algg, assume maximum ratio combining where the sum of signal

does not depend om. to interference ratio should add up to the target valugk):
Then, the downlink joint transmission rates are now deter-
mined as the solution of problem (5) (or equivalently prable Oxr(k) = SIRy + SIRy, s. (28)
(9)) with:
y Assume that the link to statiofn has better signal to interfer-
Np(b,m) = (14 F)(Psch + BPech) + o ence ratio. Denote
,m
SIRworst link SIRk,l
Cp=(1+F)B and p;n,b = Po,m- A = SIRpest link - SIRy, s =1
We thus obtain this optimization problem: Fidsuch that In order to solve the joint power and transmission-rate
MR,, PR,, control, we proceed as in [29]. We make the simplifying
140, MR, < p(m) < 150, PR, assumption that\; does not depend oh (we can take the

0< + n 5, p(m), average value among mobiles that are in soft handover).

= psen T pocn m gc:e" . p(m) Let I be the set of mobiles in cell that do not experience
ptot > handover. For such mobiles, we ha¥g (i) = SIR; s with

Np(m,b) +C 5, p(m!) [N p(m!, b) — Np(m, b SIR, s given by Equation (24).
plm:b) D%,: pm') [N ) p(m,b) Let j be a moblle in soft handover. Thed,;r(j) = (1 +
1-Cp Y, dmp(m) " Aj)SIRpest ik = 1+AJ SIRworst ink- Again, itsSIR is given by
(25) Equation (24). Then, we can distinguish two sets of mobiles :
We can notice that for any values 6f p, N andCp we J is the set of mobiles which best link is with base station

obviously have: and K is the set of mobiles also experiencing soft handover,
but which worst link is with base station
> Omp(m )( ( b) +Cp >, G p(m) Equation (23) becomes:
[Np(m',b) ) 3 O ()N (m, ).

(26) Piotp = Z Py + Z Py + Z Py + Pocup + Pscp.

Moreoverl —Cp Y ., dprp(m') > 0 (Lemma (3)). Then: el I€d her
—(pscr +peen)(1—=Cp Y 6mp(m')) <0 < Define:
> mp(m)Np(m,b). Ni(b,m) = Np(b,m), Cr=Cp
m _ 1 _ 1
The optimization problem is finally: Fin@ that maximizes N (b,m) = TZlND(b’ m), Cy = TJECD
M 1 l—« NK(b,m) = mND(b,m), CK = THCD
2@ =Y ( p(m) ) st
o 1= a \1=dmp(m) Note, in contrast that the authors of [29] do not distinguish
MR PR between the setd and K, that is why their equation differs.
— " <p(m) < ———=— Also, they assume that the number of mobile in all cell is
14+ 6 MR, 14+ 6 PRy

constant, and thati, j, 6,7(i) = d,7(j).
Z Smp(m)Np(m,b) < ptet <1—CD25m/p(m/)>_ Let i(m) be the set thatn is belonging to {(m)
/ {I,J,K}). We get the following optimization problem for

. _ S _determining the transmission rates:
Then, once again we obtain a minimization problem with gjqq e that maximizes  Z(C) _

linear constraints. Forx > 2w the objective function is M 1-a
1 p(m)
concave and therefore the general problem is convex a@ 3 s.t.
m

m in cell ¢

solvable in polynomial time. 1—a \1=0mp(
VIlI. M ACRO-DIVERSITY IN DOWNLINK _ MR, < p(m) < _ PRy
- _ 1+0,m MRy — ~ 14+0,PRy’
Many UMTS systems use the possibility for a mobile
to receive the signal from several stations. This is called Z 8 (1) Ny (b, ) (29)
macrodiversity. This prevents the signal from a base statio |, 7.
from fading abruptly and as a consequence gives to the mobile < @ (1 — Citmy S 5m/p(m’)) )

a better quality of service.

For the power control part, we shall follow [29]. We We thus obtain again an optimization problem with concave
consider below soft handover with two base stations or sectobjective function for alle > 0, # 1 and linear constraints,
[ and s; mobile k£ has an active link to both stations. Wewhich is standard to solve and has efficient solutions.
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VIIl. NUMERICAL TESTS functions over the interva|MR;, PR;], which implies that

In the following, we show some of the results obtained usirf€ Obiective function in the above problem is concave. In
the program (19) for the uplink. Fa¥/ mobiles, we consider particular, if we consider use the approximating approach t
a single cell and setm,o,, = 1, v = 1, pg = 1/M compute bounds for the continuous model and sdtyever

MR,, = 1/4M, and PR,, = 1. The position of the mobiles the constrained séi*??, this is then again a standard concave
is taﬁ%(en at ranaom in tr;n[%r +1] x [~1; +1] square, and the optimization problem with linear constraint for which many

gain gy, is equal tol/d?,, whered,, is the distance of the efficient (polynomial) methods exist. In particular, sealer
iy i solution methods are proposed in [28] for such problems if

mobile to the center of the square. We take= 50.

On figures 1 and 2 we show some results obtainedafor
equal to 0 and 1 corresponding to the global optimization
and the proportional fairness respectively. The baseostadi
represented as a black circle in the middle of the figure, bad
mobiles are represented with circles centered at theititota
and whose radius is proportional to the throughput assigned
Clearly we see that the mobiles closer to the base statiqy
tend to receive more bandwidth. Also many subtle differsnce
appear between the two fairness criteria. In particulappr- 2]
tional fairness allocate no mobile to its maximum throughpu
demand PR and redistributes the bandwidth to in-between3]
users. Further users still receive the minimum bandwidfa. 4!

IX. CONCLUDING REMARKS AND EXTENSIONS [5]

In this paper we addressed the problem of joint transmission
rate and power control in wireless networks so as to be botl;
fair and optimal.

A question not addressed here is how to achieve the
throughputs in practice if packet mode is used, or in other
words, how to schedule packets in order to achieve the
throughputs that were fairly assigned. This question has be 8
well studied see e.g. [7]-[9].

The paper is in line with many references [4], [6], [30], ]
[31] that considered the throughput as the object to beyfairl
assigned, in other networking contexts. In the fairnestyaisa [10]
one may consider the case in which the utility corresponding
to the transmission rates should be fairly assigned, rattzer (1)
directly the throughputs. Indeed, since utility represeitie
degree of satisfaction as a function of the assigned thqmutgh [12]
which may be application dependent, assigning the samg,
throughput to two applications might be highly unfair. Ictfa
mathematical frameworks for defining fairness indeed exit4l
within the area of cooperative game theory, and they always
relate to utilities. The central concept of this type thas hais)
been applied to fair resource allocation problems is the so
called Nash Bargaining solution [28], [31], [32]; it turnsito [16]
to agree with the proportional fairness concept when igtdlit
are linear. If f;(r(j)) is the utility for mobile j to have a [17]
transmission rate of(j), then the Nash Bargaining Solution

is given by the solution of the optimization problem: [18]

M
(Py) max [J(£i(r(3)) — fi(MRy)), (30) [l
=1
where the maximization is over the appropriate constraing]
set (1€ in the continuous modell*?? for the corresponding
approximating problem, and? in the discrete problem), seepy)

[28]. For real-time voice applicationg; are typically concave
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we express the utilities using quadratic functions.
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Abstract—Mobile hotspots, i.e. Internet access services in mov- home network. The assigned MNP is registered with the home
ing networks (e.g. vehicular area networks (VAN) and personal agent (HA) according to the NEMO basic support protocol [8].
area networks (PAN)) bring about new challenging issues. Even the majn goal of the NEMO basic support protocol is to
if the network mobility (NEMO) basic support protocol has been reserve established communications between the MONET
standardized as a mobility solution by the Internet Engineering P ;

Task Force (IETF), to the best of our knowledge, no studies @and correspondent nodes (CNs) during movements. Packets
have been conducted in the area of authentication, authorization, sent by CNs are first addressed to the home network of the
and accounting (AAA) protocol, which is a core technology for MONET. Then, the HA intercepts the packets and tunnels

public mobile hotspots. In this paper, we propose a localized AAA e to the MR’s registered address, i.e. the CoA on the egress

protocol to retain the mobility transparency as the NEMO basic . . ,
support protocol and to reduce the cost of the AAA procedure. In link. To deliver packets towards the MR's CoA, the NEMO

addition to providing mutual authentication, the proposed AAA ~ basic support protocol makes a bi-directional tunnel between
protocol prevents various threats such as replay attack, man the HA and the MR. This tunneling mechanism is similar to

in the middle attack, and key exposure. Also, we develop an the solution proposed for host mobility support, i.e. Mobile
e e MM IPYS [7] without route optimization
solution for AAA servicespinpdifferent mol?ile hotspots. To make mobile hotsp'ots.feasible in. pu'blic wireless Intgr-
net, well-defined authentication, authorization, and accounting
|. INTRODUCTION (AAA) protocols should be accompanied. However, to the
With the advances of wireless access technologies (e.g., $8st of our knowledge, no specific AAA protocols have been
IEEE 802.11/16/20) and mobile communication services, tioposed for mobile hotspots. Even if a number of AAA
demand for Internet access in mobile vehicles such as traipggtocols have been proposed for host mobility, all of them are
buses, and ships is constantly increasing [1]. In these vehiclegsed on per-node AAA operations. Therefore, they cannot be
there are multiple devices constituting a vehicular area netwdtiectly applied to the MONET containing two different types
(VAN) or personal area network (PAN) that may access #dNNSs: local fixed nodes (LFNsand visiting mobile nodes
Internet. This kind of services are referrednmbile hotspots (VMNs) An LFN belongs to the subnet to the MR and is
[2]. Recently, many studies have been conducted for mobil@able to change its point of attachment, while a VMN is
hotspots [3] [4] [5]. temporarily attached to the MR’s subnet by obtaining its CoA
In terms of mobility management, the Internet Engineerirfgom the MNP. The VMN’s home network may have different
Task Force (IETF) has established a working group call@diministrative policy (e.g. billing) from the current attached
NEMO [6] and the NEMO working group has proposed aMONET. Therefore, a new AAA procedure for VMNs is
extended Mobile IPv6 protocol [7], i.e. the NEMO basicequired.
support protocol [8]. Throughout this paper, we assume theln this paper, we propose a localized AAA protocol that
NEMO basic support protocol as a framework. provides efficient AAA procedures for both LFNs and VMNs
According to the terminologies in [9], a mobile networkn mobile hotspots.
(MONET) is defined as a network whose point of attachment Our main contributions are summarized as follows.
to the Internet varies as it moves about. A MONET consists1) The proposed AAA protocol is consistent with the
of mobile routers (MRs) and mobile network nodes (MNNS). NEMO basic support protocol. In other words, individ-
Each MONET has a home network to which its home address ual AAA operations for LFNs within a MONET are not
belongs. When the MONET is in the home network, the performed; instead, the MR is authenticated on behalf
MONET is identified by its home address (HoA). On the of the LFNs. Conversely, each VMN attached to the
other hand, the MONET configures a care-of-address (CoA) MONET performs its AAA operation in an individual
on the egress link when the MONET is away from the home  manner.
network. At the same time, on the ingress link, the MNNs 2) The proposed AAA protocol localizes the AAA proce-
of the MONET configures CoAs, which are derived from the dure using a local AAA key when the MR hands off
subnet prefix (i.e. mobile network prefix (MNP)). The MNP within the same foreign network. Therefore, the AAA
remains assigned to the MONET while it is away from the traffic (also, AAA latency) can be reduced significantly.
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3) The proposed AAA protocol allows mutual authentica- .- =~

~
tion. In addition, it prevents various security attacks, e.g. /;A AN
replay attack, man in the middle attack. ( 1
4) From the point of view of internet service providers S AAAh /!
(ISPs), how to charge a VMN for its network usage is Internet (IPv6) S~ - -7
a critical issue. The proposed AAA protocol supports Home network
an flexible billing mechanism in which the VMN s i -
informed of a billing agreement between the MR’s home -7 AAAV NN
network and the new foreign network. Accordingly, the /’ \\
proposed AAA protocol is a suitable solution when '/ \‘
the MONET hands off between different networks with AR ’ ’ !
different billing or service policies. ‘\\ M """"""" ARM“,’
The remainder of this paper is organized as follows. In N P
Section I, an existing AAA protocol for Mobile IPv6 is S~ _ Foreignnetwork _ _ -7

-~ -
N e ———

introduced as a reference protocol. Section Il describes the
proposed AAA protocol for mobile hotspots. In Section |\, Mobile Node
security of the AAA protocol is analyzed. In Section V, an
analytical model for the AAA signaling cost is developed and Fig. 1. Mobile IPv6 AAA Architecture
numerical results are presented. Section VI finally concludes
this paper.
AAAh. When the AAA client receives a\Req message,
Il. AAA PROTOCOL INMOBILE IPV6 it creates anAA-Registration-Request Command

In this section, the AAA protocol in Mobile IPv6 is de-(ARR) message and sends it to the AAAv. Then, the
scribed as a reference model. Although several AAA protocodsA\Av relays it to the AAAh of the MN. When receiv-
have been proposed in the literature, we adopt the DIAMETERg the ARR message from the AAAv, the AAAh au-
extension for Mobile IPv6 protocol [11], which is the onlythenticates the MN by means of the NAI and sends the
valid IETF Internet draft as of this writing. The DIAMETER Home-Agent-MIPv6-Request Command (HOR)  mes-
extension for Mobile IPv6 allows a Mobile IPv6 node to accessage to the MN's HA. Upon receipt of tHdORmessage, the
a network of a service provider after the AAA procedureBlA creates a key to establish a security association (SA) with
based on the DIAMETER protocol [10] is completed. the MN and replies with thelome-Agent-MIPv6-Answer

This protocol assumes a network architecture for AAA se€ommand (HOA) message to the AAAh. Then, the AAAh
vices, as illustrated in Figure 1. The AAAv is an AAA serveconstructs the AA-Registration-Answer Command
in the foreign network, while the AAAh is an AAA server(ARA) message that has an authentication result and sends
in the home network of the mobile node (MN). The AAAIt to the AAAv. When receiving theARA message from the
client operates in an entity in a foreign network. Hereafter, we&AAh, the AAAv stores the authentication result locally and
assume that the AAA client is located at each access routieen forwards the message to the AAA client. The AAA client
(AR). The AAA client performs three tasks: (a) allowing theonverts theARAmessage into the authentication rephRep)
MN to be authenticated, (b) generating accounting data foressage in order to inform the MN of the authentication result
the MN’s network usage, and (c) authorizing the MN to uskom the AAAh and deliver the established key (for the SA)
network resources. to the MN.

I1l. AAA P ROTOCOL FORNETWORK MOBILITY

In addition, followings are assumed by [11]. A. Network Architecture

« An MN is identified by its network access identifier (NAI) In this section, the AAA architecture for mobile hotspots
[12], which is globally unique. is introduced with basic assumptions and concepts such as

« An MN and its AAAh have a long-term key. SA and challenge/response authentication. Figure 3 illustrates

« Communication between the AAAv and AAAh is securethe reference AAA architecture in mobile hotspots, which is
similar to that of Mobile IPv6. The AAA architecture is based
on the DIAMETER protocol [10].

The basic information flow of the DIAMETER extension The AAA architecture consists of multiple autonomous
for Mobile IPv6 [11] is shown in Figure 2. When enterwireless networks, each of which is calleddamain Each
ing a new network or at power up, an MN listens to adomain has an AAAH server and/or an AAAL server in order
AR’s router advertisement (RA) message that has a lodalauthenticate any node in a DIAMETER-compliant manner.
challenge and a visited network identifier. Then, the MNhe AAAH server of the MR has the profile of the MR and
sends an authentication requeAReqg) message to the AAA it shares a long-term key with the MR. Likewise, the AAAH
client (i.e. AR) based on the security key shared with itserver of the VMN shares a long-term key with the VMN.
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AD : authentication data Fig. 4. Attendant advertisement option

Fig. 2. Information flow in AAA protocol for Mobile IPv6

the scope of this paper.

Notations used throughout this paper are summarized in
The AAAL server takes charge of an AAA procedure for dable 1. A local challenge L(C) is a random number for
visiting MONET (i.e. VMNs and MRs). The trust relationshipauthentication procedures. An MR or VMN encrypts 1@
between the MR’s AAAH server and the AAAL server inusing a pre-defined SA with its AAAH server. The encrypted
the visited network is maintained through the DIAMETER/alue is called a credential(?), which is used to authenticate
protocol. When the MONET changes its point of attachmer@n MR which creates it. MRs and VMNs are identified by
the MR needs to be authenticated and authorized beforéhgir NAls and a replay protection indicator (RPI) is used to
accesses a new domain in the same foreign networkritra- ~ protect from a replay attack. Either a time stamp or a random
domain handojfor a new foreign network (i.enter-domain number can be used as an RPI. The size offthe 4 field is
handofj. To accomplish this, the MR and AR authenticatd28 bytes by assuming a public key cryptography algorithm.
each other through a mutual authentication procedure tHs& we adopt a symmetric key cryptography for dynamic keys
involves both the AAAH server of the MR and the AAAL (KrLocar andKponmk, the size of each key is 32 bytes. Note
server of the AR. An attendant (which is the same as a AARat a dynamic key is used to establish a dynamic SA while a
client) is an entity that triggers authentication procedures to tig-term key is to establish a long-term SA. Other notations
AAA system. In Mobile IPv6 networks, ARs normally act agvill be elaborated later.
the attendants for an MN. In our protocol, the AR serves as anin our protocol, we define two ICMP messages
attendant for the MR’s authentication, whereas the MR serd$] Attendant Solicit and Attendant
as an attendant for VMN's authentication. In the latter case, tAevertisement messages that are similar touter
MR broadcasts attendant advertisement messages and receadisit and Router Advertisement messages,
authentication request messages from VMNSs within the mobilespectively. In those messages, we introduce a new
hotspot. In other words, an attendant (an AR or MR) requegiiendant Solicit option , which is used
the AAAL server to authenticate the mobile hotspot (the Mfor the authentication of VMNs in case of intra-
or VMN). When the AAAL server receives this authenticatioslomain  handoff. In  addition, several DIAMETER
request, it verifies the identity of the MONET by cooperatingiessages, e.g. AA-Mobile-Router-Request ,
with an AAAH server. AA-Mobile-Router-Answer , are defined. Their

In terms of SAs, it is assumed that the MR's AAAH servefunctions will be described later.
and the VMN's AAAH server have a pre-established SA. In
addition, it is assumed that the MR and LFNs have already
authenticated each other by some mechanism, which is out of
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TABLE |

NOTATIONS FOR THEAAA PROTOCOL

Field [ Meaning | Typical Length (bytes)
LC local challenge 8
MC mobile challenge 8
NAI identity of MR or VMN 20
RPI replay protection indicator 4
H@ home address 16
HA@ home agent address 16
Co@ care of address of MR or VMN 16
Kaaa pre-shared SA between an MR and an AAAH server 128 (public key)
Kap pre-shared SA between an AAAH server and an HA 128 (public key)
Kar, pre-shared SA between an AAAH server and an AAAL seryer 128 (public key)
CR credential 8
CRy, local credential 8
CRy mobile credential 8
Krocar dynamic SA between an MR and an AAAL server 32 (symmetric key)
Krnome dynamic SA between an MR and its AAAH server 32 (symmetric key)
SPrLocAL security parameters for constructidg, ocar 12
SPyoMmE security parameters for constructidgy o g 12
Attendant .
| R | Ao | | AnaL | AAAH HA 1) The MR sends arttendant Solicit message to
the attendant, i.e. AR.
1. Attendant Solicit
----------- >
— 2) As a response to thattendant Solicit message,
A dvi}fs"eerﬂginfm) the AR sends anAttendant Advertisement
___________ o aaw message including anLC. Even without the
3. AReq NAL RPI, H@, Attendant Solicit message, the AR
NAI, RPI, H@ HA@. LC. CR .
HA@ LG.CR | broadcastsAttendant Advertisement messages
__ AW periodically.
Authenticate MR ,
Create SPuoon. SP”:M:HR 3) The MR encrypts the receivetlC value using its
NAI, H@, long-term SA with the AAAH server and makes a
L AwA Ercur (SProwe) CR which is used for the MR's AAAH server to
Er (é@ﬁmcg’ authenticate the MR. Then, the MR sends AReq
EKw«(SSPLocAL% e message that contains th€ and CR to the attendant
Exann (SPHowme - . . ,
o (SProve) NAI H@ (i.e. AR). The AReq message also contains the MR'’s
10.AR Construct Kioca. NAI and RPI, which are used for the AAAL server to
. e usin LOCAL . . y .
NAL H@, HA@, e identify the MR’s home domain and to protect from
Ekam (SProcad), 9. AMA
ET(AAA (SPHowme) NAI H@, HA@, replay attaCk
__________ Ekasa (SPLocAL),
Brcus (SProve) 4) When the attendant (i.e. AR) receives the

Construct K oca ,
Kiome using

SProcat, SProme —> Secure path

---p Non secure path
Fig. 5. The AAA procedure of an MR when the inter-domain handoff occurs

5)
B. Mobile Router (MR) Authentication

1) Inter-Domain AAA ProceduréWhen a MONET enters a
new foreign network domain, an inter-domain AAA procedure
is initiated. Since the MR does not have any SA with the
AAAL server in the foreign network domain, it should be
authenticated with its AAAH server located in its home
network domain. The message flows for the inter-domain AAA
procedure are depicted in Figure 5.
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AReq message, the attendant converts it into an
AA-Mobile-Router-Request(AMR) message.
After then, the attendant sends tA&IRmessage to the
AAAL server in the foreign domain.

The AAAL server detects that it cannot authenticate
the MR locally by checking the NAI field and hence
forwards theAMRmessage to the MR’s AAAH server.

When the AAAH server receives thAMR message,
it encrypts theLC using the pre-established SA and
compares the result with th€R value. If these
two values are identical, the MR is successfully
authenticated. Then, the AAAH server generates two
dynamic keys: one is a;poca; (to be explained
later) for intra-domain AAA procedures in the
foreign domain and the other isldg o) g for a secure



bi-directional tunnel between the MR and the MR’s HA.

Attendant
e ] [

‘ AAAL ‘

To enable the MR to generaf€,ocar, and Kgouk, Attendant Solicit
the AAAH server also generatesSPyone and
SProcar and sends them to the MR. These security " Attendant AMLR
parameters are encrypted using the long-term key Advertisement (LC)  na\, RPI, H@,
between the MR and AAAH server to avoid the - AReTTT e
possibility of exposure to other network entities. NAI, RPI, H@,
HA@"\;g' CR., " Authenticate MR
6) The AAAH server informs the HA of the MR’s NAI L S e O
and SPyoymEe by the AA-Home-Agent-Request e D
(AHR) message. NAL%RR‘:’H@’ Q‘g,’ﬁf&
HA@

7

The HA constructsK oy e by using SPyoan e and
replies with an AA-Home-Agent-Answer (AHA)

Authenticate foreign
network using CRy

— Secure path

and Kioca ---p Non secure path

message as confirmation.

8) The AA-Mobile-Router-Answer (AMA) Fig. 6. The AAA procedure of an MR when the inter-domain handoff occurs
message is used for the AAAH server to notify
the AAAL server of the authentication result. When
the AAAL server receives theAMA message with mutual authentication. Thé’RL is an authentication code
authentication approval, the AAAL server decrypt§enerated usingKrocar. Then, the attendant constructs

the message using the long-term key ;) with the anAA-Mobile-Router-Local-Request (AMLR) DI-
AAAH server, records the MR’s NAI, and constructAMETER message and sends it to the AAAL server. When the

AAAL server receives thMLRmessage, the AAAL server
authenticates the MR by usin§.oc 41, which has been al-
9) The AAAL server re-encrypts the receivedMA ready stored atthe AAAL server during the inter-domain AAA
message from the AAAH server after exc|udindJrOCEdureS. Moreover, the AAAL server construcisi,,
Ex,,(SProcar) and sends it to the attendant. by encrypting theM C value and informs the attendant of
the result via theAA-Mobile-Router-Local-Answer
10) When receiving th%MAmessage, the attendant |earn§AMLA) message. Then, the attendant will transmit the result
that the MR is authenticated and grants the MR'’s nefie. the ARep message) to the MR. The MR receiving the
work access. In addition, the attendant informs the MRRep message also verifies th&R,, value to authenticate
of the result by thé\Rep message containin§Pr oz, the foreign network.
SProcar, home agent address, etc.
On receipt of theARep message with authentication
approval, the MR can access the foreign networfe- Visiting Mobile Node (VMN) Authentication
At the same time, the MR generatdsyon e and A VMN is a visiting MN that accesses the Internet through
Krocar usingSPronme andSProcar, respectively. an MR in mobile hotspot services. According to the NEMO
basic support protocol [8], the VMN does not need to know
2) Intra-Domain AAA Procedure:To support real-time whether its attached router is the AR or the MR. Therefore,
multimedia applications in mobile hotspots, it is importanthe AAA protocol for VMNs should be consistent with this
to reduce the latency related to AAA operations. Thereforissue. The VMN in a MONET uses the home network prefix
when a MONET changes its point of attachment within thef the MR as its IPv6 network prefix. Accordingly, the VMN
same foreign domain, our protocol enables the MR to lvéll deem it to be in the MR’s home network. In our AAA
authenticated through a localized AAA procedure with therotocol, the MR serves as an attendant for VMNs and the
AAAL server in the foreign network without any interactionMR’s AAAH server serves as an AAAL server.
with its AAAH server. That is, the AAAL server of the
foreign network can authenticate the MR usiig,ocar,
which was introduced for the inter-domain AAA procedure Figure 7 illustrates message flows for the AAA procedure
in the previous section. when a VMN is attached to a MONET. As mentioned above,
Figure 6 illustrates the intra-domain AAA procedure. Athe MR acts as an attendant. Hence, the MR broadcasts
a response to thAttendant Advertisement message, Attendant Advertisement messages periodically or
the MR sends theAReq message containing'R;, which responds to arAttendant Solicit message from the
is different from CR used in the inter-domain AAA pro- VMN with an Attendant Advertisement message. The
cedure. At this time, theAReq message containd/C for VMN creates aC'R using a pre-shared SA with its AAAH

Krocar.
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Fig. 7. The AAA porcedure of a VMN

server (i.e AAAHy)ny) and sends amAReqg message to maintains the accounting information for the MR as well as
the MR. Then, the MR converts thAReq message into individual VMNs!. Consequently, the MR's AAAH server can
a DIAMETER messageAMR and sends it to the MR'’s differentiate the accounting information for MRs and VMNSs.
AAAH server (AAAH ) through a secured bi-directionalln addition, we assume that the MR’s AAAH server and the
tunnel. When theAAAH,;r receives theAMRmessage, it VMN’s AAAH server have a trust relationship and a shared
sends theAMRmessage to thd AAH v,y that has a shared SA. Therefore, the accounting information collected at the
SA and requests the AAA procedure for the VMN . ThenyIR's AAAH server is securely transferred to the VMN’s
the AAAHyv v authenticates the VMN. During this stepsAAAH server for suitable billing.

Kyome, Krocar, SPuome, and SProcar, are created, In addition, the mobility transparency causes another prob-
similarly to the inter-domain AAA procedure of the MR (sedem, i.e. how to authorize VMNs when the MONET moves to
section 11I-B.1). After completion of AAA procedures, thea foreign domain with a different billing policy. To solve this
VMN registers its CoA (configured using the MNP) with itsproblem, an MR sends aAttendant Advertisement

HA. message with a seR bit when the foreign domain has
a different policy and a new AAA procedure is required.
Only after initial authentication and binding update proceHence, from theAttendant Advertisement message,

dures, VMNSs within a MONET do not need to know whethethe VMN determines whether it should perform a new AAA
the MONET changes its point of attachment or not. Thugrocedure or not. In this paper, we assume that each network
VMNs do not have to register their locations to their HAglomain can have different policies, so that the VMN performs
when the MONET hands off. This mobility transparency ia new AAA procedure per inter-domain handoff.

the key advantage of the NEMO basic support protocol [8].

However, if the mobility transparency is strictly provided, IV. SECURITY ANALYSIS

the AAAL server in the foreign network cannot detect the |n this section, we show that the proposed AAA protocol
existence of VMNs. Even if the mobility transparency iprovides mutual authentication. Then, we consider security

beneficial to reduce the binding update traffic, it makes thgtacks, e.g. key exposure, replay attack, man in the middle
accounting of VMNSs’ network usages hard. In our protocojttack.
the AAAL server in the foreign domain accounts the total
network usage of the MONET (not individual VI\/INS) and 1In the NEMO basic support protocol [8], all packets destined to MNNs

. . . . . . . are tunneled at the MR’s HA, so that the MR’s HA can keep track of network
then this collective accounting information is delivered to thgs,ges of individual LFNs and VMNs. We assume that the MR's HA wil

MR’s AAAH server. At the same time, the MR’s AAAH serverreport this information to the AAAH server.
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A. Mutual Authentication be decrypted by the AAAL server, while the other value

Mutual authentication is a security feature in which a clieffncrypted byK 44 is decrypted by the MR. Therefore, as
(i.e. the MR and VMN) must prove its identity to a service (i.effaz and K444 are not exposed, other entities except the
network), and the service must prove its identity to the clief®AAL server and the MR cannot knowProc4r, and hence
Therefore, to provide mutual authentication in our protocdf@nnot CoNStruck’,ocar.- As similar toKrocar, SPruome
the following requirements should be met. is encrypted usingK 4y and K4as and delivered to the

1) the MR or VMN authenticates the foreign network. A @nd MR, respectively. Therefords ;o derived from

2) the foreign network authenticates the MR or VMN. SPponmEg is not revealed to other entities except the HA and

Specifically, mutual authentication is achieved as follows.
C. Replay Attack
First, in the case of the inter-domain authentication, mu- Replay attack involves the passive capture of data and its
tual authentication is achieved by establishing a session keybsequent retransmission to produce an unauthorized effect.
Krocar- In the other word, the objective of inter-domainA malicious node keeps aAReq message and then it can
authentication protocol is that the MR and the AAAL servefetransmit an olthReq message to trick the AAAL server for

believe that they shar&;ocar with each other. false authentication. This replay attack can be prevented as
The MR create€’R as follows. LC is created randomly and hence it always changes.
Therefore, the malicious node cannot replay the ARleq
CR = Ex,,,(LO), (1) message. When even the sarh€ can be selected by the

attendant by chancé? PI (e.g. time stamp) can prevent the

here Ex(-) i ion functi i k .
where Ex () is an encryption function using a key &f replaying attack.

The AAAH server can verify the MR’s identity by com-
paring with CR sent by the MR and the CR constructed byp. Man in the Middle Attack
the AAAH server itself. If two values are equal, the MR iS A man in the middle attack is that an attacker is able
authenticated successfully. Otherwise, the authentication fa{s. jead, insert, and modify messages between two parties
In our protocol, a malicious MR cannot create the cor@& \yithout either party knowing that the link between them

because it does not havé 4. has been compromised. In a mobile hotspot scenario, we
After verifying the identity of the MR, the AAAH server can imagine an attack that a malicious MR in the middle

transmits Ex , , , (SProcar) and Ex,, (SProcar) 10 the  yejays authentication messages and then it intends to use
AAAL server through a secure path. When the AAAL servegetwork resource illegally. Figure 8 illustrates the man in the
receives, it construct&’,ocar USINg Ex,, (SProcar) @nd  middle attack of a malicious MR in the case of inter-domain
forwards E,,,(SProcar) to the MR. At last, the MR gythentication. The malicious MR acts as an AR and relays
constructs Kocar Using Ex,,,(SProcar). After this  5ythentication messages between the victim MR and the AR.
procedure, the MR and the AAAL server sha@ocar-  After the authentication procedures, the malicious MR still
In the case of the intra-domain authentication, the AAAkan rejay all of the traffic between the victim MR and AR.
server in the foreign network verifies the identity of the MR b}Llowever, the malicious MR cannot use any network resource
cqmparingEchAL(LC) constructed by the AAAL server paecause it cannot know th€ ocar and Koy e. Suppose
with CRy, sent by the MR. that the object of an authentication protocol is an establishing
On the other hand, to authenticate the forgign netwo.rk, thefresh session key, the malicious MR cannot compromise
MR uses anV/C' andC' Ry, The AAAL server in the foreign he guthentication procedure between the MR and the AAAL

network sends’ R, that is created by server.
CRM = EKLOCAL (MC) (2)
Then, the MR can authenticate the AAAL server in the V. PERFORMANCEEVALUATION
foreign network by verifying thafx, ., (MC) is equal to

Through the analytical model, we evaluate the AAA cost
CRu. . (Caa4), Which is defined the volume of AAA-related mes-
_Consequently, a malicious network cannot offer fake S&fzges delivered over the network. Therefore, the unit.of 4
vices to an MR because it cannot compUt&,. is bytes x hops [13], [14]. Reducing the AAA cost is an
B. Key Exposure important requirement in mobile hotspots where a MONET

K is a pre-shared key between an MR and an AAAJTIOVES with a high velocity and hence AAA procedures

server andik and K are created using security® € frequently performed (e.g. train or car). Suppose there
LocAL HOME ng "Yare i total handoffs (intra-domain handoffs and inter-domain
parameters (i.eSProcar and SPyoyg). Thus, it is desir-

able not to leak these keys to the other network entities. handoffs) andj inter-domain h_a nd_offs_for each session. The
In terms of K, ocaL., the AAAH Server encrypts Procay, AAA cos_t of the MR authentication in the proposed AAA

and sends it to the AAAL server and the MR usifigy, protocol is given by

and K 444, respectively. The value encrypted by,; can CYE G, ) =G —4)-CME +5.CME — i>j (3)

intra inter>
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Fig. 8. The scenario of man in the middle attack of the malicious MR

whereCME andCME gre the costs for intra-domain AAA

intra inter

and inter-domain AAA operations.

In terms of VMN’s AAA cost, we consider the AAA cost
incurred while the VMN is attached to the MONET. Assume

The AAA cost of the MR authentication without the localthat the VMN’s attachment time follows an exponential distri-

ized AAA procedure is given by

MR

CAAA(Z .7) =1i- Cnon local»

whereCME ' . is the cost for an AAA operation without

the localized AAA procedure.

In this paper, we assume the subnet residence time of the
MONET follows a general distribution with a mean dfug,
whose probability density function (PDF) ifs(t) and its

bution with a mean of /n4. In addition, letk be the number
of inter-domain handoffs during the attachment time. Then,

(4) the PDF ofk is given by
(k): 1_L[1—f}5(7714)] k=0
! L= P sl k>0

wherepa = na/up.
The AAA cost of the VMN when there ark inter-domain

Laplace transform ig%(¢). The domain residence time of thehandoffs during the attachment time is given by

MONET follows a general distribution with a mean bfup,
whose PDF isfp(¢) and its Laplace transform i, (s). When
the inter-session arrival time is assumed to be an exponen{idere CYMN

VMN

aad (k) =k - CHARY,

CAAA

(6)

Aa4 1S the cost for each VMN's AAA operation.

distribution with a mean ofi/A;, the PDFs ofi and j are Then, the average AAA cost of the VMN is expressed as

given by [15]

a(i):{
, 1---[1
6(]): p%[l

whereps = Ar/pus andpp = Ar/pp.

1— o1 fé(/\z)]

Ps

— fp(Ar)]

Consequently, the average AAA cost of the MR is given

a(i) - B(J)-

AAA*ZZCAAA i,5)

=t *fs()‘l)} 5]

— O P!

i=0
>0

j=0
i>0

VMN

CYMi ZOX%AN (k). @)

A. Numerical Results

In this section, we evaluate the effects of mobility and a
distance between a foreign network and a home network on the
AAA cost (i.e. CALE and CY11N). The numerical results are
plotted based on the assumptions introduced in Section V. The

bg{arameters and the size of each AAA message are shown in

ables Il and llI, respectively, based on [10], [17]. The weight
for a wireless link is set to 10 [16] and the number of subnets
in a domain is set to 49. The distances betweendabtA L

®)
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Fig. 9. The AAA cost of an MR Fig. 10. The AAA cost of a VMN
server and am AAH ,,r server, between an MR and its HA, VI. CONCLUSION

and between ad AAH)y r server and amAAHy iy SeIVer e paper, we propose a localized AAA protocol for

?orelDol’B?/Qt'hznfclju%?)}Ig?/\;srasgg\éﬁz)\{s ?ar:q(?JthSLi /n&;gwﬁg}e d public mobile hotspots. The proposed AAA protocol is con-
e " sistent with the NEMO basic support protocol in that the
As shown in Figure 9CA'E, increases ags increases (i.e. mobility transparency is supported. We analyzed the security
as the subnet residence time of the MONET decreases). Thiséscerns in the proposed AAA protocol in terms of mutual
because the number of inter- or intra-handoffs is reduced whauthentication, key exposure, replay attack, and man in the
the mobility (i.e.ss) is low. Figure 9 also shows the AAA costmiddle attack. The central idea behind the proposed AAA
variation for differentD; (i.e. D;=2, 5, 10). SinceCME and protocol is to introduce a shared key between the MR and
CME are proportional taD;, CALE, increases with increasethe AAA server in the foreign network, so that the AAA
of D;. However, in the proposed protocol, the effect/of is procedure for the MR in intra-domain handoffs is localized.
not notable. It means that our protocol is effective regardleBerformance evaluation results reveal that the localized AAA
of the distance between the home network and the foreigrocedure reduces the AAA traffic significantly in mobile
network. hotspot environment. Furthermore, the localized AAA proce-
On the other hand, if the localized AAA using th& o4,  dure is less sensitive to the distance between the home network
is not supported, the MR’s AAA cost increases more signignd the foreign network. Although the mobility transparency
icantly asu.s increases. Also, the performance gain becoméss the advantage of keeping the VMNs from sending binding
more remarkable ags and/or D, increase. The effect ab; update traffic, it causes an accounting problem that the AR
is more clear in the non-localized AAA scheme because aannot know the network usage of VMNs. We suggest that
AAA procedure is always performed at the AAAH server iras the MR’s HA can keep track of the network usage of
the non-localized AAA scheme. Note that this AAA cost isndividual VMNs, the MR’s home network can exchange
analyzed for a single MR. As the mobile hotspots services &/®N’s accounting information with the AR’s network. This
proliferated, the reduction of the AAA cost (AAA traffic) will way enables a flexible billing mechanism between different
be a significant issue. domains.
Figure 10 plots the AAA cost of a VMN, which exhibits a
similar trend to Figure 9. Note that the AAA cost wheBy ACKNOWLEDGEMENT
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Abstract—Wireless on demand systems typically need au- Such systems have been proposed in the literature [1][2].
thentication, authorizatio_n and accounting (AAA). services. In The key challenge in such networks is the security of the
a peer-to-peer (P2P) environment these AAA-services need to beAAA-System to avoid free riding [3] and to motivate partici-

provided in a fully decentralized manner. This excludes many ts t tribut 1. This is t that
cryptographic approaches since they need and rely on a central pants to contribute resources [4]. This is to ensure that a user

trusted instance. One way to accomplish AAA in a P2P manner €mploys only resources that are equivalent to the resources
are deBruijn-networks, since there data can be routed over he or she provides to the system. Note that 'equivalent’ does
multiple non-overlapping paths, thereby hampering malicious not mean 'equal’ (e.g.in terms of bandwidth). So the system
nOdoeris Irzgw rgzrlgflhjil'i“r?gt\}:oa&s%a.uiredaratherfixed network can provide a net gain o its users. E.g., if a person that
structgre vgr,ﬂch maJde them unSL?itabIe for wireless networks. 9WNS .(and pays for) qn.AI.:’ with ,a ﬂat rate provides access
In this paper we generalize de Bruijn-networks to an arbitrary O their AP whenever it is idle; this incurs no extra cost for
number of nodes while keeping all their desired properties. This that person. Conversely, roaming users will highly value being

is achieved by decoupling link degree and character set of the granted access to that AP when they urgently need network
native de Bruijn graph. Furthermore we describe how this makes ccess.

the resulting network resistant against node churn. We extend that work by presenting a novel approach

for one building block of these systems. In our system,
messages between AAA-modules of participating peers are

Today, typical wireless systems are provider based in theuted through a specialized overlay network. This overlay
sense that there is one central organization that handigswork is formed by the participating APs. Since such an
authentication, authorization and accounting (AAA) for albverlay is a virtual structure only, the peers are able to create
their subscribers. This is obvious with systems like GSM ey network topology. But that topology is crucial for the
UMTS where the providers manage everything from the AA#fficiency, robustness and security of the system: Peer-to-peer
backend to the base stations. But this is also true for homgstems are systems that lack central instances that could
WiFi systems. The difference there is that the subscriptigistablish relations of trust. They can build trust, however, by
relation is pushed from the mobile device to the access podtimbining independent sources of trust to increase the trust
(AP). The owners of the APs can control the access to th@ira previously unknown peer. Therefore, the topology has to
devices. Conversely, they are legally responsible for the usesasure that seemingly independent peers are in fact with high
Especially, they have to pay for the bandwidth use. As grobability actually independent. One way to achieve this, is
consequence such systems typically deny roaming betwesn overlay topology that routes messages redundantly over
such privately owned APs, thereby significantly reducing thiadependent paths. Besides the gain in security, this increases
use of such systems. the robustness of the system.

In this paper we present one building block for wireless In this paper, we present a novel variant of the so-called
network systems that push the subscription relation back irde Bruijn networks. This class of overlay networks provides for
the end-device while maintaining the current pattern of privageveral (depending on a parameter of the network) paths which
AP deployment. It aims at peer-to-peer systems consistingare non-overlapping with a high probability between any two
APs and storing accounts for the users. Credits from such modes. So far, such networks have been strongly affected
account can be spent for gaining access while roaming. by node churn, i.e.nodes joining and leaving the network,

Such systems harvest the idle resources available at its paotentially ungracefully and at a high rate. Thus de Bruijn
ticipants’ APs and provide them on demand to their roamingetworks were thought unsuitable for ad-hoc and peer-to-peer
users. Since in peer-to-peer systems there is no (need fonejworks where churn is prevalent due to frequent node joins
central organization the participating nodes have to provide ald leaves[5]. Our proposal keeps all beneficial properties
the required resources and functionality to operate the systarh.de Bruijn networks while creating churn resistance with
As a consequence, there is no extra cost with doing that. ll@w overhead. Its key idea is to extend the de Bruijn graph
such an approach enables easy and cheap scalability. construction algorithm from graphs with = K- nodes to

I. MOTIVATION
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graphs with an arbitrary number of nodes. from Chord. To gain resistance against node failures, either
This paper is structured as follows: Section I-A gives aa number of backup links are introduced or the alphabet
overview of de Bruijn networks. Section Il generalizes thesize K is increased up tdO(logn). Since the number of
construction to an arbitrary number of nodes and describgasssible de Bruijn nodes is larger than the number of nodes
how routing works in the resulting networks. Section Il givepresent in the network, each Koorde node is responsible for
results from a study using a real-world implementation of thee large number of de Bruijn identifiers. In [8] the de Bruijn
so-modified de Bruijn algorithm. Section IV concludes with atopology is used to establish a distributed hash table which
outlook to future work. strives for probabilistic guarantees for lookups. Since the
lookup guarantees are loosened, the routing table maintenance
overhead is reduced too. Furthermore, lookup hot spots can be
In a deBruijn-graph each node has a unique identifiafleviated by means of caching, and key collisions (which may
consisting of letters of a given alphabet and having a certasocur e. g. in file sharing networks) can be tolerated at the cost
lengthL. The size of the alphabet is called the de Bruijn-bastf more lookup steps.
K and equals the out degree of each node. The length of the
identifier is also known as the level of the node or graph. Il. GENERALIZATION OF DEBRUIIN NETWORKS

Each possible combination of the letters of the alphabet WlthAS described in section I-A a de Bruijn-graph is only defined

the given length is present in the graph. Because of this, th%‘ra K. nodes. This would be a tough restriction, because a
only exist de Bruijn-graphs witt" nodes. ) '

. (Peer-to-peer-network normally has an arbitrary and perma-
In such a graph every node is connected to all those nodes . . S
nently changing size. We therefore alter the building rules of

whose identifier can be created by deleting one characterttﬂré graph slightly, so that it can hold any number of nodes.

one side and adding a character on the other side. Thus h‘i"he restriction of the graph that all nodes have the same

network functions like a shift register. . PR ;
On this graph greedy routing can be used to exploit tIi%vel L (length of the node identifier) is loosened. Without

. e - Prther restrictions, such generalized de Bruijn-networks tend
low diameter. This is done by determining the overlap . .
%o degenerate under churn, i.e. to accumulate level differences

the lower end of the current node identifier with the hig f neighboring nodes. By this, de Bruijn-networks loose their

end of the destination address. Then routing is performed %Xod properties (constant degree, low diameter, high probabil-

shifting in the first character of the destination address, aft(%r : . .
) ity of non-overlapping paths). This paper describes a means
the overlapping area.

Such a network has a constant in- and out-degre and ° 'I(';cl)rcurr(;]\\//eer?tt ttrr:iI: ggginigarflo'?ﬁe maximum level difference
a near optimal diameter of IQgN) (The optimum [6] is at: P ption,

llog, (N (k— 1) +1)] — 1). Additionally there ar& different between neighboring nodes is set to one. This is a greater
| relaxation than is theoretically required, because only a level
paths_ from any source npde to any target node. An alt?matI(Yi?ference of one level in theywh?)le graph is necess);ry. But
path IS ;elected by routing to the wrong next hop during tt% e latter rule can only be enforced with global knowledge,
first routing step. These paths all have a comparable Ien%t/ L 7 o L
. S ich is hard to obtain in the envisioned distributed system.
and a high chance that they are non-overlapping, i. e. have Ipo

more nodes in common than the source and the destinz;lti&r\l’.vIII be described in the following how it is possible to keep

For example a de Bruijn network with 1000 nodes wl10 € property of a limited level difference between neighboring

0 o nodes in a environment with churn.
has a path overlap of 3.7% ([6]). The probability of pathS In the following sections we will describe the rules for

overlapping further decreases proportionally to the product of . " L2 T o )
K and the diameter of the graph. This path redundancy llding up, mfalntammg and routing in a graph with Igve_l
one of the main reasons to use de Bruijn graphs for secur erences in time and space. The goal of these rules is first

relevant systems: An attacker has to subvert all paths to alfk raII to 'aVO.Id unnecessary rebuilds qf the graph as changes
a message. happen in time. Second, the properties of the graph should

be altered as little as possible when nodes of different levels
B. Related Work neighbor each other.

The idea of de Bruijn networks is older than most recet&t
peer-to-peer networks. It has been used for interconnection
of processors in parallel computing, for example [7]. With To achieve these goals, the ID of a node is extended to the
regard to the usability in peer-to-peer networks, [6] compargight if the level increases. The node is split il€aew nodes,
many different network graphs. The de Bruijn graph was one ofe for every possible extension (see figure 2 compare figure
the most favorable, because of its low diameter and constant
degree. The resulting network design was called ODRI (for This leads to the rule that the character with the highest
optimal diameter routing infrastructure). At at the same timagnificance is always deleted from one node to the next.
de Bruijn graphs have been proposed for peer-to-peer netwobdditionally on the right as many characters as needed are
[8], [5], [9]- Koorde [9] is an embedding of the de Bruijn graptadded. This can be zero, if the level decreases, one, if the
into a Chord [10] network, it therefore inherits many propertidsvel stays the same or two, if the level increases. Because

A. Introduction to de Bruijn Networks

Linkage of Neighboring Nodes
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00 00 01 00

1100

Fig. 1. Part of a Level 2 de Bruijn-Graph with = 4 Fig. 3. Decoupling of alphabet and node level.

| AA | 4 ABA — BA |

By this the vacillation is decreased from square to linear.

| BA ABB |_>| BB | To achieve the best possible gaif,should be the smallest
possible number. The optimum is whé&n= 2.
| CA | ABC }—>| BC | Figure 3 shows the idea. The letters of the alphabet are

replaced as follows: A=00, B=01, C=10 and D=11.

| DA| YABD || BD |

B. Creating Churn Resistance

Fig. 2. The ID is extended to the right The border for level differences of one is hard to obtain in
such a network and requires a lot of maintenance effort. This
again would cause a low churn resistance.

of this, the changes of the graph are only local and as manySecondly for the safety of the data there has to be a certain
connections as possible are reused. redundancy of the accounting data through out the network.
With these rules the in-degree of a node always staf§r these nodes keeping redundant data communication is
the same, but the out-degree changes between oneKandhard, because they have to use the network, which needs on
(reduction of the changes see II-A.1). If the out-degree is @¥erage log (n) steps.
importance (for example for security reasons, there shouldTo overcome these problems, all of the instances which hold
be always a maximum number of paths to every possilifee same data for safety reasons only (not those kept apart
destination) it can be maintained by holding the connectioffy security reasons) are brought together in one node (the
to the former neighbors as irregular neighbors. These are oAlymber of them shall b€). From now on we distinguish
needed for routing as the first step, when one needs mulptween nodes (vertices of the de Bruijn graph) and members
path-routing. of nodes or instances (APs running the implementation). A
1) Decouple Linking Degree and Character Sén this node can have many members. All these members of one node
scenarioK strongly influences the behavior of the networkhave the same look of the de Bruijn network and are totally
It sets the connection degree (G) and the number of possitfiterchangeable. They are connected through a second network
characters (2). for synchronization purposes. This network can vary greatly,
it can be a (skip) ring, a (hyper) cube or fully connected. Let
Z=K=0G the diameter of this network be Innerdi@)1) depending on
the maximum node size and the numbers of connections used.
The number of possible characters again defines the numbessch a node has a minimal and a maximal number of
of new nodes, which are formed out of one, when the level gfembers. If the maximum is surpassed the node is split into
a node changes. The number of new nodes once more cays@gw nodes with a level that is one higher than the old one.
the decrease or increase of out-degree as shown in the formylghe minimum is reached the split is undone and Zheodes

all neighbors have lower level: out-degreds/Z = 1 are joined again into one node. o
all neighbors have higher level: out-degre - Z = G2 The number of steps needed for communication between

_ the members of a node is constant because of this. Addi-
BecauseZ andG are the same, the out-degree vacillates §@nally the numbers of changes in the de Bruijn-network is
strongly. But this strong correlation is not necessary. A Mugjteatly (depending on the number of node members) reduced.

weaker correlation is also possible: Depending on the threshold values for node splits and joins,
G=7M the expectation value for a node disappearing at all can be
negligible.
beingM a arbitrary positive integer. By this, the maintenance of the network is much simplified,
This replaces only one old character throughnew char- requires few resources. These are basic requirements for churn
acters, the rest stays the same. resistance.

But there is no need to add characters, if the level of a Because the node size has a (relatively low and constant)
node is increased. Instead, just one character may be addgxher limit, the effort for the inner node network is almost neg-
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ligible (constant). This can justify full connectivity between Application Layer
the members. Routing Protocol Boot Protocol

As mentioned above, an instance now holds some con-| Connection Management Protocol
nections to other de Bruijn nodes and some connections t
instances of the same node. Let the upper limit of intra-node
connections bd. Therefore an instance still has a constant
(maximum) out-degree, but there is a totakof-| connections
required. Sol and K compete with each other. The total
diameter of the network is Igg(¢ ) + Innerdim(C, 1) This tern
has to be optimized by balancing andl and maybeC with

Node Mangement Protocol
Transport Layer

Fig. 4. Protocol stack architecture

TABLE |
PERFORMANCE OF THE ACCOUNTING SYSTEMAVERAGED)

regard to the churn resistance and the relation of the traffic maximum numbber c;f_insttances 2152
amount for synchronization purposes and the amount of node E'Sr:'g]:;:e?:m itk I
to node communication. For example, the target valuel for missing synchronizations 2.6.10-4
(and thereby node members assuming full connectivity among half opened accounts 32.10°°

them) can be set t®(logn) to create probabilistic survival
even if% of all instances fail simultaneously.

C. Optimizing Network Properties computers or instances to de Bruijn nodes (NMP, Node Man-
ement Protocol). If a computer leaves gracelessly, it is
In such a network the degree of overlap of paths depe'ﬁ%tected on this layer
on the level of the node with the lowest level. The diameter ' -
A second layer assembles nodes to the de Bruijn-network,

again can pe estimated by the node V.VIth the hlghegt Ievel.b handling the neighbors and their knowledge of each other.
To optimize these and other properties, the level dlfferencg\ ditionally, it handles the balancing of the network by
should be as small as possible. For this task the fact can y

) . : Efecting differences between neighbors. For all this to work
exploited that a node consists of several members. This ca

q b t onlv balancing th de levels but also th & CMP (Connection Management Protocol) uses the NMP.
one by not only balancing the node levels but aiso the nogg, routing of messages from an arbitrary node to any other
sizes among nodes in the network.

o ) is done by a third layer (RP, Routing Protocol), by using the
he can use wo means: connections created by the CMP.

1) by carefully placing new members The application itself, i. e. the accounting system, also uses
2) by letting members rejoin when differences above e routing protocol to transfer messages between instances
threshold are detected. of the accounting protocol. It utilizes the offered multi-path-

In the event of a network with a growing or stable size, theuting for security related data exchange.

placement of new members through for example random multiAt last, the choosing of the integration place for a new
point sampling or random walks (see [11]) will be sufficientomputer is done by a fourth protocol (BP, Boot Protocol).
for balancing the network. Otherwise the number of leavirphis needs to use the CMP, but may also use any of the other
computers is greater than the one of new computers. Becapgstocols.

of this there may be additional balancing needed. For this thesuch a network, including the accounting system, was im-
neighbors of a node are monitored. If the size of a neighbglemented in POSIX-C using TCP/IP for the connections[4].
(with accounting for the level) is more than one smaller tharhe full source code is available from the authors upon
the own, local members re-execute the placement procedigguest. Networks with up to two thousend instances of this
for new members with special attention to this neighbor. Thigplementation were tested with respect to functionality and
point of departure is superior to just sending a member &ability under churn. The number of nodes per second, which
the neighbor because a more global balancing is done agkere disconnected from their neighbors because all of them
security mechanisms built in this placement procedure can néft before the network could react appropriately, was chosen

be circumvgnted. _ _ as metric for the stability of the network. In such extreme
The maximum level difference between the node with theases, the instances execute the boot procedure to re-join
highest and the lowest level is the network. The examination of the results confirmed that

aggregation of instances to nodes greatly increased the churn
resistance of the overall network. Also as expected, the longer
members stay in the network, the more stable the network
and kept below this fraction by the eventual node change gcame. The tests showed that with a per instance failure rate
individual computers. of 0.8-1073 per second a minimum node size of 5 leads to
a stable network. For failure rates 0f2310-2 per second

the node size had to be increased to 8 in a network of 300

This network design can be easily transformed into a layergtstances.
architecture shown in figure 4. The lowest layer combines Next we estimated the maximal join and leave speed

network diameter
minimum size of a node

IIl. | MPLEMENTING AND EVALUATION
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our implementation could tolerate without disturbance at the Further work should explore ways to make the system more

de Bruijn level. We found that with a join rate below two intesilient against non-arbitrary node failures. Also the ability

stances per node per second the invariant of maximal level dif-the network to recover from net splits or re-joins can be

ference between neighboring nodes of one was never violatedproved.

Since a rebalance is necessary after instance departures where

two nodes are involved, the maximum handled departures rate

was one instance per node per second. When these rates [eE. C. Efstathiou and G. C. Polyzos, "A peer-to-peer approach to

increased, short periods of inconsistencies can occur.  eess o0 TOTNG, IWMASH 0% Broceedngs of re 15t AcM_
On top of the established de Bruijn routing protocol we  WLAN hotspotsNew York, NY, USA, 2003, pp. 10-18, ACM Press.

implemented an accounting as system designed in [4]. Tabld D. Barkai, “Technologies for sharing and collaborating on the net.”, in

| Shows the performance tests of the system. Even under thg PESioFeer Compungent, pp. 15.26, IEE Compuier Sociey

imposed churn (the network shrank by a factor of 20), the  counting for peer-to-peer applications.”, METWORKINGR. Boutaba,

system worked as designed. This is due to the stability and K. C. Aimeroth, R. Puigjaner, S. X. Shen, and J. P. Black, Eds. 2005,

chur resistance of the underlaying de Bruijn network. Whepy, v’z Clbecre Noles n Computer Sciengm 4052, Springer,

instances get killed during the reception of a message, thiS Hotspot-Accounting-System”, Feb. 15 2005.

message is lost. In the implemented accounting protocol thi8l 'i“n- dDisattrti?J’utia iggﬁii?:;g% Té;]r;dre'(éngbﬁgf( a“(;?n 9%5:;“{2 l;‘ététriﬂg

leads to missing synchronizations between different account Computing 2004, pp. 159-166. gain.",

holders and half opened accounts. Both problems can b§ D. Loguinov, A. Kumar, V. Rai, and S. Ganesh, “Graph-theoretic

solved very easily with the repetition of the lost message. In analysis of structured peer-to-peer systems: routing distances and fault

. resilience”, inProceedings of the SIGCOMM2003 conferer@03, pp.
the shown tests these messages were deliberatly not re-sent 10395 406, ACM Press.
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Energy-Aware Routing in Sensor Networks:
A Large Systems Approach

Longbi Lin, Ness B. Shroff, and R. Srikant

Abstract— Sensor network nodes are often limited in the battery capacityln this work, we study the routing
battery capacity and processing power. Thus, it is impera- problem in sensor networks with energy replenishment.
tive to develop solutions that are both energy and compu- Energy sources, e.g., solar cells, can be attached to
tationally efficient. In this work, we present a simple static gansor nodes to prolong the network lifetime [5], [6],
multi-path routing approach that is optimal in the large [15]. For any individual node, on the one hand, there
system limit. In a network with energy replenishment, the .~ . L . ’ .
largenesscomes into play because the energy claimed byIS e”erg}’ ansumptlon, Wh'Ch is mainly due to. radio
each packet is small compared to the battery capacity. COMmunications [1]. There is, on the other hand, incom-
Compared to the other routing algorithms in the literature, iNg energy from the energy source. From this point of
this static routing scheme exploits the knowledge on the view, the battery acts as an energy buffer. We will show
patterns of traffic and energy replenishment, and does not the optimality of the static routing algorithm when this
need to collect instantaneous information on node energy. puffer size is large, or equivalently, the energy claimed
We also outline possible approaches for a distributed py individual packets is small compared to the battery
computation of the optimal policy, and propose heuristics capacity.
to build the set of pre-computed paths. The simulations In [12], a dynamic routing algorithm, E-WME, was

verify that the static scheme outperforms leading dynamic df tworks with lenish ¢
routing algorithms in the literature, and is close to optimal Proposed for sensor networks with energy replenishment.

when the energy claimed by each packet is relatively small It was shown to 'be asymptotic.ally optimal yvhen the
compared to the battery capacity. number of nodes in the network is large. One interesting

Index Terms— Energy-Aware Routing, Sensor Network, feature of this algorithm is that it does not need any infor-
Large System, Mathematical Programming/Optimization, mation on the statistics of the input traffic. The E-WME
Simulations algorithm is optimal since it achieves a performance
ratio (with respect to the best offline algorithm) that is
logarithmic in the number of nodes in the network. It is

own in [12] that no algorithm can do better than this

Igorithm,if no knowledge about future packet arrivals is

I. INTRODUCTION

Energy-aware routing problem in sensor networks h
received significant attention in recent years [10], [11
[16], [18], [20], [21]. Fln_dln_g a _good.routlng algorithm resentHowever, what if we had some knowledge of the
to prolong the network lifetime is an important proble

. d I ite limited in batt ture packet arrivals? For instance, in a sensor network
since sensor nodes are usually quite imited in Datles; ollects video footage at regular intervals, the data
capacity and processing power. For exactly the sa fte may be known a priori. Armed with this kind of
reason, complex routing algorithms do not work we

i thi 0. due t . head. In thi formation, an algorithm should be able to perform
N this scenario, due 1o excessive overhead. In tis WOl 1, fact, the proposed static routing approach in
we are interested in finding a simple and static routi

h W il al h that und H is paper exploits the available statistical information
approach. We Wil aiso show nat under reasonanfy y,o packet arrivals and energy replenishment.
assumptions, this static routing algorithm suffices: it is The rest of this paper is organized as follows: in

Opf:]moaﬂrlgnge)l(?r%ﬁ é?;s;rzslg:ﬁes into ola becauseseCtion II, we formulate the problem of energy-aware
’ g play routing with energy replenishment, and present our en-

the energy claimed by each packet is small comparedetng queue model. In Section Ill, we present our algo-

L. Lin and N.B. Shroff are with Center for Wireless Systems angthm' show its opt'lmallty', and dISCL!SS the implications.
Applications (CWSA), School of ECE, Purdue University (emaiI}Ne proceed_ by dISCUSSIng. some Issues relate_d to the
llin@purdue.edu, shroff@ecn.purdue.edu). implementation of the static approach in Section IV.

R. Srikant is with the Department of Electrical and Computexiumerical results are provided in Section V. Finally
Engineering and the Coordinated Science Lab, University of Illinoi - . . ’
at Urbana-Champaign, (email: rsrikant@uiuc.edu). éoncludlng remarks are presented in Section VI.
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I[I. PROBLEM FORMULATION the dynamics of the energy consumption/replenishment
processes in the network. Since packet transmissions

rected graphG(V, E), where V' is the set of vertices happen at a much smaller time-scale than the time-scale

representing the sensor nodes, d@nis the set of edges ©f €Nergy replenishment, it is assumed that, when a
representing the communication links between thefgd! packet is routed through a path without blocking,
Packets are sent in a multi-hop fashion: a path frofly Virtual packet” arrives simultaneously to each of the

source to destination consists of one or multiple edge§M€rgy queues along the path. This is illustrated by

There arel classes of packets. Each class is associafe§Ure 2- In other words, there is no notion of packets

with a different source-destination pair, and possibl§@ving one energy queue and enter the other. Instead,
different energy requirements for the nodes along t e interaction of the queues happens through blocking

path. Classi packets arrive to the network according"d mean service time, which will be discussed next.

to a Poisson process with ratg. For classi, there
are¢(i) pre-computed paths. We ug€]; to denote the

}\1 }\2
routing matrix: H;; = 1 if noden is in path; of classi,
and H;; = 0 otherwise. The routing decision on class ) A
packets can be described as
. 5
Pi = (pirs i - - - Pioi) ) T, B
C %
(b)

A wireless multi-hop network is described by a di

wherep;; denotes the probability of packets of cladze-
ing sent along thg’th path. We use' = (p1, pa, ..., Dbr)

to denote the total routing decision. In a dynamic routing
scheme,p;; can depend on instantaneous information
such as residual energy and energy replenishment rates
at different nodes, and therefore can be a function of Fig. 2. The energy queue model: multiple queues
time. In a static routing scheme, pre-compug&d used,

which is the same as the static splitting probability in a

proportional routing scheme.

@

If a real packet cannot be sent to the next hop due to
energy depletion at one of the nodes, say nedalong
the route, this packet is blocked. In a dynamic scheme
which utilizes instantaneous system state information, no
virtual packet needs to be added to any of the energy
gueues along the path, since the real packet will be
Available Energy blocked in any case (i.e., there is no gain in admitting the
packet). In a static scheme where instantaneous system
state information may not be available, the packet may
still be relayed down the path until it reaches neddn

@ this case, only the upstream nodes from nadeceive
Energy Source —— . . .
the corresponding “virtual packet” arrivals.

Virtual Packet Arrivals

} Used Energy Due to Prvious Packets

The energy queue is work conserving: as long as
there is at least one “virtual packet” in the queue, the
energy source will be working on replenishing the used

Each node is modelled as an energy queue, as shamergy due to that packet. The time it takes for nade
in Figure 1. The battery is a buffer of siz&€ and to replenish the energy consumption due to receiving
the nodal energy source serves as the server of #red/or transmitting a packet of classent on pathy is
queue. When a real packet is routed through a node (amnd with meanl/u?j. The randomness is mainly due to
therefore incurs some amount of energy to replenish)ite stochastic nature of the energy source: for a given
“virtual packet” arrives to the energy queue associatediergy source, the energy replenishment rate can vary
with this node. Note that our main focus is to moddtom time to time, even though the overall process is

Fig. 1. The energy queue model: one queue case
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stationary.> Furthermore, different energy sources can Our goal is to maximize the total weighted utility:
have different characteristics in replenishing a certain

amount of energy. That is the reason why the service I 6(2)
time distribution is assumed to be general. The average max Y NUi(O_qf)), (4)
energy replenishment rate depends on the following three —— j=1
factors:
« Node:Heterogeneous energy distribution is allowedubject to energy constraints: a packet can be routed
across the network. through a path only if all the nodes along the path have

« Class:Different classes of packets can have diffesufficient energy (in other words, space in their buffer).
ent energy requirement for the nodes along the pathlt is worth noting thatg;; = p;;(1 — Pp;) for a
« Path: It is assumed that a node can have a coratatic scheme, wherg;; is the pre-computed splitting
plicated power control scheme in which multipl@robability andPp;; is the blocking probability of
transmission power levels are used to commurdfassi packets on path.
cate with different neighbors. Therefore, the energy We will show that a static routing scheme can have
requirement can be different depending on whigberformance that is arbitrarily close to that of the best
neighbor it transmits to. dynamic routing scheme, if the energy claimed by each
Since the queueing system has finite buffers and thacket is small compared to the battery capacity. In other
input process is memoryless, under any dynamic poligyords, by carefully designing a static scheme, one can
g, we assume the system states (the vector of the backiegp most of the benefits of performance without the
of all the energy queues) evolve according to a stationdrgh cost of implementation.
and ergodic stochastic process.
Consider any policyy. Let N/;(0,t) denote the total

number of packets admitted to pathof classi during I1l. STATIC ROUTING WITH ASYMPTOTIC

time window [0, #]. Define OPTIMALITY
A\ — lim Nigj(()’t) @ In this section, we will show that the performance
U tmoo ¢ of a carefully designed static routing scheme is asymp-

to be the packet arrival rate of paghof class:i. This is totically optimal in the large system limit. To this end,
well defined since the system is stationary and ergodige first find an upper bound on the performance of
Also let N;(0,t) denote the total number of clags the optimal dynamic routing scheme, construct a static

packet arrivals ino0, ¢t]. Clearly, we have routing scheme from the upper bound, and finally show
N; (0, %) the optimal performance of the static scheme if the
Ai = tlirgo % (2) energy claimed by each packet is small compared to the

battery capacity.
Before stating our main result, we introduce a few
2\ notation here. In a system where each energy queue has
q; = % (3) a buffer of sizeK, let J;. denote the performance (the
total weighted utility as defined by Equation (4)) of the
optimal dynamic routing, andy, the performance of the

0(7) ) )
21 - N . static scheme of interest.

Let U;() be a class-specific utility function of the total Theorem 1:(Asymptotic Optimality of the Static
acceptance rate of this class. The utility functigy(x) Ro;ting) '

measures the usefulness of having an acceptance rate 0 0.3 0. st
x for class: packets. We make the usual assumption e>0,30(e) >0, st

thatU;(-) is strictly concave and non-decreasing for any
class. limsup Jy < Klim Ji + e, (5)
— 00

K—o0

Define the average acceptance rate of clagackets
on pathj to be

Then the total acceptance rate for claspackets is

l i - . - g
Note that the energy replenishment process could be nQunara the static scheme uses the splitting probability
stationary over very long periods of time, e.g., night and da

However, this can be easily handled by developing different soluti(ﬁom the solutionp’ of the following optimization prob-
for each time of day. lem:
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the initial energy, except that it is certainly upper

I 0(3) bounded by the size of the battery. We can assume
maxg Z AU (Y pig)s (6) that all nodes have an empty battery to begin with,
i=1 j=1 and still prove the result of Theorem 1.
subject to p;; > 0, V41, j, 3) The convergence of the performance of the static
0(3) approach to the upper bound is at least as fast as
pi; € [0,1],V4, 1/K, whereK is the battery size measured in per-
J=1 packet energy consumption. This is evident from
I 63 i H the second part of the proof in the Appendix.
YN T <1 4(e), ¥ e V. The static approach is attractive for the following
i—1=1 M reasons:

Proof of Theorem 1Please refer to the Appendix for

o Unlike a dynamic routing algorithm, there is no

the proof. ) need to collect information on instantaneous nodal
Remarks: . A
, energy. This amounts to a great reduction in rout-
1) From Theorem 1, given a set of packet classes, as

2)

ing overhead, which in turn saves more energy in
communications. In a practical system where some
of the input parameters may be non-stationary (e.qg.,
different average rate of energy replenishment due
to seasonal solar radiation), one may need to recal-
culate the optimal routing probability. Nonetheless,
such recalculations can be carried out at a much
lower frequency.

« By using the static splitting probability from (6), the
static approach adapts to the class-specific utility
functions, the traffic load, the topology, and the
available in-network energy resources. For instance,
different shapes of utility function can lead to
different ways of splitting the input traffic. Another
example is the energy-aware admission control. If
the offered traffic load is quite heavy, with respect
to the energy replenishment rate, (6) will produce
an optimal solution that is more conservative in
admitting the packets. In Section V, we provide
some numerical results to further justify the above
claims.

well as a set of pre-computed paths for each class,
a static routing approach can be derived from opti-
mization problem (6) whose total weighted utility
approaches the optimal value when the granularity
of the battery gets finer and finer. The intuition
behind this result is two-fold. First of all, from an
energy conservation point of view, the constraints
in optimization problem (6) give a fundamental
limit on how much utility any dynamic algorithm
can achieve, ip;; in (6) is viewed as the average
acceptance rate of clasgpackets on pathj under
this policy. Furthermore, the static approach using
the optimal splitting would be in fact optimal, if
there were no blocking, once a packet is assigned
to a path. In fact, the probability of such blocking
goes to zero, as the per-packet energy consumption
becomes smaller and smaller, as compared to the
battery size.

There are in fact two types of blocking taking
place here: (a) the static controller decides from
the splitting probability that a packet should be
rejected at the source, and (b) a packet is admitted IV. IMPLEMENTING THE STATIC ALGORITHM

to one of the paths, however, one or more of the = . ] ) o
nodes along the path in fact does not have enough Dlst.rl'buted Computation of the Optimal Splitting
energy to forward this packet. When we say in thieroPability

above paragraph that the blocking probably goes toTo find a way to compute the optimal splitting prob-
zero, we are referring to the latter case. The reasahility in a distributed fashion, one possibility is to
why it goes to zero is that the ability for the battergonsider the dual of (6). The major challenge here is
to absorb the difference between the incoming anklat the dual function may not be differentiable due to
outgoing energy becomes stronger and strongdre lack of strict concavity of the primal function. As
as the per-packet energy consumption becomgainted out in [4], there are at least two ways to handle
smaller and smaller. It gives one an illusion that this problem: one is to use nondifferentiable optimization
is the increase in the initial energy that gives ris8] to solve the dual, and the other is to use the proximal
to the decrease in blocking probability. In fact, iminimization algorithm [13]. We will study the use of
Theorem 1, we do not make any assumption dooth approaches for future work.
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B. Obtaining Pre-computed Paths

The proposed static approach is optimath respect
to the given set of pre-computed path. Therefore, the
quality of the pre-computed paths affects the optimality
of the static solution. On the one hand, to maximize
the total utility, it is desirable to have a very large set
of alternative paths for each class; on the other hand, to
lower the overall complexity of the algorithm, we need to
limit the number of paths for each class. In fact, there is
probably no need to enumerate all the paths between any
source-destination pair. Consider the case of a network

where the traffic load is relatively uniform. The path that Fig. 3. Example of a small network

goes through far away nodes probably would not be used

even if it was included in the set of pre-computed paths. TABLE |

Therefore, we focus on finding a relatively small set of RATE OF ENERGY REPLENISHMENT AT DIFFERENT NODES

“good” paths. p | pe | ps | pa | ps | e
Interestingly enough, it is a routing problem by itself 1.0]10]30]30]10]10

to select a relatively small set of “good” paths in an
energy-aware fashion. It is then natural to turn to a good

dynamic routing heuristic, e.g., E-WME routing [12], ©0 there are three classes of packets. Each class of

obtain a set of pre-computed paths. The idea is 10 fitSl 1 ets arrives to the network according to a Poisson

cache the paths used by the dynamic routing algoritigp,cess with unit arrival rate. The class-specific concave
for each source-destination pair, and then use the St?ﬂﬁity functions is

approach to further optimize on top of the given set of
paths. Us(a) = log(tia + 1)
More specifically, in the sensor networking scenario, ’ log(t; + 1)’

one can design a routing setup phase which happgfigare,, is the total acceptance rate of clas3he utility
during the deployment of the network. Each node begifg, tion is non-negative, equal to zerodf= 0, and

by simulating some dynamic routing protocol on thgqual to one ifa — 1. The parametet; > 0 defines

current topology. It is a simulation in the sense that nodfhse concavity of the utility function: the larger is, the
do not pass large data packets, and that they use a vir%%lre concave the utility function is

battery instead of the real one. When any destlnatlon-l-able Il summarizes the parameters of the three

hode receives a simulated data packet, it caches figsqoq ang the static solution from optimization prob-

path that the packet has traversed. At the end of trpé% (6), wheres is chosen to be.001. We have the
route setup phase, each destination node sends a r?&ﬁﬁwin’g observations: o

summary to the corresponding source node. The static

approach can then calculate the routing probability using® Classt; ?nd (ilr?sssh are ny?mettnc N t(;)pology,t
a distributed solution and take over the routing task. nevertheless they have ditierent acceptance rates

in the static solution. This is because their utility

V. NUMERICAL RESULTS functions are different. The energy available at
nodes2 and 5 is the bottleneck in this scenario,
since we only consider energy consumption due to

We now describe the results from our simulations. As  packet transmissions. The way the energy resource,
described in Figure 3, this network consists6ohodes e.g., at nodé, is shared between cla3sand class
and 6 links. All nodes have the same battery size. It depends on the shape of their utility function. The
takes unit energy to transmit a packet from one node to utility function of class3 is more concave. In other
another. Table | shows the rate of energy replenishment words, given any acceptance rate, cl&shas an
at different nodes, wherg/p,, is the average time for utility that is greater than or equal to that of cldss
noden to replenish the energy due to the transmission or class2. Therefore, in the optimal static solution,
of one packet to next hop. class3 has the minimum total acceptance rate, since

A. Interaction of Classes: A Simple Example
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TABLE Il
PARAMETERS OF THE THREE CLASSES AND THE STATIC SOLUTION

classi | source | destination | t; path(s) static solution
1 1 4 1 Ri1 =11,2,4 p11 = 0.8640
R21 = 3, 2,4 P21 = 0.1350

2 3 4 1 R22 = 3, 5,4 P22 = 0.7291

3 6 4 100 R31 =[6,5,4 p31 = 0.2699

its marginal return diminishes faster than the oth&. Throughput Comparison: Static versus Dynamic
two.

« The interaction of clas$ and clas is through the
resource contention at nodelt turns out they have
the sameotal acceptance rate in the static solutio
since they have the same utility function.

« All of the acceptance rates are non-zero due to t
concavity of the utility functions.

For this set of simulations, we randomly depld§
nodes on d0 x 10 field. Again, all nodes have the same
battery size, and it takes unit energy to transmit a packet

r]“rom one node to another. Furthermore, all nodes have an
niform transmission range (we choose this transmission
gnge to be3 so that the network is initially connected).

There is a link between nodesandm if and only if (a)

. . . the distance between them is less than or equal to the

Figure 4 shows that the total utility of the Statlctransmission range of a node and (b) nadkas enough

routing approaches the upper bound as the battery SéZnE‘e rgy to transmit a packet fromto m directly.

is increased. Each point of this figure is obtained by There arel6 classes of packets, each class with a

running the simulation with different random seeds (the S .
randomly generated source-destination pair. The packets

topology remains unchanged) f@00 times and taking . . ) .
pology ged) g each class arrive to their source node according to a

the average of the total end-to-end throughput in the . ith 06 F h node. th
steady state. The resulted mean packet data rate is t ths.?? Eroctess WII 'riv?h_ 0. For deact ?0 © 't'?
substituted into the utility function to calculate the totaHme It takes 1o replenish the energy due 1o transmitting

network utility. The upper bound is computed fronf ' packet is exponentially distributed with megan=

optimization problem (6), wheré& is chosen to be zero. ™
P P © We compared the throughput performance of the fol-

lowing three routing approaches:

o E-WME [12] as the dynamic routing approach. The
E-WME approach has a built-in admission control
component. To decide whether to admit a packet
into the network, the E-WME algorithm compares
the per-packet revenue to the dynamic E-WME cost
metric. Since we want to maximize the throughput
performance, we set the per-packet revenue to be a

I constant.

T2 JpperBound « Static routing proposed in this paper, with =

P T 0.001. The set of pre-computed paths is generated

Battery Size by the E-WME algorithm. For each class of packets,
the first20 paths used by the E-WME algorithm are
cached and later passed to the static routing solver
to compute the static splitting probability. Since we
want to maximize the throughput performance, we

It is evident from Figure 4 that the total utility of set the utility function to be proportional to the total
the static solution quickly approaches the upper bound, acceptance rate.

when the battery size is reasonably large. For instance, Greedy minimum hop routing. This is a greedy

if each battery supports transmitting packets without approach in the following sense. On the one hand,

replenishment, the gap between the upper bound and the this approach tries to take as little energy as possible
static approach is less tharm%. from the network each time by choosing the path

N IN N N
N} N > ) ©

Total Utility

=
©

g
o

14
0

Fig. 4. Total utility as a function of battery size
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with minimum hop count. On the other hand, theréhe throughput here is the total long-term rate that the
is no admission control. As long as there is at leasetwork can support, summing over all thé classes.
one path with enough energy connecting the sourEach point of this figure is obtained by running the
to the destination, the packet will be accommodatesimulation with different random seeds (the topology
The E-WME algorithm is selected for comparisofitmains unchanged) fdo times and taking the average
since it is among the best dynamic energy-aware routifithe total end-to-end throughput in the steady state. The
algorithms. In [12], it is shown that it outperformsupper bound is computed from optimization problem (6),
other energy-aware routing algorithms in the literaturéhered is chosen to be zero.
Furthermore, in a competitive ratio sense, the E-WME
algorithm is optimal when number of nodes in the 6.8
network is large. 6.6
The greedy minimum hop routing is chosen because
it is a natural way to “saturate” the network in order
to determine the network throughput capacity, which is
limited by the energy replenishment. This should provide

o
i

o
[N)

Total Date Rate
(2]

AA—A>A—&&AAA_A_,,&,,,,A

a base line approach to which we can compare the more 5.8 — — ~Upper Bound
sophisticated static and dynamic algorithms. seld o oae
We now sketch the static solution by describing the o ‘ [ MinHop |
. - R P "0 50 100 150 200
routing decision on clas$6, as shown in Figure 5. Battery Size

Class16 packets travel from noda6 to node6. As we
can see from Figure 5, the static routing solution useS§ig. 6. Throughput comparison of the three routing approaches
three paths. An incoming packet of class is rejected
with probability Preject: 0.2062. An accepted packet

is then assigned to one of the three paths with differentlrtf'Srri\/'?;]a ntérSVlizgurerG thst tr:]g tshtatlcr apé)rorii(:;n?u;
probability, as indicated in Figure 5. It is interesting t eriorms the approach a € greedy u

note that the shortest path (shortest in hop count) is ot approach, and the throughput performance is close

] . ... t0 the upper bound, when the battery size is reasonably
the most preferred path in terms of splitting pmbabmt){arrge. For instance, if each battery supports transmitting

This is because the routing decision depends on ot . .
classes of traffic, in addition to clas§ traffic. The need g 0 packets without replemshment, th? gap between the
per bound and the static approach is less tha2%.

to load balance here outweighs the importance of usif . ) .
. T ; : here are two major differences between the static
the minimum resources. This is consistent with som(? ) . .
. ) . : . gorithm and the dynamic E-WME algorithm:
observation made in the dynamic routing literature [77], ] ) - :
[12], [14] and the online load balancing literature [2]. ¢ They belong to different information regimes [9].
In the static case, we are using statistical informa-

tion about the input traffic and the rate of energy
replenishment at the nodes. In the dynamic case,
the E-WME algorithm does not utilize this kind
of information explicitly. So one interesting aspect
shown by this set of simulation is how much it helps
if one knows some information about the traffic,
replenishment rate, etc.

o The static approach does not require instanta-
neous information on node residual energy, which
amounts to potentially smaller amount of routing
updates.

In setting up the E-WME approach, we use a set
of parameters specified in [12]. If we use this routing
approach as a heuristic cost metric and further fine-

Figure 6 shows the throughput comparison of the thragne the E-WME routing parameters, it is possible to
routing approaches as a function of the battery siz@e even better throughput performance than the static

101

WS

o kB, N w A& O o N ® ©
4

Fig. 5. Multi-path routing solution for classs

165



routing. However, this kind of fine-tuning is topology-conditions in order to minimize packet retransmissions,
dependent: different network topology leads to differemind thus avoid unnecessary wastage of battery resources.
optimal dynamic routing parameters. Traffic pattern and
rate of energy replenishment also have some impact APPENDIX
on the choice of the optimal routing parameters. In
the static case, this is automatically taken care dfroof of Theorem 1:
since optimization problem (6) uses the topology/traffic (a) Let J,, be the maximum value of optimization
rate/replenishment rate as the optimization constraintgroblem (6). We first show that;; is upper bounded by

In general, it may not be important to ask whicl/ys + €.
approach, static or dynamic, is the optimal solution. Let J,;, be the maximum value of the follow optimiza-
Rather, it is more about the question of which approation problem:
is more suitable for a given scenario. If the application
scenario is such that we know some information about 4
traffic/replenishment pattern, but the cost is high to ! 5®)
obtain information on instantaneous residual energy, the maxy Z )‘iUi(Z Pij); (7)
static approach is preferred. Otherwise, the dynamic =1 J=1

approach can be an attractive alternative. subject to pi; > 0,4, 7,

0(i)
VI. CONCLUSION pij € [0, 1], Vi,
In this work, we address the problem of energy-aware j=1
routing in networks with renewable energy sources. r oG ipii H
. . J "y
Our energy model allows different kinds of energy > o <1lvVneV.
sources and heterogeneous energy source distribution. i=1 j=1 K

The network model allows different classes of packetsC dt timizati bl 6) th v dif
to have different energy requirement and class-specig"c ompared to optimization problem (6), the only dif-

i ) : . . :
utility function, which is defined on the total acceptanc.eerence 1S that the right hand side of the last inequality
now 1, instead of(1 — d(¢)).

rate. We show that a carefully designed static routir@ ! . . _

algorithm can have performance that is arbitrarily close -6t Vi (0,?), Aj;, andgj; be the corresponding quan-

to that of the best dynamic routing algorithm, if thd!i€S in Equations (1) and (3) for the optimal dynamic

energy claimed by each packet is small compared to tig'eme. Since

battery capacity. In other words, by carefully designing 0(i)

a static scheme, one can reap most of the benefits of ZN;J(OJ) < N;(0,1),

performance without the high cost of implementation. =

The results from our simulations confirm the above

claim. from Equations (1), (2), and (3), it is evident tk(@;*j)
The following are possible directions for future worksatisfies

Section IV-A lists a few options to compute the static

solution in a distributed fashion. Instead of using a dual-

ity approach, one can also use a primal algorithm with a

penalty function [19] to solve the optimization problem

approximately. It would be interesting to compare this Fyrthermore, since each packet Ny (0,t) is even-
. 17 )
of complexity and accuracy. apply Little’s Law on the server at nodefor the class

The performance of the static algorithm approachggckets admitted and sent on i@ path:
the network capacity, which is constrained by the avail-

able energy. In addition to taking energy considerations
into account, our routing decisions should also take
into account different channel conditions, especially in a
wireless environment. The goal will be to develop simplehere L}, is the in-server queue length of packets from
and static cross-layer algorithms that favor good chanrodhss i, path j. Since the server either processes one

0(i)
g > 0,Vi,j, and > g5 € [0,1],Vi. (8)
j=1

X HE,
B{Ly} =LY,
)
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packet when it is busy, or zero when it idles, we haveFrom Equations (13) and (15), we are done proving our

claim (12).
P{Servgr Busy at node} To sum up, in Part (a), we show thdf, < J,; + €.
B n (b) Let (pij)i; be the solution to optimization prob-
- E{Z;;Lij} lem (6), then
=1 )=
I 0(i) I 0(3)
= ZZE{L Jubp = ZAiUi(Zpij)~
i=1 j=1 i=1 j=1
I 96) \x g The performance of the static scheme usipg);; as
_ Y o - .
= > )y 4 (9) the splitting probability is
=1 j=1 'ul]
The LHS of the above equation is a probability measure g5 — Z)‘ Ui( Zp _ Py
and therefore upper bounded By Since A}, = Xiqj;, K Y )

we have
where Pp ;; is the blocklng probability of packets from

ZZ Aid (10) classi, on pathj.

i=1 j=1 ”” If we can show that the blocking probability goes
From Equations (8) and (10)g;;) satisfies the con- to zeéro ask’ — oo, it follows that Ji — Ju. This,
straints in optimization problem (7). It follows that ~ combined with Part (a), gives the conclusion in the

]

7< 1 theorem.
K = Jub: (11) We now show that the blocking probabilifyz ;; goes
We claim that the following relationship also holds: to zero ask’ — oo.
Jup < Jup+ <. (12) Let S denote the original system of energy queues

with buffer sizeK, andS™ the following system: node

From Equation (11) and (12), it follows thdf, < J,,+ still has buffer sizek, and all other nodes have infinite

e, which what we want to prove in Part (a). buffer space. Lety and P" K.ij denote the probability
Now let us show Equation (12) is indeed true. Leadf the energy queue at nodebeing full in systems

(pw)” be the solution of optimization problem (7)andS, respectively.

Clearly,Vo € (0,1), (1— 5)(pw)w satisfies the constraint Since more virtual packets arrive to the queue at

in optimization problem (6). The corresponding functionoden in systemS using a sample path argument, it is

value of (6) is denoted a$0 It follows that clear thatPKl < PK i
IO < Jup. (13) Let R;; = (nl,ng,...,nm(i’j)) be pathj of class:
packets. LetM be the upper bound on the hop count
Also, of any path. We define eve};; to be the event that
T — o, a packet of clasg assigned to path is blocked, and
" , Fn 1o be the event that energy queue at nedell. The
_ v o 0 UA(l—§ ) 0 blocking probability of class packets assigned to path
- Z 7 Z(sz]) - Z(( - )sz]) is
I (i) Ppi; = Pr{Bj}
0
< Z)\ZC(S Zpij7 (14) = Pr{ U Fu}
=1 =1 neR,;
where(C' is a constant. The above inequality is true since T (3,7)
each U;(-) is concave and therefore Lipschitz on the < Z PR i
compact constraint set, and there are only finite number n=n,
of such functions. Furthermore, we can choése 0 Mm(ind)
small enough such that RHS of (14) is less than any < Z Pg i
givene. In other words, we have n=n,

N

Fup— IO < c. (15) S M max P i (16)
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From the above formula, to shows;; — O, it
suffices to show thaIPKZ — 0. Note thatP}é is
the blocking probability of a singléd//G/1/K queue
with multiple classes of Poisson arrivals. From PASTA
[17], P}t ,; = P, where P} is the probability of queue
being full, as observed at an arbitrary time. Therefore,
to calculate the blocking probabilitﬁ’}}, the queue can
be viewed as a\//G/1/K queue with a single class
arrivals. Consider the correspondidd/G/1/o0 queue, [1]
and define the overflow probability
Pt o = Pr{Q, = K} .
where Q,, € Z* is the workload of energy queue at[3]
noden.

A sample path of the workload in//G/1/K queue
can be constructed from a sample pathAéfG/1/c0
queue by removing all the time intervals when thgs)
workload is abovei [8]. It is thus clear that

(4]

Pp < P . (17) 8l

Now we have a//G /1 queue with infinite buffer, and
we want to show its blocking probability’; ., goes to
zero, asK — oo. The arrival rate to this\//G/1 queue

is

(7]

I 6(i)

n = ZZ)\'LP'L]

i=1 j=1

[8]
18
(18) o]

A packet from class on pathj has a mean service
time of 1/7;, therefore the overall mean service time g0l

0

1 Zf—l ZJ( )1 ul AipijH, ] (19) [11]
Zz 12 1 1]

From (18) and (19), the overall load is

fin

[12]
1 K%y

on = Ap=— = ZZ oy )\zpmHn (20)
P 521 5= i

Recall that (p;;);; is the solution to optimization
problem (6). It follows thatp, < 1. We then invoke [14]
Pollaczek-Khinchine formulas [17], and the expected
queue length is [15]

Pn Pn
E = = )1 -==
@)= (2 )n-5
, . L oo [16
wherea? is the variance of the service time distribution.
Sincep, < 1, E{Q,} is finite. From Markov Inequality,

[17]
E{Qn}
s

[13]

(1—prop)],  (21)

PR =Pr{Qn > K} < (22)
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Therefore,Pjt
that Pi — 0, as K — oo.

— 0, as K — oo. It follows from (17)

Q.E.D.
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TABLE |

Abstract— In traditional approaches to energy efficient routing, CURRENT CONSUMPTIONMEASUREMENTS FOR

a node needs to receive routing messages from all of its nelgrs

to be able to select the best route. In a previous work, we FREESCALE MC 13192 SARD

have proposed a technique that enables the best route seliect

based on exactly one message reception [1]. Our protocol dgk Radio Idle (not ready to receive) 0.5 mA
forwarding of routing messages (RREQ) for an interval inversely Radio Tx (Transmit) 39 mA (at +4 dbm)
proportional to the residual energy. Energy-delay mappingtech- Radio Rx (Receive) 39 mA

niques make it possible to enhance an existing min-delay rding MCU (Active) 10 mA

. . 7 - MCU (Partially Active) 8 mA
protocol into an energy-aware routing that maximizes the lietime LED 4 mA

of sensor networks. We have proposed some heuristic functie Accelerometer sensors 3 mA
to perform the energy-delay mapping. This paper analyzes
their limitations and derives a suitable synthetic function that

guarantees that a node selects the best route with very high

probability. We also identify comparative elements that hép us  lifetime: a) min energy metric and b) max-min residual egerg
to perform a thorough a posteriori comparison of the mapping  metric. In min energy routing, nodes select the route that

functions in terms of the route selection precision. Simul@on .
results show that our synthetic functions select routes wit very consumes the least amount of energy. Usually, nodes adjust

high precision while keeping the propagation delay of routag their transmission power and construct a minimgm energy
messages reasonable. topology to reduce the overall energy consumption of the

network [11], [12]. The resulting topology guarantees that
I. INTRODUCTION each node communicates with other nodes using the route

Sensor networks are composed of wireless nodes that sefiéé consum%s tr|1e least amount of gnergy _possm:]e %\g;"?‘”‘ !
various environmental phenomena and maintain communicg&x-min rgs' ual energy routing, EO es estlrlnate tblel If
tion interconnection via multihop routing. These easily génergy and cooperate to prevent the most vuinerable ones fro

ployable, self-organized, and relatively low-cost netegoare being overused avoiding in this way premature energy exhaus

expected to be massively deployed in many applications st [13]- Such protocols choose routes bypassing vulrierab
as habitat monitoring, disaster relief and surveillande[sg. "°des, which ensures load balancing and avoids early nietwor

The success of the applications relies on the network rifeti fragmentation.

that depends on the life span of nodes. Hence, energy savinylany research results (see also Section V) conclude that an
is the crucial factor in designing long-lived sensor netmor €Nergy efficient routing protocol that maximizes the lif@sp
mainly because nodes are powered by batteries that may@@ Sensor network should combine both min energy and max-

costly, difficult, or even impossible to replace or recharge Min residual energy metrics, because these two approaches

Designing a universal scheme for optimizing energy safe complementary. Indeed, at the beginning of the network

ings is challenging due to the variety of sensor netwome time, the network is dense andi nodes_have high residual
applications. However, for most of applications, meas@es ePferg.y. thg use of a pure max(;mm ,n;]elmc ma)é b? counter
presented in the literature [5], [6] and obtained from our e>‘?h ective—by trying tolprotect nlo es wit O}N res;].ur? ﬁ-ner

epriments (Table!) show that radio communication is a majOtI € max-min metric always se ects rputes orw _'C the most
source of energy consumption. Therefore, many protocolsvé{]nerable node has the highest residual energy; such a rout

different layers have been proposed to address this is§ue ay actually d'SS'Pate more energy than_others. So, the min
In the rest of this paper, we focus on energy-efficient rati nergy metric, which selects the route with the least energy
protocols [10] consumption, is a better choice when nodes have enough

At the routing layer, energy-efficient protocols use on hergy, i.e. their reS|dl_JaI energies are Iarger_than a preede
strategy or a combination of them to maximize networ reshold. The max-min residual energy metric should bd use
to protect nodes with low residual energy, i.e. less than a

1We carried out these measurements on the MC 13192 SARD seoder predefined threShO|d'_ )
The measurements closely match the values announced shdata [7], [8]. Although such hybrid protocols contribute to better networ
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lifetimes, they still have some drawbacks. In another waik [
we have identified the problem of superfluous routing mes-  °¢
sages that a node may receive while making the best routing o
decision. Indeed, in traditional routing protocols witheth o7
metrics such as min energy or max-min residual energy, a nodes
needs to receive routing messages from all of its neighloors t %
be able to select the best route, because the messagesconta :
values required for route selection. We argue that the tewep £ °
and comparison of all the messages are not needed, SiNncé os:
the node eventually selects only one route. To address this ,| :
issue, we have proposed an approach that enables the best
route selection based on exactly one message reception [1]. ‘ ‘ ‘ ‘ ‘
Our protocol delays forwarding of routing messages (RREQ) o o1 02 03 04 05 06 07 08 09 1

EEEE]
T
B wne||

®

0.6 [

05

01

. . . . Relative residual energy '
for an interval inversely proportional to the residual eyein
this way, the routing message on the best route arrives tte fir Fig. 1. Heuristic Mapping Functions

so that the node may ignore the superfluous routing messages
that arrive afterwards. Nevertheless, the proposed erastay
mapping does not guarantee that the selected route is always interesting, because we have designed a MAC protocol
the best, because the intentional forwarding delay wascbase able to identify redundant frames before their complete
on heuristic functions [1]. reception [16]. In this way, a nhode may turn the radio off
In this paper, we address these limitations and propose a to avoid receiving superfluous interest messages, which
synthetic function instead of heuristic ones to make sua¢ th  saves energy.
a node selects the best route with very high probability. Wee There is no overhead due to the exchange of extra
also identify comparison elements that help us afterwands t  information like hello or route metrics messages, which
perform a thorough a posteriori comparison of the mapping saves more energy and reduces the complexity of the
functions in terms of route selection precision. routing protocol in terms of computation and memory
occupation. Remind that sensor nodes have usually very
limited capacities (for example, nodes used in our exper-
A. Diffusion Routing iments have &-bit micro controller running at6 MHz

Energy-delay mapping techniques enhance any min-delay Maximum speed andkB RAM).

Il. BACKGROUND

routing including gradient routing used iDirected Diffu- « Routing tables only require one entry per active interest

sion[14]. Gradient routing is destination-initiated in the sen
that data collectors (also called sinks) interrogate datdigh-

consisting of a pointer toward the next node downstream.
It enables in-network processing to aggregate data based

on attributes used in diffusion, which furthermore saves
energy by reducing the size and the number of transmit-
ted/received messages.

ers (also called sources) asking for specific data. Thisgghas
similar to a route request in on-demand routing protocols,
is called interest propagation. It establishes localizatad
forwarding pointers (called gradients) from sources tksin - . .
The sources then stream the requested data back to the sFﬁ'kyeunSt'C Mapping Functions
according to the directions indicated by the gradients. Al- Nodes using energy-delay mapping compute a forwarding
though there are different implementations of gradientingy delay based on their residual energy and defer forwarding of
one phase pull directed diffusion is the best fit when fewsinknterest messages for this period of time. We have defined
collect the data published by many sources [15]. Since sugRergy-delay mapping functions having the property thgh hi
situations are fairly frequent in sensor network applimasj residual-energy nodes forward messages without delay, in
we consider without loss of generality the one phase pihich case diffusion is equivalent to min energy routing.
directed diffusio and enhance it with our solution based ofNodes with lower energy delay forwarding for a time interval
delaying routing messages (RREQ) for an interval inverseyhich results in max-min residual energy routing.
proportional to the residual energy. To find a mapping functiory with suitable properties, we
Our motivations for using diffusion are the following: have explored a family of decreasing convex functions of the
. Computational complexity is reduced to a minimumfOrm (1/2)", wheren is a positive parameter. We have shifted

Each node only needs to broadcast one interest messagé Shrunk them so that they map1] — [0, 1]: the residual
during the interest propagation phase and it only nee88€rgy in [0, 1] into the normalized delay in0, 1]. Fig. 1
to receive one interest message to setup its routing taPf@Sents the resulting set of functions labefgavith 1 taking
(it can ignore the subsequent interest messages reldfgger values from to 4.

to that same interest). The latter property is particularly The form of this set _of functions can be control_lt_ad_ through
two parameters. The first parameter, called sensitivitgsin

2which we will simply call diffusion. old, separates the min energy metric, when the flat part of the
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function is used, from the max-min residual energy metric, - 1
when the curvy part of the function is used. For example,
the sensitivity threshold of functioff; is around0.5, which
means that a node using this mapping function does not min < nrt]
apply intentional delay when its residual energy is largpant
0.5. Therefore, if we have routes with nodes having residual \ y Battery levels
energies larger thah5, the selected route will be the one with m
the min-delay, which very likely corresponds to the shdrtes
path consuming the minimum enefgy .
. . . max-min <
The second parameter is the convexity of the function that 2
determines the ability of the mapping function to perform
max-min routing. The purpose of the convexity is to have . 0
the intentional delay applied by the node with the minimum
residual energy on a route being dominant. In this way, the
route with the max-min residual energy will be selected, be-
cause the routing message of this route will have the smalles

delay. The convexity parameter determines the precisitineof ) ) ) &
approximation in Eq. 30 (see Appendix): the more convex tHiin €nergy and max-min residual energy metrics. We assume

mapping function, the better the approximation. For ex&‘r,npfhat the ideal proto<_:o| relie_s on the battery protectioag;hold
function f, has stronger convexity than other functions in th€0NCept [17], that is, the ideal protocol uses the min energy
considered set so that it performs better max-min routing. Metric to select routes as long as there is no any vulnerable
These heuristic functions have some drawbacks: a) they 5?@'“3 to save energy per packet transm!ssmn. Otherwisenwh
likely to be sub-optimal and b) there is a correlation betwed! he routes become vulnergble, the ideal protocol uses th
the convexity of the function and the sensitivity threshdldat max-min residual energy metric to protect the most vulrierab

is, if we need more precise max-min routing, we will have godes. ] ] ]
smaller sensitivity threshold (e.g.2 for f.). In actual implementations of routing protocols, the energy

To overcome these drawbacks, we propose in the ndglay mapping function wom_JId likely be discrete and takedat _
section a synthetic mapping function that allows exact medeed' a node may read its battery voltage or |ntern_al—reS|s
to max-min delay mapping according to an uncorrelatéan_ce anpl perform table lookup to get the correspondingd I_eve
predefined threshold. This mapping function is to be used (?rfl its re3|dual energy. Thgrefore, we can assume that risidu
the situation in which residual energies of nodes are expdssenerg'es of nodes are discrete. We aggregate all the energy

as step functions and not continuous ones. levels greater than into one energy level as shown in Fig. 2.
We call m the number of energy levels that are less than

We assign to each node an energy leielepending on its
residual energy. We can say that a node with residual energy

A. System Model ¢ has energy level if

Fig. 2. Energy Levels

IIl. SYNTHETIC MAPPING FUNCTION

We use the following definitions and assumptions: = 1)1 << 1 1)
« Each node is able to measure its relative residual energy m m
G O<¢<). If ¢ is larger thany, the node has energy level af + 1.
« We cally the battery protection thresholfl) <y < 1).  Explicitly,
« A node isvulnerable if its residual energy is less than
battery protection threshotlgl. [m_q if ¢ <~
« A node iscritical for a route (to which it belongs), if I= U | otherwi (2)
it has the least amount of residual energy among all the m+ 1 otherwise.

nodes forming that route. Let g be a synthetic function that maps residual energy into

- The re&dfuz;l e”‘?‘fgyl of 3 rcf>utesh equal to the residual intentional forwarding delayi: d = ¢g({). As we use discrete
inergilo_ t el crmc; _r]lo_te oré atl route. is | h energy levels instead of continuous residual energy, fonct
+ A foute1s vuinerableit 1ts residual energy IS 1ess ang depends onn. Therefore, intentional forwarding delasy")

v that corresponds to energy leveis the following:
We assume that there is ddeal routing protocol that
maximizes the lifetime of a sensor network. According to dY = g, (D). (3)

literature (see Section V), the ideal protocol combineshbot

“Note that the question of the ideal routing protocol is stjjlen, since the
3This is true when nodes use the same transmission power aetessi definition of network lifetime itself is still open. In thisaper, we consider
links have the same error rate. the time to partition as the definition of the network lifeim
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TABLE Il

number of intermediate nodes on the longest route betweesdhrce and the destination

NOTATION
D~y probability that a node is not vulnerable
IR| number of disjoint routes between the source and the sink
| R | length of routeR;
n
Prin (k) probability that routeR;, is not vulnerable

Pmazmin k

Pmazmin

probability that routeRy, is vulnerable
probability that an ideal protocol selects a vulnerableteou

e
N

Fig. 3. The Worst Case

B. Deriving Synthetic Mapping Function
Assume we have source nodeand destination nod®.

collisions caused by simultaneous access to the channel:

(6)
In the worst case, nodes on roufy experience maximum
system delays, i.edx; = Omar and nodes on routd;
experience minimum system delay, = 0. Also, all nodes
on routeRy, have their energy level equal tpi.e. dy; = g, (1)
for i =1,---,|Rg| and the node on rout&; has its energy
level equal ta — 1, i.e.dy; = g (I—1) fori=1,---, | Rg|.
Therefore, Eqg. 5 can be rewritten as:

gm(l_ 1) :n[gm(l)+5mar]+1- (7)

We setg,,(m+1) to 0. This means that non vulnerable nodes
do not apply any intentional delay, so the min-delay routing

Dy = dii + O

We call R the set of all possible routes between the sourdgMs into min-hop routing: we get non vulnerable routes

node and the destination node.
Let us consider routeRy, (R; € R). We call |Ry| the

number of intermediate nodes on routg (source node and

selected according to min-hop routing, which is equivatent
min energy routing as we assume identical links (nodes use
the same transmission power and have the same transmission

destination node are not included). We use the followirfg"O" Probability). Therefore, we have

notation to represemy, Ry = Nyg1—--+— Np;—- - ~—N,€|Rk|,
where Ni; represents an intermediate node on raflite

We propose to derive synthetic functignthat meets our
goals even in the worst case. It is obvious thateeds to be

decreasing to have(l) < g(I') for all [ > I’. Besidesg also

m—l+1_q

gm(l) = { E)ngmam R R

IV. PERFORMANCEEVALUATION
A. Methodology

if 1<m
otherwise.

(8)

needs to be convex to mltlgate the effect of increaSing delay\Ne propose to compare the performance of our protoc0|
cumulated along longer routes. Fig. 3 shows the worst casgsed on min-delay routing with energy-delay mapping with

example that can be expressed with two roufgsand Ry .

Route R;, has the maximum route of lengi®;| = n and
residual energy level, whereas route?;, has the minimum
route of length|Ry/| = 1 and residual energy levél— 1. In

this case,D(i*), the interest propagation delay on routg

should be less tha® (%) It is sufficient to have

DWw) — pFe) 4, (4)

therefore,

[ Ry | Rl

|
> Dpi=> Dii+l,
i=1 i=1

where Dy, is the delay incurred by nodeéVy;. Actually,
delay Dy; is composed of two delays: intentional deldy;

(®)

the ideal protocol.

Since an energy efficient protocol combines two metrics,
min and max-min, we need to use two performance indices
for evaluation. For the min metric, we introduce the global
gain ratio defined as the global energy consumption ratio
between our protocol and the ideal one. In our simulations,
this is equivalent to measuring the ratio between the number
of hops, because we assume that we do not use transmission
power control and links have the same error probability. &1or
specifically, gaing is defined as:

G — 2 |fou

Z |Rideal|
where_ means the sum over all simulation runs.
For the max-min metric, we introduce another performance

9)

delay 6;; that includes computation and transmission delaf@1€rgy¢ of that route and on the battery protection threshold

as summarized in Table IV. For example, in contention-baséd

MACs such as 802.11-inspired MACs, the system delay also
includes the maximum jitter, used to alleviate the rate of

(10)

_ ¢y i<y
C‘{l if ¢ >+
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TABLE Il

min metric if all the routes are vulnerable. Then,
COMPARISONELEMENTS

IR
Min (Ideal protocol) Max-Min (Ideal protocol) Prwmin = H Pmawmin(Rk)
Min (Our protocol) Case 1 Case 3 he1
Max-Min (Our protocol) Case 2 Case 4 R|
= H (1= Prin(Rk)) (12)
1 n—I10|R|I—10 T T T T T T | k=1
09 H n=5/R=10 . A route is not vulnerable iff all the intermediate nodes oat th
o0 [L-"=10R|=5 - _ route are not vulnerable. Therefore,
Q
E 0.7 } - | R |
E 06 | | szn(Rk) = H D, (13)
2 where|Ry| is the length of routeR;. So,
g 04} .
g IR| IRyl
g ' Pmazmin = H 1- H Dy (14)
0z r ] k=1 i=1
o1r 1 The meanE[P,,qzmin] is the following:
0 o ! 1 1 1 1 1 1
01 02 03 04 05 06 07 08 09 1 E[Prazmin) = (E[1 — pi]), (15)

Probability that a node is vulnerable
whereL is a discrete random variable |h, n]

Fig. 4. The Rate of vulnerable routes with respect to the gty that a
node is vulnerable|R| is the number of disjoint routes between the source Ell — pE
and the destination. [ pv]

|
NE

(1—pt)-P{L =1}

.
Il

1 o
We compute the criticality ratio between the criticality of - (" - 2797) : (16)
a selected route and the criticality of the ideal route. More b
specifically, criticality ratioC is defined as: Finally,
n IR|
1 p p p
Cour E Pma;ﬂmin =|1-- —r 2= 17
€= Lo ary FPnamal = 1= 3 (F25) + 2 (722) ] an

B Zcideal . -
From Eq. 17 and Fig. 4, we conclude that the probability
Table 1l summarizes the elements of comparison betweehselecting a route according to max-min (i.e. all the reute
our protocol and the ideal one. We distinguish four casese vulnerable) decreases when the number of ro[fgs
depending on the difference and the resemblance of theasetincreases. This means that in dense networks in which there
used by our protocol and the ideal one. are many alternative routes, finding a route, which is not vul
Case 1 In this case, since both the selected and the ide¥grable, becomes very likely. We also notice that probigbili
routes are not vulnerable (the use of min metric), we onKinazmin iNCreases when the number of intermediate nodes
measure the global gain ratio. n increases, which is quite expected. Besides, when proba-
Case 2 In this case, the selected route is vulnerable, b@flity , that a node is not vulnerable increases, probability
the ideal route is not. This case sometimes happens when Sumzmin that all the routes are vulnerable decreases, because
protocol fails to find a non vulnerable route, usually when nghe number of vulnerable nodes decreases.
vulnerable routes are far longer than vulnerable ones.ifn tht. worst Case Interest Propagation Delay
case, we measure the average criticality ratio.

) o ; Assume that there are intermediate nodesvy,..., N,
Case 3 This case is impossible.

between the source and the destination. Each nggddnas

Case 4 In this case, both the selected and the ideal routgssigual energy level;. On routeR = N; — ... — N,,, node

are vulnerable (the use of max-min metric). In this case, We, receives the interest at tintg (we assume the destination
. t =

B. The Proportion of Vulnerable Routes to = (g(11) + 82) + 61

We propose to analyze the probability with which a node ts = (9(l2) + 03) + (9(lr) +62) + &1 (18)
uses min or max-min metrics to select routes. This prokgbili :
depends on many parameters shown in Table II. n

The ideal protocol picks out a route according to the max- b = 1; (9(la) + di41) + 01
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TABLE IV 80

T T T
SUMMARY OF DELAYS USED IN SIMULATION non-vulnerable —+—
vulnerable

70

ol |

Transmission time  41.6ms (62 bytes at10kbps)
Computation time 15 to 45ms, uniform
MAC random back-off 0 to 10 * transmission time, uniform

wheret, 1 is the time when the source receives the interes

Routes Proportions (%)

In the worst case, all intermediate nodds, i = 1,...,n a0 L \\\ i
have residual energy levels df(i.e.l; = 1 foralli =1,...,n) *
and all system delay§;, = ¢,,4, for all ¢ = 1,...,n. Hence, 30 k£ * i
the maximum interest propagation delay in the worst case ++
corresponds to the maximum value @f, ;, which is: 20 . . . . ! ! L
2 3 4 5 6 7 8 9 10
Diar = n (nm_l _ 1) <5maz + ﬁ) Length of the longest route (n)
— O(nm5maz)- (19) Fig. 5. Routes Proportions
D. Simulations the min-energy part of routing. Also, Case 2 never happens,

We have run a series of simulations to evaluate the prgecause the intentional delay is chosen to avoid this case.
cision of route selection by our protocol based on the pro-Whenu = o = 0.5, there are very few vulnerable routes,
posed energy-delay mapping function compared with thd ideamound1%. In this case, we restrict the analysis only to the
protocol based on the battery-protection threshold. Irheaprecision of the min-energy part of heuristic function. @ary
simulation run, we have distinguished four cases discussedsynthetic functions that select routes with the sametleng
in Section IV-A. For each case, we have measured the coraa-the ideal protocol, heuristic functigiy selects routes that
sponding gain and the criticality ratios. We have also mestbu are on the averagé” larger than the ideal routes. This is a
the average end-to-end interest propagation delay to @ealuconsequence of the sensitivity threshold of functfarbeing
the trade-off between the protocol precision and the delay.slightly higher that the battery protection threshold. Brer,

We have carried out0* simulation runs. Each run gen-function f3 wrongly uses the max-min metric instead of using
erates10 disjoint routes from the source to the sink. Tahe min one for routes with residual energy greater than the
cover a large number of different topologies, we assign battery threshold and less than sensitivity threshold.
uniformly distributed random number of intermediate nodes When u = o = 0.2, the proportion of vulnerable routes
to each route. The length of any route does not exceedincreases with route lengths frotm15%, if the maximum
intermediate hops. To model the residual energy of nodesute length is2, to 20%, if the maximum route length is
we use the Gaussian distributi@®(n, o) with meany and 10. Case 2, in which functiorfs fails to find a non vulnerable
standard deviation. Each node has residual energy distributegbute, happens in% of the runs. This is due to the convexity
according taG(u, o); we discard the values @(u, o) outside of function f3, that makes the delay on short vulnerable routes
the interval(0, 1]. We have set the battery protection thresholdot being dominant. Note that we do not have these problems
~ to 0.2, because it has been shown that this value resultsviith synthetic functions.
better performance [18]. For the precision of vulnerable route selection, functfgn

As shown in Fig. 4, the rate of vulnerable routes iselects vulnerable routes with a criticality ratio9%%, which
the network depends op,, the probability that a node is means that residual energy of selected routes/idess than
vulnerable, which in turn depends gm and . We have the one of the ideal route, whereas synthetic funcfipselects
varied ¢ and o to compare the precision of our mappingoutes with a criticality ratio 0b8%.
functions, heuristic and synthetic, in different situaso To When = o = 0.1, the proportion of vulnerable routes
represent three different situations, we tgke= ¢ = 0.5, increases up t®0% for networks with the length of routes
uw=o0=0.2 andy = o = 0.1. We have chosen functiofs, up to 10 nodes. Fig. 5 plots the proportion of runs with
which corresponds tg = 3 in Fig. 1, as a representative forCase 4 and Case 1, which corresponds to the proportion of
heuristic functions, because its sensitivity thresholdgar the vulnerable routes and non-vulnerable routes respectiViédy
battery protection threshold As a representative for syntheticdo not plot runs with Case 2, because they are fairly rare,
functions, we take functiop,, derived in Eq. 8 with different under2%. In this aging network, functiorfs perfectly selects
values form, m = 1,...,5. For each mapping function, wenon-vulnerable routes and selects vulnerable routes with a
analyze the precision, evaluated by the gain and criticadiio average criticality ratio 0of97%. In this case, the average
parameters, and the average delay to obtain the best precisinterest propagation delay is aroudd®3 seconds for routes
delay trade-off. Note that synthetic functions achieveilsim of length up to10 nodes.
precision as the ideal protocol when the best route fits inFig. 6 shows the corresponding criticality ratios and agera
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——— T - - - il Note thaty is the parameter that controls the trade-off between
2. crit = 91% MMBCR and MTPR.

3, crit=95% -k 8 Misra et al. [19] take the link transmission cost between
4.cit=97%  © nodes into account and propose MRPC (Maximum Residual
40 + . Packet Capacity) to improve the previous protocol. They
@ model the link transmission cost according to the link error
30 - . rate and the physical distance between nodes. They intecaluc
node-link metricC;;, for each linki — j, that depends on the
20 o g residual energy; of node i, and on the transmission powgr
needed to send a packet frarto j. Explicitly, C;; = B;/Eij.

10 L a x N The node-link metric determines the lifetime of the link> j.

B X The lifetime Lifez of route R depends on the lifetime of

T e the most vulnerable link on this route, Life= min{C;;},

2 3 4 5 6 7 8 9 10 wherei — 75 is a link on route R. The protocol is then
Length of the longest route (n) straightforward: given a set of routes between a source and

a destination node, choose the route with the largestriteti

Note that basic MRPC is a pure max-min residual energy

routing, which could have undesirable behavior by always

delays for synthetic functiom,,, m = 1,...,4. We show tending to protect the most vulnerable link. To cope with
that to obtain to obtain a criticality ratio of7%, we need this issue, Misra et al., propose CMRPC (Conditional MRPC)
four levels of residual energy below the battery protectidhat uses life protection threshoidby analogy to the battery
threshold,i.e. m = 4. We also show that this criticality ratio Protection threshold [17]. That is, CMRPC first tries to sele
requires the average delay &f.95 seconds. We can concludethe route with the minimum energy consumption among the
that synthetic functiony, is a good candidate for networksroutes whose lifetimes are larger than Otherwise, if there
with routes of length up tal0 nodes, as it selects routedS NO route satisfying this condition CMRPC switches to
with high precision whatever the residual energy distidout MRPC. Simulation results show that CMRPC improves the
of nodes. Indeed, synthetic functign perfectly achieves the Performance of MPCR, in terms of lifetime maximization,
min part of the ideal routing and efficiently selects vuligea Only if the control parametey is well determined.

routes: only3% difference between the residual energies of Li et al. [20] address the network lifetime maximization
the ideal route and the selected route, which correspondsPf@blem with max-minzF,,;,, an on-line message routing
the criticality ratio 0f97%. We argue that the average delay i§rotocol. It first computes’,,;,, the minimum energy needed
not very long because this delay is only used when refreshit® transmit a packet from a source node to a destination
routes or finding new ones and it does not affect data delivé}pde across all possible routes. It then uses max-min raisidu
latency. We believe that a 1 minute delay to refresh routes§8ergy metric to pick a route, thereby balancing the load

tolerable in network with low dynamicity and steady tasks. @mong different nodes, unless the cost is higher tha;,,
(z > 1), in which case, it falls back to the min metric thus

avoiding excessive energy consumption. The authors pecgpos
centralized algorithm based on the gradient descent tqahni
to determine the optimal value of. Further on the same
Toh et al. [17] have proposed CMMBCR (Conditionahuthors describe a distributed version of the algorithm,[21
Max-Min Battery Capacity Routing) for the network lifetimebut it requires establishing synchronized mini slots at\i#eC
maximization problem. CMMBCR is a combination betweetayer.
MTPR, the min energy metric, and MMBCR, the max-min Shah et al. [22] consider the drawbacks of pure minimum
residual energy metric. In their proposal, they define patteenergy routing for the survivability of the network. Theyopr
protection marginy, (0 < v < 100) and differentiate two pose a probabilistic route selection scheme to relieve lwatk
kinds of routes: A and Q. Q is the set of all possible routed minimum energy routes. Their protocol is the following:
between a source and a destination nodes. A, a subset of @iv&@n a set of routes between a source and a destination node,
the set of the routes having residual energy greaterthae. assign to each route the probability of being selected sb tha
all the nodes on each route in A have residual energies lar¢lee minimum energy route has the highest probability. Then,
than~. The protocol is the following: when there is no routéorward packets on routes according to their probabilities
in A with residual energy below (i.e. all the possible routes Note that routes with too much energy consumption, by
contain vulnerable nodes), the protocol selects a route inaRalogy to the max minP,,;, algorithm [20], are assigned
according to the max-min residual energy routing (MMBCR3ero probability and will never be selected. However, this
to protect the most vulnerable nodes. Otherwise, when thgmtocol requires to explicitly transmit link cost infortian
is at least one route in A, the algorithm selects a route in @nd to receive packets from all routes in order to compute the
according to the min energy routing (MTPR) to save energgorresponding selection probabilities.

m
m
50 m
m

Average Delay (s)

Fig. 6. Average Delay
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Therefore, min-delay routing selects the route with mini- Matching Eq. 27 with Eq. 25 and replaciag. by its values
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Abstract — The evolution of wireless communications and
embedded system had lead to a big acceptance of Wireless Sensor
Networks (WSNs): network of few to hundreds of thousands of
sensor nodes, often with low processing and energy capacities that
are capable of physical measurements and ambient monitoring,
like temperature, humidity and light.

Considering their limited resources it becomes necessary to
support mechanisms that ensure rational use of their resources. It
is in this context that we examine routing protocols, and show
how these can be energy conscious by avoiding nodes with less
spare energy.

Was evaluated six energy based metrics with the objective to
make capable the study of some metrics that they can be used for
the routes selection in wireless sensor networks and then verify
which of them adjust better to the new context introduced in the
routing problem by these networks.

Index Terms —Routing protocols, Energy conservation, Sensor
networks, Resource management

I. INTRODUCTION

he continuous miniaturization of the hardware components

joined to the evolution of wireless communications

technologies had stimulated the use of Wireless Sensor
Networks (WSN) in many applications as environments
monitoring, objects tracking and military systems.

This networks were very used as environments monitoring
and are often composed by a large number of sensor nodes
(hundreds to thousands) with low processing power and energy
capacities capable of physical measurements such temperature,
light, movement and humidity and convert the collected data in
a phenomenon description that can be used to analyze the
monitored area.

Different of traditional ad hoc networks, sensor networks
equipments have little resources and in the majority of the
proposed applications are located in remote areas making
difficult the access to maintaining these equipments. In this
scenario the network lifetime and the accuracy of the collected
data is extremely dependent of the nodes available energy
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what demands the balancing of that limited resources to allow
the functioning of the network for a bigger period and answer
to the appl