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Abstract

Tiny Machine Learning (TinyML) allows the execution of small
machine learning models on low-power devices like microcon-
trollers. TinyML-as-a-Service (TinyMLaa$S) is an architecture to
make the usage of TinyML models easier by having a platform
that optimizes and compiles machine learning models according
to the constraints of target devices, and then deploys the model
code on microcontrollers. Within the Cloud-to-IoT continuum, both
TinyML and multi-tenant microcontrollers focus on empowering
microcontrollers and enabling on-device computing. Multi-tenant
microcontrollers are designed to securely execute codes from mu-
tually distrusting actors through the usage of lightweight software
containerization solutions, like WebAssembly. In this paper, we pro-
pose to integrate TinyMLaaS with multi-tenant microcontrollers
by using WebAssembly-based containerization, and we implement
a proof-of-concept of the TinyMLaa$ architecture based on We-
bAssembly Micro Runtime (WAMR) and RIOT-ML. In the second
part of the paper, to improve the usage of containerized TinyML
on microcontrollers, we propose CS4WAMR, a framework to en-
hance WAMR usage by enabling running simultaneously multiple
instances of WAMR to allow better permission and memory con-
sumption control.

CCS Concepts

« Software and its engineering — Runtime environments; Virtual
machines; « Computing methodologies — Machine learning; «
Security and privacy — Software and application security; .
Computer systems organization — Embedded systems.

Keywords

IoT, Microcontrollers, TinyMLOps, WebAssembly, Cloud-to-IoT
Continuum, Containers

1 Introduction

The development of containerization on microcontrollers, such as
FemtoContainers [35] and Wasmico [28], enables microcontrollers
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to securely host services coming from multiple mutually distrusting
entities. This cohabitation of software on microcontrollers creates
multi-tenant microcontrollers.

Tiny Machine Learning (TinyML) is used to describe lightweight
machine learning for resource-constrained devices [19], such as
microcontrollers. By performing the processing locally, TinyML
allows privacy, reduced network consumption, reduced latency, low
cost, and enhanced reliability [15, 30]. To simplify the deployment
of TinyML, Doyu et al. [14] proposes TinyMLaaS which consists
of having a Cloud or Edge platform using model compilers to ef-
ficiently compile ML models, and deploy the compiled models on
microcontrollers. TinyMLaa$ allows to deploy models adapted to
the CPU type, RAM and ROM sizes, peripherals, and underlying
hardware of the target microcontroller.

On multi-tenant microcontrollers, TinyML can be a service pro-
viding machine learning services to other services on the device.
To operate on multi-tenant microcontrollers, TinyML code must
either be built in the firmware or become a containerized service on
these multi-tenant microcontrollers. The former, by requiring the
services to be integrated in the device firmware, lets less modularity
to the TinyML user in the choice of the TinyML provider. The latter
allows TinyML to have more modularity as it allows deploying
TinyML code without custom integration with the host system, but
TinyML code is constrained by the limitation of containerization
such as runtime and memory overhead.

Liu et al. [23] proposes using WebAssembly (Wasm) to enable
multi-tenancy on microcontrollers. Wasm provides a standardized
format that can be obtained by compiling various programming
languages such as C, Rust, and Python. Wasm also offers runtimes,
like WAMR [1] and Wasm3 [5], which work on a wide range of
devices, including low-end microcontrollers. Among WebAssembly
runtimes, WAMR [1] is a runtime that supports low-end devices
and is supported by a large consortium, the ByteCode Alliance!.

This paper proposes to apply Tiny Machine Learning as a Service
(TinyMLaaS) architecture to multi-tenant microcontrollers using
WebAssembly-based containerization.

!https://bytecodealliance.org/
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Challenges TinyMLaaS on multi-tenant microcontrollers both
creates new challenges and amplifies existing challenges from
TinyML and multi-tenant devices.

C1 - Restricted Memory: Machine learning models are memory
consuming, but TinyML should work on devices with restricted
memory [15, 30]. This problem is amplified on multi-tenant mi-
crocontrollers as the memory is shared between multiple actors.
Furthermore, some runtimes, like WAMR, do not allow defining
memory consumption limits per container, thus TinyML services
risk to have insufficient memory to do its computation.

C2 - Weight confidentiality: Model weights can be a business
value that must be protected [27]. To maintain the confidentiality of
model weights, it is essential to ensure that services remain isolated
from each other. WebAssembly-based runtimes provides a first
layer of software isolation, but it might be interesting to harden the
runtimes using a layer of hardware isolation. Isolation hardening
of a runtime for microcontrollers has already been proposed as by
Bouffard and Gaspard [10] with the hardening of the Java Card
Virtual Machine (JCVM) using MPU. However, we have identified
that the memory architecture of WAMR is currently not compatible
with this type of isolation.

C3 - Limited Processing Power: One challenge for TinyML is to
be efficient with the low processing power of microcontrollers [30].
This problem is amplified by the containerization overhead.

C4 - Fault-tolerance and cyber-resilience of services: TinyML ser-
vices, that provide TinyML service to other containers on the de-
vice, need to be resilient, even in case of corruption, or attack of the
container due to the communication with other services. Even if
WebAssembly provides isolation, it does not ensure the protection
of the integrity of the running service [22].

C5 - Permission restriction for services: The principle of least
privilege [29] consists of only granting the privileges needed to
reduce the impact of compromised target. TinyML services, like
any services on multi-tenant device, must only have the necessary
access to the host system to respect the principle of least privilege.

Contribution: By applying Tiny Machine Learning as a Ser-
vice (TinyMLaa$S) architecture to multi-tenant microcontrollers,
this paper proposes a TinyMLaa$ architecture for multi-tenant
microcontrollers using containerized TinyML. This paper then pro-
poses a proof-of-concept to verify the practicability of containerized
TinyML on microcontrollers by having a simplified TinyMLaa$ ar-
chitecture that produces TinyML Wasm containers to run model
inference on microcontrollers. The proof of concept is based on
RIOT-ML [18] for the compilation of machine learning models and
WAMR [1] for running containers with Ahead-of-Time compilation.

Then, the paper looks at how to solve some constraints of Tiny
Machine Learning as a Service (TinyMLaaS) with WAMR. To do that,
we propose CS4WAMR which is a framework that enables multiple
instances of WAMR by implementing a swapping mechanism.

By using one instance of WAMR per container, CS4WAMR al-
lows to utilize WAMR’s built-in instance-wide configuration to set
per-container memory limits and access control permissions. This
approach also allows to pre-allocate memory to TinyML containers,
preventing memory shortages due to other containers’ overuse, and
to ensure TinyML services have only the necessary access to the
host system.
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CS4WAMR adds a snapshot system, which allows to capture and
restore snapshots of WAMR instance. By using one instance per
container, this allows snapshot of containers. Similarly to the tech-
niques used by Webster et al. [32] to protect containers on servers,
this allows to ensure the fault-tolerance of containers by having
the possibility to revert compromised containers. This system can
be applied to TinyML container to assure their integrity.

This work has been done as part of a project working on hardware-
assisted memory isolation of microcontrollers. We tried to reinforce
the confidentiality of model weights by adding hardware-assisted
memory isolation between containers to WAMR, similar to the
proposition of Bouffard and Gaspard [10] on the Java Card Vir-
tual Machine using the Memory Protection Unit (MPU) to isolate
applets. However, we have identified that WAMR do not have delim-
ited memory regions for each container, which makes WAMR not
compatible with this type of isolation. To solve this problem, the
framework segmentizes the memory used by WAMR, and allows
to have delimited memory region for each container. This is a first
step to have hardware isolation to strengthen the isolation between
containers using hardware-assisted isolation.

In summary, the contributions of this paper are as follows:

(1) an architecture for Tiny Machine Learning as a Service
(TinyMLaaS) on multi-tenant microcontrollers,

(2) aproof-of-concept to run containerized TinyML code on mi-
crocontrollers to verify the practicability of TinyMLaa$S on
multi-tenant microcontrollers using WebAssembly-based
containerization,

(3) CS4WAMR which is a framework to use WAMR with mul-
tiples instances to tackle some limitations of the runtime
for TinyMLaaS on multi-tenant microcontrollers.

Outline: Section 2 defines Tiny Machine Learning as a Service
(TinyMLaaS) and WebAssembly-based multi-tenancy on micro-
controllers. Section 3 presents our proposition of architecture for
TinyMLaaS on multi-tenant microcontrollers, tests the feasibility
of the architecture with WebAssembly Micro Runtime with a proof
of concept, and highlights some limits of WAMR for TinyMLaaS.
Section 4 proposes CS4WAMR framework that fixes those limits
by allowing multiple instances of WAMR. Section 5 evaluates the
performances of the proof-of-concept, as well as the performance
overhead of the framework. Section 6 discusses the pros and cons of
containerizing TinyML with WAMR and using CS4WAMR. Section
7 presents works on TinyMLOps and multi-tenancy on microcon-
trollers. Section 8 concludes with the next steps for TinyMLaaS on
multi-tenant devices.

2 Background
2.1 TinyML

TinyML consists of running optimized ML models on ultra-low-
power device [15] such as microcontrollers. Pre-trained Machine
Learning models are definable in model files using different formats
depending on the machine learning frameworks such as TensorFlow
Lite Micro (TFLM), PyTorch, ONNX. These pre-trained models files
can then directly be compiled to code runnable on microcontrollers
using model compilers like Apache TVM [11], uTensor [4], Edge
Impulse [25]. To make TinyML usage easier, the RIOT-ML toolbox
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provides ready-to-use code generation using Apache TVM.

2.2 TinyMLaaS architecture

Doyu et al. [14] defines TinyML as a Service (TinyMLaaS) as a Cloud
or Edge platform that simplifies the deployment of the TinyML
model. TinyMLaa$ platform works by first gathering information
on the inference model to process and the target device, such as CPU
type, RAM and ROM size, available peripherals, and underlying
software. Then, according to the chosen model and the device con-
straints, the TinyMLaa$ platform automatically chooses the most
appropriate model compiler and compiler configurations. Finally,
the platform compiles the model and provides ready-to-use images
to run TinyML inference on microcontrollers with a standardized
interface to interact with the model.

2.3 WebAssembly

WebAssembly (Wasm) is a binary instruction format designed for a
sandboxed execution on WebAssembly virtual machines.

WebAssembly compilation. WebAssembly (Wasm) is designed to
be compiled from a wide range of programming languages, such as
C, Rust, Go and Python. The code obtained after compiling a source
code to WebAssembly is called a module. A module uses three
main types of memory. The runtime operand stack allows loading
values on the stack and executing instructions that consume stack
values. The linear memory, which is a continuous memory buffer,
is used both for static values and stack allocation. The last type of
memory is module global variables, which most often are only used
by modules to share information with runtimes on the structure of
linear memory.

WebAssembly on constrained devices. When running Wasm mod-
ules on constrained microcontrollers, usual runtimes are not ap-
propriate because of the required computational resources. This
is notably due to the specification of WebAssembly which defines
the linear memory of WebAssembly modules as composed of mem-
ory page of 64 KB. This makes the tiniest linear memory possible
as 64 KB of RAM memory, which is too much for low-end con-
strained devices. Some runtimes, such as WebAssembly Micro Run-
time (WAMR) and Wasm3, address this issue by allowing to use
less than a page of linear. Another alternative, which is proposed
to be added to the WebAssembly specification and is implemented

in runtimes such as Wasm3, is to allow custom page sizes?.

2.4 WebAssembly Micro Runtime

This paper is focused on the WebAssembly Micro Runtime (WAMR).
WAMR is a WebAssembly runtime dedicated to have a small foot-
print and work across a wide range of devices from microcontrollers
up to the Cloud.

24.1  Memory of WebAssembly Micro Runtime. WAMR uses three
types of memory to function: constant, static variables, and dynamic
allocations.

We define the notion of WAMR instance as all memory used by
WAMR to store its state and configuration, it is equivalent to the

Zhttps://github.com/WebAssembly/custom-page-sizes
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Figure 1: WAMR memory modes and memory usage of the
runtimes. (1): Alloc With System Allocator memory mode. (2):
Alloc With Pool memory mode.

static variables of WAMR and any dynamic memory allocations.
Due to the usage of static variables, WAMR is designed to have
only one instance at a time.

To execute a WebAssembly module, WAMR dynamically allo-
cates structures containing information about the modules and the
execution. WAMR contains three memory modes that change how
dynamic allocations are performed. The Alloc With System Allocator
mode uses the malloc and free allocator functions provided by the
system. The Alloc With Pool mode uses the WAMR built-in allocator
functions and allocates from a buffer provided by the users. The
Alloc With Allocator mode uses malloc and free functions given by
the user. The organization of RAM memory of WAMR in the Alloc
With System Allocator and Alloc With Pool modes is represented in
the Figure 1.

While WAMR allows controlling its dynamic allocation, it does
not allow configuring the allocation differently between modules.
As aresult, achieving a distinct separation between module dynamic
allocations is challenging, since memory allocations from various
modules can become entangled.

2.4.2  Acceding host system and inter-module communication in
WAMR. When running WebAssembly modules in WebAssembly
runtimes, modules are executed in an isolated environment and
do not have access to the host environment. To solve this problem,
virtual machines can give modules access to native functions run-
ning in the host environment. The native functions can be provided
either by the runtime or by the user of the runtime. One limitation
of the WAMR implementation for native functions is that the na-
tive functions are defined instance-wide, permitting unrestricted
access to all the native functions for all the modules within that
instance. Another functionality in some WebAssembly runtimes is
the possibility to give some modules access to the exported func-
tions of some other modules. WAMR implements the concept using
registered modules, which are modules accessible by all the other
modules running in the instance of the runtime.

2.5 Multi-tenant microcontrollers

Multi-tenancy describes a single system shared to multiple entities,
known as tenants. Multi-tenant microcontrollers are shared micro-
controllers that simultaneously execute applications from different
entities on one device. Entities deploying services on microcon-
trollers are the Service Providers. Typical scenarios involve emer-
gence of microservice-hosting platforms on microcontrollers [6]



and marketplaces for services deployable on microcontrollers. Ser-
vice Providers are untrusted and may provide malicious applica-
tions trying to escape sandbox isolation, either to spy other applica-
tions, to interfere with their execution, or to attack the host system.
Thus, a key requirement for multi-tenancy is maintaining service
isolation [6, 35]. This is achievable via software containerization
which uses lightweight virtualization or hardware methods to iso-
late software units, known as containers. A typical architecture
for multi-tenant microcontrollers involves one or multiple micro-
controllers with a container runtime and a container management
agent, and one platform managing the deployment of containers
on the microcontrollers.

Several commercial solutions such as MicroE]J [24] and Atym [7]
propose containerization solutions for microcontrollers. Specifi-
cally, Atym promotes containers for ease of debugging and develop-
ment, and for enabling isolation between applications for security.
Atym notably proposes solution using containerized Edge Al Mi-
croE]J proposes a multi-application runtime to run applications
in sandboxed environments and notably emphasizes servitization
which consists of enabling third-party to develop services for the
microcontrollers of another entity, for example through an app
store. While enabling the personalization of a product through
third-party applications allows a custom experience for the user,
and thus increasing devices value, it also allows device manifac-
turers to monetize its devices through premium features. MicroEJ
highlights its work in areas like smart homes, smart grids, industrial
applications, and medical devices.

3 Architecture for TinyMLaaS on multi-tenant
microcontrollers

This section introduces the Tiny Machine Learning as a Service
(TinyMLaaS) on multi-tenant microcontrollers architecture. The
first subsection details this architecture, while the second provides
a proof of concept to evaluate WebAssembly containerization’s
feasibility for TinyMLaa$ on these multi-tenant microcontrollers.

3.1 A new architecture of TinyMLaa$S on
multi-tenant microcontrollers

We propose to integrate TinyMLaaS (Tiny Machine Learning as a
Service) in the multi-tenant microcontrollers architecture. In this
architecture, the TinyMLaaS provider deploys optimized TinyML
containers with a unified interface to interact with the machine
learning model. The TinyML container can then provide TinyML
services to other containers on the microcontroller.

The TinyMLaa$S for multi-tenant microcontroller architecture,
represented in Figure 2, works in five steps. In step @, a service
container or a service provider requests TinyMLaa$S services for
a container on the microcontroller and specifies the model type
and device characteristics. Then, in @, the TinyMLaaS provider
requests to model providers a model that matches the requested
needs, and then the selected model is given to the TinyML build
service. In @), the TinyML build service selects a model compiler,
then optimizes and compiles the model to produce code to run
the model. Then in @, the code produced is transformed into a
container that is given to the container management platform to
be deployed on the microcontrollers. Finally in ®, the container
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Figure 2: Architecture of TinyMLaaS on multi-tenant micro-
controllers

management platform can either keep the container file as received
or optimized and transform it into a format optimized for the device,
as with Ahead of Time compilation.

This architecture allows to deploy as-a-service TinyML models
that can be consumed by services on the microcontrollers. The
architecture also allows the isolation and interoperability for the
deployed TinyML services, while having a reasonable memory
overhead.

3.2 Proof of Concept with WAMR and RIOT-ML

In the subsection, we propose a simplified proof of concept of
TinyMLaa$ on multi-tenant microcontrollers. This proof of concept
allows testing the feasibility of containerized TinyML by having a
build pipeline to create ready-to-be-run TinyML WebAssembly con-
tainers. The build pipeline uses the RIOT-ML toolkit for compiling
the ML model, and WAMR Ahead of Time (AoT) compilation for
transforming the WebAssembly container into optimized machine
code. This subsection first presents model compilation with the
RIOT-ML toolkit, then WebAssembly container compilation to ma-
chine code with WAMR Ahead of Time (AoT) compilation. Finally,
the section presents the architecture of the proof of concept.

3.2.1 Model compilation with RIOT-ML toolkit. RIOT-ML[18] pro-
vides a toolbox for deploying, running, and benchmarking TinyML
models. One RIOT-ML tool is a model compiler that leverages
Apache TVM to produce a ready-to-be-compiled C code to perform
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amachine learning inference with a model on microcontrollers. The
generated code uses the RIOT-OS to produce the firmware. How-
ever, by modifying the build script and providing functions missing
in WebAssembly such as some math functions, the generated code
can be compiled to WebAssembly. One advantage of RIOT-ML is
that the generated code uses the mlmci library, which provides an
interface to interact with the underlying machine learning model.

3.2.2 WebAssembly Ahead of Time Compilation. The interpreter
running mode of WAMR executes Wasm bytecode with some impor-
tant performance overhead. To remedy this problem, while keeping
the isolation advantages of WebAssembly, WAMR proposes the
Ahead of Time (AoT) compilation running mode to have near na-
tive performances. Ahead of Time (AoT) compilation consists of
compiling the Wasm bytecode to machine code dependent on the
target hardware. In practice, AoT compilation consists in transform-
ing .wasm file into .aot file which can be executed by WAMR in
the AoT running mode. AoT gives performance gains but has an
memory overhead both for the file of the container and the memory
consumption of the runtime.

The memory overhead can be partially compensated by the Exe-
cution in Place (XIP) of AoT code with WAMR. When the WAMR in-
terpreter executes WebAssembly bytecode, it modifies the bytecode
for some optimizations. This forces the WebAssembly bytecode
to be loaded in RAM when being executed. WAMR AoT compiler
has an Execute In Place (XIP) mode to generate code that can be
executed in place (XIP), i.e. without any modification. This allows
to store the compiled Wasm module in flash, as it will not be modi-
fied. This allows to avoid having the model weights appear twice
in RAM, with first the bytecode of the Wasm module and then the
linear memory of the instance of the module.

3.2.3  Proof-of-Concept of the architecture. We have implemented
a simplified proof of concept of TinyMLaaS on multi-tenant mi-
crocontrollers using RIOT-ML [18] as the model compiler and the
WAMR compiler as the container compiler.

Our proof of concept proposes a building system that generates
AoT-compiled WebAssembly containers from machine learning
model files to perform machine learning inference of ML models.
These containers are tailored to the device specifications and pre-
pared for immediate use by the microcontroller using WAMR. First,
the system generates WebAssembly containers from TinyML file by
generating C code using RIOT-ML and modifying the build scripts.

Then, the system compiles the WebAssembly container according
to the device characteristics and produces a file that can be run
using WAMR’s Ahead-of-Time running mode.

Figure 3 illustrates a practical use case of a TinyML container
produced with our proof of concept. The produced TinyML con-
tainer is composed of the inference code generated by Apache TVM,
the configured mlmci library generated by RIOT-ML to interact
with the model and our code to use the mlmci library from other
containers. Other containers on the device have the capability to
perform inference with the produced TinyML container by using
a native function tailored for interaction with TinyML containers.
The native function facilitates the copy on the TinyML container
memory of input values for the model and subsequently returns the
model’s prediction output values. All computations occur within
the Wasm container.

3.2.4  Limits of WAMR for TinyMLaa$S on multi-tenant microcon-
trollers. When implementing our proof of concept, we have identi-
fied limits in WAMR for using it for TinyMLaaS on multi-tenant
microcontrollers.

First, WAMR built-in permission system to interact with the host
system, which is native functions, is only configurable instance-
wide, granting identical permissions to all the containers. This
grants excessive privileges to containers, while others, such as our
TinyML container, operate without needing any permissions.

Additionally, WAMR does not allow controlling the memory
consumption of modules. Thus, a module can consume a lot of
memory and prevent the subsequent initialization of other modules.
This is especially problematic with TinyML containers that require
a lot of memory.

Furthermore, when implementing our proof of concept, we have
identified a possible attack. When a TinyML container provides
machine learning service to multiple containers, if the inter-module
communication code is not correctly implemented, a container can
corrupt the TinyML, like by providing too long values, and do either
a Denied of Service (DoS) to other containers or corrupt the model
so that it returns invalid values.

As proposed by Bouffard and Gaspard [10], hardware isolation
can be used to reinforce the isolation between code on multi-tenant
devices. This additional isolation is critical to reinforce the protec-
tion the model weights, which are the model providers business
value, especially in case of an attacker escaping the isolation pro-
vided by WAMR. The WAMR memory structure, which assigns
variables to the heap or pool allocator, complicates establishing
distinct memory regions for each module because the memory a
module uses is mixed with other WAMR allocations.

4 CS4WAMR: A Framework for enhancing
WAMR for containerized TinyML through a
swapping mechanism

Given the different limitations of WAMR for TinyMLaa$ on micro-

controllers, we propose CS4WAMR3 (Context Switching for WAMR)

which is a framework integrating an instance swapping mechanism
to allow multiple instances of WAMR to run simultaneously on
single-core systems. By separating the execution of Wasm modules

3The framework is available at https://github.com/Orange-OpenSource/CS4WAMR
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in distinct instances of WAMR, this allows to have more control on
the memory consumption and permission of each module. Also, by
having dedicated memory space in RAM, this mechanism opens
up to the implementation of snapshot mechanism and hardware
isolation.

The first subsection presents the context switching mechanism
used by the framework. The second subsection presents the frame-
work structure with its static variable detection tools and its context-
switching library.

4.1 Configuration-switching mechanism for
WAMR

To create multiple WAMR instances at the same time, CS4WAMR
implements an instance swapping mechanism and utilizes the Alloc
With Pool memory mode of WAMR. By copying statically allocated
variables, the swapping mechanism changes the current WAMR
instance.

As represented in the Figure 4a, the original functioning of
WAMR in Alloc with Pool memory mode is to have the state and
the configuration of WAMR stored in the static variables and the
pool buffer pointed by one of the static variables. It corresponds to
having a single instance of WAMR.

The Figure 4b is a representation of the memory of our solution
presenting the steps of the context switching to swap from instance
A to instance B. After initializing the instance, each instance’s copy
of WAMR variables points to their respective buffer (@), and the
WAMR static variables point to the buffer of the currently loaded
instance (@). The swapping works in two steps. First, the static
variables of the current instance are saved (®), then, the values of
the static variables of WAMR are replaced by the backup of these
variables associated with the new instance to switch to (@). By
copying the static variables, the WAMR static variables now point
to the buffer of the newly swapped instance, the buffer of instance B
(®). As pointers in WAMR buffer pool and pointers managed by the
user are instance-specific, they already point to the variables in the
correct buffer. This means that other variables, such as dynamically
allocated variables, do not have to be updated.
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Figure 5: CS4WAMR functional structure

4.2 Framework structure

The framework mechanism is designed to be implemented without
modifying the WAMR library and limiting memory overhead to be
compatible with resource-constrained microcontrollers.

The CS4WAMR framework is structured in two parts, a tool and
a library. The tool is executed at the end of the compilation to au-
tomatize the setup of the library by detecting in the device firmware
the statically allocated variables used by WAMR and updating the
firmware with information on the position of the variables. The li-
brary is a wrapper library to use WAMR with multiple instances and
to perform the swapping to dynamically change to the appropriate
WAMR instance. The library is composed of three components: the
swapping component, the WAMR multi-instance component, and
the thread and snapshot management component.

The flow of the functional flow of the framework is represented
in the Figure 5.

Static variable detection tool. The static variable detection tool
is used after compilation to analyze the device firmware to collect
the addresses and sizes of WAMR static variables, and then inject
this information into a specific variable in the firmware used by
the swapping systems.
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TinWagspingr 9y e ulthtessrappirsosysitan is responsible for copy-
ing the WAMR static variables to change the current WAMR in-
stance. The swapping system uses the information provided by
the static variable detection tool to know the position of the vari-
ables to copy. The swapping system stores the default values of the
WAMR static variables to re-initialize WAMR, thereby facilitating
the creation of a new WAMR instance.

WAMR Multi-Instance System. The WAMR Multi-Instance Sys-
tem provides an interface to use WAMR with multiple instances
while guaranteeing that instances are used correctly. The system
works by forcing the user of the system to specify the used instance,
verifying that the used modules are loaded in the specified instance,
and using the swapping system to switch WAMR to the appropriate
instance. This prevents any misusage of the multi-instance system
such as running a module in an instance different from which the
module has been loaded.

Thread and Snapshot Management System. The thread and snap-
shot management system uses the WAMR Multi-Instance System
and RIOT-OS thread API to run multiple instance of WAMR with
one thread by instance. The library also adds container manage-
ment functionalities such as containers pause and resume, as well as
snapshots to restore containers to a previous state. By listening to
thread changes, the system automatically swaps to the appropriate
instance when the thread scheduler changes the current thread.

5 Evaluation

5.1 Methodology

The evaluation has been done on the release 2025.01 of RIOT-OS.
The tests and benchmarks have been run on two boards. The first
one is the Arduino nano 33 BLE ABX00030 (rev1) board containing
a nRF52840 CPU based on ARM Cortex-M4 and clocked at 64MHz,
256 kilobytes of SRAM, and 1 megabyte of flash. The second one is
the nRF9160-DK containing a nRF9160 CPU based on ARM Cortex-
M33 and clocked at 64 MHz, with 256 kilobytes of SRAM, and 1
megabyte of flash. All WebAssembly modules have been compiled
using clang version 18 with optimization, and without statically
linking any library such as libc or WASI related libraries. In order
to optimize the modules to the memory constrained of microcon-
trollers, the size of the Wasm modules has been reduced by using
linker flags setting the stack size in linear memory to 1024 and the
global base, setting at which address starts the data in the linear
memory, to 16. We have also used for all the compilation and link-
ing the optimization flags O3 and link-time optimization. We have
used RIOT-ML 82b1b5¢ commit version and Apache TVM v0.18.0.
Any timing measurements in this paper have been done using the
benchmark module from RIOT-OS which uses hardware timer.

5.2 Performances overhead of containerization
for TinyML

In this section, we evaluate the performance and memory impact
of containerizing TinyML inference code using WebAsembly. We
compare direct interpretation of WebAssembly bytecode, execution
of WebAssembly code that has been Ahead-of-Time (AoT) compiled
to machine code, and native code. To evaluate the impact, we have
compared the execution of the inference of the DS-CNN Small INT8

Table 1: Model inference time comparison with DS-CNN
Small model [36] on Arduino Nano 33 BLE and nRF9160-
DK boards

Runtimes Inference time (in ms)
Arduino Nano 33 BLE nRF9160-DK
WAMR AoT 450.96 396.56
Native execution 488.53 495.79
WAMR Interpreter 46 868.12 48 139.92

Table 2: ROM and RAM usage in bytes of TinyML code,
WAMR, bootstrap code for running DS-CNN Small model
on Arduino Nano 33 BLE

Runtimes ROM RAM
WAMR Interpreter 89 328 138974
Wasm module 39389 39389
WAMR library 48 849 963
Additional Memory Usage 1138 98 622
WAMR AoT 98 716 129 705
Wasm module 61 442 0
WAMR library 35904 3083
Additional Memory Usage 1166 126 622
Native execution 39225 63190

model* [36]. To generate the interpreted WebAssembly module and
the AoT-compiled WebAssembly module, we have used the proof of
concept presented in subsection 3.2. For the native inference code,
we have used the RIOT-ML toolkit [18].

5.2.1 Execution Speed. The means inference time over twenty
executions for the three implementations is presented in Table 1. We
can see that WebAssembly bytecode interpretation overhead is very
high, with an inference time more than 95 times slower than native
execution. Surprisingly, AoT compilation gives better performance
than native execution. Similar phenomena have been observed by
Wen and Weber [33], which implements its own WebAssembly AoT
compiler and OS kernel layer to run WebAssembly. Some possible
reasons for performance improvement are the optimizations of
the WebAssembly code or the optimization of the WAMR Ahead-
of-Time compiler which is configured for the specific CPU. We
have tested if this was caused by the compatibility code used in
our WebAssembly containers to replace unavailable mathematical
functions by using the reimplemented functions in the native code.
We have seen that this was not the source of better performance as
it only caused some performance overhead to the native execution.

In terms of execution speed, due to the major execution overhead,
WebAssembly interpretation with WAMR is not usable for TinyML
in practice, but WAMR Ahead-Of-Time compilation seems to be
totally usable, as it has given us native performances.

YAvailable  at  https://github.com/ARM-software/ML-zoo/tree/master/models/
keyword_spotting/ds_cnn_small/model_package_tf/model_archive/TFLite/tflite_
int8


https://github.com/ARM-software/ML-zoo/tree/master/models/keyword_spotting/ds_cnn_small/model_package_tf/model_archive/TFLite/tflite_int8
https://github.com/ARM-software/ML-zoo/tree/master/models/keyword_spotting/ds_cnn_small/model_package_tf/model_archive/TFLite/tflite_int8
https://github.com/ARM-software/ML-zoo/tree/master/models/keyword_spotting/ds_cnn_small/model_package_tf/model_archive/TFLite/tflite_int8

Table 3: ROM and RAM usage of WAMR multi-instance
and WAMR on a minimal runnable WebAssembly modules.
WAMR has been compiled in AoT mode

. Per additional
For 1 container

container
Application ROM RAM ROM RAM
WAMR-based 36424 5925 +600 +2484
WAMR Library 35756 3083 +0 +0

WAMR Buffer Pool 0 2710 +0  +2480
Additional Memory 668 132 +600 +4
CS4WAMR-based 37848 8099 +640 +3984
WAMR Library 35770 3083 +0 +0
CS4WAMR Library 1406 1032 +0 +0
Buffer Pools 0 3980 +0  +3980
Additional Memory 672 4 +640 +4

The cost per additional container for the WAMR-based section corresponds to the cost
to add a container to WAMR, while the cost for the CS4WAMR-based section is the
cost to create a new WAMR instance and add a new container to it using CS4WAMR.

5.2.2  Memory Overhead. The size occupied in memory by the
TinyML code, the WebAssembly Micro Runtime (WAMR) and the
bootstrap code to launch WAMR and the TinyML code is presented
in Table 2. From the memory usage measure, we can see that the
usage of WebAssembly for TinyML requires two to three times
more ROM and more than two times more RAM than with the
native execution.

While Ahead-of-Time (AoT) compilation uses slightly less RAM
than bytecode interpretation, it consumes more ROM. This is no-
tably due to AoT compilation creating larger containers, leading
to increased ROM consumption. However, these containers can
be accessed directly from flash using execute in place (XIP) mode,
which allows execution without using RAM to store containers.
Also, AoT consumes more RAM for running, thus requires a larger
pool buffer, present in the table in the additional memory usage,
but this is compensated by XIP mode.

The memory usage overhead of using WebAssembly is substan-
tial. While the overhead still allows to run the smaller model, it is a
major obstacle for running slightly larger models with WebAssem-
bly on microcontrollers.

5.3 Performances overhead of the CS4WAMR
framework

In this section, we evaluate the performance and memory impact of
the CS4WAMR framework. We first compare the memory impact by
comparing the overhead when running tiny WebAssembly modules.
Then, we measure the cost of the swapping mechanism and the
instance snapshot mechanism.

Memory Overhead. The flash and RAM memory usage for exe-
cuting the minimal AoT-compiled WebAssembly containers using
WAMR and CS4WAMR is shown in Table 3. In our evaluation with
minimal containers, CS4WAMR has a memory overhead of less
than 2 kilobytes of ROM, and an overhead of more than 2 kilobytes
of RAM.
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Swap time cost. The main cause of execution overhead with
CS4WAMR is swapping to another WAMR instance. This can occur
when calling CS4WAMR functions performing operations on a
specific WAMR instance or when the thread scheduler changes
the current thread for a thread in which WAMR runs. We have
measured the swapping time by alternatively swapping between
three instances. The average swapping time over 2000 swaps is
6.9us on Arduino Nano 33 BLE and 6.2us on nRF9160-DK with
some highest swapping time without memory caching of 9us on
both devices. When using a preemptive scheduler, the impact of
swapping on the execution depends on the timeout for thread
context switching, as it will influence the number of switching per
second.

Snapshot mechanism performances. The snapshot mechanism
stores the buffer pool of the instance to save, so it requires the
same size to store. Although with the minimal container, the size
to store is only a bit less than eight kilobytes, it can cost more than
a few hundred kilobytes for TinyML containers. The performance
overhead to snapshot a ten kilobytes instance buffer pool is 159us
on the Arduino Nano 33 BLE and 100us on the nRF9160dk. The same
time is required to restore the instance. The overhead is mainly
provoked by the copy of the buffer pool and by the thread pause
and resume.

6 Discussion

6.1 Benefits and challenges of containerization
of TinyML

6.1.1  Benefits of containerization of TinyML. By leveraging TinyML
containerization, entities deploying their services on microcon-
trollers gain autonomy in selecting the models they use and are
not confined to pre-existing service on the device. Furthermore,
containerization lets device owners safely authorize ML providers
to deploy models on a device without requirering the device owner
to completely trust the TinyML providers. In addition, the isolation
and permissions access control provided by containerization for
both applications and TinyML service limit the impact of attacks
by bad actors and enhance the confidentiality of model weights by
limiting the number of actors who can access them.

6.1.2  Challenges of WebAssembly for TinyML.

Constrained of WebAssembly linear memory with TinyML. WAMR
loads the entire linear memory of WebAssembly modules into the
RAM to execute them. As the weights of the model are stored inside
the WebAssembly linear memory, in our proposition, the entire
model is loaded in RAM as soon as the module is instantiated, even
if the model is not currently in use. This creates an issue with larger
models that cannot be entirely loaded to RAM, making their usage
from containers impossible with our technique. One possible solu-
tion would be to use weights directly from WebAssembly bytecode
in flash. This would require the support for multiple memories in
one module and the possibility to define constant linear memories
in WebAssembly. The former is currently a proposal for WebAssem-
bly® and is starting to be supported by major runtimes, but is not
yet supported by the majority of compilation toolchains.

Shttps://github.com/WebAssembly/multi-memory/
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TinyMegyaroriseioh MulleFEpimg Misrdepave!lCurrently our proposition
cannot use special hardware, such as an Al chip, to accelerate
machine learning. This is due to the isolation of WebAssembly and
the absence of a secure interface to interact with the peripheral.
Some WebAssembly runtimes, such as Aerogel [23], provide secure
native functions for accessing microcontroller peripherals. Another
solution could be an extension of the Webassembly System Interface
(WASI) [17], which defines interfaces to interact with the host
system, to support microcontroller peripherals.

6.2 Benefits and limitation of containerization
of CS4WAMR

6.2.1 Benefits of the swapping mechanism. The CS4WAMR frame-
work improves WAMR in different aspects.

Memory exhaustion protection. Memory for each WAMR instance
is now allocated in separate buffers managed by the WAMR buffer
allocator. Having each WAMR instance its own allocation buffer
prevents a module from impacting modules of other instances, as
the exhaustion of memory by one module would only impact the
buffer of its own instance. This allows pre-allocating dedicated
space for TinyML container.

Snapshot mechanism. The snapshot mechanism allows resetting
environments to a state where the environment is already initialized
and is known to be in a non-corrupted state. This allows to use the
mechanism against any attacks hiding malware in the container’s
memory. With TinyMLaaS$, this allows to reinforce TinyML service
stability and security, especially when interacting with multiple
containers.

Granular permissions through multiple instances of WAMR and
instance-wide configuration. The context switching mechanism al-
lows for the creation of multiple WAMR instances. By assigning
one WAMR instance per module, each instance can be configured
to the specific permissions of its corresponding module, enabling a
permission system which checks modules permissions during the
loading of the module when linking the native functions. Thereby,
CS4WAMR allows to reinforce the granularity of permission man-
agement in WAMR by having per-container permissions instead of
permissions shared by all the containers of the device.

A first step for hardware isolation between Wasm module. The
CS4WAMR framework allocates distinct memory spaces for each
WAMR instance, guaranteeing separated and clearly delimited mem-
ory regions. Assigning one module per WAMR instance allows to
establish distinct memory areas for each Wasm module. This seg-
mentation of containers’ memory regions is a preliminary step
for achieving MPU isolation between modules. With CS4WAMR,
hardware-level isolation between modules is now a low-hanging
fruit using tools like PIP-MPU [13].

6.2.2 Limitations of the swapping mechanism. We have identified
multiple limits of the configuration-switching mechanism notably
due to inherent issues in WAMR.

Runtime overhead of the swapping mechanism. After loading the
container, the only performance overhead is the swapping between
WAMR instance. Thus, since the microcontrollers studied are single

core, the performance overhead depends on the number of switches
between WAMR instances. The number of switches depends on
the thread scheduler of the OS and its configuration. For example,
for a round-robin scheduler using a timeout system, the overhead
will depend on the timeout value: a shorter timeout yields more
switches and, thus, more overhead. Thus, the total overhead of
CS4WAMR is mainly dependent on the underlying system.

Inter-module communication. When using the WAMR’s built-in
inter-module communication through registered modules, shared
modules must share the same WAMR instance as the calling mod-
ules. In addition, when a module is registered, it is shared with
all modules in the instance. This might be an issue in the situa-
tion where a module wants to communicate with two modules, as
the two modules would have access to each other. Also, since the
modules shared the same WAMR instance, it means that all the
modules would have access to the same native functions. Moreover,
to share buffers between modules using the built-in inter-module
communication in WAMR, modules must either use function argu-
ments to share few bytes at a time or share their memory with the
other module. The first option is slow and ineffective, as it requires
a lot of calls to native functions. The second option is difficult to
implement as C toolchains do not support multiple linear memory,
thus modules should share the same memory while not conflicting
each other. That is why we think it is better to have one WAMR
instance per module and an inter-container communication system,
similarly to the one used in our proof of concept to communicate
with our TinyML container or like the one used by Akkermans et al.

[6].

Fix memory position of WAMR instances. One limitation of the
switching mechanism is that WAMR uses pointers with absolute
memory addresses, making WAMR instance position-dependent in
memory. Thus, an instance should be restored at the same location
from where it was saved. This makes difficult the use of the snapshot
mechanism for dynamic-linking as it requires guaranteeing that
the location from where an instance has been saved and unloaded
will be free when the instance needs to be reloaded. This limits the
opportunity to use the snapshot system for dynamically loading
ML models when needed, like by saving to flash and unloading
the WAMR instance of the model and reloading the instance when
needed. However, if multiple ML models should be loaded and
used, but only one model should be loaded at the same time, the
mechanism can still be used by dedicating a location for ML models
and switching from flash and to flash the currently loaded model.
Moreover, doing inter-device instance migration with the snapshot
mechanism requires that instances are loaded at the same address
in the memory of the two devices, and the buffer available for the
instance should have the same size. Having the same firmware
on the two devices is one solution. Another better solution for fix
memory mapping of instances would be to define the buffer in a
user-defined section, and use a link script to link the section at a fix
address. This would guarantee that the section and its variables are
always loaded at the same place under the condition that instance
buffers have the same size on the different devices.

Snapshot and OS timers. The snapshot mechanism affects con-
tainer execution by causing a side effect. That is, during the loading



or saving of a container, any thread that was paused due to the
sleep function of the timer library of the OS will bypass the sleep
and continue running immediately. Potential issues may arise if the
container uses a waiting mechanism, such as when a thread sleeps
and should be awakened by an event.

6.3 Generalization

Generalization of the swapping mechanism. The swapping mech-
anism can be applied to other libraries. We have identified two
requirements to apply this technique. The first requirement is that
the library should store its state in some statically defined variable.
The second requirement is that the library must not use any dy-
namic allocations, or the dynamic allocation should be controllable.
For example, with WAMR, it is possible to do allocations from a
given buffer. The swapping mechanism can directly be applied on
any devices as long as they are single-core, only the multi-thread
and snapshot integration is dependent on RIOT-OS. The swapping
mechanism cannot be applied to systems with multiple cores, as
different WAMR instances would run simultaneously on different
cores, but only one WAMR instance can be loaded at the same time.

Portability to other microcontrollers/boards. By design, CS4WAMR
offers portability on various devices, as we have built it on top of a
set of tools and platforms that provide out-of-the-box portability to
a wide range of similar systems based on various 32-bit microcon-
trollers (Arm Cortex-M, ESP32, RISC-V). Namely: we use RIOT-OS
for microcontroller hardware abstraction and peripheral abstrac-
tion. We use uTVM (as integrated in RIOT-ML) to allow arbitrary
neural network model compilation on various microcontrollers.
Last but not least, we used WebAssembly Micro Runtime which
offers a similar level of portability for our container runtime, across
a wide variety of hardware.

7 Related Work

7.1 Multi-tenancy on microcontrollers

Multi-tenancy is possible on microcontrollers through a compart-
mentalization system providing sandbox isolation. Compartmental-
ization systems allow setting policies to separate programs into two
or more protection domains, called compartments, and enforcing
isolation policies at runtime Lefeuvre et al. [21]. Sandbox isolation
is a type of compartmentalization that consists of restricting the
privileges of an application to protect the rest of the system and
other applications.

One common type of sandbox on microcontrollers is runtimes.
VeloxVM [31], Polyglot Cerberos [6] and FemtoContainers [35]
propose runtimes that interpret bytecode for the secure execution
of third-party code on multi-tenant microcontrollers and provide a
permission system to restrict access to host resources.

One bytecode used by numerous runtimes on microcontrollers
is WebAssembly [1, 5, 23, 28]. While some runtimes like WAMR [1]
only allows setting global permission to host functions for all con-
tainers of the runtimes, some runtimes like Aerogel [23] integrate
a fine-grained access control system to perform runtime checks
based on permission and energy consumption to control access to
sensors and actuators without having to pre-inspect the application.
WebAssembly is easily associable with containers as it is based on
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Table 4: Feature comparison between runtimes from state of
the art and CS4WAMR

Permission Memory .
. AoT . Container
Runtimes Bytecode management - consumption
. compilation . "0 E snapshot
per container limitation
Femto- ebpf-
Containers [35]  based 4 X 4 X
VeloxVM [31] Custom v X v X
Polyglot
Cerberos [6] Custom v X v X
Aerogel [23] Wasm v X v X
WAMR [1] Wasm X v X X
Wasmico [28] Wasm v X v X
CS4WAMR  Wasm v v v/ v

Wasm modules which are runnable units of software, and runtimes
like Wasmico [28] propose to manage WebAssembly module as con-
tainers with features like pause and resume, memory consumption
control.

Another way to execute WebAssembly is through compilation of
WebAssembly to machine code, called Ahead-of-Time (AoT) compi-
lation. Multiples solutions allow WebAssembly AoT compilation
[1, 9, 33] with different features like formally verified compiler [9]
and OS for kernel call compatibility [33].

We compare CS4WAMR with some runtimes from state of the
art in Table 4.

7.2 Machine learning on microcontrollers

TinyMLOps. TinyML consists of running machine learning on
microcontrollers. TinyML faces multiple challenges such as energy
efficiency, security and privacy, latency, limited memory, model
update [16]. TinyMLOps [20], like MLOps, focuses on streamlining
the deployment of production ML models using optimal tools and
practices, from data acquisition to model inference on an embedded
device. TinyMLOps can be seen as a pipeline for the production
and execution of TinyML. Oliveira et al. [26] describe TinyMLOps
as seven phases such as ETL (Extraction, Transformation, and Load-
ing) to create a data set, model training, model validation, model
optimization for constrained devices, model conversion in runnable
code, sending the model over-the-air, and inference from the de-
vice. On low-end microcontrollers, the framework most used for
the implementation of TinyML models is TensorFlow Lite Micro
(TFLM) [12], but other frameworks exist, such as Open Neural Net-
work Exchange (ONNX) [2] and Pytorch [3]. To perform model in-
ference, the previous frameworks propose their ML engine, another
alternative is model compilers like Apache TVM [11] or uTensor [4],
which transforms models into machine code. Another alternative
is Edge Impulse [8] which is a TinyMLOps platform that performs
training, optimization, and prepares the code for deployment on the
target device. For the last steps of the TinyMLOps pipeline, RIOT-
ML [18] is an ML framework that manages model compilation,
model deployment and updates, and model evaluation.

TinyMLaaS. Doyu et al. [14] defines TinyMLaaS (TinyML as a
Service) as a Cloud or Edge platform that simplifies ML model
deployment by managing their compilation and offering code to
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TiseMhesnSelelcodniMaidedanatticassdnsofisrare-agnostic high-level
interface to use the model. Zaidi et al. [34] defines TinyMLaaS (TM-
LaaS) differently as the exposure of machine learning services on
gateways and end devices that can be consumed by other services.
The on-device model is for quick-and-coarse inference, while the
gateway is for fine grained inference.

8 Conclusion

We have presented a new infrastructure for Tiny Machine Learning
as a Service (TinyMLaaS) on multi-tenant microcontrollers based
on TinyML containers compiled at the edge or the cloud. We have
implemented a proof of concept of this architecture through the
use of RIOT-ML [18] model compiler generating efficient code to
run machine learning models, and WAMR Ahead-of-Time (AOT)
compilation to optimize the execution of WebAssembly containers
and permit in-place execution (XIP).

Through the isolation and easy deployment of WebAssembly
modules, this architecture allows untrusted third parties to provide
TinyML services, running on the microcontrollers with near-native
performance, for the applications running on the device. However,
WebAssembly for TinyML on microcontrollers still has major lim-
itations, such as the need to load model weights in RAM as they
are located in WebAssembly linear memory which cause massive
RAM overhead. We have also identified some lacks of features in
the WebAssembly Micro Runtime that would be desirable for the
TinyMLaaS use case. The lacking features are module-wide per-
mission to respect the least-privilege principle, controls of module
memory consumption, hardware isolation between containers, and
snapshot mechanism to manage container corruption.

As a first step against the WAMR limitations, we have proposed
CS4WAMR which is a framework to extend capabilities of WAMR by
enabling multiple instances of WAMR running simultaneously on
single core systems. This framework enables container snapshots,
module permissions, and guarantee a segmentation of the memory
use by the modules.

Some forthcoming challenges for TinyMLaaS on multi-tenant
microcontrollers involve the implementation of a constant We-
bAssembly linear memory in flash to store model weights and the
implementation of Memory Protection Unit (MPU) isolation to
guarantee confidentiality of model weights.
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