
HAL Id: hal-04884403
https://inria.hal.science/hal-04884403v1

Submitted on 13 Jan 2025

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Copyright

The race for NCP cybersecurity
Olivier Zendra, Bart Coppens

To cite this version:
Olivier Zendra, Bart Coppens. The race for NCP cybersecurity. HiPEAC. HiPEAC Vision 2024
Rationale, , pp.3, 2024. �hal-04884403�

https://inria.hal.science/hal-04884403v1
https://hal.archives-ouvertes.fr


 

The Next computing Paradigm (NCP), with its massively interconnected components, 
faces compounded cybersecurity and privacy issues, at all levels of its continuum. 
These must be addressed for the concept to succeed. 

The race for NCP cybersecurity 

by Olivier  Zendra and Bart Coppens

The Next Computing Paradigm (NCP), character-
ized by its massive interconnectivity between nu-
merous services and systems, faces significant cy-
bersecurity and privacy challenges across its entire 
spectrum.  

The vast number of interconnected systems and 
services offer a very large attack surface. Given the 
pervasiveness of the NCP, reaching the cyber-
physical world, the potential consequences of at-
tacks include not only the risk of leaking sensitive 
data and potentially leading to large economic 
losses, but attackers could also gain the capability 
to yield tangible and, in some cases, life-threaten-
ing impacts. 

Implementing the NCP thus extends way beyond 
facilitating harmonious interactions among its 
myriad services, which is a challenge in itself. It 
fundamentally hinges on ensuring the cybersecu-
rity of this intricate network. The acceptance of 
the NCP is contingent on trust, and to garner 
trust, effective security must be guaranteed. Signif-
icant challenges persist in establishing the neces-
sary levels of security for the NCP, and these chal-
lenges are of critical importance to pave the way 
for the paradigm's acceptance and success. 

This chapter contains six contributions related to 
cybersecurity for the NCP, four of them more re-
lated to software security and two to hardware se-
curity: 

• “The NCP cybersecurity challenges”. 
This article provides an overview of some of 
the cybersecurity challenges the NCP faces, 

including classical software supply chain is-
sues, as well as challenges in this context of 
massively interconnected elements. The case 
is also made for the vulnerability of two spe-
cific domains of interconnected elements be-
longing to the NCP, namely critical supply 
chains and services (like gas and electricity 
supply) and healthcare infrastructures and 
hospitals. If the EU wants to be strong, it 
needs strong cybersecurity on these aspects, 
now. 

• “More data for the NCP implies more pri-
vacy risks”. This article addresses the privacy 
issues induced by the multitude of data and 
communication in the NCP. Indeed, the latter 
includes numerous home sensors that will 
communicate with servers and services, and 
that could very easily leak private information 
if not properly taken care of, impairing the 
NCP acceptance by people. 

• “The browser: the key to your privacy on 
the Web”. This article addresses browser 
tracking issues. Currently, and in the Next 
Computing Paradigm (NCP) as well, one of 
the major ways of interacting with the Web is 
through the browser. But tracking users 
through their browser is commonplace, and 
often underestimated, with the user not being 
aware of them. The browser is thus a keystone 
to user privacy in the NCP. 

• “DLT and IPFS Technologies are Paving 
the Way for the NCP”. This article explains 
how distributed ledgers and file systems can 
provide the trustability and resilience to the 
NCP through decentralization, immutability, 
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and transparency of interactions and transac-
tions, removing single points of failures. 
However, significant challenges remain, such 
as  scalability, interoperability, and user adop-
tion. 

• “Integrity at Every Link: A Roadmap to 
Trustworthy Hardware Supply Chains”. 
This article makes the case that hardware con-
stitutes the foundation of any computer sys-
tem, and thus its integrity is crucial for cyber-
security. However, ensuring this integrity 
throughout the entirety of the hardware sup-
ply chain poses a significant challenge in es-
tablishing a secure computer system.  

• “Microarchitectures as Root-of-Trust in 
Computing Systems – Research Needs in 
Formal Security Analysis”. This article ex-
plores using formal methods for verifying 
hardware security, a shift from the traditional 
software-centric approach. While computing 
systems rely on hardware as a "root-of-trust" 
for security, new vulnerabilities exist that can-
not be patched in software alone. Thus, secu-
rity verification and the development of de-
fense mechanisms must be pursued at the mi-
croarchitectural hardware level, utilizing for-
mal methods specifically tailored for security 
verification. 

Key insights 
• The NCP comprises many small components 

that are discovered and integrated at run time. 
This leads to cybersecurity risks, in software 
supply-chain and in inter-components inter-
actions. 

• A tremendous number of IoT devices are un-
secure, especially communication-wise.  

• LLM security is in its infancy. 

• Many innocuous data sources like IoT-based 
sensors can be used alone or in combination 
to infer personal and private information. The 
NCP will merge multiple data sources, which 
may present privacy risks if not properly de-
signed and implemented. 

• User tracking through the browser is ex-
tremely widespread. Users are tracked almost 
all the time, on most websites. But browser 
fingerprinting has security uses that websites 
actively use. 

• Vendors add new functionalities to browsers 
at a fast pace, but not enough effort is put into 
minimizing privacy risks. 

• DLTs  and IPFS are key enablers to an overall 
decentralized secured platform on the Inter-
net. 

• Mass adoption of this new computing para-
digm will require thorough transformation of 
European laws and policies, including on the 
legal value of smart contracts. 

• Design-dependent hardware Trojans are a 
fundamental security issue. Standard detec-
tion systems only identify known hardware 
Trojans. 

• Hardware microarchitecture security flaws ex-
pose a very large attack surface. Vulnerabili-
ties often arise from integrating multiple com-
ponents and specific hardware-software inter-
actions. 

• Ad hoc processes that require design changes 
and software developer collaboration are used 
to mitigate hardware security issues. Security 
methods to address timing side channels in-
crease manual design workload and hardware 
overhead. 

Key recommendations 
• Promote privacy-enhancing technology re-

search to prevent data breaches or lower their 
impact.  

• To enhance privacy, systems should be de-
signed to not leak any data without explicit 
and meaningful user consent. No backdoor 
should be allowed. 

• Invest in methods and tools to have secu-
rity/privacy as a first-class citizen during the 
development of NCP hardware and software 
elements, including quantitative security met-
rics/properties. 

• Invest in methods and tools to find vulnera-
bilities in existing IT systems (e.g., with static 
analyses on source code and behavioural anal-
yses at runtime), and automatically prevent or 
mitigate them (e.g., with automated refactor-
ing tools and blocking systems),  

• Invest in automated methods and tools, pos-
sibly based on AI,  for runtime detection of 
intrusions, attacks and privacy breaches, and 
active cyber defense. 
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• Base the critical parts of the NCP on under-
stood open-source software and hardware, or 
on EU-made, trustable because audited soft-
ware and hardware. 

• Invest in authentication/identification of peo-
ple and NCP software and hardware ele-
ments, both for end-to-end trust and tracing 
of suppliers 

• Evaluate and improve blockchains/DLTs se-
curity and performance/scalability, both at al-
gorithmic level and implementation level.  

• Investigate the security of LLMs, with a par-
ticular focus on LLM prompt security. 

• Mandate securing the radio communications 
of IoT systems. 

• Expand mandatory EU-based, multi-level 
NCP elements security certification, holding 
IT systems providers and resellers liable for 
poor security, while taking the specifics of 
open-source projects into account. 

• Invest in methods and tools that break the 
uniqueness of people when browsing and al-
low users to control fingerprinting techniques. 

• Encourage browsers to block third-party 
cookies. 

• Enforce GDPR wrt. user tracking, ensuring 
collected data is strictly necessary to the us-
ages accepted by users.  

• DLTs and IPFS allow combining security and 
controlled openness. EU companies and pub-
lic authorities (including regulators) should 
thus rethink their models, moving from “pa-
per-based policies” to “code-base policies” re-
lying more on mission-oriented consortiums 
than competition. 

• Investigate and monitor possible ways, espe-
cially security issues, to circumvent European 
policies using DLTs  and IPFS  technologies, 
whether by European or foreign actors 

• Invest in long-term research to secure the 
hardware supply chain and in short-term, 
best-effort security to protect against mali-
cious hardware Trojans: 

o automatic, zero-fault, non-destructive 
reverse engineering methods enabling 
end-to-end equivalency validation, and 
complete equivalence checking meth-
ods from design specifications to phys-
ical devices.  

o active measures to prevent malicious 
design modifications in hardware sup-
ply chains. 

• Invest in methods and tools for SoC microar-
chitecture security analysis, formalising micro-
architectural threat models for new non-func-
tional formal verification approaches. 

• Invest in verification-driven, secure-by-con-
struction design providing system-wide threat 
coverage.  

• Promote open-source and public-domain ini-
tiatives, such as the RISC-V ecosystem. 
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