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On Computational Indistinguishability
and Logical Relations
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Giulia GiustiB[0000700027653378307]
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2 INRIA Sophia Antipolis, France
3 ENS Lyon, France

Abstract. A A-calculus is introduced in which all programs can be eval-
uated in probabilistic polynomial time and in which there is sufficient
structure to represent sequential cryptographic constructions and ad-
versaries for them, even when the latter are oracle-based. A notion of
observational equivalence capturing computational indistinguishability
and a class of approximate logical relations are then presented, showing
that the latter represent a sound proof technique for the former. The
work concludes with the presentation of an example of a security proof
in which the encryption scheme induced by a pseudorandom function is
proven secure against active adversaries in a purely equational style.

Keywords: Computational Indistinguishability - Probabilistic Effects - Metrics
- Logical Relations

Introduction

The two predominant models in cryptography, namely the computational [27]
and the symbolic [19] models, have had very different fates with respect to the
application of language-based verification techniques to them. In the symbolic
model, which does not account for complexity nor for probability, the application
of classic verification methodologies (e.g. model checking [21], rewriting [42] and
abstract interpretation [1]) is natural and has been extensively done. In the
computational model, instead, all this is notoriously more problematic.

An interesting line of work, which has given rise to an increasing number
of contributions in the last 25 years (see, e.g., [33,40, 30, 15]), consists in the
application of classical program equivalence theories to programming languages
specifically designed to capture the reference notion of complexity in the compu-
tational model, namely that of a probabilistic polynomial time algorithm (PPT
below). Once this is done, the gold standard notion of equivalence in cryptogra-
phy, namely computational indistinguishability (35, 26], becomes a form of obser-
vational equivalence, thus paving the way towards the study of computational
indistinguishability via standard tools from programming language theory, like
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logical relations [50,49] and applicative bisimilarity [2,47], which are sound by
construction (although not necessarily complete) for observational equivalence.

This is precisely the direction we explore in this work; our objective is to de-
fine a typed A-calculus with references and probabilistic choice able to naturally
capture the complexity constraints mentioned above through a form of graded
modality, at the same time allowing to easily express primitives, experiments
and reductions, which are the building blocks on which game-based proofs are
based. The language we introduce, called ABLL, can be seen as derived from
Bounded Linear Logic [25]. Its syntax and operational properties are analyzed
in detail in Section 1.

In Section 2, we then move on to define a notion of logical relation for \ABLL
and demonstrate that it is sound for an approximate observational equivalence
precisely capturing computational indistinguishability. A crucial aspect is that
the proposed logical relation, in fact based on a logical metric, is approximate
and therefore manages to capture programs that do not behave ezactly the same
way.

Section 3 is devoted to showing how a set of equations all justifiable through
the introduced logical relations allows us to prove the security of an intrinsi-
cally second-order cryptographic construction, i.e. the proof that the encryption
scheme induced by a pseudorandom function is CPA-secure, a classic result in
cryptography. Notably, this proof intrinsically relies on approximate notions of
equivalence. Moreover, parts of it make essential use of references.

1 ABLL: a Calculus Capturing PPT

We define a language ABLL, inspired by graded A-calculi [45] and CBPV [38, 20],
and expressive enough to model complex cryptographic experiments requiring
to keep track of the messages on which the oracle is queried by the adversary.

Types At the level of types, ABLL has a linear type system (Figure 1) with
a correspondence to Bounded Linear Logic (BLL) [25] and graded-calculi [45]
with indexed comonadic types. In our case, the grades are polynomials and
serve to keep the complexity of the attackers under control. They are built from
positive natural numbers (N>1), addition and multiplication, but also contain
a polynomial variable i (corresponding to the security parameter), allowing us
to reason on indexed families of types and terms as in BLL [25]. Ground types
are generated from unit U, booleans B and binary strings S[p] of length p for
some polynomial p. We distinguish between positive types and general types
in the CBPV style [38,20] to restrict the argument of an application to be of
positive type. To model references, we use effect typing [24] and annotate the
bang and arrow types with reference contexts providing information on which
memory cells are used during program execution. We also consider two types of
contexts to distinguish between term variables x and memory references 7.
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Ground types G ==TU|B]|S[p Ground values W == x|t |f|s
Positive types P:=G|P®P|!A Positive values Z ==z | W | (Z,Z) | 'M
Types A:=P|P5% A Values V3V =7 | \a.M

Computations A > M :=returnV |der(Z) | MZ
Variable contexts I':=g|xz:PI |letz =Nin M | fp(Z1,. .., Zm)
Reference contexts O =g |r:G,60 | loopV ptimesfrom M |setr Z

| if Zthen M else N | getr

Polynomials pu=1|i|p+p|lpxp | let (z,y) = Zin M

Fig. 1: Syntax of ABLL

Terms Grammars for values and computations are in Figure 1. Memory ref-
erences can only store values of ground type, and are handled in a simple way
via reading and writing operators on locations. The term setr V' corresponds
to updating the memory location referenced by r with the value V and getr
returns the value under the reference 7.

We enrich the grammar of A-calculus with function symbols computing prob-
abilistic polytime functions, which are the basic building blocks of any crypto-
graphic protocol. We fix a set of function symbols F and each function symbol
f in F comes equipped with:

e a type denoted typeof(f) of the form Gy x --- x G,,, — G where G1,...,Gp,
and G are ground types;
e for every polynomial p in N>[i], a term constructor f, of arity m.

For example, we will consider the function symbol random with typeof (random) =
S[i] and arity O interpreted as a map randomly generating a string in {0, 1},
and the function symbol xor with typeof(xor) = S[i] x S[i] — S[i] and arity 2
interpreted as a map computing the bitwise exclusive-or of binary strings.

Furthermore, in order to make ABLL expressive enough to model experi-
ments involving an adversary that can access an oracle a polynomial number of
times, the grammar of computations includes an iterator loop.

Typing Rules The typing rules for ABLL are given in Figure 2. We have two
kinds of typing judgements:

I'-V:A and I'’'OFM: A

for values and computations respectively, where I' = =1 : Py,...,x, : P, is a
context assigning positive types to term variables and © =11 : Gq,...,7, : G is
a reference context assigning ground types to reference variables. The operation
of polynomial addition induces a binary partial operation H on positive types
defined by induction below:

GHG =G
(PRQ)B(R®S):=(PBR)®(QHBS)

(] e . e
(19A) B (194) =12, A.
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To account for polynomial multiplication, we also define for every polynomial
p € N>q[i], a total unary operation on positive types by induction:

pxG:=G
px(PRQ):=(pxP)®(pxQ)
px(19A4) =19 A

pxqii

It is important to note that on ground types, the identities GH G = G and
p* G = G mean that ground values (unit *, booleans t,f and binary strings
s € {0,1}*) are duplicable whereas we keep track of the polytime complexity for
higher-order applications and effects similarly to [17]. The partial operation H
on positive types can be extended to a total operation on variable contexts:

CcHO =9

r: P ITHA if z does not occur in A

(x: P, IYBA:= )
r: PHQ,I'BY iftA=z:Q,%

We also extend the operation p * (—) on positive types to a total operation on

term variables contexts:

pxd =d
px(x:PI'):=(x:pxP),pxI"

For a polynomial p in N>1[¢] and a type A, we write Ap for the type A[p/i] where
we substitute all the occurrences of the security parameter ¢ by p. Similarly, for
a term M, we write Mp for the term M|p/i].

Probability Distributions Our calculus incorporates probabilistic effects with
references by combining the distribution monad and the state monad. Recall that
for a set X, a (finite) probability distribution is a function p : X — [0,1] with
finite support, i.e. the set supp(p) := {z € X | p(x) > 0} is finite, and such that
Y wex M(x) = 1. We denote by d, : X — [0,1] the Dirac distribution mapping
an element y in X to 1 if y = x and to 0 otherwise. Any probability distribution
1 is then equal to

Z ay, - Oz, where {x1,..., 2y} = supp(p) and ar = p(zk)
1<k<m

for 1 < k < m. We denote by D(X) the set of all probability distributions over
X. It induces a monad (D, np,»=p) on the category Set of sets and functions
(we will omit the subscripts if there is no ambiguity). The unit has components
Nx : « — Jd; given by Dirac distributions and the bind operator

»=: D(X) x Set(X,D(Y)) — D(Y)

maps a distribution g = 3", axd,, € D(X) and a function f: X — D(Y) to the
pushforward distribution p »= f =", ards(a,)-
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———————— VAR ———— TRUE —————— FALSE
Iz:PtF-zx:P r'-t:B rf:B

typeof(f) = G1 X -+ X Go = G (I'kpk Zi : Gkp)i<k<m P € Nx1[i]

FUN
Brplkp; O F fp(Z1,...,Zm) : Gp
s €{0,1}° p:iw> cis a constant polynomial I'-2,:P AFZ>:Q
STRING TENSOR
't s:S[p] T'BHBAVF(Z1,Z2) : PRQ
I'-Z:PQ z:Py:Q,A0FM:A reormM: A
LET ———  UNIT . .. & , BANG
Ir'HA;0Flet(z,y) =ZinM : A I'F%:0 p*Fl—!M:!?A
F)—Z:!leA F;@I—M:PE)OA AR Z:P Iz:P;OFM: A
- DER APP — 5 — LAM
I';OFder(Z): A rf8a,e+-MzZ: A I'FXx.M:P o A
r'-v:A I'OFN:P z:P,A;0OFM: A
—_  _ETA LET
I';OF returnV : A Ir'BA;©OFletz=NinM: A
rrv:pS%p A;OFM: P Ir-7z:aG
LOOP SET
(p*I')HB A;0 F loop V ptimes from M : P I'i0,r:GkFsetrZ:U
rie+-zZ:B A;0FM:A A;OFN:A
GET CASE

I';0,r:Grhgetr: G I'BA;©OF if ZthenMelse N : A

Fig.2: ABLL typing rules

Combining Probability with References The general idea is that a store
is a map from memory reference variables to values that preserves typing. More

precisely, for a fixed closed reference context @ = ry : Gy,..., 7y : G, (meaning
that the security parameter variable ¢ does not occur in the types Gi,...G),),
we denote by Sto the set of functions e : {r1,...,r,} — V such that e(r;) €

{VeV| - FV:G;}foralll <j<m.

We associate to every closed © a corresponding monad (Te,ne,»=o) on
Set given by the tensor product [32] of the distribution monad with the state
monad T := (D(— x Stg))5*®, similarly to [4]. The unit of Tg has components
X — D(X x Stg)%*® mapping * € X and e € Stg to the Dirac distribution
(x,e)- The bind operator

»=g: TeX X Set(X, T@Y) — TeY

takes ¢ € ToX and f: X — TgY to the map Ae.(p(e) »=p evalo (f xidgt,))
where A and eval are respectively the Currying operator and the evaluation map
induced by the Cartesian closed structure of Set.

From Sets to Indexed Families To work with general term sequents where
the security parameter i may occur freely, we generalize the discussion above
from sets to families of sets. Let ISet be the category whose objects are families
X = {X,}n>1 of sets indexed by N>; and a morphism from X = {X,,},>1 to
Y = {Y,}n>1 is a family of functions {f, : X,, = Y, }n>1.
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In our calculus, probabilistic effects are generated via the function symbols
in F. For each f € F with typeof(f) = G1 x -+ X G,,, = G, we assume that:

e there is a family [f] = {[f]n}n>1 of set-functions [f],. : [Gi]n X -+ X
[Gm]n — D([G]) indexed over the security parameter n > 1 where [S[p]], :=
{0,137 [B],, := {t,f} and [U], := {x}.

e these functions can be evaluated in probabilistic polynomial time: there ex-
ists a PPT algorithm alg(f) such that for every n > 1, if alg(f) is fed with
input 1" and a tuple t € [G1], X -+ X [Gm]n, it returns « € [G],, with prob-
ability [f].»(¢)(z). This can be achieved by taking function symbols from
a language guaranteeing the aforementioned complexity bounds [40,18]. A
very small amount of these would however be sufficient for completeness.

Now, for a general reference context © (whose types may contain i), we define
a monad on ISet mapping an indexed family X = {X,,},,>1 to the family

{T@n(Xn)}nzl = {(D(Xn X St@n))St@n }n21

which we will use for the operational semantics of ABLL.

Operational Semantics For every variable context I, reference context @ and
type A, we define indexed families A°(I"; A) = {A9(I"; A)}n>1 and V(I'; A) =
{Vn(I'; A)} n>1 of typable terms and values respectively as

A9 (I A):={M € A| I'n;On+ M : An} and
Vo([A):={V eV |InkFV:An}

If the variable context I" is empty, we write A€ (A) and V,,(A) for A9 (2; A) and
V,(2; A) respectively.

For a fixed reference context ©, the small step operational semantics (Fig-
ure 3) is an indexed relation — = {—,, },,>1 with

—n C (A9 x Ste,) x D(A? x Ste,)

where A := {M € A | I'n;On - M : An for some I', A}. For a triple (M, e, 2)
in —,, we write (M, e) —,, Z and for ease of readability, we denote a proba-
bility distribution >, .., ar0s, in set theoretic fashion {z{*...., %" }. For the
case setrV, e[V/r] denotes the store mapping a reference ' to e(r’) if ' # r
and to V if v/ = r.

Our calculus is strongly normalizing and in addition to the small step op-
erational semantics for one step reductions, we also provide a final or big step
semantics for the convergence behavior of terms. For a fixed reference context
O and a type A, the final semantics (—)®* for closed ABLL-terms is a map in
ISet corresponding to the indexed family of functions

{(=)7 - AT (A) = D(Va(A) % Sten))**" bz

obtained in two steps:
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(letz = returnV in M, e) —, {(M[V/z], €)'}
(N, €) —n {(Nk, )"}
(letz = NinM,e) —, {(letz = Npin M, ex)**}

(1et (x,y) = return (V, W) in M, e) —,, {(M[V/x,W/y],e)'}

(M, ) —n {(My,ex)™}

((Az.M)V,e) —sn, {(M[V/x],e)"} (MV,e) —sn {(MyV,er)}
(der(!M),e) —, {(M,e)'} (set 7V, e) —n {(x,e[V/r])'}
(getr,e) —n {(e(r),e)'} (if t then M else N, e) —s, {(M,e)'}

(if f then M else N, e) —s, {(N,e)'}

(fP(W17 (RN} Wm)ve) —n {([[fﬂp(")(wl?‘ (RN Wm)7 e)l}

(Loop (Az.M) 1 times from N,e) —, {(letz = N inM,e)'}

(Loop (A\z.M) k + 1 times from N, e) —, {(let z = (loop (Az.M) k times from N)in M, e)'}

Fig. 3: Small step semantics of ABLL

1. We first use the fact that the monad Tg on Set extends to the category
of w-complete partial orders with a bottom element (w-cppo) and Scott-
continuous morphisms (it follows easily from the fact that both the distri-
bution and the state monads extend to w-cppo’s). It allows us to define
inductively a family ()94 : A,(4) — T3, (Va(A)) where for a set X,
TS, = Ton(X @ {L},<) is the image of the flat ordering (L < z for all
z € X) under Tg, (the bottom element L is added to account for com-
putations which are possibly non-terminating). Similarly to [37] each map
(—)&4 is obtained as the supremum \/, (- [)S”,f where (— [) 7 is defined
inductively below:

A
Q]\/fDS’O =1 (return V[)S’/,:‘+1 =1y, 4)(V)
(if t then M else N[)n 1 = (]M[)T(?"'];4 (if f then M else N[)n 1 = (]]\7[)3"'/,;4
(setr Z[)n k+1( e) 1= O(x,e[2/r]) (get an:k+1(e) = 0e(r),0)

(der (1M, =
mm—NmMDMH qNDSk »= (U = (M[U/a])5)

(et (w,y) = (Z,Z') in M)y, o= (M[Z/x, 2 [y))
(M2z);, (M) %4 5= N o (N1Z/2])S)

n, k+1

n, k+l .
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6,A
n,k+1°

(]N[)S”,;4 »= (U — (]M[U/x][)f,f) and if m > 1, we take

For the case (Loop Az.M m times from N) if m =1, we define it to be

(Loop Az.M (m — 1) times from N[)n@”,:l »= (U — (]M[U/x][)n@;)

For a function symbol f with typeof(f) = G; x -+ x G,,, — G and a poly-
nomial p, (fp(W1,..., Wm)DS,’I?-H(e) is the mapping

(V,€') = 0e () [fTpiny W, - -, Win ) (V).

2. We prove that for any M € A9(A) and e € Ste,, (M,e) reduces to some
distribution 2 in polynomial time. As a corollary, we obtain that the final
semantics map (—)©4 can in fact be restricted to A9(A) — Teon(V,(A))
since ABLL is strongly normalizing.

To express the standard correspondence between the final (big step) semantics
and the transitive closure of the small step semantics, we define an indexed
relation

‘U’: {‘U’;rq,n g (Ag X St@n) X D(A?L X St@n)}nzl,mZO
where the additional natural number m models the number of steps in the small
step semantics:

(M,e) —n 2 {EI* gE}Eesupp(@)
(returnV,e) §I2 {(returnV,e)'} (M, e) | Lrmaxems S™ P(F) - &g

and formulate the result as follows:

Lemma 1. For a fized reference context ©, type A and security parameter n,
the following are equivalent: for any term M € A2(A), store e € Ste, and
distribution 2 € D(V,,(A) x Ston):

M)§4e)=2 <« 3keN, (M)l e)=2 <« ImeN, (M) 2

Soundness and Completeness for Polynomial Time A calculus like ABLL
makes sense, particularly in view of the cryptographic applications that we will
present in the last part of this article, if there is a correspondence with the
concept of probabilistic polynomial time. This section is dedicated to giving
evidence that such a correspondence indeed holds.

Before moving on to the description of soundness and completeness, however,
it is worth outlining what is meant in this context by probabilistic polynomial
time. In fact, what we mean by a PPT function can be deduced from how
we defined function symbols in F: these are families of functions, indexed on
natural numbers, which possibly return a distribution and are computable by
a probabilistic Turing machine working in polynomial time on the value of the
underlying parameter. That basic functions are PPT holds by hypothesis, but
that the same remains true for any term definable in the calculus needs to be
proved. Moreover, the fact that any such function can be represented in ABLL
has to be proved as well.
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Soundness for PPT The goal is to show that there exists a polynomial bound
on the length of reduction sequences for any term of ABLL:

Theorem 1 (Polytime Soundness). For every type derivation m of a term
M in ABLL, there exists a polynomial q, such that for every natural numbers
n > 1,m > 0 and store e, if (Mn,e) 7" D, then m < g-(n).

Similarly to Section 4.2 in [15], the proof of Theorem 1 is structured into three
steps:

e We assign a polynomial ¢, to every type derivation 7 defined by induction
on the structure of 7.

e We prove that g is stable under polynomial substitution: for every type
derivation 7 with conclusion I';@ + M : A and for every polynomial p,
there is a type derivation ¢ with conclusion I'p;©Op = Mp : Ap such that
gc(n) = g=(p(n)) for all n > 1.

e Finally, we prove that q(.) strictly decreases along term reduction: if 7 derives
N and (N,e) —,, 2, then for all (N’,¢’) in supp(2), there exists a type
derivation ¢ for N’ such that ¢ > ¢c.

Completeness for PPT Theorem 1 implicitly tells us that algorithms formu-
lated as typable ABLL terms are PPT, since the number of reduction steps
performed is polynomially bounded and reduction can be simulated by a Turing
machine [16,3]. One can further prove that all PPT functions can be repre-
sented by ABLL terms. Given the freedom we have about picking more and
more basic function symbols, this does not seem surprising: we are anyway al-
lowed to throw in new basic function symbols whenever needed. However, one
can prove that completeness for PPT can be achieved with a very minimal set
of basic functions symbols only including cyclic shift functions on strings and
functions testing the value of the first bit in a string. Noticeably, soundness and
completeness as presented above scale to second-order PPT, namely a notion of
probabilistic polynomial time function accessing an oracle. This is quite relevant
in our setting, given our emphasis on cryptographic constructions, and the fact
that adversaries for some of those have oracle access to the underlying primitive.

2 Computational Indistinguishability

In this section, we define logical relations which we show to be sound for compu-
tational indistinguishability and which we will use in Section 3 to prove security
of the private key encryption scheme induced by a pseudorandom function. Our
approach is to first define a logical metric on terms from which we derive the
indistinguishability logical relation containing terms whose distance is negligible
with respect to this metric.

Term Relations In Section 1, we have considered indexed families A€ (I"; A)
and V(I'; A) of sets containing terms that are closed for the security parameter
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variable i. On the other hand, computational indistinguishability, which is the
main focus of this paper, is a relation between terms where the security param-
eter is a free variable and can be instantiated for every positive natural number
n.

For a variable context I, a location context @ and a type A, we let A9 (I'; A)
and V,(I"; A) be the sets of derivable computation terms and values respectively
which are open for the security parameter variable i:

AT A) :={McA|T;60F-M:A} V([ A):={VeV|IFV:A}

Lemma 2. The following rules are derivable for all n > 1:

IeorM:A Ir-v:A
I'm;@OnkE Mn: An I'ntEVn: An

It implies that if M is in A9 (I'; A), then Mn is in A2 (I'; A) for alln > 1 and
a similar statement holds for values in V,(I'; A).

Definition 1. An open term relation R is an indexed family of pairs of relations
{(RCO(I'; A), RV(I"; A))}r.e,a with

RCO(I; A) € AJ (I A) x AT (I A) - RV(I;A) © V(I3 A) x Vo(T; A).

A closed (for term wvariables) term relation R is an indexed family of pairs of
relations {(RCE (A), RV(A))}o.a with RC®(A) C A9 (A)x A2 (A) and RV(A) C
V,(A4) x V,(A).

Every open term relation induces a closed term relation by restricting to
empty term variable contexts. For the other direction, we use the standard notion
of open extension of a closed relation via substitutions with positive values.

Contextual Indistinguishability The notion of behavioral equivalence we
consider here is computational indistinguishability with respect to a polytime
adversary represented as a ABLL-context. Recall that a function which grows
asymptotically slower than the inverse of any polynomial is called negligible [10]:

Definition 2. A function ¢ : N — R is negligible if for all k € N, there exists
N € N such that for alln > N, £(n) < #

Definition 3. For terms M, N in A (I"; A), we say that M and N are contex-
tually indistinguishable if for every closing context C such that C[M] and C[N]
are in AZ(B) for some reference context =, there exists a negligible function
e: N —= Ry such that for everyn > 1, e € Stz,, and subset X C {t,f} x Stz,,
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We adopt a coinductive characterization of contextual indistinguishability
following the approach in [28,36] in the case of contextual equivalence for ap-
plicative bisimilarity. The contextual indistinguishability relation can indeed be
alternatively defined as the largest open ABLL-term relation that is both com-
patible and adequate. Compatibility means that the relation is closed under con-
texts: if (M, N) is in R and C is a context, then (C[M], C[N]) is also in R. Ad-
equacy on the other hand depends on the observational behavior we consider, it
is typically termination for contextual equivalence or probability of convergence
for non-deterministic calculi. In our case, the notion of interest in computational
indistinguishability:

Definition 4. We define an indexed relation ~= {~g C A (B) x A2 (B)}o on

closed (for term variables) terms of Boolean type which are indistinguishable: a

pair (M, N) is in the relation ~g if and only if there exists a negligible function

e:N—= Ry such that for everyn > 1, e € Stg,, and subset X C {t,f} x Ston,
(M) (e)(X) — (Na) P (e)(X)] < e(n).

We call an open ABLL-term relation R adequate if it is included in ~ for
closed Boolean terms, i.e. R (B) C ~g for all reference contexts © and we obtain
that the predicate of adequacy on open ABLL-term relations is closed under
countable unions and relational composition.

Lemma 3. Contertual indistinguishability is the largest adequate compatible open
ABLL-relation and we denote it by ~.

This coinductive characterization provides a useful proof principle to show
soundness: any open relation R that is both compatible and adequate must be
included in ~ and is therefore sound for contextual indistinguishability (i.e. any
pair of terms (M, N) in R are contextually indistinguishable).

Background on Metrics

Weighted Relations For metric reasoning on ABLL, we consider distances
valued in the unit real interval [0, 1] equipped with the operation of truncated
addition x @ y := min{l,z + y} for x,y € [0,1]. We have in particular that
1 =11 which has a direct correspondence with the fact that values of ground
type are arbitrarily duplicable in ABLL (see Remark 1).

Recall that a (unital) quantale is a tuple (Q, <, ®, 1) where (Q, <) is a com-
plete lattice, (Q,®,1) is a monoid and ® distributes over arbitrary joins [46].
The unit interval with the opposite of the natural order (the natural order is de-
fined as: # < y if and only if there exists z such that = @ z = y) can be equipped
with a quantale structure £ = ([0, 1], >, ®,0), called the Zukasiewicz quantale.

For sets X and Y, an L-weighted relation R : X —+Y from X to Y consists
of a function X x Y — [0, 1]. They form a category, which we denote by Relg,
where the identity idx : X — X maps a pair (x,y) to 0if z = y and 1 otherwise.
The composite of two relations R : X —+ Y and S : Y — Z is the relation
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SoR:X —+ Z mapping a pair (z, z) to inf,ecy R(z,y) ® S(y, z). The category
Rel, can be equipped with a dual (transpose) operation mapping a relation
R: X —=Y to the relation R°P : Y —+ X which simply maps (y,z) to R(z,y).
Any function f : X — Y, induces a L-relation via its graph gr(f) : X =Y
mapping a pair (z,y) to 0 if f(z) =y and 1 otherwise.

Pseudo-metric Spaces If we restrict to the special case of weighted endo-
relations R : X —+ X that are reflexive (R < idx), symmetric (R = R°P) and
transitive (R < R o R), we obtain the notion of pseudo-metric space:

Definition 5. A pseudo-metric space consists of a pair (X,dx) where X is a
set and dx is a function from X x X — [0, 1] satisfying the following azioms:

o reflexivity: for all x in X, dx(z,z) = 0;

o symmetry: for all z,y in X, dx(x,y) = d(y,x);

o triangular inequality: for all z,y,z in X, dx(z,z) < dx(z,y) ® dx(y, 2)
If dx further satisfies the separation aziom (for all x,y, dx(xz,y) = 0 implies
x=1y), then (X,dx) is a metric space.

For the rest of the paper, even if we do not assume that the separation axiom
holds, we will just say metric space instead of pseudo-metric space. Note that
metric space with the discrete metric disc : X x X — [0,1] mapping a pair
(x,y) to 0 if = y and 1 otherwise corresponds exactly to the identity weighted
relation defined above.

Definition 6. For two metric spaces (X,dx) and (Y,dy), a function f : X —-Y
is said to be non-expansive if for all x,x’ in X, dy (f(z), f(z')) < dx(z,z’). We
denote by PMet the category of pseudo-metric spaces and non-expansive maps.

The category PMet is equivalent to the category of L-enriched categories
and L-enriched functors between them [31]. We recall below some properties of
PMet which we will use to define the logical metric in the following section, they
are all instances of more general statements on quantale-enriched categories and
we refer the reader to [31] for a complete account. PMet is symmetric monoidal
closed with tensor product (X,dx) ® (Ydy) given by (X X Y,dxgy) where for
all z,2’ € X and 9,9/ €Y,

dX®Y((x7 y)v (xlv yl)) =dx (.’t, xl) 2 dY(ya y/)‘

The unit is given by 1 = ({x},disc) and the linear hom X — Y has underlying
set PMet(X,Y) (the set of non-expansive maps from X to Y) and distance
dx—oy (f,9) = sup,cx dy (f(z),g(z)). For any k > 1 and z € [0, 1], we define
inductively k-z as 1-z:=z and (k+1) -z := (k- 2) @ z. This operation induces
a scaling operation k - (X,dx) := (X,k - dx) on PMet which we use to model
the graded bang of ABLL. Note that if f : (X,dx) — (Y, dy) is non-expansive,
then f: (X, k-dx) — (Y,k - dy) is also non-expansive for all k£ € N.
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Extending Monadic Effects from Sets to Metric Spaces In order to de-
fine the logical metric on computation terms, we need to extend the effect monad
To defined in Section 1 from sets to metric spaces. To do so, we follow the stan-
dard approach of monad extensions from sets to quantale weighted relations [31,
7]. Tt is well-known that the distribution monad D (and therefore the monads
Te as well) on sets only lazly extends to weighted relations via Kantorovich lift-
ing (34,12, 8]. The Kantorovich lifting for distributions fits into the more general
framework of Barr extensions for monads from sets to quantale relations [31].

In this section, we only give the explicit definition of how the Barr lax ex-
tension Te of the effect monad acts on metric spaces and we refer the reader
to [22,51] for more background on lax extensions for weighted relations. The
Kantorovich lifting can be formulated in terms of couplings for probability dis-
tributions:

Definition 7. For sets X,Y and distributions p € D(X), ¥ € D(Y), a coupling
over p and v is a distribution v € D(X x Y') such that

Vo€ X, p(x) =Y y(x,y) and Vy € Y,v(y) = > y(x,y).

yey zeX
We denote by 2(u,v) the set of all couplings over u and v.

For a metric space (X,dx), the Kantorovich lifting of the distance dx is the
distance K(dx) on D(X) mapping distributions u,r € D(X) to

K(d = inf -d .
(dx)(p,v) WE}QI%M’V)M%;X’Y(%,@) x (u(z1), v(22))

While there are many other possible choices of metrics on distribution spaces
besides the Kantorovich distance K(dx) [23], it is the smallest among the ones
which laxly extends to weighted relations and it also coincides with the statistical
distance (or total variation distance) when dyx is the discrete metric.

Definition 8. For a set X, the statistical distance dgtat : D(X)xD(X) — [0, 1]
maps two distributions p,v € D(X) to

e 1) = 5 - D o)~ v(a)| = sup ) — ()]

For a closed (for the security parameter variable) location context ©, the
action of the lax extension T on a metric space (X, dx ) is the metric space with
underlying set T (X) and distance Te(dx) mapping functions ¢, : Stg —
D(X X Stg) to

To(dx)(p,v) == sup K(dxest)(@(e), ¥(e)). (1)

e€Ste
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Logical Metric We now have all the ingredients to define a logical metric for
ABLL-terms using the lax extension of the monad Tg to metric spaces.

Definition 9. We define a family of metrics on closed computations and values
indexed by the security parameter:

dV2: V,(4) x Vu(A) = [0,1] and dCZ4: A9(A) x A9(4) — [0,1]
by mutual induction on the type A:

AVl (s, ') = discgpny (s,8")  dVE(W, W) := discs (W, W)

AVY(x, %) == discy(, %) = 0 AV A (IMIN) == @,y dCEA(M, N)

AVESQ(U, V), (U, V) = dVE(U,U") & aVE(V, V)

AVEHA 2. M, My N) = VevelP) dcy 4 (M[V/a], N[V/y)

dCP (M, N) := To(dV,) (M7, (N)24)

where disc denotes the discrete metric and Teg is the lax extension of the functor
To : Set — Set defined in (1).

In our setting, the metric version of the fundamental lemma states that sub-
stitution by positive value terms is a non-expansive operation:

Lemma 4 (Fundamental Lemma for Logical Metrics). For a context
= :P,....2m : Py and a term M in A (I'; A) with n > 1, for every
closed positive values Zj, Z; € Vo (Pj) with 1 < j <m, we have

dcy A (Mp, Mp') < € dV)i(z;, Z))

1<j<m

where p := [Z1/x1, ..., Zm/Tm] and p' == [Z1/x1,..., Z], [xm]. A similar state-
ment holds for open value terms in V,(I'; A).

Remark 1. A key ingredient in the proof of the fundamental lemma is the equal-
ity dVPEQ(V, W) = avEl (v, W) & dVE(V, W) for closed values V, W, it allows
to keep a precise track of how distances are amplified when contexts are added
I'#H A in rules such as let or ® for example. We can see here that the main
motivation behind using truncated addition @ in our setting is that it allows
for the additional flexibility of having ground types being duplicable without
loosing the ability to measure distances for higher types: if P and @ are equal
to some ground type G, and V # W, then the equality above indeed rewrites
to 1 = 1@ 1 which would not be possible if we had considered for example the
Lawvere quantale with regular addition instead of the Lukasiewicz quantale with
truncated addition.
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Indistinguishability Logical Relation We now define a closed (for term
variables) ABLL-relation Ind = (IndC, IndV) with

IndC®(A) C A2(A4) x A2(A) and IndV(A) C V,(A) x V,(A).

For terms M, N in A9(A), the pair (M, N) is in IndC@(A) if there exists a
negligible function € : N — R such that for all n > 1,

dC24(Mn,Nn) < e(n).

The relation on values IndV(A) is defined similarly via the logical metric on
values dV4.

The fundamental lemma for the indistinguishability logical relation can now
be directly derivable from the non-expansiveness of the logical metric (Lemma 4)
and basic closure properties of negligible functions:

Lemma 5. For a variable context I' = x1 : Pyi,..., 2, : Py and closed positive
values (Zy, Z;,) in IndV (Py,) with 1 < k < m, we have for all M € A9 (I'; A)
and U € V,(I'; A),

(Mp,Mp') € IndC®(A) and (Up,Up') € IndV(A)

where p = [Z1/x1,..., Zm/xm] and p' = [Z]/x1,..., 2], [Tm]. In particular,
for a closed term M € A®(A), we have (M, M) € IndC®(A).

Theorem 2. The open extension of Ind is adequate and compatible.

Since the contextual indistinguishability relation ~ is the largest compat-
ible adequate relation, it contains Ind by Lemma 3, which implies that Ind
is sound for contextual indistinguishability. Full abstraction on the other hand
is not possible within our framework: since base types are equipped with the
discrete metric whose Kantorovich lifting coincides with statistical distance, we
cannot hope to capture the whole contextual indistinguishability relation as it
is well-known that statistical closeness is strictly included in computational in-
distinguishability (e.g. Proposition 3.2.3 in [26]).

3 Proving Encryption Scheme Secure Equationally

This section is devoted to the presentation of a game-based proof [48] of security
against active attacks for the encryption scheme IIr induced by any pseudoran-
dom function F'. The proof is rather standard and a less formal version of it can
be found in many cryptography textbooks (see, e.g., [35]). Following the advice
of the anonymous reviewers, we are keeping the presentation as self-contained
as possible.



16 Ugo Dal Lago, Zeinab Galal, and Giulia Giusti

Pseudorandom Functions and Private-key Encryption Schemes A pseu-
dorandom function [35] is a function computed by any deterministic polytime
algorithm taking two strings in input, and producing a string as output, in such
a way that when the first of the two parameters is picked at random, the unary
function obtained through currying is indistinguishable from a random one, all
this to the eyes of adversaries working in probabilistic polynomial time. The
notion of a pseudorandom function is closely related to that of a secure block-
cipher.

Private key encryption schemes [35], instead, are triples of algorithms in the
form (Gen, Enc, Dec), where Gen is responsible for generating a private key at
random, FEnc is responsible for turning a message into a ciphertext and Dec
is responsible for turning a ciphertext into a message. Both Enc and Dec make
essential use of a private shared key. One way to construct private key encryption
schemes is by way of pseudorandom functions: given one such function F', the
scheme [T is such that Enc encrypts a message m as the pair (r, Fi(r) & m),
where r is a random string generated on the fly and & is the bitwise exclusive-or
operator. The algorithm Gen, instead, simply returns a string picked uniformly
at random between those whose length is equal to that of the input. When
written down as ABLL terms, the algorithms Enc for encryption and Gen for
key generation have the types in Figure 4.

Defining Security The security of any encryption scheme, and of IIr in par-
ticular, is defined on the basis of a so-called cryptographic experiment, which
following [35] we call PrivKCPAY. Such an experiment allows the scheme ITx
and a generic adversary Adv to interact. The experiment proceeds by first al-
lowing Adv the possibility of generating two distinct messages mq and my, then
encoding my, (where b is picked at random) with a fresh key k, passing the ob-
tained ciphertext ¢ to Adv, and asking it to determine which one between mg
and m, the ciphertext ¢ corresponds to. The experiment PrivKCPAY then re-
turns 1 if and only if Adv succeeds in this task. In doing all this, the adversary is
active, i.e. it has the possibility of accessing an oracle for Ency(-). Consequently,
the adversary is naturally modeled as a second-order term, see again Figure 4.
Obviously, how Adv works internally is not known, but the considerations in
Section 1 allow us to conclude that all PPT functions of that type can be en-
coded in ABLL. The security of IIr can be expressed as the fact that for every
such Adv, the probability that PrivKCPAY returns 1 is at most % +e(n), where
¢ is a negligible function. This depends, in an essential way, on the fact that the
function F is indeed pseudorandom.

Proving Security How is the security of IIr actually proved? In fact, the
proof is, like most cryptographic proofs, done by reduction. In other words, it
proceeds contrapositively, turning any hypothetical adversary Adv for Il into
a distinguisher D for F' (namely an algorithm designed to distinguish F' from a
truly random function). If D can be proved successful whenever Adv is successful,
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FGen : U —o S[pk]

FEnc : S[pk] @ S[pm] — S[pc]

FOracle : S[pr] — S[pm] — S[p.]

Adv 114 (S[pm] —o S[pe]) o Spm] & Slpm] @ 11 (Slpe] —o B)
FPrivKCPAT : B

ED :1g(S[pm] — Slpe]) — B

Fig.4: Types for Terms in the CPA-security Proof

we can conclude that ITp is secure whenever F' is pseudorandom, both notions
being spelled out as the non-existence of adversaries of the appropriate kind.

The aforementioned reduction can actually be organized as follows. First
of all, we have to define how a distinguisher D can be defined with Adv as a
subroutine. The idea is to design D in such a way as to create the right environ-
ment around Adv, letting it believe that it is interacting with the experiment
PrivKCPA, and exploiting its capabilities for the sake of distinguishing F' from
a random function. In the context of ABLL, the distinguisher D becomes an
ordinary term having the type in Figure 4.

Then, we have to form two instances on D namely that interacting with the
pseudorandom function F, which we indicate as D, and that interacting with
a genuinely random function f, indicated as Df. Both F' and f can be assumed
to be terms of ABLL, but while the former can be taken as a term which does
not use any reference, the latter can only be captured by a stateful computation
— one cannot hope to pick uniformly at random a function on n-bit strings in
polynomial time in n without the help of some bookkeeping mechanism. The
latter will actually be implemented as a reference, call it ledger, whose purpose
is to keep track of the previous strings on which the function has been queried, so
that randomness can be generated only when needed. Since the type of f reflects
the presence of ledger, the type of D is to be updated accordingly, as we are
going to describe in the next paragraph.

For an arbitrary type A and a location context = whose variables do not

occur in A, we define A - = inductively as follows:

(8§
8§

G-2:=G (PQ)-Z:=(P-
(194)-2:=19%(4- 5) (PS% A).=:=(P-

—~

)o(Q =
)25 (4

n ~—

[
(8]

)

This operation can be easily extended to term variable contexts as follows:
g-2=0 (le:P)-Z:=I-EZz:P - =

Lemma 6. For every derivable judgments I';O F M : A and I' =V : A and
every location context = whose variables do not occur in I', @ and A, we obtain
that the jugdments I' - =0, 2+ M : A-ZE and I'-Z +V : A-Z are also
derivable.
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We also have to define an encryption scheme IT; which is structurally identical to
ITr, but which works with truly random functions (as opposed to pseudorandom
ones) as keys. Accordingly, one can form a variation PrivK CPA' on PrivKCPAT .

Now, the security of IT™ becomes the equation PrivKCPA" = flipcoin,
whereas flipcoin is the term, of boolean type, returning each possible result
with probability %, while < is a relation coarser than ~ defined by observing,
through marginals, only the actual boolean value returned by the computation,
without looking at the underlying store. The aforementioned equation can be
proved under the hypothesis that F' is pseudorandom, and this last condition
also becomes an equation. This time, however, the terms to be compared are
D¥ and DY.

The security proof then proceeds by contraposition, as explained schemati-
cally in Figure 5: from the negation of the thesis, the negation of the hypothesis
is derived and this is done by proving that both on the right and on the left sides
of the diagram it is possible to link the terms through the relation =. In this
context, it is clear that the use of observational indistinguishability and logical
relations becomes useful. In particular, a number of equations can be used, as
discussed in the following section. Noticeably, all of them can be proved sound
for observational indistinguishability through logical relations.

flipcoin
* +
PrivKCPAF \ PrivKCPA'
2 2
DF # Df

Fig. 5: Outline Proof of Security

Examples of Indistinguishability Equivalences Term equations and be-
havioral equivalences have been generalized to the setting of metric spaces via
quantitative (in)equations M =, N [39] and behavioral metrics [8,22]. In our
case, terms M = {M,}, are families indexed by the security parameter and
compared to the previous approaches, the contextual indistinguishability rela-
tion M ~ N intuitively means that for every n, M, =,y N, for some negligible
function e.

We present below two typical examples of pairs of terms which are in the con-
textual indistinguishability relation and are used for proving security properties.
A first example is the pair

returnf ~ lety = M inletz = random inequal(z,y) (randF)

where M is any computation term F M : S[i]. Intuitively, it means that for a
given binary string represented here by M, testing equality with a randomly
generated string returns true with a negligible probability.

The function symbol random is interpreted as the wuniform distribution in

D({0,1}™) given by [random],, : s — 5 for n > 1. The function symbol equal
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is interpreted as the function mapping a pair of strings (s1, s2) € {0,1}" to dy if
$1 = 8o and to d¢ otherwise for all n > 1. Therefore, we obtain that for all n > 1,
the final (big step) semantics of returnf is given by (returnf), = dé¢ € D({t,f})
and for N := lety = M inlet x = randominequal(z,y), we have:

(NDbw = > (Mn(s)- <21n5t + (1 - 21) 5f) = 2%(& - (1 —~ 21> o

s€{0,1}n

We can easily see that returnf and N are not contextually equivalent since they
reduce to different distributions. They are however contextually indistinguishable
which would be quite difficult to prove directly since it requires to quantify over
all closing contexts which can possibly copy their argument.

Instead, we use the logical metric defined in Section 2, which here coin-
cides with statistical distance (Definition 8) and obtain that for all n > 1,

dC]?;(return f,N) = QL Since the function € : n — QL is negligible, the pair
(returnf, N) is in IndC(B) and we obtain returnf ~ N by soundness (Theo-
rem 2).

Another required equation states that sampling a random string is equivalent
to random sampling followed by a performing a xor operation by a fixed string
(represented by a computation term - M : S[i]):

random ~ lety = M inlet z = randominzxor(zx,y) (randXOR)

The equation above is an example of Kleene equivalence as the two terms
random and P := lety = M inletxz = randominzxor(z,y) have the same
final (big step) semantics. The function symbol xor is interpreted by the stan-
dard exclusive-or function on binary strings mapping a pair (s1, 52) t0 dxer(s,,s2)-
The final semantics of (P),, for n > 1 is therefore given by:

(]PD"(S) = Z(]MD”(Sz) ’ <Z 21715}{01”(51782)(3)) = Zqu)n(52) : 2% = 2%

So S1 S2

where the penultimate equality holds since Oyer(s,,s,)(s) = 1 if s = xor(sy, s2)
(or equivalently s; = xor(s, s2)) and dxor(s, ,s,)(5) = 0 otherwise. Since (P), =
(random),, the distance between the two terms is therefore equal to 0 for the
logical metric and we can conclude immediately that they are in particular con-
textually indistinguishable. We can prove more generally that if two closed terms
are Kleene equivalent, then they are contextually indistinguishable.

Related Work

Although the literature regarding formal methods for the security analysis of
protocols and primitives is much more abundant in the symbolic model than in
the computational one, it certainly cannot be said that the latter has not been
the subject of attention by the research community. The work on probabilistic
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relational Hoare logic which gave rise to the EasyCrypt tool [13], must certainly
be mentioned. The result of Bana and Comon Lundt on inconsistency proofs as
security proofs [9], which in turn gave rise to the Squirrel tool [6], is another
pertinent example. In both cases, the model provides for the possibility of higher-
order constructions, which however are not fully-fledged. In particular, managing
complexity aspects and higher-order functions at the same time turns out to be
hard.

This last direction is the one followed by the work on CSLR and its formal-
ization [44]. In this case we find ourselves faced with a A-calculus for polynomial
time and its application to the study of cryptographic primitives. There are
two differences with this work. First of all, the greater expressiveness of ABLL
allows to capture PPT even for second-order constructions. Furthermore, the
logical relations introduced here effectively give rise to a notion of metric, while
in CSLR the underlying equational theories are exact, even though a notion of
observational equivalence similar to ours has been introduced.

Another attempt that goes in the same direction as ours is the work by
Mitchell et al. [41], who introduced a process algebra in the style of Milner’s CCS
capable of modeling cryptographic protocols. Unlike ours, the resulting calculus
is concurrent and this gives rise to a series of complications. Once again, de-
spite the underlying notion of observational equivalence being approximate and
therefore adhering to computational indistinguishability, the proposed notion of
bisimulation is exact and as such much finer.

Logical relations [50,43] are a powerful tool for relational reasoning about
higher-order terms. They are known to work well in calculi with effects and in
particular in presence of probabilistic choice effects [29,11,5]. It is also known
that metric versions of logical relations can be given, and that they are useful
for sensitivity analysis [45,14]. The possibility of applying logical relations to
calculi such as the cryptographic A-calculus is well-known [30], but the under-
lying calculus turns out to be fundamentally different from ours, being in the
tradition of the symbolic model and abstracting away from probabilistic effects
and complexity constraints.

Conclusion

This work shows how an approximate form of logical relation can be defined and
proved sound for computational indistinguishability in a higher order A-calculus
with probabilistic effects and references. This allows cryptographic proofs to be
carried out in a purely equational way by justifying the equations used.

Possible topics for future work include the transition to a logic in the style
of higher-order logic, this way enabling the combination of relational and logical
reasoning, in the sense of the work of Aguirre and co-authors [4].
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