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ABSTRACT

Machine learning (ML) algorithms rely primarily on the availability
of training data, and, depending on the domain, these data may
include sensitive information about the data providers, thus leading
to significant privacy issues. Differential privacy (DP) is the pre-
dominant solution for privacy-preserving ML, and the local model
of DP is the preferred choice when the server or the data collector
are not trusted. Recent experimental studies have shown that local
DP can impact ML prediction for different subgroups of individu-
als, thus affecting fair decision-making. However, the results are
conflicting in the sense that some studies show a positive impact of
privacy on fairness while others show a negative one. In this work,
we conduct a systematic and formal study of the effect of local DP
on fairness. Specifically, we perform a quantitative study of how
the fairness of the decisions made by the ML model changes under
local DP for different levels of privacy and data distributions. In
particular, we provide bounds in terms of the joint distributions
and the privacy level, delimiting the extent to which local DP can
impact the fairness of the model. We characterize the cases in which
privacy reduces discrimination and those with the opposite effect.
We validate our theoretical findings on synthetic and real-world
datasets. Our results are preliminary in the sense that, for now, we
study only the case of one sensitive attribute, and only statistical
disparity, conditional statistical disparity, and equal opportunity
difference.
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1 INTRODUCTION

Information gathered about individuals is frequently utilized to
make decisions that affect those same individuals. For example,
financial services firms use ML models for risk management and
real-time market data analysis. Medical researchers also use ma-
chine learning (ML) to identify disease signs and risk factors, and
doctors to help diagnose illnesses and medical conditions in pa-
tients. In these contexts, there is a tension between the requirement
for accurate systems ensuring individuals receive their due and the
necessity to safeguard individuals from the improper exposure of
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their confidential information. In other words, can these models be
trusted to operate on personal and sensitive data? Are these models
fair or do they potentially reproduce or exacerbate existing bias in
society?

Differential privacy (DP) [18] is currently the leading privacy-
preserving ML solution to protect sensitive information about in-
dividuals in data set used for statistical purposes or for training
machine learning models. This is achieved by injecting controlled
noise on the aggregated data or during the learning process. How-
ever, the original model of DP (aka central DP) assumes trustworthy
data collectors and servers. For this reason, in recent years the local
model of DP (LDP) [26] has gained more and more attention, as it
achieves privacy guarantees without the above assumptions. Indeed,
with LDP each data point is locally obfuscated at the data-owner
side before being collected, thus protecting data from privacy leaks
at both the source and the server side. LDP has been endorsed and
deployed by big tech companies. For instance, Google Chrome uses
LDP to collect data from users [19], and Apple uses LDP to collect
emoji usage data, word usage, and other information from iPhone
users (iOS keyboard) [5].

On the other hand, algorithmic fairness strives to guarantee that
generated models refrain from discriminating against groups or
individuals on the basis of their sensitive attributes (such as race,
gender, age, etc.). Numerous fairness metrics have been formally
established and suggested in the literature to evaluate or quantify
discrimination [29]. These metrics can be broadly categorized into
two main groups: group metrics and individual metrics. Group
fairness metrics seek to guarantee uniform decisions across sub-
populations, while individual fairness metrics aim to ensure that
comparable individuals are treated equally [3, 28, 31, 32].

Achieving both privacy and fairness is crucial. However, it has
been shown that privacy-preserving algorithms, and in particular
(central and local) DP, tend to affect majority and minority groups
differently, thus implying that in some cases privacy and fairness
are at odds [2, 8, 12, 20, 36]. Nevertheless, in other lines of research,
DP and fairness results align. For instance, Dwork et al. [17] proved
that individual fairness is a generalization of DP and provided some
constraints under which a DP mechanism also ensures individual
fairness. Xu et al. [42] proposed algorithms to achieve both DP and
fairness in logistic regression by incorporating fairness constraints
in the objective function. Recently, Arcolezi et al. [7] proposed a
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novel privacy budget allocation scheme that considers the varying
domain size of sensitive attributes and showed that, under this
scheme, LDP leads to slightly improved fairness in learning tasks.
These contrasting claims, most of which are backed only by exper-
imental results, show that a systematic and foundational study of
the relationship between privacy and fairness is highly needed. This
work is a step in that direction.

Specifically, we formally study the impact of training a model
with data obfuscated by randomized response (RR) [39], a funda-
mental LDP protocol [23] that serves as a building block for more
complex LDP mechanisms (e.g., [10, 19, 38]). The choice of RR is
also motivated by its optimality for distribution estimation under
several information theoretic utility functions [24] and by its design
simplicity as it does not require any particular encoding. Specifi-
cally, RR provides optimal computational and communication costs
for users since the output space equals the input space. Moreover,
no decoding step is needed on the server side. It also means that
the server is free to use any post-processing coding techniques (e.g.,
one-hot encoding, mean encoding, binary encoding) to improve
the usefulness of the ML model.

Building on this foundation, our main contribution consists of
a theoretical analysis of how the fairness of the prediction of an
ML model is affected by the application of RR on the training data,
depending on the level of privacy and the data distribution. In par-
ticular, we study three notions of fairness: statistical disparity [17],
conditional statistical disparity [13], and equal opportunity [22],
and identify the conditions under which they are improved or re-
duced by RR. We then empirically validate our results by performing
experiments on synthetic data and four real datasets, Compas [4],
Adult [15], German credit [16], and LSAC [40]. All detailed proofs
supporting our findings are available in Appendix A.1.

2 RELATED WORK

Although the topics of privacy and fairness have been studied for
years by philosophers and sociologists, they have only recently re-
ceived significant attention from the computer science community.
This section provides an overview of existing research that explores
the intriguing relationship between DP and fairness, specifically
in the context of ML. We also recommend the recent survey by
Fioretto et al. [21], which discusses the conditions under which
DP and fairness have aligned or contrasting goals in decision and
learning tasks.

Central differential privacy. Pujol et al. [36] empirically mea-
sure the impact of differentially private algorithms on allocation
processes. They use two privacy mechanisms: the Laplace and the
Data-and-Workload-Aware algorithm. Their results show that in
the settings where the introduced noise is modest (higher ¢), im-
pacts on fairness may be negligible. However, the introduced noise
disproportionately impacts different groups under strict privacy
constraints (smaller ¢). In [8], the authors empirically showed that
by introducing noise, the accuracy of a model trained using DP-
SGD [1] decreases compared to the original, non-private model.
More specifically, if the original model is “unfair” (in the sense
that accuracy is not the same across different subgroups), then
DP-SGD deepens the differences between subgroups. Mangold et
al. in [30] performs a theoretical analysis of the impact of central

DP on fairness in classification. They prove that the difference in
fairness levels between private and non-private models diminishes
at a rate of O (v/P/n), where n represents the number of training
records and p is the number of parameters. They also provide an
empirical study using the central model with Gaussian noise for
DP and [2-regularized logistic regression models for prediction.
Local differential privacy. In [33], Mozannar et al. show how
to adapt non-discriminatory learners to work with privatized at-
tributes, giving theoretical guarantees on performance. The experi-
mental analysis by Makhlouf et al. [27] showed that obfuscating
several sensitive attributes instead of obfuscating only the sensitive
attribute used to assess fairness gives better results for fairness.
Also, the authors observed that combined LDP, compared to inde-
pendent LDP, reduces the disparity more efficiently at low privacy
guarantees (high ¢). Arcolezi et al. [7] also empirically deals with the
impact on fairness of applying LDP to multiple sensitive attributes.
The analysis covers several fairness metrics and state-of-the-art
LDP protocols. Their results contrast with those obtained with
central DP, as they show that LDP slightly improves fairness in
learning tasks without significant loss of the accuracy of the model.

3 PRELIMINARIES AND NOTATION

This section presents the framework we consider in this work and
briefly recalls the privacy setting and the fairness metrics applied
in this study.

Variables are denoted by uppercase letters, while lowercase let-
ters denote specific values of variables (e.g., A = a, Y = y). A pre-
dictor ¥ of an outcome Y is a function of a set of variables (A, X)
where X designates the set of non-sensitive attributes and A € {0, 1}
represents the sensitive attribute!. For example, when deciding to
hire an individual, the sensitive attribute could be someone’s gen-
der or race, and the non-sensitive attributes X could include the
person’s education level and professional experience. Note that X
could include proxies to A, such as zip code, which could hint to
race. We assume that ¥ and Y are binary random variables where
Y = 1 (e.g., hiring a person) designates a positive outcome, and
Y = 0 (e.g., not hiring a person) designates a negative outcome. For
the remainder of this paper, we assume that we have access to a
(multi)set S = {(aj, xi, yi) }}—; of niidsamples from the distribution
onAXXXY.

We call A’ = L(A) the obfuscated version of the sensitive at-
tribute A, where £ is a certain randomized LDP mechanism. Thus,
we denote a randomized version of S as S’ = (a}, x;, yi)?:l-

3.1 The framework

Figure 1 illustrates the framework deployed in our work. We assume
a given decision task, such as deciding whether to release a convict
on parole or admit an applicant to a college program. We assume
that we dispose of a set of data S = (A, X, Y)train U (A X, Y)test
for building an ML model to help with the task, and for evaluating
it. Specifically, (A, X, Y)trqin is used for training the model, and
(A, X,Y)test to assess the fairness of its predictions.

As shown in Figure 1, in order to measure the impact of the
LDP mechanism £, we train two models. The baseline model M

!In this work, we consider a single sensitive attribute (no intersectionality [28]) and
X can be a vector of variables.
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Figure 1: Our framework to assess the impact of LDP on the fairness of a ML model.

(upper shaded box) is trained on the original data (A, X, Y)srqin,
and we call its prediction Y. Then, we obfuscate the training set by
applying L to the A component of each sample in (A, X, Y)¢rain.
The resulting data set (A”, X, Y)¢rqin is used to train (with the same
classification algorithm and the same hyper-parameters) a second
model M’, whose prediction is called Y’ (lower shaded box).

The difference between Y’ and ¥ on the original testing data
quantifies the impact of LDP on the fairness of the model. It is
important to emphasize that, in our framework, the individual pre-
dictions, both for M and M, are obtained by applying the models
to the original testing data (A, X, Y)test- Namely, in testing phase,
¥ = M(A,X) and ¥/ = M(A, X) (instead of ¥/ = M(A’, X)). This
is because we argue that fairness must be evaluated on the true data.
Indeed, even if a model was trained on obfuscated data, it is likely
to receive the true data as input at the moment of its deployment.
And in any case, the presence of proxies may reveal the true value
of the sensitive variable anyway.

3.2 Local Differential Privacy

We recall the definition of LDP as given in the literature for the
discrete case.

Definition 1 (e-Local Differential Privacy [23]). An algorithm £
satisfies e-LDP, where ¢ is a positive real number representing the
privacy parameter, if for any input v1 and vz € Dom(L) and for all
possible output y:

P[L(v1) =y] < € P[L(v2) =]

Several LDP mechanisms have been proposed in the literature [41].

The mechanism we consider here is randomized response (RR) [23,
39] for a binary variable a € {0, 1}, which is defined in Equation (1).

et

£ _
e 1-0-1 (1)
e‘+1°

@ a with probability
RR(a) =
a with probability

where @ = 1 if a = 0 and, viceversa, a = 0 if a = 1. It is easy to
see that RR satisfies e-LDP. For simplicity, we will denote by p the
probability e°/(e+1) that the reported value is the true value.

3.3 Fairness

Many fairness metrics have been proposed in the literature, and they
fall into two main categories, namely, the group and the individual
fairness metrics [3, 9, 28, 29, 31, 37]. This paper focuses on statistical
group fairness metrics, which assess fairness based on a predefined
sensitive attribute A. We will call privileged the group for which the
prediction is favorable (¥ = 1) more frequently, and unprivileged
the other group. We will consider the following metrics.

e Statistical disparity (SD) [17] is the most basic notion of fair-
ness. It measures the difference in acceptance rates between
groups and is defined as:

SD=P[Y=1|A=1]-P[Y =1]A=0]. (2

e Conditional statistical disparity (CSD) [13] is a variant of sta-
tistical disparity obtained by conditioning on a set of explanatory
attributes which may legitimate the discrimination [25]. In this
paper, we assume that all variables in X are (potential) explana-
tory variables, and we define conditional statistical disparity for
each instance x of X as follows:

CSDy =P[Y=1|X=x,A=1]-P[Y=1|X=x,A=0]. (3)

Note that, in general, x represents a tuple of values since X may
contain more than one attribute.

¢ Equal opportunity difference (EOD) [22] is one of the most
popular notions of fairness nowadays. It measures the disparity
between the true positive rate? among the two groups:

EOD=P[Y=1|Y=1,A=1]-P[Y=1]|Y=1A=0]. (@)

4 QUANTITATIVE ANALYSIS OF THE IMPACT
OF PRIVACY ON FAIRNESS

In this section, we formally study the impact of LDP on fairness.
Specifically, we perform a quantitative study of how the fairness of
the prediction is affected by the application of the RR mechanism
to the sensitive values in the training data, depending on the level
¢ of privacy and on the data distribution.

We briefly recall our setting. In addition to the sensitive attribute
A and the true decision Y, which are binary, the data includes a set

2The true positive rate is defined as %, where TP are the true positive predictions
and FN are the false negative predictions.



of non-sensitive attributes X with arbitrary values. We assume that
the data model is probabilistic, in the sense that the data may contain
tuples with the same values for X and A and different values for
Y. A’ = RR(A) is an obfuscated® version of A obtained by applying
the RR mechanism to A, and it is also binary. The prediction of
the model trained on the original data is denoted by ¥, while that
of the model trained on the obfuscated data, which we will call
LDP model, is V. of course, ¥ and Y7 are also binary. We assume
that both models are deterministic. Namely, on a given input (x, a),
M always outputs the same prediction. The same holds for M’,
although the prediction may be different from the one of M.

Table 1 shows some abbreviations and definitions we use in
the paper. In particular, AY denotes the difference between the
frequency of the samples with the positive true decision (Y = 1)
and those with the negative true decision (Y = 0), and have A = a
and X = x. On the other hand, I’} denotes the difference between
the positive and negative decision rates given A = a and X = x.
AZ¥ and T/* denote the corresponding quantities in the obfuscated
training data (i.e., on the samples with A’ = a and X = x).

In order to reason formally about the impact of privacy on fair-
ness, we need to make a basic assumption about the training algo-
rithm. Namely, we assume that the baseline model, in correspon-
dence of the input (x, a), predicts Y =1if AY > 0, namely the
majority of the tuples in the training set with X = x and A = a
have Y = 1, and predicts ¥ = 0, otherwise. This assumption is quite
natural, as, in general, an ML model should opt for the prevailing
decision seen in training*. We make the same assumption for the
LDP model M’ (with A replaced by A’), which is reasonable since
M and M’ are trained with the same algorithm. Formally:
Assumption 4.1. The prediction of M (baseline model) is:

X
a

ox {1 if A} >0 (or equivalently, TS > 0),

0 otherwise.

Assumption 4.2 . The prediction of M’ (LDP model) is:

X
a .
0 otherwise.

3 {1 if A >0 (or, equivalently, I)* > 0),

The following Lemma relates the difference between the fre-
quencies of positive and negative decisions in the obfuscated and
original data. We recall that p = €°/(e+1) is the probability that the
value reported by RR is the true value.

Lemma 4.1. A7 =p A7+ (1-p) AX.

See proof on page 13.

The following Lemma relates the LDP model’s prediction to the
original data’s statistics. It follows simply by case analysis from
Lemma 4.1 and Assumption 4.2.

3In this paper, we use the terms obfuscated and randomized exchangeably.
4Some learning algorithms like the Nearest Neighbours actually use a generalization
of this criterion to produce the prediction.

Lemma 4.2.
AZ, AX >0, or
a

Yx =1 if {A;>0 and AL <0 and e 2 -AZ/a%, or

A; <0 and AX>0 and e < —AZ/AX.

A%, AZ <0 and at least one of them is strictly negative, or
Yx =0 if {A5>0 and AZ<0 and e < —AZ/NE, or

A; <0 and AX>0 and e > -A%/n%.

4.1 Impact of LDP on conditional statistical
disparity

In this section, we analyze the effect of RR on conditional statis-
tical disparity with respect to a specific tuple of values x of the
explaining variables. To do so, we compare CSD}, which represents
the conditional statistical disparity of prediction of the LDP model,
with CSDy which is the one of the baseline model. Following the
principle that fairness should be assessed on the true inputs, we
define CSD/, as:

CSD, =P[Y' =1|X=x,A=1]-P[Y =1|X=x,A=0].

Namely, the conditioning is on A and not on A’. Note that, since the models
are deterministic, CSDy and CSD’,. could equivalently be defined as:

CSDy = ¥¥-Y¥F and CSD, = ¥V/* - ¥;*.

The following theorem states the relation between CSDy and CSD/.
Theorem 4.1 Impact of LDP on CSD.

(1) if CSDy >0 then 0 < CSD/, < CSDy
(2) if CSDy <0 then CSDy < CSD/, <0

(3) if CSDx =0 then CSD) =CSDx =0

See proof on page 13.

Essentially, the above theorem says that CSD/ is always sandwiched be-
tween CSDy and 0. Namely, if, in the baseline model, there is discrimination
against one group, then obfuscating A tends to reduce the discrimination.
It never introduces discrimination against the other group. In one extreme
case, it may leave things unchanged, while, in the opposite extreme case, it
may remove the discrimination entirely. If, in the baseline model, we have
conditional statistical parity (CSDy = 0), then obfuscating A maintains this
property.

It is important to note that Theorem 4.1 does not depend on whether the
unprivileged group is the minority or the majority of the population.

4.2 Impact of LDP on statistical disparity

Using the results of CSDy., in this section, we analyze the impact of privacy
on SD by comparing SD’ and SD, where SD’ is the statistical disparity of
the prediction of the LDP model, defined as:

SD' =P[Y' =1|A=1]-P[Y' =1]A=0]. (5)

Again, note that we condition on A rather than A’.

We make the following assumption that we call the uniform discrimi-
nation assumption. Essentially, it says that if one group is discriminated
against for some value x* of X, then the other group cannot be discrim-
inated against for other values x of X. This is a natural assumption in
real-life scenarios. For example, consider an ML system that tries to predict
whether to release an individual on parole, given the type of crime they
have committed in the past. If the system (or the historical data in which it
is trained) discriminates against an ethnic group in case of a minor crime, it
would still discriminate against that same group in case of a major crime, or,
at most, be fair. As another example, consider granting an application for a
loan: If, for a certain amount of money requested, the applications from an
ethnic group are accepted more frequently than those from the other group,



Table 1: Abbreviations and definitions used in the paper. P denotes the empirical probability (frequency) on the training set.

Abbreviations

. Y; € {0,1} : the prediction of the baseline model M on the input (x, a)

«CSDy =P[Y=1|X=x,A=1] -P[Y =1| X =x, A = 0] : Conditional statistical disparity in M
«SD=P[Y=1]A=1]-P[Y =1| A=0] : statistical disparity in M
.EOD=P[Y=1|Y=1,A=1]-P[Y=1|Y=1,A=0]: equal opportunity difference in M

. f/‘;" € {0, 1} : the prediction of the LDP model M’ on the input (x, a)

« CSD} = P[Y =1|X=x,A=1] -P[Y’ =1| X =x, A = 0] : Conditional statistical disparity in M’
«SD’ =P[¥' =1|A=1] —=P[Y’ = 1] A = 0] : statistical disparity in M’

«EOD' =P[Y' =1|Y=1,A=1] -P[Y =1| Y =1,A = 0] : equal opportunity difference in M’

Definitions

cAY=P[Y=1,X=xA=a]-P[Y=0,X=x,A=a]

TX=P[Y=1X=x,A=a] —-P[Y =0|X = x,A =d]

CAX=P[Y=1,X=xA =a] -P[Y=0,X =x,4" =q]

TX=P[Y=1X=x,A"=a] -P[Y =0|X =x, A’ = q]

it is unlikely that, for a different amount of money, the situation would be
inverted.

Formally, the uniform discrimination assumption is stated as follows:
Assumption 4.3 . Uniform discrimination assumption

if 3x"T; >TJ then Vx T > T

In the remainder of this section, we differentiate between two scenarios
depending on whether X and A are independent. We will denote the case
of independency by X L A, and the case of dependency by X £ A>.

4.2.1 First scenario: X 1 A.

We first consider the case of independency. We start by showing that we
can quantitatively express SD in terms of the distribution of the data as
follows:

Lemma 4.3 (Quantification of SD).
P[AX 20 A AX <0]  if 3xTF > I

if VxTF =T

—P[AX <0 A A¥ >0] if IxTF <I¥

See proof on page 14.
Analogously, we have:

Lemma 4.4 (Quantification of SD’).
P[AX >0 A A <0] if 3x X >T;*
if VxI[/* =T;*

—P[AX <0 A AKX 20] if 3xTX <T*

5In real-life contexts, X and A are usually dependent.

See proof on page 14.
Using Lemma 4.1, by case analysis, the quantification of SD’ can be
reformulated in terms of the distribution in the original data, as follows.

Lemma 4.5 (Quantification of SD’ in terms of the distribution on the
original data).
l AX >0 A AX <OA

if 3x T} >TI°
ef > —AX/aX A ef >~ aX ] f 1o

if VXTF =TI

» AX <0 A AN >O0A
e > —Ag/Af A e > —Af(/ABX

if IxTF <TF

We can now state the main result of this section: If X 1 A, then, like
in the case of conditional statistical disparity, we have that SD’ is always
sandwiched between SD and 0.

Theorem 4.2 Impact of LDP on SD. Case X L A.

(1) if SD>0 then 0 <SD’ <SD
(2) if SD <0 then SD < SD’ <0
(3) if SD=0 then SD’ =SD =0

The proof follows immediately from Lemmas 4.3 and 4.5 because the
values of X that constitute the probability mass in the expression of SD’
are a subset of those that constitute the probability mass in the expression
of SD.

Discussion. Theorem 4.2 means that, from an unfair situation (SD > 0 or
SD < 0), obfuscating the sensitive attribute A in general advantages the
unprivileged group, but it never ends up discriminating the other group.
(We will see in the next section that this is not always the case when some
proxies to the sensitive attribute A exist in the data.)

In one extreme case, the situation does not change (SD” = SD). By looking
at the expression quantifying SD and SD’ in Lemma 4.3 and 4.5, we can see



that this happens when the noise we inject is small, i.e., for high values of ¢,

and, more precisely, when ¢ satisfies Vx & > max{In(=45/aY), In(-A7/a%)}.

In the opposite extreme case, the discrimination is totally eliminated
(SD’ = 0). This last case raises when we inject enough noise, and more
precisely, when ¢ satisfies Vx & < max{In(=A5/a%),In(=A7/A%)}.

In all the other cases, i.e., when for some x we have:

& > max{In(-A75/a¥),In(-A7/a¥)} and for other x we have:

£ < max{In(-A7/a¥),In(-A7/a¥)}, obfuscation removes some discrim-
ination, but not entirely. Namely 0 < SD’ < SD if SD is positive, or
SD < SD’ < 0 if SD is negative.

Note that the extreme case in which ¢ is 0 is equivalent to eliminating A
entirely from the data. Hence, the takeout of this section is that the disparity
between groups can be eliminated by removing the sensitive attribute, but it
is important to remember that this is true only because there are no proxies
to the sensitive attribute in the data (X L A).

Again, we note that Theorem 4.2 does not depend on whether the un-
privileged group is the minority or the majority of the population.

4.2.2 Second scenario: X | A.

Usually, proxy attributes to the sensitive attribute A exist in the data. In
other words, A and X are dependent (X ¥ A). In this section, we study the
impact of privacy on SD when X |/ A. Theorem 4.3 presents the results of
the impact of privacy on SD in this scenario.

Theorem 4.3 Impact of LDP on SD. Case X | A.

(D) if IxT)F >TF then SD' < SD

(2) if IxT} <TI; then SD < SD’

(3) if VxTI} =Ty then SD’=SD
See proof on page 15.

4.2.3  Discussion.

Theorem 4.3 confirms that also in the case X LA, in general, the unpriv-
ileged group benefits from privacy, and again, it does not depend on the
privileged group being the majority or not. This finding is validated by our
experiments on both synthetic and real-world datasets (cf. Figures 6 and 8
in Section 5).

Theorem 4.3 differs from Theorem 4.2 mainly on two points. First, SD and
SD’ can have opposite signs. In other words, from a scenario where there is
discrimination against one group, for instance, the group A = 0 (SD > 0),
we can have, after obfuscation, a discrimination against the other group
A =1(SD’ < 0). We can even have scenarios in which, after obfuscation,
the magnitude of unfairness against the other group is higher than the
original one. This result is quite surprising. We simulated such a scenario
using synthetic data (S5) and presented the results in Figure 4 (Section 5).

Second, we note that in case 1 we can have SD < 0 despite the fact that
3x I > I (which, by the Assumption 4.3, implies that Vx I > T¥), and
similarly for case 3. From the proof of the above theorem, we can see that it
is particularly likely to happen when P[X = x|A = 1] < [X = x|A =0]).
This is a form of the Simpson’s paradox called Association Reversal [34]:
we have a scenario in which for all sub-populations (i.e., for all x) there
is discrimination against one group, while when considering the whole
population, the discrimination is against the other group. Note that privacy
obfuscation does not break the paradox, because also SD’ is negative.

Another form of the Simpson’s paradox called the Yule’s Association
Paradox [14] can happen when for all sub-populations, the model shows
fair results (i.e., Vx CSDy = 0), while for the whole population, it shows
unfair results (SD# 0). In Section 5, we generated a synthetic dataset (S4)
to illustrate such a paradox. Note that in this case, the privacy obfuscation
has no effect on fairness: all the metrics remain the same. Indeed, if Vx
CSDy =0, then Yx CSD’ = 0, and all the metrics under consideration in
this paper are based on CSDY,.

4.3 Impact of LDP on equal opportunity
difference

This section considers the impact of privacy on EOD (Eq. 4). This notion of
fairness, by contrast to SD (Eq. 2), considers, in addition to the prediction
Y, the true decision Y (cf. Equation 4).

The justification for the EOD as a notion of fairness is that Y is supposed
to be reliable and not to incorporate any bias (Hardt et al. [22]). Hence, if Vis
consistent with Y, the prediction should be fair as well. Furthermore, thanks
to this compatibility, and in contrast to other notions of fairness, EOD is, in
general, going well along with accuracy (although there are exceptions: [35]
has shown that, for certain distributions, Equal Opportunity implies trivial
accuracy). We capture this principle in Assumption 4.4 here below, which
states that the true decision Y is independent of the sensitive attribute A
given X.

Assumption 4.4 . Reliable Y. The decision Y is independent of the sensitive
attribute for any value of the explaining variable. Namely:

P[Y=1]|X=xA=1]=P[Y=1|X=xA=0].

The limitation of EOD is that the “true” Y may not always be available.
In its stead, the data may contain decisions that have been made in the past
(which may not always have been fair), or decisions based on some proxy
to the true Y. In any case, Assumption 4.4, may not always be satisfied in
the data. When it is satisfied, however, we can obtain a strong result about
the effect of privacy on EOD, similar to the one for SD. This is expressed by
the theorem below.
Theorem 4.4 Impact of LDP on EOD.

(1) if EOD >0 then 0 < EOD’ < EOD
(2) if EOD <0 then EOD < EOD’ <0

(3) if EOD=0 then EOD’ =EOD =0
See proof on page 16.
We recall that the above theorem holds under Assumption 4.4. On the
other hand, it is valid regardless of whether X and A are independent.

5 EXPERIMENTAL RESULTS AND DISCUSSION

5.0.1 Main results and discussion. To validate our theoretical results, we
have conducted a set of experiments on both synthetic and real-world
fairness benchmark datasets. To each of these datasets, the fairness metrics
presented in section 3.3 are applied to the baseline model M (model trained
on the original samples) and to the LDP model M’ (model trained on the
obfuscated samples). Then, to assess the impact of privacy on fairness, in
relation to Theorems 4.1, 4.2, 4.3, and 4.4, the predictions of these two models
are compared. Recall that the testing samples for both M and M’ are always
kept original without obfuscation. We vary the privacy parameter ¢ in the
{16,8,2,1,0.85,0.5,0.4,0.3,0.2,0.1} for the synthetic datasets and in the
e = {16,8,5,4,3,2,1,0.5} for the real-world datasets. At ¢ = 0.1 (strong
privacy), the ratio of probabilities is bounded by £! = 1.05, giving nearly
indistinguishable distributions between the two groups, whereas at ¢ = 16
(weak privacy), the distributions are nearly the same as in the original data.

5.1 Data and Experiments

Environment: All the experiments are implemented in Python 3. We
use Random Forest model [11] for classification with its default hyper-
parameters and randomly select 80% as the training set and the remaining
20% as the testing set. For the RR mechanism, we use the implementation
in Multi-Freq-LDPy [6].

Stability: Since LDP protocols, train/test splitting, and ML algorithms are
randomized, we report average results over 100 runs.

Datasets: We validate our theoretical results with six synthetic datasets
(Section 5.2) and four real-world datasets (Section 5.3).
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Figure 2: Causal graphs of the Synthetic Datasets.
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Figure 3: Results for the synthetic dataset $1-S4, illustrating
the impact of LDP on fairness (y-axis) for privacy level ¢ (x-
axis). Note that in S3 we have X / A and the fairness measure
SD is inverted after obfuscation. Also, EOD is inverted after
obfuscation. This is because Assumption 4.4 is not verified
in this dataset. S4 illustrates Yule’s Association Paradox, a
variant of the Simpson’s paradox. The fairness values on the
original data (no privacy) are the values for ¢ = co.

5.2 Synthetic Datasets

The causal graphs used to generate the synthetic datasets are depicted in
Figure 2, and the joint empirical probabilities (frequencies) for the various
combinations of values are shown in Table 2. S1 differs from all other
datasets in that X and A are independent, whereas in all other datasets,
namely S2-S6, X and A are dependent. A and Y are binary variables while X
is a discrete variable. In S1, S2, and S4, X is also a binary variable. S3 and S5
are generated to simulate the scenario where privacy shifts discrimination
between groups. S5 shows an extreme scenario where |SD’| > |SD|, while
[SD’| < |SD| in S3. And finally, S4 includes a case of Yule’s Association
Paradox [14] (Section 4.2.2).
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Figure 4: Results for the synthetic dataset S5. Note that EOD
is also inverted here after obfuscation. Again, this is because
Assumption 4.4 is not verified in this dataset.
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Figure 5: Results for the synthetic dataset S6.

In the plots that follow, the vertical dashed line in each plot shows the
fairness values when the model is trained on original samples (no privacy).
It turns out that they are always the same as for the level of privacy ¢ = 16.

Figure 3 shows the obtained results for S1-S4 presented above while S5
and S6 results are depicted in Figure 4 and Figure 5, respectively. For example,
in S1, where some fairness measures show fair results in the baseline model
M, namely EOD and CSDy, enforcing privacy helped maintain these fair
results: SD’ = 0 and CSD’1 = 0. However, some fairness measures show
unfair results against group A = 0 in the baseline model, namely SD, and
CSDy; thus, enforcing privacy removed discrimination when enough noise
is added. In particular, at ¢ = In(=A5/AY) = 0.85, SD’ and CSDj, values
started to decrease and continued to decrease reaching full parity between
groups.

As we proved theoretically in Theorem 4.3, and explained in Section 4.2.2,
in S3 and S5 and from a scenario where SD and EOD show discrimination
against the group A = 0, by applying privacy, the discrimination became
against the other group A = 1. Note that this does not contradict Theo-
rem 4.4, because S3 and S5 do not verify Assumption 4.4°. For S3, although
this inversion of fairness conclusions (discrimination switching from one
group to another when applying privacy), the disparity after obfuscation
decreased: [SD’| < |SD| (|SD’| = 0.33 and |SD| = 0.39). However, S5
(Figure 4) shows an extreme case where the disparity between groups after
obfuscation increased: |[SD’| > |SD| (|SD’| = 0.46 and |SD| = 0.39). In
other words, not only has the discrimination switched from one group to
the other after obfuscation, but also the level of unfairness has increased.

®We provide in Appendix A.2 a dataset called S7 that satisfies Assumption 4.4
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Figure 6: Impact of LDP on disparity (y-axis) by varying the
privacy level ¢ (x-axis) showing the behavior of fairness mea-
sures on groups separately when applying privacy. For read-
ability, only SD and EOD are illustrated. Results for the syn-
thetic datasets S1, S2, S3, and S5.

S4 shows a case of the Yule’s Association Paradox [14], a variant of the
Simpson’s paradox. That is, the model M shows fair results for all sub-
populations: CSDy = CSD; = 0. However, M shows unfair results for the
whole population: SD= 0.26. As shown in Figure 3(d), the paradox stayed
even under a strong privacy regime (¢ = 0.1) and hence obfuscating the
sensitive attribute solely didn’t remove the paradox from the data.

To better understand how privacy impacts fairness, the plots in Figure 6
show how the impact of privacy on P[Y=1|A=a]andP[Y=1]Y =
1, A = a] for both groups A = 1 and A = 0 while varying e.

As mentioned in Section 4.2.2, the unprivileged group A = 0 benefits
more from privacy. In other words, when obfuscating the sensitive attribute
and aligning with our Theorems 4.1- 4.4, the results of the acceptance rates
and the true positive rates of the unprivileged group tend to increase. For
instance, for all the synthetic datasets, it is clear that it is group A = 0 who
advantages from privacy as shown in Figure 6. In other words, there is an
increasing trend of P[Y=1|A=0]andP[Y=1|Y=1A=0].

5.3 Real-world Datasets
We consider the following four real-world datasets:

o Compas: This dataset includes data about defendants from Broward
County, Florida, during 2013 and 2014 who were subject to Compas
screening. Various information related to the defendants (e.g., race,
gender, age, arrest date, etc.) were gathered by ProPublica [4], and
the goal is to predict a risk score of recidivism’. Only black and
white defendants assigned Compas risk scores within 30 days of
their arrest are kept for analysis, leading to 5915 individuals in
total. We consider race (A = 1 for non-black individuals and A = 0
for black individuals) as the sensitive attribute and the risk of
recidivism as the outcome. Y = 1 designates a low risk score of
recidivism while Y = 0 denotes a high risk score. The number of
priors of an individual is used as an explaining variable to compute
CSDy where X = 1 denotes a high number of priors, and X = 0
denotes a low number of priors.

"The risk of recidivism in the Compas dataset is a value between 1 and 10 where the
higher the score, the higher the risk of recidivism for the defendant.
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Figure 7: Results for the real-world datasets. The German
credit dataset does not satisfy Assumption 4.3, which ex-
plains its unstable behavior.

o Adult [15]: This dataset [15] consists of 32, 561 samples, and the
goal is to predict the income of individuals based on several per-
sonal attributes such as gender, age, race, marital status, education,
and occupation. Gender is the sensitive attribute (A = 1 for men
and A = 0 for women), and income is the outcome where Y = 1
designates a high income while Y = 0 denotes a low income. Educa-
tion level is the attribute used as an explaining variable to compute
CSDyx where X = 1 denotes a high education level and X = 0
denotes a low education level.

e German credit [16]: This dataset includes data of 1000 individuals
applying for loans. This dataset is designed for binary classification
to predict whether an individual will default on the loan (Y = 0)
or not (Y = 1) based on personal attributes such as gender, job,
credit amount, credit history, etc. We consider gender the sensitive
attribute where female applicants (A = 0) are compared to male
applicants (A = 1). Credit history is the explaining attribute used
to compute CSD, where X = 1 denotes an applicant who has duly
repaid in the past while X = 0 denotes a critical account for which
the applicant has had late payments and/or defaults in the past.

o LSAC: This dataset originates from the Law School Admissions
Council (LSAC) National Bar Passage Study [40]. The outcome,
denoted as “pass bar", indicates whether a candidate has success-
fully passed the bar exam (Y = 1) or not (Y = 0). The prediction is
based on personal information such as race, gender, family income,
LSAT, undergraduate GPA score, etc. The sensitive attribute is
race (A = 0 for blacks and A = 1 for other ethnic groups). The
explaining variable is the undergraduate GPA score of an applicant
where X = 1 indicates a high GPA and X = 0 denotes a low GPA.

The real-world datasets’ distributions are shown in Table 3.

Figure 7 shows the results of applying privacy on the four real-world
datasets. As with the synthetic datasets and in alignment with our proofs,
obfuscating the sensitive attribute tends to improve the fairness metrics
considered in this study in all the datasets except the German credit one (we
will discuss this latter case below). We believe that this is due to the fact that
the real-world datasets do not always follow the “ideal” situation represented
by our assumptions. In particular, the datasets we are considering contain
other variables besides the X that we use as an explaining variable, which
can influence the prediction.



For instance, in the Compas dataset, starting from discrimination against
black individuals (A = 0), privacy reduced the disparity from SD = 0.21 to
0.15. Similarly, privacy decreased discrimination against black individuals
from SD = 0.13 to SD = 0.09 in the LSAC dataset, and a similar decrease
pattern is observed for all the other fairness measures. We notice a very
slight increase of CSD; at € = 1, mainly due to ML inaccuracy. The Adult
dataset also shows a slight disparity decrease caused by privacy. However,
starting from a very high disparity between groups given a low level of
education (CSDg = 0.39), the disparity is reduced to 0.22 at ¢ = 0.1.

Concerning the German credit dataset, the results show an unstable trend.
This is because this data set does not satisfy the uniform discrimination
assumption (Assumption 4.3). Indeed, we for X = 0, we have, for group
A=1:

I} = P[Y=1|X=0A=1]-P[Y=0|X=0A=1]
023006

029 0.29

~ 0.58

while for the same X = 0, for group A = 0 we have:

I} = P[Y=1|X=0A=0]-P[Y=0|X=0A=0]
008 0.01

T 0.09  0.09

~ 0.77

Hence 1"10 < l"é) .
On the other hand, for X = 1 and group A = 1 we have:

I = P[Y=1|X=1,A=1]-P[Y=0|X=1,A=1]
027 013

T 040 0.40

~ 035

while for the same X = 1, for group A = 0 we have:

I = P[Y=1|X=1,A=0]-P[Y=0]|X=1A=0]
013 0.09

T 022 022

~ 0.18

Hence, Fll > Fol, which means that the German credit dataset does not satisfy
Assumption 4.3 It may also mean that the attribute “Credit history” is badly
chosen as an explaining variable, and/or that it is not the main attribute
influencing the decision.

To better understand how privacy impacts fairness, the plots in Figure 8
show how the impact of privacy onP[Y =1 | A=qa] andP[Y =1 | Y =
1, A = a] for both groups A = 1 and A = 0 while varying e.

For instance, for the Adult dataset, we can observe that women’s accep-
tance rate (P[Y = 1 | A = 0]) and true positive rate increase P[Y=1]Y=
1,A = 0]) from 0.91 to 0.93 and from 0.96 to 0.99, respectively. However,
no change is observed for men (A = 1) even at strong privacy (¢ = 0.5). A
similar behavior is observed for the LSAC dataset. For the Compas dataset,
while no change is observed for the black defendants’ (A = 0) rates, a de-
crease is observed for the non-black defendants (A = 1). Similar behavior
is also observed for the German credit dataset, where a slight increase in
the acceptance rate and the true positive rate for women is observed while
almost no change is observed for men.

5.4 LDP impact on model accuracy

Figures 9 and 10 illustrate the impact of LDP on the accuracy of the model
for the synthetic datasets and the real-world datasets, respectively. From
these figures, one can note that, in general, the impact of obfuscating the
sensitive attribute on model accuracy of the real-world datasets is minor.
The drop in the utility is more apparent for the synthetic datasets but
remains reasonable with a maximum drop of 0.2 in S2.

© PIY=1]A=1] -g- P[Y=1]A=0] —— P[Y=1y=1A=1] PIY=1Y=1,A=0]
(a) Compas (b) Adult
0.60 { —
’—‘—’_—‘—‘\’\.\‘__' 0.98
0.501
0.40 006/ T 666 o e o e
0301 @ s
) ) ®*—e—o ¢ 0.94
0.20 -
-
0.104 -
D oo —
0 16 8 5 4 3 2 1 0.5 0 16 8 5 4 3 2 1 0.5
I3 &
(c) German credit (d) LSAC
——— 100 fp—a—a 4 o =
0.904
0.95
R P ———— S —
0.90 =%
0.80 -
- _u- ¥
it i T el o 0.85 L 94-—gp-—-gp--9¢=—%
0 16 8 5 4 3 2 1 0.5 0 16 8 5 4 3 2 1 0.5

£ £

Figure 8: Impact of LDP on disparity (y-axis) by varying the
privacy level ¢ (x-axis) showing the behavior of fairness mea-
sures on groups separately when applying privacy. For read-
ability, only SD and EOD are illustrated. Results for the real-
world datasets.
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Figure 9: Impact of LDP on the model accuracy for the syn-
thetic datasets.
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Figure 10: Impact of LDP on the model accuracy for the real-
world datasets.

6 CONCLUSION

This study formally examines how LDP affects fairness. More specifically,
we provide bounds in terms of the joint distributions and the privacy level,



delimiting the extent to which LDP can impact the fairness of the model. Our
findings show that the unprivileged group benefits more than the privileged
group when injecting enough noise into the sensitive attribute. Furthermore,
for conditional statistical disparity and for equal opportunity difference,
injecting noise, in general, improves fairness. This also holds for statistical
disparity when the data contain no proxies to the sensitive attribute. How-
ever, when the data contains proxies, in certain cases, by injecting enough
noise, while the discrimination was originally against one group, it may be
shifted to the other group after obfuscation, and the level of unfairness may
be worse than before. Note that none of our results depend on whether the
unprivileged group is the minority or the majority. Additionally, our work
focuses on the RR mechanism, a fundamental LDP protocol [23] that serves
as a building block for more complex LDP mechanisms (e.g., [10, 19, 38]).

In future work, we aim to extend our work to more fairness measures,
particularly overall accuracy equality and others. We also believe that hiding
only the sensitive attribute is crucial but not sufficient because proxies for
this attribute may exist in the data and thus reveal sensitive information.
Therefore, we plan to study formally the impact of LDP on multidimensional
data.
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Table 2: Distributions of the synthetic datasets.

(a) S1.

Y=1 ‘ X=0 X=1
A=1]035 035
A=0]0 0.15

Y=0 X=0 X-=1
A=1]0 0
A=0]015 o0

(b) S2.

Y=1 ‘ X=0 X=1
A=1]028 038
A=0]0 0.12

Y=0 X=0 X-=1
A=1]0 0
A=0]022 o0

(c) S3.

Y=1 | X=0 X=1 Xx-=2
A=1]003 017 003
A=0]0 017  0.03

Y=0 X=0 X=1 X=2
A=1]024 003 0
A=0] 01 02 0

(d) 4.

Y=1 ‘ X=0 X=1
A=1]o0 0.4
A=0]003 034

Y=0 X=0 X-=
A=1]003 007
A=0]013 o0

(e) S5.

Y=1 | X=0 X=1 X-=2
A=1]003 017 0.03
A=0]0 017  0.03

Y=0 X=0 X=1 X=2
A=1]024 003 0
A=0]003 027 0

() 6.

Y=1 | X=0 X=1 X=2 X=3 X=4
A=1]005 008 009 013 014
A=0]002 003 006 003 004

Y=0 X=0 X=1 X=2 X=3 X=4
A=1] 004 002 001 006 O
A=0]006 004 002 008 0




Table 3: Distributions of the real-world datasets.

(a) Compeas.

Y=1 | X=0 Xx=1
A=110.12 0.03
A=0 | 0.06 0.03

Y=0
A=1|0.15 0.1
A=0|0.25 0.26

(b) Adult.

Y=1 | xX=0 Xx=1
A=1 | 0.06 0.53
A=0|0.02 0.21

Y=0
A=110.03 0.06
A=0|0.02 0.07

(c) German credit.

Y=1 | x=0 Xx=1
A=110.23 0.27
A=0|0.08 0.13

Y=0
A=110.06 0.13
A=0|0.01 0.09

(d) LSAC.

Y=1 ‘ X=0 X-=1
A=1|043 0.47
A=0|0.03 0.01

Y=0
A=110.02 0.02
A=0|0.01 0.01




A APPENDIX

A.1 Proofs

Lemma 4.1. A" =p A7 +(1-p) AL.
Proor or LEMMA 4.1.

AX=P[Y=1,X=x,A"=a] -P[Y=0,X =x,A4" = a]
:p@[Y:l,X:x,A:a]+(1—p)P[Y:LX:x,A:a]—(p@[yzo,x:x,A:a]+(1—p)@[yzo,x:x,A:a])
=p(FlY=1X=xA=al-FlY=0X=xA=al)+(1-p) (BlY=1.X=x.A=a] -B[Y =0,X =x, A=)
=p AL+ (1-p) A%

Theorem 4.1 Impact of LDP on CSD.

(1) if CSDy >0 then 0 < CSD’, < CSDy
(2) if CSDx <0 then CSDy < CSD} <0
(3) if CSDy =0 then CSD) =CSDx =0
ProOF OF THEOREM 4.1.
(1) if CSDy > 0 then, according to Assumption 4.1, ¥i=1and ¥y =0.

Hence, A7 > 0and A7 < 0.
Using Lemma 4.2, we have:

1if AY >0 and e® > —A7/AF

?/x -

! 0 if (AY >0 and e < —A§/aY) or AY =0
and

. 1if AY >0 and e® < —A7/AY

YgX =

0 if (AY >0 and e > —A7/AY) or AY =0

Consequently, three scenarios are possible:

eV X =0AY¥=0if AT=0
or Af >0 and e < —A7/aY and ef > —AT/AX
e VX =1AY¥¥ =0 if AT >0 and e > —AF/a¥ and e > —AY/a¥
e VX =1AY* =1 if AT >0 and e® > —AF/a* and e < —AT/ax
Note that the case 171”‘ =0 A 170’" = 1is not possible. Indeed, f/l’x =0 A f/o’x = 1implies e© < —A7/A¥ and e < —A7/AY. Note that the two fractions
are one the inverse of the other. Hence, one of them is smaller than 1, or both are 1. Therefore, we would have e < 1, which is not possible because

£20.
Hence we have CSD/, = 0 or CSD/. = 1, i.e, 0 < CSD}. < CSDx.

(2) Case 2 (CSDy < 0) is analogous to case 1. That is, proving this case amounts to replacing 0 by 1 and 1 by 0 in case 1 proof.

(3) if CSDy = 0, two cases are possibles:
. ?lx =0A YOX = 0. This means that AT < 0 A A} < 0. By Lemma 4.2, we derive Yl’x =0A ffo’x = 0. Hence, CSD), = 0.

o YrX=1A f/ox = 1. This means that AT > 0 A A} > 0. By Lemma 4.2, we derive f/l’x =1A )%’x = 1. Hence, CSD), = 0.

Lemma 4.3 (Quantification of SD).
P[AX 20 A AX <0]  if 3xTF > I
SD=4 0 if VxTX =T

—P[AY <0 A AX 20] if IxIF <I¥
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PROOF OF LEMMA 4.3.
def S S
SDE P[Y=1]A=1] - P[V =1]A =0]
:Z]P[f/: LX=x]A=1] —Zp[?: 1L,X =x]A=0]
X X
=Y P[¥=1X=xA=1]-P[X=x]A=1] - ) P[{ =1|X =x,A=0] - P[X = x|A =0]
X X

@ BX=xlA=1] - ) V¥ PIX =x]A=0]
X

@Z?fp[x:x]—Z?g‘P[X:x]

© N Px=x]- ) P[X=x] ©)

In step (a), we replace P[Y=1/X=x,A=1] andP[Y = 1|X = x, A = 0] by their corresponding abbreviated forms f/IX and Yox. Step (b) follows from X L A.
Step (c) follows because le =1when AT > 0,and f’lx = 0, otherwise. Similarly, YO" =1when A} > 0, and Yox = 0, otherwise.
Then, we consider three cases:

e Case Ix If* > [}. By Assumption 4.3 (uniform discrimination) we have that Vx I > I*. Also, recall that 7 > 0 if and only if A7 > 0. Therefore,
in the expression (6), for each x such that A7 > 0, we also have AT > 0, which concludes the proof for this case.

e Case Vx IT* = [. We have that Aj > 0 if and only if AT > 0, hence the two terms in the expression ( 6) are equal.

e Case dx I < T . This is the symmetric of the first case. Following the same reasoning (with 0 and 1 exchanged), we have that, in the expression (6),
for each x such that AT > 0, we also have AT > 0.

Lemma 4.4 (Quantification of SD’).

P[AX 20 A AFX <0] if AL > Tx
SD' =4 0 if VXTI =I;*

—P[AX <0 A A 20]  if 3xT¥ <X

Proor or LEMMA 4.4.

s’ ¥y = 1]A=1] - P[V = 1]A = 0]

=Y PV =1,X=x]A=1]- ) P[V' =1,X =x]|A=0]
X X

=Y PV =1X=xA=1]-P[X=x,A=1] - ) P[Y' =1|X =x,A=0] - P[X = x,A = 0]
X X

:ZY'TP[X:x|A:1]—ZY'Q‘P[X:xm:o]
X X

= > PIX=x]- ) P[X=x]

X X:
AT 20 AGF 20

The proof proceeds like the one in Lemma 4.3. We need, however, the following result, which states that LDP obfuscation preserves uniform discrimination
assumption (Assumption 4.3).

Lemma A.1. If 3x*I/* > l"z’x* then Vx Ig* > I

Proof
We prove the property by showing that I)* > I%x if and only if I > 7, and that Ir’x = I%x if and only if T = 7. Then, clearly, the statement of the
theorem derives from the assumption of uniform discrimination for the original data (before obfuscation).

It is easy to see that

- pAL+(1 —p)Ag

= P X —xA=alt(1-pPX=xA=a]
14




Let us prove that I;* > I”* if and only if [ > IZ:

e > Ix

=4
PAG+(1-p) AT PAZ+(1-p)AG
PPIX=xA=al+(1-p)B|X=x.A=a] =~  pP[X=x.A=a|+(I-p)P[X=x.A=a]
=4
PINSP[X =x,A=al+(1-p)*AP[X =x,A=a] > p*AZP[X=x,A=a]l+(1-p)?ALP[X =x,A=3a]
=
PTXP[A=a,X =x|P[A=a X = x| PTEP[A=3a,X =x|P[A=0a X =x]
+ > +
(1-p)TEP[A=a X =x]|P[A=0a,X =x] (1-p)’TXP[A=a,X =x]P[A=a,X =x]
=1
P[A:E,X:x]IP’[A:a,X:x]( 2TX 4 (1 - ) > PlA=aX=x|P[A=aX=x] (pzrg+(1—p)2rg)
==
( i) > a-pt(-r)

=
> l“i‘

a

€

The property I;* = I’ if and only if T’ = [X can be proved similarly, just replace the “>” symbol by “=". m]

Theorem 4.3 Impact of LDP on SD. Case X / A.

(1) if IxTF >TF then SD’ < SD
(2) if IxTF <T then SD < SD’
(3) if VxTI} =T then SD’=SD
ProOF OF THEOREM 4.3. We prove the result for the case 3x I* > I, the other two cases can be proven similarly.
Recall that:
SD = Z P[X =x|A=1] - Z P[X=x|A=0] ¥ ¥F=1
A?:zo Ag‘(>0
Since we are considering the case 3x I)* > I, from Assumption 4.3 (uniform discrimination) we derive Yx I} > T;¥, hence:
SD = PIX=x|A=1] -P[X=x|A=0] + P[X =x|A=1]
2 2
AYAF 20 AX20,AX <0
After obfuscation, from Lemma A.1 we have that Vx I}* > I;*. Hence:

SD'= ) P[X=x[A=1]-P[X=x|A=0] + > = P[X=x]A=1]

x o o
A AP >0 AX20A[X<0
= Z P[X=x|A=1] -P[X =x|A=0] + Z P[X =x|A=1] - P[X = x|A=0]
X X:
Af,Af)‘ >0 A’l‘>O,A3‘ <0,
8y e A
—qx Se<-+x
A7 89

+ Z P[X = x|A = 1]

ES)
Asz,Ag <0
. AY
ef>— A—g’c,

AX
ef>— X

Sur—

By case analysis, and similar to the proof of Theorem 4.2, we can conclude Theorem 4.3. The main difference with Theorem 4.2, is that SD’ contains the

additional term
Z P[X =x|A=1] - P[X = x|A = 0]
NF>0AF <0,
——ﬁs&s—i
A1 A0

which can be negative and large enough to cause SD’ to go below 0. Hence SD’ and SD can be of opposite signs. m]

Theorem 4.4 Impact of LDP on EOD.

(1) if EOD >0 then 0 < EOD’ < EOD



(2) if EOD <0 then EOD < EOD’ <0
(3) if EOD =0 then EOD’ =EOD =0

ProoOF oF THEOREM 4.4.

EOD ¥ p[Y=1]y=1,A=1] -P[V =1]Y = 1,A = 0]

= ZP[?: LX=x|Y=1,A=1] —Z]P’[f/: LX=x|Y=1A=0]
X X

=Y P[Y=1X=xY=1,A=1]-P[X=x|Y=1,A=1]- Y P[{=1|X=x,Y=1,4=0] - P[X = x|V =1,A=0]
X X
P[Y=1,Y=1/X=x,A=0]

P[X=x|]Y=1,A=0
P[Y=1X =x,A=0] [X =] I

_ZP[?:LY:ux:x,A:u
X

P[X=x|Y=1,A=1] -
PY=1X=xA=1] [X =Y =1,4=1] ;

(a)
= E P[X=x|Y=1,A=1] - E P[X=x|Y=1A=0]
X: X
AT =0 Ay 20

® S Elx=xly=1]- Y P[X=x|Y=1]

Xx: XX_,‘!
AF20 AF 20

(a) follows from the fact that both P’[;[?ﬁ?{li‘:zﬁ]ﬂ] and P’[;[?ﬁ?{li‘:z:}]ﬂ] are equal to 1 for x : AY > 0 and x : AY > 0, respectively. And (b) follows

because of the reliability assumption 4.4.

Now, after obfuscation and following the same reasoning as in the proofs of Theorems 4.2 and 4.3, we have:

EOD’ = Z P[X=x|Y=1] -P[X=x|Y =1] + Z P[X=x|Y =1] -P[X =x|Y = 1]

X xX X x:X
Al ,Ao >0 Al >0,AU <0,
AX AYX
0 cef<_ 1
=€ = X
1 A

AX

+ Z P[X=x|Y =1] - P[X =x|Y =1]

x A

AT >0,
Ax
engAfg]c,
&

A
e£>—A—}C
0

The rest is deduced by case analysis.

A.2 Results for S7

Below are the data distribution (Table 4) and the results of the dataset S7. The data was generated following the causal graph depicted in Figure 2(c). The
results of applying privacy on fairness are illustrated in Figure 11. Note that in this dataset, the Assumption 4.4 is satisfied.

Table 4: Distributions of the synthetic dataset S7.

Y=1 | X=0 X=1 X=2 X=3 X=4

A=1|0.05 0.07 0.04 0.06 0.05
A=0 | 0.05 0.07 0.04 0.06 0.05
Y=0 X=0 X=1 X=2 X=3 X=4
A=11|0 0.06 0.05 0.02 0
A=0 | 0.09 0.04 0.06 0.02 0.12
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Figure 11: Results for the synthetic dataset S7.
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