N

N
N

HAL

open science

Professional Guidance of the DPOs-BR in Corporate
Governance in Logistics Chains

Liliam Sayuri Sakamoto, Jair Minoro Abe, Jonatas Souza, Nilson Souza,

Aparecido Carlos Duarte, Edvania Tarkiainem, Luigi Lima

» To cite this version:

Liliam Sayuri Sakamoto, Jair Minoro Abe, Jonatas Souza, Nilson Souza, Aparecido Carlos Duarte, et
al.. Professional Guidance of the DPOs-BR in Corporate Governance in Logistics Chains. IFIP Inter-
national Conference on Advances in Production Management Systems (APMS), Sep 2022, Gyeongju,
South Korea. pp.57-65, 10.1007/978-3-031-16411-8 8 . hal-04768944

HAL Id: hal-04768944
https://inria.hal.science/hal-04768944v1

Submitted on 6 Nov 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-04768944v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

~ederationforintor

This document is the original author manuscript of a paper submitted to an IFIP
conference proceedings or other IFIP publication by Springer Nature. As such, there
may be some differences in the official published version of the paper. Such
differences, if any, are usually due to reformatting during preparation for publication or

minor corrections made by the author(s) during final proofreading of the publication
manuscript.



Professional guidance of the DPOs-BR in corporate
governance in logistics chains

Liliam Sayuri Sakamoto?[0000-0001-8636-0100] Jajr Minoro Abg?2[0000-0003-2088-9065] jonatas Santos de
S0uza3[0000-0002-0052-0132] ' Njjlson Amado de Souza?l0000-0003-1092-4314] ' Aparecido Carlos Duarte
5[0000-0002-3278»3471]| EdVania Tarkiainem 6[0000-0002-6730-9315]’ LUlgl PaVarini de lea 7[0000-0003-1780-
25710]

12345 paulista University, 1212, Dr. Bacelar Street, Sdo Paulo SP, BRAZIL
6 IMF Smart Education, 25, Bernardino Obregén Street, Madrid, Espafia
7 Institute of Mathematics and Statistics (IME) - University of Sdo Paulo - USP, 1010, Mat&o
Street, Sdo Paulo SP, BRAZIL

Abstract. Currently, DPO (Data Protection Officer) professionals are working in
sectors of the economy in the adaptation of the LGPD (Brazilian General Data
Protection Law) in Brazil with the use of best management practices. Companies
with consolidated corporate governance admit the incorporation of the LGPD
(Brazil's General Data Protection Law) into their strategy, with highly trained
professionals to consolidate leadership and monitor results. The commitment to
enhance the structures that serve logistics companies is preferably used only by
highly trained professionals, including internationally. In this sense, it was sought
to list points that the sector should develop throughout the adaptation and espe-
cially in a continuous way to help achieve the objective within the institution.
Data provided and collected in 2022 by the ANPPD (National Association of
Data Privacy Professionals) from the almost 4 thousand (associates) trained pro-
fessionals working in the Brazilian market show us that service sectors (50%) are
using professionals trained in the LGPD, as well as in commerce (17%), in the
industry (15%), in other segments (14%), and even showed in particular growth
in agribusiness (4%) of professionals both in awareness and adaptation of the
LGPD. And as strengths that must be followed in both awareness and adequacy,
are the continuous improvement in acculturation processes, creation of orienta-
tion guides, training, until its implementation by outsourcing (DPO-as-a-
Service), and professional responsibilities trained in LGPD and recognized by
the CBO (Brazilian Classification of Occupations).

Keywords: Brazilian General Data Protection Law, Protection, logistics, Cor-
porate Governance, Professional Guidance.

1 Introduction

Identifying the core recognition aspect and its risks sectors in internal and external
controls in corporate governance is one of the improvement challenges to DPO — Data
Protection Officer in the enterprises in Brazil in compliance with LGPD (Brazil's Gen-
eral Data Protection Law) [3]. The external segments can be converted into better ob-
servance throughout Society, with a focus on Corporate Social Responsibility.



In Brazil, advances achieved by the capital market in Brazilian companies began with
the Law n° 6.404/1976 and the creation in 1976 of the Brazilian Securities and Ex-
change Commission, like SEC - Securities and Exchange Commission in the USA. In
1995 with the Brazilian Institute of Corporate Governance (IBGC), and later in the 1988
Constitution [4] and with the national environmental policy. Brazilian business sectors
are using the best market practices through Corporate Governance of Information and
Technology with the support of specialists recognized by the Brazilian Classification
of Occupations [5]. This study aims to elicit the main sectors of the Brazilian economy
that are acting in the awareness, adequacy of LGPD and motivators of regulations as
well as guidance by experts in LGPD in supply chain too.

1.1 Corporate Governance

Corporate Governance is due to the fact of mitigating misconduct that occurs within
the Companies. The path pursued by the implementation and continuous improvement
is based on its level of quality (transparency in business conduct, trained professional),
and adequacy to regulation. And so, the guarantee of shareholders' rights is allowed [6].

Researchers point out that Corporate Governance allied to Corporate Social Respon-

sibility and Information Technology (IT) brings significant gains for all those involved
(Company Departments, Shareholders, Society). Therefore, when implemented by
trained managers [10] internationally to work in the public and private sectors. Corpo-
rate Governance allied to Information Technology contributes to the improvement of
Brazilian companies, as it allows providing all necessary support for strategic defini-
tions under the responsibility of top management. In other countries, this contribution
creates many governance innovations for assertive decisions.
COBIT 2019 is a Framework with a structure of Governance and Management internal
control objectives [11], it is divided into two parts that address the corporate aspects
that are Governance and Management. This guideline helps integrate standards, other
guidelines, regulations, and best practices like Six Sigma, ITIL, PMBOOK, Sarbanes-
Oxley regulations and community contribution.

Each part is organized into domains, in the Governance part there is only 1 domain
and in the Management part, there are 4 domains. In EDM - Evaluate, Direct, and Mon-
itor - Governance domain, there are 5 objectives: Ensured Governance Framework Set-
ting and Maintenance, Ensured Benefits Delivery, Ensured Risk Optimization, Ensured
Resource Optimization, and Ensured Stakeholder Engagement [11].

In Management 4 domains: APO - Align, Plan and Organize, BAI - Build, Acquire
and Implement, DSS - Deliver, Service and Support, and MEA - Monitor, Evaluate and
Assess, there are 35 control objectives. Inside its control objective, there is a descrip-
tion, and this purpose is described as a waterfall model, beginning with Enterprise
Goals and this corporate alignment, with example metrics for each enterprise goal
match to other example metrics for alignment goals [11].

It Control objective is organized by processes or tasks with organizational structures
(Information Flows and Items) and presents the detail of people, skills, competencies,
policies, procedures, culture, ethics and behavior, services, infrastructure, and applica-
tions. The innovation in this COBIT 2019 version is the addition of Design Factors and



Focus Area to tailor the framework to priority objectives, adapt the guidance from the
specific focus area, and target the capability and performance customized for each or-
ganization, see fig.1 [11].

< Enbeepose godly

¢ 'g:::f'wm
Inputs 10 COBIT* 2019 coBIT* 2019 i-mmﬁmn
s =ty

COBIT Core
Reference Model of Governance
Objectives

— wnd Managerment
i =l
Com Wy

X s e umug
===

COBIT* 2019 Framewsrk:
Intidiction aad Methadakogd
CORIT Core

Pubicationns
CONT® 2019 Expmemodk LOMT* 3919 Dosign Cusds: i
Goversace and Cengniag an Iedormaticrn and Techeabogy Sogleeeating 304 Ontinieg an

b Toformaton 936 Techolopy
Managomad Sopoctves Governance Solution oveimidor Sokaion

Fig. 1. COBIT 2019 Framework [11]

IT Governance Models have been highlighted with the use of frameworks (Model of
the Center for Information Systems Research (CISR) of MIT, COBIT 2019 - Control
Obijectives for Information and related Technology of ISACA- Information Systems
Audit and Control Association, Corporate Governance of Information and Technology)
as a means of support [11], with a focus aligned with the Company's business. In
COBIT 2019, the corporate objectives in item 03 (EG-Enterprise Goals) stand out for
dealing with the financial part and its compliance with external laws and regulations.

In COBIT® 2019, one of the models [11] used by Brazilian companies with an em-
phasis on the design factor, corporate objectives (EG-Enterprise Goals), and especially
in the 19 risk categories shown in table 1 [11]. These risks must be addressed by the
DPO, which will be one of the main governance actors.

Table 1. Risk Category COBIT® 2019.

Iltem  Risk Category

Making IT investment decisions
Program and project lifecycle management
IT costs and oversight

IT expertise, skills, and behaviors
Enterprise IT Architecture

IT operational infrastructure incidents
Unauthorized Actions

Software adoption and usage issues
Hardware Incidents

Software Flaws

O©C O ~NOoOO M»WN P

[N
o



11 Logical Attacks

12 Third party and supplier incidents
13 Incompatibility

14 Geopolitical Issues

15 Industrial action

16 Action of Nature

17 Technology-based innovation

18 Environmental issues

19 Data and information management

1.2 Supply Chain Management and Logistics

A Supply Chain Management (SCM) is characterized by the standardization of op-
erations integrated with several processes of purchase/sale, transport, storage, and dis-
tribution. This supply chain deals with flows and information [2] and is subject to com-
pliance with the LGPD [3] because sensitive data travel between internal and external
processes.

One of the bottlenecks in Brazil in terms of logistics costs is in agribusiness due to
the production volume and distances between those who produce and their destinations.
The sector in constant evolution seeks improvements in its processes with a Corporate
Governance in the adaptation of commercial partners, suppliers, and farmers to ade-
quate social-environmental practices.

Agribusiness evolves and updates itself, as does the awareness [17] of LGPD by
trained DPO professionals [16] and its importance [18]. New processes are attributed
to the use of the Artificial Intelligence technique [15] for prediction as support, and
analysis [19]. Faced with these technological advances in the agribusiness sector, there
has been a significant improvement in decision-making.

The adequacy of the LGPD [3], by producers still treated with costs, move towards
the awareness of understanding as an investment, since agribusiness deals from confi-
dential information of employees, suppliers, and customers to the culture of using paper
to record personal data that are subject to LGPD [3].

Precision agriculture is also a point of attention as they are susceptible to data leaks
and the possibility of having their entire operation interrupted. In this sense, as a re-
sponse, the sector incorporates Corporate Governance allied to Information Technol-
ogy.

In systemic terms, a strong ally in the supply chain is the ERP Enterprise Resource
Planning tool for logistics [12] that allows numerous advantages, such as real-time in-
formation, identification of bottlenecks in processes, better inventory control, reduction
in delivery time, compliance with the LGPD [3].

Professional DPOs guide the use of ERP systems approved by the association [1]
with methodological quality [7] in their evaluation, as it has been a differential in stand-
ardization, and data integration as support in the adequacy by the small company.

And another differentiator for the DPO in the supply chain is knowing about KGM
- knowledge governance mechanisms [14] using agri-food supply chain (AFSC) [8].



1.3 LGPD Regulation

Amends the Federal Constitution [12] to include the protection of personal data
among fundamental rights and guarantees and to establish the exclusive competence of
Brazil to legislate on the protection and processing of personal data.

The regulation of the Law in Brazil has been used as a complement to the under-
standing of the Law. It is worth remembering that no regulation takes away the right of
the Law, as there are always unfounded attempts by parts of regulatory authorities.

We have recently managed to advance and regulate small businesses: Resolution
CD/ANPD [13]. Approves the Regulation implementing Law No. 13.709, of August
14, 2018, General Law for the Protection of Personal Data (LGPD) [3], for small treat-
ment agents (micro-companies, small companies, startups, legal entities governed by
private law, including non-profits organizations).

In terms of regulations and ordinances, we are at the beginning because we have a
long way to go on several points such as the definition of the Anonymization tech-
nique[17], portability standard, legacy base sharing, international agreements for data
transfer, revocation in the punishment of DPO, among others in its Art.41, 82, 111 [3],
violations in the Brazilian electoral context, and including the performance of inspec-
tion by the recently created National Data Protection Authority (ANPD).

Main Motivator for Regulation of the LGPD [3]. Much is researched on the real
reasons that lead companies to adhere to adequacy after the awareness stage. The result
of'a discussion on the topic “Motivator for Regulation™ is elicited (see Fig. 2) and shows
that the main one is the fear of Fines (36%), followed by Pressure from Customers
(26%), Pressure from Customers Regulators (24%), Employee Pressure (10%), Inter-
national Pressure (2%), Others (2%).

What has been the main
motivator for LGPD regulation in
your company?

® Fear of fines

® Customer pressure

m Pressure from Regulators
B Employee pressure

m International pressure

Others

Fig. 2. Main motivator for regulation of LGPD in Companies. (Author).



2 Methodology

The methodology used was the literature review of Corporate Governance, LGPD Reg-
ulation e Supply Chain Management and Logistics. It was allied to an analysis of ex-
ploratory statistical research conducted by ANPPD on the training of professionals
working with data protection and privacy, such as DPOs, mainly working in the supply
chain area.

3 Professional guidance for DPOs

3.1 Data Protection Officer occupation

In 2016 in Europe, the European Regulation on Privacy of Personal Data [9] was cre-
ated and served as a model in 2018 for Brazil. This model was the basis for the creation
of the General Law on Personal Data Privacy-LGPD [3]. The purpose of the Law is to
protect the fundamental rights of freedom and privacy and the free development of the
personality of the natural person.
The LGPD — General Personal Data Privacy Law [3] was authorized in 2018, sanc-
tioned by the then President of the Republic Michel Temer on August 14, 2018, taking
full force in 2020.
The laws agree that for companies to adapt, it is necessary to involve areas such as
IT/Information Security and regulation. And for that, they bring as a requirement a pro-
fessional responsible for the privacy of personal data, the Data Privacy Officer in Bra-
zil, known worldwide as DPO — Data Protection Officer.
And by LGPD Law in its Section Il - Person in Charge of the Processing of Personal
Data, its Art.41, 82, 111 [3] the professional is responsible for guiding and acting in the
activities: accept complaints, receive communications, guide employees, and perform
other duties. Important and recognized functions [5] by the Brazilian Classification of
Occupations.
The Brazilian Classification of Occupations — CBO [5], established by ministerial de-
cree no. 397, of October 9, 2002, aims to identify occupations in the labor market, for
classification purposes with administrative and household records:

* CBO Code: 1421-35 — Personal Data Protection Officer.



3.2 Profissional training

And as strengths that must be followed in awareness and adequacy, they range from

continuous improvement in acculturation, and guidance guides, to their implementa-
tion by outsourcing and responsibilities of the professional training in the LGPD [3].
These points are the major contribution of DPOs in Brazil as recognized by the CBO
[5] (Brazilian Classification of Occupations) body. Due to the recognition of the pro-
fession, there is also a growing demand in the service format (DPO as a Service) in
hiring a data privacy specialist to fill the role, ensuring compliance with a fundamental
point of the General Data Protection Law[17].
About Sector with DPO, Brazilian companies shown in table 2 reflect the use of IT
support (Information Technology). The professionalism of the DPO has been a bench-
mark among the sectors. The service sector has come out ahead with 50% of the market,
just as agribusiness already appears in the survey as initially active with DPO.

Table 2 IT Governance Sectors - 2022 (Author).

Item Sector Representation
1st Services 50%

2nd Business 17%

3rd Industry 15%

4th Others 14%

5th Agribusiness 4%

4 Conclusion

This research study presented training on data privacy controls to DPO professionals in
controllers to help reduce the penalty of fines (36%).

Another point raised in this semester of 2022 was the emergence of agribusiness (4%)
in the search for awareness and adequacy of the LGPD through trained professionals.
The data showed that lessons learned by the Corporate Governance of Information
and Technology are standing out in the service sector (50%) in the pursuit of LGPD.
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