
HAL Id: hal-04708004
https://inria.hal.science/hal-04708004v1

Submitted on 24 Sep 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

HeatPulse: Thermal Attacks on Air Pollution Sensors
Natsuki Morand, Ahmed Boubrima, Walid Bechkit, Zhambyl Shaikhanov

To cite this version:
Natsuki Morand, Ahmed Boubrima, Walid Bechkit, Zhambyl Shaikhanov. HeatPulse: Thermal At-
tacks on Air Pollution Sensors. The 3rd Workshop on Security and Privacy in Connected Embedded
Systems (SPICES @ EWSN 2024), Dec 2024, Abu Dhabi, United Arab Emirates. �hal-04708004�

https://inria.hal.science/hal-04708004v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


HeatPulse: Thermal Attacks on Air Pollution Sensors
Natsuki Morand

Inria, INSA-Lyon, Univ. Lyon, France
Ahmed Boubrima

Inria, INSA-Lyon, Univ. Lyon, France

Walid Bechkit
Inria, INSA-Lyon, Univ. Lyon, France

Zhambyl Shaikhanov
University of Maryland, USA

ABSTRACT
Air pollution monitoring, especially using miniaturized and
low-cost sensors, has been increasingly adopted across many
application areas - including chemical and automotive indus-
tries, smart cities, and agriculture - to protect public health
and comply with environmental regulations. In this paper,
we demonstrate a new security vulnerability that enables
adversaries to remotely spoof low-cost air pollution sensors
via long-range and highly localized thermal attacks. Model-
ing the key attack characteristics, we show how adversaries
can exploit the temperature-dependent internal calibration
process of air pollution sensors to strategically manipulate
sensor measurements through induced heat signals, thereby
deceiving the sensors. Using inexpensive laser pointers and
commercial Nitrogen Dioxide pollution sensors, we design
an evaluation testbed and experimentally show the attack’s
effectiveness in both indoor and outdoor environments.
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1 INTRODUCTION
Recent technological advances, particularly in electronics
miniaturization, have contributed to the democratization of
air pollution sensors as many manufacturers are now mar-
keting and commercializing low-cost sensors to the general
public. These low-cost yet accurate enough sensing devices
help measure air quality in the immediate environment with-
out expensive equipment and offer as a result a promising
complementary solution to the traditional expensive and
highly accurate air quality monitoring reference stations [1].

Today, many local and governmental decisions are taken
based on air quality and pollution emissions [2]. This in-
cludes, for instance, traffic restrictions in case of high pol-
lution levels, or factory production limitations in chemical
and automotive industries depending on gas and particle
emission levels. As such decisions rely on data collected
from air pollution measurement sensors and reference sta-
tions, studying the potential sensor attacks on low-cost air
pollution sensing probes is necessary to ensure accurate
measurements and prevent catastrophic public decisions.
Sensor attacks: Sensor attacks are a type of security at-

tacks where the adversary injects a fake malicious physical

signal to alter the measurements of the targeted sensor [3].
The attack relies on the fact that the sensing probe blindly
trusts the physical signals that are measured as there is no
way to differentiate between legitimate and fake input sig-
nals. The intended outcome of the adversary attack could be
either i) introducing a measurement drift (i.e. sensor spoof-
ing attacks), which can result in triggering a false alarm for
instance; or ii) causing a sensor failure by making the sen-
sor completely blind (i.e. sensor saturation attacks) [4]. To
achieve a sensor attack, the adversary can use any signal
type that interferes with the measurement process of sensing
probes (acoustics, ultrasound, infrared, thermal, etc).
Sensor security challenges in air pollution sensing:

Low-cost air pollution sensors can be easily impacted by
weather changes and mainly temperature variations [5]. To
counter these negative weather effects, air pollution sensor
manufacturers implement calibration methods that convert
the output electrical signal of the pollution sensing probe
(in 𝑚𝑣) to a meaningful pollution concentration level (in
𝑝𝑝𝑏 or µ𝑔/𝑚3) while accounting for the impact of ambient
temperature levels [6]. This is achieved by embedding a
temperature sensing probe in the air pollution sensor box,
which allows measuring the ambient temperature level that
is affecting the pollution sensing process.
Although pollution calibration methods are efficient in

correcting pollution measurements in field deployments [7],
the security aspect of the measurements carried out by air
pollution sensors has not yet been investigated in the liter-
ature. Indeed, calibration methods assume that the sensing
context (weather conditions such as temperature) varies in a
natural way [8] (i.e. a natural increase or decrease in temper-
ature levels through a typical day for instance). As a result,
an adversary can remotely manipulate the output of the cali-
bration function using a remote disruptive physical signal
that affects in an unnatural way the temperature levels on
the physical surface of the pollution sensing probe.
Research objectives: In this paper, we aim to demon-

strate air pollution sensor spoofing attacks that remotely
introduce a drift in sensor measurements and as a result
either trigger false alarms or prevent true alarms. The main
contributions of our work are as follows:
(i) We leverage the sensitive nature of air pollution sen-

sors to ambient temperature levels as we design a thermal
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attack system while using inexpensive off-the-shelf lasers
as a heating source. The presented attack is noninvasive
and stealthy as it can be initiated remotely using the laser’s
thermal power.
(ii) We perform multiple indoor (lab environment) and

outdoor (campus field environment) experiments on a lab-
designed air pollution sensor while using commercial Nitro-
gen Dioxide (𝑁𝑂2) Alphasense sensing probes [9].
(iii) We show the efficiency of the attack system while

highlighting the attack outcomes and the potential hardware
and software defense solutions.
Paper structure: The remainder of this paper is orga-

nized as follows. We first discuss the related work on sensor
security in section 2 and address the background of air pollu-
tion sensing in section 3. Then, we present the air pollution
sensor attack model in section 4. Next, we present the main
sensor and adversary components of our lab-designed evalu-
ation testbed in section 5. Finally, we analyze the evaluation
results and discuss the possible hardware and software coun-
termeasures in sections 6 and 7.

2 RELATEDWORK
Sensor security is a challenging area due to sensor hetero-
geneity and the fact that the sensing signal modality varies
from one sensor to another [3]. As a result, sensor attacks
and their corresponding defense methods depend on the
sensor operation mechanism and the application area.

Shin et al. [10] study the vulnerabilities and defense meth-
ods of optical smoke detectors while using highly directional
light sources to alter the operation of the sensors. In [11],
Tu et al. study the vulnerability of temperature-based con-
trol systems against electromagnetic injected signals. In [12],
Barua et al. demonstrate how an adversary can use an ex-
ternal magnetic field to spoof Hall sensors. Park et al. [13]
focus on studying the security of infrared sensors in medi-
cal infusion pumps as they demonstrate how infrared drop
sensors can be saturated using an additional infrared source.
In [14], Sun et al. study LiDaR sensor spoofing attacks that
use external lasers to alter the operation of LiDaRs.

In contrast to prior work, and to the best of our knowledge,
this paper is the first to focus on the security of low-cost
air pollution sensors while using remote thermal attacks
to alter the output of the temperature-dependent pollution
calibration functions.

3 BACKGROUND: POLLUTION SENSING
Air pollution sensors measure the concentration of a spe-
cific pollutant (gaseous pollutants such as Nitrogen Dioxide,
or particulate pollutants such as PM2.5) [15]. The contact
between the ambient air and the surface of the pollution
sensing probe of a given pollutant creates a reaction that

generates an output electrical signal (current or voltage).
The output electrical voltage is proportional to the concen-
tration of the measured pollutant in the air. Furthermore,
the reaction generating the output voltage depends on the
sensor’s technology. For instance, Nitrogen Dioxide (𝑁𝑂2)
sensors use electrochemical cells that rely on𝑅𝑒𝑑𝑜𝑥 reactions
(oxidation-reduction) [9].

3.1 Conversion of raw measurements
The conversion of the output voltage of air pollution sensors
to a meaningful concentration (in 𝑝𝑝𝑏 or µ𝑔/𝑚3 depending
on the pollutant nature) is performed using a calibration
formula that is provided by the manufacturer [16]. In lab
conditions (lab temperature and humidity levels), the sen-
sor’s electrical response to pollutant concentrations is linear
for most air pollution sensors. As a result, the calibration
formula can be easily obtained by exposing the pollution
sensing probe to different pollutant concentrations and then
deriving the linear relationship between the sensor’s output
voltage and reference concentrations.

3.2 Impact of temperature and humidity
Compared to most other environmental sensors (such as
wind, temperature, and humidity sensors), air pollution sen-
sors are highly sensitive to multiple physical quantities and
do not react only to the physical pollution signal they were
designed to measure. Mainly, the electrical output of air pol-
lution sensors is temperature dependent due to the impact
of weather conditions on the reactions that are used in the
sensing process of air pollution sensors [5]. To counter these
effects, air pollution sensor manufacturers include in their
calibration formulas a correction factor, which accounts for
the changing temperature levels (and which is not necessar-
ily linear) [6]. As a result, the concentration levels measured
by air pollution sensors are a function of (i) the output elec-
trical voltage of the pollutant sensing probe in addition to (ii)
temperature levels that are measured using a separate sens-
ing probe (which is also integrated within the air pollution
sensor device).

4 SECURITY ANALYSIS
4.1 Sensor design vulnerabilities
Due to the low-cost nature of air pollution sensors, both the
pollutant and temperature sensing probes are usually directly
exposed to the ambient air [15]. This opens the door for a
security vulnerability in the design of air pollution sensors
as an adversary can change the temperature of the pollutant
sensing probe through a localized thermal attack without
altering the measurements of the temperature sensing probe.
In such a case, the manufacturer’s calibration function fails
in correcting the temperature-dependent output electrical
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signal as there will be no way to identify the temperature
change that is affecting the pollutant sensing probe.

4.2 Assumptions
We consider the following assumptions:

• The adversary cannot manipulate the ground-truth
pollutant concentrations. This means that we exclude
the case where a pollutant is released in the air to
trigger a pollution peak alarm for instance.

• The attack must be non-invasive and stealthy by being
initiated from a distance. This means that the adver-
sary is not allowed to tamper with the hardware or
the software of the sensor. Therefore, we exclude at-
tacks where the adversary can get in touch with the
sensor (i.e. only remote attacks are possible). We also
exclude, for instance, the attacks that aim to change the
software code of the pollution calibration functions.

4.3 Attack model
We consider the following attack model:

• Adversary: The adversary is a third-party entity that
can be either transported by a person (as illustrated in
Fig. 1) or mounted on a remotely-controlled drone.

• Intent of the adversary: The adversary aims to in-
troduce a drift (positive or negative) in the pollution
measurements that are determined using the sensor’s
internal calibration formulas.

• Attack signal: The adversary uses remote localized
heating (via a strong enough laser for instance) to
cause a long-range thermal impact on the surface of
the pollutant sensing probe. This, as a result, alters the
output of the manufacturer’s temperature-dependent
calibration function as there will be no way to identify
the temperature change that is affecting the pollutant
sensing probe.

Figure 1: HeatPulse attack scenario

5 EVALUATION TESTBED
In this section, we present the components of our designed
evaluation testbed, which consists of two main parts: (i) a
low-cost air pollution sensor using the widely-adopted com-
mercial Alphasense Nitrogen Dioxide sensing probes [17];
and (ii) a remote thermal attack system using inexpensive
commercial laser pointers as a heat source.

5.1 Low-cost air pollution sensor
To perform our security analysis, we designed a high res-
olution Nitrogen Dioxide sensor (depicted in Fig. 2) based
on an Arduino Yún board and an Alphasense NO2-B43F
sensing probe [9]. The Alphasense sensing probe is an elec-
trochemical cell, which relies on 𝑅𝑒𝑑𝑜𝑥 reactions (oxidation-
reduction) to output an electrical current that is proportional
to Nitrogen Dioxide concentrations in the air.

Figure 2: Testbed pollution sensor and its components
The 𝑁𝑂2 sensing probe has two main output electrodes

(working and auxiliary) and is connected to an ISB board,
which converts the output currents into voltages. The con-
verted voltages vary mostly between 200𝑚𝑣 and 500𝑚𝑣 de-
pending on the𝑁𝑂2 concentrations, with theminimumvalue
corresponding to an offset voltage that is introduced by the
ISB board to minimize the impact of the electronic noise. In
order to measure the NO2 voltages, we use a 16-bit analog-
to-digital converter with a 0.015𝑚𝑣 resolution, which allows
us to get 1ppb-resolution pollution measurements.

In order to account for the temperature-dependent nature
of air pollution sensors, we also integrate in our sensor device
a DHT22 sensing probe that measures temperature (with a
0.1𝑜𝐶 resolution) in addition to relative humidity (with a 1%
resolution).
NO2 calibration function: To convert the electrical volt-
ages delivered by the 𝑁𝑂2 sensing probe, and following the
guidelines of the manufacturer [6][9][16], we implement the
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pollution calibration function as:

𝑃 =
𝑉 −𝑉0 − (𝑇 −𝑇𝑟𝑒 𝑓 ) ∗𝑇𝑓 𝑎𝑐𝑡𝑜𝑟

𝑉𝑠𝑒𝑛𝑠
,

where 𝑃 is the converted pollution concentration in 𝑝𝑝𝑏, 𝑉
is the voltage (in𝑚𝑣) delivered by the working electrode of
the 𝑁𝑂2 probe, 𝑉0 is the working electrode’s voltage offset
corresponding to a 0𝑝𝑝𝑏 gas concentration level, 𝑇 is the
temperature (in 𝑜𝐶) measured by the DHT22 sensing probe,
𝑇0 is the reference temperature level of the 𝑁𝑂2 sensing
probe and is equal to 25𝑜𝐶 , 𝑇𝑓 𝑎𝑐𝑡𝑜𝑟 (expressed in𝑚𝑣/𝑜𝐶) is
the temperature correction factor and corresponds to the
voltage change caused by a 1𝑜𝐶 difference in temperature
levels, and finally 𝑉𝑠𝑒𝑛𝑠 (expressed in 𝑚𝑣/𝑝𝑝𝑏) is the 𝑁𝑂2
sensitivity parameter and corresponds to the sensor voltage
change due to a 1𝑝𝑝𝑏 difference in 𝑁𝑂2 concentrations.

Note that although the 𝑁𝑂2 sensing probe has two output
signals, we only use the working electrode (the electrode that
is exposed to the polluted air). Indeed, the auxiliary electrode
(which is not exposed to the polluted air) can also be used
in the calibration formula but its integration is challenging
because it reacts differently to temperature changes and also
ages differently over time compared to the working electrode.

5.2 Attack system
We build our attack system (illustrated in Fig. 3) using laser
diodes as a heat source. Compared to other heating solu-
tions such as heating fans and infrared heaters, lasers deliver
highly localized and long-range heating, which allows the
stealthy adversary to manipulate the calibration function
by heating the pollution sensing probe without affecting
temperature measurements.

Figure 3: Testbed attack system and its components

To demonstrate the easy accessibility of the attack, we use
an inexpensive laser pointer coupled with a biconcave lens
and connected to an Arduino board that is powered using
a 5200𝑚𝐴ℎ lithium-ion battery. The selected laser pointer
is made of a 30𝑚𝑊 -rated 650𝑛𝑚 laser diode. The biconcave
lens allows us to better focus the laser output, increasing its
thermal impact on the sensor’s surface.
We modified the laser pointer to replace its original AA

battery with a 5𝑉 power supply and also added an NPN
mosfet to control the duty cycle of the laser output using
the Arduino board. This allows us to study the impact of
both short-term thermal pulses and long-term heat attacks.
We also implemented a user interface with an LCD screen
and a set of buttons that allow us to demonstrate the at-
tack’s effectiveness in real time. The designed attack system
has an average current consumption of 51𝑚𝐴 when idling
and 190𝑚𝐴 when the laser is turned on, which allows us to
achieve over 20 hours of continuous thermal attacks using
the integrated battery.

6 EXPERIMENTAL EVALUATIONS
6.1 Evaluation setup
We conducted multiple experiments in an indoor lab envi-
ronment and an outdoor campus field in Lyon, France during
May and June 2024. The indoor setup is air-conditioned with
temperature levels oscillating between 24 and 26 degrees 𝑜𝐶 .
Regarding the outdoor experiments, temperature levels were
in the range of 23-28 degrees 𝑜𝐶 during the period of the
experiments. In both indoor and outdoor experiments, the
attack system was placed 30𝑐𝑚 away from the sensor device
as illustrated in Fig. 4. Placing the attack system at a much
larger distance is also possible but requires more powerful
lasers depending on the desired distance.

Figure 4: A top view of the evaluation setup
We used an Envea Cairsens sensor [18] to determine the

reference 𝑁𝑂2 concentrations in both the indoor lab environ-
ment and the outdoor campus environment. The reference
concentrations were on average 5𝑝𝑝𝑏 indoors and 15𝑝𝑝𝑏
outdoors, which correlates very well with expected 𝑁𝑂2
concentrations [19]. Compared to the reference baseline,
our designed low-cost sensor device is well correlated and
achieves a normalized RMSE lower than 10% (using the im-
plemented temperature-dependent calibration function).
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6.2 Evaluation results
6.2.1 Characterization of the attack’s thermal power. Wefirst
determine the temperature change that is expected when
the surface of the 𝑁𝑂2 sensing probe is exposed to the laser
beam. To that end, we focus the beam of the attack system
on a DHT22 temperature and humidity sensing probe. The
targeted DHT22 in this scenario was uncovered to prop-
erly expose the temperature thermistor that is responsible
for temperature measurements. We maintain the attack for
40𝑚𝑖𝑛 and depict the results in Fig. 5.

Figure 5: Heating power of our attack system
The results show that the designed attack system success-

fully raises the temperature of the exposedDHT22 thermistor
from 26.2𝑜𝐶 to 41.9𝑜𝐶 in 3𝑚𝑖𝑛 before the temperature levels
stabilize at around 40𝑜𝐶 for the remaining time of the attack.
The drop to 40𝑜𝐶 is mainly due to the varying temperature
levels in our air-conditioned lab environment. Note also that
the temperature increase caused by the designed attack sys-
tem is fast enough to trigger short-term heat pulses. Indeed,
around 90% of the thermal impact is achieved in 1𝑚𝑖𝑛 as the
DHT22 temperature values rise from 26.2𝑜𝐶 to 40.5𝑜𝐶 .

In addition to temperature variations, we also depict in Fig.
5 the impact of the laser thermal attack on ambient humidity
levels. As expected, the increase in temperature levels re-
sults naturally in lower relative humidity measurements. We
also notice that relative humidity slightly increases for a few
seconds before starting to drop when the attack is initiated
(with a similar pattern happening when the laser diode is
turned off). This can be attributed to the low-precision hu-
midity measurements as the DHT22 sensing probe is mainly
designed for high-precision temperature sensing.

6.2.2 Indoor evaluation of the thermal attack. To demon-
strate the effectiveness of the attack on air pollution mea-
surements, we aim the laser beam toward the 𝑁𝑂2 sensing
probe as already illustrated in Fig. 4. We maintain the attack
for 20𝑚𝑖𝑛 and depict in Fig. 6 the resulting 𝑁𝑂2 measure-
ment drift with respect to reference concentrations.
We first notice that the attack results in a measurement

drift that cannot be corrected in pollution calibration func-
tions as the temperature sensing probe is not exposed to

Figure 6: Attack’s impact on indoor𝑁𝑂2 measurements

the laser beam and reports measurements of around 26𝑜𝐶
throughout the whole experiment. The measurement drift
caused by the thermal attack is variable and can be classified
into 3 different types:
(i) Transient heating short-term impact: When the ther-
mal attack is first triggered, the 𝑁𝑂2 calibration function
output increases exponentially and reaches a difference (with
respect to the reference sensor) of around 15𝑝𝑝𝑏 within the
first minute of the attack. This positive drift is due to the
impact of temperature transients on the electrochemical cell
(that is responsible for measuring 𝑁𝑂2 concentrations) ac-
cording to the sensor manufacturer [6]. Indeed, and as al-
ready demonstrated in the previous test, most of the thermal
impact caused by the designed attack system is achieved in
around 1𝑚𝑖𝑛. We also varied in our lab tests the distance
between the attack system and the sensor device and con-
cluded that the positive drift caused by the transient heating
impact depends on the thermal attack power and can be
further increased using a more powerful laser diode.
(ii) Transient cooling short-term impact: We also notice
that upon turning off the laser beam, the 𝑁𝑂2 measurements
drift in a similar pattern but decrease rather than increas-
ing and reach a negative drift of around −15𝑝𝑝𝑏 within one
minute of disabling the attack system. Similarly to transient
heating, this short-term sensor drift is due to negative tem-
perature transients according to the manufacturer [6].
(iii) Steady-state heating long-term impact: The final
impact of the studied thermal attack, although less visible,
can be observed right after the first transient heating short-
term impact. Indeed, the 𝑁𝑂2 sensor measurements slightly
decrease after the first peak and reach an average negative
drift of around −1𝑝𝑝𝑏 for the remaining time of the laser
attack duration. Similarly to the short-term impacts, our
tests also showed that the attack distance and laser power
determine the amount of this long-term negative drift.

Finding: Depending on the intent of the adversary, the ther-
mal attack power and the attack duration need to be adapted
to favor either (i) a short-term positive drift (to cause a pollu-
tion alarm), (ii) a short-term negative drift (to prevent a true
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alarm), or (iii) a long-term negative drift (to maintain pollution
measurements within the regulatory threshold for instance).

6.2.3 Outdoor evaluation of the thermal attack. We perform
the same previous experiment in our campus field in Lyon,
France, and depict the results in Fig. 7. Similarly to the indoor
test results, the thermal attack causes first a positive short-
term drift, followed by a long-term small negative drift, and
finally a short-term negative drift upon disabling the attack
system. However, due to the less efficient laser propagation in
outdoor environments, the attack results in an 11𝑝𝑝𝑏 short-
term positive drift and a −9𝑝𝑝𝑏 short-term negative drift,
which is 30% lower than the indoor test results.

Figure 7: Attack’s impact on outdoor measurements

7 COUNTERMEASURES
Hardware solutions: Shielding the pollution and tempera-
ture sensing probes while using an internal fan for airflow
circulation can make thermal attacks detectable. Indeed, the
temperature sensing probe can be used in this case to identify
unnatural variations in temperature levels. However, this
not only increases the cost and power consumption of the
low-cost sensor but also heavily reduces its response time
and ability to detect quick pollution emission events.
Software solutions: Besides hardware solutions, we are
currently exploring in our ongoing work the use of machine
learning techniques to train the sensors on the expected elec-
trical signal variations that are due to thermal attacks. Our
objective is to improve the calibration function by filtering
out the electrical signal variations that do not result from an
actual pollution event.

8 CONCLUSION
In this paper, we demonstrate a new security vulnerability
that enables adversaries to spoof low-cost air pollution sen-
sors via localized and long-range heating. To that end, we
leverage the sensitive nature of pollution sensors to temper-
ature variations. We perform multiple indoor and outdoor
experiments to show the efficiency of the thermal attack
while highlighting the attack’s short and long-term impacts.
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